TEST APPLICATIONS FASTER
WITH GREATER DATA SECURITY




HIGHLIGHTS

Micro Focus Data Express reduces the
time, cost, and risks associated with
testing applications helping customers
to:

> Ensure compliance with data privacy
regulations by masking sensitive
information

> Reduce storage costs up to

0%

by using subsets of live data for
testing

> Slash turnaround time on
development tasks by speeding up
test data generation up to

0%
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Organizations cannot risk the stability of

their application portfolio or the security of
customer data. The threat to the business is
just too great. Therefore, IT teams must ensure
that they are testing their core applications

for real-world scenarios. This requires realistic
test data and it is imperative to avoid exposing
test data to the possibility of loss or theft —
especially in this era of heightened privacy
regulation.

Micro Focus Data Express helps manage

the test data environment, improving test
results, lowering the cost to test, and securing
customer data from loss or misuse. The
solution enables customers to:

> Automate the generation of test data

environments, cutting the elapsed time by
up to 80%. This frees testing personnel to

work on addressing the testing queue.

Eliminate up to 90% of test data storage.
This significantly reduces storage hardware
and power costs and eases processing

requirements.

Protect customer data by obscuring
sensitive information. This keeps data safe
from unauthorized users while retaining its

value for testing.
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THE HIGH COST OF TESTING

DEVELOPMENT TEAMS ARE UNDER
CONSTANT PRESSURE TO DELIVER.
URGENT CHANGES DEMANDED BY
THE BUSINESS ARE RECEIVED EVERY
DAY. THE TEAM MUST QUICKLY
TRANSLATE THESE REQUIREMENTS
INTO DEVELOPMENT RESULTS.



Over

262m

personal information records have
been compromised in breaches of data
security reported to the authorities in
the USA during the last four years.

A Chronology of Data Breaches
Privacy Rights Clearinghouse, 2009

The average cost per security breach for
each reporting company was

$6.65m

and the average cost per lost customer
record was $202, compared to $182 two
years ago.

2008 Annual Study, The Cost of Data
Breach
Ponemon Institute
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Unlike development, the scale of testing bears
little connection to the size of the application
change. QA must verify that even the

smallest change will not disrupt the stability
of a business process. As a result, testing
frequently becomes a bottleneck that slows
development efforts and is often the most
expensive component of any development
project.

Testing for real-world situations requires real-
world data. But generating test data manually
is infeasible. It is too slow and error-prone,
and it can never prove the reliability of an
application with the same level of confidence
as real data.

One of the leading European banks addressed
this challenge by using a copy of live data. The
cost to transfer, store, and reset 34 terabytes of
data was extremely high. Especially when this
task was done repeatedly as the application
was re-tested.

The answer is to automate the process of
generating test data to provide testing
environments quickly. It also requires
sub-setting data to provide just enough
information to enable testing without leading
to onerous costs.

SECURING DATA PRIVACY

QA departments need real data to ensure
quality tests. As a result, they frequently use
unmodified production data for testing.
This data includes personal information like
account numbers, account balances, credit
card numbers, government ID numbers, and
other private details. As this data is passed

through large and distributed global teams
the likelihood for loss and theft multiplies.

In recent years there have been numerous
high-profile scandals in which data has fallen
into the wrong hands. These data breaches
can cost millions to rectify and can seriously
undermine confidence in an organization. It

is no surprise that this area has come under
increased regulatory scrutiny. Legislation

like HIPAA, Sarbanes-Oxley and Basel Il has
increased penalties and exposed managers to
the threat of jail time.

To implement rigorous security in the QA
organization is very expensive and may be
ineffective. After all, analysts estimate that
70% of security breaches come from the
actions of insiders. Plus, excessive security only
further slows testing, hindering the ability to
execute changes needed to applications.

The answer is to use test data that has been
cleansed of sensitive information via data
masking while retaining the integrity of the
test environment.
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THE MICRO FOCUS DATA EXPRESS SOLUTION

TO ENSURE HIGH QUALITY
APPLICATIONS REQUIRES HIGH
QUALITY TEST DATABASES.
BUT CREATING THESE TEST
ENVIRONMENTS IS COMPLEX,
TIME-CONSUMING, AND RISKY.



100%

masked data, significantly reducing the
risk of a data breach while maintaining
the exact characteristics and referential
integrity of production data

91%

reduced test database size
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DATA MASKING

Data Express offers an innovative approach
to combat the security and regulatory risks
of using live data. The Micro Focus solution
maintains the exact characteristics of
sensitive data, including referential integrity,
while automatically modifying personal
information to ensure it is safe. It handles a
comprehensive array of data types, ensuring
complete coverage of every customer’s
unique environment. Further, its rule-

based techniques ensure repeatability and
traceability of the transformations.

Now customer data cannot be used by third
parties or malicious insiders, minimizing the
risk of a data breach. At the same time, it
ensures effective testing and compliance with
privacy standards like PCl, Sarbanes-Oxley,
HIPAA, and Basel Il.
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DATA EXTRACTION

Data Express’ data unload and extraction
facilities create a consistent and realistic
subset of production data from all major
commercial data sources. QA staff can specify
database unload queries and identify all
relevant variables needed for data integrity.

It also derives the right amount of data for
effective validation, avoiding unnecessary and
costly duplication of testing effort.

Huge reductions of data volumes are possible.
The leading European bank that required a

34 terabyte test database reduced the size to
just 3 terabytes without compromising test
effectiveness. The savings in storage, transfer,
and test execution costs were substantial.
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Micro Focus Data Express - supporting governance and security needs
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EFFECTIVE DATA INVENTORY MANAGEMENT

Data Express offers test designers and QA Managers can also define rules within Data
Accelerate the testing jprocess managers tools to assess the generated Express to govern the flow of data from
and deliver Consistenﬂy high- test data. Centralized insight over the test production to test environments and to
qua | ity results while ensuri ng data environment is provided through control how data is masked. This gives control
that security is paramount. administrators’ desktops. This allows back to QA management, helping to speed
managers to assess the test databases to up the test process, retain consistently high-
ensure that all operational situations have quality results, and ensure that security is
been thoroughly addressed by the test plan. paramount.
Unload & extract

1 prosducthon data
Into & common
farmat

Analyze
2 inventory &
classify data

e wrr el Dirtwhaurs

5 Load into test
environment

i Py

Dats st

Eamacion Rue

4 Extract masked
data subset

Define test data
creation rules

3

Frivary Ouia

Wasking fuirs

The Micro Focus Data Express test data process



DATA PRIVACY LEGISLATION | TEST APPLICATIONS FASTER WITH GREATER DATA SECURITY '-8_'

DATA PRIVACY LEGISLATION

GOVERNMENT REGULATION HAS
BECOME MORE AGGRESSIVE IN
RECENT YEARS IN ORDER TO
PROTECT CONSUMERS’ IDENTITIES.
THESE STANDARDS AND
REGULATIONS MUST BE TAKEN INTO
ACCOUNT WHEN ESTABLISHING THE
TEST DATA ENVIRONMENT.



r9_| TEST APPLICATIONS FASTER WITH GREATER DATA SECURITY | SUMMARY

SUMMARY

DATA SECURITY IS AN ISSUE THAT
CAN NO LONGER BE IGNORED AND
IS NOW ONE OF THE TOP THREE
CONCERNS FOR CIOS. DATA BREACH
INCIDENTS IMPACTING MILLIONS OF
CUSTOMERS AND HUGE FINANCIAL
LOSSES ARE COMMON.



ABOUT MICRO FOCUS

Micro Focus, a member of the FTSE

250, provides innovative software

that allows companies to dramatically
improve the business value of their
enterprise applications. Micro Focus
Enterprise Application Modernization and

Management software enables customers’

business applications to respond rapidly
to market changes and embrace modern
architectures with reduced cost and risk.

For additional information please visit:
www.microfocus.com
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