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About this guide

This guide describes the REST APIs supported by NetlQ Access Manager components. It includes
step-by-step instructions for using these APIs.

IMPORTANT: The Technical Support team supports the general Access Manager setup and any
issues where the Access Manager endpoints do not return valid data. Any other code changes
needed to integrate with Access Manager are outside the scope of traditional technical support and
need to go through the namsdk@microfocus.com channel.
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1 APl Overview

Access Manager APIs are broadly categorized as follows:

+ Administration APIs: The administration APIs help to automate the common administrative
tasks. Administration Console exposes these APIs. See Chapter 2, “Administration API,” on
page 9.

+ OAuth and OpenlID Connect APIs: Identity Server exposes these APIs for all OAuth
functionalities, such as endpoints for registering clients, and obtaining access tokens. See
Chapter 3, “OAuth OpenlID Connect API,” on page 45.

+ Component Statistics APIs: These APIs provide statistics of Identity Servers and Access
Gateways. The individual devices expose these APls. These APIs are a precursor to the
Administration APIs for obtaining the device statistics. These continue to be available, but it is
recommended to use the administration statistics API. As a single administration API provides
details for all devices. See Chapter 4, “Component Statistics API,” on page 85.

+ AWS Auto Scaling API: These APIs help to automate tasks related to auto scaling Access
Manager on AWS. See Chapter 5, “AWS Auto Scaling API,” on page 93.

API Overview
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2.1

2.2

Administration API

¢ Section 2.1, “Accessing Administration APIs,” on page 9
+ Section 2.2, “Swagger Documentation,” on page 9

+ Section 2.3, “Device APls,” on page 10

¢ Section 2.4, “Certificate Management APIs,” on page 35
+ Section 2.5, “Manage User Sessions,” on page 42

+ Section 2.6, “Purge Access Gateway Cache,” on page 43

Accessing Administration APIs

Administration Console supports Administration APls, OAuth and OpenID Connect APls, and
Component Statistics APls. You can invoke these APls by using a browser or by using the curl
command in scripts to help automate the administrative tasks.

Base URL: [https://<Adm nistration Console DNS or |P>:<AC Port>/nps

The Administration Console port is 8443 by default. However, if Administration Console is installed
along with Identity Server on the same system, then the port is 2443.

Authentication: The APIs are protected by using basic authentication. You can use Administration
Console credentials for accessing the APls. However, accessing the API differs from accessing
Administration Console in the following ways:

+ The username for accessing the APIs must be specified in the fully qualified format. For
example, cn=admi n, o=novel | .

+ The user must have full admin rights to Administration Console. These APIs do not support
delegated admin access.

Response Format: It returns the data as JSON by default. Set the Accept header to appl i cati on/
j son to obtain the response in the JSON format.

Swagger Documentation

You can access the detailed documentation for all administration APIs in the REST APl Doc on the
Access Manager Developer Resources website.

The Swagger documentation is available in the Administration Console. To access it, use your AC host
name and port in the format ht t ps: // <adm n- consol e- host >: <admi n- consol e- port >/
nps/ swagger-ui . htm .

Administration API
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2.3 Device APIs

+ Section 2.3.1, “Configuring a User Store,” on page 10

+ Section 2.3.2, “Configuring a Contract,” on page 13

+ Section 2.3.3, “Configuring a SAML 2.0 Service Provider Application,” on page 16
+ Section 2.3.4, “Creating a SAML 2.0 Identity Provider Application,” on page 19

+ Section 2.3.5, “Creating an OAuth 2 Client Application,” on page 24

+ Section 2.3.6, “Getting Device Health,” on page 33

+ Section 2.3.7, “Getting the Device Statistics,” on page 34

+ Section 2.3.8, “Scaling the Device,” on page 35

2.3.1 Configuring a User Store

1. Get the Identity Server Cluster ID.

Endpoint for cluster details: / api / v1/ cl ust ers/ and URL: htt ps://
{AC I P}:{AC Port}/nps/api/vl/clusters.

Sample Response

Sanpl e Response:

{
"unassigned": [],
"assigned": |
{
"clusterld": "SCCnB6ylf",
"clusterNane": "IDP-Cluster",
"heal t hSt at us": "PASSED',
"updat eStatus": " CURRENT",
"servers": |
{
"deviceld": "idp-3A480C74CC3F0383",
"devi cel p": "10.10.10. 10",
"heal t hSt at us": " PASSED",
"updat eStatus": "CURRENT",
"alertCount": O
}
1,
"server Type": 6,
"alertCount": O
}
]
}

2. Use the cluster ID to add a user store with details such as type, replicas, and context.

Endpoint: / api /vl/clusters/{clusterld}/userstores/

Administration API



Sample Payload:

{
"ni dsDi spl ayNane": "User Store",
"ni dsAdm nUser nane": "cn=adm n, o=novel | ",
"ni dsAdm nPassword": "novel | ",
"ni dsDi r Type": "eDirectory",
"ni dsLDAPOpTi neout ": 15,
"ni dsLDAPI dl eConnTi neout": 10,
"userStoreReplica": |
{
"ni dsDi spl ayNane": "USReplica",
"ni dsl PAddress": "10.10.10. 10",
“nidsPort": 636,
"ni dsDoSSL": true,
"ni dsMaxConnections": 20
}
1,
"ni dsSearchContexts": |
{
"context": "o=novell",
"scope": 1
}
]
}

Sample Response

"statusCode": 201,

"statusMessage": "Success",

"successMessage": "User Store with Id USly4f3k is created
successful ly. ",

"id": "USly4f 3k"
}

3. Validate the user store configuration from GET API.
Endpoint: GET: /api/vl/clusters/{clusterld}/userstores/{userStoreld}

URL: https://{AC I P}: {AC Port}/ nps/api/vl/clusters/{clusterld}/
user st or es/ US1y4f 3k

Administration API

11



12

Sample Response

{
"id": "USly4f3k",
"ni dsDi spl ayNane": "User Store",
"ni dsDi r Type": "eDirectory"
"ni dsAdni nUser nane": "cn=adm n, o=novel | "
"ni dsAdni nPasswor d": "novel | "
"ni dsSearchContexts": |
{
"context": "o=novell"
“order": null
"scope": 1
}
1,
"ni dsLDAPCpTi neout ": 15
"ni dsLDAPI dl eConnTi neout ": 10,
"userStoreReplica": |
{
"id": "USRmbu2cr",
"ni dsDi spl ayNane": "USReplica"
"ni dsl PAddress": "10.10.10. 10",
"nidsPort": 636
"ni dsDoSSL": true,
"ni dsMaxConnections": 20
}
]
}

4. Update the Identity Server cluster configuration.
Endpoint: POST: api /vl/ servers/action

Sample Payload

{
"cmdHandl er": "devi ceConrmand”,
"actionCmd": "nidpreconfigure"
"serverMap": {
"clusterld": [
"devi cel d"
]
b
"reconfigureType": "all"
}
Sample Response
{
"stat usCode": 200,
"statusMessage": "Success"
}

Administration API



2.3.2 Configuring a Contract

1. Get the Identity Server cluster ID.
Endpoint for cluster details: / api / v1/ cl usters

URL: https://{AC_IP}: {AC Port}/ nps/api/vl/clusters

Sample Response

{
"unassi gned": [],
"assigned": [
{
"clusterld": "SCCnB6ylf",
"clusterName": "IDP-Cluster",
"heal t hStatus": "PASSED',
"updat eSt at us": " CURRENT",
"servers": |
{
"deviceld": "idp-3A480C74CC3F0383",
"devi cel p": "10.10.10. 10",
"heal t hSt at us": " PASSED",
"updat eSt at us": " CURRENT",
"alertCount": O
}
1,
"server Type": 6,
"alertCount": O
}
]
}

2. Create an authentication class using a pre-defined class.

Endpoint: POST: / api / vl/cl usters/{clusterld}/cl asses

Sample Payload:
{

"ni dsDi spl ayNane": "Basic O ass",
"ni dsAut hJavad assNane":
"com novel | . ni dp. aut henti cation. | ocal . Basi cd ass",
"ni dsAut hTypel D': O,
"ni dsAut hCl assProperties": {
"keyl": "val 1",
"key2": "val 2"

Administration API
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Sample Response

{
"statusCode": 201,
"statusMessage": "Success",
"successMessage": "Class with | d ACBkb6i5 is created successfully."”,
"id": "AC8kb6i 5"
}

3. Use the authentication class to create a method using the new user store.
Endpoint: POST: / api / vl/ cl usters/{cl usterl d}/ net hods

Sample Payload:

{
"ni dsDi spl ayNane": "Auth Method",
"ni dsAut hCl assCN': " ACBkb6i 5",
"ni dsAut hUser St oreCNLi st": [
"DEFAULT_USER_STORE"
1,
"ni dsAut hCl assProperties": {
"keyl": "val 1",
"key2": "val 2"
}

i dsUseForldentity": true,
"ni dsOverWiteTenpUser": fal se,
"ni dsOver WiteReal User": false

}

Sample Response

"statusCode": 201,
"stat usMessage": "Success",

"successMessage": "Method with Id AWvi60c8i is created
successful ly. ",

"id": "AWh60c8i"
}

4. Use the authentication method to create an authentication contract.
Endpoint: POST:/ api /v1l/clusters/{clusterld}/contracts
URL: https://{AC_IP}: {AC Port}/ nps/api/vl/clusters/{clusterld}/contracts

Administration API



Sample Payload:

{

}

"ni dsAl | owabl ed assesList": [],
"ni dsAut hContract Properties": [

{
"name": "H DE CARDS W TH EQUAL LEVEL",
"type": "BOOLEAN',
"val ue": "fal se"
% ,
"nane": "AUTHENTI CATE W TH EXPI RED PASSWORD',
"type": "BOOLEAN',
"val ue": "fal se"
1
{
"name": "keyl",
"type": "OTHER',
"val ue": "val 1"
}
1,
"nidsCardText": "BasicUser NanePassText",
"ni dsl mageRef erence": "Basi cUser NamePass",

"nidsCardl D': "BasicUser NamePass! D'
"ni dsCar dPassi veAut h": fal se
"ni dsCheckTrust Level s": true,
"ni dsLogi nRedi rect URL": "contract/url/redirect",
"ni dsPwdExpi reURL": "contract/url/expire"
"ni dsShowLogi nRedirect U ": true,
"ni dsShowPVDEXpUI " true,
"ni dsTrust Level ": 0,
"ni dsACRefreshRate": 42
"ni dsACTi neout": 60,
"ni dsAut hAl | owPr oxyi ng": fal se
"ni dsAut hMet hodCNLi st": |
" AVh60c8i ",
" ALCBnkr ub"
1,
"ni dsRequest edContext ": 1,
"ni dsAdvOnLogi nDl g": true,
"ni dsBaseURL": "contract/url/base"
"ni dsDi spl ayNane": "Auth Contract"

Sample Response

{

"statusCode": 201,
“stat usMessage": "Success"

"successMessage": "Contract with Id ALC401wbq is created

successfully. ",

}

"id": "ALCA01weq"

5. Validate the configurations from GET API.

Administration API
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Endpoint to GET Class details: GET: /api/vl/clusters/{clusterld}/classes/
{cl assl d}

Endpoint to GET Contract details: GET: /api/vl/clusters/{clusterld}/contracts/
{aut hLocal Contract | d}

Endpoint to GET Method details: GET: /api/v1l/clusters/{clusterld}/nmethods/
{aut hMet hodl d}

6. Update the Identity Server cluster configuration.

Endpoint: POST: api / vl/ servers/action

Sample Payload

{
"cndHandl er”: "devi ceComrand”
"actionCnd": "nidpreconfigure”
“server Map": {
"clusterld": [
"devi cel d"
]
1
“reconfigureType": "all"
}
Sample Response
{
" st at usCode": 200,
"statusMessage": "Success"
}

2.3.3 Configuring a SAML 2.0 Service Provider Application

To configure a SAML 2.0 service provider application, perform the following:

+ Get the Identity Server cluster name

+ Create a SAML 2.0 service provider application
+ Attach a signing certificate

+ Update the IDP server cluster configuration

1. Get the Identity Server cluster name using the following request:

API Request: GET https://164.99. 185. 113: 2443/ nps/ api / v1/
cl usters?servertype={server Type}
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APl Response:

{
"unassigned": [],
"assigned": |
{
"clusterld": "SCCrnguoa",
"clusterName": "IDP-Cluster-113"
"heal t hSt at us": "PASSED",
"updat eStatus": "UPDATE ALL",
"servers": [
{
"deviceld": "idp-FOCF664DE77CAEFC',
"devi cel p": "164.99.185.113",
"heal t hSt at us": " PASSED",
"updat eStatus": "UPDATE",
"alertCount": O
}
],
"server Type": 6,
"alertCount": O
}
]
}

2. Create a SAML 2.0 service provider application by providing the meta data.

API Request: POST https://{AC_|P}:{AC Port}/nps/api/vl/clusters/
{clusterld}/sam 2/ sp

API Request Payload: FormData

sam 2Confi g:

{" ni dsTrust edProvi der Met adata": "https://164.99. 185. 27: 8443/ ni dp/ sam 2/
nmet adat a", "provi der Type": "General ", "ni dsMet adat al nport Type": " METADATA _
URL","central Metadatal tens":[], "ni dsDi spl ayNane": " SP2", " ni dsEnabl ed": t
rue}

Sample API Response:

{

"statusCode": 201,

"statusMessage": "Success",

"successMessage": "Trusted provider created successfully with Id
STSPgwer 59. "

}

3. Attach a signing certificate using the following request:

APl Request: POST https: //{AC | P}:{AC Port}/nps/api/vl/clusters/
{clusterld}/sam 2/ netadat a/ certificates

Administration API
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API Request Payload: FormData

nmet adat aVal i dati onRequest
{" ni dsMet adat al nport Type": " METADATA URL", "ni dsTr ust edProvi der Met adat a"
:"https://164.99. 185. 27: 8443/ ni dp/ sam 2/

nmet adat a", "provi der Type": "sp", "certList":["signing","encryption"]}
signingCert: <Attach the certificate file>

API Sample Response:

{
“encryption": [
{
"subject": "OC=novel |, OU=accessManager, CN=test-encryption”,
"validity": "Sun Apr 16 10:48:01 | ST 2023 - Wd Apr 16
10:48: 01 | ST 2025",
"issuerDn": "O=SLES15SP3_25 TREE, OU=Organi zational CA",
"al gorithm': "SHA256wi t hRSA",
"serial Nunber": "7b6cda8e6e48b3a4c8e50d47864dabe74505edh8”

}
1,
"signing": |
{
"subj ect": "O=novell, OU=accessManager, CN=test-signing",
"validity": "Sun Apr 16 10:48:00 |IST 2023 - Wed Apr 16
10:48: 00 | ST 2025",
"issuerDn": "O=SLES15SP3_25 TREE, OU=Organi zational CA",
"al gorithm': "SHA256wi t hRSA",
"serial Nunber": "7bal893d19329391elf 8ecf 3064d635098eef f db"

}

4. Update the IDP server cluster configuration using the following request:

APl Request: PUT htt ps: //{AC I P}: {AC Port}/ nps/api/vl/
cl usters?servertype=6

Sample API Request payload:

servertype: 6

Administration API



Sample API Response

{
"unassigned": [],
"assigned": |
{
"clusterld": "SCG nlrow'
"clusterNane": "IDP-Cluster",
"heal t hSt at us": "PASSED",
"updat eStatus": "UPDATE ALL",
"servers": |
{
"deviceld": "idp-FCl418E9062A2E9A",
"devicel p": "10.71.144. 137",
"heal t hSt at us": "PASSED",
"updat eStatus": "UPDATE",
"alertCount": O
}
1,
"serverType": 6,
"alertCount": O
}
]
}

2.3.4 Creating a SAML 2.0 Identity Provider Application

To create a SAML 2.0 identity provider application, perform the following:

+ Get the Identity Server cluster ID
+ Create a SAML 2.0 identity provider application

a. APl request to create SAML2 IDP Application
b. Assigning signing certificate
c. GET details of the created IDP

+ Update the IDP cluster configuration

1. Get the Identity Server cluster ID using the following request:

APl Request: GET htt ps: //{AC_ | P}: { AC Port}/ nps/api/vl/
cl usters?servertype=6

Administration API
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Sample API Response:

{
"unassigned": [],
"assigned": |
{
"clusterld": "SCCrnguoa",
"clusterNane": "IDP-Cluster-113",
"heal t hSt at us": " PASSED",
"updat eSt at us": "UPDATE_ALL",
"servers": [
{
"deviceld": "idp- FOCF664DE77CAEFC",
"devi cel p": "164.99.185.113",
"heal t hSt at us": "PASSED",
"updat eStatus": "UPDATE",
"alertCount": O
}
1,
"server Type": 6,
"alertCount": O
}
]
}

2. Create a SAML 2.0 identity provider application by providing the following details:
¢ Access Manager Identity Server Base URL
¢ Assertion consumer service URL
+ Destination URL
+ EntitylD
+ Logout response URL
+ Logout URL
+ Signing certificate
a. APl request to create SAML2 IDP Application:

POST https://{AC IP}:{AC Port}/nps/api/vl/clusters/{clusterld}/
sam 2/idp
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API Request Payload:

{
"ni dsDi spl ayNane": "|1DP2_27",
"ni dsEnabl ed": true,
"providerType": "idp",

"ni dsMet adat al nport Type": "METADATA URL",
"ni dsTrust edProvi der Met adata": "https://164.99. 185. 27: 8443/ ni dp/
sam 2/ net adat a",
"aut hCardConfig": {
"nidsCardl D': "I1DP2_27",
"ni dsCardText": "I1DP2_27",
"ni dsAdvOnLogi nDI g": true,
"ni dsCar dPassi veAut h": fal se,

"ni dsl mageRef erence": "I DPAdmi nistrator",
"aut hContracts": [
" ALCgi p5en"
]
}
}
Sample API response:
{
"statusCode": 201,
"statusMessage": "Success",
"successMessage": "Trusted provider created successfully with Id
STIDPj | ye2i . "
}

b. Assigning signing certificate:

API Request: POST https: //{AC I P}: {AC Port}/nps/api/vl/clusters/
{clusterld}/sam 2/ met adat a/certificates

API Request Payload: FormData

met adat aVal i dat i onRequest :

{" ni dsMet adat al nport Type": " METADATA URL", "ni dsTr ust edPr ovi der Met ada
ta":"https://164.99. 185. 27: 8443/ ni dp/ sam 2/

met adat a", " provi der Type": "idp","certList":["signing","encryption"]}
signingCert: <Attach sigining certificate file>
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Sample API Response:

{
“encryption": [
{
"subject": "O=novell, OU=accessManager, CN=test -
encryption",

"validity": "Sun Apr 16 10:48:01 | ST 2023 - \Wed Apr 16
10:48: 01 | ST 2025",

"issuerDn": "O=SLES15SP3_25 TREE, OU=Organi zational CA",

"al gorithni: "SHA256wi t hRSA",

"serial Nunmber":
"7b6cdaBe6e48h3a4c8e50d47864dabe74505edb8"
}
1,
"signing": [
{
"subject": "O=novell, OU=accessManager, CN=test -

si gni ng",
"validity": "Sun Apr 16 10:48:00 | ST 2023 - Wed Apr 16
10: 48: 00 | ST 2025",
"issuerDn": "O=SLES15SP3_25 TREE, OU=Organi zational CA",
"al gorithni: "SHA256wi t hRSA",
"serial Nunber":
" 7bal893d19329391elf 8ecf 3064d635098eef f db"
}
]
}

c. GET details of the created IDP:

API Request: GET htt ps://{AC_| P}: {AC Port}/ nps/api/vl/clusters/
{clusterld}/sam 2/idp/{providerld}

Sample API Response:

{

"ni dsDi spl ayNane": "I DP2_27",

"ni dsEnabl ed": true,

“nidsProviderI D': "https://wwmv idp27. com 8443/ ni dp/ sam 2/
met adat a",

"ni dsTrust edProvi der Met adata": "<?xm version=\"1.0\"
encodi ng=\"UTF-8\" ?><nd: EntityDescriptor xmns:nd=...... </

md: Enti tyDescri pt or>",
"certificateslnfo": {
"encryption": [

{

encryption",

"subject": "O=novell, OU=accessManager, CN=test-

"validity": "Sun Apr 16 10:48:01 I ST 2023 - Wed Apr
16 10:48:01 | ST 2025",
"issuerDn": "O=SLES15SP3_25 TREE, OU=Organi zati onal
“al gorithm: "SHA256w t hRSA",
"serial Nunber":
" 7b6cdaBebe48b3a4c8e50d47864dabe74505edb8"
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}
1

"signing": [
{

"subject": "O=novell, OJaccessManager, CN=test-
si gni ng",

"validity": "Sun Apr 16 10:48:00 IST 2023 - Wd Apr
16 10:48:00 | ST 2025",

"issuerDn": "O=SLES15SP3_25 TREE, OU=Organi zati onal
mll ,

"al gorithnt: "SHA256w t hRSA",

"serial Nunber":
" 7bal893d19329391elf 8ecf 3064d635098eef f db"

}

]
}1
"trustConfig": {

"ni dsSCAPSecurityMethod": 0
}1
"attributesConfig": {

"nidsM scAttributes": []
}1
"optionsConfig": {

"ni dsAccessSetti ngsProperties”: []
}1

"authCardConfig": {
“nidsCardl D': "IDP2_27",
“nidsCardText": "IDP2_27",
"ni dsAdvOnLogi nDl g": true,
"ni dsCar dPassi veAut h": fal se,

"ni dsl mageRef erence”: "1 DPAdm nistrator™,
"authContracts": [
"ALCgi p5en"”
]
¥
"aut hRequest Confi g": {
"nidsldentifierFormat": "urn:oasis:names:tc: SAM.: 2. 0: nanei d-

format: persistent”,

"ni dsAdvOnFedgnt DI g": true,
"ni dsCr eat eFedsAt Logi n": true,
"ni dsRequest edContext": O,
"ni dsAl | owm DPProxyl ndirects": -1,
"ni dsAut henRespPr ot 0Bi ndi ng": "none",
"contractsList": [],
"typesList": []

}

serldentificationConfig": {
"ni dsldentificationMethod": 1,
"ni dsPronpt PmdOnMat ch™: true,
"stepUpAuth": [1],
"post Auth": [],
"ni dsAssertionValidity": 300,
"provisioningSettings": {
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"ni dsRequiredAttributes": [],
"nidsOptional Attributes": [],
"ni dsUser NaneCreati onQption": O,
"ni dsFirst Segnent LenRul e": -1,
"ni dsJunctionl": O,

"ni dsLast Segnent LenRul e": -1,
"ni dsPasswor dCreati onOption": 1

}1

"attrMatchingSettings": {
"ni dsAut hUser St oreDNLi st™": [],
"ni dsAttrMapFai |l Option": 0O

}
3. Update the IDP cluster configuration using the following request:

API Request: PUT htt ps: //{AC | P}: { AC Port}/ nps/api/vl/
cl usters?servertype=6

Sample API Request payload:

servertype: 6

Sample API Response:

{
"unassigned": [],
"assigned": |
{
"clusterld": "SCGnlrow',
"clusterNane": "IDP-Cluster",
"heal t hSt at us": "WARNI NG',
"updat eStatus": "UPDATE ALL",
"servers": |
{
"deviceld": "idp-FCl418E9062A2E9A",
"devicel p": "10.71.144. 137",
"heal t hSt at us": "EXECUTI NG',
"updat eStatus": "UPDATE",
"alertCount": O
}
1,
"serverType": 6,
"alertCount": O
}
]
}

2.3.5 Creating an OAuth 2 Client Application

1. Get the Identity Server cluster ID.

2. Create an OAuth2.0 client application using POST request with cluster ID and necessary request
parameters as in the following example:
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Example: Create a web client application cl i ent Test App

Sample request:
POST Endpoi nt: {AC URL}/ nps/oaut h/ naniclients/?clusterld={clusterl D}

Sample Payload:
{

"application_type": "web",

"redirect _uris": [
"https://client.exanple.org/callback"
"https://client.exanple.org/callback"
"https://devel opers. googl e. coni oaut hpl aygr ound"

1,
"t oken_endpoi nt _auth_nethod": "client_secret_basic",
"id_token_encrypted response_al g": "RSAl 5",
"id_token_encrypted response_enc": "Al28CBC- HS256"
"id_token_signed response_al g": "RS256"
"contacts": |

"ve7j t b@xanpl e. org",

"mary@xanpl e. org"
]

rant _types": [
"aut hori zati on_code",
"refresh_t oken"
1,
"response_types": [
"code",
"id_token",
"t oken"
1,
"client_nanme": "clientTestApp",
"jwks_uri": "http://164.99.86.160/ anup/client_pubkey.txt",
"al waysl ssueNewRef reshToken": true,
"accessTokenTTL": 1,
"aut hzCodeTTL": 1,
"refreshTokenTTL": 3,
"token format": "JWI
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Sample response:

{

"devel operDn": "adm n",
"grant _types": [
"aut hori zation_code",
"refresh_t oken"

]

pplication_type": "web",
"registration_client _uri": "https://10.71.144.148: 2443/ nps/ oaut h/
nam cl i ents//e6ece84a- 3dcc- 4057- a90d- 47elabcab580"
"redirect _uris": [
"https://client.exanple.org/callback"
"https://client.exanple.org/callback"
"https://devel opers. googl e. coni oaut hpl aygr ound"
]

oken_endpoi nt _auth_nethod": "client_secret_basic",
"client _id": "ebece84a-3dcc-4057-a90d-47ela6cab580"
"id_token_encrypted response_al g": "RSAl 5",
"al waysl ssueNewRef reshToken": true,
"refreshTokenTTL": 3,
"Version": "5.0"
"id_token_encrypted response_enc": "Al28CBC- HS256"
"token format": "JW",
"client_secret_expires_at": 1701191564385,
"jwks_uri": "http://164.99.86.160/ anup/client_pubkey.txt",
"aut hzCodeTTL": 1,
"accessTokenTTL": 1,
"client_secret":
"3_31V1zf dHW/_FX56NOLI pR&zBKTo_s4t _q3Ef FUC5K53t Bj 01ladTMaZd4) g2shkELr Q
FkKUZ8NKGXTgk_glLg",
"client _id issued at": 1701105164385,
"client_name": "clientTestApp2",
“contacts": |
"ve7j t b@xanpl e. org",
"mary@xanpl e. org"
]

i d_token_si gned_response_al g": "RS256"
"response_types": [

"code",

"id_token",

"t oken"

}

3. Get the client_id, client_secret detail form the client registration response.

4. Use the client ID and secret to get a code/token using Oauth2 & OpenlID connect flows.
Example (1): Implicit flow

Sample Request:

GET Endpoint: {IDP_URL}/ ni dp/ oaut h/ nani aut hz/
?response_t ype=t oken&client_id={client_id}&edirect_uri={redirect_uri}

26 Administration API



Sample Response:

https://client.exanple.org/

cal | back#t oken_t ype=bear er &access_t oken=eyJhbCci G JBMII 4S1ci LCJI bmM G JBMI
| ARONNI i wi dH W j oi Sl dUl'i wi Y3R51j o0i Sl dUl'i wi el Wl j oi REVGE i wi a2l kljoi Ni J9. Mk
i hHHgOYcet FQx5QH7NOvNEpKt t u2v. Lf p3TZ_4p2__kW)j . UMEpu_FVhR3yH1_AGSent UuUvvL
g2FgUoLKk BKxkDt CWL- cf i zMyKBuuOHkl M kI SzQs00us YHXTNTf nDaoUZAqA4-

mPHf Mar 2zbUzi f 6KaZF5J6vk Tt j JDEz8qz Hpl XHgk P- Ez ck 6HRKZ1wWNmHSaXgn5-

dal 6QLNv7ELUTZr RbeBKB3AI 1KFRnkTYl m&oYPZbj i Sm pcuj u- wovx WZGGxuaw2J-

yex5j Ut onr hQCQB04P-

bEu67bqx690BeYJeasN 5W0OZr JOvgxf TPBmTj E96DI aJC5Z248ChPSv 1i hb6KQEX1GBYdf XgaKx
7j BOmPQTQMI5i zI al 6Rr f xOy3hCVz3RNT80nAT4s3x V-

TnAWVEKT | Lt RI i WFt U4nxvgG3wWTKv SBDPj Rr noHcw3! Lg0ChNu2Dk8DQk Zi 8BZasBuThhucgPl
OYCG- nm_Ch- 6(hV2nqJ DPFVhnBAf t ZHi 39SVWWEU-

nlk5cxor 3cOT7dbWCC2P5nEBPKKTVW NXki 2R _f kI Exsbt m 6Jg-

Hv Uf vIN3LW kexr G OQcsi i FRD8gJbDxC6gi Uhj s OBUSNVRCs -

| 483 x1FFeymeolLBPBt ke TKDj xvYQCa-

frNvG@ GOE89 i HPo49Bj W quyVWK5Sz bl EFf OQzZbnk36Nac VMXEqHr UXvyf xt szCTdf RdFgSet Q
TS2Rz0j YOhLb6c7ua09uj kGokyt 399i va9wFTMyi Jk61XW f 3Jchb-

vh6i cg7e8TMYj 4VdIn6LJLaPuf ONUXj vPFEf hTqKaCla_pgRf ZFVxLC82cx8l zr swSl zagl N_|
SMNDa8BnZHVzpv 1t nJQFdJi ndQFkuovLl dWUKTFPvI dTRC xaoQwybkvt Vi bx_0C5GQLaj 9p
dPf EPn- BUKLj s_1qbi 6Nl V1B08Jdu- WONOy O7 FXXat W\koM - 6bbdh4Agb-

AcPf Esl aOBFECsNdwnf wj YRI EQXf QGkRz JKi al J66] H8-

XOf nt pDcLD1Cx WOpu_Vdhkt EZaCG scJRBeBbQi | r 18 SEG6J OLHv CIDTQHBoFEbCgkKr zj nkw
UVs_TWIpYgQRWKIFBV2M36pcDnwl w

VUWEKZ W LMLwWWx bkv_y EWZy FI ¢ RSmi ORcOXKnZaOch9Y_gat x HBEf uZ2n8NTDhnr hQHf J YPUGE
HuaH8Ms q192K8nez HYvwsi xbOUSt dnpBm B4l Jr uOVeT2vNKashFuvxj cZDsS7uzVi a7i YxAes7
| cpRi JHPxY-

E2cs OMAANKNt WPYr FXRk 3J4QnGeZg8DnMokuw7 2Dl p6wCz KEN8s | AkbZwMN EQ605-

Snr Hel T44TwnBgoGohLLw2g8cgt FeAWOOP_CIONr OXcMPI _DOBBf PHEI UEXNy gQLXH y A-
@BnHNc84k _t dr wPWAOAhCHt | O0OR_f yLr Fhr QAr Kf GSf n9YYESnr 0g4HF_ncP4xxUAc7ud8. 5n
pRBi | W 7sONVKesxs| A&expi res_i n=3600

Example (2): Resource Owner Credential flow

Sample Request:

+ POST Endpoint: { | DP_URL}/ ni dp/ oaut h/ nam t oken

+ Sample Payload:
grant _type=password&client id={client _id}&client _secret={client_secret
} &user name={ user nane} &passwor d={ passwor d}
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Sample Response:

{
"access_token":"eyJhbGeci G JBMTI 4S1ci LCII bnM O IJBMTI 4RONNI i wi dH Wi | oi SI dUI'i

wi Y3R5!joi SIdUiwiemw joi REVA i w a2l kljoi 8J9. WC_Nu07KuXTQNt gDzzw0t BBhadu
Xt FsT. gMF4l FCFVCM FA_F. aSJl J3esD801DCI 78zHKI QK2GPy MLl _EY_MAoavauZi vl P70f h
pUsl vxSM SSFENdXNGzi FHGPTVFAD7r gvhA-
Mz GB1KAUN VW gj a8zRVGyglAEDI 7z KldUnhQwRn2hHUUh_| ueMpzEK6Y6j bJwdj yoj o7Ayl ¢
HKMRWEL | FKTEZE2ppu03VGyg6V219A40040H_YI PcT4r 3R
Hi 50Ndai r 41K4uasoWel goaYx| 48MBdEkovi DAwh79KLDc AaDMy QVM oqSyy3GWNApc5&2p48n
NTTeW
6US5A5PFI vyNNE61UagW 4DSGY ggf m vIMb2Jt | nY2DF ROEI Ht vuu®yJ7BdQS7FVCe_kO7i 7X
HX49wkkpJ7z0D3201pFkencENJzh-
uFh5z6gFnpuj b5Do8AKf mPar 75husi ABoRwW7yv5a676KY_6XI sLhap9x5k2Je7l nvPFYSI R1J1
G
Sf 47A3t FKT_3t ENYgNf m\hl RV6NKhZgc 9ROVMDHNt Rl GJ PNHsnqLvULneb81mlVWSp Awf z UUB
KAp1X3dqgj S8hNI nl sOFgbOMZeSE3pl r 7SDcb3M21j y SYHHd2epHD7 CoyBIPdQ
kqBnl10akJ_I JEi T-
FnPgt Rh5kzDAJt bl PcCgWFUi winRgeqd7W _j t eMNE903kf ct LECAr nAQBt Juh906N0Oz Ul 7f 1k
Rp9FENi LsO0aBzcWvt 5KCFvvr Roi RO9Vbr KxQULwkd ZXv- Ub3BwUI quér | 2gLy-
b8ah4Fr N3aD6CpzuQVOS8AHr ZI oi zgobJl QZ4LBYngB8W/L8I agi O ML7WATLI 76Yi 1pl yQ\yp
keXk YDQZHTOPWI1r - El YPApb4zz U
_mDAHIwW8t 3WR9z g 1Bt GX1Qq4s8Ndr XGz ONr ul g5Ev 1N DTcOC7uQSPj B4y dTj AsY-
PpJpP3Bf j RKR| d9Hwb2_HbP5yghhe3QVAN2znVapzK6Nt UyLA2I qQvr E21j _j T2LnysPpQZzxg
vGBvr OvN3bdanP-
i Kt z5Ff e9qpxX844FTYcc9Sy Ywut QuX8zEt UVt PVi z7LKP16HNt qj | 9uz58r Zi _ AYNW7P_npa9
8p62i zwOx7S1FBdOLCk DRCCBRRAMut ZDg9FKO0Oy Ur | a9uFi HAHCRLcV6C 8JUz TXE3Vnpz 2'Yt
dBmRr RzvgWLmHXhewKDPx V] sar 5YHP_9Yf aQAFCx OQWgl uQQ
gWFSRUy DTl zGazl 2PGzOM NYY17EhsYUl9aj nKsaTNcn4Cozax- -
| 0JH Xe8B50goi cuZ9i | sVHpRgRHsWhCF aKYADSLGACX SKz 1 -
SGSLekhuxsHgPWKLI mEQJkr vgi 6W67D-
7j Dvk2pdI ki ez6PC7NxyCLBUQ LHyZBt pa9C5pUFMLSNRVNCz Ppe-
j SHFPj f PyNDCQWFG 7y wMbf UA9Pcpy Ul G UENG 07CGIDEUMBAI ¢ZL1ZXzI 8Uj Ri 55mDo7m
fJOGBovioluVl DxSE4j ZDg6zcOh- UOGPnURKAf NRXPt d_j 7CsuKh7GhbAQK5buHd-
60E6BIMABAPbRx_0OnpbJogpt M A7ZdJy16Q RVi AAlecXTQW',

"token_type": "bearer",

"expires_in":3599,

"refresh_token":"eyJhbCci O JBMI 4S1ci LCII bnM G IJBMTI 4RONNI i wi dH Wi j oi Sl dUI
i wi Y3R5Ijoi Sl dUliwi em w j oi REVGA i wi a2l ki j oi 0SJ9. FdgFBHgpQoO0OpOSP3I bS_3vI Yr
FuN GR uF9l kt SLVLVpceGn. kW NOYepscu3Nb_Fti 2f FbVpi KI TzbNbhQO 67i 1hgFuyM SFt R
Q1 Yr SNIi pps1dTLOCGOWII 1i 2Ver ch55KFA 0CeD4r N-

ZJOrDl eWbAwc9pdj FQF Nt XI | Ns@BAOyspdl | s3BJRal 0bBRh4f 2w96uKN66_2N7f 321SpJWhJa
A6y_5TWKuez 20!l KCPCTVAd] E31Au9-

OPc8NxxCdVHaNI 5SEgvW/UkusbZmaMBL5Lb7or Ty Gky MSCt -

7Q q&Br FBAVIxr phTV72B1Bqgj 45dKPXRbi xt Qxw_YNHX46r S8DVX4kd6c CA-

9220V Ur Zf dy CHf MIKO614Cnf b7wGnzng21E6SSW aVz X0l eef f mvXnWhvwsBn_93j PWB9Cdne
7Tkk1GxVr znCgkcolN7qSnj ZJj dWy4EhaR2capMVMNRoEd6dJPNuvG qaTDD46HbI dvLV75EQP
RTTWEaVt AAl ZgOr IMVE MMOF UTPhNWE j 20QP1 | pk-T -

xXi nvYOGTBC37j wOkBT9c9j | NaBYGxpGlt ecneT7bKLb2_qg_1zf wnB58Sg6Wve cZ6GQOToWi Z
KVWIMAE 61 ei 90e3VAYI t bHs PT4wWWpy W1 UBB3Hgy XFr Rr K82qZt yvQa8Sdx Vi uuOBFJe_ CaV\DNf
Sul vh2AByJJXbaAEer L2YnmROaeMLFxalRt gUTcKDcGIO _P5H6f p_vI HNLL5g34yJxVSY! ZKOi v
KsT3j t xLub_gH3nmohNGgaj UpV4Xi vnc- hcNy Sq2ZywKCv4EHoACI -

uG ALIPwKVum VKy3s4mi9cXhGyEGnCO-

i 82Qu2eqSwW Nuhr oKxI Zgj 5F_yJB6cZgVMI 94| ECA11pum Es QAFmBunmy ZD9QFDbQ62t 6g9NNS
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2FEf r H SvJuLKCz40MCAEvf DehnTLDc1DFI 98i gi nGZMRNSI egEl Vi R8t vxLZWRodSSi 9HMXLh
1JAONFPy OXr WeB1FZ7Goq0DI WBy @Bi nT15TUL8kb2Yer 4q2NnFi DgF4sUB9YI Z7q1Grivwy07BI
i ey4Rf bl bSRIepogHr kaTeQf _Pv1PKEJhXNKVr WM AOQI sFI 391 4VQ2DR-

zRpr yU37pRnQZzvRANMB5mkx Qubr j UD2MXBg TCx UD5P3GEHZNF UodpSwZuuq404JDb6QoUBsy S
L5wWLGPDVOBTaFF8dNaAKWED2- nJ- f XnkM i 2j KGC-

t r XEn9c8Ki YLGLYK3hMEFI ThuMQXTpxPzoBNC6Kj y7Nggel 16t BNl 0Q6WbaOr E6kZzB5AR9q
OES3DOUOWeJd20nzDr EVhzva0qS59veSLbY9QS698PaA2gH GYME] ZWKVMyqog9MB1bdz CXPr
67Vyj NAf oquoJ5j JalTi 4smAMéUSazWhauYhb-

8CUYhqnr pZ9hx YGSvf WALY pN2VSPd7t Lt BUzHDB3j EBDXPTWAZI f 1t | dE_r | kI LbBl WO CXvl _
473Xhwor -

JS4v1_YOBKBUMWKGCJV5HZTGMAS 21 uv RXFXu98 CBVIBVWRNNUU4Ek p_kppi WWeBgPTLhs| 5V8V
DzbSanLEgx| 65QNh_F19wiviM 6KOW xct L3z Clof bgqg4AUv23bxJwNOux-

7k@Q@zw x1 0Ddgs7TqV53k3hTOpGNf QEYf QgOAcco0GCel . rr GrbSt sf yRuCYygTl W mBQ'

}

Example (3): Resource Owner Credentials Flow

Sample Request:
+ POST Endpoint: { | DP_URL}/ ni dp/ oaut h/ nam t oken

Sample Payload:
grant _type=client_credential s&client_id={client_id}&client_secret={cli
ent _secret}

Sample Response:

"access_token":"eyJhbGeci G JBMTI 4S1ci LCII bnM O IJBMTI 4RONNI i wi dH Wi | oi SI dUI'i
w Y3R5!joi SIdUliwi emw joi REVA i wi a2l klj oi MCJ9. gNEM\whocd3sl 5TQ6BZ0t el Q p
Nvdn9. f CMbOQRZmMX2FBHNF. | BgODW3RZ1bvdbpeRO3PENDf Y8UuOuPD5sx15gFVHM CN Fr sNov
6QBMB09SI s6Hwanl. CZOUEzVgHBeEZat AQE_pWHWsVc 14d2 YAnuPR_uDu6KzgG
Df 4VAr VHDWy npGLKuMR4nej k871 f -
Le_| gbk_uf SROp4N1g6s0QEM2bnJ LONbHOMHLI 8oqt OOnj DxaAlgNgHS1gXj PWhn-WPp DPUL
dDz ZBkW MXG Sf PZT8MvvuPUAhFbf pgB6L- (Bl gZ3an0- R4A6mANF wOhB9gXKbW MBcyxSj SC-
z8Ut L9CcyWOy V7 X2ScUTaCRmsa6aEONAP32ni r 3bpbKWhy 7f 51HWx N8z DgSq4c Et Kk W.8 SHAWg
5i cl | sWb-yN 0v6J4MDLSFaEFr uNPXnt Sl - r GL- of 9wscFBzGugP2TdWi nb3xFBEO7-
HX_j bdMZWBGEEPEdcLf 4gLnDOP5UAVWDa05mOWHskpat - _CnFMGaEaaUl o UQmQVRnpf sMLRgz-
A b6UeDi YK8YKAoWEKcq- PJMEUX-
uGXhR60OB6QH ZWvAJuD8Hav EEt JCKSpj 5CV3SFLct 6Mhchr W nli KhXt apl TV- LNJ- 5GS0-
wzvcgqRL3kr gZygDovl r QzNWOwLi gWzJq69nT gRdl bW aRy Tf yLPUr 3t pTU-
| ocCYTzKr srwhr bf XO72f yGrbGM EaNOk8i bt NpL1AKSZs690d t d1dt hc SAMj0o9PC10zqQBq_
d LH7D-

re_w676l EO7_r oU3TvPI hKTRNugJf r zCCSTKi r qGL.c MAGgUgx I PZDi wo6s6dWwgh5yhvim _Yyh
WraZW/AonKr AYi _PJVoPCTobl i I ul KLcD-
XmDxwk Ax8EQanmxc87bSXUwSuvdp7HPO670p Tt G Hal aAZADTLpWILNXi p_zznmaObXcl PPQx19j
5CLShe3Lhzdow svHVOqyH6Bz31e0DQOZYnr j nCp264W xH68DZwATzaS70XA MLV8EL 3veXz?2
ony_6AyFUNQr y4a40KVLt OKxxTCv(Q5-
6PPb562NkBj AT_d8pMowCl1BKCt k3bk PARIB59bchAAXARKWBI 1i t A. gYI sLVaChJIx_yf 0-
NOXt 0Q',

"token_type": "bearer",

"expires_in":3599
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Example (4): Authorization Code flow

Sample Code Request:

GET Endpoint: {| DP_URL}/ ni dp/ oaut h/ nant
aut hz?response_t ype=code&&client _id={client_id}&client_secret={client_secr
et}&redirect _uri={redirect _uri}

Sample Response:

{
"access_token":"eyJhbGeci G JBMII 4S1ci LCII bvM O IJBMIT 4RONNI i wi dHI Wi j oi SI dUI '

w Y3R5!joi SIdUliw emw joi REVA i wi a2l klj oi MCJ9. gNEM\whocd3sl 5TQ6BZ0t el Q p
Nvdn9. f CMbOQRZmMX2FBHNF. | BgODW3RZ1bvdbpeRO3PENDf Y8uOuPD5sx15gFVHM CN Fr sNov
6(BM509SI s6HwIam. CZOUEzVgHBeEZat AQE_pWHWs Ve 14d2YAMUPR_uDu6KZgG
Df 4VAr VHDWy npGLKuMR4nej k871 f -
Le_| gbk_uf SROp4N1g6s0QEM2bnJ LONbHOMHLI 8oqt OOnj DxaAlgNgHS1gXj PWhn-WPp DPUL
dDz ZBkW MXGr Sf PZT8MvvuPUAhFbf pgB6L- (Bl gZ3an0- R4A6mANF wOhB9gXKbW MBcyxSj SC-
z8Ut L9CcyWOy V7 X2ScUTaCRmsa6aEONAP32ni r 3bpbKWhy 7f 51HWx N8z DgSq4c Et Kk W.8 SHAWg
5i cl | sWb-yN 0v6J4MDLSFaEFr uNPXnt Sl - r GL- of 9wscFBzGugP2TdWi nb3xFBE07-
HX_j bdMZWBGEEPEdcLT 4gLnDOP5UAWDa05mMOWHskpat - _ CnFMGaEaaUl o UQmQQVRmpf sMLRgz-
A b6UeDi YK8YKAOWEKC(Q- PIMEUX-
uGXhRE0GB6QH ZWvAJuD8Hav EEt JCKSpj 5CV3SFLct 6Mhchr WA n1i KhXt apl TV- LNJ- 5GS0-
wzvcgqRL3kr gZygDovl r zNWOwLi gWzJq69nT gRdl bW aRy Tf yLPUr 3t pTU-
| ocCYTzKr srwhr bf XO72f yGrbGM EaNOk8i bt NpL1AKSZs690d t d1dt hc SAMy0o9PC10zqQBq_
d LH7D-

re_w676l EO7_r oU3TvPI hKTRNugJf r zCCSTKi r qGL.c MAGgUgx | PZDi wo6s6dWwgh5yhvim _Yyh
WraZW/AonKr AYi _PJVoPCTobl i | ul KLcD-
XnDxwk Ax8EQanmxc87bSXUwSuvdp7HPO670p Tt G Hal aAZADTLpWALNXi p_zznmaObXcl PPQx19j
5CLShe3Lhzdow svHVOqyH6Bz31e0DQOZYnr j nCp264W xH68DZwATzaS70XAE MLV8EL 3veXz2
ony_6AyFUNQ y4a40KVLt OKxxTCv(Q5-
6PPb562NkBj AT_d8pMowC1EBKCt k3bk PARIB59bchAAXARKWBI 1i t A. gYI sLVaChJIx_yf O-
NOXt 0Q',

"token_type": "bearer",

"expires_in":3599
}

Sample Token Request: To get the token, pass the code received in the above request to the token
endpoint:

+ POST Endpoint: { | DP_URL}/ ni dp/ oaut h/ nani t oken

+ Sample Payload:
grant _type=authorization_code& edirect uri={redirect _uri}é&client _id={c
lient id}é&client _secret={client_secret}&ode={code}

Administration API



Sample Response:

{
"access_token":"eyJhbGeci G JBMTI 4S1ci LCII bnM O IJBMTI 4RONNI i wi dH Wi | oi SI dUI'i

wi Y3R5!1joi SIdUiwiemw joi REVA i w a2l kljoi MyJ9. 9xXgTFI rbot 6j | U | nsUgpJwl2q
GB35j . OsHW9LEKCFCOEEMN. BoZj aA8f gnDUgdE84NG63CnBPOZul n55-
bU6! i BMBc8gnm2n7p7sFI Mzf bNSi srwopsshihul 0TzOOU_ESf gA2FM R8Lhy1DP6c TOnYg8dLO
Tr INPnEi syTChWeT5pPzeMBz CVKM bkuRu2Lf CoCel WI-
qCdK@BXcRyoW/I dWWgNepZGdGeNs3df eYLW2XnBf | CyH eNsvi FCSTKI -
&203i CPRoj 4gdyzCOFuzZ3I X- SWDt VHr Lf zYF9zMXbb7AP3YON OFTOUTV1Kel ji -
WNdI _VXggyH6At LI H amJ_RDK3xNLNDCr vt 50nr HF297gP8RC0p1pHS2_19Zp-
srWCc2CTKdul AFaXgt VeOCWMLhRFAxb6UPx4DBnpzgFH6ENCzs _rt Tl L9-
7kd cvghvezdt xVi RuvPnf oH wy8Nzvj 3Tk70 &g-
6f Tl j KTn30QyBbf ezZf | OFBOLns5I ht gEMBHf G5t Ok POy XQWR7QYi D7Yt RKLgdk Uk3gB8n3g6HB
cXLJ2r Dn_i 3W pce9i Nn5KpxzYwLj _ -
Cr PUTWIB1t TTgynEi wer f hBOwZi 1 Xgwgt gEj C8JmXt TZ2zx C8oDPf WIUCI3KI Vew_gi Xgk HVf
r 37QxeFhCTnt7r RyTX5r zSt hz4M_UY_Xi OhOgur O4z2x Y0y Sv1pdZUsJHXhYvxI h8Bn705XA
6FZTogKw_n4l ZLuThL3d4uPHBf i zuW3GvbMz PNk mhYN28HWH ThB4Pw14uLHI2z 7FKXVc92qqp
JF5CkpqdDYr 53SxoGKZnRs RmouCOr bg_| xvy30VPDx\W\BV2-
KVHNAHA9 _P2CGof 23i i YI HHPAmMODI ay h2C0bu- oT- 0G3r Bj 4MRA2ul 6Nj Udz Tl FQEX4- 5j SKyl -
PN GLN8epDe_qi wWIKH7t 8REG3Ta6Rf ¢cj W wd uD2guf FoeFcy Ghf WPf 5ShPt _W | DH1l oJr _r_0
f g1Cgct f MBO7qumAsyHI OR2t 1r Hs 7x8DHWLEYBh2NY_j M JzQEd47Dg20nv7L4A- nsc NG
h9BqDk0SOVBWRI Dc8NCCXUr Ag- 651SU | zz7qRwj c7t i yMAl 3cw&zbWET7-
DR3CexCv33r CGPDs| LNvWGEBXEl hgbn8YBB6PC2- Bxw_- | PB71 aS0yf VHMvhn8HLY OpO-
Bql Qurr ASf qpYQku7MX9aS1xbb4kP8nCd2n661 Fr gr r LkvWheDi vOKcxQe5SskS_VHHDr sOMs
JIW Ol Awj dQvpx3se8hDD1Dl hu@B7bNG7-
3JYVgwoSnJf r BakKt vivpopdaMlovj 407 GXpFsDg2uJaNnuMBYAWLKFFj f xEM_dr B_XcEakPVsa
PS1GNsf NJc4wpbbpAUz 1woGOazgvecFCnKt _sF9r O0r Vx C8f YK24Pu8N5gwQNOPKz Xk CDuW JO
- Z02YACRZZSQFpU7@BL5TL42MFQ DoCa4lbi gvepE2nf VZnf - Sf HD6DnHg6wWEt | -
yUHpOEPR] UONn7 TBJ9POQFYyohSJUL_v- DKNUEFPXxGOQyf qQLQo- 7JTFf 9Tyt xg-
oaocf MNRDEB_vdENAT6XPi hVu4f eWwwc_QSW FgMIulFpgy 1G4AnD5nPs Bt aT5h4NseXCOCEbu6y
oCOzauRoQUkmM gyr QPz9sCWe5uPl x1sQA92DI 1IRyM2gvyw. XLC367r Oc- WOS68t r SO9bA”,
"token_type": "bearer",
"expires_in":3599,

"refresh_token":"eyJhbCci O JBMII 4S1ci LCII bmM O JBMTI 4RONNI i wi dH Wi j oi SI dUI

iwi Y3R5Ij oi SIdUliw em w joi REVA i wi a2l kljoi MyJ9. KHpzgehFwVDf TR2932Hb6vI fj -

PwpnHs. r f ghngr AUo6al DBO. PAESuU- TMENOUI U-

B8b3g@Et vy XpMV9JcT4VX_J6udVcl SeEt nm OnMc2vudVE7r eQz8Zbz COUK1_4cV_nOAGY-

| BGa4NWK69v60eCpwsei | 3t 9RSAf sh-

Eni | dLEo_n7vgSz0a6wZl DRPBZuSVUzol | f ADGBoMIVKs HQ-

XuDF9KgWhg3i MAZdxI D3aUG 9h7FRQIx3hL7q8Ru-

740cnGxgz 1ROM2ON3acUTvU9z Cc ZGh XDhimMCYng56 KFHF 49C 7HNOT6du3Nalaa5dd_nFmaBl ¢
_DFh@Fzu6i gnmiX8EGLHUBp5uDLsnbzm Cl Hat x YOFD6uoV40QeWRAFa1SI u7o0RZgQdXkaVohn
MuFoQandl T77- gkNgf X8MPWkt vhz _y YNQDgh82-

30WIOCA9XUai b6xaxt mEWCRI1nt Cyt xx| _V1i QmuiX_JPxWhAu7dbGapdROI kka7t 2c6J1XUreF
S441 ZqYCEROVA 9J18cS4eegXIwBcuJ ZQEf 9kl 1441 ROERj) 2bPhswOK5AUYMIZ6 D3ROVOZAhW

ddalgQei dPn5ur kugx! Mzp4AVWDRPNgLcNFqcqZ9WHAaJbx Dl LY9NMVEHeqohLZBu9osZun7i h
t RL6¢cD_LcEo1WLChTOTTCEl 0osFPIPKFDDNELYI - 71 RWcuJ MB-

sJl vg4l ACgi | eNwOBvI 5r EbgEYCn3BaEFpbAXAVKA dr f 6DDl gDIXNzdi yvz4W.Mi_6Z53hngQ
xt ok5t bY88XCZdRaep8Xhe5qhLBVEKA skTJqy2_3yweqi gxELncPXEW

Bp7M v5| d3D49E14G051gkLxKOFXnODx 0l FxZpSsl 9A1S9v2mv36Gdv_vA8l S GhPvz CKl 5b5k
t ESUuhWe Jwk Gt wDFh1 U3xt cBkwgK6p05BehJdr F_abBwWWnnmbD- r p6Y1 JTDG

NDD57r TQAM 1 XFUHHswWiNh2977 QDL Bg6-

VoCKLHMLp_ACuj cocQ 6t gDBGELEI 3TSznt 5SbhEmwFkhgEqRTe1CM Lj WIqZj | | 5anmDDngGgNZg
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OBH ubAgUGFj f Yt Q QLDBZ- cal003hn_g2vof wl0- d9nbCJt pTNLNWJA-

opmB4Dal Jg7Graa2- XDYWBM YJInbLOFq6i p_Vr MOpl LUFL6X9nKHU2nRYXMB95HNUHG-
woownbh40YQ6- CygLCLAG3FEUC02SP7Qu-

t y92b6BOr EXVgKX08NbJrsr 2N70KuJ YnoRyof DUygQEi npFL9_t Qmvj MR70BHbSSZOy 8dP-
xmh_HOTEG _| NoWi-

VKv3onCf j WL5Q JdgUj weLs82TRJON_pP6KI H51dl KOkr 8r 75t D_f d7af | HLKJIOZ8Eha7g4xyh
Hyy2Qoqw d7s5i p6bQC60SI31w05sPXQZ7Wr N FbHU3Zkr dKYbKWDTMr -
G0B9dZpHZnDht AMLQVYy ToGB (s -

Bll t 2Fpd BXK71 ER65¢cBKgLQOCc12FNi zA3Cri 62t MKOU_DPOyV691x-

NFaQAat PLRW nlt z9HYOyZ7af xUz V9l i 3ngVl Fx3Z5Eq2N7yl PXTTy-

Lo30@BhucnShej 3308 Xqgl dnmg_ CIJUHXhLeWM wDvJIn790nZB45s-

ec7E7xIr1 PIJxDOS_CsKI Pi aYLglyCqgYgTzQ hk9PpPv9kPkTV54i | A2dl g"

}

Example (5): Hybrid flow

Sample Request:

GET Endpoint:

{I DP_URL} =?r esponse_t ype=code+t oken+i d_t oken&cl i ent _i d={client_id}&client_
secret={client_secret}&edirect _uri=https://client.exanple.org/

cal | back&scope=openi d&nonce=t est

Sample Response:

https://client.exanple.org/cal | back#code=/ wEBAAI CACAg58k/

QhCt Pxy UNLXxX3Qbr UbVCOsJ YXbNT@BI Riwvzi bl sVaZuccKTc/

3nszv8t GRe57f Ed064ZeOUj wD1h1PQ 842V1yP803a4TCKl GEyHi t 0hZVdTBf EnbngONR4zr z1
5B4p7XKAURc4CHTH Ff edykcBnUf K7knec GSFhzi P3QuweqMBBOL1YFXr j 6c@vI zkhJi LG7d
XSHVf kt RGk8JH3Tr 35h3JsYEOhI ulj 8KCyl 5/

Lj hMkW Xonqchbl UL42i yzuGCe6YVXEZLAf | mhdf J@ s3sMChpXgj M xRORKEf i z@ sf aDl 51 0
RP6Q@zqcUf x3BoJdDU | vérmPz Xon5ugJf Nbj / GgZHWI99RN9060d2Z1 5EZL78/
3Tqb1W/qgB9SPr 1xr HL2GARIDhONnOhzeoWad

Knc9yedWNt i 4xt f eSnt heVdsJ7gn08RI GdzVg@Xn3VJ@&cxj e7Tf hNJI BAMCBAdPUJ 7x| 1FcK
j 9xPeci oYyndsunOFVi zCj Ps8~&t oken_t ype=bear er &access_t oken=eyJhbGci O JBMII 4
Slci LCII bnM G IBMTT 4RONNI i wi dHI Wi j oi SI dUI'i wi Y3R51j oi SI dUli wi enl wi j oi REVA i
wi a2l klj oi MyJ9. LCQII COMN_cVBx6Qyj vB3X6NF | nEl vQk. KWIHYNRQ _Dnj pRNC. KecT-
1ZKhqYbkcaPd1TAP3aBLVNK2TPOD65N442W kgf uLCi kg8ei b3Ch9hul_j R9t CXVb5i FQXTf r B
8GabcwxXwWr -

pedt EuXwhOLzl ct| JprrDj S4_pqUL3Il i 4XWbTveEXQpdf yPKyi Bcj SAC3SDVhwIf | al vL1pzF
x Hc PDnEDXFe Ak PgEr UHA2vHI- M Lgu45Uat gl v5gKGaMcd6r a7sl 6g2mAH-

j QR5t PZNxr q4nH41 r Nul NKOaxHTSAFr OMTu9ui HRi C4_HzMc YRgJG3TgKHbpnux T3ef nPpZ9FK
oYgqMpf A VR_| 2ChyczJ_kD6CAGhT5TANgr g3y0CDf bj - 2LFt r m yOnSP-

GZr OXQOccNz6i cBwj H4J9R5UN_cf cF95MKIdJ UGz Hf Mhe SKzW5g9Vhb62ys04kZoRDG LgAYHc
ypHUQJIxJyl Ul TskuSM Ys13yaZNAxuCMLC7xqlnEl DI d3EZv_Yj Pt gpMBnD32uKPt O5MALt Ti d
fi CaduMRj Q PLt Zx8u2S2bpYn2z X7HI6qWA 3y NI8bf AunlaFt F1LnMDpKAMpL8Xt y6Q C Cp-
UKWWECG

Rt V6r r 8Kk 3mdt ¢ X7VkZhHy NAPFBOEUBHt uQt 6nt gUkA9t T8v6cZDP3U10B54C i gqcyt vdr Tch
kKWomdEl Pj cWB51 VMuyl uC6DnK1t mWVMPK| f 3hGeuwlt HEt O 6 YEnt YCFxF_B1VRybL9i eK5V
MODsFt 82J_dgKCGgsj cJCf 706CmXeFwnCl Nf | BCTUF3LW FAHW UXv- F- vj R_NMOap-

gaNkl zupj r GroGxvYqzf Gs S50@bj PHoL-

X60YHcOL6CFMSI LWK6VFMoxmM\Bst | t uzluseEZgl LwhqF5QYA300ucbhWP7qwsz 99U TOWUMZhY ¢
Cl0e_wBwQrhPcgVbFneBw4lvt eGalSyc7JITGN QSSr gkPl kZ_9BsPj WhFYi yUMLUFnmBEagsVw
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2.3.6

Ck OnDr uw Af 1gJLO7 Gp86NanopvOf OTGCDYR3VW TXI Ty-

YRdf KXOBhR7gaquEYUnSJ SzW8g YT M2 UDRgxz Hok qNTMFELVhOCequHG 6K _vYH81p4B r7_c
nt EAH7_Zi gMoYeycPv-

TpKLI9sWZgcRXnzy Qsci wwxPg6i nFNYMs g4NDFCVbj Fl svvoqaAPxg3LFOW|g7KFI deBopPZRuM
CL1Af pg- NOUOCOATMz FPUL1Vot YIXANV1PI - MPZ21s SKRuUA1gLs8i QY2bnGXr -

m AuOn=73Cvhl YV6vykNol Y3-

Ows G t HF0e KYMuW Ox E7HBLMVOny 5auJ1TGIu893i pl uf edht gf hTYxI i oa2l aHIQugr 20LQUe
_SRp8SZS1QYQvyzA7zDhTWPVuswWOH_CANLM ZZsd78POXi kOPqzwVAl TJCQuJZPwWk Dnz BqnzUW
ubyuvHzZqBghThyVPXAg49M . 18Ykasr 5eP9j qoOFPVA5JQ&expi res_i n=3600& d_t oken=e
yJrawg O | 00Tc1MDgy NDcANDQ@2N YIMIA3Mz MLMz c5Mz UL Mz c4CDIVKN) E3ODQz NDkz NTI 4Nz g
i LCJ0eXAi O JKV1Q LCIhbGeci G Jub251 I n0. eyJdpc3M O JodHRwezovL2l kcCOSMCO5LmNvb
To4NDQzL25pZHAvb2F1dGgvbntFt 11w c3Vi | j oi OGEyNz AANTk5CDQUAN AOZWKZWJAYTI 3MDg
10Tk4NDgi LCIhdWQ QO | zYmXZTgy Yi OxNTBkLTQyZDkt Ymy0OCOz M2 MANDYO YWQWY] Ai LCJI e
HAI G E3VMDEXMIQ@BN ksI m hdCl 6MIcwMTEXMIE20Swi brBuY2Ui G JOZXNOI i wi YWNy I j oi bnF
t ZSOWYXNz d29yZC91crki f Q.

Getting Device Health

This API returns the health of Access Manager devices such as Identity Servers and Access Gateways.
The API returns the health for the following levels:

+ Entire Access Manager

+ Each cluster

+ Each device

+ Each service and component (remote web servers, data stores, and so forth)

You can use this API for integration with external systems, such as NOC, to view the status of Access
Manager devices and the remote web servers.

Sample Request:

Invoke the URLht t ps://192. 168. 0. 0: 8443/ amsvc/ v1/ heal t h?expand=4. The 'expand'
parameter specifies the level of detail to be returned with accepted values 1,2,3 and 4, where, 4
represents the maximum level of details for all the devices.
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2.3.7

Sample Response

<anBervi ce xm ns="urn: novel | : schema: am servi ce" >

<heal th status="noReport" uri="https://192.168.0.0: 8443/ ansvc/vl/ health">
<i dpd ust erHeal t hLi st status="Green" total ="1">

<clusterHealth status="Green" uri="https://192.168.0.0: 8443/ ansvc/v1l/

i dpcl ust er s/ SCC7c9nsp/ heal t h" >

<i nst ancel D>SCC7c¢9nsp</i nst ancel D>

<di spl ayName>| DPC ust er </ di spl ayName>

<devi ceHeal thLi st total ="1">

<devi ceHeal th status="G een"
uri="https://192.168. 0. 0: 8443/ ansvc/ v1l/idpcl usters/ SCC7c9nsp/ devi ces/ i dp-
CC1B3FFBOBC40ADS8/ heal t h" >

<i nst ancel D>i dp- CC1B3FFBOBC40AD8</ i nst ancel D>

<di spl ayNane>192. 168. 0. 6</ di spl ayName>

<servi ceHeal thLi st total ="5">

<servi ceHeal th status="Passed">

<servi ceNanme>Confi g Dat ast ore</ servi ceNane>

<message>Qper ati ng properly</ nessage>

</ servi ceHeal t h>

NOTE: This API on invoking returns the latest health information saved in the Administration
Console, which gets refreshed every five minutes.

Getting the Device Statistics

This API returns the statistics for all Identity Servers and Access Gateways in Access Manager.

Sample Request:

Send a GET request to the URL which is in the format: htt ps: //192. 168. 0. 0: 8443/ ansvc/ v1/
statistics.

Sample Response:

<anBervi ce xm ns="urn: novel | : schema: am servi ce">

<response code="SUCCESS"/ >

<statistics uri="https://192.168.0.0: 8443/ ansvc/vl/statistics">
<idpClusterStatisticsList total="1">

<clusterStatistics uri="https:// 192.168. 0. 0: 8443/ ansvc/v1l/idpcl usters/
SCC7c9nsp/ statistics">

<i nst ancel D>SCC7c9nsp</i nst ancel D>

<di spl ayNanme>| DPd ust er </ di spl ayNane>

<deviceStatistics uri="https:// 192.168.0.0: 8443/ ansvc/vl/idpcl usters/
SCC7c9nsp/ devi ces/ i dp- CC1LB3FFBOBC4A0AD8/ st ati stics">

<i nst ancel D>i dp- CC1B3FFBOBC40AD8</ i nst ancel D>

<di spl ayNanme>192. 168. 0. 6</ di spl ayNanme>

<statisticList total="90">

<statistic displayNane="Cached Sessi ons">100</statistic>

<statistic displayNane="Hi storical Maxinmm Logi ns Served">890</statistic>
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2.3.8

2.3.8.1

2.4

NOTE: This API on invoking returns the latest statistics information saved in the Administration
Console, which gets refreshed every 10 minutes.

Scaling the Device

You can use Scaling the Device APIs to scale up or scale down Access Gateway and Identity Servers.

These APIs can only assign or delete a node in an existing cluster.

To configure the Scaling the Device APIs, perform the following:

Scaling Down Identity Server

To scale down from a cluster, perform the following steps:

1. Delete a node from an existing Identity Server cluster. Send a DELETE request to the following
URL with the cluster ID and the device ID.

NOTE: You can not delete the primary Identity Server nodes; only the secondary nodes in a
cluster can be deleted.

DELETE Request:
https://<ac ip/host>: <port>/nps/api/vll servers?serverlds=<serverl|d>
In the above DELETE request:

Server ID: The Server ID of the Identity Server node that is to be deleted.

Sample Response

200 OK

Scaling Down an Individual Node

To delete a node that is not part of a cluster, send a DELETE request to the following URL with the
device ID for which the Identity Server node that is to be deleted:

POST Request: htt ps: // <AC_| P: PORT>/ anmsvc/ v1/i dpcl ust ers/ <cl usterl D>/ devi ces/
<devi cel D>

Certificate Management APIs

¢ Section 2.4.1, “Refresh Metadata of SAML 2.0 Trusted Providers,” on page 36
¢ Section 2.4.2, “Import Trusted Root Certificates,” on page 37
+ Section 2.4.3, “Renew Certificates,” on page 38

+ Section 2.4.4, “Certificate Management API,” on page 39
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24.1 Refresh Metadata of SAML 2.0 Trusted Providers

Trusted providers periodically refresh their metadata. Some metadata repositories, such as
InCommon.org, publish an updated metadata everyday. Therefore, an automated approach for
refreshing the metadata of all service providers and updating the associated trusted root certificates
helps relieve the administrator of this frequent chore and ensures that the system is up to date for
security reasons.

Perform the following steps:

1 Invoke the API to get the Identity Server clusters. Parse the response to get the cluster URL.
Sample URL: ht t ps: //192. 168. 0. 0: 8443/ ansvc/ v1l/idpclusters

Response:

i deI uster uri="https://192.168.0.0: 8443/ amsvc/v1l/idpcl usters/
SCCr7c9nsp"> ...

2 For each cluster URL, invoke the API to get the list of service providers or identity providers,
depending on the provider that needs to be refreshed.

https://192.168. 0. 0: 8443/ ansvc/ v1/idpcl usters/ SCC7c9nsp/
servi ceprovi ders OR

https://192.168. 0. 0: 8443/ ansvc/ v1/idpcl usters/ SCC7c9nsp/
i dentityproviders

3 Parse the response to get the URL of the trusted provider to be updated.

Response Snippet:

<serviceProvider uri="https://192.168.0.0: 8443/ ansvc/vl/idpclusters/
SCC7c9nsp/ servi ceprovi der s/ STSPr 9spkh" >

<di spl ayNanme>of 365</ di spl ayNane>

<pr ot ocol >sam 2</ pr ot ocol >

4 Invoke the metadata refresh APl to apply the updated metadata as follows.

5 Invoke the trusted roots API to add the root CA of the signing certificate specified in the
metadata. This step is needed if the certificate has changed. For more information, see
Section 2.4.2, “Import Trusted Root Certificates,” on page 37.

6 Invoke the Apply changes API to send these changes to Identity Servers in that cluster.
7 Send PUT request to the cluster URL https://192.168.0.0:8443/amsvc/v1/idpclusters/
SCC7c9nsp/ with input
{ "update" : "all" }

Sample Script: You can access a sample script that implements all the steps listed here on the
Update MetaData From File (https://community.microfocus.com/t5/Access-Manager-Tips-
Information/Update-MetaData-From-File/ta-p/1776007) page.

Sample Request:

URL format: <trusted provider URL in step 3>/metadata
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2.4.2

Send a PUT request to https://192.168.0.0:8443/amsvc/v1/idpclusters/SCC7c9nsp/
serviceproviders/STSPr9spkh/metadata with metadata as input. Metadata can be specified as a
text or a URL.

Sample text input:

NOTE: The metadata text must be URL encoded.

{

"met adat a" :

"UBCYBFxmM YR20ver si on¥B8D¥R221. 0922%20encodi ng%

3DYR2UTF- 892292 0%Y8FYBEY8Cnd¥BAENt i t yDescri pt or ¥20xm ns%3
ATdYBDYR22ur n%3Aoasi s¥8Ananes¥BAt cYBASAMLYBA2. 0%BAmret adat a%
229201 DY8DY22i dXMuLnBr ALGXk MAMUXd9WWKv SOaEl 9%22%20ent i t yl D%
3D%22ht t psYBAYRFY2Fpri yankasb. bl r. novel | . con?2Fni dp%2Fsani
29%2Fmet adat a%22%BEYBCAs¥BASI gnhat ur e%20xm ns¥BAds¥BDYR22ht t p
YBAYR FY2 Fwww. W3. or g%2F2000%2F09%2Fxm dsi g%23%22%3EYOAYBCds

YBCY2FNdYBAENt i t yDescri pt or ¥3E"

}

Sample metadata URL input:

{

"metadata" : "https://164.99.87.129: 8443/ ni dp/ sam 2/ met adat a"
}

Response: 200 OK

Import Trusted Root Certificates

You can use this API to import a trusted root certificate. This is usually used in conjunction with the
metadata refresh API.

Sample Request:

Send a PUT requesttoht t ps: //192. 168. 0. 0: 8443/ ansvc/ vl/ security/trustedroots/
ny Pr ovi der CAwhere "myProviderCA" is the trusted root name displayed on Administration
Console.
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NetlQ Access Manager

=P 820228 7

Dashboard Devices Policies Security
Certificates
Certificates o606 can External Trusted Roots | Command Status |
Import... | Delete | Add Trusted Roots to Trust Stores... |  Auto-dmport From Server..
[] Hame Subject Devices Starting Date Ending Date
|:| configCA O=hari_86 9 tree, OU=0Organizational CA 2 Devices November 2, 2015 February 4, 2036
myProviderCA& O=priyankasb_tree, OU=0rganizational CA September 6, 2015 February 4, 2036

The URL encoded public CA certificate must be specified as input.

{
"certificate" : "----BEG NYRO0CERTI FI CATE- - - -

%AM | FNDCCBBy gAW BAgl KANWRY% . . . . .
- - - - ENDYR0CERTI FI CATE- - - - "

}
Response: 200 OK

IMPORTANT:

+ The certificate must be URL encoded.

+ Apply changes to all devices that might use this certificate.

Renew Certificates

You can use this API to renew the certificates that are available through Administration Console.
Specify the certificate name and the certificate content as input to the API.

Sample Request:

Send a PUT request to ht t ps: //192. 168. 0. 0: 8443/ amsvc/ vl/ security/certificates/
t est - si gni ng with the following input, where the intermediate certificates are optional:

{

"entityCertificate" :"----BEG NVROCERTI Fl CATE- - - - Y9AM | FDj CCAY2FagAw BAg
| KAhNWRVRF6b94Lz CZy %2 BK8k Squ- - - - ENDY20CERTI FI CATE----",

"rootCertificate" :"----BEGQ NVROCERTI FI CATE- - - - YOAM | FDj CCAY%R2FagAw BAg

| KAhWRVR2F6b94Lz CZy %2 BK8k Squ- - - - ENDY20CERTI FI CATE----",

"internedi ateCertificatel" :"----BEG NROCERTI FI CATE- - - -

9%9AM | FOj CCAY2FagAw BAgh94Lz CZy%2BK8kSqu- - - - ENDY20CERTI FI CATE----",
"internedi ateCertificate2" :"----BEG NROCERTI FI CATE- - - -

%AM | FDj CCA%RFagAw BAgz CZy%2BK8k Squ- - - - ENDYR0CERTI FI CATE- - - - "
}
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IMPORTANT: 1.An update is required for all devices using that certificate. Updating the connector
certificate requires tomcat restart.

2. The certificate specified must be the PEM formatted public certificate and must be URL
encoded.

3. Entire chain must be specified. Entity Cert > Intermediate 1 > Intermediate 2 > Root CA, where >

indicates that the Entity certificate was signed by Intermediate 1 and so on.

244 Certificate Management API

Perform the following steps to list the expired or expiring certificates, import, renew, and update
certificates:

1 List the expired or expiring certificates using the following GET method:
URL: https://<AC | P/ Host >: <Port >/ nps/api/vl/certificates/list
QueryParams

i sExpired= true/fal se (not mandatory)
expi ringlnDays= 100 (not nandatory)

Sample Response

{
"certNane": "test-signing",
"subject": "O=novell, QU=accessManager, CN=test-signing"
"val i dFronf': "January 08, 2026, 16:50:50"
"val i dTo": "January 08, 2024, 16:50:50",
"isExpired": false
b
{ .
"certNane": "test-encryption”,
"subject": "O=novell, OU=accessManager, CN=test-encryption",
"val i dFronf': "January 08, 2026, 16:50:51",
"val i dTo": "January 08, 2024, 16:50:51",
"isExpired": false
}

]

2 Find the certificate used in the applications using the following GET method:
URL: htt ps://<AC | P/ Host >: <Port >/ nps/ api /vl/clusters/{clusterld}/apps

QueryParam

appType -> filter apps based on type (SAM.2 | DP/ SAML2 SP)
search -> filter based on search key (name and)
certNane -> find app based on certificate used (singing/encryption)
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Sample Response

[
{
"id': "1234",
"name": "Test Saml SP',
"type": "SAML2 SP",
"met adaExpiration": "January 08, 2025, 16:50: 50",
"enabl ed": true,
“primarySigningCert":"test-cert",
"secSigningCert": "test-sec-cert",
"encrCert": "test-encr",
}
1

3 Import the certificate using the following POST method:
URL: htt ps: // <ACl P/ Host >: <Port >nps/api/vl/certificates/inportCertificate

FormData

i mport CertReq: {

“certificateNane": "certName",

"cert EnchPwd": "pwd",

"certificateFileType": "JKS', //for file type JKS

"certificateAlias": "test_inport2",

"cert | nportTo":"Keys/ Tr ust Rooot s"

/1 Keys: Inmport to Certificates, TrustRoots:

I mport TrustRoots

}

certificate: fil e // PEM PFX/ PKCS/ DER f or nat

certificateContent: ' cert content' is supported only for PEM
4 Add the certificate to KeyStore using the POST request:

URL: htt ps: // <ACl P/ Host >: <Port >nps/ api /vl/certificates/
addCertificateToKeyStore

RequestBody
{ .
"certsKeyStoreList": [{
"certNanme": "cert name",
"certAlias": "cert alias",

/' connect or, consuner, provi der, alias has to be "tontat"
"keyStore": "SCC6dgqgr4-signing",
"avoi dPost Updat eCmd": "true/fal se"

/1 connector, consuner, provi der -- true signing,encryption -- false
"overwiteSaneAl ias":"true/fal se"

}

}

5 Assign certificate to the applications using the POST method:
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NOTE: Assigning the singing or encryption certificate to APl is supported only to SAML2
applications.

URL: htt ps: // <ACl P/ Host >: <Por t >nps/ api /vl/clusters/{clusterld}/sam 2/
assignCertificates

RequestBody

[

{
“appld": "STSPb5tfsa",

“primarySi gni ngCert Name": "test_inport4",
"secSi gni ngCert Nane": "test_inport2",
“encryptionCertNane": "",
“appType": "SAM.2"
}
]

6 Swap the certificates using the following PUT method:

NOTE: To swap the existing assigned certificate, no payload is required for the API. The saml2
application must have both primary and secondary certificates. To assign new certificate use API
6.

URL: https://<ACl P/ Host >; <Port >nps/api/vl/ clusters/{clusterld}/
sam 2{provi derld}/swapcertificates

7 Update the expired certificate (ROMA API) using the following PUT method:

URL: https://<AC P/ Host >: <Port>/roma/rest/certificates/
updat eCertificat eFil es/{cert Nane}

Path Param

certNane -> Certificate nane to be updated

Form Data

entityCert -> pemider format file or Certificate Content (Mndatory)
rootCert -> penider format file or Certificate Content

(Mandat ory)

interCertl -> penfder format file or Certificate Content
(Mandat ory)

interCert2 -> penfder format file or Certificate Content
(Mandat ory)

8 Update the expired certificate (NPS API) using the following PUT method:

URL: https://<AC P/ Host >: <Port >/ nps/api/vl/certificates/
updat eCertificate/{certName}

Path Param

certNane -> Certificate nane to be updat ed.
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Form Data

entityCert -> pemider format file or Certificate Content (Mandatory)
rootCert -> penider format file or Certificate Content
(Mandat ory)
interCertl -> pemider format file or Certificate Content
interCert2 -> pemider format file or Certificate Content

2.5 Manage User Sessions

These APIs allow fetching and terminating all active sessions of a given user.
Perform the following steps:

1 Invoke the API to get all Identity Server clusters.
Sample URL: htt ps: //192. 168. 0. 0: 8443/ ansvc/ v1l/idpcl usters
2 Parse the response to get the URL for each Identity Server cluster.

.<idpOuster uri="https://192.168.0.0: 8443/ amsvc/v1l/idpclusters/
SCC7c9nsp" >...

3 Invoke the URL of a cluster to get the sessions for a user.
URL Format: <I DP cl uster URL>/ sessi ons?useri d=<user nane>

4 Repeat for other clusters so that the sessions of the same user across all clusters are handled.

Sample Request

https://192. 168. 0. 0: 8443/ ansvc/ v1/i dpcl ust ers/ SCC7c9nsp/

sessi ons?useri d=adm n

Use HTTP GET to retrieve all active sessions for the user 'admn'.

Use HTTP DELETE nethod to termnate all sessions for the user 'admn'.

Sample Response

{

"userDN' : "cn=adnin, o=novell",

"sessionDetails": { ["identityServer":"192.168.0.6",
"sessionCount":"1"],

["identityServer":"192.168.0.7", "sessionCount":"2"]

}
}
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2.6

Purge Access Gateway Cache

You can use this API to purge the Access Gateway server cache. Periodic purging of the cache frees
up storage. You can select to purge the content of the purge list that has already been configured on
Administration Console or purge all content cached on the server.

Perform the following steps:

1 Get the list of Access Gateway clusters.
Sample URL: ht t ps: // 164. 99. 86. 7: 8443/ ansvc/ v1l/ agcl usters
2 Parse the response to get the URL of the cluster you want to purge.

Sample Response:

<agCluster uri="https://164.99.86.7: 8443/ ansvc/vl/ agcl usters/
ce035b033e6¢7f 29" >

3 Invoke the URL to get the devices in that cluster.
URL format: <cl uster uri from above>/devi ces

Sample URL:ht t ps: //164. 99. 86. 7: 8443/ ansvc/ vl/ agcl ust er s/ ce035b033e6¢7f 29
devi ces

4 Parse the response to get the URL of the device you want to purge

Sample Response:

<agDevice uri="https://164.99.86. 7: 8443/ ansvc/ v1l/ agcl usters/
ce035b033e6¢7f 29/ devi ces/ ag- 6459CF981F6FD178" >

5 Send a PUT request to the device URL with parameters to purge cache.

Sample Request

PUT requesttoht t ps: // 164. 99. 86. 7: 8443/ ansvc/ v1/ agcl ust er s/ ce035b033e6¢7f 29/
devi ces/ ag- 6459CF981F6FD178

With input { "purge" : "list" }
Specify "list" to purge the content configured in the Purge List on the Ul.
Use "all" to purge the entire cache.

Response: 200 OK

NOTE: Clearing the cache decreases the responsiveness of a device, as every page will need to be
retrieved. Therefore, it is recommended to execute this command for one device at a time.
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3.1

3.1.1

OAuth OpenlD Connect API

This section describes OAuth 2.0 and OpenlD Connect implementation for authentication and
authorization with NetlQ Access Manager. An application developer or administrator can get an
access token and refresh token from Access Manager, and use it in their applications. By default, all
APIs support OpenID Connect.

¢ Example Scenarios

+ Prerequisites for Establishing an OAuth 2.0 Connection with a Client Application

+ Authentication

+ Authorization

+ Validating Tokens

+ Revoking Tokens

+ Authorization Code Grant Flow with PKCE

¢ Other OAuth 2.0 Grants

+ Attribute Service

Example Scenarios

This section includes information about using API for OAuth and OpenlID Connect in the following
scenarios:
¢ Section 3.1.1, “A Client Application Requires to Access OAuth Protected Resources,” on page 45
+ Section 3.1.2, “Resource Server Validating a Token Issued by Access Manager,” on page 46

+ Section 3.1.3, “Access Manager Revoking Refresh Tokens,” on page 47

A Client Application Requires to Access OAuth Protected
Resources

A client application can use the Access Manager token to access an Access Manager OAuth
protected resource. The following is the workflow of accessing a protected resource when the client
uses the Access Manager token:

1. Registration: The client must be registered in Access Manager. For information about
registering a client, see Registering Client Applications.

2. Retrieve a token from Access Manager: The client retrieves the token by selecting any of the
following authorization grant flows:
¢ Authorization code flow
+ Implicit flow
+ Resource owner credentials flow
+ Client credential flow

OAuth OpenlID Connect API 45



3.1.2

+ ID token flow
¢ SAML 2 bearer profile for authorization grant flow

NOTE: For information about grants, see OAuth Authorization Grant in the Access
Manager 5.0 Administration Guide. For required endpoints, see the respective endpoint
sections in OAuth 2.0 Endpoints.

3. Send the token to resource server: The token is sent as an authorization header bearer token.

Resource Server Validating a Token Issued by Access Manager

A resource server can validate a token that is issued by Access Manager through resource server keys
or through Access Manager keys. By default, the token encryption is done by using Access Manager
keys. The resource server sends a request to Access Manager to validate the token. If you provide
the resource server's key and encryption algorithm details in Access Manager, the resource server
does not require to send a request to Access Manager. Instead, the resource server can use its key to
validate the token.

Only an Access Manager administrator can register a new resource server. To validate a token, the
resource server must know how the token is encrypted.

Encrypted by Access Manager: This is an older way of validating the token. You need to send the
token to Access Manager's token info endpoint for validation.

Encrypted using configured resource server keys: No need to validate through Access Manager. The
resource server cryptokeys can be configured in Access Manager. Access Manager uses this key to
encrypt the access token. This enables a resource server to validate the token itself, without sending
it to the Access Manager token verification endpoint.

The following is a sample in Java code about how to validate the token:

/I Stepl: decrypt the JW Token (JWE Standard)

String jwt AccessToken =

"eyJhbCGci G JBMII 4S1ci LCII bnM O IJBMTI 4RONNIi wi dH Wi j oi SI dUli wi a2l kI j oi bnFt LTE f Q Zj
EOj Rb50h3suQZHFmeB-m ... ";

JsonWebEncryption jwe = new JsonWebEncryption();

j we. set Conpact Seri al i zati on(j wt AccessToken) ;

JsonWebKeySet j sonWebKeySet = new JsonWebKeySet (j wks) ;

Li st <JsonWebKey> j sonWbKeys = j sonWbKeySet . get JsonWebKeys();
JsonWebKey j sonWebkey = j sonWebKeys. stream().filter( p ->

p. get Keyl d() . equal sl gnor eCase(j we. get Keyl dHeader Val ue())).findFirst().orEl se(jsonW
ebKeys. get (0));

i f(jsonWebkey i nstanceof RsaJsonWebKey) {

RsaJsonWbKey rsa = (RsaJsonWbKey) jsonWbkey;

j we. set Key(rsa. getPrivateKey());

}el se

{
j we. set Key(j sonWebkey. get Key());

46 OAuth OpenlID Connect API


https://www.microfocus.com/documentation/access-manager/5.0/admin/b1cgm7ol.html
https://www.microfocus.com/documentation/access-manager/5.0/admin/bookinfo.html
https://www.microfocus.com/documentation/access-manager/5.0/admin/bookinfo.html

3.1.3

3.2

String decryptedToken = jwe.getPlaintextString();

//Step 2: Verify the JW Signature (JWS Standard)
JsonWebKeySet j sonWebKeySet = new JsonWebKeySet (j wks) ;

JsonWebKey j sonWebkey = j sonWebKeySet . get JsonWebKeys(). get(0);
JsonWeébSi gnature jws = new JsonWebSi gnature();

j ws. set Key(j sonWebkey. get Key());;

j ws. set Conpact Seri al i zat i on(decrypt edToken) ;

if(true == jws.verifySignature())({
Systemout.println("Signature is valid.");

String payl oad = jws. get Payl oad(); //

}

For detailed sample code and tool for validating the JWT access token, see JWT Validation tool.

No encryption: Trust and accept the token. As access token is not encrypted, use the sample in Java
code mentioned in the previous step to verify the signature and trust the token. For information
about configuring access token encryption keys, see Registering a Resource Server.

Access Manager Revoking Refresh Tokens

Access Manager revokes only the refresh token and its corresponding access token. Only the refresh
tokens that are generated by Access Manager Version 4.4 or later can be revoked.

You can perform the following tasks by using Access Manager API:

+ Revoking refresh token for applications

+ Revoking tokens that are issued to a device
For example, a user lost the device and wants to revoke all tokens that are issued to that device.

Using Mobile Access SDK: Use the Access Manager user portal for deregistering a device. When
device is deregistered, the refresh token and associated access token are revoked.

Not using Mobile Access SDK: If you do not use Mobile Access SDK to revoke a device, you must
provide the device ID in the access token request so that the device can be associated with the
token. You can use this device ID later for revoking the tokens issued to the device. For more
information, see Revoking Token Issued to a Device.

Prerequisites for Establishing an OAuth 2.0 Connection
with a Client Application

+ Section 3.2.1, “Registering Client Applications,” on page 48
+ Section 3.2.2, “Managing Client Applications,” on page 49
+ Section 3.2.3, “Registering a Resource Server,” on page 52
¢ Section 3.2.4, “OAuth 2.0 Endpoints,” on page 56

+ Section 3.2.5, “Other Endpoints,” on page 57
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3.2.1

3.2.1.1

3.2.1.2

3.2.1.3

3.2.1.4

Registering Client Applications

Registering a client application includes the following activities:

+ Section 3.2.1.1, “Getting Client ID And Secret,” on page 48

+ Section 3.2.1.2, “Registering Redirect URI,” on page 48

¢ Section 3.2.1.3, “Registering Authorization Grants,” on page 48

+ Section 3.2.1.4, “Registering OpenlID Connect Configuration,” on page 48

Getting Client ID And Secret

To get an access token or an ID token, the application needs to send Client Credentials. Client
Credentials are unique credentials assigned per client application. Developers need to register their
applications to Access Manager with necessary details to use any of the APIs. The details of how to
register their applications are specified in Registering a Client Application. After registering the
application, Access Manager provides client id and client secret. Note these values.

Registering Redirect URI

A valid redirection URI must be registered with Access Manager along with each client application.
Access Manager redirects only to registered URIs for issuing tokens in authorization code grant flow
and implicit grant flow. One of the registered URIs must be sent along with requests in these flows.

Registering Authorization Grants

A client application must specify the OAuth2.0 authorization grant flows the application will use.
Access Manager issues tokens only in the specified flows. Any request with non-registered flows
during client registration is not supported. You can modify this setting after a client is registered.

An administrator can disable few OAuth 2.0 authorization grant flows to minimize the security risk.
For example, an administration can disable the use of resource owner credential grant if none of the
OAuth 2.0 applications in the organization uses this flow. It is not recommended unless it is required.

Registering OpenlD Connect Configuration

Access Manager supports both OAuth 2.0 and OpenlID Connect specifications by default. Typically,

OAuth2.0 is used for authorization of applications and OpenlD Connect is used for authentication.

OAuth 2.0 flow issues a security token called access token and OpenlID Connect issues ID token and
optionally access token.

Access tokens and ID tokens are JSON Web Tokens (JWT) signed by Identity Server and ID tokens are
optionally encrypted by the client application's public certificate. The relying party can verify the
signature of the ID token and trust that token is issued by trusted Identity Server.

You can register signing algorithm to be used for a JWT token. If your application needs
confidentiality of the ID token, provide a publicly accessible URL of public certificate and algorithm in
the JWKS format. You need to configure this during the client application registration process.
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3.2.2

3.2.2.1

Managing Client Applications

You can programmatically register, view, modify, and delete a client application in Access Manager.

Before performing any of these actions, you must define your role as NAM_QAUTH2 _DEVELOPER or
NAM_OQAUTH2_ADM Nin the IDP Role policy.

You can register an application in any of the following two ways:

+ Using username and password.

+ Using Access token. To register a client application by using an access token, you must have your
role defined as NAM QAUTH2_ _DEVELOPERin the IDP Role policy.

Use the resource owner flow to get an access token. The endpoint of the resource owner flow is
https://<ldentity Server URL: Port Nunber>/ni dp/oaut h/ nanit oken.

This endpoint requires the followings parameters to provide an access token:

Parameter Value

grant_type Password

username Application developer's user name

password Application developer's password

scope urn:netig.com:nam:scope:oauth:registration:full (This scope allows you to register, view,

modify, and delete client applications.)
urn:netig.com:nam:scope:oauth:registration:read (This scope provides read-only access)

token endpoint

Identity Server URL: Port Number>/ nidp/oauth/nam/token

+ Section 3.2.2.1, “Registering a Client Application,” on page 49

+ Section 3.2.2.2, “Modifying a Client Application,” on page 51

+ Section 3.2.2.3, “Viewing a Client Application,” on page 52

+ Section 3.2.2.4, “Deleting a Client Application,” on page 52

Registering a Client Application

To register a client application, the HTTP method value must be POST. Identity Server uses the
following endpoint for registering a client application:

https://<ldentity Server URL: Port Nunber>/nidp/oauth/namclients

The endpoint requires the following OAuth parameters for client registration:

Parameter Required/ | Description

Optional
client_name Required Name of the client application.
application_type Optional web or native.
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Parameter

Required/
Optional

Description

enableNativeSSO

Optional

Specify true as a value to enable single sign on for a user who uses the
client applications on a desktop or a mobile.

For example, A user accesses client A using the credentials and is
authenticated. Client A receives a refresh token and an access token. The
user accesses client B immediately or after a few days. If this option is
enabled for client B, the client uses the persistent cookie to retrieve the
token and authenticate the user. Hence, client B is authenticated
automatically.

If this option is not enabled for the client B configuration, then to
retrieve refresh token and access tokens, the user is required to provide
credentials even though the user has already authenticated for client A.

redirect_uris

Required

Redirection URI values used by the client application.

grant_types

Optional

The following are supported grant types:

*

authorization_code

implicit

refresh_token
resource_owner_credentials
client_credentials
saml2_assertion

*

* & o o

If you do not specify a grant type, the default grant type
aut hori zati on_code is used.

response_types

Optional

The following list includes supported response types:

¢ code

¢ code token

code id_token token
id_token

id_token token
access_token
refresh_token

*

* 6 o o

alwayslssueNewR
efreshToken

Optional

Specify true to issue a new refresh token for each refresh token request.

authzCodeTTL

Optional

Specify the duration in minute after that the authorization code
becomes invalid.

accessTokenTTL

Optional

Specify the validity duration access token and ID token in minutes.

refreshTokenTTL

Optional

Specify the validity duration for the refresh token in minutes.

corsdomains

Optional

To allow access to requests from only selected domains, specify the
domains as a JSON array.

“fh://
“https://namapp. con']

For example, [ "beem / / ww. t est . cont',
app.local .url",
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Parameter Required/ | Description

Optional

logo_uri Optional Specify the URL of the logo that to be included in the consent page.

For example, htt ps: //cl i ent. exanpl e. org/ | ogo. png
policy_uri Optional Specify the URL of the relying party client's privacy policy.

For example, htt ps://client. exanpl e. org/ privacypolicy
tos_uri Optional Specify the URL of the relying party's terms of service.

For example, https://client. exanple.org/terns
contacts Optional Specify the email addresses of people related to this client application.
jwks_uri Optional Specify the URI of the JSON file containing the json web keys.

This key set contains signing keys that the relying party uses to validate
signatures from the OpenlID provider.

For example, htt ps://client. exanpl e. or g/
ny_public_keys. jwks

id_token_signed_ | Optional Specify the ID Token Signed Response Algorithm. This algorithm is
response_alg required for signing the ID token issued to a client.

id_token_encrypt | Optional Specify the algorithm used to encrypt the key.
ed_response_alg

id_token_encrypt | Optional Specify the algorithm used to encrypt the content.
ed_response_enc

3.2.2.2 Modifying a Client Application

Perform the following steps:

1. Retrieve client details fromthe https: // <l dentity Server URL: Port Number>/ni dp/
oaut h/ nani cl i ent s/ <cl i ent | D> endpoint. In the request for retrieving client details, use
GET as the HTTP method value.

2. Send the update request. In the request, use POST as the HTTP method value. Identity Server
uses the following endpoint for modifying a registered client application:

https://<ldentity Server URL: Port Number>/ni dp/oauth/nanfclients/

For the list of parameters this endpoint requires for a client application modification, see the
table under Registering a Client Application.

NOTE: For updating a client application, you must send the XML with all parameters in the update
request. If you do not include a parameter in the XML, the server does not initialize this parameter.
For example, to update the r esponse_t ypes parameter, send the updated value for this
parameter and existing values for other parameters in the request.
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3.2.2.3

3.2.2.4
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3.2.3

Viewing a Client Application

To view a client application, use GET as the HTTP method value.

+ https://<Identity Server URL: Port Number>/nidp/oauth/nam/clients/: To view all clients
applications registered by a developer

+ https://<Identity Server URL: Port Number>/nidp/oauth/nam/clients/<client ID>: To view a
specific client application registered by a developer

Deleting a Client Application

To delete a client application, the HTTP method value must be DELETE. Identity Server uses the
following endpoint for deleting a registered client application:

https://<ldentity Server URL: Port Number>/nidp/oauth/naniclients/<client |D>

Registering a Resource Server

By default, access tokens are signed by JSON Web Tokens (JWT) and encrypted by Identity Server.
Registering a resource server provides more features such as options to encrypt an access token by
using the resource server encrypted keys or Identity Server encrypted keys. It also provides an
option to not encrypt an access token. This is not recommended as it might cause security issues.

After resource server registration, specify the registered resource server name in the token request
for encrypting the access token using the resource server encrypted keys. In this way, no need to
contact Identity Server's TokenInfo/UserInfo endpoint for token validation or for claims. Only an
Access Manager administrator can register a resource server.

You can register, view, modify, and delete a resource server by using REST API. You must have your
role defined as NAM_OAUTH2_ADM Nin the IDP Role policy. You can access this endpoint either by
login or using an access token. For more information, see Managing Client Applications.

Send an HTTPS POST request with the appropriate URI parameters to resource server endpoint URI.

Resource Server Endpoint: htt ps: // <l dentity Server URL: Port Nunber >/ ni dp/ oaut h/
nani r esour ceservers

HTTP Method: POST

Request Parameters:

Parameter Required | Description
/Optional
name Required | The name of the resource server.
disableJWTAccessTo | Optional Specify the value as true for not encrypting the access token.

kenEncryption )
The value as false to encrypt the access token by using Access Manager

key or resource server key.
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3.2.3.2

Parameter Required | Description
/Optional

cryptoKeys Optional Specify the resource server's JWKS key details to encrypt the access
token using this key.

The parameter value as a sample JSON format is as follows:

{"jwksUri": "https://ww.resourcer.server.conl
crypto/jwks", "jwtaccessTokenEncryptionAl go": {
"encryptionAl g": "RSAl_225",

"encryptionEnc": " A128CBC HS2563" }

Sample Request and Response

A sample request and response for registering resource server crypto keys in Access Manager, with
line breaks for better readability and payload in JSON.

HTTP/ 1. 1 POST / ni dp/ oaut h/ nam t oken

User-Agent: Mzilla/5.0 (Wndows NT 6.1) AppleWebKit/537.36 (KHTM., Iike

Gecko) Chronme/41.0.2228.0 Safari/537.36

Host: www. i dp. com 8443
"{"nanme": "nanResour ceServer",

"cryptokeys": {"jwksUri": "https://ww.resourcer.server.comcrypto/jwks",
"jw accessTokenEncrypti onAl go": { "encryptionAl g": "RSAl_225",
"encryptionEnc": " A128CBC- HS2563" }

}

}l

A successful Response

HTTP/ 1.1 200 K

Cache-Control : no-cache, no-store, no-transform

Deleting a Resource Server

To delete a resource server by using REST API, you must have your role defined as
NAM QAUTH2_ADM Nin the IDP Role policy. To access this endpoint, log in or use an access token. If
you use the access token, it should contain the following scope:

Scope:ur n: neti g. com nam scope: oaut h: regi stration: ful
HTTP Method: DELETE

Resource Server Endpoint: htt ps: // <l dentity Server URL: Port Nunber >/ ni dp/ oaut h/
nanm r esour ceserver s/ <r esour ceSer ver Nane>

Viewing Registered Resource Servers

To view all registered resource servers by using REST API, you must have your role defined as
NAM QAUTH2_ADM Nor NAM QAUTH2_DEVELOPERin the IDP Role policy. To access this endpoint,
log in or use an access token. If you use the access token, it should contain the following scope:

Scope: urn: neti . com nam scope: oaut h: regi stration: full

HTTP method: Get
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Resource Server Endpoint: htt ps: // <l dentity Server URL: Port Nunber >/ ni dp/ oauth/
nani r esour ceservers

3.2.3.3 Creating Scopes

To create a scope by using REST API, you must have your role defined as NAM_OAUTH2_ADM Nin the
IDP Role policy. To access this endpoint, you need to log in or use an access token. If you use the
access token, it should contain the following scope:

Scope: urn: neti g. com nam scope: oaut h: regi stration: full

Resource Server Endpoint: htt ps: // <l dentity Server URL: Port Nunber >/ ni dp/ oauth/
nani resour ceserver s/ <resour ceSer ver Nane>/ scopes

HTTP Method: Post

Request URI Parameters:

Parameter Required/Optional Description
scope Required The name of the scope.
scope_description Required Description of the scope. The consent page displays

this text while obtaining authorization from the user.

claims claims or The list of claims.
attribute_set is
required
attribute_set claims or Attribute name and attribute dn.
attribute_set is . - W o
required Sample: {"name" : "jpeg_photo", "dn" :
"cn=jpeg_photo,o=novell"}
userPermissionRequired Optional Boolean value. The default value is true.
adminApprovalRequired Required Boolean value. The default value is true. Set it to false
always.
isGroupOfUserAttributes | Optional Boolean value. The default value is false.
allowModifylnConsent Optional Boolean value. The default value is false.
includeAllClaimsInIDToke | Optional Boolean value. The default value is false.
n

If the value is true, all claims or attributes in this scope
are included in IDToken.

includedClaimsInIDToken | Optional Attribute or claim name(s). You can use comma,) as a
delimiter to specify names of more than one attribute
or claim.

The specified claim or attribute is included in IDToken.

For example, givenName, mail
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3.2.3.5

Parameter Required/Optional Description

includeAllClaimsInJWT Optional Boolean value. The default value is false.

If the value is true, all the claims or the attributes in
this scope will be included the access token.

includedClaimsInJWT Optional Attribute or claims names. Use comma (,) as a
delimiter to specify names of more than one attribute
or claim.

The specified claims or attributes will be included in
the access token.

For example, givenName, mail

Modifying a Scope

To modify a scope by using REST API, you must have your role defined as NAM_QAUTH2_ADM Nin the
IDP Role policy. To access this endpoint, you need to log in or use an access token. If you use the
access token, it should contain the following scope:

Scope: urn: neti q. com nam scope: oaut h: regi stration: full
The request includes the following details:

Resource Server Endpoint: htt ps: // <l dentity Server URL: Port Nunber >/ ni dp/oauth/
nani resour ceserver s/ <r esour ceSer ver Nane>/ scopes/ <scopenane>

HTTP Method: POST

Send only those parameters that you want to modify.

Deleting a Scope

To delete a scope by using REST API, you must have your role defined as NAM_ OAUTH2_ADM Nin the
IDP Role policy. To access this endpoint, login or use an access token. If you use the access token, it
should contain the following scope:

Scope: urn: neti g. com nam scope: oaut h: regi stration: full
The request includes the following details:

Resource Server Endpoint: htt ps: // <l dentity Server URL: Port Nunber >/ ni dp/ oaut h/
nani r esour ceserver s/ <resour ceSer ver Nanme>/ scopes/ <scopenane>

HTTP Method: DELETE
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Viewing Configured Scopes

You can view details of all scopes together or of a specific scope. To view a scope by using REST API,
you must have your role defined as NAM_CQAUTH2_DEVELOPER or NAM _OAUTH2_ADM Nin the IDP
Role policy. To access this endpoint, you need to log in or use an access token. If you use the access
token, it should contain the following scope:

Scope: urn: neti g. com nam scope: oaut h: regi stration: full
Viewing Details of a Specific Scope
The request includes the following details:

Resource Server Endpoint: htt ps: // <l dentity Server URL: Port Nunber >/ ni dp/ oauth/
nani resour ceserver s/ <resour ceSer ver Nane>/ scopes/ <scopenamne>

HTTP Method: GET
Viewing Details of All Configured Scopes
The request includes the following details:

Resource Server Endpoint: htt ps: // <l dentity Server URL: Port Nunber >/ ni dp/ oaut h/
nani resour ceserver s/ <resour ceSer ver Nanme>/ scopes

HTTP Method: GET

OAuth 2.0 Endpoints

To get an access token and identity token, the client invokes requests to corresponding endpoints
exposed by ldentity Server. Identity Server exposes the following endpoints:

+ Authorization Endpoint: This is always contacted via a browser. This endpoint requires that the
user has existing browser session with Identity Server. If no session exists at the time of request,
the Authorization Endpoint redirects the user to login. This endpoint is used when a client uses
the authorization code flow or implicit flow.

+ Token Endpoint: This is used directly by a client without involving the browser. Therefore, it is
possible to get an access token offline when a user is not connected via a browser. This
endpoint can issue an access token when the client provides a valid authorization code, SAML2
bearer profile for authorization grant flow, resource owner credentials, or client credentials.

+ Tokeninfo Endpoint: This is used for validating a refresh token and access tokens issued in
OAuth 2.0 authorization flows. Clients can send the access token via authorization header. This
endpoint returns a JSON response stating whether the token is valid.

+ UserInfo Endpoint: This is used for getting resource owner's claims. A client can send a request
to this endpoint with a valid access token and get the claims that are authorized by the resource
owner to share. This endpoint checks whether provided access token has valid scopes to issue
the claims.

+ Revocation Endpoint: This is used for revoking refresh tokens and its corresponding access
token.
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3.2.5 Other Endpoints

In addition to the basic endpoints mentioned in Section 3.2.4, “OAuth 2.0 Endpoints,” on page 56,
Identity Server exposes the following endpoints:

+ Metadata Endpoint

+ Client Registration Endpoint

+ Scope and Resource Server registration Endpoint

+ JSON Web Key Set Endpoint

+ User Consent Grant Endpoint

¢ User Consent Approved Clients List

+ User Consent Revoke Endpoint

Metadata Endpoint

This exposes basic services and options available at Identity Server for OAuth 2.0 and OpenID
Connect. This also contains URLs for basic endpoints. This endpoint is typically in this format:
https://ww.idp. com 8443/ ni dp/ oaut h/ nam . wel | - known/ Openl D- confi gur ati on.
Invoking this URL responds with a JSON document containing the following information:

+ OAuth 2.0 Endpoints

+ |ID token supported algorithms

+ JWKS keys that can be used for verifying access token and ID token
Client Registration Endpoint

To register OAuth2.0 clients through REST API. This endpoint is protected by OAuth 2.0, therefore
the clients invoking this endpoint to register clients must obtain access tokens from the
authorization endpoint by providing the developer's username and password. For registering new
clients, a developer must have the NAM QAUTH2 DEVELOPER role defined in Identity Server.

Scope and Resource Server registration Endpoint

To register, modify, and delete a scope. Users must have the NAM QAUTH2_ADM Nrole defined in
Identity Server to be able to register and modify the scope values using this endpoint.

JSON Web Key Set Endpoint

Provides the information about the signing certificate that is used by Access Manager, which can be
used for verifying an access token.

User Consent Grant Endpoint

The scopes requested by the client application must be authorized by the user if the user is not
already authorized. There is no separate endpoint available for this. The authorization endpoint is
used for and requires a valid user session. Along with the authorization code/token request, the
following parameters has to be added:

Grant Endpoint: https://<ldentity Server URL: Port Number>/nidp/oauth/nam/authz

HTTP Method: POST
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Content-Type: application/x-www-form-urlencoded

Request URI Parameters:

Parameter Required | Description

given_scopes | yes The list of scope user authorized in JSON format of URL encoded and Base64
encoded value. Sample Value:
JTVCITACITIyc2NveGUIM]jIIMOEIM]jJIbWFpbCUyMiUyQyUyMmFOdHJpYnVOZX
MIM;jIIMOEINUIIMjJIbWFpbF92ZXJpZmlIZCUyMiUyQyUyMiUyMGVtYWIsJTlyJT
VEJTAEJTIDITACITlyc2NveGUIM]IIMOEIMjlwaG9uZSUyMiUyQyUyMmFOdHJpYn
VOZXMIMjIIMOEINUIIMjJwaG9uZV9udW 1izXJfdmVyaWZpZWQIMjlIMkMIMijlI
MjBwaG9uZV9udW1izXIIMjlIINUQINOQINUQ%3D

This sample is in the JSON format.
[{"scope":"email","attributes":["email_verified","
email"]},{"scope":"phone","attributes":["phone_number_verified","

phone_number"]}]

accept yes The value must be Accept.

Other authorization endpoint parameters must be presented. See Authorization Endpoint for more details.

Sample Request:
URL:https://<ldentity Server URL: Port Nunber>/ni dp/oaut h/ nanf aut hz
Request Parameters:

gi ven_scopes=JTVCITACITI yc2NvcGU M | | MEI M JI bWFpbCUyM Uy Qy Uy MrF0dHIpYnV0Z
XM M || MEI NU I M JI bWFpbF92ZXJpZm | ZCUyM Uy QyUyM Uy MGVt YW sJTI yITVEITAEITI
DITACITI yc2NvcGU M | | MEI M Jwa@uzZSWM Uy QyUy MiFOdHIpYnVOZXM M | | MDEI NUI | M
j Iwa@uzVoudWii ZX3f dmvyaWzZpzwld M 1 I MKM M 1 I M Bna@uzZVoudWii ZXI I M | 1 NUQ NOQ
| NUQ¥BD&accept =Accept & esponse_t ype=code&cl i ent i d=8f 4e2d28- 4f a9- 47e4-
adle-

eeceba2f 84d6&cl i ent _secr et =CEpsAebEuS5dYF40W2nv3xBYd2l _MHhzhYY_JHbb5i UYRUSB
EVUL5Xr xACuXeTseq3Q&r edi rect _uri=https://client.exanple.org/

cal | back&scope=enui | +phone

Sample Response: HTTP 302

https://client.exanple.org/
cal | back?code=eyJhbGci G Ji JBMIT 4RONNI i wi d51j oi SI dUl'i wi eml Wi j oi REVJ9. hLzNTP
nB6GUC3- yNJAeZR7MLVny _f zOr. MANr 8ak7dw vWWEbo. XGOhFDQbB8zSTdpyu_2J18V. . ... ..

User Consent Approved Clients List

This endpoint returns all client applications and scopes that user had approved so far. To access this
endpoint requires either user login or access token. The endpoint details are as follows:

Grant Endpoint: https://<ldentity Server URL: Port Number>/nidp/oauth/nam/account/
authzClients/

HTTP Method: GET

Sample Request using Access Token

OAuth OpenlID Connect API



URL: https://<ldentity Server URL: Port Number>/nidp/oauth/nam/account/authzClients
Authorization Header: Bearer

eyJhbGciOiJBMTI4S1ciLCIIbomMiOiJIBMTI4RONNIiwidHIwljoiSldUliwiY3R5ljoiSIdUliwiemIwljoiREVGIi
wia2lkljoiMiJ9.hLzNTPnB6GUO3-
yNJAeZR7M1Vmy_fzOr.MANr8ak7dwjvWEbo.XGOhFDQbB8zSTdpyu_2J18V.......

Sample Response: HTTP Status 200

{

"grants": [

{

“clientld": "8f4e2d28-4fa9-47e4-a9le-eeceb5a2f 84d6"
“clientName": "nam oauth-play ground”

"scopes": [

Unknown macro: { "nane"}

Unknown macro: { "nane"}
]
}

{
"clientld": "a8df6bf4-f91f-4369-bl5e-95bc2bebbb9a”

"clientNane": "QAuthclientApp"
"scopes": |
Unknown macro: { "nane"}

Unknown macro: { "nane"}

]
}
]

}
Sample Error Response: HTTP Status 401

Unknown macro: {"error"
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3.3

User Consent Revoke Endpoint

The scopes approved for a client by the user can be revoked using this endpoint. To access this
endpoint requires either user login or access token. The endpoint details are as follows:

Grant Endpoint: https://<Identity Server URL: Port Number>/nidp/oauth/nam/account/
authzClients/{clientld} - where {clientld} is the OAuth client application ID.

HTTP Method: DELETE
Sample Request using Access Token:

URL: https://<ldentity Server URL: Port Nunber>/ni dp/oauth/nam account/
aut hzd i ent s/ 8f 4e2d28- 4f a9- 47e4- a91e- eece5a2f 84d6

Authorization Header: Bearer

eyJhbGei O JBMTI 4S1ci LCII b O JBMTI 4RONNI i wi dH wi j oi SI dUI i wi Y3R5Ij oi SI dUI |
wi eml wl j oi REVG i wi a2l ki j oi M J9. hLzNTPnB6GUCS-
yNJAeZR7MLViy_f zOr . MANr 8ak 7dwj v\Ebo. XGOhFDQbB8zSTdpyu_2J18V. .. . . ..

Sample Response: HTTP 200
{

"status": "success",

neg": "successfully revoked grants to clients"

Authentication

The application can request an authentication service from Access Manager by using one of the
supported OAuth 2.0 authorization grant flows. Access Manager implements OpenlD Connect 1.0
specification on top of these flows. Therefore, the application can get more information about
authentication and it can verify the issued identity tokens.

The result of authentication exchange is an identity token called as | D t oken. This token is in the
JSON Web Token (JWT) format. This token is signed by public signing certificate of Identity Server.
The client application needs to verify the signature of the token and token is issued by the trusted
Identity Server.

The authentication service assures the application that the user has an active session at Identity
Server with requested or default assurance level. The flows requiring active user session involves a
browser redirect, therefore the authorization grant flows in this section talks about

aut hori zation Code Grant flowandlnplicit Gant flow The authentication service
can use advanced authentication methods configured in Identity Server. This does not require the
application to know the password of the user. If your application does not depend on a browser
interface or handles username and password directly, see Resource Owner Credential Grant.

Getting Identity Tokens
You can use any one of the following flows to get an identity token:

+ Authorization code grant flow
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3.3.1.1

+ Implicit Flow
+ Hybrid Flow

Authorization Code Grant Flow

The authorization code grant flow is a two-step process.

1. Get ashort lived authorization code from Identity Server.

2. Exchange this authorization code with ID token.

The application can also request for an access token for authorization if the application makes REST
API calls to resource servers.

The application can also specify minimum assurance level for the authentication method from
Identity Server by using the following request parameter.

Identity Server ensures that the user is authenticated with the requested level of authentication
before sending the identity token.

An identity token is a signed JSON Web Token (JWT). Signing is optional, but recommended. The
token is signed when the client is configured with | D Token Si gni ng Al gori t hmduring the
client registration process.

The application verifies the returned identity token as mentioned in Validating Tokens.

Getting an Authorization Code

A client can get an authorization code in by redirecting the browser to the authorization endpoint
with the required query string values. See “Request Parameters” on page 61.

The response is a short life-time aut hori zati on code and must used only once. You can use this
code to exchange identity tokens from Identity Server through the token endpoint only once by
sending the necessary request parameter. See Exchanging the Authorization Code with Identity
Tokens.

Multiple attempts of exchanging code for token revokes tokens that are issued earlier. The
authorization code is sent through a browser redirect to a registered redirect_uri. The client should
handle this request to the redirect_uri. This involves exchanging the code with an access token.

Request Parameters

To get an authorization code, the client should invoke a request to Identity Server's authorization
endpoint with the following request query string parameters:

Parameter Required/ Value Description
Optional
client_id Required Client application ID, which is obtained at the time of the client

application registration process.

response_type | Required code code
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Parameter

Required/
Optional

Value

Description

redirect_uri

Optional

If provided, the value of this must exactly match to one of the
registered URIs during the application registration process. If
not provided, the browser is redirected to any of the registered
redirect URIs registered during application registration.

scope

Required

OpenlD

The list of scopes the application requires. It should contain
OpenlID". You can get all "scopes_supported" at the
authorization server's OpenlD Metadata Endpoint. Scope
values must be space separated %20 or +.

resourceServer

Optional

Specify the registered resource server name. If this parameter
is available, the authorization server uses the respective
configured method to encrypt the access token.

state

Recommen
ded

An opaque value used by a client to maintain state between
request and callback. The authorization server includes this
value when redirecting a user-agent back to a client. This
parameter is used to prevent cross- site forgery requests.

prompt

Optional

none
login

consent

none: No user interface is shown to a user if the user is not
already authenticated. If not authenticated, an error message
in one of "login_required", "interaction_required", or other is
sent to the client application. This is useful if a client wants to
detect whether the user has an existing session with Identity
Server and has necessary consents.

login: Identity Server asks for re-authentication.

consent: Identity Server asks for consent even if the consent is
already given.

max_age

Optional

300

Maximum authentication age at Identity Server in seconds. If a
user does not log in within this time, the user is re-prompted
for authentication

acr_values

Optional

/name/
passwor
d/uri

If a client request contains acr_values, Identity Server maps the
value to configured contracts in Identity Server and prompts
the user with the contract if the user is not authenticated with
the contract. The contract is not sent in ID token.

device_id

Optional

Specify the device ID that token to be associated with device.

Response Values

Identity Server responds with a HTTP 302 redirect message to requested redirect_uri in an
authorization request. If the request does not contain the redirect_uri param, ldentity Server
redirects to one of the registered redirect_uri. The redirect response contains the following

parameters:
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Parameter | Description

code An opaque binary token.

Variable length field. Application should not assume the size of the code and allocate
sufficient space for reading the code.

state Contains the state parameter sent in the authentication request above

Sample Request and Response
A sample request with whitespace for readability:

HTTP/ 1.1 CET /ni dp/ oaut h/ nanf aut hz?

&r esponse_t ype=code

&cl i ent _i d=bb775b12- bbd4- 423b- 83d9- 647aeb98608d

&redirect _uri=https://ww. oaut happ. conif oaut h. php

&scope=emai |

&nonce=ab8932b6

&st at e=AB32623HS

User - Agent: Mdzilla/5.0 (Wndows NT 6.1) AppleWbKit/537.36 (KHTM., |ike
Gecko) Chrome/41.0.2228.0 Safari/537.36

Host: www. i dp. com 8443

Accept: /
Cooki e: JSESSI ONI D=188BAEB80B063C852D2CC82FDBD15A43
Response

HTTP/ 1.1 302 Found

Cache-Control: no-cache, no-store, no-transform
Location: https://ww. oaut happ. coni oaut h. php?
code=/ WEBAAY. . ........ W 1gQ~~

&scope=emai |

Content-Length: O

Date: Tue, 03 Mar 2015 18:12:55 GVl

Exchanging the Authorization Code with Identity Tokens

The client, listening for the authorization code in the registered redirect_uri, can use the requests
explained in next section to exchange the authorization code with an access token. The
authorization code is allowed for exchange only once. The request should be sent to the token
endpoint.

The response is sent in the JSON format and contains both access_token and id_token. Access
tokens are used for authorization and typically sent to an APl server. The client when invoking any
other API service has to include this access token. The API server validates this access token and
authorize the incoming API requests based on the scopes embedded in the access token.

The ID token contains the authentication information, such as the issuer of the token, its validity, and
when the user was authenticated. The client needs to verify the signature of the ID token if available
and check the issuer.
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Request Parameters

Specify the following parameters in the token request:

Parameter Required/ | Description
Optional
resourceServer | Optional Registered resource server name. If this parameter is available, the
authorization server uses the respective configured way to encrypt the
access token.
grant_type Required authorization_code
client_id Required Client ID of the registered client.
client_secret Optional Client secret of the registered client.
It is optional for a native application and mandatory for a web application.
code Required Code received in the authorization code flow.
redirect_uri Required This must be same as the one sent during the authorization code request.
device_id Optional Specify the device ID that token to be associated with device.

Response Values

A successful request contains a JSON object with the following values:

Parameter Required/ Description
Optional
token_type Required The type of the token. The authorization server supports only the
Bearer type.
access_token Required An access token that can be used to invoke resource server APls.
id_token Optional if When invoking authorization code request, if the client has sent
scope contains | OpenlD, this response object contains an ID token.
"OpenID"
scope Optional The list of scopes that a user has authorized. This can contain all
scopes the client requested.
state Optional if the st at e parameter was available in the client authorization
request, the same state value is sent in the response.

NOTE: Ensure that you do not use the Expect :

HTTP 400 Bad Request.

If you are using CURL, use "-H 'Expect:

or do not include IDP cookies.
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Sample Request and Response

POST / ni dp/ oaut h/ nam t oken HTTP/ 1.1

User-Agent: Mzilla/5.0 (Wndows NT 6.1) AppleWbKit/537.36 (KHTM., |ike
Gecko) Chrome/41.0.2228.0 Safari/537.36

Host: www. i dp. com 8443

Accept: /

Content-Length: 695

Cont ent - Type: application/x-ww-formurl encoded

grant _type=aut hori zati on_code

&client id=b017c96c- bl6a-4d80- a5f a- 68f 5050abc58

&cl i ent _secret =ZDDwbuuWPdV_e5quAf 7f 0Jkg_i JJ7g

&redirect _uri=https://ww.client.conm oauth_call back. php
&code=/ WEBAAK. . . . .. ..

HTTP/ 1.1 200 K

Server: Apache-Coyote/1.1

Cont ent - Type: application/json

Content-Length: 916

Date: Thu, 19 Mar 2015 14:14:57 GMI

Connection: cl ose

{
"access_token":"/WEBAAQEACA. . . ...
"token_type":"bearer", "expires_in":179, "refresh_token":"/

WEBAAQEACA9I N8bgv. . ........ ,
"scope":"enmmil"

}

Implicit Grant

Get an access token and ID token by sending an HTTPS GET or POST request with the appropriate URI
parameters to the authorization endpoint base URI. The ID token issued only if the scope is having
OpenlD param value. The ID token can be signed and encrypted based on the client's registration. To
access any of the user's attribute or getting permissions to access user's resource pages, you can
include the request in the scope parameter.

For example, if you want a user's email address and profile, set the scope parameter accordingly. If
any of this scope requires approval from the user, the consent screen includes a request to provide
the user's email address and profile to your application.

Sample implicit request/response: ht t ps: // exanpl e. neti q. cont ni dp/ oaut h/ nan!
aut hz?response_t ype=t oken+i d_t oken&cl i ent _i d=4e4ae330- 1215- 4f ¢8- 9aa7-
79df 8325451c&redirect _uri=https://client.exanple.con

cal | back&scope=enai | +Openl D&st at e=s1234&nonce=n123

In this case, the authorization server validates all request parameters and checks whether the user is
authenticated. If the user is not authenticated, then it sends the login page to user. After the user is
authenticated, it takes the consent from the user for the requested scopes and sends the response
to the client.

The authorization server sends the following response for the request:

https://client.exanple.conf cal | back#t oken_t ype=bear er &ccess_t oken=/
WEBAAUFACAj Df Pt n d/ zI ONPpN/

kV1Jt t 3nxCPt zHy UH~&expi res_i n=3600& d_t oken=eyJhbCci G JSUzI 1N J9. eyJp
¢3M O Jo&scope=enui | &st at e=s1234
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Token Request URI Parameters

The token request needs to include the following query parameters and the request needs to be sent
to the authorization endpoint:

Parameter Required/ | Description
Optional

response_type | Required The possible values are t oken, i d_t oken, andt oken i d_t oken. The
id_token is issued only if the scope contains the OpenlD value.

If the value is sent as t oken, then the authorization server issues only an
access token to the client.

If the value isi d_t oken, then authorization server issues only id_token in
the response.

If the value ist oken i d_t oken, then authorization server issues both
access token and ID token in the response.

resourceServer | Optional Specify the registered resource server’s name. If this parameter is
available, the authorization server uses the respective configured way to
encrypt the access token.

client_id Required Client application ID that is obtained at the time of the client application
registration process.

redirect_uri Optional If provided, the value of this parameter must exactly match to one of URIs
of the registered application.

scope Optional Scopes supported by the authorization server. You can get
scopes_support ed at authorization server's OpenlD Metadata
endpoint. For the ID token, OpenID needs to be available in the scope.
Specify multiple scope values separated with space %20.

state Required An opaque value used by the client to maintain state between the request
and callback. The authorization server includes this value when the
response is sent to the client. The parameter prevents cross-site forgery
requests.

nonce Required String value used to associate a client session with an ID token, and to
mitigate replay attacks.
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Parameter

Required/
Optional

Description

prompt

Optional

A space delimited, case-sensitive list of ASCII string values that specifies
whether the authorization server prompts the end user for re-
authentication and consent.

The following are defined values:

+ none: The authorization server does not display any authentication
or consent user interface pages. An error is returned if an end user is
not authenticated or the client does not have preconfigured consent
for the requested claims, or does not fulfill other conditions for
processing the request.

¢ Login: The authorization server prompts the end user for re-
authentication. If it cannot re-authenticate the end user, it returns an
error to the client.

+ Consent: The authorization server prompts the end user for consent
before returning information to the client. If it cannot obtain consent,
it returns an error, typically consent_required.

max_age

Optional

Maximum authentication age. Specifies the allowable elapsed time in
seconds since the last time the user was authenticated by the OP.

device_id

Optional

The device ID of the device with which the token will be associated.

Response Values

The authorization endpoint sends an HTTP 302 Redirect response with the following http fragment
values in the Locat i on header. The browser redirects the request to the returned Locat i on
header without exposing the fragment values. The Locat i on header istheredi rect uri
parameter sent in the request. Only the browser can read the fragment values and these are never
sent to redirect_uri.

Parameter

Required/Optional | Description

token

Required

The type of the token. The authorization server supports only
bearer.

Access_token

Based on the

If the response type value ist oken ort oken i d_t oken, the

response type value | authorization server sends an access token.

id_token Based on the If the response type valueisi d_t oken ort oken i d_t oken, the
response type value | authorization server sends an ID token.

scope Optional The user given consent scope names.

state Optional If the st at e parameter was available in the client authorization

request, the same state value is sent in the response.
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3.3.3

Hybrid Flow

Get a combination of tokens or code, such as access token, ID token, or authorization code, based on
ther esponse_t ype parameter by sending an HTTPS GET or POST request with the appropriate URI
parameters to the authorization endpoint base URI. The hybrid flow works and the ID token is issued
only if the scope contains the OpenlD param value. An ID token can be signed and encrypted based
on the client's registration. To access any of the user's attributes or getting permissions to access the
user's resource pages, you can include the request in the scope parameter.

For example, if you want a user's email address and profile, set the scope parameter accordingly. If
any of this scopes requires approval from the user, the consent screen includes a request to provide
the user's email address and profile to your application.

Response types that are allowed in hybrid flows, in any combination, are as follows:

response_type Token Generated

code id_token Authorization code and ID token

code token Authorization code and access token

code id_token token Authorization code, ID token, and access token

Sample hybrid flow request/response: ht t ps: // exanpl e. neti q. cont ni dp/ oaut h/ nanl
authz?

response_type=code id_token&client id=4e4ae330-1215-4fc8-9aa7-
79df 8325451c&redirect _uri=https://client.exanple.conl
cal | back&scope=enui | +openi d&st at e=s1234&nonce=n123

In this case, the authorization server validates all request parameters and checks whether the user is
authenticated. If the user is not authenticated, it sends the login page to user. After the user is
authenticated, it takes the consent from the user for the requested scopes and sends the response
to the client.

The authorization server sends the following response for the this request:

https://client.exanple.conl
cal | back#code=ey2hgwshg223j dsw& d_t oken=eyJhbCci O JSUzI 1Ni J9. eyJpc3M G Jo&
scope=enai | &t at e=s1234

Token Request URI Parameters

The token request should have the following query parameters and the request should be sent to
the authorization endpoint:

Parameter Required/ | Description
Optional

response_type | Required The possible values are code t oken,code token id_token,code
i d_t oken, and other combinations of the three values. It should be space
separated.

68 OAuth OpenlID Connect API



Parameter

Required/
Optional

Description

resourceServer

Optional

Specify the name of the registered resource server. If this parameter is
available, the authorization server uses the respective configured way to
encrypt the access token.

client_id

Required

The client application ID that is obtained at the time of the client application
registration process.

redirect_uri

Required

The value of this must parameter must exactly match with one of URIs of
the registered application.

scope

Required

Scopes supported by the authorization server. Get scopes_support ed at
authorization server's OpenlD Metadata Endpoint. It must contain the
openi d scope value. You can add multiple space separated scope values.

state

Optional

An opaque value used by the client to maintain state between the request
and callback. The authorization server includes this value when the
response is sent to the client. The parameter prevents cross-site forgery
requests.

nonce

Required

A string value used to associate a client session with an ID Token, and to
mitigate replay attacks.

prompt

Optional

A space delimited, case-sensitive list of ASCII string values that specifies
whether the authorization server prompts the end user for re-
authentication and consent.

The following are defined values:

+ none: The authorization server must not display any authentication or
consent user interface pages. An error is returned if an end user is not
authenticated or the client does not have preconfigured consent for
the requested claims or does not fulfill other conditions for processing
the request.

¢ login: The authorization server should prompt the end user for re-
authentication. If it cannot re-authenticate the end user, it must return
an error to the client.

¢ consent: The authorization server should prompt the end user for
consent before returning the information to the client. If it cannot
obtain consent, it must return an error, typically consent_required.

max_age

Optional

Maximum authentication age. Specify the allowable elapsed time in
seconds since the last time the user was authenticated by the OP.

device_id

Optional

Specify the device ID of the device that token has to be associated with.

Response Values

The authorization endpoint sends an HTTP 302 Redirect response with the following http fragment
values in the Locat i on header. The browser redirects the request to the returned Locat i on
header without exposing the fragment values. The Locat i on header istheredi rect _uri
parameter sent in the request. The fragment values can only be read by the browser and never sent

to redirect_uri.
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3.4

3.4.1

3.4.2

Parameter Required/Optional Description

token_type Based on response The type of the token. The authorization server supports only
type value bearer.

access_toke | Based on response If the response type value is code t oken,code id_token

n type value t oken, or its combination, the authorization server sends an

access token.

id_token Based on response If the response type value is code i d_t oken, code
type value i d_token token, orits combination, the authorization server
sends an ID token.

scope Optional The user given consent scope names.

state Optional if the st at e parameter was available in the client authorization
request, the same state value is sent in the response.

expires_in Based on response Expiration time of the access token in seconds since the response
type value was generated.
code Required Authorization code
Authorization

Access to the resources hosted in the resource server can be protected by verifying the access token
available in the API request. A client application offering a service to the user (Resource Owner), that
needs to act on the resource owned by the user, has to get an access token from Identity Server. The
resource server verifies that this token is issued by a trusted issuer and contains necessary scopes to
access the resource.

The client can get the access token from Identity Server by invoking one of the supported OAuth 2.0
authorization flows by using the client's credentials.

The client usually invokes one of the following flows or the grants explained in Other Grants:

+ Authorization Code Grant
+ Implicit Grant

+ Refresh Token
— Resource Owner Credentials Grant
— Client Credentials Grant
— SAML2 Bearer Profile for Authorization Grant
Authorization Code Grant

This is same as getting the identity token explained in Authorization Code Grant Flow.

Implicit Grant

This is same as getting the identity token explained in Section 3.3.2, “Implicit Grant,” on page 65. To
get an access token, the request must contain r esponse_t ype val ue as token.
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3.43 Refresh Token

The Authorization Code Grant requires that the user is available on the browser and has an active
session with Identity Server. Therefore, it is called as the online flow.

Sometime, the client might need access to resources even if the user is not available online. For
example, when a client wants to perform batch processing on resources owned by a user, it might
need to have a longer lifetime of access token. Access tokens usually have shorter lifetime. The
refresh tokens have longer lifetime. Using the refresh tokens, clients can ask for fresh access tokens.
As the access tokens are issued offline when the user is not active, this flow is called as an offline
flow.

A client can use this option if the access token is expired or going to expire.

Refresh Token Request URI Parameters

The refresh token request should be sent to the Token Endpoint. The request should have following
parameters in query string of the request:

Parameter Required/ | Description
Optional
grant_type Required Must be refresh_token.
client_id Required The client application ID that is obtained at the time of the client

application registration process.

client_secret Optional The client secret that is obtained at the time of the client application
registration process.

The client secret is optional for a native application, but mandatory for a
web application.

refresh_token Required refresh_token that is obtained during authorization grant, resource owner
credentials.

scope Optional The list of the scope names separated by space.

device_id Optional Specify the device ID that token to be associated with device.

resourceServer | Optional The name of the registered resource server. If this parameter is available,

the authorization server uses the respective configured way to encrypt the
access token.
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Refresh Token Response Values

A successful request to token endpoint with refresh token results in a response containing a JSON
object with the following values:

Parameter Required/Optional | Description

access_token Required Access token

refresh_token Optional Re-issue a refresh token

token_type Optional Token type that is supported by the authorization server
expires_in Required The validity time of an access token

token_scope Optional The scopes granted to a client

Sample Request
A sample request and response, with line breaks for better readability.

HTTP/ 1. 1 POST / ni dp/ oaut h/ nam t oken

User-Agent: Mzilla/5 0 (Wndows NT 6.1) Appl eWbKit/537.36 (KHTM., |ike
Gecko) Chrome/41.0.2228.0 Safari/537.36

Host: www. i dp. com 8443

‘grant _type=refresh_token

&client id=4e4ae330-1215- 4f c8- 9aa7- 79df 8325451c

&client_secret =Rx| 5pvgL80DBzbl cLPVNH17FehZA8LLT-

70Z9POFr EQUEY B2IMz B6k Bj 3JHABXpZTr nFSj mgr CA QUCKt 3MJg

&r ef r esh_t oken=/ WEBAACHACAUp9Kv @ ZbLuBBaWaYf kP/ NT'

A Successful Response

HTTP/ 1.1 200 K

Cache-Control : no-cache, no-store, no-transform

Content-Length: O

Date: Tue, 03 Mar 2015 18:12:55 GVI

{ "access_t oken": "/ WwEBAAYGACBgy ZapAgMYk70J YXFO9/ LI bl f 9FAngp@r1/ Y/ voByU9Z2awk Cbf p
LZTzpUqFspzZ4axr Jc/ TcNAI 3hkt f RDIgOUEHUkdy O FoWwcmTn3Nr HLOK8KNPQo7nnBky USyj pxxvj Viw
SOPt VNI 94AXA xqObYpLoRgpageBTU t vQ k9z MNkAmHs c PTYFwit zHE@BI98k | r Z1b266eShuAmL
r 4y1guAx0yYs1XhboFd971 6nabGXDgeAj j px/ DTZBTCpt A/ LI | JgN1Oj Mu k7x9nZZ3w v16/ 4hwsG
UHaS09uHXqqt F3S0pJ6/ aM hsWAgkcZeChl i PGXVBT7t j Mt 8V1t 4m zuCagzNOLbacl D1OBkndl KC
CcqJi i MVRDZNEHB]j woOXc~",

"token_type":"bearer",

"expires_in": 3599, "scope":"profile email"

}

3.5 Validating Tokens

Access Manager issues tokens of variable length. The application must not assume the size of the
tokens.

By default, access tokens are signed and encrypted by using Access Manager encrypted keys. You can
choose to encrypt the access token by using resource server encrypted keys or disable encryption.

You can verify the access token received in earlier flows based on how the token is encrypted.
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Use one of the following ways to verify the token:

+ When an access token is signed and encrypted by using Access Manager encrypted keys, the

token can be validated by sending a request to the TokenInfo endpoint of Identity Server. This
scenario requires the token to be sent to ldentity Server for verification.

When access token is encrypted by using resource server encrypted keys, the resource server
can validate the token by decrypting the token, verifying the signature, trusting the token that is
issued by the trusted Identity Server, or by sending the decrypted token to TokenInfo endpoint
of Identity Server. This scenario does not require token to be sent to Identity Server instead the
resource server can verify the token by itself. For detailed sample code and tool for validating
the JWT access token, see JWT Validation tool. The access token contains a claim called "_pwvt"
that is an Access Manager encrypted private claim and can be decrypted and used only by
Access Manager.

When access token is not encrypted, the resource server can verify the signature of the token

and trust the token that is issued by trusted Identity Server.

To validate access tokens and refresh token that are signed and encrypted by using Access Manager
encrypted keys, send a request to TokenInfo endpoint. Refresh tokens are always encrypted by using

Access Manager encryption keys. You can refer to the following sample to send the request:
The URLto invoke ishtt ps://i dpbaseurl . coni ni dp/ oaut h/ nanl t okeni nf o.

The TokenInfo endpoint supports both HTTP GET and POST methods.

The request must contain the token in the authorization header as follows:

Authorization: Bearer access_token

Response Values

The response to the TokenInfo endpoint contains the following values in the JSON format:

Parameter Required Description

expires_in Yes Time in seconds the token is valid from now
user_id Yes The user to whom the token was issued
scope Yes The list of scope values the token holds

Sample Request and Response

Request :

HTTP/ 1.1 GET / ni dp/ oaut h/ nam t okeni nf o
Host: www. i dp. com 8443

Accept: /

Aut horization: Bearer /WEBAAMDACAYtKt.............. @xBEzwW~~
Response:

HTTP/ 1.1 200 K

Server: Apache-Coyote/ 1.1

Cont ent - Type: application/json
Content-Length: 48

Date: Thu, 19 Mar 2015 15:47:25 GV

{

"expires_in": 145, "user_id": "alice", "scope": []
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3.6

Revoking Tokens

The client application can programmatically revoke its token in the following scenarios:

+ When an end user logs out.
+ When an application is uninstalled.
+ To notify Identity Server that a previously obtained refresh token is no longer needed.

The refresh token received in earlier flows can be revoked by sending a request to the revocation
endpoint of Identity Server.

IMPORTANT: Only the refresh tokens that are generated by Access Manager Version 4.4 or later can
be revoked.

The URL to revokeis htt ps: / /i dpbaseurl . conl ni dp/ oaut h/ nam r evoke.

The request should contain the refresh token and client credentials in HTTP request parameters as
mentioned in the following table:

Parameter Required/ | Description
Optional
client_id Required The client application ID that is obtained at the time of the client application

registration process.

client_secret | Optional The client secret that is obtained at the time of the client application
registration process.

The client secret is optional for a native application, but mandatory for a web
application.

Token Required refresh_token that is obtained during authorization grant, resource owner
credentials, client credentials flow

Response Values
+ Identity Server responds with the HTTP status code 200 OK if the token has been revoked
successfully or if the client submitted an invalid token.

+ Identity Server returns the error code unsupported_token_type when the provided token is not
a refresh token.

+ If Identity Server responds with the HTTP status code 503, the client must assume that the
token still exists and may retry revoking the refresh token after a reasonable delay.
Revoking Token Issued to a Device

When Mobile Access SDK is not used for on-boarding and off-boarding devices, the token can be
manually associated with a device. This can be done by providing additional parameter devi ce_i d
while requesting for an access token. Such manually associated tokens can be revoked by using the
revocation endpoint.

The URL to revoke tokens that are issued to a device is:

https://idpbaseurl.com ni dp/ oaut h/ nanif r evoke/ <devi ce_i d>
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HTTP Post

Content-Type: application/x-www-form-urlencoded (Optional)

Request Parameters
Parameter Required Description
userstore_name Yes Specify the name of the user store.
user_dn Yes Specify the user's dn to whom the token issued.

Response Values

HTTP 200 K
{

"status": "Successfully revoked token(s) issued to this device."

}

Sample Request
A sample request and response, with line breaks for better readability.

HTTP/ 1.1 POST /ni dp/ oaut h/ nam r evoke/ andri odt est _1401

User - Agent: Mdzilla/5.0 (Wndows NT 6.1) AppleWbKit/537.36 (KHTM., |ike
Gecko) Chrome/41.0.2228.0 Safari/537.36

Host: www. i dp. com 8443

' user st or e_nanme=nansi gnboxuser st ore

& user _dn=cn%3Dhar r y¥2Co%3Dnovel |

A successful response

HTTP/ 1.1 200 K

Cache-Control : no-cache, no-store, no-transform
Content-Length: O

Date: Tue, 03 Mar 2015 18:12:55 GWII

{

"status": "Successfully revoked token(s) issued to this device."

}

Error Response

When an invalid device id specified or device had not been associated with any token, returns HTTP
404 NOT FOUND with error response

{

"error": "invalid_request"”,

“error_description": "lInvalid device ID or no tokens to revoke for this
devi ce. "

}
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3.7

Authorization Code Grant Flow with PKCE

The native apps use Authorization Code with PKCE OAuth 2.0 grant to mitigate vulnerability with the
authorization code grant flow. To implement PKCE flow client must generate random secret and
store. Using random secret, client has to create code verifier and code challenge. (rfc7636 (https://
tools.ietf.org/html/rfc7636))

1 Aclient sends the code challenge as part of the OAuth 2.0 Authorization request with following

additional parameters:

Parameter Required | Description

/

Optional
code_challenge Required | Code challenge parameter if PKCE flow has to be initiated.
code_challenge_method | Optional | The default valueis pl ai n. The value can be pl ai n or S256.

2 Returned Authorization Code is associated with code_chal | enge and

code_chal | enge_net hod.

3 The client sends an access token request to the token endpoint with additional parameter.

The following additional request parameters can be used along with Authorization Code grant
flow:

Parameter Required Description

code_verifier Yes Code verifier parameter is required if Authorization Code is
requested using PKCE flow.

4 The server verifies code_veri fi er before returning the token.

PKCE flow error messages

PKCE verification fail ed:

{

"error": "invalid_grant"”,

"error_description": "Either invalid authorization code or invalid code
verifier, PKCE verification failed"

}

{

"error": "invalid_ grant"”,

"error_description": "PKCE verification failed because either code
challenge is null or code challenge nethod is not supported"

}

Example:
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PKCE initiate request to Authorization endpoint:

[https://<<lDP>>:8443/ ni dp/ oaut h/ nant

aut hz?code_chal | enge=WsEH2Rr 41 Wici BEbCuHVI H_Ul BUGFPRbDXc Psb-

Pl 74&code_chal | enge_net hod=S256&scope=pr of i | e&r esponse_t ype=codeé&r edi r
ect _uri=<<Redirec URI >>&client i d=484f d33f-12b0-44c4- bbf 5- 82bae803b71d

PKCE fl ow Token request paraneters to Token Endpoint:
code=<<aut hori zation code received from authorization endpoint>>
&grant _type=aut hori zati on_codeé&redirect uri=<<Redirect

URI >>&cl i ent _i d=484f d33f - 12b0- 44c4- bbf 5-
82bae803b71d&code_veri fi er=0ak1nD3l oHOy1ZksmyoOLf QEhRBEuz GYbk QqKFelNyO

3.8 Other OAuth 2.0 Grants

+ Section 3.8.1, “Resource Owner Credential Grant,” on page 77
+ Section 3.8.2, “Client Credential Grant,” on page 79
+ Section 3.8.3, “SAML 2.0 Bearer Profile for Authorization Grant,” on page 80

3.8.1 Resource Owner Credential Grant

The resource owner credential grant flow requires a client to know the user credentials. To exchange
the username and password for an access token, send an HTTPS POST request with the appropriate
URI parameters to token endpoint base URI. The http connections are not accepted. Use HTTPS. You
should retrieve the token endpoint base URI at authorization server's OpenID Metadata Endpoint.

Request Parameters
Parameter Required/ | Description
Optional

resourceServer | No The name of the registered resource server. If this parameter is available,
the authorization server uses the respective configured way to encrypt the
access token.

client_id Required The client application ID that is obtained at the time of the client application
registration process.

client_secret Optional This is optional for a native application, but mandatory for a web
application.

grant_type Required Specify passwor d as the value for this parameter.

username Required The user login name.

password Required | The user login password.

scope Optional Scopes supported by the authorization server. Get scopes_support ed at
the authorization server's OpenlD Metadata Endpoint. For the ID token,
OpenlD should be available in the scope. You can add multiple scope values
with space separated %20 or +.
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Parameter Required/ | Description
Optional
acr_values Optional If a client request contains the acr _val ues parameter, Identity Server
maps the value to configured contracts in Identity Server and executes the
contract.

For example, use parameter value as / nane/ passwor d/ uri .
The contract is not sent in the ID token.

Use space as delimiter to specify more than one contract URI for acr_values.
In this case, Identity Server executes contracts in the sequence as specified.
Any one of the contract execution success is considered as authentication
success. If none of the contract succeeds, then authentication fails.

Response Parameters

Parameter

Description

access_token

OAuth 2.0 access token.

token_type The type of token returned. At this time, this is always Bear er .
expires_in The remaining lifetime of an access token.
scope Scopes requested. The access token allows you access to these scopes.

refresh_token

The refresh token is returned if a client application is registered for it. This token can be
used to refresh the access token when it expires.

Sample Request and Response

The following is a sample request with whitespace for readability:
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3.8.2

HTTP/ 1. 1 POST / ni dp/ oaut h/ nani t oken?

&grant _t ype=password

&client i d=bb775b12- bbd4- 423b- 83d9- 647aeb98608d

&cl i ent _secret =bBbE- 4mNO_kWMnEeOL1CLTYyuPhNLhHKTThA-
r Eckyr dLnRLn3Ghnxj sKI 2nEi j CSI Pj f t xHod _05dp- uGs 6WA
&user nanme=user 1

&passwor d=pass@.23

&scope=emai | ¥20profile

> User-Agent: Mzilla/5.0 (Wndows NT 6.1) Appl eWebKit/537.36 (KHTM., I|ike
Gecko) Chrome/41.0.2228.0 Safari/537.36

> Host: www. idp.com 8443

> Accept: /

Response

HTTP/ 1.1 200 OK

Cont ent - Type: application/json

Content - Lengt h: 630

{

"access_t oken": "/ wWEBAAEBACAgHk phv9NdD5khH7 CLt y 7PpURg9RKOBpNG. . . ",
"token_type": "bearer",

"expires_in": 3599,

"scope": "profile email"

}

NOTE: If validation errors occur, HTTP Status 400 is returned with the JSON response containing
error anderror_description.

The following is a sample error response with whitespace for readability:

HTTP/ 1.1 400 Bad Request Content-Type: application/json Content-Length: 143
{

"error":"invalid_request"”,

"error_description" :"QAuth dient Authentication Failure because password
paranmeter is missing in the request”

}

Client Credential Grant

The client credentials can be exchanged for an access token. To get an access token, send an HTTPS
POST request with the appropriate URI parameters to the token endpoint base URI. The http
connections are not accepted. Use HTTPS. You should retrieve the token endpoint base URI at
authorization server's OpenlD Metadata Endpoint.

Request Parameters

Parameter Required/ | Description
Optional
client_id Required The client application ID, which is obtained at the time of the client application
registration process.
client_secre | Optional The client secret is optional for a native application, but it is mandatory for a
t web application.
grant_type Required Specify cl i ent _credenti al s as value for this parameter.
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3.8.3

Response Values

Parameter Description

access_token OAuth 2.0 access token.

token_type The type of token returned. At this time, this is always Bearer.

expires_in The remaining lifetime of the access token.

Sample Request and Response
A sample request with whitespace for readability

HTTP/ 1.1 POST /ni dp/ oaut h/ nam t oken?

&grant _type=client_credentials

&client _i d=bb775b12- bbd4- 423b- 83d9- 647aeb98608d

&cl i ent _secret =bBbE- 4nNO_kWANEeCL1CLTYyuPhNLhHKTThA-

r Eckyr dLmRLN3Ghnxj sKI 2nEi j CSI Pj f t xHod_05dp- uGs 6WA

&redirect _uri=https://ww. oaut happ. conif oaut h. php

&scope=emai | %20profile

> User-Agent: Mzilla/5.0 (Wndows NT 6.1) Appl eWebKit/537.36 (KHTM., |ike
Gecko) Chrome/41.0.2228.0 Safari/537.36

> Host: www. idp.com 8443

> Accept: /

Response

HTTP/ 1.1 200 &K

Cont ent - Type: application/json

Content-Length: 630

{

"access_t oken": "/wEBAAAAACBy4Ku4ApcxEV7er 19P6ngH5HZg5J6C&CY. . . ",
"token_type": "bearer",

"expires_in":3599

}

NOTE: If validation errors occur, HTTP Status 400 is returned with the JSON response containing
error anderror_description.

SAML 2.0 Bearer Profile for Authorization Grant

The SAML 2.0 assertions can be exchanged for access token. The Consent page will not be shown to
users for authorizing scopes. The access token allows you to access only those scopes that are
previously approved by the user. To get an access token, send an HTTPS POST request with the
appropriate URI parameters to the token endpoint base URI.

The HTTP connections are not accepted. Use HTTPS. You should retrieve the token endpoint base
URI at authorization server's OpenlD Metadata Endpoint.

OAuth OpenlID Connect API



Request Parameters

Parameter Required/ | Description
Optional

client_id Required The client application ID that is obtained at the time of the client application

registration process.

grant_type Required Useurn:ietf:parans: oaut h: grant-type: sam 2- bear er asthe

value for this parameter.

Assertion Required Use a single base64url encoded SAML2.0 Assertion as the value for this
parameter.

client_secre | Optional The client secret value.

t

scope Optional Scopes supported by the Authorization server. Get scopes_support ed at

values with space separated %20 or +.

authorization server's OpenID Metadata Endpoint. Specify multiple scope

Response Values

Parameter Description

access_token OAuth 2.0 access token.

token_type The type of token returned. At this time, this is always Bear er .
expires_in The remaining lifetime of the access token.
scope Requested scopes that are pre-approved by the user.

Sample Request and Response
The following is a sample request with whitespace for readability:

HTTP/ 1.1 POST /ni dp/ oaut h/ nam t oken?

&grant _type= urn:ietf:parans: oauth: grant-type: san 2- bearer
&cl i ent _i d=bb775b12- bbd4- 423b- 83d9- 647aeb98608d

&asserti on=MPHNbWvOL1... SY2

&scope=emai | ¥%20profile

> User-Agent: Mzilla/5.0 (Wndows NT 6.1) Appl eWebKit/537.36 (KHTM,
Gecko) Chrome/41.0.2228.0 Safari/537.36

> Host: www. idp.com 8443

> Accept: /

ar ul

Response

HTTP/ 1.1 200 K

Cont ent - Type: application/json

Content-Length: 630

{

"access_token": "/wEBAAAAACBy4Ku4ApcxEV7er 19P6nqHS5HZg5J6C&CY. . . ",
"token_type": "bearer",

"expires_in":3599

}
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NOTE: If validation errors occur, HTTP Status 400 is returned with the JSON response containing
error anderror_description.

Response Values
The following is a sample error response with whitespace for readability:

HTTP/ 1.1 400 Bad Request Content-Type: application/json
{

“error":"invalid_grant",
“error_description":"Audi ence validation failed"

}

Attribute Service

Identity Server exposes an endpoint to which the clients and resource servers can query for users’
claims associated with an access token. This service is implemented in Userinfo Endpoint.

The clients or resource servers can invoke the request to the Userinfo endpoint by including the
access token in the authorization header as follows:

Authorization: Bearer access_token

The UserInfo endpoint returns the claims associated with the access token in a JSON object as given
in the response values.

Response Values

Parameter Description

sub Unique ID identifying the subject. This is GUID of the user.

The other claims are included as values in the JSON object if the access token contains the necessary
scope and the user has authorized the client to access the claim.

For example, if the client has requested the emai | scope, the Userinfo endpoint returns a value
"email" : "alice@c.com" along with the "sub" field.

Sample Request and Response
Request

GET / ni dp/ oaut h/ nam userinfo HTTP/ 1.1
User-Agent: curl/7.41.0

Host: www. i dp. com 8443

Accept: /

Aut hori zation: Bearer /WEBAA............. DSDG

Response:
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HTTP/ 1.1 200 OK

Server: Apache-Coyote/ 1.1

Cont ent - Type: application/json
Content-Length: 73

Date: Thu, 19 Mar 2015 16:14:52 GVI

{
"sub": "6adb7ca4l1ld5al4c94946adb7ca411d5",
"email": "alice@.cont

}
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4.1

4.1.1

Component Statistics API

Identity Servers and Access Gateway systems provide APIs to retrieve the statistics of that system.

These are precursors to the Administration APl and provide statistics. Both APIs provide the same

data. But the invocation point is different. You can call the Component statistics API for each device's

IP address and the Administration API for Administration Console to retrieve statistics of all Identity

Servers and Access Gateways in the system. Hence, it is recommended to use Administration APls.
+ Section 4.1, “Monitoring API for Identity Server Statistics,” on page 85

+ Section 4.2, “Monitoring API for Access Gateway Statistics,” on page 91

Monitoring API for Identity Server Statistics

For programmatic access to ldentity Server statistics, you must enable the REST API.
To enable the REST API:

1 Add the ni dprnoni t or. t xt file in to the VWEB- | NF directory of Identity Server and ESP by
using Advanced File Configurator. While adding the file, ensure to enable the Restart
<component name> After Configuration Change option.

For information about how to add a file, see Adding Configurations to a Cluster.
Identity Server:/ opt/ novel | / nam i dp/ webapps/ ni dp/ VEB- | NF/
ESP:/ opt / novel | / nam mag/ webapps/ nesp/ V\EB- | NF/
2 Add the following line in ni dpnoni t or . t xt :
urn: novel | : ni dp: noni t or: anyaccess

After this line, you must add the IP addresses of the servers from which you will be making calls
to the REST API. For example,

urn:novell:nidp:monitor:anyaccess
10.0.0.0
172.16.0.0

IMPORTANT: Frequent requests to get the statistics impact the system performance. It is
recommended to keep a five minutes interval between every probe for the statistics.

Endpoints of the REST API

Identity Server uses this REST endpoint: https://<DNS FQDN of NIDP>:<port>/nidp/app/monitor.

ESP uses this REST endpoint: https://<DNS FQDN of ESP>:<port>/nesp/app/monitor.
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The endpoint takes the following three parameters:

Parameter Value Description

displayType XML This parameter specifies the output display
type. Currently it supports only XML.

command See Supported Commands and This specifies the monitored statistics that are
Their Outputs for details of the to be displayed.
commands that support this
parameter.

reset This parameter can take only  This specifies the monitored statistics that is
"True" as value. See Supported to be reset.
Commands and Their Outputs
for details of the commands
which support reset.

4.1.2 Supported Commands and Their Outputs

The following list includes supported commands:

+ httplnRequests

+ inUrlTypes

¢ httpOutRequests

+ |dapServerConfig

+ |dapConnections

+ |dapConnectionWaits
+ |dapReplicaStats

+ |dapPerfOverview

+ |dapFailOverview

+ authPerf

NOTE: When using the curl command, place the URL inside double quotes (""). Else, the XML data
does not render. For example, curl -k "https://<domai n>: <port >/ ni dp/ app/
nmoni t or 2conmand=i nUr | Types&di spl ayType=xm ".

4.1.2.1 httpInRequests

This command supports reset. This command displays the monitored statistics of incoming HTTP
requests to Identity Server.

Example output:
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4.1.2.2

4.1.2.3

4.1.2.4

<?xm version="1.0" encodi ng="UTF- 8" ?><| nCom ngHTTPRequest s> <Thr eadl nt er val s>
<NaredVal ues> <NanedVal ue name="Total " val ue="61" /> <NanedVal ue name="Curr ent
Request s" val ue="1" /> </ NanedVal ues> <ActiveCbj ects abandoned="0"> <Acti veChj ect
nanme="aj p- bi 0-/127. 0. 0. 1- 9019- exec- 23" age="3"> </ ActiveObj ect> </ ActiveObj ects>
<Hi st orical > <Spectroneter dataPoi nts="22" total Count="60" maxDat aPoi nt s="500">
<max>145</ max> <m n>1</m n> <nean>18</ nmean> </ Spectroneter> </ H storical > </

Thr eadl nt er val s></ | nCom ngHTTPRequest s>

inUrlTypes

This command supports reset. This command displays counts of the URL types and services that
have been requested to Identity Server.

Example output:

<Ur| Types> <NanedVal ues> <NanmedVal ue name="CNMD. /app/, nmonitor" val ue="15" />
<NanedVal ue nanme="CNVD. /app/, ping" value="13" /> <NanedVal ue nane="CMVD. /idff,
soap" value="1" /> <NanedVal ue name="CMD:. /idff, sso" value="4" /> <NanedVal ue
name="JSP: content.jsp" value="1" /> </ NamedVal ues></ Ur| Types>

httpOutRequests

This command supports reset. This command displays the monitored statistics of outgoing HTTP
requests from Identity Server.

Example output:

<?xm version="1.0" encodi ng="UTF- 8" ?><Qut Goi ngHTTPRequest s> <Thr eadl nt er val s>
<NanedVal ues> <NanedVal ue nane="Total " val ue="25" /> </ NanedVal ues> <Hi storical >
<Spectronet er dataPoi nts="10" total Count="25" maxDat aPoi nt s="500"> <max>51</ max>
<m n>2</ m n> <mean>12</ mean> </ Spectrometer> </ Hi storical > </ Threadl nt erval s></
Qut Goi ngHTTPRequest s>

IdapServerConfig

This command does not support reset. This command displays the setup details of Identity Server
configuration store and the user store.

Example output:

<User St or eManager i d="M3 373f 25e- 5a95- 484e- 85f e- 2d3f 073e3c28" >

<Trust Confi gDat aSt or e> <User St ore i d="USef 25d609- 7577- 4bab- a705- f 00b5406f 2cc"

syst el d="cn=SCC7uOouw, cn=cl ust er, cn=ni ds, ou=accessManager Cont ai ner, o=novel | "

di spl ayNanme="" directoryNanme="Novell| eD rectory"

adnm nUser Nane="ou=ni dsUser, ou=User sCont ai ner, ou=Partition, ou=PartitionsContai ner, o
u=VCDN_Root , ou=accessManager Cont ai ner, o=novel | " i dl eTi neout =" 10000"

bi ndTi meout ="0" al | owRebi nd="true" maxWai t Reservations="-1"> <Replicas> <Replica

i d="0c498978- 2d16- 4b25- ae41- 484f ca62f c36"

syst el d="PseudoXM.BasedUser St or eRepl i caDNO" di spl ayNanme="Replica 1" host="Idaps:/
/ 10.0.0.0" port="636" maxConnecti ons="5" doSSL="true"> <Connecti onPool

i d="PL8928e311- 6a84- 494a- b61la- 5f f 43005dd6f : 0c498978- 2d16- 4b25- ae41- 484f ca62f c36"
adm nUser Nanme="ou=ni dsUser, ou=User sCont ai ner, ou=Partition, ou=PartitionsContainer, o
u=VCDN_Root , ou=accessManager Cont ai ner, o=novel | * maxConnecti ons="5" ski pCount =" 10"
wai t ResTi meout =" 60000" wai t ResSl eep="20" wai t ResSl| eepl t er Count =" 3000" | oad="0">
<Adm nConnecti ons> <Connecti on i d="0adff495-9321-485c- b156- 66deceeef a84"

type="adm n" checkedCQut="fal se" |dl eAge="5985087" /> </ Adm nConnecti ons> </
Connect i onPool > </ Replica> </ Replicas> </User Store> </Trust Confi gDat aSt or e>

<User St ores> <User Store id="USc15e7906- d4a9- 41c3-8438-cd10f b6c7a89"

syst erml d="cn=USnkp9m cn=Al r r e4, cn=SCC7uOouw, cn=cl ust er, cn=ni ds, ou=accessManager Con
t ai ner, o=novel | " di spl ayName="Si ngl eBoxUser St ore" direct oryName="Novel |
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4.1.2.5

4.1.2.6

4.1.2.7

eDirectory” adm nUser Name="cn=admi n, o=novel | " idl eTi meout ="10000" bi ndTi meout ="0"
al | owRebi nd="true" maxWi t Reservati ons="-1"> <Sear chCont ext s> <Sear chCont ext
order="0" scope="1" context="o0=novell" /> </ SearchCont ext s> <Replicas> <Replica

i d="0a307605- 8946- 4455- 8080- f 1819562481d"

syst em d="cn=USR xnx69, cn=USnkp9m cn=Al r r e4, cn=SCC7uOouw, ch=cl ust er, cn=ni ds, ou=acc
essManager Cont ai ner, o=novel | " di spl ayName="Si ngl eBoxUser St or eRepl i ca"
host="1daps:// 10.0.0.0" port="636" maxConnections="20" doSSL="true">

<Connecti onPool id="PLce0653bc-488d- 4e7c-81a5- 08e935d83c82: 0a307605- 8946- 4455-
8080-f 1819562481d" adm nUser Name="cn=adm n, o=novel | " maxConnecti ons="20"

ski pCount =" 10" wai t ResTi meout =" 60000" wai t ResSl| eep="20"

wai t ResSl eepl t er Count =" 3000" | oad="0"> <Adm nConnecti ons> <Connecti on

i d="blc0a413-2c36-4b64-831c-b0849421c7a0" type="adm n" checkedCut="fal se"

| dl eAge="259357" /> </ Adm nConnecti ons> </ Connecti onPool > </ Replica> </ Replicas>
</ User St ore> </ User St or es></ User St or eManager >

IdapConnections

This command does not support reset. This command displays counts of Identity Server LDAP
connection.

Example output:

<LdapConnecti ons> <Tot al Added adm n="25" user="1" /> <Tot al Renoved adm n="23"
user="1" /> <CurrentValidlnUse adm n="0" user="0" /> <CurrentValidQut f Use

adm n="2" user="0" /> <CurrentlnvalidEstd adnm n="0" user="0" />

<Currentlnval i dNonEstd adm n="0" user="0" /> <Tot al Forced oseSuccess adni n="23"

user="1" /> <Total Forced oseError adm n="0" user="0" /> <Tot al For ceC oseNonEstd
adm n="0" user="0" /></LdapConnecti ons>

IdapConnectionWaits

This command supports reset. This command displays statistics of Identity Server LDAP connection
wait time.

Example output:

<LDAPConnect i onWai t s></ LDAPConnecti on\Wai t s>

IdapReplicaStats

This command does not support reset. This command displays statistics of Identity Server LDAP
replica.

Example output:

<LdapRepl i caSt at sCol | ecti on> <Trust Confi gDat aSt or eSt at s> <LdapRepl i caStats

di spl ayName="Replica 1" host="ldaps:// 10.0.0.0 " inRestart="fal se" |oad="0">
<Exi sti ngAdm nConnecti onReservation adm n="97" /> <NewConnections adm n="2"
user="0" /> <Rebi nds user="0" /> <InvalidRebinds user="0" /> <Wiits adni n="0"
user="0" /> <WAitExpired adm n="0" user="0" /> <Wait Ski pped admi n="0" user="0" />
<WAi t H t MaxSki pped admi n="0" user="0" /> </LdapReplicaStats> </

Trust Confi gDat aSt or eSt at s> <LdapReplicaStats

di spl ayNanme="Si ngl eBoxUser St oreRepl i ca" host="I|daps://10.0.0.0" inRestart="fal se"
| oad="0"> <Exi sti ngAdm nConnecti onReservation adm n="86" /> <NewConnecti ons

adnmi n="28" user="1" /> <Rebi nds user="0" /> <InvalidRebi nds user="0" /> <Wiits
adm n="0" user="0" /> <Wai tExpired adm n="0" user="0" /> <Wit Ski pped adm n="0"
user="0" /> <WAitH t MaxSki pped admi n="0" user="0" /> </LdapRepl i caStat s></
LdapRepl i caSt at sCol | ecti on>
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4.1.2.8 IdapPerfOverview

This command does not support reset. This command displays performance statistics of Identity
Server LDAP replica.

Example output:

<?xm version="1.0" encodi ng="UTF- 8" ?><LdapRepl i caPerf Col | ecti on>

<Trust Confi gDat aSt or ePer f > <LdapRepl i caPerf di spl ayNane="Replica 1"

i nRestart="fal se" |oad="0" host="1daps://10.0.0.0"> <Al | OpsDuration> <Interval >
<Spectronet er dataPoi nts="5" total Count="6" maxDat aPoi nt s="300"> <max>46</ max>
<m n>1</m n> <mean>16</ mean> </ Spectroneter> </|nterval > <Hi storical >
<Spectroneter dataPoints="11" total Count="100" maxDat aPoi nt s="500"> <max>93</ max>
<m n>1</m n> <mean>3</ mean> </ Spectroneter> </ H storical > </ Al | OpsDurati on>
<Creat eConnDur ati on> <l nterval > <Spectroneter dataPoints="2" total Count="2"

maxDat aPoi nt s="300"> <max>46</ max> <m n>44</m n> <nmean>45</nean> </ Spectroneter>
</Interval > <Hi storical > <Spectroneter dataPoi nts="1" total Count="1"

maxDat aPoi nt s="500"> <max>93</ max> <m n>93</ m n> <nmean>93</ nean> </ Spectroneter>
</ Hi storical > </ Creat eConnDur ati on> <Cl oseConnDur ati on> <I nterval > <Spectronet er
dat aPoi nt s="1" total Count="2" maxDat aPoi nt s="300"> <max>1</max> <mi n>1</ni n>
<mean>1</ nmean> </ Spectroneter> </Interval > </ C oseConnDur ati on> <Sear chDurati on>
<Interval > <Spectroneter dataPoi nts="2" total Count="2" maxDat aPoi nt s="300">
<max>3</ max> <m n>2</ m n> <mean>2</ mean> </ Spectronmeter> </Interval > <Hi storical >
<Spectroneter dataPoi nts="8" total Count="95" maxDat aPoi nt s="500"> <max>11</max>
<mi n>1</m n> <mean>2</ mean> </ Spectroneter> </ H storical > </ SearchbDurati on>

<Cet Duration> <H storical > <Spectroneter dataPoints="4" total Count="4"

maxDat aPoi nt s="500"> <max>10</ max> <mi n>1</m n> <mean>6</ mean> </ Spectroneter> </
Hi storical > </ Get Durati on> <Modi f yDur at i on></ Modi f yDur ati on> <Cr eat eCbj Dur at i on></
Cr eat eObj Dur ati on> <Del et eQoj Dur at i on></ Del et eCbj Dur ati on> <Ext Dur at i on></

Ext Dur at i on> <Rebi ndDur at i on></ Rebi ndDur at i on> </ LdapRepl i caPerf> </

Trust Confi gDat aSt or ePer f > <LdapRepl i caPerf di spl ayNane="Si ngl eBoxUser St or eRepl i ca"
i nRestart="fal se" | oad="0" host="Idaps://10.0.0.0"> <Al | OpsDuration> <Interval >
<Spectroneter dataPoi nts="5" total Count="19" maxDat aPoi nt s="300"> <max>46</ max>
<m n>1</m n> <mean>13</ nean> </ Spectroneter> </Interval > <H storical >
<Spectronet er dataPoi nts="5" total Count="9" maxDat aPoi nt s="500"> <max>43</ max>
<m n>0</ m n> <mean>5</ mean> </ Spectrometer> </ H storical > </ Al | OpsDurati on>
<Creat eConnDur ati on> <l nterval > <Spectroneter dataPoints="2" total Count="5"
maxDat aPoi nt s="300" > <max>46</ max> <m n>45</m n> <mean>45</ mean> </ Spectr onet er >
</Interval > <Hi storical > <Spectroneter dataPoi nts="1" total Count="1"

maxDat aPoi nt s="500"> <max>43</max> <m n>43</m n> <nmean>43</nean> </ Spectroneter>
</ Hi storical > </ Creat eConnDur ati on> <Cl oseConnDur ati on> <l nterval > <Spectronet er
dat aPoi nt s="1" total Count="5" maxDat aPoi nt s="300"> <max>1</max> <m n>1</ni n>
<mean>1</ nmean> </ Spectroneter> </Interval > </ C oseConnDur ati on> <Sear chDurati on>
<l nterval > <Spectrometer dataPoi nts="2" total Count="3" naxDat aPoi nt s="300">
<max>2</ max> <m n>1</m n> <mean>1</ mean> </ Spectroneter> </|nterval > </

Sear chDur ati on> <Cet Durati on> <l nterval > <Spectroneter dataPoi nts="2"

t ot al Count =" 3" maxDat aPoi nt s="300"> <max>2</ nmax> <ni n>1</m n> <mean>1</ mean> </
Spectroneter> </Interval > <Hi storical > <Spectroneter dataPoi nts="2" total Count="4
maxDat aPoi nt s="500"> <max>2</ max> <m n>1</m n> <mean>1</nean> </ Spectroneter> </
Hi storical > </ Get Durati on> <Modi f yDur at i on></ Modi f yDur at i on> <Cr eat eCbj Dur at i on></
Creat eQbj Dur ati on> <Del et eCbj Dur at i on></ Del et eCbj Dur ati on> <Ext Dur ati on>

<Interval > <Spectroneter dataPoints="2" total Count="2" maxDat aPoi nt s="300">
<mex>2</ max> <m n>1</ m n> <mean>1</nmean> </ Spectrometer> </Interval > <H storical >
<Spectroneter dataPoi nts="3" total Count="4" maxDat aPoi nt s="500"> <max>3</ max>

<m n>0</ m n> <mean>1</nmean> </ Spectroneter> </ H storical > </ Ext Durati on>

<Rebi ndDur ati on> <I nterval > <Spectroneter dataPoi nts="1" total Count="1"

maxDat aPoi nt s="300"> <max>3</ max> <m n>3</m n> <nmean>3</ nean> </ Spectroneter> </

I nt erval > </ Rebi ndDur at i on> </ LdapRepl i caPerf></LdapRepl i caPerf Col | ecti on>
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4.1.2.9

4.1.2.10

IdapFailOverview

This command does not support reset and displays statistics of Identity Server LDAP replica failure.
Example output:

<?xm version="1.0" encodi ng="UTF- 8" ?><LdapRepl i caFai | ureCol | ecti on>

<Trust Confi gDat aSt or eFai | ure> <LdapRepl i caFai | urePerf di spl ayNane="Replica 1"

i nRestart="fal se" |oad="0" host="1daps://10.0.0.0"> <Al | OpsDuration> <Hi storical >
<Spectronet er dataPoi nts="2" total Count="3" maxDat aPoi nt s="500"> <max>2</ max>

<m n>1</m n> <mean>1</ mean> </ Spectronmeter> </ Hi storical > </ Al OpsDurati on>

<Cr eat eConnDur at i on></ Cr eat eConnDur at i on> <C oseConnDur at i on></ Cl oseConnDur ati on>
<Sear chDur ati on></ Sear chDur ati on> <Get Dur ati on> <Hi storical > <Spectroneter

dat aPoi nt s="2" total Count="3" maxDat aPoi nt s="500"> <max>2</max> <mi n>1</n n>
<mean>1</ nmean> </ Spectroneter> </ Hi storical > </ GetDuration> <Mdi fyDuration></
Modi f yDur at i on> <Cr eat eCbj Dur at i on></ Cr eat eCbj Dur at i on> <Del et eCbj Dur at i on></

Del et eCbj Dur ati on> <Ext Dur at i on></ Ext Dur at i on> <Rebi ndDur at i on></ Rebi ndDur at i on>
</ LdapRepl i caFai | urePerf> </ Trust Confi gDat aSt or eFai | ure> <LdapRepl i caFai | ur ePer f
di spl ayNanme="Si ngl eBoxUser St oreRepl i ca" inRestart="fal se" | oad="0" host="Idaps://
10.0.0.0"> <Al | OpsDurati on> <Interval > <Spectroneter dataPoi nts="2" total Count="2"
maxDat aPoi nt s="300"> <max>3054</ max> <m n>3051</ ni n> <nean>3052</ mean> </
Spectronmeter> </Interval > </ Al'| OpsDurati on> <Creat eConnDurati on> <Interval >
<Spectronet er dataPoi nts="2" total Count="2" maxDat aPoi nt s="300"> <max>3054</ max>
<m n>3051</ m n> <nmean>3052</ nmean> </ Spectroneter> </Interval > </

Cr eat eConnDur at i on> <C oseConnDur at i on></ C oseConnDur at i on> <Sear chDur at i on></
Sear chDur ati on> <Get Dur ati on></ Get Durati on> <Mdi f yDur ati on></ Modi f yDurati on>
<Creat eQbj Dur ati on></ Creat eObj Dur ati on> <Del et eObj Dur at i on></ Del et eObj Dur ati on>
<Ext Dur at i on></ Ext Dur at i on> <Rebi ndDur at i on></ Rebi ndDur ati on> </

LdapRepl i caFai | urePer f ></ LdapRepl i caFai | ureCol | ecti on>

authPerf

This command does not support reset. This command displays performance statistics of Identity
Server local authentication.

Example output:

<?xm version="1.0" encodi ng="UTF- 8" ?><Aut henti cati onPerfor mance> <NanmedVal ues>
<NanedVal ue nanme="Provi ded Aut hentications" val ue="2" /> <NanedVal ue
nanme="Consured Aut hentications" val ue="3" /> <NanedVal ue nanme="Consuned

Aut henti cati ons Failures" value="6" /> <NamedVal ue name="Hi stori cal PEAK Logi ns"
val ue="1" /> <NamedVal ue name="Logouts" val ue="2" /> </ NamedVal ues>

<Local Aut hDur ati on hi storical Mean="106" i nterval Mean="105"> <Contract Stats
nanme="Nane/ Password - Forni> <Hi storical > <Spectroneter dataPoints="1"

total Count ="1" nmaxDat aPoi nt s="500"> <max>100</ max> <mi n>100</ m n> <mean>100</ nmean>
</ Spectroneter> </ H storical > </Contract Stats> <ContractStats
name="M/TwoCont ract s"> <Interval > <Spectroneter dataPoints="1" total Count="1"
maxDat aPoi nt s="300"> <max>105</ max> <m n>105</m n> <nmean>105</nean> </
Spectroneter> </Interval > <Hi storical > <Spectroneter dataPoints="1" total Count="1"
maxDat aPoi nt s="500"> <max>113</max> <mi n>113</m n> <mean>113</nean> </
Spectroneter> </ H storical > </Contract Stats> </ Local Aut hDuration> </

Aut hent i cat i onPer f or mance>
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4.2

Monitoring API for Access Gateway Statistics

For programmatic access to Access Gateway statistics, you require to enable the global advanced
option NAGSt at sCl i ent | PWhi t el i st . This option takes a list of IP addresses of servers that can
access Access Gateway statistics.

To access the statistics, run the HTTP GET command on the resource: https://<mag-host-name>/
mag-stats.

NOTE: Frequent requests to get the statistics impact the system’ performance. It is recommended to
keep a five minutes interval between every probe for the statistics.

To enable this option:

1 Click Devices > Access Gateway Servers > Edit > Advanced Options.
2 Add this line: NAGSt at sCl i ent | PWhi telist <ipl> <ip2>.

3 Replace <ip1>and <ip2> with the IP addresses of the servers from which you want to access the
statistics.

4 Click OK.

This request displays the following:

+ Https related statistics
+ Requests received
+ Active requests
+ Server related statistics
¢ Product start time
¢ Product up time
¢ Product CPU utilization
+ Disk swap (KB)
+ Disk swap used (KB)
+ Memory total (KB)
+ Cache statistics
Cache stats (KB)
Cache stats utilization percentage
Cache hit ratio since last reset
Cache stats object count

*

*

*

*

NOTE: Cache statistics are 0 because they are not implemented currently in the server side.

+ Summary Statistics Byte
+ Total bytes sent to the origin server
+ Total bytes read from the web server
+ Total bytes sent to the browsers
+ Total bytes received from the browsers
+ Bytes per sec read from the web server
+ Bytes per sec sent to the browsers
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+ Summary Statistics Benefits
+ Total bytes saved
+ Total bytes saved per second

Example output:

<?xm version="1.0" encodi ng="UTF- 8" ?><MAGSt ati sti cs><htt pStats> <NanmedVal ues>
<NaredVal ue narme="Request sRecei ved" val ue="0" /> <NanedVal ue nane="Acti veRequests"
val ue="1" /> </ NanmedVal ues></ htt pSt at s><boxSt at s> <NanmedVal ues> <NanedVal ue
nanme="Product Start Ti me" val ue="Fri, 27 Jul 2012 11:01:11 GVI"/> <NanedVal ue
nanme="Pr oduct UpTi ne" val ue="0:0: 0: 26" /> <NanmedVal ue nane="Product CPUUti | i zati on"
val ue="-294" /> <NanedVal ue name="Di skSwapkb" val ue="4088532" /> <NanedVal ue
nanme="Di skSwapUsedKb" val ue="0" /> <NanedVal ue name="MenoryTot al Kb" val ue="7835" /
> </ NanmedVal ues></ boxSt at s><cacheSt at s> <NarmedVal ues> <NanedVal ue

nane="cacheSt at skb" val ue="0" /> <NamedVal ue name="cacheStatsUti | Percent age"

val ue="0" /> <NamedVal ue name="cacheH t Rati oSi nceReset" val ue="0" /> <NanedVal ue
nane="cacheSt at sObj ect Count" val ue="0" /> </ NanedVal ues></

cacheSt at s<surmmar ySt at sByt e> <NanedVal ues> <NanedVal ue

nanme="Tot al Byt esSent ToOri gi nServer" val ue="0" /> <NanmedVal ue

nane="Tot al Byt esReadFr omA5" val ue="0" /> <NanedVal ue

nane="Tot al Byt esSent ToBr owser s" val ue="0" /> <NanedVal ue

nanme="Tot al Byt esRecei vedFr onBr owsers" val ue="0" /> <NanedVal ue

nane="Byt esPsecReadFr omA5" val ue="0" /> <NanmedVal ue nane="Byt esPsecSent ToBr owsers"
val ue="0" /> </ NamedVal ues></ summar ySt at sByt e><summar ySt at sBenef i t s> <NanmedVal ues>
<NanedVal ue nanme="Tot al Byt esSaved" val ue="0" /> <NanedVal ue

nane="Tot al Byt esSavedPer Second" val ue="0" /> </ NarmedVal ues></

sunmar ySt at sBenef i t s><summar ySt at sRequest s> <NanmedVal ues> <NanedVal ue

nanme="Tot al Request sPSecBr owsers" val ue="0" /> <NanedVal ue

nane="PeakTot al Request sPSecBr owser s" val ue="1" /> <NanedVal ue

nane="Tot al Request sPSecOri gi nServer" val ue="0" /> <NanmedVal ue

nanme="PeakTot al Request sPSecOri gi nServer" val ue="0" /> <NanedVal ue

nanme="Current Tot al Request sToOri gi nServer" val ue="0" /> <NanmedVal ue

nanme="Cur r ent Tot al Request sRecei vedFronBrowser" val ue="1" /> <NamedVal ue

nanme="Fai | edRequest sToWs" val ue="0" /> <NamedVal ue nanme="Cunul ati veRequest sToWs"
val ue="0" /> </ NamedVal ues></ sumrar y St at sRequest s><summar ySt at sConnect i ons>
<NanedVal ues> <NanedVal ue nane="Current Connecti onsBrowser" val ue="10" />

<NanedVal ue nanme="Current Connecti onsBackend" val ue="0" /> <NanmedVal ue

nane="Tot al Connecti onsBrowser" val ue="28" /> <NanedVal ue

nane="Tot al Connecti onsBackend" val ue="0" /> <NanmedVal ue

nanme="PeakConnect i onsBrowser" val ue="6" /> <NanedVal ue

nane="PeakConnect i onsBackend" val ue="0" /> <NanedVal ue

nane="Fai | edConnecti onsBackend" val ue="0" /> </ NamedVal ues></

summar ySt at sConnect i ons></ MAGSt ati sti cs>
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5.1

5.1.1

5.1.2

5.2

AWS Auto Scaling API

As part of the auto scaling Access Manager process, you require to automate some of the
management tasks. Access Manager provides APIS for automating the following activities during
auto scaling on AWS:

+ Importing Devices to Administration Console

*

Adding Devices to the Cluster

+ Removing Devices from Administration Console

*

Updating Servers in the Cluster
Additional APIs

*

NOTE: For more information about how to use these APIs, refer to the supporting scripts included in
the sample auto scaling solution provided along with Sample Auto Scaling Deployment of Access
Manager on AWS.

Importing Devices to Administration Console

+ Section 5.1.1, “Importing Identity Server,” on page 93

¢ Section 5.1.2, “Importing Access Gateway,” on page 93

Importing Identity Server

Use ther ei nport _ni dp. sh script available in the / opt / novel | / devman/ j cc/ conf location to
import Identity Server.

You might require to regenerate jccid of the device before importing it to avoid the jccid conflicts.

Importing Access Gateway

Use the r ei mport _ags. sh script available in the / opt / novel | / devman/ j cc/ conf location to
import Access Gateway.

You might require to regenerate jcc_id of the device before importing it to avoid the jcc_id conflicts.

Adding Devices to the Cluster

¢ Section 5.2.1, “Adding Identity Servers to the Cluster,” on page 94

+ Section 5.2.2, “Adding Access Gateway server to the cluster,” on page 94
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5.2.1 Adding Identity Servers to the Cluster

Request:curl -X POST "$rest _url" -u $ADM N _FCQDN: $ADM N_PASSWORD
Where rest_url=https://SADMIN_CONSOLE_IP:8443/amsvc/v1/idpclusters/SCLUSTER_ID/devices/

idp-Sjcc_id
5.2.2 Adding Access Gateway server to the cluster

Request: cur| -X POST "$rest_url” -u $ADM N_FQDN: $ADM N_PASSWORD

Where rest_url="https://SADMIN_CONSOLE_IP:8443/amsvc/vl/agclusters/SMAG_CLUSTER_ID/
devices/ag-Sjcc_id"

5.3 Removing Devices from Administration Console

+ Section 5.3.1, “Removing Identity Server from Administration Console,” on page 94

+ Section 5.3.2, “Removing Access Gateway from Administration Console,” on page 94

5.3.1 Removing Identity Server from Administration Console

Request: curl -k - X DELETE "$rest_url" -u
cn=3ADM N_NAME, o=novel | ;: $ADM N_PASS

Where rest_url=https://SAC_IP:8443/amsvc/v1/idpclusters/SIDP_CLUSTER_ID/devices/
$IDP_DEVICE_ID"

5.3.2 Removing Access Gateway from Administration Console

Request:curl -k -X DELETE "$rest _url" -u
cn=$ADM N_NANE, o=novel | : $ADM N_PASS)

Where rest_url=https://SAC_IP:8443/amsvc/v1/agclusters/SAG_CLUSTER_ID/devices/
$AG_DEVICE_ID"

5.4 Updating Servers in the Cluster

+ Section 5.4.1, “Updating the Identity Server Cluster,” on page 94
+ Section 5.4.2, “Updating the Access Gateway Cluster,” on page 95

5.4.1 Updating the Identity Server Cluster

Request:curl -k --ciphers ALL -u $ADM N_FQDN: SADM N_PASSWORD - X PUT -H
"Content - Type: application/json" -d "{\"update\": \"all\"}" "$rest _url

Where rest_url=rest_url="https://SADMIN_CONSOLE_IP:8443/amsvc/v1/idpclusters/SCLUSTER_ID"
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5.4.2

5.5

5.5.1

5.5.2

Updating the Access Gateway Cluster

Request:curl -k --ciphers ALL -u $ADM N_FQDN: $ADM N_PASSWORD - X PUT -H
"Content - Type: application/json" -d "{\"update\": \"all\"}" "$rest_url

Where rest_url="https://SADMIN_CONSOLE_IP:8443/amsvc/vl/agclusters/SMAG_CLUSTER_ID"

Additional APIs

+ Section 5.5.1, “Getting the ID of a Specific Cluster,” on page 95

+ Section 5.5.2, “Getting the Number of Active Sessions in Identity Server,” on page 95

Getting the ID of a Specific Cluster

Getting the ID of an Identity Server Cluster:

Request:curl -k -X GET $rest_url -u
cn=$ADM N_USERNANE, o=novel | : $ADM N_PASSWORD)

Where rest_url="https://SADMIN_CONSOLE_IP:8443/amsvc/v1/idpclusters"
Getting the ID of an Access Gateway:

Request:curl -k -X GET $rest _url -u
cn=3ADM N_USERNAME, o=novel | ; $ADM N_PASSWORD)

Where rest_url="https://SADMIN_CONSOLE_IP:8443/amsvc/v1/agclusters"

Getting the Number of Active Sessions in Identity Server

Request:curl -k -X GET $rest_url -u cn=$ADM N_NAMNE, o=novel | : $ADM N_PASS

Where rest_url="https://SAC_IP:8443/roma/rest/SIDP_CLUSTER_ID/sessions/devices/
$IDP_DEVICE_ID"
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