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Legal Notices

Copyright Notice

© Copyright 2019 Micro Focus or one of its affiliates

Confidential computer software. Valid license from Micro Focus required for possession, use or copying. The information contained 
herein is subject to change without notice.

The only warranties for Micro Focus products and services are set forth in the express warranty statements accompanying such products 
and services. Nothing herein should be construed as constituting an additional warranty.  Micro Focus shall not be liable for technical or 
editorial errors or omissions contained herein.

No portion of this product's documentation may be reproduced or transmitted in any form or by any means, electronic or mechanical, 
including photocopying, recording, or information storage and retrieval systems, for any purpose other than the purchaser's internal use, 
without the express written permission of Micro Focus.

Notwithstanding anything to the contrary in your license agreement for Micro Focus ArcSight software, you may reverse engineer and 
modify certain open source components of the software in accordance with the license terms for those particular components.  See below 
for the applicable terms.

U.S. Governmental Rights.  For purposes of your license to Micro Focus ArcSight software, “commercial computer software” is defined at 
FAR 2.101.  If acquired by or on behalf of a civilian agency, the U.S. Government acquires this commercial computer software and/or 
commercial computer software documentation and other technical data subject to the terms of the Agreement as specified in 48 C.F.R. 
12.212 (Computer Software) and 12.211 (Technical Data) of the Federal Acquisition Regulation (“FAR”) and its successors.  If acquired 
by or on behalf of any agency within the Department of Defense (“DOD”), the U.S. Government acquires this commercial computer 
software and/or commercial computer software documentation subject to the terms of the Agreement as specified in 48 C.F.R. 227.7202-
3 of the DOD FAR Supplement (“DFARS”) and its successors.  This U.S. Government Rights Section 18.11 is in lieu of, and supersedes, any 
other FAR, DFARS, or other clause or provision that addresses government rights in computer software or technical data.

Trademark Notices

Adobe™ is a trademark of Adobe Systems Incorporated.

Microsoft® and Windows® are U.S. registered trademarks of Microsoft Corporation.

UNIX® is a registered trademark of The Open Group.

Support

Phone A list of phone numbers is available on the   Technical Support 
Page: https://softwaresupport.softwaregrp.com/support-contact-information

Support Web Site https://softwaresupport.softwaregrp.com/

ArcSight Product Documentation https://community.softwaregrp.com/t5/ArcSight-Product-Documentation/ct-
p/productdocs
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Overview
Micro Focus Transformation Hub centralizes event processing and delivery, helps you to scale your 
security environment, and opens up  event data to third-party solutions. It enables you to take advantage of 
scalable, high-throughput,  multi-broker clusters for publishing and subscribing to event data. 

Transformation Hub provides a packaged version of Apache Kafka. After you install and configure a 
Transformation Hub cluster, you can use SmartConnectors to publish data, and subscribe to that data with 
Logger, ESM, ArcSight Investigate (through Vertica integration), Apache Hadoop, or  your own custom 
producer or consumer. 

What's New in this Release
Transformation Hub 3.1.0 includes the following new features:

 l Upgrades to Version 3.1.0 and future releases from Version 3.0.0 and patches/hotfixes are now 
supported in the native CDF Installer, using rolling upgrades through the Master and Worker Nodes in 
the cluster.

 l Platform support for RHEL 7.7 and CentOS 7.7 and component updates for: Azul Zulu Java runtime, 
Apache Kafka Client, Confluent Platform (which includes Apache Kafka Server, Schema Registry and 
ZooKeeper), and other library upgrades with up-to-date vulnerabilities compliance.

 l Supports Brazilian time zone changes.

 l During Transformation Hub deployment, container pods that have dependencies on the startup of 
other pods are now serialized, minimizing deployment issues.

 l A new configuration property now allows disabling plain-text communications between Kafka 
producers/consumers and brokers.

System Requirements
For details on Transformation Hub platform, system, and browser support, refer to the CDF Planning Guide, 
available from the Micro Focus Software Community.

Download Files
Files on the Micro Focus Entitlement Portal for download of this version of Transformation Hub include the 
following. 
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Note:.sig files are used for verification of file authenticity.

 l arcsight-installer-metadata-2.1.0.9.tar

 l arcsight-installer-metadata-2.1.0.9.tar.sig

 l cdf-2019.05.00131zip

 l cdf-2019.05 .00131.tgz.zip.sig

 l transformationhub-3.1.0.9.tar

 l transformationhub-3.1.0.9.tar.sig

 l Micro Focus Transformation Hub 3.1.0 Customer  Letter.pdf

 l ArcSight-Transformation-Hub-3.1.0-Third-Party-License.tx

Release Notes
Overview

Micro Focus Transformation Hub (3.1.0) Page 5 of 9



Closed Issues
This release resolves the following issues.

Key Description

EB-
2327, 
EB-
2394

Documentation has undergone extensive revisions and corrections throughout.

EB-
2362

The TH Deployment Guide now includes updated information on configuring security settings for connectors with 
Transformation Hub destinations.

EB-
229 0

The issue with the Schema Registry log scanning liveness probes going into CrashLoopBackOff status after the probe is 
configured, has been fixed.

EB-
2214

Kafka JMX ports 9999 and 10000 were formerly open. They are now closed to access from outside the Kubernetes 
cluster.
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Open Issues
This release contains the following open issues.

Note: This list includes legacy issues from the  ArcSight Installer.
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Key Description

INST-2148 In  some cases during installation of Transformation Hub, the ZooKeeper pods can get into a state  where 
they are unable to connect internally with other ZooKeepers.      

Workaround: During TH installation, if the Kafka pods have remained in Initializing state for  longer than 
10 minutes., please restart the ZooKeeper pods (pods 1 through x) by running this command for each 
pod.:     

kubectl delete pod -n      {Transformation Hub namespace}      th-zookeeper-x    

INST-1920 If an attempt to access the Management Portal at https://      {external_access_host}:5443  returns either of 
the following errors:

 l DLG_FLAGS_SEC_CERT_CN_INVALID

 l Shows an empty page

then you must remove the access restriction of binding only External_Access_Hostname FQDN and use 
the URL https://{virtual_IP}:5443 instead.

Workaround: Edit the ingress rule for the management portal as follows:

 1. kubectl edit ingress mng-portal --namespace core 

 2. In the vi editor, navigate to spec and remove the external_access_host header of the 
http rule.

Note: retain dashes (-) at the same position and spacing, or the exit command will not confirm saving 
the file.

Exit the text editor.

Run kubectl edit ingress mng-portal --namespace core again and confirm the output 
is * (star).

This confirms that the Management Portal can now be accessed by  "https://{virtual_IP}:5443" openly. 
Alternatively, you can still access it by "https://{external_access_host}        :5443"      but without the DLG_
FLAGS_SEC_CERT_CN_INVALID error in your  browser.
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Send Documentation Feedback
If you have comments about this document, you can contact the documentation team by email. If an email 
client is configured on this computer, click the link above and an email window opens with the following 
information in the subject line:

Feedback on Release Notes (Transformation Hub 3.1.0)

Just add your feedback to the email and click send. 

If no email client is available, copy the information above to a new message in a web mail client, and send 
your feedback to arcsight_doc@microfocus.com.

We appreciate your feedback!

Micro Focus Transformation Hub (3.1.0) Page 9 of 9

mailto:arcsight_doc@microfocus.com?subject=Feedback on Transformation Hub Release Notes (3.1.0)

	Overview
	What's New in this Release
	System Requirements
	Download Files

	Closed Issues
	Open Issues
	Send Documentation Feedback

