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About this Guide

The ArcSight Connector Appliance Administrator’s Guide describes how to install, configure,
and use your Connector Appliance.

The following topics are discussed here.

“About the Online Help” on page 12
“Who Should Read this Guide” on page 14
“Related Documentation” on page 14

“Feedback” on page 14
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About this Guide

About the Online Help

Online Help for the Connector Appliance is delivered in both Web-based (HTML) and PDF
formats. To access the Online Help, click Help on the Connector Appliance GUI. The Web-
based Help is context-sensitive; choosing Help displays the topic(s) related to the currently

displayed user interface page.

Next and Previous topic navigation to step through topics in
arder shown in the Contents panel.

Mote: These are not Back/Forward history buttons. Please use
keyboard Alt + left or right arrow keys to get that functionality.

Bookmark current topic.
Print current topi

Help TOC and Navigation panel with tabs for
(— Contents, Index, Search and Favorites.

E Index | Search |[Favorites

View the PDF book.
L

o

W verviow
W Instadiation
W Physical Device
2] Unit 1D Foature
|E] Power Supplies
@ installation
@ Initialization
@ Oeployment Pianning
@ Installing SmartConnactors ta Send Events b
‘2] Sending Events from ArcSight E5H to Logger

D (E] Configuring SmartConnactors for Fadaver Du

t Uging the User Intarface

M Finding and analyzing Events
G Reparting

@ Configuration

@ System Adman

@ Comman Event Farmat

* Regular Expres tions

=) Restoring Factory Settings

ap= ¥r

Installatsan

Physical Device

Uit i) Feature
Power Supplies

The physical appliance 3 & one-undhugh (1L} rack-rmountable device. | may be operaled outside a rack,
such &5 on @ tabletop or shed| but @ ks not designed to support avything resting on it In & rack,
components mounsed above the Logger appliance ane assumed o be sed supparting

For ditailed infarmatian aboul praparation, installation, and connechion of the Logger appliance, see the
AreSight Hardware Selup Guide inchade @ with the pivsical device

T EEGE

— -

Dhusl Fower
Suppien

(4} SO0 G Hard Drives
RAID 5 (Typecad
configurston)

(— For Back/Forward History access visited

Cnline Help topic display window.

pages, use these keyboard commands:

- Alt + Left Arrow key to go back

- Alt + Right Arrow key to go forward

The Online Help includes the following features.

m Left panel Help navigation - Click a tab for Contents (TOC), Index, Search, or

Favorites.

The TOC tracks with your navigation of the Help topics in the main display. The Index
provides alphabetical “jump to” points. You can bookmark frequently referenced topics

as “Favorites.”
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About this Guide

m  Next, and Previous sequential topic navigation to step through topics in order shown
in the Contents (TOC) panel. Click the Previous button ( < ) to view the preceding

topic in the history, or the Next button ( * |) to view the subsequent topic.

For Back/Forward History access to visited pages (like Back/Forward
m buttons on a Web browser), use these keyboard commands:

Tip - Alt + Left Arrow key to go Back

- Alt + Right Arrow key to go Forward

m  Topic display window - Click a topic in the Contents, Index, Search hit list, or saved
Favorites to view it in the display window.

m  Breadcrumbs - The top of each HTML page on the main Help display shows your
location in the topic list. Click on the “parent topic” to return to it. (The left panel TOC
also tracks your location within the topics.)

m  Access to the Help as an Adobe Acrobat PDF document.
Click the PDF button (}“) in the upper right of the Online Help toolbar to open the
PDF. The Help is displayed as a print-friendly PDF within the Help window. All Adobe
Acrobat PDF features (Bookmarks TOC, Hyperlinks, Search, Zoom, Comments, Print,
Sign, E-mail, and so on) are available on the PDF from within the Console Help
window.

To view the PDF outside of the Help display, click the Save button E to download
a copy of the PDF to a selected location. Use the browser to navigate to the
directory where you want to save the file, and click Save.

To print the PDF, click the Print button “* on the PDF toolbar.
To view the Help in PDF format, first click the PDF button on the Online Help toolbar.

With the PDF displayed, use the save, print, and search buttons on the PDF toolbar
to perform these operations on the PDF. (The Online Help toclbar above it is for
operations on the browser style Help only.)

Online Help Toolbar

=il<|[> = a8
e
il Savea Copy o = @ 9 [ Iescet g | B Y < (1% |- @ [I0E-
: PDF Toolb

= = 7 e L oolbar
2 Ee Opfions + % ‘ >
- { -
£ | = Arcsight ESMU |
§ ®{05 About the Onl ||
= -
P LS Welcome to th AICSigl'lt ESM

gl Leaming Path ‘ User’'s Guide
g\f 7] Working in the .
.mﬂ 26 Meoitagios v ArcSight™ ESM 4.5 GA
il i e il . Il e e Sl ol . . A i N, i i . sl i, i e, s Bl A

m  Print capabilities - Click the Print E button to print a copy of the current topic.

To print the PDF, first click the PDF button ’&’ in the upper right of the main Web

Online Help toolbar to get PDF click, then click the Print button = on the PDF
toolbar.

®m  Bookmarks - Click the Bookmark (/& |) button and follow the instructions in the popup
window to bookmark a topic.
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About this Guide

Who Should Read this Guide

This guide is intended for Connector Appliance administrators and users. You should have a
good understanding of SmartConnectors, ArcSight ESM, and/or ArcSight Logger.

Related Documentation

The latest and most complete set of documentation for the ArcSight Connector Appliance is
always offered on the ArcSight Customer Support site

(http://www.arcsight.com/supportportal) through the Product Documentation link in the
Knowledge Center section.

Feedback

To submit feedback about the ArcSight Connector Appliance or the ArcSight Connector
Appliance documentation, visit the ArcSight Customer Support web site at
http://www.arcsight.com/supportportal.
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Chapter 1
Introducing the Connector Appliance

The following topics are discussed here.

“Connector Appliance Overview” on page 16
“Connectors” on page 18
“Events” on page 19

“Deployment Scenarios” on page 20
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1 Introducing the Connector Appliance

Connector Appliance Overview

ArcSight Connector Appliance is a hardware solution that incorporates a number of
onboard ArcSight connectors (also known as SmartConnectors) and a web-based user
interface that provides centralized management for connectors across a number of hosts.

Connectors are ArcSight software components that forward events from a wide variety of
devices and security event sources to ArcSight Logger or ArcSight ESM.

The Connector Appliance centralizes connector management and offers unified control of
connectors available on:

m  The local Connector Appliance
m  Other Connector Appliances

m  Software-based connectors (running on any network-accessible host, such as Windows
or UNIX)

Web-based
User Interface

.SL
‘*‘1

-y =

Connector
Appliance

L x| [

ArcSight ESM ArcSight ESM

s
D;. /@r X =

a., 4 ArcSight Logger

On-board, locl
SmartConnedors

Figure -1  ArcSight Connector Appliance Deployment

The Connector Appliance delivers the following features and benefits.

m  Supports bulk operations across all connectors and is particularly desirable in ArcSight
ESM and ArcSight Logger deployments with a large number of connectors, such as a
Managed Security Services Provider (MSSP).

®  Provides an ArcSight ESM-like connector management facility in Logger-only
environments.

m  Provides a single interface through which to configure, monitor, tune, and update
connectors. Because the Connector Appliance does not receive events from the
connectors it manages, it can manage many of them at one time. The Connector
Appliance does not affect working connectors unless it is used to change their
configuration. In such cases, the connector is commanded to restart.
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Software-based
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Figure 1-2  Connector Appliance Manages All Your Connectors

Connectors that forward events to ArcSight ESM can be managed using the ESM Console;
the Connector Appliance is not required if all connectors have ESM as their only
destination. However, the Connector Appliance is useful when connectors target multiple
heterogeneous destinations (for example, when ArcSight Logger is deployed together with
ESM), in a Logger-only environment, or when a large number of connectors are used, such
as in a MSSP deployment.

Connector Appliance connectors operate within containers. Each container runs its own
Java Virtual Machine (JVM). Containers contain one or more connectors. There can be
multiple containers on a Connector Appliance.
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Connectors

Connectors read Events from devices, parse and normalize them, then forward them to
various destinations.

The Connector Appliance manages three types of connectors:

m  Local (on-board) connectors
m  Remote Connector Appliance connectors

®  Remote software-based connectors (running on any network-accessible host, such as
Windows and UNIX)

Local (On-Board) Connectors

The Connector Appliance includes multiple containers and on-board connectors. You can
use the appliance interface to manage these local connectors as well as remote connectors.

High load on the on-board connectors might impact performance of the
= Connector Appliance web-based interface.

Note

Remote Connector Appliance Connectors

The Connector Appliance can manage connectors on remote Connector Appliances, as well
as other ArcSight hardware solutions such as ArcSight Logger (only on models that support
onboard connectors).

Software-Based Connectors

The Connector Appliance can remotely manage connectors running on any
network-accessible host. These connectors need to be configured for remote management.

= Only fifth-generation connectors support remote management. To use this

l feature, you need connector build 4855 (4.0.5.4878.0) or later.
L ]

caution < If you install software connectors on your own hardware, you need to add
the parameters remote.management.enabled=true and
remote.management. listener.port=port_number in the
agent._properties file. Refer to “How do you manage software connectors
on remote hosts?” on page 210.

= Connector Appliance cannot remotely manage connectors running on AlX.

Multiple software-based connectors installed on the same host require a

n separate port assignment. The default port for ArcSight connectors is 9001.
: A second connector installed on the same host needs to use an alternate
Tip port. ArcSight recommends using port 9002, 9003, 9004, and so on.

Supported Connectors

For a complete list of all connectors supported by the Connector Appliance, visit the
ArcSight Customer Support web site at http://www.arcsight.com/supportportal. ArcSight
adds new connectors regularly.
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Events

An event is a record of activity that takes place on a network, OS, application, physical
security system, or database. ArcSight connectors are the vehicle by which events travel to
their destination(s), which might include ArcSight ESM, ArcSight Logger, a syslog or log file.

Event Source Types

Within an ArcSight deployed network, a device is defined as hardware or software capable
of logging or outputting security events—that is, acting as a source of events. Devices such
as intrusion detection and prevention systems, operating systems, routers and other
network equipment, vulnerability scanners, web servers, and other security software are all
sources for events. They are sent in formats such as syslog, log files, and databases.

ArcSight ESM itself can be considered a device (or source of events) using the ArcSight
Forwarding connector.

Event Processing

The event processing performed by ArcSight connectors includes normalization, optional
time correction, filtering, and aggregation. Normalization describes all security events using
the same format so that events from multiple sources can be compared and correlated
meaningfully. 7ime correction allows you to correct the time reported by the device
automatically. Filtering and aggregation significantly decrease the amount of data received
and increase data relevancy.

Event Destinations

Event destinations include ArcSight ESM (or ArcSight Manager), ArcSight Logger, CEF
syslog, or a log file.

Manager

When connectors send events to an ArcSight ESM Manager, the Manager stores the events
in a relational database, processes them using its correlation engine, and makes them
visible to the ArcSight Console or ArcSight Web interfaces.

Logger

Connectors can send CEF events to ArcSight Logger using an encrypted, optionally
compressed, channel called SmartMessage. Logger can also receive CEF Syslog events
from connectors.

CEF Syslog

Connectors can forward events as syslog messages. In this case, the normalized event is
sent using Common Event Format (CEF) which uses nhame/value pairs. The Connector
Appliance can send syslog over UDP or TCP.

Failover Destination

Each connector destination can have a failover destination. When communication with the
primary destination fails, the connector automatically begins sending events to the
designated failover destination. Failover only works with communication protocols that can
detect transmission failure, such as TCP. For steps on creating a failover destination, see
“Adding a Failover Destination to a Specific Connector” on page 141.
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Alternate Configurations

You can define alternate configurations for connectors and specify when the alternate is to
be active. For example, a different destination or failover destination can be specified for
weekends or for early morning hours.

Other connector properties might change at certain times. For example, to reduce the
number of events moving on the network, aggregation might be specified during peak
times.

For the steps to edit an alternative configuration, see “Editing an Alternate Configuration”
on page 150.

Deployment Scenarios

You can deploy the Connector Appliance wherever ArcSight connectors are needed.
Connector Appliance provides the following benefits.

m  Connector management without ArcSight ESM (that is, Logger-only environments).
m  Remote control of runtime parameters, such as bandwidth control.
m  Centralized connector upgrade management and control.

m  Central troubleshooting of specific connectors.

ArcSight ESM

Deploying the Connector Appliance in an ArcSight ESM environment centralizes connector
upgrade, log management, and other configuration procedures. For more information, see
Chapter 4, Backup and Restore, on page 27.

ArcSight Logger

ArcSight Logger receives and sends events from and to ArcSight connectors, but lacks the
depth of connector management found in ArcSight ESM.

A Logger-only deployment benefits from the Connector Appliance in many capacities, and
provides most of ESM’s management functionality, but not all (for example, it does not
contain the filter designer). The Connector Appliance also offers new features, such as bulk
operations (enabling control of many connectors at one time), that ESM does not.

Connector Appliance can also configure connectors with failover destinations, providing
central failover control when redundant Loggers are deployed for this purpose. All or some
connectors can be configured to send events to a second Logger, or to an event file in the
case of communication failure with the primary destination.

ArcSight ESM and Logger

Connector Appliance centralizes control when events are sent to ESM and Logger
simultaneously. In one scenario, all events are sent to Logger while only high-value events
are sent to ESM (for further analysis). In another scenario, all events are sent to both, but
Logger implements a longer retention policy.

Although each connector has specific destination parameters, the Connector Appliance
allows for “bulk” management, removing the need to manually access each remote
connector host to add or change destinations.
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Chapter 2
Installing the Connector Appliance

The following topics are discussed here.

“Installation Requirements” on page 21

“Unpacking and Installing your Connector Appliance” on page 21
“Connecting for the First Time” on page 22

“Installing a License” on page 22

“Configuring Platform Settings and Objects” on page 22
“Changing the Default Password” on page 22

Installation Requirements

Although there are no special requirements for installing the Connector Appliance on your
network, confirm that you have a computer with a standard browser, such as Mozilla
Firefox or Microsoft Internet Explorer. The computer should be in close proximity to
the network rack where you install the appliance or a serial port, or a monitor and
keyboard.

For specific browser versions, refer to the most recent Connector Appliance
= Release Notes.

Note

Unpacking and Installing your Connector Appliance

To unpack, install, and connect to your appliance for the first time, follow the instructions in
the Getting Started with ArcSight Connector Appliance document that ships with your
appliance.

Although the Getting Started with ArcSight Connector Appliance document is
n included in printed form with the appliance, you can download it in PDF
format from the ArcSight Customer Support site at

Tip http://www.arcsight.com/supportportal.

ArcSight Confidential ArcSight Connector Appliance Administrator's Guide 21



2 Installing the Connector Appliance

Connecting for the First Time
The Connector Appliance ships with these default IP addresses:
B On Eth0: 192.168.35.35 (subnet mask 255.255.255.0)

m  On Ethl: 192.168.36.35 (subnet mask 255.255.255.0)
m  On Eth2: 192.168.37.35 (subnet mask 255.255.255.0)

The number of network connectors varies based on the hardware platform.

Note

Installing a License

Connector Appliance requires a valid license file to enable the management features. You
need to install a valid license on your Connector Appliance before proceeding further. For
information about obtaining and installing a license, contact ArcSight Customer Support.

Upgrading

For version specific information on upgrading from one version of Connector Appliance to
another, refer to the most recent Connector Appliance Release Notes.

Configuring Platform Settings and Objects

After you have installed a license on your appliance, you can use the Connector
Appliance Deployment Wizard to configure additional platform settings, connectors,
and remote hosts that you want to manage. The wizard offers a simple and intuitive
interface that enables you to perform these configurations quickly.

The deployment wizard displays automatically when you first connect to Connector
Appliance and after you have installed a license. Follow the prompts to configure the
platform settings and objects (connectors and remote hosts) you want to manage. The
deployment wizard offers two levels of setup:

m  Express offers a quick start to basic configuration. It provides a limited, but most
typical set of minimal parameters. This setup level is appropriate for environments that
require Syslog or Windows connectors, and a Logger-only destination.

m  Advanced offers full control of connector and destination setup, including remote
management and configuration steps for all available connector types.

Depending on which setup option you choose, follow the prompts to add remotely-
managed connectors and remote hosts. When complete, the wizard confirms your changes
and prompts you to reboot for the changes to take effect.

Changing the Default Password

After initial set up is complete, ArcSight strongly recommends that you change the default
password to a secure password. To update the password, follow the instructions in
“Change Password” on page 65.
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Chapter 3
Understanding the User Interface

The following topics are discussed here.

“Overview” on page 24

“Main Page Links” on page 24
“Function Tabs” on page 25
“Menu Panel” on page 26

“Component-Based Action Buttons and Links” on page 26
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Overview

The Connector Appliance uses a web-based user interface and requires Mozilla Firefox
3.6 or 6.0, or Microsoft Internet Explorer 8.0 or 9.0. A Flash plug-in is also required.
Adobe Acrobat reader software is required to read this document in PDF format.

This chapter provides a general overview of the Connector Appliance interface. The
following chapters of this guide describe the primary tabs in detail.

®  The Monitor tab is described in “Monitoring the Connector Appliance” on page 169.
m  The Manage tab is described in “Managing Connectors” on page 97.

m  The Setup tab is described in “Backup and Restore” on page 27 and Chapter 6,
Managing Repositories, on page 71.

Each component of the Connector Appliance user interface uses one or all of these
navigational and functional elements:

®  Main page links

®  Function tabs

m A left panel menu of options, submenus, and commands

m  Component-based action buttons and links

Main Page Links

Most of these elements are shown independently of the component you are currently
using, and provide navigational access and online help throughout your use of Connector
Appliance.

The ArcSight logo in the upper-left corner of the user interface is one of the first elements
of the Connector Appliance main page. Hover over this logo to verify your Connector
Appliance version number.

ArcSIght<t

M'Pw.t.ﬁg‘hr

gl A1 cSight Connector Appliance wa,1,0.6042,2
Monitor  siaagys " Sooup

Gauges at the top of the screen provide an indication of throughput and CPU usage (with
additional details under the Monitor tab). The name of the currently logged-in user is
shown below the statistics.

The Options section (described below) explains how to change the default range of the

gauges.
-||.-__I .'I_I_."_, ..|-|.|-.‘_I EDSIHI
1 5 ; 2 150K " : B0 : T
EPSIn ~  EPSO0Out ©~ °  CPU i
| —0H—e 300K- -0H—e 300K- Dir——e ipooe —Fd Load: 3%
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Help

Click Help to display the online help in a separate browser window.

© Help
© About

@l Options
——

o —

About

Click About to display information about the Connector Appliance, such as the version
number, and the copyright and trademark details.

Options

Click Options to set the range on the EPS In and EPS Out gauges. If the event rate
exceeds the specified maximum, the range is increased automatically.

Logout

Click Logout to end your Connector Appliance session. ArcSight recommends that you log
out before you leave the Console unattended.

Unless you are displaying the Monitor page, the system times out after a certain period of
inactivity and logs you out automatically. The Monitor page, however, maintains a
continuous session to allow for dashboard-style monitoring.

The Monitor page remains vulnerable when unattended. Use caution when
l stepping away during a Monitor-page session.
L ]

Caution

Function Tabs
The function tabs represent the main components of Connector Appliance.

[ _rMonitor _Manage _Setup |

m  The Monitor tab displays graphs of recent and current system performance. The
Monitor tab contains three sub-tabs:

¢ Summary shows CPU usage and event flow on 4-hour, daily, and weekly scales.

¢ Platform shows CPU usage, platform memory usage, receive, transmit, disk read,
and disk write values for selectable time periods: 4 hours, daily, or weekly.

¢ Network displays a graph for each network interface card. (The number of
network interface cards varies by hardware model.) The graph displays the bytes
transmitted, overlaid on the bytes received for selectable time periods: 4 hour,
daily, or weekly.

See Chapter 8, Monitoring the Connector Appliance, on page 169.

m  The Manage tab is the heart of the Connector Appliance interface. From this tab, you
can configure connectors, send commands, and manage remote hosts. See Chapter 7,
Managing Connectors, on page 97.

m  The Setup tab enables you to configure your Connector Appliance, backup and
restore the Connector Appliance configuration, and manage repositories that store
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files, certificates, and drivers. See Chapter 4, Backup and Restore, on page 27 and
Chapter 6, Managing Repositories, on page 71.

Menu Panel

The menu of commands on the left panel depend on the function tab you select. If you
select the Manage tab, only the functions used when managing connectors are displayed.
For details about the menu panel of each function tab, see the appropriate chapter in this
guide.

Component-Based Action Buttons and Links

These elements are linked to specific tasks you can perform on the currently-displayed user
interface page, as shown in the example below.

—0 Send connector command
——0 Remove connector

—0O Connector tree o Run Logfu
~0O Share connector Username
3T e v
5 T RS T 0 © Help
Arcpight<c
S‘w ] ) - EpsIn ©  ° EPSOUL - C v - el Out| @ About
Connector Appliance -OK—e 100K  -ON—s 100K -0% e 100% C- L03d]3% @ options
or | nag 9
«
Connector
% /system
- (@] Default 7 o
E #
#-[3]192.168.35.152 loggera1 #.. ¥
;“:s‘t Type Status Input Events (SLC) Input EPS (5LC)
i syslo Initialized 0 0.0
= [g192.168.35.81 Yoo
= PContainer 1 ]
D e Connector Parameters
Parameter Value
& [@]North <
& @south Network Port 5141
& [@192.16b.35.15 Ip Address (ALL)
Protocol [
Destinations J°
Output  Qutgut -
Name Evdnts EPS Cached Type Location L“;i;“' Comment Parameters
(sif)  (siq ocation
ArcSight Host Name/IP: 192.168.35.167
Logger Port: 443 P oy
loggartil | 0 oo o SmartMessage Receiver Name: Liz J o "
(encrypted) Compression Mode: Disabled
L
—O0 Edit connector parameters
‘=0 Connector Edit destination
Edit runtime parameters
‘“——0 Container O Add destination Add failover destination

Send destination d o

Remove destination 0—m8 —M——/

For details about the action buttons and links of each component, see the appropriate
chapter in this guide.
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Chapter 4
System Admin - Connector Appliance

This chapter describes the System Admin tab that enables you to configure network,
storage, and security settings for your system. Additionally, you can create and manage
users and user groups using this tab.

The following topics are covered in this chapter:

“Reboot” on page 28

“Network” on page 28

“SMTP” on page 32

“License & Update” on page 32

“Process Status” on page 33

“SSH Access to the Appliance” on page 33
“Diagnostic Tools” on page 35

“Audit Logs” on page 42

“Audit Forwarding” on page 43

“Remote File Systems” on page 44

“RAID Controller/Hard Disk SMART Data” on page 47
“FTP” on page 48

“SSL Server Certificate” on page 50

“SSL Client Authentication (CAC Authentication)” on page 52
“FIPS 140-2” on page 54

“Authentication” on page 54

“Login Banner” on page 60

“User Management” on page 60

“Change Password” on page 65

“Forgot Password” on page 65

System

From the System tab, you can configure system specific settings such as network settings
(if applicable) and SMTP.
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Reboot

To reboot your ArcSight System:

1 Click Setup = System Admin from the top-level menu bar.
2 Click Reboot from the System section.
3 Click Start Reboot Now.
Your system will reboot in about 60 seconds. The boot process normally takes 5-10
minutes, during which time the system is unavailable.
Network

You can configure the DNS, Hosts, NICs, static routes, and system time settings under the
Network menu.

System DNS
To change DNS settings:

1

2

Hosts

Click Setup = System Admin from the top-level menu bar.
Click Network from the System section.
In the System DNS tab, enter new values for the IP address of the primary and

secondary DNS servers, or edit the list of search domains.

To add a new domain, click the icon. To remove a domain, click the — icon. To

change the search order of domains, select a domain name and click the up or down
arrows until desired order is established.

Click Save to save the changes. Then, click Restart Network Service for changes
to become effective.

The Hosts tab allows direct editing of your system’s /etc/hosts.txt file. You can enter data
in the System Hosts text box or import it from a local file.

To change the Hosts information:

1
2

Click Setup > System Admin from the top-level menu bar.
Click Network from the System section.

In the Hosts tab, enter hosts information—one host per line—in the System Hosts text
box in this format:

<|P Address> <hostnamel> <hostname2> <hostname3>

If you want to import information from a file, click Import from Local File and locate
the text file on the computer from which you are accessing your ArcSight system.

Click Save to save the changes. Then, click Restart Network Service for changes
to become effective.
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NICs

The NICs tab enables you to set the IP addresses for the network interface cards (NICs) on
your system. Additionally, you can configure the hostname and default gateway for your

system.

To set or change the NICs settings:

1 Click Setup > System Admin from the top-level menu bar.

2  Click Network from the System section.

3 Inthe NICs tab, enter these settings. To edit the IP address, subnet mask, or
speed/duplex of a NIC, select the NIC and click Edit above the NIC Name list.

Setting

Description

Default
Gateway

Hostname

Automatically
route
outbound
packets
(interface
homing)

IP Address

Subnet Mask

The IP address of the default gateway.

The network host name for this system. Make sure that your
DNS can resolve the host name you specify to your system’s IP
address. Performance is significantly affected if DNS cannot
resolve the host name.

This name must be identical to the domain specified in the
Certificate Signing Request, described in “Generating a
Certificate Signing Request” on page 50.

Note: If you use a CA-signed certificate on this system and you
are changing its host name, you must generate a new CSR,
obtain a new certificate for your system, and upload it to ensure
that the connectors (in FIPS mode) that communicate with your
system will be able to validate the host name. For more
information about generating a CSR, see “Generating a
Certificate Signing Request” on page 50.

When this feature is enabled (checked box), the response
packets are sent back on the same system interface on which
the request packets had arrived. Doing so can improve
performance as the routing decisions do not need to be made
(using the default gateway information and static routes) to
send packets out from your system. If you have default gateway
and static routes configured, they are ignored when this feature
is enabled.

When this feature is disabled (unchecked box), the default
gateway and static routes (if configured) are used to determine
the interface through which the response packets should leave
your system.

If you configure only one network interface, this setting does
not provide any additional benefit.

The IP address for each network interface card (NICs) in your
system.

The subnet mask associated with the IP address you entered for
a NIC.

ArcSight Confidential

ArcSight Connector Appliance Administrator’s Guide 29



4 System Admin - Connector Appliance

Setting

Description

Speed/Duplex

Choose a speed and duplex mode, or let your system
automatically determine the network speed:

Auto (recommended)
10 Mbps - Half Duplex
10 Mbps - Full Duplex
100 Mbps - Half Duplex
100 Mbps - Full Duplex
1 Gbps - Full Duplex

4 Click Save to save the changes. Then, click Restart Network Service for changes
to become effective.

Static Routes
You can specify static routes for the NICs on your system.

To add a static route:

1

2

Click Setup > System Admin from the top-level menu bar.

Click Network from the System section.

In the Static Routes tab, click Add to add a new static route. To edit or delete an
existing route, select the route first, then click Edit or Delete.

When adding or editing a static route, you need to configure these settings.

Setting Description

NIC The network interface card (NIC) to which the static route
applies

Type Whether the static route is to a Network or a Host

Destination The IP address for the static route destination

Subnet Mask

Gateway

The subnet mask if you specify a network as the destination

The IP address for the default gateway

4 Click Save to save the changes.

Time/NTP
The Time/NTP tab enables you to configure system time, date, local timezone, and NTP

servers. ArcSight strongly recommends using an NTP server instead of manually
configuring time and date on your system.

To set or change the system time, date, or timezone manually:

1 Click Setup > System Admin from the top-level menu bar.

2  Click Network from the System section.
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3 Inthe Time/NTP tab, configure these settings.

Setting Description

Current Time The time zone appropriate to your system’s location.

Zone

Current Time The current date and time at the system’s location. To change

this setting, click Change Date/Time...

The Time Zone change requires you to reboot the appliance. However, the Current
Time change takes affect immediately.

To configure your system as an NTP server or for using an NTP server for your
system:

1 Click Setup > System Admin from the top-level menu bar.
2  Click Network from the System section.

3 Click the Time/NTP tab.
4

Under NTP Servers, configure these settings.

To add a new NTP server, click the icon. To remove a server, click the — icon.

To change the order in which the NTP servers should be used, select a server and click
the up or down arrow until desired order is established.

Setting Description

Enable as an Check this setting if this system should be used as an NTP
NTP server server.

NTP Servers Enter the host name of an NTP server. For example,

time.nist.gov.

ArcSight recommends using at least three NTP servers to
ensure precise time on your system. To enter multiple NTP
servers, type one server name per line.

Once you add servers to this list, you can click the “Click to
Test” link to verify if the servers you added are reachable from
your system.

Notes:

= An ArcSight system can serve as an NTP server for any other
ArcSight system.

= If System A serves as an NTP server for System B, System B
needs to list System A in its NTP Servers list.

= Use the Test Servers button to verify the status of the
servers entered into the NTP Servers box.

You may need to scroll down to view the Save button and Restart NTP
n Service.

Tip

5 Click Save to save the changes. Then, click Restart NTP Service for changes to
become effective.

ArcSight Confidential ArcSight Connector Appliance Administrator’s Guide 31



4 System Admin - Connector Appliance

SMTP

Your system uses the Simple Mail Transfer Protocol (SMTP) setting to send email
notifications such as alerts, password reset emails, and so on.

To set or change SMTP settings:

1 Click Setup > System Admin from the top-level menu bar.
2 Click SMTP from the System section and enter these settings.

3 Click Save to save the changes.

License & Update

You can update your appliance’s software or apply a license to it on this page. This page
also displays the elapsed time since the appliance was last rebooted, license information,
and the version of the appliance components.

Updating the appliance software requires uploading an upgrade file you downloaded from
the ArcSight Customer Support web site.

To update an appliance:

1 Download the update file from the ArcSight Download Center at
https://arcsight.subscribenet.com to the computer from which you are accessing the
appliance’s user interface.

Connect to the appliance’s user interface.
Click Setup > System Admin from the top-level menu bar.
Click License & Update from the System section.

Click Browse to locate the file.

o a0 A~ W DN

Click Upload Update.

System Update will take effect after the next reboot. To update
immediately, reboot the system after performing a System Update. See
“Reboot” on page 28. A reboot is not required if you are only updating
the license.

Note

To apply a license file to an appliance:

1 Download the update file from the ArcSight Download Center at
https://arcsight.subscribenet.com to the computer from which you can connect to the
appliance.

2  From the computer to which you downloaded the update file, log in to the appliance’s
user interface using an account with administrator (upgrade) privileges.

3 Click Setup > System Admin from the top-level menu bar.
4 Click License & Update from the System section.
5 Browse to the /icense file you downloaded earlier and click Upload Update.

Wait until a the user interface displays a message indicating that the upload was
successful. You do not need to reboot your system after applying a license file.
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Process Status

The Process Status page lists all processes related to your ArcSight system and enables you
to view the details of those processes and start, stop, or restart them.

To view the Process Status page:

1 Click Setup > System Admin from the top-level menu bar.

2 Click Process Status from the System section to display a page similar to the one
shown in the following figure.

Process Status

4 Refresh Status

System

System Status Load CPU Usage Memory Usage Data Collected

n036-h027.qa.arcsight.col running [1.88] [1.65] [1.88]  16.8%us 1.9%sy 1.2%wa £8.0% [4076648 kB] 031512010 15:01:23

NOTE: This Start/Step buttons are for diagnostic purposes. Please use them with care.

Processes
B =

Process Status Uptime CPU Usage Memory Usage
d apache running 4h 25m 0.0% 0.0% [2320 kB]
d aps running 4h 25m 0.3% 5.0% [303676 kB]
d connector running 4h 15m 0.0% 0.0% [508 kB]

To view the details of a process, click the |+l icon to the left of the process name, as
shown in the following figure.

Process Status

(4 Refresh Status

System

System Status Load CPU Usage Memory Usage Data Collected

n036-h027.qa.arcsight.col running [1.50][1.84] [1.80]  2.8%us 0.5%sy 2.1%wa 68.4% 4057952 kB] 08/15/2010 15:07:54

NOTE: This Start/Step buttons are for diagnostic purposes. Please use them with care.

Processes
B ] (4 Restart
Process Status Uptime CPU Usage Memory Usage
= | apache running 4h32m 0.0% 0.0% [3320 kB]
Children 0
CPU Percent 0.0%
CPU Percent Total 0.0%
Data Collected 09/15/2010 15:08:09
Memory Kilobytes 3320
Memory Kilobytes Total 96128
Memory Percent 0.0%
Memory Percent Total  1.6%
Monitoring Status monitored
Parent PID 1
PID 28151
Status running
Uptime 4h 32m
# aps running 4h32m 0.2% 5.1% [311040 kB]
#  connector running 4h22m 0.0% 0.0% [608 kB]

To start, stop, or restart a process, select the process and click Start, Stop, or Restart at
the top of the process list.

SSH Access to the Appliance

When you report an issue to ArcSight Customer Support that requires them to access your
appliance for troubleshooting and diagnostics in situations such as an upgrade failure,
unresponsive appliance, and so on, they will direct you to enable SSH access on it.
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By default, SSH access (known as Support Login in previous releases) to your appliance is
disabled; however, you can select one of these options in the appliance’s user interface to
enable it:

m  Enabled—SSH access is always enabled.

m  Enabled, only for 8 hours—SSH access is automatically disabled eight hours after it
was enabled.

m  Enabled, only during startup/reboot—SSH access is enabled during the time the
appliance reboots and is starting up. It is disabled once all processes on the appliance
are up and running. This option provides a minimal period of SSH access for situations
such as when the appliance does not start successfully after a reboot.

= Even if SSH is disabled on your appliance, you can access its console if you
= have it setup for remote access using the HP ProLiant Integrated Lights-Out

Note (iLO) Advanced remote management card.

Enabling or Disabling SSH Access

To enable or disable SSH access to your appliance:

1 Click Setup = System Admin from the top-level menu bar.
2 Click SSH from the System section.

3 Select one of the following options.

SSH
SSH Configuration

S5H Status
(@) Disabled
(7)) Enabled
(7)) Enabled, only for 8 hours

( ) Enabled, only during startup/reboot

Once you select an option, the user interface displays a message that requires you to
confirm the action. Once you confirm it, the change takes effect.

Connecting to Your Appliance Using SSH

Once you have enabled the SSH access, follow these steps to connect to it using SSH:

1 Connect to the appliance as “root” using an SSH client.
2 When prompted to enter a password, enter any text and press Enter.

You are prompted to enter a response to the challenge string that is displayed on your
screen.
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3 Call ArcSight Customer Support to obtain the challenge response string. Enter it at the
“Enter response:” prompt and press Enter.

login as: root
root@®192.168.36.29's password:
Last login: Thu Mar 12847 3
Challenge is 46024 (Enter response: 184096
[root@logger ~]# pwd
Jroot

[root@logger ~]#

If the correct string is entered, you are connected to the appliance for the amount of time
specific to the option you had selected in “Enabling or Disabling SSH Access” on page 34.

Diagnostic Tools

Connector Appliance provides several diagnostic tools that help you set up, manage, and
troubleshoot your Connector Appliance. You can run these diagnostics on the local
appliance only. To run a diagnostic tool on a remote container, refer to “Running
Diagnostics on a Container” on page 129.

To access the diagnostic tools:
1 Click Setup > System Admin from the top-level menu bar.

2 Click Diagnostic Tools from the System section in the left panel to open the
Diagnostic Tools page.

3 From the Tool drop-down box, select the tool you want to use.

Diagnostic Tools

Tool ) |2
Display file N
Display network connections
Display network interface details
Display network traffic
Display process summary
Display routing table
Edit text file
List directory
List processes
Ping host
Resolve hostname
Scan network ports
Send signal to container
Tail file
Trace network route ok

= You can start typing the name of the tool you want to use in the Tool
— drop-down list. Connector Appliance uses character completion to list the

Note tools that contain the characters you type.

4 Enter the required parameters for the tool you selected and click Run (click Edit for
the Edit text file tool).

Each tool, and the parameters and buttons available are described below.
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Display file
Use Display file to display the contents of a file. This tool is equivalent to the UNIX
command cat.

The Display file tool uses the parameters described in the table below:

Parameter/Button Description
Category Select the type of file you want to display.
File Displays a list of files for the type selected in the

Category field (described above). Select the file
you want to display from the list.

Note: Appliance models Cx400 do not have any
boot log files; selecting Boot Log from the File list
displays an empty pop-up window.

Match Expression Type an expression to display only lines in the file
that match that expression. UNIX regular
expressions are supported.

Note: The expression is case sensitive.

Exclude Expression Type an expression to exclude lines that match that
expression from the display. UNIX regular
expressions are supported.

Note: The expression is case sensitive.

Display You can limit the number of lines you want to
display.

= Select Beginning of file to limit the display to
the number of lines specified in the Number of
Lines field (described below) starting from the
top of the file.

= Select End of file to limit the display to the
number of lines specified in the Number of
Lines field (described below) starting from the
bottom of the file.

Note: If you select Beginning of file or End of
file, you also need to specify a value in the
Number of Lines field, described below.

To display all the lines in the file, leave both the
Display and the Number of Lines field empty.

Number of Lines Specify the number of lines you want to display
from the beginning or end of the file.

If you enter an expression to match or exclude, the
display contains or omits the first (if you select
Beginning of file) or last (if you select End of file)
number of occurrences of that expression. For
example, if you enter TCP in the Exclude
Expression field, then select Beginning of file
from the Display drop-down, and enter 10 in the
Number of Lines field, the display contains the
first 10 occurrences of the expression TCP found
starting from the beginning of the file.

Note: To display all the lines in the file, leave this
field and the Display field (described above)
empty.
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Parameter/Button Description

Run Click this button to display the contents of the
selected file. The file contents display in a pop-up
window.

Display network connections

Use Display network connections to review your network connections and transport
protocol statistics. The status information can indicate areas where a protocol is having a
problem.

This tool is equivalent to the UNIX command netstat -pn [-t] [-u] [-w] [a]
[-11 [-cl.

The Display network connections tool uses the parameters described in the table below:

Parameter/Button Description

Protocol Leave this field empty to display statistics for all
transport protocols or select from these options:

= RAW only displays raw IP protocol statistics.
This option is equivalent to the netstat UNIX
command option -w.

= TCP only displays TCP protocol statistics. This
option is equivalent to the netstat UNIX
command option -t.

= UDP only displays UDP protocol statistics. This
option is equivalent to the netstat UNIX
command option -u.

Connection Leave this field empty to display information for all
non-listening connections or select from these
options:

= All connections displays information for all
current connections. This option is equivalent to
the netstat UNIX command option -a.

= Listening connections displays information
for listening connections only. This option is
equivalent to the netstat UNIX command
option -1.

Mode Select Run Continuously if you want to poll the
network status continuously every five minutes.
This option is equivalent to the netstat UNIX
command option -c.

When Run Continuously is not selected, the
network status is polled once.

Match Expression Enter an expression to display only lines that match
that expression in the output. UNIX regular
expressions are supported.

Exclude Expression Enter an expression to exclude lines that match
that expression from the output. UNIX regular
expressions are supported.

Run Click this button to display the network connection
information. The information displays in a pop-up
window.
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Display network interface details
Use Display network interface details to display the status of a currently active interface on
the appliance. This tool is equivalent to the UNIX command ifconfig.

The Display network interface details tool uses the parameters described in the table

below:
Parameter/Button Description
Interface Select the network interface on the appliance
whose status you want to display.
Note: If you leave this field empty, the status of all
active network interfaces display.
Run Click this button to display the status of the

selected network interface. The status displays in a
pop-up window.

Display network traffic
Use Display network traffic to monitor packets that are transmitted and received on the
network. This tool is equivalent to the UNIX command tcpdump.

The Display network traffic tool uses the parameters described in the table below:

Parameter/Button Description

Host Specify the IP address or hostname of the host you
want to monitor.

Match Expression Enter an expression to show only network traffic
that matches that expression in the display; For
example, if you specify the expression echo, only
network traffic from the specified host that includes
the expression echo is displayed.

UNIX regular expressions are supported.

Exclude Expression Enter an expression to exclude network traffic that
matches that expression from the display; For
example, if you specify the expression echo, all
traffic except traffic that contains echo will be
displayed.

UNIX regular expressions are supported.
Run Click this button to display network traffic between

the appliance and the specified host. The
information displays in a pop-up window.
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Display process summary

Use Display process summary to show a list of the currently running processes and see
how long they have been running. This tool is equivalent to the UNIX command

top -b -n 1.

The Display process summary tool uses the parameters described in the table below:

Parameter/Button Description

Match Expression Enter an expression to display only processes that
match that expression. UNIX regular expressions
are supported.

Exclude Expression Enter an expression to exclude processes that
match that expression from the display. UNIX
regular expressions are supported.

Run Click this button to display the list of currently
running processes. The list displays in a pop-up
window.

Display routing table
Use Display routing table to see the routes through which traffic flows from the appliance.
This tool is equivalent to the UNIX command ip route.

The Display routing table tool uses the parameters described in the table below:

Parameter/Button Description

Destination Host = Leave this field empty if you want to see the
entire IP routing table.

= Specify the IP address or hostname of a host to
see IP routing information from the appliance to
that host.

Run Click this button to obtain the routing table. The
routing table displays in a pop-up window.

Edit text file
Use Edit text file to edit files on the appliance. The Edit text file tool uses the parameters
and buttons described in the table below:

Parameter/Button Description
Category Select the type of file you want to edit.
File Displays a list of files for the type selected in the

Category field (described above). Select the file
you want to edit.

Edit Click this button to display the file for editing. After
editing the file, click Save or Revert.

Save Click this button to save the edits you make to the
file.

Revert Click this button to cancel the edits you make to the

file. After clicking Revert, click Save to save the
reverted text.

ArcSight Confidential ArcSight Connector Appliance Administrator’s Guide 39



4 System Admin - Connector Appliance

List directory
Use List directory to display the contents of a directory on the appliance. This tool is
equivalent to the UNIX command Is -alh.

The List directory tool uses the parameters described in the table below:

Parameter/Button Description

Directory Specify the directory whose contents you want to
display. For example: /opt/arcsight/appliance

Run Click this button to display the directory list. The list
displays in a pop-up window.

List processes

Use List processes to display the top CPU processes that are currently running together
with memory and resource information. This tool is equivalent to the UNIX command
ps -ef.

The List processes tool uses the parameters described in the table below:

Parameter/Button Description

Match Expression Enter an expression to display only the top
processes that match that expression. UNIX regular
expressions are supported.

Exclude Expression Enter an expression to exclude processes that
match that expression from the display. UNIX
regular expressions are supported.

Run Click this button to display the list of the top
processes. The list displays in a pop-up window.

Ping host

Use Ping host to test if a particular host is reachable across an IP network and to measure
the round-trip time for packets sent from the appliance to the host. This tool is equivalent
to the UNIX command ping.

The Ping host tool uses the parameters described in the table below:

Parameter/Button Description

Host Specify the IP address or hostname of the host you
want to ping.

Run Click this button to ping the specified host. The ping
results display in a pop-up window.
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Resolve hosthame
Use Resolve hostname to look up a hostname in the Domain Name Server and convert it to
an IP address. This tool is equivalent to the UNIX command host.

The Resolve hostname tool uses the parameters described in the table below:

Parameter/Button Description

Hostname Specify the hostname you want to resolve to an IP
address.

Run Click this button to look up the hostname in the

Domain Name Server. The result displays in a
pop-up window.

Scan network ports
Use Scan network ports to scan a specific host on the network for open ports. This tool is
equivalent to the UNIX command nmap [-p].

The Scan network ports tool uses the parameters described in the table below:

Parameter/Button Description

Host Specify the IP address or hostname of the host
whose ports you want to scan.

Port Range Optional. Specify a range of ports you want to scan.
Separate port numbers in a range by a dash (-) and
individual port numbers by a comma. For example,
80-90, 8080.

If you do not provide a port range, all ports on the
specified host are scanned.

This option is equivalent to the netstat UNIX
command option -p.

Run Click this button to start scanning ports on the
specified host. The result displays in a pop-up
window.

Send signal to container

Use Send signal to container to send a terminate command to a container. This tool is
equivalent to the UNIX command kil -severity (where severity is either -15 or
-9).

The Send signal to container tool uses the parameters described in the table below:

Parameter/Button Description

Severity Select the severity of the terminate command you
want to send to the container. You can select KILL
(UNIX kil command option -9) or TERM (UNIX
kill command option -15).

Container Select the container to which you want to send the
signal.
Run Click this button to send the signal. The result

displays in a pop-up window.
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Tail file

Use Tail file to display the last ten lines of a system, application, or log file. This tool is
equivalent to the UNIX command tail -F.

The Tail file tool uses the parameters described in the table below:

Parameter/Button Description
Category Select the type of file you want to edit.
File Displays a list of files for the category selected in

Match Expression

Exclude Expression

Run

the Category field (described above). Select the
file from which you want to display the last ten
lines.

Enter an expression to display only lines that match
that expression. UNIX regular expressions are
supported.

Enter an expression to exclude lines from the
display that match that expression. UNIX regular
expressions are supported.

Click this button to display the last ten lines of the
file you selected. The lines display in a pop-up
window.

Trace network route

Use Trace network route to display the specific network route between the appliance and a
specified host. This tool is equivalent to the UNIX command traceroute.

The Trace network route tool uses the parameters described in the table below:

Parameter/Button Description

Host Specify the IP address or hostname of the host
whose route you want to trace.

Run Click this button to display the network route. The

information displays in a pop-up window.

Logs

Your system can generate audit logs at the application and platform levels. Use the Logs
sub-menu to search audit logs and configure audit forwarding so that the system can send
audit events to a destination, such as ESM.

Audit Logs

Your ArcSight system’s audit logs are available for viewing. Audit logs, as Common Event
Format (CEF) audit events, can be sent to ArcSight ESM directly for analysis and
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correlation. For information about forwarding audit events, see “Audit Forwarding” on
page 43.

Audit Logs

Search Audit Logs

Timestamp  09/16/2010 [ v —  oo/1e/2010 3 v
Description expired

User admin

Gearch

Search Results

User Description Timestamp +
admin Session expired 08/16/2010 11:00:14
admin Session expired 08/16/2010 10:38:13
admin Session expired 08/16/2010 10:16:13
admin Session expired 08/16/2010 10:12:12
admin Session expired 08/16/2010 10:02:12

To view audit logs:

1 Click Setup > System Admin from the top-level menu bar.

2  Click Audit Logs from the Logs section.

3  Select the date and time range for which you want to obtain the log.
4

To refine the audit log search, optionally specify a string in the Description field and
user name in the User field. When a string is specified, only logs whose Description
field contains the string are displayed. Similarly, when a user is specified, only logs
whose User field contains the username are displayed.

5 Click Search.

Audit Forwarding

You can forward audit events to ArcSight ESM for correlation and analysis. To configure
audit forwarding, you need to have an existing syslog daemon connector configured to the
destination where you want to send the audit events.

Each time you re-register a destination for a syslog connector, you have to
— re-configure audit forwarding.

MNote

To forward audit events to specific ESM destinations:

1 Click Setup > System Admin from the top-level menu bar.
2  Click Audit Forwarding from the Logs section.
3  Select destinations from the Available Destinations list and click the right arrow icon

() to move the selected destination to the Selected Destinations list. You can select
multiple destinations at the same time and move them over. Or you can move all

available destinations by clicking the () icon.

The destinations are ESM destinations that you configure on the ESM Destinations
page (Configuration > Event Input/Output > ESM Destinations).

ArcSight Confidential ArcSight Connector Appliance Administrator’s Guide 43



4 System Admin - Connector Appliance

Audit Forwarding

Audit Destinations

Available Destinations Selected Destinations
testl

EFE

Save

4  Click Save Settings.

Storage

Use the Storage sub-menu to add an NFS mount or a CIFS mount, or SAN (if applicable)
and to view the status of the hard disk array (RAID) controller and specific system
processes.

Remote File Systems

Your system can mount Network File System (NFS) and CIFS (Windows) shares. As a
result, it can read log files and event data from UNIX, Linux, Windows remote hosts, and
any Network Attached Storage (NAS) solutions based on these operating systems. You
need to establish a CIFS mount before you can add a file-based connector on a Windows
system to the Connector Appliance.

Your system supports only NFS v3.0.

Managing a Remote File System
Make sure the following requirements are met before you mount a share.

File System Requirements
Type
CIFS = A user account with read-write privileges to the share exists on
(Windows) the Windows system.
= The folder to which you are establishing the mount point is
configured for sharing.
Note: NTLMv2 authentication is supported.
NFS = Grant your ArcSight system read and write permission on the

NFS system.

= The account name is ‘arcsight’, but use numeric ids instead:
1500 for uid, or 750 for gid.

To add a Remote File System mount:

1 Click System Admin from the top-level menu bar.

2 Click Remote File Systems under the Storage section in the left panel.
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the resulting form.

3 Click Add from the top left side of the page and enter values for the following fields in

Parameter

Description

Select File System

Type
NFS Settings

Name

Hostname / IP
Address

Remote Path (for
NFS)

Mount Options

Description

CIFS Settings

Choose whether you want to mount an NFS or a CIFS
share.

A meaningful name for the mount point. The name cannot
contain spaces. This name is used locally on your system to
refer to the mount point.

Host name or IP address of the host to which you are
creating the mount.

The folder on the remote host that will act as the root of the
network file system mount. For example,
/public/system_logs.

Make sure that only this system can write to the location
you specify in this field. If multiple systems (or other
systems) mount this location and write to it, data on this
location will be corrupted.

Autofs options. For example, ro for read-only from the
remote host, rw for read-write, or hard to keep retrying
until the remote host responds.

Note: Even if you configure rw permission at your mount
point, rw permission is not granted to the remote host if the
host is configured to allow read-only access.

Important: For log file connectors (for example, the
Symantec AntiVirus connector), you need to enable the
directio option so that Connector Appliance can process
new events. Enter rw,directio in the File System Mount
Options field.

A meaningful description of the mount point.

Name A meaningful name for the mount point. The name cannot
contain spaces. This name is used locally on your system to
refer to the mount point.

Location Enter the share name in one of the following ways:

* Share name in this format:
IP Address or Hostname: share_name
For example, 198.0.2.160:myshare
This folder needs to be configured for sharing.
(Typically, to configure a Windows folder for sharing,
right click on the folder name > Properties > Sharing.)

e UNC path
For example, //198.0.2.160:/public/myshare
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Parameter Description

Mount Options Autofs options. For example, ro for read-only from the
remote host, rw for read-write, or hard to keep retrying
until the remote host responds.

Note: Even if you configure rw permission at your mount
point, rw permission is not granted to the remote host if the
host is configured to allow read-only access.

Important: For log file connectors (for example, the
Symantec AntiVirus connector), you need to enable the
directio option so that Connector Appliance can process
new events. Enter rw,directio in the File System Mount
Options field.

Description A meaningful description of the mount point.
Credentials for CIFS

Username Name of the user account with read-write privileges to the
Windows share.

Make sure the username is prefixed with the domain
information. For example, tahoe/arcsight.

Password Password for the user name specified above.

4  Click Add.

All mount points are created under Zopt/mnt. Note the name of the mount point you
create. You need to specify this name when adding a connector that will use this share
to the Connector Appliance.

To edit a Remote File Systemn mount:

You cannot edit a mount point if it is in use. The edit link is not displayed if
the mount point cannot be edited.

Note If you rename a mount point, access to the archives that were made using
the original name is lost until you revert the mount point name to the original
name.

1 Click System Admin from the top-level menu bar.
2 Click Remote File Systems under the Storage section in the left panel.

3 Select the mount point you want to edit and click Edit from the top left side of the
page.

4 Change the field values.
5 Click Save.

To delete a Remote File System mount:

You cannot delete a mount point that is in use. Once stopped, expect up to a
— two minute delay before the mount can be edited or deleted.

Note The Delete link is displayed only if the mount point can be deleted.

1 Click System Admin from the top-level menu bar.
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2 Click Remote File Systems under the Storage section in the left panel.

3 Select the mount point you want to delete and click Delete from the top left side of

the page.

RAID Controller/Hard Disk SMART Data

1 Click System Admin from the top-level menu bar.

2 Click RAID Controller under the Storage section in the left panel to display a page
similar to the one shown in the following figure.

The information displayed depends on the hardware model of your system.

Note

Status of RAID Controller
2 General Controller Infomation
Type: RAID-5

State: Optimal

Versions

Product Hame
Serial No 1122332d55667788
FW Package Build: 6.1.1-0047

Image Versions In Flash

1.21_02-0528
2.01.00
1.1-46-e_15-Rel
1.02-014B

Boot Block Version : 1.00.00.01-0011

HW Configuration

SAS Address 50024e805edb8600
BBU Present

Blarm Bbsent

HVRAM Present

Serial Debugger : Present

Memory
Flash
Menory Size

Device Present

[Virtual Drives
Degraded
DEfline

Physical Devices
Diska
Critical Disks
Failed Disks

2
o
o
7
&
o
o

Error Counters

Memory Correctable Errors (]
Memory Uncorrectable Errors - 0

Drive states
0: Online

1: Online
2: Online

PERC 6/i_ Integrated

This information is not needed during normal system operations, but it can be helpful for
diagnosing specific hardware issues. Due to the redundant nature of RAID storage, unit
failure does not disable your system. Instead, performance degrades. Use this report to
determine whether a performance issue is caused by a disk failure. ArcSight Customer
Support can use this information to better diagnose problems, as well.

On models Clxxx, C3xxx, C13xx, and C32xx the Hard Disk SMART Data menu item displays
in the left pane instead of the RAID Controller menu item. Click Hard Disk SMART Data
from the Storage section in the left pane to display diagnostic information from the hard

drive.
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FTP

Blue Coat Proxy SG connectors support multiple ways to deliver their log files to the
appliance. This section details how to enable the use of FTP for this purpose (For details on
other methods, refer to the SmartConnector Configuration Guide for Blue Coat Proxy SG).
The default for having FTP enabled is disabled. In order to use this protocol, you need to
enable it on the appliance and set a maximum directory size for the accumulated files. You
can perform these steps, as well as manage subdirectories and passwords, from the FTP
page shown below.

= | FTP Settings
[] Enable FTP
Is FTP Running? Mo
Maximurn Size (MB)
FTP Username filetransfer

FTP Password

To enable FTP,

1 Click Setup = System Admin from the top-level menu bar.

2 Click FTP from the Storage section.

3  From within FTP Settings, check the Enable FTP check box.

4  Enter a maximum directory size. When doing so, keep the following in mind:

¢ The maximum directory size cannot be greater than that allowed on your
appliance model (see “Models Supporting FTP” on page 50). You may change the
maximum size at any point, as long as the new size is greater than the total size
of all currently stored data.

¢ If the maximum you have set is exceeded, FTP stops automatically.
¢ Once the file limitation is back within range, FTP automatically restarts.

5 Enter a password.

I Anonymous FTP is not supported.

.
Caution
6 Click Save.
= Only file put operations are supported by the FTP server. There is no
n capability to retrieve data from the appliance.
Tip = Data is processed faster and more efficiently when transferred in many

small files in lieu of fewer large files.
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Adding a Subdirectory
Based on naming convention, incoming log files from different devices can potentially
conflict within the same directory. To prevent this, you can create subdirectories to
separate them. This window also shows the current size of the subdirectory.

ah Add b Delet
Sub-Directory Current Size (MB)
abc 0.008

Creating subdirectories is a good practice, as it allows you to verify how much
n space is being used and to easily delete subsets of file data.

Tip

To add files to the subdirectory,

1 From within the appliance, go to Setup > System Admin > FTP.
2 In the Subdirectory window, click the Add button to name the subdirectory.
The name appears in the window and displays its current size.

3 From the BlueCoat device’s configuration page, enter only the subdirectory name in
the Path: field, then complete the device’s configuration.

When naming subdirectories, the standard Linux directory naming
— conventions apply.

Note

Receiving log data input via FTP

Receiving input from a connector via FTP requires that some steps be performed outside of
the appliance. The following steps allow for the successful transfer of log data.

1 Enable FTP on the appliance. For instructions, see “FTP” on page 48.

2  Configure the SmartConnector. For instructions on how to do this, see the
SmartConnector Configuration Guide for Blue Coat Proxy SG.

When configuring the BlueCoat SmartConnector for use with FTP, set up
n the SmartConnector to delete files after processing. This step helps to
prevent an over accumulation of files on the FTP server.

Tip
To do so, from within the agent.properties DeleteFile, change
agents[0] - foldertable[0] .mode=RenamelnSameDirectory to
agents[0].foldertable[0] -mode=DeleteFile.
When configuring the BlueCoat SmartConnector for use with FTP, point
n the connector to /opt/arcsight/incoming/<or subdirectory>.
Tip
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3 Configure the device. For instructions on how to do this, see the documentation for
your device.

Models Supporting FTP

The following table lists the Connector Appliance models that support the use of FTP. It can
also assist in determining the maximum directory size allowed for storing FTP files.

Model Name Maximum Directory Size (MB)

C1300 102,206 (95 GB)

C5400 293,348 (235 GB)
C5100 286,277 (240 GB)
C5200 245,854 (240 GB)
C3400 246,568 (275 GB)
C3200 241,183 (285 GB)

Security

Security settings enable you to configure SSL Server certificates, enable and disable FIPS
(Federal Information Processing Standards) mode on your system, and configure SSL client
authentication for CAC support.

SSL Server Certificate

Your system uses Secure Sockets Layer (SSL) technology to communicate securely over an
encrypted channel with its clients—users, SmartConnectors when using the
SmartMessaging technology, and other ArcSight systems. Your system ships with a
self-signed certificate. Although you can use this certificate, ArcSight strongly recommends
using a CA-signed certificate.

To facilitate obtaining a CA-signed certificate, your system can generate a Certificate
Signing Request. Once a signed certificate file is available from the CA, it can be uploaded
to your system for use in subsequent authentication.

Your system generates an audit event when the installed SSL certificate is going to expire
in less than 30 days or has expired. The event with Device Event Class ID “platform:407” is
generated periodically until you replace the certificate with the one that does not expire
within 30 days. For more details about this event, see the Audit Logs appendix at the end
of this book.

Generating a Certificate Sighing Request

The first step in configuring an SSL certificate is to generate a Certificate Signing Request
(CSR). The CSR must be generated on the system for which you are requesting a
certificate. That is, you cannot generate a CSR for System A on System B or use a
third-party utility to generate it.

The resulting CSR should be sent to a CA, such as VeriSign, which responds with a signed
certificate file.

To generate a certificate signing request:

1 Click Setup > System Admin from the top-level menu bar.
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2 Click SSL Server Certificate from the Security section in the left panel to display the
Generate Certificate Signing Request page.

ArcSight SSL Settings

Generate CSR | | Install Cert | | View Results

Generate Certificate Signing Request

Please enter the Certificate Settings

Country (2-letter code):
State/Province:
City/Locality:
Organization Name:
Organizational Unit:
Hostname:

Email Address:

Private Key Password:

Generate CSR

ArcSight, Inc.
Support Team
IoggerA.arcsight.com

support@arcsight.com

3 In the Generate CSR tab, enter new values for the following fields:

Parameter

Description

Country

State / Province

City / Locality

Organization Name

Organizational Unit

Hostname

Email Address

Private key
password

Private Key Length

A two-letter country code, such as ‘US’ for the United
States.

State or province name, such as ‘California.’
City name, such as ‘Cupertino.’

Company name, governmental entity, or similar overall
organization.

Division or department within the organization.

The host name or IP address of this system.

When specifying the host name, make sure that this name
matches the name registered in the Domain Name Service
(DNS) server for the system. Additionally, this name must
be identical to the host name specified in “NICs” on

page 29.

Note: If the host name or IP address of this system
changes in future, you must generate a new CSR, obtain a
new certificate, and upload it .

The email address of the administrator or contact person
for this CSR.

The password to secure the private key on the appliance.
This password is not included in the generated CSR. It is
stored locally on your system.

Select the length (in bits) of the private key: 1024, 2048,
or 4096.

4  Click Generate CSR to generate a Certificate Signing Request.

Installing a Signed Certificate
After you have obtained a signed certificate, you need to install the signed certificate file on
your system.

To install a signed certificate:

1 Click Setup > System Admin from the top-level menu bar.
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2 Click SSL Server Certificate from the Security section in the left panel.

3 On the Install Cert tab, click Browse to find the signed certificate file on your local
file system.

ArcSight SSL Settings
[Generate C5R || Install Cert || View Resuits
Upload Signed Certificate
Note: After uploading the new certificate, close and re-open the browser.

Please select the signed Certificate file

Browss.

Upload and Install

4  Click Upload and Install to install the specified certificate.

Certain browsers require that you close your current browser and restart it for the new
certificate to take affect. If you are aware of this requirement for your browser or are
unsure of it, restart your browser.

Viewing Certificate Installation Results
Click the View Results tab to display the results of the most recently installed certificate.

SSL Client Authentication (CAC Authentication)

Your system supports client authentication using SSL certificates. SSL client authentication
is a form of two-factor authentication that can be used as an alternate or in addition to
local (user name and password), RADIUS, and LDAP authentication. As a result, your
system can be configured for SmartCards, such as Common Access Card (CAC) based
authentication. CAC is a standard identification card for active duty members of the
Uniformed Services, Selected Reserve, DOD civilian employees, and eligible contractor
personnel.

To configure Connector Appliance to support CAC, you need to upload a trusted certificate
and a certificate revocation list (CRL), and enable client authentication.

Uploading Trusted Certificates

A trusted certificate is used to authenticate users that log in to your system. The certificate
needs to be in Privacy Enhanced Mail (PEM) format.

To upload a trusted certificate:

=

Click System Admin from the top-level menu bar.
2 Click SSL Client Authentication from the Security section in the left panel.

3 On the Trusted Certificates tab, click Browse to find the trusted certificate on your
local file system.

4 Click Upload.
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The trusted certificate is uploaded and listed in the “Certificates in Repository” list on
the same page where you uploaded it.

Trusted Certificates Certificate Revocation List

Trusted Certificates
Upload Certificate

The certificate file needs to be in the PEM format.
Upload File: Browse..

Upload

Certificates in Repository

[7] certificate Name Start date Expiration Date

Delete

To view details about a trusted certificate, click the link displayed in the Certificate Name
column.

To delete a trusted certificate, select the certificate and click the Delete button.

Uploading a Certificate Revocation List

A certificate revocation list (CRL) is a computer-generated record that identifies certificates
that have been revoked or suspended before their expiration dates. To support CAC, you
need to upload a CRL file to your ArcSight system. The CRL file needs to be in PEM format.

To upload a CRL file:

=

Click System Admin from the top-level menu bar.
2 Click SSL Client Authentication from the Security section in the left panel.

3 In the Certificate Revocation List tab, click Browse to find the CRL file on your
local file system.

4  Click Upload.

The CRL is uploaded and listed in the Certificate Revocation List.

Tusted Certificates Certificate Revocation List

Certificate Revocation List

Upload Certificate Revocation List

The CRL file needs to be in the PEM format.
Upload File: Browse.

Upioad

Certificate Revocation List

[@] Issuer Hame Last Update Next Update

m

Delete

To view details about a CRL, click the link displayed in the Issuer Name column.

To delete a CRL file, select it and click the Delete button.
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Enabling Client Authentication

To enable client certificate authentication, see “Client Certificate Authentication” on
page 57.

FIPS 140-2

Your system supports the Federal Information Processing Standard 140-2 (FIPS 140-2).
FIPS 140-2 is a standard published by the National Institute of Standards and Technology
(NIST) and is used to accredit cryptographic modules in software components. The US
Federal government requires that all IT products dealing with Sensitive, but Unclassified
(SBU) information meet these standards.

If your system needs to be FIPS 140-2 compliant, you can enable FIPS on it. Once you do
so, the system uses the cryptographic algorithms defined by the NIST for FIPS 140-2 for all
encrypted communication between its internal and external components.To be fully FIPS
140-2 compliant, all components that work together need to be in FIPS mode. When you
enable FIPS on the Connector Appliance, the appliance becomes FIPS enabled and meets
the standards for cryptographic algorithms defined by the NIST. However, you still need to
enable FIPS mode on the containers. Refer to “Enabling and Disabling FIPS on a Container”
on page 116.

To enable or disable FIPS mode on the Connector Appliance:
1 Click Setup > System Admin from the top-level menu bar.

2  Click FIPS 140-2 from the Security section in the left panel.

= If you have just rebooted the appliance, wait 5 minutes before clicking
= FIPS 140-2 so that the system has time to load the FIPS page.

Mote

Click Enable or Disable in the Configure FIPS Mode area.
Click the Save button.

If the System Reboot Required message displays, click the System Reboot link.

o o M~ W

Check that the appropriate CA certificates are present in the trust store so that
connectors can validate their destinations (ArcSight ESM or Logger) successfully. If the
appropriate CA certificates are not in the trust store, you need to add them. For
information on viewing and adding certificates, see “Running a Command on a
Container” on page 125.

The FIPS Status Table shows which applications and servers are FIPS enabled.

Users/Groups

Use the Users/Groups sub-menu to configure Connector Appliance users and user
groups, and to set authentication options.

Authentication

The Authentication settings enable you to specify settings and policies for login, password,
and the authentication mechanism to use.
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Login

The Login (Global) Settings page lets you specify the maximum number of simultaneous

sessions for a single user account.

The form, shown in the following figure, also lets you specify how many seconds of
inactivity to allow before automatically ending the current session. The default is 900 (15

minutes).

Authentication Settings

{ Login | [ Passwords | [ Authentication |
Global Settings
Max Simultaneous Logins per User

15

Session Inactivity Timeout in Seconds
900

Days After Which an Inactive User Account is Disabled

0

Save Settings

To change login settings:

1 Click Setup = System Admin from the top-level menu bar.

2 Click Authentication from the Users/Groups section.

3 On the Login tab, update the parameters described in the following table.

Parameters

Description

Max Simultaneous Logins per User

The maximum number of simultaneous
sessions allowed for a single user account
(this helps ease denial of service attacks).

The default is 15.

Session Inactivity Timeout in
Seconds

How many seconds of inactivity to allow
before automatically ending the current
session.

The default is 900 seconds (15 minutes).

Note: On a slow network or when
Connector Appliance is under heavy load,
upgrade operations might be interrupted
by a session timeout. Increase the session
timeout to prevent this interruption.

Note: This value does not apply to the
user interface pages accessed through the
Monitor menu. If a user is on any of the
Monitor menu pages and the session has
been inactive for the specified number of
minutes, the user’s session remains
active.

Days After Which an Inactive User
Account is Disabled

The number of days after which Connector
Appliance disables an inactive user.

The default value is 0.

4  Click Save Settings to make the changes, or click another tab or sub-menu to cancel.
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Passwords

The Passwords tab enables you to set password policies such as the minimum and
maximum number of characters and other requirements for passwords.

Authentication Settings

Login | | Passwords

Authentication

Password Settings

Enable Password Lockout '@/vez /o

3 Number of failed attempts before lockout

60 Maximum time between attempts (in seconds)
15 Lockout duration (in minutes)

Enable Password Expiration @ves N

90 Days until password expires

5 Days before expiration to notify user

Enable Password Validation '@ ves |_/No

Password Length Limits
10 Minimum password length

20 Maximum password length

Minimum Requirements

2 Numeric characters [0-9]

o Uppercase characters [A-Z]

o Lowercase characters [a-z]

2 Mon-alphanumeric characters [157%...]

2 Number of characters different from old password

Allow Automated Password Reset '@ ves | _/No

Save Settings

To change the password settings:

1 Click Setup > System Admin from the top-level menu bar.

2  Click Authentication from the Users/Groups section.

3 In the Passwords tab, update any or all of the parameters listed in the following

table:

Parameter

Description

Enable Password
Lockout

Number of failed

attempts before lockout

Maximum time
between attempts (in
seconds)

Lockout duration (in
minutes)

Enable Password
Expiration

Days until password
expires

Choose Yes to enforce the password policy as defined
by the following three settings. The default is No.

Default is 3.

Default is 60, or one minute.

Default is 15.

Choose Yes to expire passwords automatically. The

default is No.

The default is 90.
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Parameter

Description

Days before expiration
to notify user

Enable Password
Validation

Minimum password
length

Maximum password
length

Numeric characters

Uppercase characters

Lowercase characters

Non-alphanumeric
characters

Number of characters
different from old
password

Allow Automated
Password Reset

The default is 5.

Choose Yes to enforce the length limits and other
requirements for new passwords. The default is No.

Enter the minimum number of characters in a
password. The default is 10.

Enter the maximum number of characters in a
password. The default is 20.

Enter the minimum number of numeric characters
(0-9) in a valid password. The default is 2.

Enter the minimum number of uppercase characters
(A-2Z) in a valid password. The default is O.

Enter the minimum number of lowercase characters
(a-z in a valid password. The default is O.

Enter the minimum number of characters that are not
digits or letters that are required in a valid password.
The default is 2.

The default is 2.

Enables the “Forgot Password” link on the Login screen
that enables users to reset their own password if they
forget them. The default is No.

4  Click Save Settings to make the changes, or click another tab or sub-menu to cancel.

Authentication

Besides providing local authentication, your system supports optional RADIUS, LDAP, and
client certificate authentication. You cannot enable all authentication methods at the same
time. If any of these methods have the “Allow password fallback” setting set to Yes, local

authentication is used.

Client Certificate Authentication

Even if SSL client certificate authentication is enabled on the system, a user name must be
defined on it for users to connect to it. See “Users” on page 61 for specifics about setting
up a user name for client certificate authentication.

The default ‘admin’ user is exempt and can log on without a certificate even if client

certificate authentication is configured on your system.

Caution

All SSL client certificates used for authentication must be FIPS compliant (that
is, hashed with FIPS compliant algorithms) even if FIPS is not enabled on your

To configure client certificate authentication:

1 Click Setup > System Admin from the top-level menu bar.

2  Click Authentication from the Users/Groups section.
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3 In the Authentication tab, update any or all of the parameters listed in the following

table.

Parameter

Description

Use client certificate

Require additional
password

Allow password fallback

Select Yes to enable client certificate authentication.
Default: No

Select Yes to require a password in addition to a client
certificate for authentication. This is the password
configured for a user’'s name on your system. (See
“User Management” on page 60 for more information.)

Default: No
Select Yes if a user should be allowed to log in to your

system using local password when a certificate is not
available or is invalid.

Default: No

4  Click Save Settings.

You must reboot your system for the changes to become effective. See “Reboot” on

page 28.
RADIUS Authentication

A user name must exist on your system even if RADIUS authentication is enabled. User
name must match the one that exists for the user on the RADIUS server, although
passwords can be different. The users must use the RADIUS password to log in.

The default ‘admin’ user is exempt and can log in even if a RADIUS account does not exist.

To configure RADIUS authentication settings:

1 Click Setup > System Admin from the top-level menu bar.

2  Click Authentication from the Users/Groups section.

3 In the Authentication tab, update any or all of the parameters listed in the following

table.
Parameter Description
Use RADIUS Select Yes to enable RADIUS authentication.

authentication

Allow local password
fallback

RADIUS server
hostname[:port]

Shared authentication
secret

NAS IP Address

Default: No

Select Yes if a user should be allowed to log in to your
system using local password when RADIUS
authentication fails or is not available.

Default: No
Note: The default ‘admin’ user is exempt and can log in

even if this option is set to No.
The host name and port of the RADIUS server.

The RADIUS passphrase.

The IP address of the Network Access Server (NAS).
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4  Click Save Settings.
5
LDAP/AD Authentication

Parameter

Description

Request timeout (in
seconds)

Number of retries

Length of time to wait for a response from the RADIUS
server (in seconds).

Default: 10.

Number of times to retry a RADIUS request.
Default: 1.

Reboot your system for the changes to become effective. See “Reboot” on page 28.

A user account for each user must exist locally on your system even if LDAP authentication
is enabled. Although the user name specified locally can be different from the one specified
on the LDAP server, the Distinguished Name (DN) specified for each user account must
match the one specified on the LDAP server.

The default ‘admin’ user is exempt and can log in even if an LDAP account does not exist.

To configure LDAP authentication settings:

1

2

Click Setup > System Admin from the top-level menu bar.

Click Authentication from the Users/Groups section.

In the Authentication tab, update any or all of the parameters listed in the following

table.

Parameter

Description

Use LDAP/AD
authentication

Allow local password
fallback

LDAP server
hostname[:port]

Backup LDAP Server
Hostname[:Port]

Request timeout (in
seconds)

Select Yes to enable LDAP authentication.
Default: No
Select Yes if a user should be allowed to log in to your

system using local password when LDAP authentication
fails or is not available.

Default: No

Note: The default ‘admin’ user is exempt and can log in
even if this option is set to No.

The host name or IP address and port of the LDAP
server in this format:

Idap://<hostname or IP address>:<port>

(Optional) The backup LDAP server to use if the
primary server does not respond. This server is not

tried if an authentication request to the primary server
fails.

Use the same format as the primary server to specify
the host nhame and port.

Length of time to wait for a response from the LDAP
server (in seconds).

Default: 10.
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4

Click Save Settings.

You must reboot your system for the changes to become effective. See “Reboot” on
page 28.

Login Banner

You can customize the message on the login screen to suit your needs. The message you
enter is displayed above the Username and Password fields on the login screen, as shown
in the following figure. The message can only contain text; you cannot include images in it.

This is a restricted access system. Accessing this
system requires that you ....

[ 1 agree

ArcSight Login

Use a valid username and
password to gain access to

e Avesintconsole 7

Login

In addition, you can enter a confirmation message that the user must click to enable the
Username and Password fields.

You must have the “Configure Login Settings” permission enabled for your user account to
edit the login banner.

To customize your login banner:

1
2

5

Click Setup > System Admin from the top-level menu bar.
Click Login Banner from the Users/Groups section.
Enter the text you want to display as the login banner in the Content field.

You can only enter unformatted text in this field. However, you can apply standard
HTML tags to display formatted text. Loading images in this field is not allowed.

(Optional) Enter a confirmation string in the Confirmation field.

If you enter a string in this field, it inserts a check box that the user must click to
enable the Username and Password fields. For example, you can enter “Are you sure?”,
“Do you want to proceed?”, or “I agree” in this field if the users of this system must
confirm their intent before proceeding further.

Click Save.

User Management

Use the Users and Groups tabs to manage the users and user groups on your system. User
groups are a way to enforce access control to various sections of your system.
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Users

Use the Users tab to manage the users that can log in to your system. You can add a new
user, edit user information, or delete a user at any time. You must have the appropriate
System Admin group rights to perform these functions.

Reset Password

You can also reset the password of a user without knowing their password using the reset
password feature. Using an SMTP configured server, you can reset a user’s password by
clicking the Reset Password button. An automated email is sent to the user with the new
password string. The user must use this temporary string to login within the time specified
in the email. If the user does not log in within the specified time, an admin user can reset
their password again to generate another temporary password. The user must be activated
before resetting the password.

Users can be activated by editing and checking the active flag, then saving the
changes.
Note

To add a new user:

1 Click Setup > System Admin from the top-level menu bar.

2 Click User Management under the Users/Groups section in the left panel.
3 Inthe Users tab, click Add from the top left side of the page.
4

Enter the following parameters.

Parameter Description

Credentials

Login A login name for the user.
Password A password for the user.
Confirm Reenter the password.
Password

Contact Information

Use Client DN If you enabled SSL client authentication or LDAP authentica-
tion, click this link to enter the Distinguished Name (Certifi-
cate Subject) information for the user. Distinguished Name
should be similar to this format:

/ST=California/C=US/L=Cupertino/O=ArcSight,
Inc./0U=Engg Team/CN=UserA/D/emai lAd-
dress=email@xyz.com

To determine the DN, use this URL to display the certificate:
https://<hostname or IP address>/app/cert
OR

Obtain the DN information for a user from the browser that
the user will use to connect to the system. For example, on
Firefox, click Tools > Options > Advanced > Encryption >
View Certificates > Your Certificates > Select the certifi-
cate > View.

First Name First name of the user.

ArcSight Confidential ArcSight Connector Appliance Administrator’s Guide 61



4 System Admin - Connector Appliance

Parameter Description

Last Name Last name of the user.

Email An email address for the user.

Phone Number Phone number for the user. (Optional)

Assign to Groups

System Admin Select Default System Admin Group from the System
Connector Appli-  Admin drop-down box to give the user rights to change the
ance Rights settings in the System Admin menu. Select Default

Connector Appliance Rights Group from the Connector
Appliance Rights drop-down box to give the user rights to
view the Monitor tab and access the Backup/Restore
menu.

Note: Select both Default System Admin Group from the
System Admin drop-down box and Default Connector
Appliance Rights Group from the Connector Appliance
Rights drop-down box to display all the tabs and menus.

5 Click Save and Close.

To edit a user:

Click Setup > System Admin from the top-level menu bar.

Click User Management under the Users/Groups section in the left panel.
In the Users tab, select the user (or users) you want to edit.

Click Edit from the top left side of the page.

Update the user information as necessary.

o a0 A W DN PP

Click Save User.

To delete a user:

A system admin level user account that has been used to upgrade the system
cannot be deleted. For example, if system admin user Joe upgrades the sys-
tem, Joe’s user account can not be deleted from the system once the upgrade
is complete. To remove such a user, disable the user account. To disable a
user account, edit the user account and disable the “Active” option.

Note

1 Click Setup > System Admin from the top-level menu bar.

2 Click User Management under the Users/Groups section in the left panel.
3 In the Users tab, select the user (or users) you want to delete.

4 Click Delete from the top left side of the page.

To reset the password of a user:

An SMTP server must be configured for the automated email containing the
— temporary password to be sent. If an SMTP server is not configured, the

Note password will not be reset because an email cannot be sent.

1 Click Setup = System Admin from the top-level menu bar.
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2 Click User Management under the Users/Groups section in the left panel.
3 In the Users tab, select the user (or users) whose passwords you want to reset.

4  Click Reset Password from the top left side of the page.

Groups
User groups define privileges to specific functions on your ArcSight system and are the way
to enforce access control to these functions. For example, if you want User A to perform
system admin related activities that are not Connector Appliance management specific, you
could assign that user to the System Admin group, but not the Connector Appliance group.

User groups are organized by the following types: Connector Appliance Rights Groups and
System Admin Groups. Each type has a pre-defined, default user group in which all
privileges for the type are enabled. To authorize a subset of the privileges for a specific
group type, create a new user group and only enable the privileges you want to provide,
then assign restricted users to the newly created group.

Connector Appliance Rights Groups

The Connector Appliance Rights Group controls the Connector Appliance application
operations for your ArcSight system, such as viewing the Connector Appliance dashboards
and backup operations.

Read Only Connector Appliance Group

In addition to the Default Connector Appliance Rights Group that enables all privileges,
Connector Appliance now provides more controlled authorizations and a “view only” default
option. A read-only user can view the tabs and the operations within the tabs, as well as
certain operations such as refresh, view certificate list, and logfu.

Refer to your system’s user interface to see a complete list of rights (privileges) available in
this group.

In the Default Connector Appliance Group, under “Application Options”:

= Option rights can now be found here, not under System Admin Groups.

Ti - L

v = Two new management rights (or privileges) allow for control of the
“Manage” and “Repositories” tabs.

System Admin Groups

The System Admin Group controls the system administration operations for your ArcSight
system, such as configuring network information, setting storage mounts, installing SSL
certificates, and user management.

Read Only System Admin Group

In addition to the default System Admin Group that enables all rights (privileges), a Read
Only System Admin Group exists on your system. Users assigned to this group can only
view the System Admin settings, but not change them.

Refer to your system’s user interface to see a complete list of privileges available in this
group.

Managing a User Group
To create a new user group:

1 Click System Admin from the top-level menu bar.
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Click User Management under the Users/Groups section in the left panel.
Click the Groups tab.

Click Add from the top left side of the page.

Define the new group:

a Inthe Group Name field, provide a name for the group.

b In the Description field, provide a description for the group.

c From the Group Type drop-down box, select the group type.

d Click the down arrow icon (| =) next to the group type name to view and select
privileges that you want to assign to the users in this group.

Click Save and Close to save the settings of the group. OR click Save and Edit
Membership to add users to this group.

To edit a user group:

a A W N P

6

Click System Admin from the top-level menu bar.

Click User Management under the Users/Groups section in the left panel.

Click the Groups tab.

Select the Group that you want to edit and click Edit at the top left side of the page.
Update the user group information.

If you need to edit the group’s membership:

a Click Save and Edit Membership to display the Edit Group Membership page,
as shown in the following figure.

b  Click Add from the top left of the Edit Group Membership page.

c Select users you want to add. By default, you can only add users who do not
belong to other groups of the type that you are editing. However, if you want to
add such users, click Show users that belong to other <group_type=>
groups, as shown in the following figure. When you add a user who belongs to
another group of the same group type as the one you are updating, that user is
automatically removed from the previous group.

d Click OK.
e Click Back to Group List.

Click Save and Close.

To delete a user group:

a »~ W N P

Click System Admin from the top-level menu bar.

Click User Management under the Users/Groups section in the left panel.
Click the Groups tab.

Select the Group (or Groups) that you want to delete.

Click Delete at the top left side of the page.
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Change Password

Use the Change Password menu to change your password. This feature is available to all
ArcSight system users for changing their passwords, unlike the Reset Password feature that
enables a system administrator to reset the password of system users without knowing
their passwords.

To change your password:

1 Click Setup > System Admin from the top-level menu bar.

2 Click Change Password under the Users/Groups section in the left panel to display
the Change Password for <User Name> page.

3 Enter the old password, the new password, and enter the new password a second
time to confirm.

4  Click Change Password.

Passwords are subject to the password policy specified by the Admin
n user. See “Passwords” on page 56.

Tip

Forgot Password

If you forget your system password, use this feature to obtain an email that provides a
temporary password. The email address can be applied in the user settings for the user
name you specify for obtaining the temporary password.

The temporary password is only valid until the time specified in the email. If
= you do not login within the specified time, only an administrator can reset the

Note password to generate another temporary password.

This feature is only available if the “Allow Automated Password Reset” setting on the
Authentication Settings page (System Admin > Authentication) is set to Yes. By default,
this setting is set to No. Additionally, an SMTP server must be configured on the system for
this feature to work successfully. If an SMTP server is not set, you will not be able to reset
the password because the email containing the temporary password cannot be sent.

To reset your password:

1 Click the Forgot Password link on the Login screen as shown in the following figure.

ArcSight Logger Login

Use a valid username and
password to gain access to e ——

the ArcSight L le. 5
" s e

Forgot Password? Pa—

Login

2 Enter the name of a user in the Username field on the Reset Password screen. Click
Reset Password.

An automated email with a temporary password is sent to the email address specified
in the user settings of the user you entered.
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Chapter 5
Backup and Restore

The following topics are discussed here:

“Appliance Backup” on page 68
“Appliance Restore” on page 69

“Appliance Snapshot (Logs)” on page 70
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Backup and Restore

The Backup and Restore menu item enables you to backup and restore the Connector
Appliance configuration and to retrieve Connector Appliance logs.

Appliance Backup

You can back up the current Connector Appliance configurations as often as needed to a
remote system on the network or to your local system.

To back up the configuration:
1 Click Setup > Backup/Restore.

2 Click Appliance Backup from the left panel.

3  Enter the parameters listed in the following table.

Parameter Description

Protocol Select SCP to use Secure Copy to save the backup file on a
remote system on your network. You need to specify the IP
address or host, your user name and password, and the
destination directory in the appropriate fields.

Select Save to Local to save the backup file on your local
system. When you select this option, the Port, IP/Host,
User, Password, and Remote Directory fields are disabled
(grayed out) as they are not needed.

Port SCP only. The default port is 22.

IP/Host SCP only. The destination to receive the backup file.
User SCP only. A user name on the destination.

Password SCP only. The password for the user name you specify.

Remote Directory SCP only. The subdirectory on the specified destination to
receive the configuration backup file.

Backup = Select All to create a backup file that contains all data and
configuration settings on the appliance. This includes
connector data stored in the cache and all files stored in
the repositories.

= Select Exclude Connector Data to create a backup file
that contains all data and configuration settings on the
appliance, including all files in the repositories, but does
not include connector data stored in the cache.

= Select Exclude Repository Data to create a backup file
that contains all data and configuration settings on the
appliance, including all connector data stored in the cache,
but does not include files in the repositories.

= Select Exclude Connector and Repository Data to
create a backup file that contains all data and configuration
settings on the appliance, but does not include connector
data stored in the cache or files stored in the repositories.
Selecting this option creates a smaller backup file.

4  Click Save to back up the configuration.

If you selected Save to Local, follow the steps according to your browser to
download the file to your local disk.
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Appliance Restore

You can restore the appliance configuration from a previous backup.

To restore the configuration:
1 Click Setup > Backup/Restore.

2  Click Appliance Restore from the left panel.

3 Click Browse and select the file.

Upload Backup for Restore

Upload Backup for Restore

Filename: I Browse... |

Upload

4 Click Upload to restore the configuration from the specified backup file.

The version of the appliance used to restore the backup and the version of the

' appliance used to create the backup must be the same.
&

LAtk You can only restore a backup to the same appliance from which you created

the backup.

.
5 Re-import the SSL certificate for each container. Click the & icon to run the
Certificate Download wizard and import the valid certificates.

After restoring the appliance configuration:

= The cache size on the restored appliance might be different from the
cache size in the backup file; For example, after restoring the
configuration, connectors might receive more events or consume more
cache.

MNote

= The container versions on the restored appliance might be different from
those in the backup file.

« It might take a few minutes before the Cache column on the Connectors
page displays the updated cache size for the connectors.
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Appliance Snapshot (Logs)

The Connector Appliance records some audit and debug information, including details of
any issues that occur. Like the b/ack box on an airliner, these system logs create a snapshot
of your Connector Appliance activity. If the appliance encounters a problem, the logs can
be helpful. The log file retrieved is a . zip archive of several log files.

ArcSight Customer Support sometimes asks you to retrieve system logs as part of an
incident investigation. To retrieve system logs, follow the steps below and upload the
resulting - zip file to ArcSight Support.

To retrieve system logs:
1 Click Setup > Backup/Restore.

2 Click Appliance Snapshot from the left panel.
The Retrieve Snapshot Status page displays.

3 Click the Download button.
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Chapter 6
Managing Repositories

The following topics are discussed here.

“Overview” on page 72

“Logs Repository” on page 74

“CA Certs Repository” on page 75

“Upgrade AUP Repository” on page 77

“Content AUP Repository” on page 78

“Remote Management AUP Repository” on page 80
“Emergency Restore” on page 82

“User-Defined Repositories” on page 83

“Pre-Defined Repositories” on page 88
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Overview

Certain management operations require a specific upgrade or content update (-enc) file,
or a certificate. Other operations such as viewing the logs require you to load the logs to a
Log repository. You can also maintain centralized repositories for files needed for connector
configuration and management.

Sends a file from local PC

Coples a fle from (" or network to Connector
s connectors to Connector

" Setlings Appliance
Appliance Information page
AI’CSI hT@: P o R E E£PS In: 0 © Help
gnisk ) “lepatn - < epsout|- - eey -  EPsouwo | ©About
Connector liagce “oij—e 100k -ON—e 10DK- -OT—e 100%  CPULozdi4% @ options
onito . dmin | © Logout
<«
IDBC Drivers Settngd=or IDBC Drivers
Logs
CA Certs [Retrieve Container Files| [Upload To Repository |
Upgrade AUP
Content AUP Add Connector JDBC Driver File
Remote Managment AUP
Emergency Restore Name Last Modified Size State Error Message
Repositories JDBC-200S.zip  Wed Jun 02 11:24:34 PDT 2010 S52.54 KB Retrieved & % &
, P |
User. =4k New Repository
definedo—— Configuration Files Upload
Reposit
PosiEY L Backup Files
Map Files
Parser Overrides
O
Pre-defined Flex Connector Files
Repositories
Connector Properties
JDBC Drivers

Figure 6-1  Repository Functions

By default, a number of pre-defined repositories are provided. However, you can create
more repositories to suit your needs. The repositories you create are referred to as
user-defined repositories.

The following specific terms are used for repository functions.

m  Retrieve Container Files copies a file from one or more connectors to the
repository.

m  Upload to Repository sends a file from your local computer (the computer running
the browser) or a network host accessible from your local computer to the repository.

m  Retrieve |£1 downloads a file from the repository to your local computer network.
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m  Upload E copies a file from the repository to one or more connectors.
User-defined Repository

Retrieve

[&]

| Upload To Repository |

/8
/4

[ W]
/A

Browser
host

£
\

Retrieve Container Files

¥J||Le?
3l

SmartConnectors

Upload b
(Apply ta it
Container)

You can perform these operations using repositories:

®  Manage logs in the Logs repository

®  Manage CA certificates in the CA Certs repository

m  Upgrade a connector using an upgrade file available in the Upgrade repository

m  Apply a Content ArcSight Update Pack (AUP) on one or more connector

®  Manage remote management configuration AUP files in the Remote Management AUP
repository

m  Restore a container when it is damaged and irrecoverable

]

Maintain centralized repositories of files for connector configuration and management
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Logs Repository

When you want to view connector logs, you need to first Load the logs of the container
that contains the connector to the Logs repository, then Retrieve the logs to view them.

If a container contains more than one connector, logs for all connectors are
= retrieved.

Note

For information on loading, retrieving, and deleting the logs, see “Viewing Container Logs
on page 127.

Uploading a File to the Logs Repository

Uploading a file into the Log repository is useful for sharing annotated log or other files
with other users. The file needs to be in .zip format.

To upload a file:
1 Click Setup > Repositories.

2 Click Logs from the left panel.

3 Click Upload from the right panel.

4 Enter the local file path or click Browse to select the file.
5

Click Submit to add the specified file to the repository or Cancel to quit.
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CA Certs Repository

Connectors require a Certificate Authority (CA) issued or self-signed SSL certificate to
communicate securely with a destination. The CA Certs repository (shown below) enables
you to store CA Certs files (that contain one or multiple certificates) and single CA
certificates. When certificates are stored in the CA Certs repository, you can add the
certificates to a container so that the connectors in the container can validate their
configured destinations successfully.

- CA Certs Repositories

Logs

ca o

Upgrade AUP

Coston WO Add CA Certs Repository

Remote Managment AUP

ot e il Hame, wlyes, SIS e ErEOEMOESROS
Repositories cacerts-2009-09-14-15 -34-52--0700 CACERT COMPLETE ®
— logger-35-167-receive r-2009-09-14-15-35-17 -... CERTIFICATE COMPLETE x

o wew Repository managercan-2008-09-1 4-11-45-30--0700.cart | CERTIFICATE COMPLETE ®

Backup Files

Map Files

Parser Overrides
Flex Connector Files
Connector Properties
JDBC Drivers

To associate a CA certificate to a connector, you need to:

m  Upload the CA certificate or CA Certs file to the CA Certs repository, as described
below.

m  Add a CA certificate from the CA Certs repository to the container that contains the
connector, as described in “Managing Certificates on a Container” on page 117.

You can add a single certificate to a container that is in FIPS or non-FIPS
= mode. You can only add a CA Certs file to a container that is in non-FIPS

mode.
Note
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Uploading CA Certificates to the Repository

You can upload a CA Certs file or a single certificate to the CA Certs repository.

Before you upload a single CA certificate, change the name of the certificate

n on the local computer to a name that you can recognize easily. This helps
: you distinguish the certificate when it is displayed in the Certificate
Tip Management wizard.

To upload certificates to the repository:
1 Click Setup > Repositories.

2 Click CA Certs in the left panel.

3 Click Upload in the right panel.

4  Enter the local path for the CA Certs file or the certificate, or click Browse to select it.
5

Click Submit to add the specified CA Certs file or the certificate to the repository, or
Cancel to quit.

i T mi| © Logou_|

CA Certs Repasitories

Logs
e

Upgrade AUP

Content AUP Add CA Certs Repository

Remote Managment AUP

Emergency Restore Hame. Type Status  Error Message

| ie: RESMSelfCertificate -2009-08-02-15-58-40- ...  CERTIFICATE COMPLETE )
cacerts-2005-09-02-15 ~46-50--0700 CACERT COMPLETE

& Wew Repository logger-35-167-receive r-2009-05-03-16-14-22 - CERTIFICATE COMPLETE

o R R

Backup Files
Map Files
I Upload CA Certs Repository
Parser Overrides = i
Flex Connector Files tiotosd
ploa
Connector Propertics Elase

JDBC Drivers
Submit | | Cancel

The CA Certs Repositories tab shows all the CA Certs files and single certificates that have
been uploaded. The Type column shows CERTIFICATE for a single certificate and CACERT
for a CA Certs file.

Removing CA Certificates from the Repository

You can delete a CA Certs file or a single certificate from the repository. When you delete a
CA Certs file or a single certificate from the repository, it is deleted from the system.

When you delete a CA Certs file or a single certificate from the CA Certs

repository, containers are not affected; the connectors continue to use the

certificates, which are located in a trust store after being added to a

Note container. For information about adding a CA certificate to a container, see
“Managing Certificates on a Container” on page 117.

To remove a certificate from the repaository:
1 Click Setup > Repositories.

2 Click CA Certs in the left panel.

3 ldentify the certificate or the CA Certs file you want to remove and click its associated
Remove button ().
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Upgrade AUP Repository

The Upgrade AUP repository enables you to maintain a number of connector AUP
(upgrade) files. You can apply any of these AUP upgrade files to containers when you need
to upgrade to a specific version. As a result, all connectors in a container are upgraded to
the version you apply to the container.

This repository can also maintain upgrade files for upgrading remotely-managed Connector
Appliances. The central appliance needs to be upgraded using the .enc file before you use
it to upgrade other appliances remotely.

About the AUP Upgrade Process

The process discussed in this section only applies to upgrading connectors
and to upgrading a remotely-managed Connector Appliance. If you are
upgrading the local Connector Appliance (localhost), use a -enc file. Refer to
Note  the Release Notes for more information.

To upgrade a connector or to upgrade a remotely-managed Connector Appliance, you need

to:

Upload the appropriate .aup upgrade file to the Upgrade AUP repository, as described
below.

Apply the .aup upgrade file from the Upgrade AUP repository to the container (see
“Upgrading a Container to a Specific Connector Version” on page 126) or to a remote
Connector Appliance (see “Upgrading a Host Remotely” on page 110).

Uploading an AUP Upgrade File to the Repository

To upload AUP upgrade files to the repository:

1

0o N o g b~ W

Download the upgrade AUP file for the connector or the remote Connector Appliance
from the ArcSight Customer Support site at http://www.arcsight.com/supportportal to
the computer that you use to connect to the browser-based interface.

From the computer to which you downloaded the upgrade file, log in to the
browser-based interface.

Click Setup > Repositories from the top-level menu bar.

Click Upgrade AUP from the left panel.

Click Upload from the right panel.

Click Browse and select the file you downloaded earlier.

Click Submit to add the specified file to the repository or click Cancel to quit.
If you want to apply this upgrade file, follow these instructions:

¢ For a container upgrade, see “Upgrading a Container to a Specific Connector
Version” on page 126.

¢ For a remotely-managed Connector Appliance upgrade, see “Upgrading a Host
Remotely” on page 110.
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Removing a Connector Upgrade from the Repository

You can remove a connector upgrade file from the repository when you no longer need it.
When you remove a connector upgrade file from the repository, it is deleted from the
system.

To remove a Connector upgrade from the repository:
1 Click Setup > Repositories from the top-level menu bar.

2 Click Upgrade AUP from the left panel.

3 Locate the upgrade file that you want to delete and click the associated # icon.

Content AUP Repository

ArcSight continuously develops new connector event categorization mappings, often called
content. This content is packaged in ArcSight Update Packs (AUP) files. All existing content
is included with major product releases, but it is possible to stay completely current by
receiving up-to-date, regular content updates through ArcSight announcements and the
Customer Support site. The AUP files are located under Content Subscription Downloads.

The ArcSight Content AUP feature enables you to apply an AUP file to applicable connector
destinations that you are managing. Only the event categorization information can be
applied to the connectors using this feature.

You can maintain a number of Content AUP files in the Content AUP repository. When an
AUP file with a version number higher than the ones already in the repository is loaded, it
is automatically pushed out to the connector destinations being managed. However, these
connectors or connector destinations are skipped:

m  Connectors that are unavailable at the time of the AUP file push

m  Connectors whose current version does not fall in the range of versions that the
Content AUP supports

B The ESM destination on a connector

m  All destinations of a connector that have an ESM destination with the AUP Master flag
set to Yes

Also, when a new connector is added, the highest number Content AUP is pushed
automatically to its destinations.
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Applying a New Content AUP

You can add a new content AUP file to the repository and push it automatically to all
applicable connectors

L
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= o
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Remote Managment AUP
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REDOSitOriES ArcSight-5243-Connect orContent.aup Upgrade repasitory complete x
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Backup Files
Map Files
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Flex Connector Files
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To apply a new Content AUP:

1 Download the new Content AUP version from ArcSight Customer Support site at
http://www.arcsight.com/supportportal to the computer that you use to connect to the
browser-based interface.

2 From the computer to which you downloaded the AUP file, log in to the browser-based
interface.

Click Setup > Repositories from the top-level menu bar.
Click Content AUP from the left panel.
Click Upload from the right panel.

Click Browse and select the file you downloaded earlier.

N~ o o b~ W

Click Submit to add the specified file to the repository and push it automatically to all
applicable connectors, or Cancel to quit.

You can verify the current Content AUP version on a connector by performing either of
these steps:

B Run the GetStatus command on the connector destination and check that the value
for aup[acp] - version is the same as the AUP version you applied. For information
about running a command on a connector destination, see “Sending a Command to a
Destination” on page 151.

®  Hover your mouse over a connector name to see the AUP version applied to all
destinations of that connector.

Applying an Older Content AUP

If you need to apply an older Content AUP from the Content AUP repository, delete all
versions newer than the one you want to apply in the repository. The latest version (of the
remaining AUP files) is pushed automatically to all applicable connectors.

To delete a Content AUP from the Content AUP repository:
1 Click Setup > Repositories from the top-level menu bar.

2 Click Content AUP from the left panel.
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3 Locate the AUP file that you want to delete and click the associated # icon. Repeat

for multiple files.

Remote Management AUP Repository

The Remote Management AUP repository stores AUP files that contain the remote
management configuration of an appliance (a snapshot of all the remote software
connectors and remote Connector Appliances that the appliance manages).

From the Remote Management AUP repository, you can:

®  Download a Remote Management AUP file to your local computer (or network host
accessible from the local computer) so that you can import the remote management
configuration on another appliance.

m  Upload Remote Management AUP files from your local computer (or network host

accessible from the local computer) to the repository for storage.

m  Delete Remote Management AUP files you no longer need.

The following example shows the Remote Management AUP repository.

Add Remote Managment Repository

Name

RemoteManagementConfi g-5.6-C5606-

127204...

RemoteManagementConfi g-5.6-C5606-

127206...

RemoteManagementConfi g-5.6-C5606-

127232...

RemoteManagementConfi g-5.6-C5606-

127232...

Downloading Remote Management AUP Files

Last Modified

Fri Apr 23 11:25:17
PDT 2010

Fri Apr 23 17:05:48
PDT 2010

Mon Apr 26 15:52:17
PDT 2010

Mon Apr 26 16:19:37
PDT 2010

Size
1.46
KB

1.3 KB

1.89
KB
1.11
KB

State

Retrieved

Retrieved

Retrieved

Retrieved

Error
Message

X X X | X

After you export the remote management configuration of a Connector Appliance, you can
download the AUP file that contains the configuration to your local computer (or network
host accessible from the local computer) so that it can be imported on another appliance.

For information on exporting and importing the remote management configuration of an
appliance, refer to “Exporting and Importing Remote Management Configuration” on

page 102.

To download a Remote Management AUP file to your local computer:

1 Click Setup > Repositories from the top-level menu bar.

2 Click Remote Management AUP from the left panel.

3 Locate the AUP file in the table and click |ﬂ next to the file to download it to your

local computer.
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Uploading Remote Management AUP Files

You can upload remote management AUP files to the Remote Management AUP repository
for storage.

To upload a Remote Management AUP file to the repository:

1
2
3
4

5

Click Setup > Repositories from the top-level menu bar.
Click Remote Management AUP from the left panel.
Click the Upload button at the top of the page.

Click Browse and select the file you want to upload from the local computer (or
network host accessible from the local computer).

Click Submit to add the specified file to the repository.

Deleting Remote Management AUP Files

When a remote management AUP file is no longer up-to-date or needed, you can remove it
from the repository.

To delete a Remote Management AUP file:

1

2

Click Setup > Repositories from the top-level menu bar.

Click Remote Management AUP from the left panel.

Locate the AUP file that you want to delete and click the associated # icon. Repeat
for multiple files.
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Emergency Restore

The Container Restore wizard guides you through the process of restoring a modified
container. This feature is supported only for connectors and containers on the local host.

ArcSight recommends that you use this process only when a container is
I severely damaged and is no longer available. The Emergency Restore process
. deletes all information about that container and renders it empty. The
Caution connector is restored to the AUP version that you select.

To restore a container:
1 Click Setup > Repositories from the top-level menu bar.

2 Click Emergency Restore from the left panel.
3  Follow the instructions in the Container Restore wizard.
4

Re-import the SSL certificate for the container. On the Manage tab, click the container
name in the left panel. On the Connectors tab in the right panel, click the .i' icon to

run the Certificate Download wizard and import the valid certificate.
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User-Defined Repositories

A user-defined repository is a user-named collection of settings that control upload and
download of particular files from connectors to the repository. Each repository uses a
specified path, relative to $ARCSIGHT_HOME/user/agent, for files to be uploaded or for
locations to download files. ArcSight connectors use a standard directory structure, so map
files, for example, are always found in $ARCSIGHT_HOME/user/agent, (that is, the root
directory, $ARCSIGHT_HOME, of the connector installation) in a folder called map/.

After they are created, user-defined repositories are listed on the left-side menu, under the
New Repository heading, and appear with the user-specified display name.

User-defined repositories are expected to be grouped by file type and purpose, such as log
files, certificate files, or map files. Each user-defined repository has a name, a display
name, and an item display name, which are defined under the Settings tab that appears
for user- or pre-defined repositories (for details about pre-defined repositories, see
“Pre-Defined Repositories” on page 88).

Files viewed in the user-defined repository can be bulk processed with specified connectors
and can be exchanged with the user’s browser host.

Creating a User-Defined Repository

You can create a new repository at any time.

The repository requires correct directory paths. Your file will be applied to

f the wrong directory if the entered path contains errors, such as extra
: spaces or incorrect spellings. You can verify your directory paths by
Tip accessing the Directory. txt file, which lists the directory structure for

every entered path. View the Directory.txt file by accessing your
container logs and finding the Directory.txt file.

To create a new user-defined repository:
1 Click Setup > Repositories from the top-level menu bar.

2 Click New Repository under the Repositories section in the left panel.

3  For the new repository, enter the parameters listed in the following table.

Parameter Description

Name A unique name for the repository, typically based on the
type of files it contains.

Display Name The name that will be displayed on the left-side menu and
for tabs: Process names, View names, Settings for names.
Typically plural.

Item Display Name The name used to describe a single item.

Recursive Check to include sub-folders.

Sort Priority -1 by default

Restart Connector Check to restart the connector process after file operations.
Process
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Parameter Description

Filename Prefix An identifying word that is included in the names of
retrieved files. For example, map files are identified by Map
in the file name:
localhost_Container_-1.Map-2009-04-06_12-22-25-607

.zip
Relative path The path for download, relative to $ARCSIGHT_HOME, for
(Download) example, user/agent/map or user/agent/flexagent.

Leave this field blank to specify files in $ARCSIGHT_HOME.

Note: The relative path is used for download only.

Include Regular A description of filenames to include. Use .* to specify all

Expression files. The following example selects properties files that
consist of map. followed by one or more digits, followed by
-properties:

map\.[0-9]+\.properties$

Exclude Regular A description of filenames to exclude. The following
Expression example excludes all files with a certain prefix or in the
agentdata folder.

(agentdata/|cwsapi_fileset ).*$

Delete Before Upload Check to delete earlier copies before upload.

CAUTION: If you check Delete Before Upload and do not
specify a Relative path (Upload), all files and folders in
current/user/agent will be deleted.

Delete Groups Whether to delete folders recursively in
$ARCSIGHT_HOME/user/agent/map directory.

Relative path (Upload) The path for upload, relative to
$ARCSIGHT_HOME/current/user/agent/flexagent/
<connectorname>

Delete Relative Path Whether the directory specified in Relative Path (Upload)
and its contents should be removed when a file is uploaded
from the repository.

Delete Include Regular Typically the same as the Include Regular Expression.
Expression

Delete Exclude Regular Typically the same as the Exclude Regular Expression.
Expression

4  Click Save at the bottom of the page.

The new repository displays under the New Repository heading in the left-side
window panel.
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Retrieving Container Files

The Retrieve Container Files button copies a file from one or more connectors to a
repository. The specific files that are retrieved depend on the settings of a repository.

3
& Configuration Files | Settings for Configuration Files
Logs
CA Certs [ Retrieve Container Files ] [ Upload To Repository ] [ Remove Repository
Upgrade AUP
Content AUP All available connector files.
Remote Managment AUP
Emergency Restore Add Configuration File
Repositories
- . Error
Name Last Medified [t size | state AU
= New Repositor; R -03-27_10- 7 10:12: .
1 v localhost__Container_-2.2009-03-27_10- | Fri Mar 27 10:12:53 PDT 5 oo ue perriaved FIE
Configuration Files 12-4 6. 2008
s \ztj_“:all?’é?sfrcuntamer_ -1-bk-.2009-03- Fri Mar 27 10:313:05 POT 46,36 gopioneg B % @
Map Files
Parser Overrides
Flex Connector Files
Connector Properties
IDBC Drivers

To retrieve a container file:
1 Click Setup > Repositories from the top-level menu bar.

2 In the left panel, click the name of the repository to which you want to copy connector
files.

3 Click Retrieve Container Files in the right panel.

4 Follow the instructions in the Retrieve Container Files wizard.

Uploading Files to a Repository

The upload process copies files from your local computer to a repository.

To upload files to a repository:
1 Click Setup > Repositories from the top-level menu bar.

2 In the left panel, click the name of the repository to which you want to upload files.
3 Click Upload To Repository from the right panel.
4 Follow the instructions in the Repository File Creation wizard.

Although you can select Repository zip file in the Select the type of file that you
want to upload page of the Repository File Creation wizard, ArcSight recommends
that you select Individual files to create a zip file with appropriate path information.

Be sure not to change the default sub-folder name b in the Enter the sub folder

where the files will be uploaded page of the Repository File Creation wizard.

Deleting a Repository

You can delete user-defined repositories only.

To delete a repository:
1 Click Setup > Repositories from the top-level menu bar.

2  From the left panel, click the name of the repository you want to delete.

3 Click Remove Repository from the right panel.
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Updating Repository Settings

The Settings tab displays the settings associated with the current repository. An example is
shown below. Most settings for pre-defined repositories are read-only; however, you can

update settings for user-defined repositories.

Map Files | Settings for Map Files

View Map Files Setting

Name
Display name
Item display name

Recursive

Sert prionty

Restart connector process
Filenrame prefix

Download

Relative path:
Include regular exprassion:

Exclude ragular exprassion:
Upload
Dalete before uplcad:

Delete groups:

Relative path:
Delate relative path:
Delate include ragular expression:

Dalate exclude regular expression:

map

Map Files
HMap File
Bl

5

s
Hap

map

map\.[0-9]+\.propertiess

Flyes
Ope

map

map.[0-9]+\.propertiess

To update settings of a repository:

1

2
3
a
5

Click Setup > Repositories from the top-level menu bar.

Y W e N W = T TV YOO GPUR NP

In the left panel, click the name of the repository whose settings you want to update.

Click the Settings for Repository Name tab from the right panel.

Update the settings.

Click Save at the bottom of the page.
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Managing Files in a Repository

You can retrieve files in a repository (download files to your local computer network),
upload files to a repository, or remove files from a repository.

Connectors require correct properties and proper files. Applying incorrect files,

1 including empty files or files with binary content, can prevent a connector
. from functioning correctly.
Caution

It is possible to upload files with incorrect content, such as an empty .map
n file. The system does not check or warn against such files. To ensure a

successful result, only upload known, correct files.
Tip

Retrieving a File from the Repository

To retrieve a file from the repository:
1 Click Setup > Repositories from the top-level menu bar.

2  From the left panel, click the name of the repository in which the file exists.
3 Click |£| from the right panel for the file that you want to retrieve.
4 Follow the file download instructions to copy the file to your local computer.

Uploading a File from the Repository

To upload a file from the repository:
1 Click Setup > Repositories from the top-level menu bar.

2 In the left panel, click the name of the repository in which the file exists.

3 In the right panel, click |ﬂ next for the file that you want to upload.

4 Follow the Upload Container Files wizard instructions to upload the file to the
containers of your choice.

5 Verify that the file was uploaded correctly:

¢ If you have SSH access to the connectors, connect to them and check the file
structure.

¢ Obtain the connector logs and check the contents of the Directory . txt file for
each connector.

Removing a File from the Repository

To remove a file from the repository:
1 Click Setup > Repositories from the top-level menu bar.

2 In the left panel, click the name of the repository in which the file exists.

3 In the right panel, click # for the file that you want to delete.
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Pre-Defined Repositories

You can define repositories for any connector-related files. As a convenience, the following

repositories are pre-defined.

To view the settings for a pre-defined repository, click the name of the repository and then

cl

Backup Files: connector cloning (see “Cloning Container Configuration” on page 94).

Map Files: enrich event data

Parser Overrides: customize the parser (see “Adding Parser Overrides” on page 95)

Flex Connector Files: user-designed connector deployment

Connector Properties: agent._properties; subset of cloning

JDBC Drivers: database connectors

ick the Settings tab in the right panel.

The settings for pre-defined repositories are read-only; to modify the
= settings, click New Repository in the left panel to create a user-defined
repository and provide the settings you want to use.

MNote

The following tables lists the settings for each pre-defined repository.

Settings for Backup Files

Name Default Setting
Name backup

Display Name Backup Files
Item Display Name Backup File

Recursive

Sort Priority

Restart Connector Process

Filename Prefix

Download Relative Path

Download Include regular expression
Download Exclude regular expression
Delete before upload

Delete groups

Upload Relative Path

Delete Relative Path

Delete Include regular expression

Delete Exclude regular expression

Checked (Yes)
0
Checked (Yes)

ConnectorBackup

(agentdata/|cwsapi_fileset ).*$
Checked (Yes)

Checked (Yes)

(agentdata/|cwsapi_fileset ).*$

Table 6-1

Pre-Defined Settings for Backup Files
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Settings for Map Files

Name Default Setting
Name map

Display Name Map Files

Item Display Name Map File

Recursive

Sort Priority

Restart Connector Process

Filename Prefix

Download Relative Path

Download Include regular expression
Download Exclude regular expression
Delete before upload

Delete groups

Upload Relative Path

Delete Relative Path

Delete Include regular expression

Delete Exclude regular expression

Un-checked (No)
5

Un-checked (No)
Map

map

map\.[0-9]+\.properties$

Checked (Yes)

Un-checked (No)

map

map\.[0-9]+\.properties$

Table 6-2 Pre-Defined Settings for Map Files
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Settings for Parser Overrides

Name Default Setting
Name parseroverrides
Display Name Parser Overrides
Item Display Name Parser Override
Recursive Checked (Yes)
Sort Priority 10

Restart Connector Process Checked (Yes)
Filename Prefix Parsers
Download Relative Path fcp

Download Include regular expression *

Download Exclude regular expression

Delete before upload Checked (Yes)
Delete groups Checked (Yes)
Upload Relative Path

Delete Relative Path fcp

Delete Include regular expression *

Delete Exclude regular expression

Table 6-3 Pre-Defined Settings for Parser Overrides
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Settings for FlexConnector Files

Name Default Setting
Name flexconnectors
Display Name Flex Connector Files
Item Display Name Flex Connector File
Recursive Checked (Yes)

Sort Priority 15

Restart Connector Process Checked (Yes)
Filename Prefix FlexConnector
Download Relative Path flexagent
Download Include regular expression *

Download Exclude regular expression

Delete before upload Checked (Yes)
Delete groups Checked (Yes)
Upload Relative Path

Delete Relative Path flexagent
Delete Include regular expression *

Delete Exclude regular expression

Table 6-4 Pre-Defined Settings for FlexConnector Files
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Settings for Connector Properties

Name Default Setting
Name connectorproperties
Display Name Connector Properties
Item Display Name Connector Property File
Recursive Un-checked (No)

Sort Priority 20

Restart Connector Process Checked (Yes)
Filename Prefix ConnectorProperties

Download Relative Path

Download Include regular expression agent\..*
Download Exclude regular expression

Delete before upload Un-checked (No)
Delete groups Un-checked (No)
Upload Relative Path

Delete Relative Path

Delete Include regular expression agent\..*

Delete Exclude regular expression

Table 6-5 Pre-Defined Settings for Connector Properties
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Settings for JDBC Drivers

Name Default Setting

Name jdbcdrivers

Display Name JDBC Drivers

Item Display Name Connector JDBC Driver File
Recursive Un-checked (No)

Sort Priority 25

Restart Connector Process Checked (Yes)

Filename Prefix

Download Relative Path lib

Download Include regular expression

Download Exclude regular expression

Delete before upload Un-checked (No)
Delete groups Un-checked (No)
Upload Relative Path

Delete Relative Path lib

Delete Include regular expression

Delete Exclude regular expression

Table 6-6 Pre-Defined Settings for JDBC Drivers
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Cloning Container Configuration

Using the Backup Files repository, you can quickly copy a container to other containers.
As a result, all connectors in the source container are copied to the destination container.
This process is called c/loning a container configuration. You can clone a container to
several containers at once. The contents of the source container are appended to the

existing contents of the destination container.

Containers on Connector Appliance are pre-installed with the latest

| ] connector release. Do not clone older, software-based connectors (such as

. build 4.0.8.4964) to containers with newer connector builds (such as

Caution 4.0.8.4976 or later).

Cloning a connector using the Backup repository only works if the connector
version numbers are the same.

To clone a container:

1

Click Manage from the top-level menu bar to list the containers and determine the
source and destination for cloning.

Click Setup > Repositories from the top-level menu bar.
Click Backup Files under the Repositories section in the right panel.

If the backup file that you need to use for cloning exists in the repository, go to the
next step. Otherwise, follow the instructions in “Retrieving a File from the Repository”
on page 87 to retrieve the container’s backup file to the Backup repository.

The retrieved file is named in <connector name> ConnectorBackup <date> format.

Follow the instructions in “Uploading a File from the Repository” on page 87 to upload
the backup file to one or more containers.

The destination containers are unavailable while the backup file is applied and the
connectors are restarted.

Note

The backup file does not include the container certificates. You have to
re-apply the certificates to the container after you upload the backup file.

After applying the certificates, check the status of the destination container
to make sure it is available.
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Adding Parser Overrides

A parser override is a file provided by ArcSight used to resolve an issue with the parser for
a specific connector, or to support a newer version of a supported device where the log file
format changed slightly or new event types were added.

To use parser overrides, you need to:

m  Upload a parser override file to the pre-defined Parser Overrides repository.

m  Download the parser override file to the container that contains the connector that will
use the parser override.

Follow the steps below.

To upload a parser override file:
1 Click Setup > Repositories from the top-level menu bar.

2 Click Parser Overrides under the Repositories section in the right panel.
3 On the Parser Overrides tab, click the Upload To Repository button.
4 Follow the wizard to upload the file. When prompted by the wizard, make sure you:

¢ Select the Individual Files option from the Select the type of file that you
want to upload field.

¢ Add a slash (/) after fcp before adding the folder name in the Enter the sub
folder where the files will be uploaded field. For example,
fcp/multisqlserver_audit_db.

When upload is complete, the parser override file is listed in the table on the Parser
Overrides tab.

To download the parser override file to a container:
1 Click Setup > Repositories from the top-level menu bar.

2 Click Parser Overrides under the Repositories section in the right panel.

3 In the table on the Parser Overrides tab, locate the parser override file you want to
download and click the up arrow next to the file.

4 Follow the wizard to select the container to which you want to add the parser
overrides.

When the wizard completes, the parser overrides will be deployed in the selected
container.

You can download a parser override file from ArcExchange. For more
= information, refer to “Sharing Connectors (ArcExchange)” on page 159.

Note

To verify that the parser override has been applied successfully, issue a Get Status
command to the connector. See “Sending a Command to a Destination” on page 151. In
the report that appears, check for the line starting with the text
ContentlnputStreamOverrides.

ArcSight Confidential ArcSight Connector Appliance Administrator’s Guide 95



6 Managing Repositories

96 ArcSight Connector Appliance Administrator’s Guide ArcSight Confidential



Chapter 7
Managing Connectors

The following topics are discussed here.

“Connector Overview” on page 98
“Navigating the Manage Tab” on page 99
“Locations” on page 101

“Hosts” on page 105

“Containers” on page 112

“Connectors” on page 130

“Configuration Suggestions for Connector Types” on page 164
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Connector Overview

You can manage the configuration of these kinds of connectors:

m |ocal (on-board) connectors: Pre-installed connectors on the local Connector
Appliance.

®m  Remote Connector Appliance connectors: Pre-installed connectors on a
remotely-managed Connector Appliance.

m  Software-based connectors: Software-based connectors installed manually on a
remote host.

A connector configuration consists of properties such as name and type, and a set of
parameters that customize how the connector works in a specific environment. Parameters
vary based on the type of connector; for example, a connector for a firewall has different
parameters than a connector that reads an intrusion detection system database.

You can manage connectors of many types, including syslog, Simple Network Management
Protocol (SNMP), BlueCoat SmartConnector via FTP, specific Intrusion Detection Systems
(IDS), log files, vulnerability scanners, and operating system-specific security events. You
can view the list of supported types in the drop-down menu when you configure a new
connector.

The connectors you manage are configured automatically to run as services
= or daemons.

Note

Individual software-based connectors are described in ArcSight documents specific to those
connectors, including the connector-specific configuration guides available with each
connector. You can also find general connector information in the SmartConnector User'’s
Guide. All of these documents are available from the ArcSight Customer Support site.
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Navigating the Manage Tab

The Manage tab enables you to configure and organize connectors. This section describes
the user interface elements and explains how to use them effectively.

Actions specific to Ul

Elements lower in hierarchy to the element, in this case  Bulk actions possible
one selected in the Conneclor Tree Location on the Ul element Aelions specific to dach fow
Connector Tree
“! | Locations | Hosts | Containers | Connectors
[gsystem
Default SEEO0
[ELocalhost
FjContainer 1-bk &
[Econtainer 2 [ wName s Number of Hosts
#-jContainer 3 [ | Default §
FContainer 4
FjContainer 5 O East 1
FyContainer 6 [l west 1
FContainer 7 Elilieown 5
FContainer 8

£ [@East Delete
[&192.168.35.153

- [Container 1
FjContainer 2
Fcontainer 3
FContainer 4

[ West
[@North

Figure 7-1 Managing Connectors

The Connector tree (the left panel of the window shown in Figure 7-1) organizes
connectors into a hierarchy as follows:

Stslam
Location
I— Host

Container

Connector

Each connector you manage belongs to a container; each container belongs to a host; each
host belongs to a location; and, all locations belong to root of the System.

When you click on an upper-level user interface element in the left panel, the interface
displays elements lower in the hierarchy to it on the right panel. You can also perform
management operations on the elements displayed on the right side.

For example, System provides the root (top-level) view. When you click System, all
configured locations are listed in the left panel, as well as under the Locations tab in the
right panel. You can perform various management tasks, such as editing, deleting, or
adding a host, on those locations. In addition, all hosts, containers, and connectors on this
system are displayed in specific tabs in the right panel. Click the Hosts tab to view all hosts
on the system, and click Containers and Connectors to view the respective elements
and perform management operations on them. Similarly, if you select a host (from the left
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panel), all containers and connectors configured on that host are displayed on the right
panel, as shown in the following figure.

Containers | Connectors

Default -> Localhost

1 D2
i~ Bycontainer 2 &l
.- [yContainer 3 I
. FContainer 4 [ Name Path Port  Version Status  Last Check Action
- PyContainer 5 [] container1  //Default/Localhost 9001  4.7.3.5308.0  Empty  Wed Aug 26 14:34:28 PDT 2008 et FERE
-~ [yContainer & [ Container2  //Default/Localhost 9002  4.7.3.5308.0  Empty  Wed Aug 26 14:34:28 FDT 2009 1 fo & FER Y|
i [fContainer 7 - B} 4, ) .
e [0 container3  //Default/Localhost 9003 | 4.7.3.5308.0  Empty  Wed Aug 26 14:34:28 PDT 2009 Lt & FERE R
FjContainer =
[] containera  //Default/Localhost 9004  4.7.3.5308.0  Empty  Wed Aug 26 14:35:28 PDT 2009 N fe b ER Y
[] Container5  //Defsult/Locslhost 9005 | 4.7.3.5308.0  Empty  Wed Aug 26 14:35:28 PDT 2009 LR FEE Y]
[0 container&  //Default/Localhost 9006  4.7.3.5308.0  Empty  Wed Aug 26 14:35:28 PDT 2009 LY FE R Y
[0 container 7 //Default/Localhost 9007 | 4.7.3.5308.0 Empty wed Aug 26 14:35:28 PDT 2009 A fe & PR W
[ Container8  //Default/Localhost 9008  4.7.3.5308.0  Empty Wed Aug 26 14:35:28 PDT 2008 Hf B U R R
[ Delete i [ Properties ] [ HerhE e ] [ FIPS ] I Upgrade ] I Credentials ] [(toas |
«
Containers | Cannectors
Default -> Localhost
FContainer 1 Lo
D Name Path Port Version Status Last Check Action "
[] container1  //Default/Localhost 9001  4.7.3.5308.0  Empty  Wed Aug 26 14:34:28 FDT 2008 It s FR R
| Delete ] [ Properties ] [ Cert Mgmt ] [ FIPS Mgmt ] [ Upgrade ] [ Credentials ] | Logs |
When a container is down or a host is unreachable, the system waits for it
= to come online. There might be a delay of several minutes before the
b connector tree (in the left panel) and the Container tab (in the right panel)
ote

display.

On any user interface, you can perform three kinds of operations:

m A global operation—Listed on top of a user interface page; for example, you can
upload a CSV file of locations.

m A localized operation—An operation on a single element displayed on the user
interface page; for example, you can add a connector to a container by clicking the

@; icon in the Action column in the container’s row.

m A bulk operation—A single operation performed on multiple elements on the user
interface page; for example, you can upgrade multiple containers by selecting the
containers (click the box to the left of the container to select it) and clicking Upgrade
at the bottom of the page.

* The ] icon refreshes a Ul screen. This icon is available on the Ul pages
when relevant.

Tip

* Click the column filter icon (ﬂ) to display drop down lists of values on
which to filter each table column. Click the check box in the table header
to check or uncheck all check boxes in a single column.

= When processing user provided data, Connector Appliance wizards
“escape” some HTML-specific characters. Any other entered characters
are not “escaped” (or validated) and are used as entered.
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Locations@

Location is a logical grouping of hosts. The grouping can be based on any suitable
abstraction—geographical, organizational, and so on. For example, you can group all hosts
in New York separately from hosts in San Francisco and label them as such. Similarly, you
can group a few machines under Sales and others under Marketing.

A location can contain any number of hosts. Default location is provided on a new
Connector Appliance or on a Logger appliance running Connector Manager.

ArcSight recommends that you do not delete the location Default.

L ]
Caution

You can view all locations on the system and view hosts, containers, and connectors in a
location. You can add, edit, and delete a location. You can also add hosts to a location. All
these procedures are described below.

Viewing All Locations

You can see all the locations that exist on the system.

To view all locations:
1 Click Manage from the top-level menu bar.

2 Click System in the left panel.

All existing locations display on the Locations tab in the right panel.

Viewing Hosts, Containers, and Connectors in a Location

You can see all the hosts, containers, and connectors that exist in a location.

To view hosts, containers, and connectors in a location:
1 Click Manage from the top-level menu bar.

2 Click the location (listed under System) from the left panel.

The hosts, containers, and connectors in the location display in the right panel, under
specific tabs, as shown below.

[£]system
[@jDefault
92.168.35.152
ast ;
i .
& [@North

[Esouth
[#]192.168.35.135

Hosts | Containers || Connectors

East
520
]

[] Hostname Path Type Model Version Comment Action
D 192.168.35.33 //East 8 Containers C5000 5.1-C5167 Imported from CSV
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Adding a Location

Before adding hosts, you need to add a location, which is a logical grouping of hosts.

You can also add locations in bulk using a comma-separated values (CSV)
= file. For more information see, Adding Locations and Hosts from a File,

below.
Note

To add a location:
1 Click Manage from the top-level menu bar.

2 Click System in the left panel.

3 Click @ (on top of the page) in the right panel.

4 Enter the name of the new location and click Next.
5 Click Done.

Exporting and Importing Remote Management Configuration

You can create a backup of the complete remote management configuration settings on
the Connector Appliance (all remote software connectors and remote Connector Appliances
that are managed by the appliance) and import the configuration on another appliance.

Local containers are not included in the backup. To back up local containers
= on the appliance, perform an appliance backup; see “Appliance Backup” on

age 28.
Note pag

The remote management configuration is saved in AUP format in the Remote Management
AUP repository so you can download it to your local computer.

You cannot manage the same connectors using two appliances at the same time. Before
importing the remote management configuration to another Connector Appliance, you
need to shut down the appliance from which you exported the configuration.

You can import the remote management configuration only on the same
appliance model as the one from which the configuration is exported. For
example, if you export the remote management configuration from a model
C5000 appliance, you can import the configuration to a model C5000,
C5100, or C5200 appliance. You cannot import the configuration to a model
C3100 appliance.

MNote

To export the remote management configuration:
1 Click Manage from the top-level menu bar.

2  Click System in the left panel.
3 Click |ﬂ (on top of the page) in the right panel.

4 Follow the instructions in the * to export the configuration. The remote host
configuration is saved in AUP format in the Remote Management AUP repository.

After you export the remote management configuration, you need to download it to your
local computer from the Remote Management AUP repository.
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After you have exported the remote management configuration and have downloaded it to
your local computer, you can import the configuration to another appliance.

Importing the remote management configuration overwrites the current
= remote management configuration on the appliance.

Note

To import the remote management configuration:

1 On the appliance where you want to copy the remote management configuration, click
Manage from the top-level menu bar.

2 Click System in the left panel.
3 Click Ill (on top of the page) in the right panel.

4 Follow the instructions in the wizard. When selecting the type of upload, choose Full
remote management (AUP format).

If there are no valid CA certificates for any connectors in the
configuration, you see a question mark (?) next to the container that
contains the connectors in the left panel. Refer to “Resolving Invalid
Certificate Errors” on page 125.

Note

Adding Locations and Hosts from a File

To add hosts (and consequently, containers and connectors) in bulk, you can use a
comma-separated values (CSV) file. When you add a host, the containers (and connectors)
on the system are scanned automatically and the CA certificates from the containers that
reside on the host are retrieved. You can manage the containers on the hosts only if it can
authenticate using the certificates and the credentials. When the certificates are retrieved,
you are prompted to import them.

A host is not added if:

= Any containers on the host are down.

Nots = If you choose not to import the certificates that are retrieved.

« Authentication fails on any of the containers.

The CSV file needs to be in the format shown in the following example. Also, ensure that
an end-of-line character is included in the last line of the CSV file if the file was created on
a Windows system. However, an end-of-line character is not required if the file was created
on a Linux system.

A B | ¢ | o | E | F |
| 1 |Location Hostname Port Type User Password
LEE@ emie.company.com 9006 8 Containers admin password
| 3 [West elmo.company.com 9008 Software admin password

4

To add locations and hosts from a CSV file:
1 Click Manage from the top-level menu bar.

2 Click System in the left panel.

3 Click |ﬂ (on top of the page) in the right panel to open the wizard.
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Select Remote hosts (CSV format) and click Next. Follow the instructions in the
wizard to upload the file.

Connector certificates are retrieved automatically so that the system can communicate
with each connector in a container. The Upload CSV wizard lists the certificates. (To
see certificate details, hover your mouse over the certificate.)

¢ Select Import the certificates to Connector Appliance from the
containers, then click Next to import the certificates and continue.

¢ Select Do not import the certificates to Connector Appliance from the
containers and click Next if you do not want to import the certificates. The
Upload CSV wizard does not complete the upload CSV process.

The Upload CSV wizard does not complete the upload if certificate download

= failed for any of the connectors in a container or if any of the certificates

failed to import into the trust store on the system.

Editing a Location

You can edit the name of a location from the System-level page or from a specific Location
page.

To edit a location:

1
2

3
4

Click Manage from the top-level menu bar.

From the System-level page:

Click System (left panel) > Locations tab (right panel) > _’ «in the Action column.
From a specific Location page:

Click System (left panel) > Location > _r . (on top of the page, in the right panel).
Enter the new name of the location and click Next.

Click Done.

Deleting a Location

When you delete a location, the hosts, containers, and connectors that it contains are also
deleted.

To delete a location:

1

2
3
4

Click Manage from the top-level menu bar.
Click System in the left panel.
Select the location you want to delete. You can select multiple locations.

Click Delete at the bottom of the page, in the right panel.

Adding Hosts to a Location
See “Adding a Host” on page 106.
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Hostsz

A host is a computer on a network, associated with an IP address, on which connectors are
installed. A host can be of three types:

The Localhost (the local Connector Appliance or the Logger appliance running
Connector Manager). By default, Localhost exists on a brand new Connector
Appliance or Logger appliance running Connector Manager; it contains a default
number of containers, which are empty.

A remotely-managed Connector Appliance.

A Software-type host (a Windows, Linux, or UNIX system running software-based
connectors from ArcSight). A software-type host can contain up to 20 containers.

You can view all hosts on the system, and view containers and connectors in a host. You
can add, scan, delete, and edit a host. You can move a host to a different location and
upgrade a host remotely. You can also add a container to a host. All these procedures are
described below.

Viewing All Hosts

You can see all the hosts you are managing.

To view all hosts:

1
2

Click Manage from the top-level menu bar.

Click System in the left pane. All hosts display on the Hosts tab in the right panel.

Viewing Containers and Connectors in a Host

You can see all the containers and connectors that exist on a host.

To view containers and connectors on a host:

1

2

£ System
H Hnefault
¥ [g)192.168.35.152
| East
% [[ig192.168.35.33 |
# [ West
[North
HSouth
192.168.35.135

Click Manage from the top-level menu bar.
In the left panel, click the location (under System) in which the host exists.
In the left panel, click the host to view the containers and connectors.

All containers display on the Containers tab and all connectors display on the
Connectors tab in the right panel.

Containers  Comeclors

East -> 192.168.35.33

[ mMame Part status Action

[0 container 1 st Tnitialized f G B s R B
[0 container 2 9002 Ematy Y FRER Y
[ | containes 3 ] Ematy hfa B 6w @
O container s a004 Empaty BE Y ERRE
[0 container 5 2005 Emaly Y FEEY
[ Container & 006 Emgky s G 48 %W
[ container 7 007 Emuty Thu Jul 09 15:48:51 POT 2008 Yy FER Y
[[] containeru 58, 9008 51.0 Empty Thu Jul 09 15:49:51 POT 2009 e &l J W R ¥
[ Delete | [ Properties | [ certificates [ FIps | [ Ungrade | [ Eredentials |
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Adding a Host

By default, a local host Localhost exists on your Connector Appliance or Logger appliance
running Connector Manager. However, Connector Appliance can manage connectors
installed on other Connector Appliances and other systems such as Windows, UNIX, or
Linux. To manage remote connectors, you need to add the hosts on which those
connectors are running.

When you add a host, the system also attempts to retrieve the CA certificates from the
containers that reside on the host. Containers on the remote host can be managed only if
the system can authenticate using the certificates and the credentials. When the
certificates are retrieved, you are prompted to import them.

A host is not added if:

< Any containers on the host are down.

Note < If you choose not to import the certificates that are retrieved.

« Authentication fails on any of the containers.

You can add hosts from the System-level page or from a specific Location page.

You can also add locations and hosts using a comma-separated values
(CSV) file. For more information see, “Adding Locations and Hosts from a
File” on page 103.

MNote

When you add a remote software-type host, it is scanned automatically for the
currently-running containers and the connectors associated with them. If additional
containers are added to the remote host after it has been added to the system, you need
to scan the host manually to detect the new containers. For information about scanning
hosts, see “Scanning a Host” on page 108.

To add a host:
1 Click Manage from the top-level menu bar.

2  From the System-level page, click System (left panel) > Locations tab (right panel)
> E‘-i- in the Action column.
From a specific Location page, click System (left panel) > Location (under which the

host exists) > 'a:_|+ (on top of the page, in the right panel).
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3 On the Host Wizard form, shown below, enter values for the parameters listed in the
following table and then click Next

Wizard
Host
Provide the remote host parameters
Location [Default]
Hostname/IP
Starting Port [ggpy
Ending Port
User | connector_user
Password
Comment
Hardware Type  [EETTNPRE e A ~ |
Next
Parameter Description
Hostname The hostname or IP address of the actual host.
Starting Port Each container on a host listens on a port. Specify the starting
port number. Subsequent containers will use subsequent ports.
User The user name that the system uses to connect to the host.
Ending Port By default, Connector Appliance scans port 9001 to port 9020
when adding a host. If you select software in the Hardware
Type field, you can specify the ending port number (for
example, 9003) to speed up the add host process.
Password The password for the user name you specify.
Comment A meaningful description for the host you are adding.

Hardware Type = If you want to manage connectors that reside on a remote
Connector Appliance, select the number of containers on
that host. A host can have up to 8 containers.

For the number of connectors applicable to each model type
and container specifics, see the ArcSight Appliance
Specifications document. This document is available on the
ArcSight Customer Support site at
http://www.arcsight.com/supportportal.

« If you want to remotely manage connectors running on a
Windows, UNIX, or Linux system, select Software.

The system can detect the presence of software-based
connectors on remote hosts using the Starting Port value
you specified earlier. The system scans up to 20 configurable
ports from the starting port to find the “listening”
connectors.

Any found connectors are added into the host. For more
information, see “Scanning a Host” on page 108.

4 Connector certificates are retrieved automatically so that the system can communicate
with each connector in a container. The Add Host wizard lists the certificates. (To see
certificate details, hover your mouse over the certificate.)

¢ Select Import the certificates to Connector Appliance from the
containers, then click Next to import the certificates and add the host.
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¢ Select Do not import the certificates to Connector Appliance from the
containers and click Next if you do not want to import the certificates.
Connector Appliance does not add the host.

The Add Host wizard does not add the host if the certificate download failed
= for any of the connectors in a container or if any of the certificates failed to

import into the trust store.
Note

Scanning a Host

Scanning a host enables the system to detect new or removed containers from a remote
software-type host. When a software-type host is added for the first time, it is scanned
automatically for containers running at that time; however, to keep this information
up-to-date, you need to scan the host manually whenever you add connectors to the
remote host.

You can scan a host from the System-level page, a specific Location page, or a specific

Host page.
* You can scan only software-type hosts. See “Hosts” on page 105 for
= information about software-type hosts.
Note e The connectors on a software-type host need to be configured for

remote management.

e A maximum of 20 connectors are scanned on port 9001 through 9020.

When you scan a host, the CA certificates from the containers that reside on the host are
retrieved. The containers on the remote host can be managed only if the system can
authenticate using the certificates and the credentials. When the certificates are retrieved,
you are prompted to import them.

A host cannot be scanned (the scan fails) if:

= Any containers on the host are down.

Nots = If you choose not to import the certificates that are retrieved.

Authentication fails on any of the containers.

To scan a host:
1 Click Manage from the top-level menu bar.

2 From the System-level page, click System (left panel) > Locations tab (right panel).

From a specific Location page, click System (left panel) > Location (under which the
host exists).

From a specific Host page, click System (left panel) > Location (under which the host
exists) > Host.

3 Click Iy in the Action column for the host that you want to scan.

4  Click Next in the Host Scan wizard.
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5 Enter values for the parameters in the following table, then click Next.

Parameter Description

Starting Port The port number on the host on which Connector Appliance
starts scanning for containers.

Ending Port The port number on the host on which Connector Appliance
ends scanning for containers.

User The user name that the system uses to authenticate with the
host.
Password The password for the user name you provide.

6 Connector certificates are retrieved automatically so that the system can communicate
with each connector in a container. The Host Scan wizard lists the certificates. (To see
certificate details, hover your mouse over the certificate.)

¢ Select Import the certificates to Connector Appliance from the
containers, then click Next to import the certificates and continue.

¢ Select Do not import the certificates to Connector Appliance from the
containers and click Next if you do not want to import the certificates. The Host
Scan wizard does not continue the scan.

The scan is not completed if the certificate download failed for any of
= the connectors in a container or if any of the certificates failed to import

into the trust store.
Note

Deleting a Host

When you delete a host, the containers and connectors that it contains are also deleted
from the system that is managing the host. You can delete a host from the System-level
page or from a specific Location page.

To delete a host:
1 Click Manage from the top-level menu bar.

2 From the System-level page, click System (left panel) > Hosts tab (right panel).

From a specific Location page, click System (left panel) > Location (under which the
host exists).

3 Select the host you want to delete. You can select multiple hosts.

4 Click Delete on the bottom of the page.
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Moving a Host to a Different Location

When you move a host, the containers and connectors that it contains are also moved. You
can move a host from the System-level page or from a specific Location page.

To move a host:
1 Click Manage from the top-level menu bar.

2 From the System-level page, click System (left panel) > Hosts tab (right panel).

From a specific Location page, click System (left panel) > Location (under which the
host exists).

3 Select the host you want to move. You can select multiple hosts.
4 Click Move at the bottom of the page.

5 Follow the instructions in the Hosts Move wizard.

Editing a Host

You cannot edit a host, however, you can delete an existing host and add a new one (as
described in “Adding Hosts to a Location” on page 104) or move an existing host (as
described in “Moving a Host to a Different Location” on page 110).

Upgrading a Host Remotely

If you are upgrading the local host, refer to the instructions in the Release
= Notes for this release. The following instructions only apply to upgrading a

b remotely-managed Connector Appliance.
ate

You can upgrade a single remotely-managed Connector Appliance or several
remotely-managed Connector Appliances at the same time (in bulk). Follow these
guidelines:

®  You need to upgrade at least one Connector Appliance to version 5.5 by following
instructions in the Connector Appliance v5.5 Release Notes before using this feature to
upgrade other appliances in your network.

®  The containers of the appliance being upgraded need to be managed on the
Connector Appliance from which you will initiate the upgrade.

The following table compares a local host upgrade (System Update) to a remote Connector
Appliance upgrade (Remote Upgrade).

Remote Upgrade System Update
Can upgrade more than one host at a Can only upgrade the local host
time.

The upgrade is performed by pushing the  The upgrade is performed by applying the
-aup file to the remote Connector -enc file on the local host.
Appliance.

Remotely upgrading a Connector Appliance is a two-step process.
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To upgrade a Connector Appliance remotely:

1 Upload a Connector Appliance .aup upgrade file from the ArcSight Customer Support
site to the Upgrade AUP repository.

This step is only required if the version that you want to upgrade does not already
exist in the repository.

2 Push the .aup upgrade file to the remote Connector Appliances, as follows:
a Click Manage from the top-level menu bar.
b  From the System-level page, click System (left panel) > Hosts tab (right panel).

From a specific Location page, click System (left panel) > Location (under which
the host exists).

c Select the host you want to upgrade. You can select multiple hosts.
d Click Upgrade at the bottom of the page.

e Follow the instructions in the upgrade wizard.

Adding a Container to a Host
See “Adding a Container” on page 113.
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Containers®

A container is a single Java Virtual Machine (JVM) that can run up to four connectors. The
following illustration depicts Container 1 and the connectors it runs.

@System
Er-[@)Default
E-fELocalhost
E-[FContainer 1

SHresf

@ arc_flex_filel
[FContainer 2
[FContainer 3
[FContainer 4

A default number of containers exist on each Connector Appliance. The number depends
on the Connector Appliance hardware platform. Each container is identified with a label
(Container Name) and an associated port number (9001 or higher).

Connector Manager on a Logger appliance contains one default container in the default
host Localhost. You cannot delete this container.

You can perform many operations on containers. You can view all containers on the system
and view the connectors in a container. You can add, delete, and edit a container. You can
update container properties and change container credentials. You can manage certificates
on a container, run a command on a container, and upgrade a container to a specific
connector version. You can also view and delete container logs and run the Logfu utility. All
these procedures are described below.

If you see a question mark (?) next to a container in the left panel, as shown below, the
connectors in the container cannot be authenticated. The CA certificates for the connectors
might be no longer valid. Refer to “Resolving Invalid Certificate Errors” on page 125.

[+ @Container 1
{[F)Container 2(?) |

Viewing All Containers

You can see all the containers you are managing.

To view all containers:
1 Click Manage from the top-level menu bar.

2 Click System in the left panel. All containers display on the Containers tab in the right
panel.
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Viewing Connectors in a Container

You can see all the connectors in a container.

To view connectors in a container:
1 Click Manage from the top-level menu bar.

2 In the left panel, click the Location > Host (under which the container exists) >
Container (whose connectors you want to view). The connectors are listed on the right
panel.

<
Connectors

Z|system

Default -> Localhost -> Container 1 (Initialized)

G4l HEOCLHESE
[~ Name Path Type EPSIn EPSOut Cache Last Check Action
I"| syslog109 //Default/Localhost/Container 1 syslog 0.0 0.0 0 TueJan 18 16:49:06 ST 2011 &F B
I"| syslogfile //Default/Localhost/Container 1 syslog_file 0.0 0.0 0 TueJan 18 16:49:06 ST 2011 & B

[Delete| [Runtime Parameters| [Destinations| [Parameters|

Adding a Container

You do not need to add a container as containers are added automatically when a new host
is added to the system.

When you add a software-type host, it is scanned automatically for containers (and
connectors) as described in “Scanning a Host” on page 108. If you add connectors to such
a host at a later date, you need to scan it manually.

Adding a Connector to a Container
See “Adding a Connector” on page 130.

Editing a Container

The default names for containers are numerical, but you can change them.

To edit a container:
1 Click Manage from the top-level menu bar.

2 Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) >
Containers tab (right panel).

From the location in which the Click System (left panel) > Location

container exists (left panel) > Containers tab (right
panel).

From the host on which the container Click System (left panel) > Location

exists (left panel) > Host (left panel) >

Containers tab (right panel).
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User Interface Options Path

From the Containers page Click System (left panel) > Location
(left panel) > Host (left panel).

3 Click _’ . in the Action column of the container whose name you want to change.
If you are on the specific Container page, ' is at the top of the page.

4 Enter the new name in the Name field and click Next.

5 Click Done.

Deleting a Container

You can delete containers from software-type hosts only. All other hosts (for example, a
remotely-managed Connector Appliance) have a fixed number of containers.

When you delete a container, the connectors that it contains are also deleted.

To delete a container:
1 Click Manage from the top-level menu bar.

2 Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) > Containers
tab (right panel).

From the location in which the Click System (left panel) > Location (left
container exists panel) > Containers tab (right panel).

From the host on which the Click System (left panel) > Location (left
container exists panel) > Host (left panel) > Containers

tab (right panel).

3 Select the container you want to delete. You can select multiple containers.

4  Click Delete.

Updating Container Properties

You can update existing container properties (located in the agent.properties file),
delete them, or add new ones.

To update container properties:
1 Click Manage from the top-level menu bar.

2 Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) >
Containers tab (right panel).
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User Interface Options Path

From the location in which the Click System (left panel) > Location

container exists (left panel) > Containers tab (right
panel).

From the host on which the container Click System (left panel) > Location

exists (left panel) > Host (left panel) >

Containers tab (right panel).

3 Select the container whose properties you want to update. You can select multiple
containers.

4 Click Properties.

5 Follow the instructions in the wizard to update connector properties.

When a property is removed, it is still visible until the container is
= restarted.

MNote

Changing Container Credentials

Each container has a user name and password associated with it. The default user name is
connector_user and the default password is change_me. For security reasons, it is
important to change these values before deploying the system in production.

To change container credentials:
1 Click Manage from the top-level menu bar.

2 Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) >
Containers tab (right panel).

From the location in which the Click System (left panel) > Location

container exists (left panel) > Containers tab (right
panel).

From the host on which the container Click System (left panel) > Location

exists (left panel) > Host (left panel) >

Containers tab (right panel).

3  Select the container whose credentials you want to update. You can select multiple
containers.

4  Click Credentials.

5 Follow the instructions in the wizard to update connector credentials.

This feature does not apply for containers managed by another Connector
' Appliance, as that appliance will not be notified of the changes. If the local
~ system tries to communicate with the remote Connector Appliance, a
Caution  credentials error occurs.
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Enabling and Disabling FIPS on a Container

You can enable or disable FIPS mode on a container. When FIPS mode is enabled for a
container, all the connectors in that container are in FIPS mode.

FIPS mode is supported on local, remote, and software connectors running version 4.7.5 or
later. Certain connectors do not support FIPS mode. For information about which
connectors do not support FIPS mode, contact ArcSight Customer Support.

Before enabling FIPS on a container that contains software connectors
running as a service, review the caveats listed in document Installing
FIPS-Compliant SmartConnectors, available from ArcSight Customer
Support.

MNote

After you enable or disable FIPS mode on a container, check that the
appropriate CA certificates are in the trust store of the connectors so that
they can validate their configured destinations successfully. If the
appropriate CA certificates are not present, you need to add them (refer to
“Managing Certificates on a Container” on page 117).

Note

To enable or disable FIPS mode on a container:
1 Click Manage from the top-level menu bar.

2 Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) > Containers tab
(right panel).

From the location in which the Click System (left panel) > Location (left
container exists panel) > Containers tab (right panel).
From the host on which the Click System (left panel) > Location (left
container exists panel) > Host (left panel) > Containers tab

(right panel).

3  Select the container on which you want to enable or disable FIPS mode. You can select
multiple containers.

4 Click FIPS, then click Next to run the FIPS Management wizard.

| «
| Wizard

[&system
# [EDefault
4 [EEast Choose an action

FIPS Management Wizard

@ | Enable FIPS Mode

T Disable FIPS Mode

ot

5 Click Enable FIPS Mode or Disable FIPS Mode, then click Next.
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If FIPS mode is already enabled or disabled on the container, the FIPS Management
wizard indicates this on the Summary page.
Wizard
FIPS Management Wizard
ontainer 192, .35,22):

FIPS mode is already enabled on the connector

Container 1 (192.168.35.22):

FIPS mode is already enabled on the connector

6 Check that the appropriate CA certificates are in the trust store so that the connectors
in the container can validate their configured destinations successfully. If necessary,
add the appropriate certificates to the container. Refer to Managing Certificates on a
Container.

Managing Certificates on a Container

Connectors require a Certificate Authority (CA) issued or self-signed SSL certificate to
communicate securely with a destination. The Certificate Management wizard, available
from the Containers tab, helps you add and remove certificates on a container. Using the
wizard, you can:

m  Enable or disable a demo certificate on a container.
You can enable a demo certificate on a container that is in non-FIPS mode only.
m  Add a certificate on a container.

®  Add a CA Certs file on a container.
You can add a CA Certs file on a container that is in non-FIPS mode only.

®  Remove a certificate from a container.
From the Containers tab and the Connectors tab, you can view details about the certificates
applied to a container. See “Viewing Certificates on a Container” on page 123.

For information about resolving invalid certificates, see “Resolving Invalid Certificate Errors”
on page 125.

Adding CA Certificates on a Container
You can add a single CA certificate on a container that is in FIPS mode or non-FIPS mode.

Whenever you enable or disable FIPS mode on a container, check that the
required certificates are present in the trust store and add them if
necessary.

Note
Hover your mouse over a container name to see the type of certificate

applied to it. Click the -dJ icon to display a list of the certificates available
on the container.

Before you follow the following procedure, make sure that the certificate you want to apply
is loaded in the CA Certs repository.

To apply a single CA certificate on a container:
1 Click Manage from the top-level menu bar.
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2 Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) > Containers
tab (right panel).

From the location in which the Click System (left panel) > Location (left
container exists panel) > Containers tab (right panel).

From the host on which the Click System (left panel) > Location (left
container exists panel) > Host (left panel) > Containers

tab (right panel).

3  Select the container to which you want to add the certificate. You can select multiple
containers.

4 Click Certificates, then click Next to run the Certificate Management wizard.

5 Click Add Certificate to add a certificate.

Certificate Management Wizard

Choose an action

* | Add certificate

| Remove certificate
| ca cert (Legacy)
" | Demo CA (Legacy)

i Import destination certificates

6 Follow the instructions in the wizard.

If a container is down or a connector is running an older build, the wizard reports
errors in the progress bar and on the Summary page.

Wizard

Certificate Management Wizard
Adding certificate ...
Adding certificate [Certificate2] - [//Location1/192.168.35.21/Centainer 2]
Adding certificate [Certificate2] - [//Location1/192.168.35.21/Container 3]
Skipped adding certificate [Certificate2] - [//Location1/192.168.35.22/Container 2] Container may not be running
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Removing CA Certificates from a Container
You can remove CA certificates from a container when they are no longer needed. When
you remove a CA certificate, the certificate is removed from the container’s trust store; but
it is not deleted from the repository.

Use caution when deleting certificates. When you delete a certificate on a
1 container but the connector destination is still using that certificate, the

. connector can no longer communicate with the destination.
Caution

To remove CA certificates from a container:
1 Click Manage from the top-level menu bar.

2 Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) > Containers
tab (right panel).

From the location in which the Click System (left panel) > Location (left
container exists panel) > Containers tab (right panel).

From the host on which the Click System (left panel) > Location (left
container exists panel) > Host (left panel) > Containers

tab (right panel).

3 Select the container from which you want to remove the CA certificates. You can select
multiple containers.

4  Click Certificate, then click Next to run the wizard.

5 Click Remove certificate and click Next.
Wizard

Certificate Management Wizard

Choose an action

| Add certificate

| Remove certificate
" CA Cert (Legacy)
" Demo CA (Legacy)

& Import destination certificates

6 Select one or more certificates from the certificate list and click Next.

The certificates are removed from the list of certificates and no longer used. When you
remove a certificate from a container in FIPS mode, the container restarts
automatically.
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The Certificate Management wizard displays the certificates that are removed
successfully in a comma-separated list. Certificates that cannot be removed are shown
in a comma-separated list together with a reason why the certificate removal failed.
Wizard

Certificate Management Wizard

Container 3 (192.168.35.22):

Certificates removed : cer certifi certifi A fi 2
Failed to remove these certificates: certifiacate?, certificates, certificate3, certificate1
Failure Reason:

- CA Certificate for alias [certifiacate7] does not exist in the truststore

- CA Certificate for alias i ] does not exist in the truststore

- CA Certificate for alias [certificate3] does not exist in the truststore

- CA Certificate for alias [certificateS] does not exist in the truststore

iner 2 (192.168.35.22):
Container may not be running
Failed to remove these certificates: certifiacate?, certificates, certificates, certificate5, certificated, certificate3,
certificate2, certificatel
Failure Reason:
- Skipped removing certificate(s) [certifiacate7, certificatel, certificate2, certificate3, certificates, certificates, certificates,
certificated] - [//Location1/192.168.35.22/Container 2] Container may not be running

ntainer 1 (192.168.35.22):

Certificates removed successfully: certifiacate?7, certificates, certificate3, certificate1
Failed to remove these certificates: certificates, certificate6, certificated, certificate2
Failure Reason:

- CA Certificate for alias [certificate2] does not exist in the truststore

= CA Certificate for alias [certificate4] does not exist in the truststore

- CA Certificate for alias [certificates] does not exist in the truststore

- CA Centificate for alias [certificate8] does not exist in the truststore

Adding a CA Certs File on a Container

You can add a CA Certs file on any container that is in non-FIPS mode.

When you apply a CA Certs file, the entire trust store on the container is

l overwritten. All previously-added certificates are overwritten.
*

Caution

Before you follow the procedure below, make sure that the CA Certs file you want to add is
loaded in the CA Certs repository.

To add a CA Certs file on a container:
1 Click Manage from the top-level menu bar.

2 Use one of these navigation paths:

User Interface Options Path

From the System-level page Click System (left panel) > Containers
tab (right panel).

From the location in which the Click System (left panel) > Location (left
container exists panel) > Containers tab (right panel).

From the host on which the Click System (left panel) > Location (left
container exists panel) > Host (left panel) > Containers

tab (right panel).

3 Select the container to which you want to add the CA Certs file. You can select mult