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Welcome to ArcSight

Welcome to ArcSight

This User’s Guide for ArcSight Platform provides concepts, use cases, and contextual help with
the following activity:

Create and use ArcSight dashboards to analyze data

Search for events

Check the integrity of your data

Analyze aggregated data with outlier analytics

Access the Reports Portal to create visuals and reports for analyzing data

Hunt for known threats and vulnerabilities with built-in reports

Respond to alerts and manage cases

Manage your MSSP profile and submit monthly EPS usage reports

Access ArcMC to manage and monitor components in the ArcSight infrastructure
Manage the SmartConnectors deployed in your environment

Manage users and groups of users

Manage your user profile

Check whether your environment complies with standards for handling sensitive data

Manage ingested and imported data

Welcome to ArcSight Page 22 of 450
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About this Guide

About this Guide

This User’s Guide provides concepts, use cases, and contextual help for many of the features in
ArcSight Platform and ArcSight SIEM as a Service, including the common layer of services. For
the most recent version of this guide, see links to the documentation sites in "Additional
Documentation" below below.

Intended Audience

This book provides information for individuals who need to search events and check for
vulnerabilities; respond and manage incidents; create users, groups, and roles; create and run
reports and dashboards, and use the ArcSight Dashboard. These individuals have experience
using security and identity management products, as well as creating reports and
dashboards. Some users might need experience in managing service provider contracts.

Additional Documentation

This documentation library includes the following resources, based on the product that you
use:

ArcSight SIEM as a Service (SaaS)
e ArcSight SIEM as a Service - Quick Start Guide for Administrators, which provides an
overview of the products deployed in this suite and their latest features or updates

e User Guides and Release Notes for the capabilities that deployed in your ArcSight SaaS
environment

¢ Documentation site for ArcSight SIEM as a Service
ArcSight Platform (for installing on-premises, AWS, and Azure)
e Release Notes for ArcSight Platform 24.1, which provides information about the latest

release

e Administrator’s Guide to ArcSight Platform 24.1, which provides concepts, use cases,
and guidance for installing, upgrade, managing, and maintaining the ArcSight Platform
in your environment

e Technical Requirements for ArcSight Platform 24.1, which provides information about
the hardware and software requirements for installing ArcSight Platform and the
deployed capabilities in your environment
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* ArcSight Platform Upgrade Paths, which provides information about the paths to
upgrade to the latest release from your current release

* ArcSight Solutions and Compliance Insight Packages, which provide a complete set of
compliance and audit related packages and documentation

e Documentation site for ArcSight Platform where you can discover documentation for
multiple ArcSight products

Contact Information

We want to hear your comments and suggestions about this book and the other
documentation included with this product. You can use the comment on this topic link at the
bottom of each page of the online documentation, or send an email to Documentation-
Feedback@microfocus.com.

For specific product issues, contact Open Text Customer Care.
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Creating and Using ArcSight Dashboards

Available only with ArcSight capabilities.

Select Dashboard.

The Dashboard enables you to visualize, identify, and analyze potential threats by
incorporating intelligence from the multiple layers of security sources that might be deployed
in your security environment:

Managing and monitoring ArcSight infrastructure components with ArcSight Management
Center (ArcMC)

Real-time event monitoring and correlation with data from ArcSight Enterprise Security
Manager (ESM)

Analyzing end-user behavior with ArcSight Intelligence
Performing deep-dive investigations with Log Management and Compliance (Recon)

Responding to and mitigating cyber attacks with ArcSight SOAR

To help you get started, the system provides a set of out-of-the-box widgets and dashboards.
Users can organize the widgets into personalized dashboards. Out-of-the-box, any user can
perform the following actions:

View dashboards owned by or shared with the user
Modify, delete, and export dashboards owned by the user
Create or clone dashboards

Import dashboards

Set a dashboard as a personal default dashboard

You can create one or more ArcSight dashboards that incorporate widgets in your preferred
arrangement. Depending on your role, you can create dashboards to be shared with specific
roles, and even identify which of those dashboards should be the default landing page for a
role.
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Viewing a Dashboard

Select Dashboard.

The Dashboard automatically displays your default dashboard when you log in or select
Dashboard. If you do not have a default dashboard, the Dashboard displays the list of available
dashboards.

While viewing a dashboard, you can modify its settings or clone it to create a new dashboard.

View Data in a Dashboard

Select Dashboard.

Content in a dashboard depends on the widgets that it displays, as well as the dashboard’s
specified time range.

View a Different Dashboard

When viewing a dashboard, select View All Dashboards.

In the course of your day, you might need to switch among several dashboards. You can view
the list of dashboards in two ways:

e "Favorite Dashboards" below

e "All Available Dashboards" on the next page

The list indicates whether a dashboard is shared, for your personal use, or assigned as the
default for a role. You can also see who owns each dashboard. An “out-of-the-box” label
indicates that the dashboard is provided with the Dashboard. In general, out-of-the-box
dashboards are available only to the Dashboard administrator because they require
configuration before use.

Favorite Dashboards

You can specify which dashboards are your favorites.
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All Available Dashboards

You can view the full list of available dashboards. A star beside the name indicates that you

have marked that dashboard as a favorite.
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Viewing Analyst and Entity Details

Some of the widgets in the dashboard allow you to review activity associated with specific
cases, case owners or owner groups, and entities.

Case Overview by Owner

Select an owner in a widget.

You can review all cases currently assigned to a specific owner. When you select an owner in a
widget, the Dashboard opens the Case Overview by Owner page. For each case, the table
includes the following details:

e Severity of the case

e Current stage of the case

Length of time that the case has been assigned to the owner
e Time since the case was created
e Time since the case was last updated

To determine when the owner received a particular case, hover over the Owned field. If you
hover over the Created and Last Updated fields, the Dashboard shows the specific date and
time that the case was created or last updated, respectively.

Review Entities

Requires ArcSight Intelligence be deployed. This feature is not available in the ArcSight Saa$S
environment.

Select an entity in a widget.
You can explore the entities and their risky behaviors in the following ways:

e When you select an entity type in the Entity Count Overview widget, the Entities page
opens in the ArcSight Intelligence Ul, where you can view the details of the risky entities of
the selected entity type. You can also navigate to the Entities page in the ArcSight
Intelligence Ul in the following ways:

° When you have deployed only ArcSight Intelligence, click ENTITIES AT RISK in the left
pane.
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° (Non-Saa$S only) When you have deployed ArcSight Intelligence and Recon, click
INSIGHTS > Entities At Risk in the left pane.

e When you select an entity in the Top Risky Entities widget, the Explore page opens in the
ArcSight Intelligence Ul, where you can explore the risky activities associated with the
entity.
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Managing Dashboards and Content

Select Dashboard.

You can add, remove, and rearrange the order of widgets in a dashboard. You can also change
the content of a widget then save it with a unique name. To edit a dashboard, you must be
currently viewing it.

Understand the Provided Dashboards

To help you get started, the Dashboard provides out-of-the-box dashboards with associated
widgets. You will need to configure the widgets to ensure the dashboards display data
appropriately for your environment.

e "Data Processing Monitoring" below

e "Health and Performance Monitoring" below

e "How is My SOC Running?" on the next page

e "Entity Priority" on the next page

e "Entity Risk " on the next page

Initially, the out-of-the-box dashboards are available to the administrative user created during

the initial log in. This user can share these dashboards with SOC team members, who can then

create their own clones for custom dashboards. Alternatively, administrators can create one or
more clones based on these dashboards, then share the clones, and set default dashboards for
roles.

Data Processing Monitoring

Requires that at least one deployed capability uses the ArcSight Database.

The dashboard, Data Processing Monitoring, provides information to monitor the rate of event
ingestion into the ArcSight Database. It includes the following widget:

e Database Event Ingestion Timeline

Health and Performance Monitoring

Requires that at least one deployed capability uses the ArcSight Database.
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The dashboard, Health and Performance Monitoring, provides information about the status of
the ArcSight Database. It includes the following widgets:

e Database Cluster Node Status

e Database Event Ingestion Timeline

e Database Storage Utilization

How is My SOC Running?

Requires ArcSight ESM Command Center be deployed. This dashboard is not available in the
ArcSight SaaS environment.

The dashboard, How is my SOC running?, gives you an overview of the status and trends
related to ESM case management. It includes the following widgets:

e Case Breakdown

e (Case Load

e Case Timeline

e Case Workflow Analysis

e Productivity

e Threat Analysis Funnel

Entity Priority
Requires ArcSight Layered Analytics capability be deployed. This dashboard is not available in

the ArcSight SaaS environment.

The dashboard, Entity Priority, combines content from ArcSight ESM and Intelligence to
provide the status of users and entities at risk. It includes the following widgets:

e Active List

e Entity Count Overview

Entity Risk

Requires ArcSight Intelligence be deployed. This dashboard is not available in the ArcSight Saa$
environment.

The dashboard, Entity Risk provides at-a-glance actionable information on the current, overall
risk of your organization. It includes the following widgets:

e Analytics Pipeline

e Entity Count Overview
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e Qverall Risk Level
e Top Risky Entities
The dashboard provides the following information:
e Risk statistics: number of events analyzed, number of anomalies and violations found, and
the number of active risky entities.

e The types of entities involved and their risk counts. When you click an entity type, the
Entities page opens in the ArcSight Intelligence Ul, where additional information for the
selected entity type is displayed.

e The trending risk of the organization.
e The dominant potential threat, if any.

e The top 5 risky users. When you click a user, the Explore page opens in the ArcSight
Intelligence Ul, with the selected user’s name applied to the anomalies and violations filter.

e An option to download a PDF containing a detailed report of the risk of the organization.
For more information about PDF report, see the "PDF Reports" section in the ArcSight
Intelligence User’s Guide.

Change the Time Range of Data in a Dashboard

When viewing a dashboard, select #*.

Most of the widgets in a dashboard display data according to the either a specified Time range
or an As of now setting, which displays data based on the last time that you refreshed the
browser. You can configure the time setting.

If you select a preset time, the Dashboard displays data starting from 12:00:00 a.m. of the first
date in the range to 11:59:59 p.m. of the last date in the range. If the last date is the current
date, then the Dashboard defaults to the current time or time of the last browser refresh. For
example, the Last 1 month setting might be from 12:00:00 a.m. April 29 to 3:34 p.m. May 29.
Note that the Dashboard does not display minutes and hours.

To display time values, the Dashboard uses your browser settings, such as your local time zone.

Create or Clone a Dashboard

You can build as many dashboards that you need either by creating a new dashboard or
copying a custom or out-of-the-box dashboard.

e "Create a Dashboard" on the next page

e "Clone a Dashboard" on the next page
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Create a Dashboard

You can create as many dashboards as you need.

1. (Conditional) From within an existing dashboard, select ... > Create new Dashboard.

2. (Conditional) From the Dashboards list, select +.

w

Specify a Title for the new Dashboard.

The title can be a maximum of 150 characters, and must be unique.
To add a widget, select + beside Main Context.

Choose the widget that you want to add.

Modify the widget’s properties.

Continue to add widgets as needed.

Arrange the widgets how you prefer.

0 0 N o U &

Save your changes.

Alternatively, you might choose to clone an existing dashboard or import a dashboard that
someone else created.

Clone a Dashboard

To quickly create dashboards, you can copy an existing dashboard. For example, Inez Bates
wants to customize an out-of-the-box dashboard and share it with her APJ analyst team. She
clones the dashboard, then modifies some of the widgets to include only cases that the team
owns.

By default, the Dashboard copies the name of the original version and adds “Copy of” to the
name. You can change that title as part of the cloning process or edit the title later.

1. From within an existing dashboard, select ... > Clone.

2. Specify a unique name for the new dashboard.

3. (Optional) Indicate that you want to add the new dashboard to your Favorites.
4. Save your changes.

Alternatively, you can import a dashboard that someone else created.

Modify a Dashboard

While viewing a dashboard, select #*.

You can only change the configuration of the dashboard that you are currently viewing, such as
editing a widget's properties or adding and removing widgets.
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e "Add Widgets" below

e "Modify a Widget’s Properties" below

e "Rearrange the Order of Widgets" below
e "Remove Widgets" below

¢ "Change the Dashboard’s Name" below

Add Widgets

While viewing a dashboard, select #, then + in Main Context.

To find an existing widget, you can search by its name or the tags assigned to it. After choosing
the widget, you can change its properties to suit your dashboard.

To group widgets in sections under the Main Context, select Nested Context from the widget
selector or select a context that has already been added to the dashboard. Then you can add
widgets in that section. You can also change the name of the sections.

Modify a Widget’s Properties
While viewing a dashboard, select #*.

To edit the settings of a widget, select the widget. Make your changes in the Widget Properties
pane. Then save your changes.

Rearrange the Order of Widgets

While viewing a dashboard, select #*.

To rearrange the order of widgets in a dashboard, simply drag each widget to the new location.
Then save your changes.

Remove Widgets

While viewing a dashboard, select #*.

To remove a widget, select X within the widget’s boundaries. Then save your changes to the
dashboard.

Change the Dashboard’s Name

While viewing a dashboard, select #*.

The title of a dashboard can be a maximum of 150 characters, and must be unique.
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Mark a Dashboard as a Favorite

To more quickly find a dashboard, you can add it to your Favorites list.

While viewing a dashboard, select 7.

Specify a Default Dashboard

Select ... > Set as default for me.

When you log in, the Dashboard automatically displays the default dashboard that you have
chosen or that an Administrator has assigned for your role. If no dashboard has been assigned
to you or no default exists, you will see the list of available dashboards.

To override the default dashboard assigned to your role, you can specify any currently
displayed dashboard as your preferred landing page.

Share a Dashboard

You must have the Share Dashboard permission to perform this function.
Select ... > Share.

You can share the currently displayed dashboard with one or more of your assigned roles. If
you have the Manage Roles permission, you can share the dashboard with any role.

Alternatively, if you cannot share a dashboard, you can export the dashboard for others to
import and use.

[ ﬂ You cannot re-share a dashboard that has been shared with you.

Import and Export a Dashboard

As an alternative to sharing or copying a dashboard, you can export the dashboard as a json file
for other users to import to their Dashboard. The json file contains information about the
dashboard’s configuration and the included widgets. The file does not contain any data
displayed in the dashboard. You can modify the exported json file or edit the imported
dashboard.

For example, Inez Bates on the APJ analyst team really likes a dashboard that Murphy Buckley,
on the EMEA team, made for his personal use. Murphy could share this dashboard with Inez.
However, the widgets are configured for the AMS team’s use, so the data would not be useful
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for Inez. Instead, Murphy exports the dashboard and sends the json file to Inez. She imports
the dashboard, then modifies some of the widgets to point to cases that she and the APJ team
own.

e "Considerations for Importing a Dashboard" below
e "Import a Dashboard" below

e "Export a Dashboard" below

Considerations for Importing a Dashboard

Changing the json file of a dashboard can cause problems either during import or within the
Dashboard. Usually, you only need to change the name of the dashboard in the file. Before
importing a dashboard, please review the following considerations:

e You cannot import a dashboard whose name already exists in your Dashboard
environment. Ensure that you change the title of the dashboard in the json file.

ﬂ This caveat includes names of dashboards that other users have created and which you
might not see in your list.

e You cannot import a dashboard if it contains widgets that do not exist in your Dashboard
environment.

Import a Dashboard

When viewing the list of Dashboards, select ... > Import Dashboard. Then browse to the
appropriate json file.

Export a Dashboard

When viewing a Dashboard, select ... > Export Dashboard.
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Display a Dashboard on the SOC Screen

Like most software, the Dashboard will end a session that has been idle for a while. This is good
for security. However, it can be inconvenient if you display a dashboard on the large monitors
in your SOC. To avoid manually interacting with the browser or logging in regularly, you can use
a plug-in that automatically refreshes all content in the browser tab that displays the
dashboard.

To automatically refresh dashboards on the SOC screen:

1. Install an Auto Refresh add-on for your browser.
There are free add-ons available for supported browsers.
2. Specify the time interval after which you want the browser tab to refresh automatically.

For instance, if you set the time for auto-refresh to five minutes, your browser tab will
refresh automatically after an interval of five minutes.

3. (Optional) Minimize the left navigation pane.

Note that, when you refresh the tab, the Dashboard always updates to the latest data based on
your chosen time range.
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Configuring Widgets

Widgets display data according to your specifications. You can filter content by specific case
owners or groups, case severities, and sub-filters.

Understand Widget Properties

When you configure a widget, you might see a combination of some or all of the following
properties:

Title and Subtitle
Specifies the name and an optional secondary name for a widget you want to add to your

dashboard.
You can also specify whether the dashboard displays the title or subtitle.

In general, because you might have several variations of some widgets, it's a good practice
to title each widget according to your sub-filter criteria. For example, SOC Manager Franz
Tupper creates a Case Breakdown widget for each of the SOC’s three owner groups: EMEA,
AMS, and APJ. He names the widgets Case Breakdown-EMEA, Case Breakdown-AMS, and
Case Breakdown-APJ.

Severity
Specifies the categories of importance, or severity, assigned to the affected cases. For
example, in ESM, some cases might be categorized as Catastrophic or Marginal.

When selected for Group by or Facet, you can add sub-filters by specifying the type of
Cases, Assigned Owners, or Assigned Owner Groups that you also want to view.

Assigned Owners
Indicates that you want to display data based on the individuals assigned to the affected

cases. You can specify the Owners that you want to include.

If you do not specify an owner, the Dashboard includes data for all owners. If you specify
more than five owners, the Dashboard displays data for the top five selected owners. Then
adds an Other category that totals the values for all other selected owners.

When selected for Group by, you can add sub-filters by specifying the type of Cases and
Importance categories that you also want to view.
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Assigned Owner Groups
Indicates that you want to display data based on the owner groups, or teams, assigned to
the affected cases. The widget also displays all cases assigned to the individuals and child
groups within the owner groups. You can specify the Owner Groups that you want to
include.

If you do not specify an owner group, the Dashboard includes data for all groups, and thus
all owners. If you specify more than five owner groups, the Dashboard displays data for the
top five selected groups. Then adds an Other category that totals the values for all other
selected owner groups.

When selected for Group by, you can add sub-filters by specifying the type of Cases and
Severity categories that you also want to view.

Assigned Cases
Applies only when you specify Severity for Group by

Indicates whether a sub-filter includes cases assigned to the specified owners.

To include specific owners or owner groups, select Owners then add the names that you
want to include. Otherwise, the Dashboard displays data for all assigned cases.

In general, to view sub-filter data, you might hover over the visual in the widget or drill
down into the data.

Unassigned Cases
Applies only when you specify Severity for Group by

Indicates whether a sub-filter includes unassigned cases.

Number of Groups
Applies only to the SOAR Productivity widget

Indicates whether a sub-filter includes the most productive number of groups.

Statuses
Applies only when you specify Statuses for Facet

Indicates whether a sub-filter includes statuses.

Show Top N Playbooks
Applies only to the SOAR Productivity widget

Indicates whether a sub-filter includes the number of Top Playbooks executed.

Classifications
Applies only to the SOAR Productivity widget

Indicates whether a sub-filter includes the classification of the attack type.
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Number of Playbooks
Applies only to the SOAR Productivity widget

Indicates whether a sub-filter includes the number of Playbooks executed.

Target for Case Closure
Applies only to the Productivity and Case Load widgets.

Specifies the number of cases per week that you expect each owner group (Productivity
widget) or owner (Case Load) to close.

Time Range
Specifies the start and end dates for the data that you want to view:

¢ Dashboard’s default tells the widget to use the time range set for the dashboard.
¢ As of now tells the widget to use the most recent data retrieved from the data source.

Data updates each time you refresh the browser, unless you have specified a Custom
time range.

ﬂ You can set a maximum time range to limit the amount of data that the Dashboard
can collect from its data sources. For example, you can specify 365 days of data. For
more information, see the Administrator’s Guide to ArcSight Command Center for

ESM.

To assign or change the severity or owner of a case, use the ArcSight Console or Command
Center.

Layout

Specifies the orientation of the widget in a custom dashboard. For example, you might want
the Database Event Ingestion Timeline widget to span the width of the dashboard.

Understand the Provided Widgets

The Dashboard ships with several widgets designed to help you manage your security
operations. When you create or modify a dashboard, you can choose from the full set of

widgets and configure them as needed.
The Dashboard provides the following out-of-the-box widgets:

e "Active List" on the next page
e "Analytics Pipeline" on page 42

e "Case Breakdown " on page 42
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e "Case Load " on the next page

¢ "Case Timeline " on page 43

¢ "Case Workflow Analysis " on page 43

* "Database Cluster Node Status" on page 44

¢ "Database Event Ingestion Timeline" on page 44
¢ "Database Storage Utilization" on page 44

¢ "Entity Count Overview" on page 45

e "Overall Risk Level" on page 45

¢ "Productivity " on page 45

¢ "SOAR Productivity" on page 46

¢ "SOAR Average KPI for Event" on page 47

* "SOAR Case Breakdown - Severity" on page 47

¢ "SOAR Case Load" on page 47

¢ "SOAR Case Status" on page 48

¢ "SOAR Threat Analysis Funnel" on page 48

* "SOAR Case Timeline" on page 49

¢ "SOAR Top Playbooks Executed" on page 49

¢ "SOAR Trend - Playbooks Executed" on page 50
¢ "SOAR Trend - Mean Time To Resolve" on page 49
e "SOAR Trend - Mean Time To Respond" on page 50
e "Threat Analysis Funnel " on page 50

¢ "Top Risky Entities" on page 51

Active List

Requires ArcSight Intelligence and ArcSight ESM be deployed for best effect. This widget is not
available in the ArcSight SaaS environment.

To watch for suspicious activity associated with entities, add Active List widgets to your
dashboard. Each widget displays the top five at-risk entities, based on the specified Active list,
Field, and Entity type settings with both ESM and ArcSight Intelligence installed.

The available active lists correspond to active lists in ESM. For example, you might have watch
lists for privileged or administrative users or vulnerable hosts. If an active list entry matches an
entity in ArcSight Intelligence, then the widget also shows the ArcSight Intelligence risk score
for that entry. However, if the ArcSight Intelligence capability is not deployed, the widget
cannot display risk scores but just entities in alphabetical order.
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Analytics Pipeline

Requires ArcSight Intelligence be deployed. This widget is not available in the ArcSight SaaS
environment.

The Analytics Pipeline widget provides the risk statistics for the last analytics run. It displays
the number of events analyzed, the number of anomalies and violations found, and the
number of active risky entities. This widget also provides the option of downloading a PDF
report detailing the current risk of the organization. You can select the orientation of the
widget as Landscape or Portrait. The default orientation is Landscape.

Case Breakdown

Requires ArcSight ESM be deployed. This widget is not available in a SaaS environment.

The Case Breakdown widget displays the number or percentage of cases by their Severity,
Owners, or Owner Groups. The widget always shows data As of Now, regardless of the
specified time range for the dashboard.

By default, the widget shows data for total open, assigned cases. The widget displays a

maximum of six data points, which comprise the top five objects associated with the specified
filter plus an Other object that combines the rest of the cases. For example, if you have seven
case owners, the widget shows specific values for the five owners with the largest quantity of
cases, then groups the total number of cases for the other two owners in the Other category.

You can change the widget’s properties to view cases in a different state, such as cases created
by specific analysts. For example, SOC Manager Franz Tupper wants to view all cases created
by his Level 1 analysts. He sets the filter to Assigned Owners, and in the sub-filters specifies Jin
Stafford, Neve Marshall, Troy Leach, and Chole Gay as Owners. Then he selects Created for the
state that he wants to analyze. The widget will display the quantity and percentage of cases
created by each analyst. Because Franz has configured the dashboard to automatically refresh,
he sees in real-time when the analysts add new cases.

If you don’t specify an owner or owner group, the widget displays data for all cases.

Case Load

Requires ArcSight ESM be deployed. This widget is not available in the ArcSight SaaS
environment.

To help managers balance the amount of work assigned to case owners, the Case Load widget
provides several case management metrics:
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¢ Average number of cases each owner closes per week

e Estimation of the time required to close all cases currently assigned to the owner based on
the time elapsed since the cases were opened

* Projection of the number of cases per severity that the owner might not be able to close,
based on the configured target, the time elapsed since the cases were opened, and the
average velocity of the owner. This assumes that owners work on cases in severity order,
from highest to lowest.

By default, the widget shows the data for total open, assigned cases for the top three members
of the group based on their average number of cases per week. You can filter the data by
specific Owner Groups. The metrics are based on the specified time range and the target
number of cases that you expect the owners to close per Severity

For best use of this widget, it is recommended that you create one Case Load widget per owner
group. In this way, you will see details for members of the owner group.

Case Timeline

Requires ArcSight ESM be deployed. This widget is not available in the ArcSight SaaS
environment.

The Case Timeline widget shows changes in the volume of cases over a specified time range.
By default, the widget filters the data according to the Severity category assigned in ESM.
However, you can also choose to view trends for other case states, such as cases Closed by
specific Owners or Owner Groups.

To observe the breakdown of cases associated with a specific date, you can hover over any
location within the timeline. You can also zoom in to view a particular time range, either using
the magnifier icons or by clicking and dragging within the graph.

Case Workflow Analysis

Requires ArcSight ESM be deployed. This widget is not available in the ArcSight Saa$
environment.

The Case Workflow Analysis widget helps you compare the current volume of cases per stage
with how the cases transitioned among the stages. In the widget, the width of the lines
indicates the average time cases have taken to move from stage to stage during the specified
time range. The diameter of each circle, except for the Closed stage, represents the total
number of cases currently at that stage, based on the last refresh of data from the source.

ﬂ The widget does not represent backward transitions. For example, a case moves from Final back
to Follow-up during the specified time range.
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By default, the widget shows data for total open, assigned cases. You can also choose to filter
the data by Severity, Owners, or Owner Groups.

Database Cluster Node Status

Requires that at least one deployed capability uses the ArcSight Database.

The Database Cluster Node Status widget helps SOC managers and IT administrators monitor
the state of the nodes that host the database. This widget displays the state of each node in
the database cluster. It also raises awareness that the number of nodes that are down can
affect the resiliency of the database cluster. For example, if the database resiliency setting is 1,
and two of three nodes go down, then the database might automatically shut down to protect
itself.

Also, when nodes are down or recovering from a failure, it’s possible that you might experience
data loss. The longer that a node is offline, the longer it will take to recover because it needs to
acquire the data available in the rest of the cluster.

Database Event Ingestion Timeline

Requires that at least one deployed capability uses the ArcSight Database.

To help SOC managers and IT administrators monitor the rate of event ingestion into the
database, use the Database Event Ingestion Timeline widget. Due to differences in how
quickly an event from different sources arrives at the database for storage, the moment when
a database stores an event differs from when the event occurred. This widget measures when
the database receives the event data.

Database Storage Utilization

Requires that at least one deployed capability uses the ArcSight Database.

To help SOC Managers and IT Administrators ensure that disk use does not overload the
database nodes, the Database Storage Utilization widget displays storage utilization data for
up to five database nodes. In general, most administrators keep disk usage below 60 percent
per node, thus ensuring space for temporary activity required by some query execution
operators.

If the database cluster has more than five nodes in the cluster, you might specify the nodes
with the least amount of free space available. In this way, you can monitor the nodes at most
risk of running out space. For each node, you can compare the percent and quantity of space
used to the total amount. You can also monitor the throughput and latency of the database per
second.
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The ArcSight Database supports use of a third party storage location technology, shared among
its database nodes on premises or cloud. This shared storage location is also called Communal
Storage and represented in the associated widget.

ﬂ The computational and communal layers of the database are separate and allows storage of data

in a single location with the ability to elastically vary the connected computer nodes per
necessary computational needs. For more information, see the Administrator's Guide
to ArcSight Platform.

Entity Count Overview

Requires ArcSight Intelligence be deployed. This widget is not available in the ArcSight SaaS
environment.

To help identify users and entities currently at risk in your organization, the Entity Count
Overview widget displays the number of entities involved in risky behaviors, by entity type,
along with their risk counts based on the last analytics run. When you click an entity type in the
widget, the Entities page opens in the ArcSight Intelligence Ul, where additional information
for the selected entity type is displayed.

Overall Risk Level

Requires ArcSight Intelligence be deployed. This widget is not available in the ArcSight SaaS
environment.

To help understand the general risk in your organization, the Overall Risk Level widget displays
the trending risk of the organization based on the last analytics run.

Productivity

Requires ArcSight ESM be deployed. This widget is not available in a SaaS environment.

To help managers optimize analyst activity for the specified time range, the Productivity
widget incorporates several elements related to SOC productivity:

Case Closure Velocity
Shows the current rate of case closure per week based on the target velocity for all owners
and owner groups. For example, you might expect teams to close at least 5 cases per week.
The dotted line in the graph represents the target.

The trend indicates whether the velocity fails to meet or exceeds the target rate compared
to the previous week. The velocity is based on when cases were created.
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Highest Velocity
Represents the owner that currently has the fastest closure rate per week. You can also see

the total number of cases assigned to the owner by severity.
The trend indicates whether the velocity fails to meet or exceeds the target rate compared
to the previous week. The velocity is based on when cases were assigned to the owner.

Productivity by Owner Groups
Lists the owner groups that currently have the highest average number of cases closed per

week. It also identifies which owner in the group has the highest velocity.

You can observe the average number of cases closed and whether the rate is trending up or
down. The colored bar indicates the volume of cases by severity. By default, the widget
displays data according to the specified time range.

SOAR Productivity

Requires data from ArcSight SOAR.

To help managers optimize analyst activity for the specified time range, the SOAR Productivity
widget incorporates several elements related to SOC productivity. You can change the widget’s
properties to select an available option from the Number of Groups drop-down list:

Case Closure Velocity

Shows the current rate of case closure per week based on the target velocity for all owners and
owner groups. For example, you might expect teams to close at least 5 cases per week. The
dotted line in the graph represents the target.

The trend indicates whether the velocity fails to meet or exceeds the target rate compared to
the previous week. The velocity is based on when cases were created.

Highest Velocity

Represents the owner that currently has the fastest closure rate per week. You can also see the
total number of cases assigned to the owner by severity. The trend indicates whether the
velocity fails to meet or exceeds the target rate compared to the previous week. The velocity is
based on when cases were assigned to the owner.

Productivity by Owner Groups

Lists the owner groups that currently have the highest average number of cases closed per
week. It also identifies which owner in the group has the highest velocity.

You can observe the average number of cases closed and whether the rate is trending up or
down. The colored bar indicates the volume of cases by severity.
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By default, the widget displays data according to the specified time range.

SOAR Average KPI for Event

Requires data from ArcSight SOAR and that ArcSight ESM be deployed. This widget is not
available in the ArcSight SaaS environment.

The SOAR Average KPI For Event widget provides the SOC Manager an overview for the
volume of events in the specified time range that transition from initial analysis of events from
source devices through correlation to case creation. The widget also shows the percentage of
change between each state.

Correlated Event Count

Shows the number of alerts created from an ESM alert source that you must handle manually,
without the use of ArcSight correlation.

Found

Indicates the reduction in the number of items that you must handle manually. This data
includes the correlation events generated by rules that monitor events from source devices, as
well as events generated by ArcSight components. For typical correlation rule configurations,
the data usually represents a reduction in the number of items. However, the number of items
might increase in the case of unusual configurations.

Created

Represents the number of cases created within a time range, based on correlation event
activity, content, or systems detecting what is significant, and also manual assessments.

SOAR Case Breakdown - Severity

Requires data from ArcSight SOAR.

The SOAR Case Breakdown - Severity widget displays the number or percentage of cases by
their Severity. The widget always shows data As of Now, regardless of the specified time range
for the dashboard. By default, the widget shows data for total open cases. You can change the
widget’s properties to select or deselect a severity type. You can also create custom severities.
The system, however, does not limit the number of custom severities that you can create.

SOAR Case Load

Requires data from ArcSight SOAR.

To help managers balance the amount of work assigned to case owners, the SOAR Case Load
widget provides several case management metrics:
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e Average number of cases each owner closes per week.

* Projection of the number of cases per severity that the owner might not be able to close,
based on the configured target, the time elapsed since the cases were opened, and the
average velocity of the owner. This assumes that owners work on cases in severity order,
from highest to lowest.

ﬂ Estimation of the time required to close all cases is set in the Severity Editor when you
configure custom severities.

By default, the widget shows the data for total open, assigned cases for the top three members
of the group based on their average number of cases per week. You can filter the data by
specific Owner Groups. The metrics are based on the specified time range and the target
number of cases that you expect the owners to close per Severity

For best use of this widget, it is recommended that you create one Case Load widget per owner
group. In this way, you will see details for members of the owner group.

SOAR Case Status

Requires data from ArcSight SOAR.

The SOAR Case Status widget displays the number of cases by their Statuses. The widget
always shows data As of Now, regardless of the specified time range for the dashboard.

By default, the widget shows data for All cases. You can however change the widget’s
properties to select or deselect one or more Status types.

SOAR Threat Analysis Funnel

Requires data from ArcSight SOAR and that ArcSight ESM be deployed. This widget is not
available in the ArcSight SaaS environment.

The SOAR Threat Analysis Funnel widget provides the SOC Manager an overview for the
volume of events in the specified time range that transition from initial analysis of events from
source devices through correlation to case creation. The widget also shows the percentage of
change between each state.

Analyzed
Shows the number of events, from source devices, that you must handle with the use of
ArcSight correlation.

Found
Indicates the reduction in the number of items that you must handle manually. This data
includes the correlation events generated by rules that monitor events from source device
as well as events created by ArcSight components. For typical correlation rule
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configurations, the data usually represents a reduction in the number of items. However,
the number of items might increase in the case of unusual configurations.

ﬂ Base and Correlation Event counts and Created Case counts come from the ArcSight ESM APl and
ArcSight SOAR respectively.

SOAR Case Timeline

Requires data from ArcSight SOAR.

The SOAR Case Timeline widget shows changes in the volume of cases over a specified time
range. By default, the widget filters the data according to the Severity category assigned in
SOAR. However, you can also choose to view trends for other case states, such as cases closed
by assigned or unassigned sub-filters.

To observe the breakdown of cases associated with a specific date, you can hover over any
location within the timeline. You can also zoom in to view a particular time range, either using
the magnifier icons or by clicking and dragging within the graph.

SOAR Top Playbooks Executed

Requires data from ArcSight SOAR.

The SOAR Top Playbooks Executed widget displays the execution count of the playbooks over
alerts created.

By default, the widget shows data for top 5 playbooks. The widget helps managers understand
the count of playbooks executed over each alert.

You can view the number of playbooks for a given date period and Top N Playbooks such as top
5, top 10.

SOAR Trend - Mean Time To Resolve

Requires data from ArcSight SOAR.

The SOAR Trend - Mean Time to Resolve widget displays the amount of average time it took
to resolve a malicious attack.

You can change the widget’s properties to view different classifications of attacks and their
statuses.

To observe the breakdown of cases associated with a specific date, you can hover over any
location within the timeline. You can also zoom in to view a particular time range, either using
the magnifier icons or by clicking and dragging within the graph.
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SOAR Trend - Mean Time To Respond

Requires data from ArcSight SOAR.

The SOAR Trend - Mean Time to Respond widget displays the amount of average time it took
to respond to a malicious attack.

You can change the widget’s properties to view different classification of attacks and their
statuses.

To observe the breakdown of cases associated with a specific date, you can hover over any
location within the timeline. You can also zoom in to view a particular time range, either using
the magnifier icons or by clicking and dragging within the graph.

SOAR Trend - Playbooks Executed

Requires data from ArcSight SOAR.

The SOAR Trend - Playbooks Executed widget displays the number of times a playbook is
executed by its execution date.

By default, the widget shows data for 5 playbooks. The widget helps managers understand the
number of playbooks executed everyday.

You can change the widget’s properties to view number of playbooks for a given date period.

To observe the breakdown of playbooks associated with a specific date, you can hover over any
location within the timeline. You can also zoom in to view a particular time range, either using
the magnifier icons or by clicking and dragging within the graph.

Threat Analysis Funnel

Requires ArcSight ESM be deployed. This widget is not available in the ArcSight Saa$S
environment.

The Threat Analysis Funnel provides the SOC Manager an overview for the volume of events in
the specified time range that transition from initial analysis of events from source devices
through correlation to case creation. The widget also shows the percentage of change between
each state.

Analyzed
Shows the number of events, from source devices, that would need to be handled manually
without the use of ArcSight correlation.
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Found
Indicates the reduction in the number of items that you would need to handle manually.
This data includes the correlation events generated by rules that monitor events from
source device as well as events created by ArcSight components. For typical correlation rule
configurations, the data usually represents a reduction in the number of items. However,
the number of items might increase in the case of unusual configurations.

Created
Represents the number of cases created within the time range, based on correlation event
activity, content or systems detecting what'’s significant, and manual assessments.

Top Risky Entities

Requires ArcSight Intelligence be deployed. This widget is not available in the ArcSight SaaS
environment.

To help identify the riskiest entities in your organization, the Top Risky Entities widget provides
a list of the top risky entities, by entity type, based on the last analytics run. By default, the
widget displays the top 5 risky users. If you need to view the top risky entities for another
entity type, then, as part of this widget’s properties, you can change the filter to select the
entity type and the number of entities you want displayed in the list. When you click an entity
in the widget, the Explore page opens in the ArcSight Intelligence Ul, with the selected entity's
name applied to the anomalies and violations filter.
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Searching for Events

The Search feature enables you to look for and investigate events that meet specified criteria
so you can detect anomalies that point to security threats. You can view the results in tabular
and timeline formats, as well as view the raw event data. Each search consists of specifying
query input, search result fields, and the criteria for which you want to search events.

Queries are case sensitive. The query input determines the search type (full text, natural
language, or contextual). As you specify the criteria for a search query, Search suggests items
and operators based on a schema data dictionary. You can also choose from predefined search
queries. When running a search, you can specify a fixed time or have the search results update
in real-time.

Understanding Search

ArcSight ingests log data, migrated from ArcSight Logger or sent by SmartConnectors directly to
the ArcSight Database. Each entry in a log is referred to as an event. As the database accepts
events, it organizes the data to maximize search and storage efficiency. In a non-Saa$
environment, you can configure the SmartConnectors to route events through Transformation
Hub and Real-time Threat Detection service in the ArcSight SaaS environment before arriving in
the database.

The Search feature enables you to look for and investigate events that meet specified criteria
so you can detect anomalies that point to security threats. You enter a search query, the
criteria (such as a time window) over which to search, and a fieldset containing the fields from
the Unified Event Schema.

For your search, you can use one of the three timestamps that the database stores for each
event in your time window. When running a search, you can choose to receive results based on
a fixed-time range or stream the results in real time, as events are being ingested. The system
treats each search tab as a session search unless you save the search. By default, session
searches expire after 24 hours of inactivity. To avoid expiration, save the search as Search
Query, Search Criteria or Search Results. You can also schedule searches to run on a regular
basis.

ﬂ Real-time search is available only with the Real-time Threat Detection service in the ArcSight
Saa$S environmentt.
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When you start a search, the status of the Search changes to In Progress. Rather than
attempting to read all data at once, the search retrieves data in chunks of time and displays the
data in timeline and grid. You can pause search, restart, and cancel the search, as needed.

To help you evaluate the data, Search provides an Event Histogram chart to show the number

of events returned over time. The Search Results table shows all events returned based on the
current time range of the histogram. The table displays columns of fields for a category of data.
When you select an event, you can view its list of field-value pairs in the Event Inspector panel.

[

ﬂ Because search results consume space, the system maintains a threshold for the total number of
executed searches that it can store. Stored content includes saved search results, completed
runs of session searches, and completed runs of scheduled searches. The system displays a
notification when the threshold is passed. If this occurs, you cannot run a search, and scheduled
searches cannot run, until some previously executed searches have been deleted.

For more information about increasing the search limit in a non-Saa$S environment, see
"Configuring the Deployed Capabilities" in the Administrator's Guide for the ArcSight Platform. If
you are a SaaS customer, reach out to Support to increase the search limit.

Understand Fixed-time versus Real-time Searches

Search results can be based on a fixed time range or stream in real time as new events match
the search query.

¢ "Fixed-time Searches" below

e "Real-time Searches" below

Fixed-time Searches

A fixed-time search receives results based on a fixed time range, such as having fixed start and
end values. For example, 10:00 AM to 10:00 PM on May 29. The search also can use dynamic
dates, such as last 30 minutes or the last 24 hours. However, after the system retrieves the
search results, Search does not update the dataset again. To receive more recent events, you
might have to reconfigure the end time if using specific end time and re-run the search.

Real-time Searches

A real-time search constantly updates the results of your query, starting from a beginning
range, such as Last 30 Minutes. As long as there is data to satisfy the query, the data in the
Events Table continues to build. Real-time search requires the Real-time Threat Detection
service in the ArcSight SaaS environment.
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Real-time searches act like session searches; their expiration time depends upon what you
have in user preferences for "Session Search expires in" when the real-time search was
created.

Options for creating searches:

e "Create a Fixed-time Search" on page 121

e "Create a Real-time Search" on page 123

Understand Session Search versus Saved Search Results

The system enables you to initiate temporary searches, as well as save searches to run again.
The Home tab lists all your current searches. Therefore, if you close the search tabs or lose the
search tabs by logging out, you can open them again from the Home tab. However, if the
search results have expired, you cannot re-open the search.

e "Session Searches" below

e "Saved Search Results" below

e "Expired Searches" on the next page

e "User Activity With Real-time Searches" on the next page

Session Searches

As you initiate a search, your activity is automatically preserved in case you need to navigate to
another search tab or to a different feature in the ArcSight Platform. Search temporarily
maintains these session searches after you close the search tabs, exit your browser, or log out.
The system might automatically log you out if you have not interacted with the interface for
longer than an idle time specified by your system administrator.

The session search expires once the specified expiration time is reached, regardless of the level
of activity in the session.

Saved Search Results

For long-term use of a search, you must save the query, criteria, or results. Note that, for a
real-time search, you cannot save the query. You can review and manage your saved searches
at any time:
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e Saved queries
e Saved criteria

e Saved search results

Expired Searches

Session and saved searches usually expire after a specified amount of time.

When a search expires, the system deletes all information about the search. If this occurs when
you have the search open in a tab, you will receive a notification that the search has expired
and be instructed to close the tab.

The session search expires once the specified expiration time is reached, regardless of the level
of activity in the session. You may reset the expiration time by running the search again or by
modifying the query or criteria. However, if the search has already expired, you cannot reset
the expiration clock. You can also override the default expiration time by changing the Search
expires in setting for a particular session search.

By default, search results expire after seven days. (You may modify this value in your user
preferences.)

User Activity With Real-time Searches

After a certain number of minutes, the application will log you out and redirect you to a Login
page if the system does not detect any user activity in an open search tab that contains a
running real-time search.

To avoid the logout behavior, you can request your system administrator to activate the Never
Expire Session for Real-Time Searches permission. This allows the user to leave a running real-
time search opened in a tab and prevents the logout if there is no interaction with the user
interface. User interface activities include scrolling, mouse movements, mouse drags, clicks,
zooming in or out, and keystrokes.

Understand Start Time Behavior for Real-time Searches

Requires the Real-time Threat Detection service in the ArcSight SaaS environment.

The following sections provide a deeper discussion about how the start time of a real time
search histogram is calculated, what happens when a real time search reaches its search
results limitand go to now behavior.
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e "Understand Start Time of the Histogram" below
e "Start Times if the Search Reaches the Search Results Limit" below

e "Understand Go-to-Now Behavior" below

Understand Start Time of the Histogram

To find events that match the query, Search needs a time range, particularly a starting time. If
you selected a time range of Last 1 hour and began the search at 8 am, the initial time range
for the search will be from 7 to 8 am.

If you create a real-time search with the Do not accumulate data option as time proceeds and
data continues to be added, the start time of histogram time window also continues to move
forward. For example, if 30 minutes has passed since you created real time search at 8 am, the
histogram will show data for 7:30 am to 8:30 am.

ﬂ The Do not accumulate data option only pertains to histogram display. Data will continue to
accumulate in the backend. You can always pan backward to see the older data.

If you had deselected Do not accumulate data when you created your real-time search, the
histogram will show all of the data from the time you created the search. Therefore, if you
created the search at 8 am and selected Last 1 hour, at 8:30 am, the histogram will show data
from 7 am to 8:30 am.

Start Times if the Search Reaches the Search Results Limit

For real-time searches, the start time never changes if your search does not reach the search
results limit. If the search does reach the search limit, the oldest events are dropped to make
space for the new events.

Since the oldest events are dropped, the system now sets the start time based on the earliest
events that are available in the search results table. For example, if the search limit was
reached at 6 pm and system has dropped some events; even though the initial start time was 7
am, if the earliest data present in search results table is now for 8:45 am, the histogram shows
data for 8:45 am to 6 pm (assuming Do not accumulate data was unchecked). If this option was
selected, the histogram will display data for 5 pm to 6 pm, but you can only pan backwards to
8:45 am, not the initial 7 am.

Understand Go-to-Now Behavior

For real-time searches, Now is always the present time, which continues to change as the time
of day progresses. If you select a start time of Last 1 hour and begin the search at 8 am, the
Now time will change as the search progresses. Therefore, if you pause the search for 1.5 hours
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and then click the & icon (only available for real-time searches), the Now time becomes 9:30
am.

The beginning of your time range is indicated by a vertical dotted line topped by a solid circle.
Now or the end of the time range is indicated by a vertical dotted line topped by the & icon.

Understand Search Limits

For real-time searches, once a search reaches the search limit, the oldest events are removed
as hew events are added.

For fixed-time searches, if you exceed the global search limit, the system displays an error
message when you create a new search: An error occurred while creating search. Exceeding the
limit of 1000 searches. You cannot create more searches if this error displays.

You can either delete some existing searches or contact your Administrator to increase the
search limit.

e If you are an ArcSight SaaS customer, reach out to Support to increase the search limit.

e For more information about increasing the search limit in a non-SaaS environment, see the
"Fusion" section of Configuring the Deployed Capabilities in the Administrator’s Guide to
ArcSight Platform 24.1

Understand Search Queries

You must have the Manage Search Queries permission.

A search query is a set of conditions used to select events when you run a search. For example,
you can enter a very simple term to match such as “login” or an IP address. Alternatively, you
can specify a complex query to match events that include multiple IP addresses and reference
a lookup list. In the search query, you can enter the alias, or abbreviated term, for a field name
rather than entering the full name. You can also use the presentable field names, such as
Agent Address.

Your query input determines the search type: full text, natural language, or contextual. As you
specify the fields and values for the query, Search suggests search items and operators based
on a schema data dictionary.

Search provides default queries, labeled as system. However, you can save your own queries,
which you can load into another search. You have the option to clone, modify, or remove a
saved query at any time.
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Understand the Query Syntax

Depending on the type of search you create, your query must meet the requirements listed in
the following table. Search treats a comma (,) between search items and values as an OR
operator. Additionally, there is a list of reserved words that must be enclosed in quotes (" ") to
ensure the system correctly parses the query.

If you do not get the search results you expect, you might need to restate the query. For
example, if the query is written with spaces, only the first word is shown in the results. A better
way to write the query statement is to use explicit phrasing without any spaces.

By default, search operations are case-sensitive to support faster performance. However, you
can instruct the database to support case-insensitive searches. For SaaS deployments, talk to
your SaaS Admin about changing the database. For non-SaaS deployments, see the
Administrator’s Guide to ArcSight Platform 24.1.

When you construct a query, you can include operators, such as eval and lookup, for more
robust searches.

[ ﬂ You cannot use multiple operators, such as NN and XX, in the same query.

e "General Syntax Rules" below

e "Implicit Operators" on page 60

General Syntax Rules

Hashtag
Type Full-text Field-based (predefined)
Case sensitivity Case-sensitive Case-sensitive Case-
insensitive
Exact Match Keyword treated as keyword*. Enclose value in double quotes. n/a
Example: /Execute matches: Example:
/Execute, /Execute/Start, Category Behavior ="/Execute"
/Execute/Response,/Execute/Query
Nesting, including  Allowed Allowed Allowed
arenthetical
P Use boolean operators to connect Use boolean operators to connect Use boolean

clauses, such as (a
OR b) AND ¢

and nest keywords.

Understand the Query Syntax

and nest keywords.

operators to
connect and
nest
keywords.
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Implicit Operators

List Operations

Time Format

(when searching
for events that
occurred at a
particular time)

When you enter two values
separated by a space, this is treated
as an implicit AND condition.

Example: ssh fail

n/a

No specific format

The query needs to contain the exact
timestamp string.

Example:

"10:34:35"

General Syntax Rules

The AND/OR treatment depends on n/a

the operator used in the search.

For example, destinationAddress =
1.1.1.1, 2.2.2.2 is equivalent to
destinationAddress = 1.1.1.1 or
destinationAddress =2.2.2.2,

while the query destinationAddress
1=1.1.1.1, 2.2.2.2 is equivalent to
destinationAddress !=1.1.1.1 and
destinationAddress !=2.2.2.2

Performs an inner join or a left join n/a

against a custom list.

Syntax for an Inner Join:source
address in list CustomListName_
CustomColumn Name

Syntax for a Left Join:source
address not in list
CustomListName_CustomColumnName

YYYY-MM-DD n/a
YYYY-MM-DD
HH:mm YYYY-MM-DD HH:mm:ss.fff

To narrow the time range, use the
following operators:

¢ in between (><)
e greater than (>)

¢ less than (<)
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Special Use the backslash (\) as an escape
Characters: character.
\ ke
Wildcard Can appear anywhere in the value.
Examples:
*log
log*
lo*g*

Searches for ablog, blog, long, etc.

Escape a Wildcard
Character

Can search for * by escaping the
character.

Example:

log\*

Implicit Operators

Use the backslash (\) as an escape n/a
character.

Can appear anywhere in the field. n/a
Examples:

name=*log

Searches for ablog, blog, etc. in name
field

name="\*log”
name=\*log
Both search for *log

Can search for * by escaping the n/a
character.

Example:

log\*

Implicit operators form the basic building blocks for query construction. Use them along with
other operators and functions to create robust search queries.

To build queries, use the following general operators:

Alternative

Operator

AND

OR

not equal <>

equals =

Operator

Examples

#Firewall drop and sourceAddress equals
10.0.112.9

sourceAddress equals 10.0.112.9 and
destinationAddress = 10.0.116.148

fail OR ssh

destinationAddress = 10.0.111.5 OR
destinationAddress=10.0.116.148
destinationAddress =10.0.111.5,
10.0.116.48

destinationPort not equal 21

name equals INVALID password device
vendor equals CISCO

is equal to

equal

Implicit Operators
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greater than

less than

greater equal than

less equal than

starts with

does not start with
ends with

does not end with

contains

does not contain

in list

not in list

in subnet

not in subnet

Understand the Types of Search Queries

>
is greater

<
is less
is lower
less

>=
gte
greater equal

<=
Ite
less equal

startwith

endswith

contain
like
has substring

does not have

match
in list of

not match
not in list of

n/a

n/a

Search supports the following types of search queries:

e "Full Text Search" on the next page

¢ "Field-based Search" on the next page

Understand the Types of Search Queries

bytes In greater than 100

bytes out less than 1000

End Time greater equal than 2017-07-25
End Time greater equal than 2017-07-25
09:07

End Time greater equal than 2017-07-25
09:07:43

End Time greater equal than 2017-07-25
09:31:22.685

Base Event Count less equal than or equal
50

message starts with FIN

name does not start with FIN
message ends with out
message does not end with out

name contains TCP

name does not contain TCP

device vendor equals CISCO and source
address in list customListName_
customColumnName

device vendor equals CISCO and source
address in list badGuylpList_badGuylp

source address not in list customListName_
customColumnName

source address not in list badGuylpList_
badGuylp

source address in subnet 10.0.0.0/8

source address not in subnet 10.0.0.0/8
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e "Hashtag (predefined searches)" below

Full Text Search
Searches across all fields using a ‘contains’ operation to determine if the value is found.

Syntax Example

<value> ssh

Field-based Search

Searches based on the field and operator designation to determine if the value is found in the
specified field.

Your search can reference fields with the Unified Schema to either retrieve the field in results,
apply a filter criteria or create a user defined expression. The Unified Schema defines a
consistent event model that can be used across all of ArcSight family of products.

Syntax Example

<key> <operator> <value> sourceAddress = 10.0.111.5

Hashtag (predefined searches)

The Search feature includes several predefined queries out-of-the-box. In the query field, enter
a hashtag, and then select the criteria to use. In addition to these predefined searches, you can
use the session searches and save searches in the input field using a hashtag prefix.

To ensure the system correctly parses your query, if your search entity name includes one of

the reserved words listed before, you should surround the query name with quotes (" ") in
order to avoid ambiguity in the query statement.
This predefined query... Description
#Configuration Changes Lists configuration changes based on ArcSight categorization.
#DGA Events Lists DGA-related events based on Microsoft Trace Log.
#DNS Events Lists DNS-related events.
#DoS Events Lists events indicating denial of service based on ArcSight categorization.
#ESM Correlation Events Lists ESM correlation events.
#Failed Logins Lists events indicating failed login activity based on ArcSight categorization.
#Failed Logins For User Lists events indicating failed login activity based on ArcSight categorization for a
SUsername specific user. The user should be specified before running the search.
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#Firewall Drop Lists Drop Firewall events based on Arcsight categorization for a specific IP
address. The IP address should be provided at runtime.

#Firewall Drop For Slp Lists Drop Firewall events based on Arcsight categorization.

#Firewall Events Lists Firewall events based on ArcSight categorization.

#Malicious Code Activity Lists events indicating malicious code activity based on ArcSight categorization.
#MITRE ATT&CK Events Lists correlation events reported from Arcsight ESM content package:

https://marketplace.microfocus.com/cyberres/content/esm-default-content.

These events are forwarded to the ArcSight Database using ArcSight Forwarding
connector, or any other flex connector which reports this information, using the
following mapping:

deviceCustomString6Label="MITRE ID’
Where deviceCustomString6 contains the actual MITRE ATT&CK technique.
#Proxy Events Lists Proxy events based on ArcSight categorization.

#SSH Authentication Lists events indicating SSH Authentication events based on ArcSight
categorization.

#VPN Connections Lists events indicating VPN connections based on ArcSight Categorization.

#Vulnerabilities Events Lists events indicating vulnerabilities based on ArcSight categorization and
Vulnerability Scanner events.

#Windows Account Creation Lists events indicating new windows accounts created based on the following
event sources:

¢ Microsoft-Windows-Security-Auditing:4720
* Security:624

#Windows New Service Created  Lists events indicating new windows services were created from the following
event sources:

* Microsoft-Windows-Security-Auditing:4697

e Service Control Manager: 7045

Use Reserved Words in a Query

To ensure the system correctly parses your query, if your search entity name includes one of
the reserved words listed before, you should surround the query name with quotes (" ") in
order to avoid ambiguity in the query statement.

For example, if your query name is: "System warnings and errors" use the following notation:
#"System warnings and errors."
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Reserved Words for
Queries

and
by
contain

distinct

does not start and end with

endswith
filter

greater equal
gte
hostname

in between
in list of

is between

is greater

is greater than or equal to
is less

is less than

is lower than
is not equal
ip6

less equal
like

match

not between
not in between
not in subnet
or

port

starts with

as
category

contains

does not contain
domain

equal

for

greater equal than
has

ibt

in cidr block

in subnet

is equal

is greater or equal than
is larger

is less equal

is less than or equal to
is not

is not equal to

label

less equal than

Ite

nibt

not equal

not in cidr block

not match

path

span

startswith

Use Reserved Words in a Query

between
connecting to
custom float

does not end with
ends with

equals

greater

greater than

has substring

id

in list

is

is equal to

is greater than

is larger than

is less or equal than
is lower

is not between

ip

less

less than

mac

not

not equals

not in list

not within subnet
pipe

starts and ends with

timestamp
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Reserved Words for

Queries
username uri url
where wheresq| within subnet

withinsubnet

Include a Storage Group’s Filter in the Search Query

Search allows you to include a storage group in a query so that you can search for events only
in that group. For example, you have a storage group called Firewall Events that has the
following query: categoryDeviceGroup="/Firewall' or categoryDeviceGroup="'/IDS".
Rather than entering that query again in Search, specify the following for your Search query:
storageGroup=Firewall Events.

Use GlobalEventID in a Query

To help you identify an event that might be seen by multiple ArcSight components, the
connectors assign the event a unique 64-bit ID. To include a GEID in your search query, enter
globalEventID. You can view the GEID of the event in the Event Details.

Syntax Example
global event id=<value> global event id= 2864991913017849867

For events to have a GEID, use ArcSight Management Center to configure connectors to include
the ID. For more information in:

e Non-SaaS environments, see "Generator ID Manager" in the Administrator’s Guide to
ArcSight Platform 24.1.

e SaaS environments, see " Setting Up Generator ID Management" in the Quick Start for
Administrators.

e SmartConnectors, see "Unique Generator ID" in the ArcSight SmartConnector Installation
Guide.

Specify an Alias for a Field

In the search query, you can enter the alias, or abbreviated term, for a field name rather than
entering the full name. For the fields shown in the following table, you can also use the
presentable field names, such as Agent Address. Search suggests presentable names.
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Field

agentAddress

agentHostName
agentld

agentMacAddress

agentReceiptTime
agentTimeZone
agentTranslatedAddress
agentType

agentVersion

applicatonProtocol

baseEventCount
bytesin

bytesOut
categoryBehavior
categoryDeviceGroup
categoryObject
categorySignificance
categoryTechnique

destinationAddress

destinationHostName

Specify an Alias for a Field

Aliases

agt

agent ip
ahost

aid

amac

agent mac
art

atz

agent translated ip
at

av

app

protocol

cnt

in

out

behavior
device group
object
significance
technique
dst
destination ip
destinationip
dstip

destip
target ip
targetip
target

dhost

destination name
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Field

destinationMacAddress

destinationNtDomain

destinationPort

destinationProcessld
destinationProcessName
destinationTranslatedAddress
destinationuserld

destinationUserName

destinationUserPrivileges
deviceAction

deviceAddress

deviceCustomFloatingPointn

Valid values for n are integers between 1 and 4
For example: deviceCustomFloatingPoint1
deviceCustomFloatingPointnLabel

Valid values for n are integers between 1 and 4

For example: deviceCustomFloatingPoint1Label

Specify an Alias for a Field

Aliases

dmac
destination mac
dntdom

dpt

destination port
dstport

dest port
targetport
target port

dpid

dproc
destination translated ip
duid

duser

dst user

dest user
destination user
dst usr

dpriv

act

dvc

deviceaddr
deviceip

device ip

cfpn

For example: cfpl

cfpnlLabel

For example: cfpllabel
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Field

deviceCustomIPv6Addressn

Valid values for n are integers between 1 and 4
For example: deviceCustomIPv6Address2

deviceCustomIPv6AddressnLabel

Valid values for n are integers between 1 and 4
For example: deviceCustomIPv6Address2Label
deviceCustomNumbern

Valid values for n are integers between 1 and 3
For example, deviceCustomNumber3
deviceCustomNumbernLabel

Valid values for n are integers between 1 and 6

For example: deviceCustomNumber6Label

deviceCustomStringn
Valid values for n are integers between 1 and 6

For example: deviceCustomString5
deviceEventCategory
deviceHostName

deviceMacAddress

deviceProcessld
deviceReceiptTime
deviceTimeZone
deviceTranslatedAddress
endTime

eventOutcome

fileNme

fileSize

message

requestUrl

Specify an Alias for a Field

Aliases

cban

device custom ipv6 n
For example: c6a2
cbanlabel

For example: c6a2label

cnn

For example: cn3

cnnlabel

For example: cn6Label

Csn

For example: Cs5

cat
dvchost

dvcmac

device mac

dvcpid

rt

dtz

device translated ip
end

outcome

fname

fsize

msg

request

URL
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Field Aliases
sourceAddress src
source ip
sourceip
srcip
sourceHostName shost
sourceMacAddress smac
source mac
sourceNtDomain sntdomain
sourcePort spt
srcport
src port
sourceProcessld spid
sourceProcessName sproc

sourceTranslatedAddress

source translated ip

sourceUserld suid
sourceuserName suser
src user

source user

src usr
sourceUserPrivileges spriv
startTime start
transportProtocol proto

Specify a Group of Fields

Search enables you to quickly select fields that have common groupings. In the query, you can
specify a group alias that displays all field associated with the group. The following table
provides some common group aliases.

Group Alias Includes a list of these fields...
category All category fields

custom float All custom float fields

domain All domain fields
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Group Alias Includes a list of these fields...
hostname All hostname fields

id All 1D fields

ip All'IP address fields

ip6 All IPv6 address fields

label All label fields

mac All MAC address fields

path All path fields

port All port fields

timestamp or time All time fields (device receipt time, agent receipt time)
uri All URI fields
url All URL fields

username or user  All user fields

Specify IP Addresses and Subnets

Your query can include IPv4, IPv6, and MAC addresses. Search stores IPv4, IPv6, and MAC
addresses in a format that provides search flexibility and enables you to perform the following
actions:

Compare IP addresses for optimum performance
For example, Agent Address > 192.10.11.12.

Specify a range of IP addresses
For example, you can enter the following types of queries:

e Agent Address in between 192.2.13.1 and 192.2.13.11
e Source Address greater equal than 192.10.11.12

e Destination Address less than 192.112.98.33

Specify a range of IP addresses
For example, you can enter the following types of queries:

e Agent Address in between 192.2.13.1 and 192.2.13.11
e Source Address greater equal than 192.10.11.12

e Destination Address less than 192.112.98.33

Use abbreviated input search notation
You can enter the following types of queries:
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To specify IP addresses in the subnet starting with a particular value:
Agent Address in subnet 192.%*

To specify an IPv4 address in a subnet that uses CIDR notation. The first eight bits are

the network part of the address, leaving the last 24 bits for specific host addresses.
Agent Address in subnet 192.0.0.0/8

To specify an agent address in a subnet that uses CIDR notation. The first 24 bits are

the network part of the address, leaving the last 40 bits for specific host addresses.
Agent Address in subnet 2001:0db8:0000:0000:0000:1f00:0042:8329/24

Search stores MAC addresses in their original format.

To enter an IP or MAC address in a search query:

Enter the MAC addresses in the following formats:

¢ Jad:adad.add.aad:.aad:.ad

¢ Qdad-aad-aa-aad-aa-aa

The following table lists the query format and examples for the type of IP address.

Type of
address

IPv4

IPv6

IPv6 in a
subnet

MAC

Format in a query...

a.b.c.d

Full form

Canonical form without leading
zeroes in each group

Canonical form without
consecutive sections of zeroes

Include CIDR notation

a:b:c:d:e:f
a-b-c-d-e-f

Specify IP Addresses and Subnets

Examples
a.x*
a.b.*
a.b.c.*
a.b.c.d/8
2001:0db8:0000:0000:0000:ff00:0042:8329

2001:db8:0:0:0:ff00:42:8329
2001:db8::ff00:42:8329

2001:0db8:0000:0000:0000:ff00:0042:8329
2001:0db8:0000:0000:0000:ff00:0042:8329/24
2001:db8::/32

NOTE: For the 2001:db8::/32 format, you can omit part of the IPv6
address, depending on the subnet that you are querying.

94:18:82:6D:63:74

94-18-82-6D-63-74
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Use an Operator in the Query

Create powerful queries with search operators and functions. You can also select several out-
of-the-box system searches that contain a query plus specific criteria. Operators, such as eval,
can be chained together to create complex queries.

[
ﬂ Search operators and functions must be entered in all lower case letters when they are used in
queries.
L
(
ﬂ Do not use a raw event field as part of a query.
\

Use Cases for Search Operators
The following are just a few examples of the flexibility and power of search operators.

e "General Search Operator Use Cases" below
e "Operator Chaining Use Cases" on the next page

You may need to adjust a query to work with your own fieldsets.

For more information about working with operator chaining see "Use an Operator in
the Query" above and "Chaining Search Operators" on page 74.

General Search Operator Use Cases

| want to see where possible brute force password guessing is happening.

Additional Information: To determine this, | want to see the top 10 devices that are
responsible for the most number of failed logins.
Operator used: top

#FailedLogin | top 10 deviceEventClassId
I want to know the hourly amount of data transfer on MyWebserver.

Operators used: chart, sum, by, span

sourcehostname = MyWebserver.com | chart sum(bytesIn), sum(bytesOut) by
deviceVendor, deviceProduct span 1h

| want to see a sum of events, grouped by hostname and day.
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Operator used: chart

Aggregate function: sum (This summarizes the values passed as an input, grouped by the
"by" clause.)

Time bucket: 1h (Events are grouped in time increments of one hour.)

| chart sum(baseEvents) by hostName span 1h

| want to determine all account lockouts, grouped by user name.

Operators used: wheresql, top

(deviceVendor="Microsoft" and deviceProduct="Microsoft Windows") or
deviceProduct="Unix" | wheresql deviceEventClassId in

["Security:539","Security:644","arcsight:66:0","Microsoft-Windows-Security-
Auditing:4740", "Microsoft-Windows-Security-Auditing:6279"] and
destinationUserName is not null |top destinationUserName

Operator Chaining Use Cases

| want to identify the rare occurrences of Firewall events.

Additional Information: | want to determine this from 3 specific fields' data (device vendor,
category device group, and name).
Operators used: rename, rare (bottom)

#Firewall Events | rename deviceVendor as DV | rename category device group
as CDG | rare DV , name , CDG

| want to isolate vulnerabilities.

Additional Information: | will base this on data from 3 significant fields (device vendor,

category technique, and device group), then determine the most common occurrences
found in those categories.

Operators used: rename, rare (bottom)

#Vulnerabilities | rename deviceVendor as DV | rename category technique as
CT | rename category device group as CDG | rare DV , name , CDG , CT

| want to apply filters to a set of fields and then to extract the top-50 most common
occurrences of those events.

Operators used: where, top
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source address is not null | where Bytes In >= 3000 | where Category
Outcome = /Success | top 50 source address , Category Outcome

I want to determine the top insecure processes on devices in my company.
Operators used: top, rename

destinationProcessName in ["telnetd", "ftpd", "pop3", "rsh" ,
"imapd","rexec"] | top destinationProcessName | rename
destinationProcessName as "Process"

deviceVendor = ArcSight | rename sourceUserName USER | top USER

Show me all configuration changes by product.

Operators used: top, rename

categoryBehavior = "/Modify/Configuration" and categoryOutcome = "/Success'
| top deviceProduct | rename deviceProduct_count_2 as "Changes" | rename
deviceProduct as "Product"

I want to apply filters to a set of fields and then to extract the top-50 most common
occurrences of those events.

Operators used: where, top

source address is not null | where Bytes In >= 3000 | where Category
Outcome = /Success | top 50 source address , Category Outcome

Chaining Search Operators

Construct a complex query statement by chaining together multiple search operators into a
single query instead of implementing separate queries. This powerful capability lets you
perform robust, real-world searches while providing the flexibility to customize searches for
specific scenarios. You can save these searches to reuse them in future updates.

Operator chaining is a process by which the search takes a set of results from one operation
and uses these results as input for the next operation. Chaining a series of operations equips
you with the options needed to "slice and dice" data to extract and analyze it on a highly
granular level. Operator chaining works with all the pipeline operators (rename, eval,
where/filter, wheresql, top, bottom/rare and chart/stats). The number of search operators
supported in a particular query might vary, based on your database configuration and load.
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During operator chaining, fieldsets become more restricted as more operators are added to the
query, especially with eval and aggregation operators. For example:

severity!=null | top severity | stats avg (Count_1) by severity

For information about operator chaining workflows, see "Use Cases for Search Operators" on
page 72.

Syntax Recommendations

Use the following syntax recommendations to ensure operator chained searches succeed.

* To use the fields from a lookup list table with the search operators, make a join with one
of the lookup fields using the "in list" operator. You also should add the lookup list fields to
the current fieldset. For example:

Add a lookup list with name as Customer then add its field, which will be used with search
operator (e.g. Customer_Vendor) to the current fieldset.

Source Address in list Customer_Address | wheresql Customer_Vendor =
'Microsoft'

 Alias/New field name cannot be an existing field name or a synonym of an existing field
name. Also, an alias field name cannot be an existing group name or reserved word.

In this example, "destination hostname" and its synonyms "dhost" and "destination name"
cannot be used as aliases.

 Alias/New field name should not have spaces (like test 1), otherwise it will cause conflicts.
These are examples for acceptable alias/new field names:

name is not null| eval testl = concat(name, " test") | eval test 2 = upper
(testl)

name is not null | where name not equals ARCSIGHT | chart count (distinct
name) as Dcount by name

e For all pipeline operators, special characters used in aliases have syntax restrictions. This
includes those described in the eval, chart and stats, rename, top and bottom, and where
operators.

* The following is an example of how to use a generated field with eval in another operator:
| eval test = upper ( name ) | where test != "ARCSIGHT"

e Count_<number> cannot be used as an alias for a field name.

* The wheresql operator is case sensitive. Just like all other operators, the wheresql name
must be stated in all lower case letters.
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e Do not create new field name with spaces if these new fields will be used later with the
wheresql operator. The where condition of wheresql operator will not recognize new field
with spaces that were created by previous operators. In addition to wheresq|, this is also
applicable for the eval and chart and stats operators. Here are two invalid examples:

| rename name as new name | wheresql new name = 'TCP'

destination port is not null | eval convert name = upper ( Name ) |
wheresql convert name = 'MSTYPE'

* You can use the where operator to filter dynamic fields, for example:
| top 5 Name | where Count 1 > 1000

e More filters can be added to a search through the Fields Summary feature. Click on Fields
Summary and select a field and a value for that field. The new filter will be appended at the
end of the query in use as a |where clause.

e Multiple aggregate functions can drastically modify drastically the fieldset that is available
for the next pipe operator. for example:

name is not null | char count (Name) by Device Vendor span 1h | chart
count (Name) by Name

The second chart pipe cannot access to span operations because the NET, DRT, dBRT are
not available for this chaining level.

Same scenario applies to the top operator:

name is not null | top Name | char count(count_Name_1) by Name span 1h

chart/stats

The chart/stats operators are pipe expressions that apply aggregate operations over a set of
events and/or results from an operator chaining query. Users can specify rules about how chart
and stats operations are grouped and the events are organized into summary rows. For
example, chart and stats operators can group events based on any field or time period.

For information about other operators, functions, and syntax requirements, see "Use an
Operator in the Query" on page 72.

Syntax and Structure for chart/stats

The chart/stats operators apply aggregate operations over a collection of events and/or results
from an operator chaining query. They display search results for specified fields in the Search
Results table.
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e "Syntax" below
e "Grouping Events" on page 79
e ""Group by" Expressions" on page 80

For additional information about the construction and usage of the chart/stats operators, see
the chart/stats overview, Aggregate Functions for chart/stats, and Cheat Sheet for chart/stats.

Syntax

.| chart <function> ( <decorator> field ) as <customName> , .., by <field>,
<..noreFields> span <timeField> = timeBucket

.| stats <function> ( <decorator> field ) as <customName> , .., by <field>,
<..moreFields> span <timeField> = tiemBucket

Operator name: | chart, | stats

The user can use chart or stats to set an aggregation query in the search bar. Chart and stats
keywords are considered synonyms, and the behavior and results will be the same.

Functions: <function> ( <decorator> field ) as <customName>

Chart and stats operators can apply the following list of functions over a group of events:

ﬂ Query input within [ ] (straight brackets) is optional for the query syntax.

Input within < > (angle brackets) indicates users may enter their own input:
... | rename <source_name> as <NewSourceName>

Available functions for chart/stats pipe operators

Aggregate Function Dataype

Count All datatypes
Count Distinct

Min, Max Numbers
Average (Agg.), Numbers
Standard deviation (Stdev),

Sum

Earliest, Latest Dates

The following examples highlight several scenarios for how events are counted.

e Example that counts the names and sum of all Bytes in for every group of events,
organized by Category Outcome:

.| chart count (name), sum(bytes in) by category outcome
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This example organizes the events in groups, which have the same category outcome,

then it counts the names and sums all the "bytes in" values of every group. Note that the
functions enclose the field that is going to be used as an aggregation parameter for every
group. More than one function should be separated by a comma. The search results table

displays one column per aggregate function.

e Example that counts the names and sum of all Bytes in for every group of events,
organized by Category Outcome, and Destination Hostname:

.| chart count (name), sum(bytes in) by category outcome, destination
hostname

This example organizes the events into groups with the same category outcome and same
destination hostname. It then counts the names and sums all the "bytes in" values of every
group. Note that the group fields are separated by a comma.

e Example that counts the names and sum of all Bytes in for every group of events
organized by Category Outcome and Destination Hostname: It changes the default name
for the count result to MyCount.

.| chart count (name) as MyCount, sum(bytes in) by category outcome,
destination hostname

The default name for the columns created in chart and stats operators can be renamed.

e Example that counts the distinct names and sums all Bytes in for every group of events
organized by Category Outcome:

.| chart count (distinct name), sum(bytes in) by category outcome

Using distinct flag for the count function makes the operator count only different names.
Names that are repeated are not counted again.

Aliases that contain special characters have the following syntax restrictions:

Syntax Restrictions for Special Characters
Special Characters Restrictions Examples

+ % &, -,=,<>| Need to be enclosed in single/double | rename file path as 'FP+DEV' | chart
quotes when they are reused and the  count ( 'FP+DEV') by 'FP+DEV'
search works as expected.

@, #+72,/,MN0L8 % Do not need to be enclosed in | rename file path as 'FPSDEV' | chart
single/double quotes when they are count ( FPSDEV ) by FPSDEV
reused and the search runs as
expected.
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Grouping Events

The chart/stats pipe operators group events based on two strategies: by field and by time
bucket. By default chart and stats operators need at least one "by field" in order to group data.

The chart/stats Aggregate Functions are discussed in detail in a separate topic.

The following examples are based on a simplified version of the Events Table below.

Simplified Events Table

Category
Name Outcome
BCtType /Interrupt
ArstType /Failure
BCtType /Failure
FtType /Success
MSType /Interrupt
MSType /Interrupt

Destination

Hostname

11.12.11.19

45.67.89.112

10-.12.93.6

45.67.89.112

45.67.89.112

10.12.93.6

Normalized
Event Time

12/29/22
10:34:15.635

12/29/22
1-:34:15.635

12/29/22
11:34:15.635

12/29/22
12:34:15.635

11/04/22
10:10:02.000

12/29/22
11:32:54.064

Bytes

3404

3022

3009

3216

3063

3409

» Example of grouping by the Name field: The events displayed in the table below will be
grouped into 4 elements because there are only 4 different values for the files Name.

Summary from the Simplified Events Table, grouped by the Name

field
Name
ArstType

BCtType

Number of Events

1

2

» Example of grouping by more than one field: In this scenario, the chart/stats operator will
group the events based on the combination of the Name and Category Outcome fields.
Grouping by more than one field will create summary rows whose values of Name and
Category Outcome are organized in different combinations.

Grouping Events
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Row summary from the Simplified Events Table, grouped by the

Name field
Category Number of
Name Outcome Events
ArstType /Failure 1
BCtType /Failure 1
BCtType /Interrupt 1
FtType /Success 1
MSType /Interrupt 2

* Example of a Time bucket grouping by 1h: Time bucket grouping organizes events based
on time buckets (periods of time used to group events for a specific time scale). For
example, if the time bucket is 1 hour, all events are going to be grouped by an hourly scale.
This means that events that occurred in different minutes are considered to be part of the
same group. Chart and stats operators can create bucket scales of seconds, minutes, hours,
and days. Combinations of time bucket, such as 2d1h, are also allowed.

Row summary from the Simplified Events Table, grouped by a 1h

time bucket
Name Number of Events
12/29/22 3
10:00:00/000
12/29/22 2
11:00:00.000
12/29/22 1
12:00:00.000

Time bucket trouping and field grouping can be used together. However, the time bucket
grouping is executed in the first group, then the operator is applied to the remaining
group rules as defined by the fields.

"Group by" Expressions

Group by expressions: by <field>, <...moreFields>

The group by expressions are separated by commas. The fields used in this part of the query
work to organize the events. There is a hierarchy for the fields used.

... | chart count (name), sum(bytes in)
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This organizes the query syntax by category outcome, destination and hostname. The
operator creates groups based on the combinations of category outcome and destination
hostname.

Time bucket grouping: span <timeField> = tiemBucket

This is another way to apply grouping based on time buckets. A time bucket can be set using
the following syntax:

Simple scale: 1d (one day), 2m (two minutes), 35s (thirty five seconds)

Complex scale: 1d2m (one day and two minutes). Complex scales must be organized with the
highest order period of time to the lowest.

Time scales used to represent time buckets

Time Bucket Representation
Days 1d, 20d

Hours 4h

Minutes 2m

Seconds 12s

Time. This group strategy is optional. If used, it is applied at the beginning of the calculations

ﬂ Time buckets only work with Normalized event Time, Device Event Time, and Database Event
before any "by expressions."

Allowed syntax to define span expressions (grouping by time)

...| chart count (name), sum(bytes in) by category outcome span 1h (Date-
picker field time is used)

...| chart count (name), sum(bytes in) by category outcome span = 1h (Date-
picker field time is used)

...| chart count (name), sum(bytes in) by category outcome span Normalized
event time = 1h

Rules and exceptions

 All chart/stats commands accept only one field in the input.
e The input field must contain a column that exists in the database.

e Span expressions can be used only once if the time column is available:

.| chart count (name), sum(bytes in) by category outcome | chart count
(name), sum(bytes in) by category outcome span 1h

In the example above, the second span expression cannot be used since the first pipe
expression removed the time field from the fieldset.

"Group by" Expressions Page 81 of 450



User's Guide for ArcSight Platform CE 24.1
Searching for Events

...| top 5 name | chart count (name), sum(bytes in) by category outcome

span 1h

In the example above, the span expression cannot be used since the first pipe expression

removed the time field from the fieldset.

For information about other operators, functions, and syntax requirements, see "Use an

Operator in the Query" on page 72.

Aggregate Functions for chart/stats

The chart/stats operators offer a set of Aggregate functions that can be used over a group of
events. The previous tables display the number of events that are a match in some specific
grouping. This counting operation is named as the count function for chart and stats operator.

All of the examples below use data from a Simplified Events Table, described in the chart/stats

topic.

e Example of counts of all Names grouped by Category Outcome: This aggregate function
counts how many fields are in every group of events organized by Category Outcome.

Row summary from the Simplified Events Table, showing the Names

in every group organized buy Category Outcome

Category Outcome Count of Names
/Failure 2
/Interrupt 2
/Success 1

* Example of counts of all the Distinct Names grouped by Category Outcome: The main
difference from the previous example is the distinct flag, which tells the operator to count
only one occurrence of the used field. If the are repeated values, the operator will consider

only one of those values.

Row summary from the Simplified Events Table of the amount of

Names in every group organized by Category Outcome

Category Outcomes Count of Distinct Names
/Failure 2
/Interrupt 2
/Success 1

* Example of the Sum all values from (bytes in field) grouped by Category Outcome: The
sum function adds all the numeric values of bytes in field for every group of events.

Aggregate Functions for chart/stats
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Row summary from the Simplified Events Table showing the sum of
Bytes in field for every group organized by Category Outcome

Category Outcome
/Failure
/Interrupt

/Success

Sum of Bytes in
3022 + 3009 = 6031
3404 + 3063 + 3409 + 9876

3216

* Example calculates the arithmetic average (avg) of the values from (bytes in field)
grouped by Category outcome: The avg function calculates the average of all the numeric
values of bytes in field for every group of events.

Row summary from the Simplified Events Table of the average
number of Bytes in field for every group organized by Category

Outcome
Category Outcome
/Failure
/Interrupt

/Success

Average Bytes in
3015.5
3292

3216

* Example calculates the standard deviation (stdev) of the values from (bytes in field)
grouped by Category outcome: The avg function calculates the standard deviation of all
the numeric values of bytes in field for every group of events.

Row summary from the Simplified Events Table showing the standard
deviation of Bytes in field for every group organized by Category

Outcome
Category Outcome
/Failure
/Interrupt

/Success

Stdev of Bytes in
6.5
161.94

0

» Example calculates the Minimum of the values from (bytes in field) grouped by Category
Outcome: The Min function returns the minimum value of the Bytes in field for every

group of events.

Aggregate Functions for chart/stats
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Row summary from the Simplified Events Table of the minimum
value of Bytes in field for every group organized by Category

Outcome
Category Outcome Min of Bytes in
/Failure 3009
/Interrupt 3063
/Success 3216

e Example calculates the Maximum of the values from the (Bytes in field) grouped by
Category Outcome: The Max function gets the maximum value of bytes in field for every
group of events.

Row summary from the Simplified Events Table showing the

maximum value of the Bytes in field for every group organized by
Category Outcome.

Category Outcome Min Bytes in
/Failure 3022
/Interrupt 3409
/Success 2316

e Example calculates the latest date from (Normalized Event field) grouped by Category
Outcome: The latest function gets the maximum date of Normalized event time field for
every group of events.

Row summary from the Simplified Events Table showing the
maximum value of Normalized event time for every group organized

by Category Outcome
Category Outcome Max of Normalized Event Time
/Failure 12/29/22 11:34:15.635
/Interrupt 12/29/22 11:32:54.064
/Success 12/29/22 12:34:15.635

» Example calculates the earliest date from (Normalized event field) grouped by Category
outcome: The earliest function gets the minimum date of Normalized event time field for
every group of events.
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Row summary from the Simplified Events Table showing the
minimum value of Normalized event time for every group organized
by Category Outcome.

Category Outcome Min of Normalized Event Time
/Failure 12/29/22 10:34:15.635
/Interrupt 12/29/22 12:34:15.635
/Success 11/04/22 10:10:02.000

For additional information about the construction and usage of the chart/stats operators, see
the chart/stats overview, Syntax and Structure for chart/stats, and Cheat Sheet for chart/stats.

For information about other operators, functions, and syntax requirements, see "Use an
Operator in the Query" on page 72.

Cheat Sheet for chart/stats

The flexibility of the chart/stats operators helps you construct powerful queries. Here are some
simplified examples for using them.

| want to count occurrences of a field.

Group the events by a field and count how many names are in each group.
...| chart count (name) by Destination Hostname
Group the events by a field and count how many unique (distinct) names are in each group.

...| chart count (distinct name) by Destination Hostname
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| want to work with mathematical operations.

| want to see the summation of Bytes In for every group of events. The events/rows are
grouped by Destination Hostname.

...| chart sum (Bytes In) by Destination Hostname

| want to see the average of Bytes In for every group of events. The events/rows are grouped
by Destination Hostname.

...| chart avg (Bytes In) by Destination Hostname

| want to see the minimum of Bytes In for every group of events. The events/rows are grouped
by Destination Hostname.

...| chart min (Bytes In) by Destination Hostname

| want to see the maximum of Bytes In for every group of events. The events/rows are grouped
by Destination Hostname.

...| Chart max (Bytes In) by Destination Hostname

Use date functions to understand the timing of
events.

Get the date of the oldest (earliest) event/row for every group of events/rows. The
events/rows are grouped by Destination Hostname.

...| chart earliest (Normalized event time) by Destination Hostname

Get the date of the newest (latest) event/row for every group of events/rows. The events/rows
are grouped by Destination Hostname.

...| chart latest (Normalized event time) by Destination Hostname

| want to use a synonym for a chart operator.

The chart operator can be replaced by stats during the execution of a queries.

...|chart count (name) by Destination Hostname
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| want to use aliases of aggregated fields.

Operator Chaining Levels: The level is a number that reflects the operator chaining level of the
query. Every level can be identified by how many pipes symbols are in the query.

Destination Hostname is not null | eval test = abs (Bytes in) | chart count
(name) by Destination Hostname

Level O Level 1 (first pipe) Level 2 (second
pipe)

The following is an example of a label's structure of an aggregate field.
...| chart count (name) by Destination Hostname
The field will be named by default as: function_field_(Operator_chaining_level)

Aliases for aggregate fields: This can be used to replace the default name of an aggregate field
and to provide a meaningful description of the new field.

...|chart count (name) as NumberOfNames by Destination Hostname

| want to use combined functions for the same
query.

Several functions can be applied to every group of events/rows. For every group:

* Retrieve how many Names are in each group.
e Retrieve the summation of Bytes In.

¢ Retrieve the newest event/row based on Normalized Event Time.

...| chart count (name), sum (Bytes In), latest (Normalized event time) by
Destination Hostname

| want to use one aggregate field and more than
one "group by" field.

The events or rows that share the same Destination Hostname and the same Agent Severity
will be organized in the same group.

...|chart count (name) by Destination Hostname, Agent Severity
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| want to combine functions in the same query
and use more than one "group by" field.

For every group of events/rows that share the same Agent Severity and the same Destination
Hostname:

¢ Get how many Names every group has.
e Get the summation of Bytes In.

e Get the newest event/row based in Normalized Event Time.

...|chart count (name), sum (Bytes In), latest (Normalized event time) by
Agent Severity, Destination Hostname

| want to use an alias for more than one
aggregate field and more than one "group by"
field.

For every group of events or rows that share the same Agent Severity and the same
Destination Hosthame:

e Get the summation of Bytes In and rename the field as TotalBytesln.

¢ Get the newest event/row based in Normalized Event Time and rename the field as:
LastRegister

...| chart sum (Bytes In) as TotalBytesin, latest (Normalized event time) as
LastRegister by Agent Severity, Destination Hostname

| want to group events by time buckets.

Time bucket expressions require the fieldset used in the query to contain at least one of the
following time fields:

¢ Normalized event time
¢ Device Received Time

e Database Receipt Time
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How does a time bucket work? Based on an input table that contains the one of the fields
described above, the algorithm organizes the events based on the time bucket. This bucket
consists of a number and a time unit, (second (s), minute (m), hour(h), day (d)).

Bucket timing: Bucket timing takes this value and organizes the rows, based on the distribution
of time. The following are examples of time bucket usage.

e 1h: Rows will be grouped in chunks that are distributed hourly.

e 2d: Rows will be grouped in chunks that are distributed every 2 days.

e 1s: Rows will be grouped in chunks that are distributed every 1 second.

Combination of unit times: Combinations can be addressed as the following examples:

e 2d1h: Rows will be grouped in chunks that are distributed every 2 days and 1 hour.
e 2d1s: Rows will be grouped in chunks that are distributed every 2 days and 1 second.
e 1h1ls: Rows will be grouped in chunks that are distributed every 1 hour and 1 second.

The units respect the order of magnitude of time. For example, in 1s1h, every 1 second and 1
hour is not valid. The correct syntax is 1hs.

Examples of time buckets

The events/rows are grouped using the field N.E.T, distributing the events in groups of 1 hour.
The events that match the sames time bucket and the same Agent Severity will be organized
into the same group. Then returns how many names contains every group.

...| chart count (name) by Agent Severity span Normalized Event Time = 1h

The events/rows are grouped using the default time field selected, distributing the events in
groups of 1 hour. The events that match the same time bucket and the same Agent Severity
will be organized in the same group. Then, the query returns how many names every group
contains.

...| chart count (name) by Agent Severity span = 1h

The events/rows are grouped using the default time field selected, distributing the events in
groups of 1 hour and 2 seconds. The events that match the same time bucket and the same
Agent Severity will be organized in the same group. Then, the query returns how many names
every group contains.

...| chart count (name) by Agent Severity span 1h2a
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For additional information about the construction and usage of the chart/stats operators, see
the chart/stats overview, Syntax and Structure for chart/stats, and Aggregate Functions for
chart/stats.

For information about other operators, functions, and syntax requirements, see "Use an
Operator in the Query" on page 72.
rename
Use the pipeline operator rename to assign a new name to a portion of the search query.
e "Syntax" below
e "How Do | Use This?" below
Syntax
| rename source_name as new_source_name

where

e source_name represents the field that you want to rename.
e new_source_name represents the new name that you want to apply to the field.

Aliases that contain special characters have the following syntax restrictions:

Special Characters Restrictions Examples

@, #+°2,/,~50,4_,%5" Do not need to be enclosed in | rename source address as 'source@"' |
single/double quotes when they are rename source@ as SA
reused and the search runs as
expected.

&, !,-,=,%>, Need to be enclosed in single/double | rename source address as 'source&' |

quotes when they are reused and the  rename 'source&' as SA
search works as expected.

How Do | Use This?

e Assign a new address name to an existing source address.

| rename source address as SourceAddressABC

For more information about other operators, functions, and syntax requirements, see "Use an
Operator in the Query" on page 72.
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top and bottom

The top and bottom operators list the search results of the most common values for the
specified field. The resulting values are listed in tabular format from the highest count value to
the lowest.

The fields can be event fields, available in the application menu. If multiple fields are specified,
you need to separate the field names with white space or a comma.

As a convenience, top and bottom operators are included in out-of-the-box system searches.
These system searches contain a query plus specific criteria.

e "top" below

"bottom" below

"Syntax" below

"Parameters" on the next page

"How Do | Use This?" on the next page

top

The top operator provides the most common values for the specified field(s). The values are
listed from the highest count value to the lowest.

bottom

The bottom operator provides the least common values for the specified field(s). The values
are listed from the lowest count value to the highest. The rare operator can be used as an alias
to bottom.

Syntax
.| top [N] fieldl [,field2, field3]
where:

e []indicates optional input you may enter.
» |talicized characters indicate where a user can enter custom field information.

e Only Nis optional. N limits the matches to the top n values for the specified fields. One (1)
field is required, but you can specify a maximum of five (5) integers, separated by
commands.

e If you do not specify N, the default value is 500.
e Ifincluded, N should be between one (1) and the search results limit.

» The operator performs a standard count (*) to retrieve the number of events.
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* No search operator other than "where" can be used in a query after the top/bottom
operator is used.

e Queries that use the top/bottom search operator along with fields that begin with "Device"
may fail completely or partially. To avoid this behavior, select the field from the drop-down
options that are available as you enter the query. This also applies to fields that are not
editable.

e Aliases that contain special characters have the following syntax restrictions:

Special Characters Restrictions Examples

* - Do not need to be enclosed in Destination port <> null | rename
single/double quotes when they are Destination Port as 'D*P' | rename
reused and the search works as Source Port as 'S*P' | top 10 D*P, S*P
expected.

@ #72/,MN0, 4% Do not need to be enclosed in Destination port <> null | rename

~ single/double quotes when they are Destination Port as 'D#P' | top D#P

reused and the search works as
expected.

Parameters

The parameters are N and a list of comma-separated fields.

For the top operator, when multiple fields are specified, the count of unique sets for all of the
fields is listed from the highest to lowest count. For the bottom operator, the fields are listed
from the lowest to the highest count.

How Do | Use This?

The top operator is used to limit the matches to the top N values for the specified fields.
Likewise, the bottom operator is used to limit the matches to the bottom N values for the
specified fields. The default count number is 500 unless you specify a value for N. Here are a
few examples:

e You want to limit your results to the 1,000 most common event categories.
..| top 1000 deviceEventCategory

e You want to limit your search for the top 5 event categories.
..|] top 5 categories

e You want to see all products from a specific vendor that are sending the least number of
events.

deviceVendor = Vendor| bottom 10 deviceProduct
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e See the "rare" user action in the organization happening using the HTTPS protocol.
protocol=https | rare requestuseragent

For information about other operators, functions, and syntax requirements, see "Use an
Operator in the Query" on page 72.

where

The where operator displays events that match criteria specified in a "where" expression.
Where expressions act as filters to return only those results that fulfill a particular condition. In
fact, filter is a synonym of the operator where. Results for where expressions are binary,
satisfying either true or false.

e "Syntax" below

e "How Do | Use This?" on the next page

Syntax
... | where <expression>
where:

e The where operator represents the filter you want to use us on a field.

* The expressionfield represents a valid field-based query expression. Arithmetic expressions
or functions are not supported.

e For where any ... contains queries, all fields are executed, but only results for alpha (letter)
IDs are displayed. For example, results for the ID “HostName” display, but results for the ID
CEID-3631 will not display, even though the field is executed.

e You can specify multiple field conditions in one query expression by using the listed
operators between them. The conditions can also be nested. For example:

(name="John Doe" OR name="Jane Smith")AND message!="success"

e Aliases that contain special characters have the following syntax restrictions:

Special Characters Restrictions Examples
@, #+°, /N0, _, Do need to be enclosed in | rename source address as 'source@"' |
* o~ single/double quotes when they are where source@ <> null
reused and the search works as
expected.
&, !,-,5<,>, Need to be enclosed in single/double | rename source address as 'source&' |

quotes when they are reused and the  where 'source&' <> null
search works as expected.
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How Do | Use This?
... | where eventId is NULL
... | where eventId=10006093313 OR deviceVersion CONTAINS “4.0.6.4924.1”

... | where eventId >=10005985569 OR categories= “/Agent/Started”

For information about other operators, functions, and syntax requirements, see "Use an
Operator in the Query" on page 72.

wheresql

The wheresql operator displays events that match criteria specified in a boolean expression
(satisfying either true or false). These expressions act as filters to return only those results that
fulfill a particular condition. You can use the Eval functions listed in this guide in wheresq|l
expressions. Database SQL functions that can be used in a Where clause of an SQL query can
also be used in wheresqgl operator expressions. This allows you to construct powerful queries.

For example, to detect plain text credit card information in events, you can create the query:

| wheresql regexp_ilike(deviceCustomStringl,
"A(?:4[0-9]1{12}(?:[0-9]{3})?|[25][1-7][0-9]{14}|6(?:011|5[@-9][0-9])[0-9]
{12}|3[47]1[0-9]1{13}|3(?:0[0-5]|[68][0-9])[©-9]{11}]|(?:2131]|1800]|35\d{3})\d
{11}1)$%")

e "Syntax" below

e "Parameters" below

e "How Do | Use This?" on the next page
Syntax
..|wheresql boolean expression

Wheresql expressions are binary, satisfying either true or false. You must construct your
gueries with syntax supported by the ArcSight Database.

Parameters

You can include the following parameters:

« AND (&&)
« OR(]])
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e NOT(])
* LIKE

How Do | Use This?

* You want to construct filter your search results to display numerical data between 10 and
50.

..|]wheresql bytesOut between 10 and 50
e Match the company name of a device vendor.

.. | wheresql regexp_ilike(deviceVendor, 'Company Name')

Syntax Recommendations

In

In a query statement, the wheresql operator treats everything following the “wheresql” name as
string values. It is important that each field in the selected fieldset uses valid names (including
spelling and capitalization) that matches what is present in the database. Otherwise, the search
generates errors.

To determine the exact spelling and capitalization of each field in your fieldset, click Manage and
select the fieldset name you are using. You can use this page as a reference when you write your
query or to troubleshoot if you receive an error message.

Use the following syntax to ensure searches and schedule searches that use the “wheresql”
condition succeed:

e As with all search operators, the operator name must be in all lower case letters.

e Fields must have valid names as listed in the ArcSight Database.

* Enclose string values in single quotes. For example, use name = ‘TCP’ instead of name =
TCP. (Fields should be named exactly as in the ArcSight Database when using wheresql. In
this case, Name with uppercase would cause an error.)

» |If mathematical operators such as square root or pi contain a pipe, the wheresqgl condition
must be enclosed in double quotes. For example:

|wheresql “bytesin > (|/ 25.0)”

e The "wheresql" condition cannot contain a limit. For example, the following statement is
invalid: | wheresql Name = 'TCP' limit 1000

e Do not use the word "wheresql" for the name of a search, a search criteria, or a search
query. The "wheresql" is a reserved word for the name of the search operator only.

¢ Do not use a semicolon at the end of the condition.
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For information about other operators, functions, and syntax requirements, see "Use an
Operator in the Query" on page 72.

eval

The eval operator displays events after evaluating the results of a specified function. This can
be a mathematical, string, or boolean operation and is evaluated when the query is run. The
resulting value is assigned to a field name. Once a new field has been defined by the eval
operator, it can be used in the query to further refine the search results.

For information about other operators, functions, and syntax requirements, see "Use an
Operator in the Query" on page 72.

General Syntax for Eval

The eval operator displays events after evaluating the result of the specified function. Eval
operators use the following syntax formats:

| eval newField = expression
EXPRESSION Evaluation of values(fields) or constants with operators
where

e expression represents a valid field-based query expression.

» Arithmetic expressions or functions are not supported.
Functions that can be used with the eval operator include:
concat, tonumber, tostring, replace(X,Y,Z), abs(X), case(X,"Y",...), ceil(X), ceiling(X), exp(X), floor
(X), if(X,Y,Z2), isfalse(X), istrue(X), len(X), In(X), log(X), lower(X), tolower(X), mod(x,y), rand(),
round(X), sqrt(X), substr(X,Y,Z), sum(x,y,z,...), trim(X), ltrim(X), rtrim(X), upper(X)toupper(X),
urldecode(X).

Aliases that contain special characters have the following syntax restrictions:

Special Characters Restrictions Examples

& \,-,=,%,%<,>, Need to be enclosed in single/double | rename Name as 'DP-V' | eval test =
quotes when they are reused and the  tostring ( "DP-V" )
search works as expected.

@, #+°2,/,~50,4_,%" Do not need to be enclosed in | rename Name as 'DP@V' | eval test =
single/double quotes when they are tostring (DP@V )
reused and the search runs as
expected.
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For more information about eval functions, see "Understand Eval Functions" on the next page.

Considerations for Using Eval Functions

Please be aware of the following considerations when using the eval functions:

e You might encounter a search error if you run a query that uses both an "All Fields" fieldset
and more than five pipeline operations. To avoid this, either reduce the number of fields in
the fieldset or reduce the number of pipeline operators in your query.

e The md5(X) function is not supported in a FIPS environment.

Examples

e Could be a simple constant value: "Hello world", 5.
... | eval test@ = 5

e Could be a simple field: Name, Destination Hostname from the current selected fieldset.
... | eval testl = Name

Pipeline operators, such as eval, can use operator chaining to allow output from one pipe
operator to be used as input to a subsequent one.

e Find the longest URLs from the vendor ArcSight.
deviceVendor = ArcSight |eval urllength=length(requestUrl) |sort urllength

e There is no limit to using arithmetic and boolean operators along with data (in fields or as
constants).

... | eval test3 = Agent Severity + 1
... | eval test4 = Name and Device Vendor

... | eval test5 (Name and Device Vendor) / 2

If the boolean operator is the last operation applied, the overall result will be {0,1}.

e Examples of expressions that use arithmetic and boolean operators:

... | eval test6 = upper(Agent Severity ) + 1

... | eval test6 = upper(Agent Severity ) and Name

If the boolean operator is the last operation applied the overall result will be {0,1}.
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e Example using "if" and "case" statements:

... | eval test = if ( deviceCustomNumberil
. | eval test = case ( deviceCustomNumberil
deviceCustomNumberl = 400, Failure, Unknown)

200, Success, Failure)
200, Success,

e "Case" requires a final parameter that serves as the else condition. For example:

case(name = 'Mandy', 'analyst', name = 'Oskar', 'operator', unknown')
where 'unknown' is the else condition.

e Functions can receive other expressions as input:

| eval test6 = upper(Agent Severity and 1 ) and Name

Restrictions

Some functions have restrictions based on the data type:

The following expression is not allowed because two different data types (Name and 1) are not
allowed in an arithmetic operation.

| eval testl = Name + 1
The expression below is not allowed because replace expects string data types for parameters.

| eval testl = Name and replace ( 1 , Name , Name )

For more information about syntax requirements that the query must meet, see "Understand
the Query Syntax" on page 58.

Understand Eval Functions

Eval allows you to define and name an expression that is returned in the search. Use the
following functions to build an eval expression:

e "Comparison and Conditional Functions" on the next page

e "Boolean Functions" on the next page

e "Cryptographic Function" on page 100

¢ "Informational Function" on page 100

e "Statistical Functions" on page 100

e "Text Functions " on page 101
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For more information about other operators, functions, and syntax requirements, see "eval" on
page 96.

Comparison and Conditional Functions

coalesce(X, [Y, Z, N, ...])
e Returns the value of the first non-null expression in the list. If all expressions evaluate to
null, then coalesce returns null. The list is up to 20 elements long.
¢ In the list of expressions, all elements must be of same type.
e Parameters are the values used in the test.

e The only supported types are numeric and string. X can be a number, field or expression.

... | eval username = coalesce (Source Username, Destination Username)
Returns: Username

nullif(X,Y)

e Compares two expressions. If the expressions are not equal, the function returns the first
expression (expressionl). If the expressions are equal, the function returns null.

e Xand Y can be a number, field or expression. Y must have same data type that X.

... | eval newField = nullif(2, 3)
Returns: 2

... | eval newField = nullif(2, 2)

Returns: null

Boolean Functions

and (&&), or (| |), not (]), and like
e Results of boolean expressions are binary, meaning they satisfy conditions that are
true/false, etc.

e You can connect and nest keywords. For example, (boolean_check_a) and (boolean_
check_b).

e Use parentheses to group boolean operations.
e Each parenthesis should only do one binary "and/or" operation.

e Do not use more two boolean operators to connect keyword clauses. Instead, use
parentheses to nest clauses. For example:

Not allowed: (boolean_check_a) and (boolean_check_b) and (boolean_check_c)
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Allowed: ((boolean_check_a) and (boolean_check b)) and (boolean_check_c)
| eval test_auto = (Agent Severity equals 4) and (Agent Severity equals 0)

| eval test_auto = (( Agent Severity equals 4 ) and ( Agent Severity
equals @ )) and ( Agent Severity equals 2 )

Cryptographic Function

md5(X)

* Calculates the MD5 hash of string, returning the result as a string in hexadecimal.

e X must be a string.

... | eval usermd5 = md5 (Destination Username)
Returns: 202cb962ac59075b964b07152d234b70

[ ﬂ The md5(X) function is not supported in a FIPS environment.

Informational Function

isnull(X)
e Returns true if the Xis null otherwise returns false.

... | eval newField = isnull(2)
Returns: false

Statistical Functions

greatest(X,Y[,Z,N, ...])

e Returns the largest value in a list of expressions. The list is up to 20 elements long.
* Inthe list of expressions all elements must be of same type.

e The only supported types are numeric and string. X can be a number, field or expression.

... | eval newField = greatest(7, 5, 9)

Returns: 9

... | eval newField = greatest('sit', 'site', 'sight')

Returns: site

... | eval newField = greatest(bytesIn, 100)
Returns: 100, when bytesIn is less than 100
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least(X,Y[,Z,N, ...])

* Returns the smallest value in a list of expressions. The list is up to 20 elements long.
¢ In the list of expressions all elements must be of same type.

e The only supported types are numeric and string. X can be a number, field or expression.

.. | eval newField = least(bytesIn, bytesOut)
Returns: 5

... | eval newField
Returns: sight

least('sit', 'site', 'sight')

... | eval newField = least(bytesIn, 100)
Returns: 100, when bytesIn is greater than 100

randomint(X)

e Returns a random number between 0 and X-1.

e X can be any positive integer between the values 1 and 9,223,372,036,854,775,807.

... | eval newField = randomint(10)
Returns: a random number between © and 9

Text Functions

length(X)

e Returns the character length of a string, X.

... | eval n=length(field)
Returns: the length of (field). If the field is 256 characters long, it
returns n=256.

... | eval n=length(“abc”)
Returns: n=3 (abc is a literal string, surrounded by double quotes)

lower(X)
e Takes a string argument, X, and returns the lowercase version.

... | eval name=lower("USERNAME" )

... | eval name=tolower("USERNAME" )

Returns: the value of the field username in lowercase. If the username
field contains FRED BROWN, it returns name=fredbrown.

substr(X,Y,2)
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¢ This function returns a new string that is a substring of string X.

e The substring begins with the character at index Y and extends up to the character at index
Z-1.

* The index is a number that indicates the location of the characters in string X, from left to
right, starting with zero.

e Y can be negative.

e Zcannot be negative.

...| eval n=substr("ArcSight", 5, 6)
Returns: “g”

...| eval n=substr("ArcSight", 2, 6)
Returns: “cSig”

...| eval n=substr("ArcSight", 0, 3)
Returns: “Arc”

trim(X)

e trim(X) removes all spaces from both sides of the string X.
Itrim(X)

* ltrim(X) removes all spaces from the left side of the string X.
rtrim(X)

e rtrim(X) removes all spaces from the right side of the string X.

For the sake of these following examples, assume that X is a literal string and _ represents
any number of space characters.

... | eval trimmed=1trim(“_string )
Returns: trimmed=“string_”

| eval trimmed=rtrim(“_string_”’)
Returns: trimmed=“_string”

... | eval trimmed=trim(“_string_ )
Returns: “string”

upper(X)
e Takes one string argument and returns the uppercase version.

... | eval name=upper(“username”)

... | eval name=toupper(“username”)

Returns: the value of the field username in uppercase. If username
contains fred brown, it returns name=FRED BROWN.
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For more information about syntax requirements that the query must meet, see "Understand
the Query Syntax" on page 58.

concat

The concat function creates a new string field that concatenates (or links together) strings from
fields. It concatenates any user-defined strings that are separated by a comma (“,”).

Search converts IP and MAC binary fields into a more user-friendly string format and then
concatenated. Date fields are converted to the user format that is configured in your user
preferences. Search converts NULL values to empty string fields. The maximum limit for concat
results is 6,000 characters. Anything longer than this will be truncated.

e "Syntax" below
e "Parameters" below

e "How Do | Use This?" on the next page

Syntax

Syntax for concat should look like this:
... | eval newField = concat([field|value]*)
where:

e newtfField represents the field that you want to evaluate or test.

e field represents a string field in the result.

Parameters

The concat function can receive from 1 to 20 parameters, which can be expressions, user
defined strings, or fields from the fieldset.

| eval test® = concat('Event Name: ', 'Name')

| eval testl = concat ( 'Event Name: ' , upper ( Name ) )

| eval test® = concat ( 'Event Name: ' , ceil ( 2 ) )

| eval test® = concat ( 'Event Name: ' , ceil ( 2 ) , replace ( Name , 'HTTP'
> 'MQTT' ) )
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How Do | Use This?

¢ Create an eval search that concatenates fields related to a Host:

| eval Host = concat(destinationHostName, ':' ,destinationPort) - sample
output - mf.com:9000

» Create an eval search that concatenates fields related to the identity of an employee:

| eval Employe concat(FirstName, ' - ', LastName, - ', DeptName, ' (",

e =
srcUserName, ')')

For information about other operators, functions, and syntax requirements, see "Use an
Operator in the Query" on page 72.

if and case

If() and case() are both eval operators that expect specified conditions be met (are True). An if
statement returns a value when the given condition is met (is True), or returns another value
when the given condition is not met (is False). A case expression runs through a set of given
conditions and returns a value when the first condition is met (is True). Once the condition is
met, the application stops any further searching for that condition. If no conditions are met (is
False), then the software returns NULL.

When if() and case() are used together and the case expression is met (is True), the if
statement returns that condition’s values accordingly. If the case expression is not met (is
False), then the application searches for the next condition given for the case expression.

e "Syntax" below

e "How Do | Use This?" on the next page

Syntax

if

| eval test = if ( deviceCustomNumberl = 200, Success, Failure)
case

| eval test = case ( deviceCustomNumberl = 200, Success,
deviceCustomNumberl = 400, Failure, Unknown)

The operators support conditional expressions, such as >, >=, <, <=, =, etc.
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How Do | Use This?

Less than
if

e | want to determine if incoming bytes are less than 5000 and to identify the lowest and
highest values of incoming bytes.

bytes in != null | eval test = if ( bytes in < 5000 , Low , High )
case

e | want to identify instances where incoming or outgoing bytes are below 3000 and return
the lowest and highest values for each category.

bytes in != null AND bytes out is not null | eval test = case ( bytes in <
3000 , Low , Bytes out < 3000, Low, High )

Equals
if
e | want to know all instances with an agent severity of 3.

agent severity != null | eval test = if ( agent severity = 3 , Success ,
Failure )

case

¢ Show me the device with the identification number 170011; otherwise show me the device
with the identification number 3.

deviceCustomNumberl is not null | eval test = case ( deviceCustomNumberl =
170011 , Success , deviceCustomNumberl = 3 , Failure , Unknown )

Contains numbers
if
e | want to identify all instances with a severity rating of zero (0) or one (1).

agent severity is not null | eval test = if ( agent severity =1, 1, 0

)
case

¢ Show me which devices have encountered a severity level of four (4); otherwise show me
the highest and lowest severity levels.
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agent severity is not null AND priority is not null | eval test = case (
agent severity = 4 , SHigh , priority > 5 , PHigh , other )

Three conditions

case

e | want to test three conditions (username, category outcome, and category technique) to
identify Arcsight user names, any failed category outcomes, and any category techniques
that might be exploited or represent vulnerabilities.

source username != null AND category outcome != null AND category
technique is not null | eval test = case ( source username = Arcsight ,
Arcsight , category outcome = '/Failure' , Failure , Category Technique =

'/Exploit/Vulnerability' , Vulnerability , other )

For information about other operators, functions, and syntax requirements, see "General
Syntax for Eval" on page 96, "Understand Eval Functions" on page 98, and "Use an Operator in
the Query" on page 72.

replace

The replace is a function of the eval operator that provides a mechanism to replace the
content (expressed as string) of a field and to return the value in a new field. Before using
replace, create a query that contains string values in its fields. When using replace, the process
transforms the data into temporary tables so that the transformation occurs after the main
query is executed.

e "Syntax" below

e "Parameters" on the next page

e "How Do | Use This?" on the next page

Syntax

Name is not null | eval test = replace(Name, “Response”, “Returned Value”)

where

* Name, Response, and Returned Value are the parameters used in the replacement function

e The replace function is case sensitive. For example, "This," "THIS," and "this" are
considered three different words. Match the exact string in order to replace it
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Parameters

Replace has three parameters:

* Name, the source string value
* Response, the match value that will be substituted with the returned value in the results

¢ Returned Value, the replacement value

How Do | Use This?

Use replace when you want to obfuscate data, improve the context of a field, or make reading
the text more intuitive.

You can also use the replace function to replace an entire string.
* In this example, use replace to substitute a device’s vendor name with OpenText.

| eval newDeviceVendor = replace ( deviceVendor, "HPE", "OpenText")

where:

e DeviceVendor is the source name for the string value.
e HPE is the response value.

e OpenText is the returned value.

For information about other operators, functions, and syntax requirements, see "Use an
Operator in the Query" on page 72.For information about other operators, functions, and
syntax requirements, see "Use an Operator in the Query" on page 72.

tonumber

The tonumber eval function converts string fields into floating point numbers so that the data
can be applied to additional calculations. If a result cannot be expressed as a number, Search
leaves the field empty.

e "Syntax" on the next page

e "Parameters" on the next page

e "How Do | Use This?" on the next page
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Syntax

suboperator : tonumber

search_criteria | eval alias_name = tonumber one field)

where:

search_criteria represents a non-pipe operator query statement, such as “deviceVendor IS
NOT NULL.”

alias_name represents a valid field alias.

one_field represents a valid field as a parameter for "tonumber."

Parameters

There can be only one fieldName such as a device vendor or a version.

How Do | Use This?

Use tonumber to convert string values to numbers.

Create a search query that converts log messages to numbers:

| eval messagesAsNumber = tonumber ( message )

Create a search query that converts vendor devices to numbers:
| eval x = tonumber ( deviceVendor )

Create a search query that checks for vendor device data that is not NULL and convert the
data from version fields to numbers:

deviceVendor IS NOT NULL | eval test = abs ( 10 ) + 10 | eval
toNumberAlias = tonumber(version) | eval test2 = abs (13)

Filter the data for those entries where ArcSight is the device vendor. Transform the version
to a number and the device's custom number to a string value:

Device Vendor = "ArcSight" | eval toNumberAlias = tonumber(version) | eval
numberToString = tostring (deviceCustomNumberl)
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For information about other operators, functions, and syntax requirements, see "Use an
Operator in the Query" on page 72.

tostring

The tostring function is used in an eval operation to convert fields into string values. The input
for tostring can be string values, numbers, integers, double point, float, IP/MAC address, and
dates. All of these inputs must come from a field in the ArcSight Database.

e "Syntax" below
e "Parameters" below

e "How Do | Use This?" below

Syntax

search_criteria [pipe_operator]* eval alias_name = tostring (one_field) [pipe_
operator]*]*

where:

e search_criteria represents the criteria being tested in the query.
e pipe_operator represents the pipe operation for the query.

* alias_name represents the field to be converted to a string value.

Parameters

The function only accepts one parameter. More than that will cause an error. The parameter
can be a field that represents a string, number, IP address, MAC address, and date. If the
parameter is null, it returns a null input.

How Do | Use This?

Here are examples of queries using tostring:

... | eval testString = tostring(Name)

Name not equal null | eval testNumber = tostring(AgentSeverity)
... | eval testmac = tostring(Agent Mac Address)

... | eval testData = tostring(Device Receipt Time)

Agent Address not equal null | eval testIp = tostring(Agent Address)
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For information about other operators, functions, and syntax requirements, see "Use an
Operator in the Query" on page 72.

Understand the Search Criteria

The search criteria defines the parameters of your search: the time range in which to find data
and the fieldsets that you want to use for displaying the results. Search provides system
searches with specific criteria that you can view and load, such as DoS Events, MITRE ATT&CK
Events, and Failed Login Event.

You can also save your search criteria for future use, such as loading the criteria into another
search. However, you must have the required permissions for saving search criteria. For
example, you must have the Manage Search Criteria permission to save criteria such as
fieldsets. You have the option to clone, modify, or remove a saved criteria at any time.

Manage the Fields Displayed in Search Results

You can specify a fieldset that determines a group of search result fields (such as IP address,
URL, etc.) that the system displays in the search Results Table. In the table, each field can
provide the ten most and less common values. Multiple searches can share a fieldset, and new
searches display a default fieldset that contains the most common event fields. Use the
fieldsets window to view and add the customize and system fieldsets, including lookup lists.

e System Fieldsets: Predefined fieldsets provided by the system.
e My Fieldsets: Customize the default fieldsets and lookup list fields for individual purposes.

New searches display the user’s default fieldset. These will remain selected in the fieldsets list
box even when moving to other search tabs. If you select another fieldset, the pop-up window
closes to display the new option. You can revert the change to the previously selected fieldset.

Whenever you replace or update the fieldset, your search becomes out of sync, since the fields
shown might differ from the new selection. Rerun the search with the new selection to correct
this.

Create a Fieldset

You must have the Manage Fieldsets permission.
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1. From the Search page, click the icon to the left of the search name.

2. From the selected search's tab, click the menu and select a fieldset from the list in the My
Fieldsetspanel.

3. Click Manage.
4. Click + to add a new fieldset.
5. Enter a Fieldset Name.

¢ Each fieldset should have a unique name.
¢ Fieldset names are not case sensitive.

¢ The fieldset is used only for your search results and does not affect other users
connecting to the same system.

¢ Creating a fieldset that does not contain any fields causes an error in the application.
6. Select a Category and drag and drop any of the Fields to the to the Selected Fields column.

7. Click Save.

8. (Optional) Select Apply to This Search to customize the original fieldset without
overwriting or saving it.

9. To execute the query again, click Search.

Edit a Fieldset

You must have the Manage Fieldsets permission.

You can edit custom fieldsets only. You cannot modify system fieldsets, and you can only edit
one fieldset at the time.

e "Editing the Selected Fieldset" below

e "Editing a Different Fieldset" on the next page

e "Cloning a Fieldset" on the next page

Editing the Selected Fieldset

1. From the Search page, click the icon to the left of the fieldset name.

2. From the fieldsets window, click the fieldset menu and select a fieldset from the list in the
My Fieldsets panel.

3. From the fieldsets window, select Edit.
The Edit Fieldset window displays.

4. Drag and drop any field to the Selected Fields column OR select Text Editor to write the
fields you need.

5. To locate a specific field, use the Search field.

Edit a Fieldset Page 111 of 450



User's Guide for ArcSight Platform CE 24.1
Searching for Events

6.

In the Fieldset Name field, update the fieldset name as needed. The fieldset is used only
for your search results and does not affect other users connecting to the same system.

7. Click Save.

(Optional) Select Apply to This Search to customize the existing fieldset without
overwriting or saving it.

The temporary fieldset will not be visible to other users, and it will only remain available
on that session. After you log out, the system removes the temporary fieldset. You can
have one temporary custom fieldset at a time.

Editing a Different Fieldset

From the Search page, click the icon to the left of the fieldset name.

From the fieldsets window, click the fieldset menu and select a fieldset from the list in the
My Fieldsets panel.

3. Click Manage.

10.

Select the fieldset checkbox.
Click the Edit fieldset(s) icon.
The Edit Fieldset window displays.

Drag and drop any field to the Selected Fields column OR select Text Editor to write the
fields you need.

To locate a specific field, use the Search field.

In the Fieldset Name field, update the fieldset name as needed. The fieldset is used only
for your search results and does not affect other users connecting to the same system.

Click Save.

(Optional) Select Apply to This Search to customize the existing fieldset without
overwriting or saving it.

The temporary fieldset will not be visible to other users, and it will only remain available
on that session. After you log out, the system removes the temporary fieldset. You can
have one temporary custom fieldset at a time.

Cloning a Fieldset

You can make a copy of a fieldset you have created. Edit this copy to save you from creating a

completely new fieldset.

1.
2.

From the Search page, click the icon to the left of the fieldset name.

From the fieldsets window, click the fieldset menu and select a fieldset from the list in the
My Fieldsets panel.

Click Manage.
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4. Select the fieldset checkbox.

5. Click the Clone fieldset(s) icon to make a copy of the selected fieldset.

Delete a Fieldset

You must have the Manage Fieldsets permission.

You can delete a fieldset that you have created. If you delete a fieldset that’s used in an active
search, Search changes the fieldset name to Custom for that search. If you delete a fieldset
used in a saved search query or saved search criteria, Search will use the default fieldset saved
in your user preferences. You cannot delete a system fieldset.

1. From the Search page, click the icon to the left of the fieldset name.

2. From the fieldsets window, click the fieldset menu and select a fieldset from the list in the
My Fieldsets panel.

Click Manage.
Select the fieldset checkbox.

Click the Remove fieldset(s) icon.

o v AW

Click Yes to proceed.

Configure the Time Range

A search query can either have a fixed start and end date, where you cannot refresh data, or a
time range that captures the most recent data. For example, if you choose the predefined Last
30 minutes setting, Search updates data upon re-executing the search based on the most
recent 30 minutes. Alternatively, you can create a dynamic date range.

The time range that you specify in the time range selector is inclusive. Search includes the
whole second as the end time. For example, if you specify a time range between 2018-01-01
12:00:00 and 2018-01-01 12:59:59, Search includes all data from 2018-01-01 12:00:00.000 to
2018-01-01 12:59:59.999, inclusive.

e "Specify a Dynamic Date Range " below

e "Understand the Search Timestamps for Events" on the next page

e "Understand How Time Zones Affect Search Results" on page 115

Specify a Dynamic Date Range

Search offers a flexible, dynamic setting for the time range where you can enter the desired
time stamp without using the calendar to specify days, hours, and minutes. The dynamic date
range uses the following syntax:

<dynamic_time>

Delete a Fieldset Page 113 of 450



User's Guide for ArcSight Platform CE 24.1
Searching for Events

or
<dynamic_time> [+/- <units>]

For example, to search for events that have occurred in the last two hours, you can specify
$Now - 2h for Start time and $Now for End time. To find events that have occurred this
week, you can enter $CurrentWeek for Start time and $Now for End time.

To enter a dynamic date range:
When viewing a search or starting a query, select the currently specified time range.
For the start or end time under Custom Range, select Dynamic.

To specify the dynamic_time, enter one of the following values:

Value Represents
SNow The current minute
SToday Midnight of the current day

SCurrentWeek Midnight of the previous Monday (or same as $Today if today is Monday)
SCurrentMonth  Midnight on the first day of the current month

SCurrentYear Midnight on the first day of the current year
To specify the units, enter one of the following values:

Value Represents

m (lowercase) Minutes

h Hours
d Days
w Weeks

M (uppercase) Months

Understand the Search Timestamps for Events

Search can display results based on the timestamp associated with each event. The database
stores three different timestamps for each event. For peak performance, Search automatically
uses the Normalized Event Time setting. However, you can specify any timestamp setting for a
search. You can also choose to make the timestamp the default setting.

[ ﬂ NOTE: The Date Picker displays this Timestamp setting when searching for events.
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Database Receipt Time (dBRT)

Represents the time when the database received the event. The database considers this
timestamp as the persisted time of the event.

Device Receipt Time (DRT)

Represents the time when the connected device claims the event occurred. This timestamp
preserves the original time recorded by the device. However, this timestamp might not be
credible in all cases. For example, it is possible that the time settings for the connected
device are not configured correctly or the clock on the server that hosts the connected
device might gain or lose time, which causes the timestamp to be out of sync with the
actual time the event occurred.

Normalized Event Time (NET)

Represents the best known time for an event. Ideally NET is the time when the connected
device reported that the event occurred (the DRT) because the device is the most direct
known observer of the event occurrence. However, when the DRT for an event is not within
a credible time range compared to the database’s time, NET represents the time when the
database received the event (the dBRT). For example, the time on a connected device was
configured incorrectly such that DRT for an event is May 29 1975 when the current date in
the database when the database received the event is June 29 2020. The database
recognizes that the event’s May 29 1975 timestamp for DRT is outside the credible time
range. Based on the discrepancy with DRT, the database sets NET to June 29 2020 (same as
the dBRT).

By default, the DRT value must be within a boundary of -7 days in the past and +1 days in
the future from the dBRT. To configure the boundary criteria in a non-SaaS environment,
see the Administrator’s Guide to ArcSight Platform 24.1.

Understand How Time Zones Affect Search Results

Searches for events in a time range are based on the timestamps of matching events and use
the time zone of the local browser by default. You might need to account for the time zone
offset from UTC and from other time zones, including Daylight Savings Time.

You can configure Search results to adjust the time for events to a specific time zone. For
example, it’s possible that you might create a search while in a one time zone, then view the
search from a different computer set to a different time zone. When this occurs, the Events
Histogram converts the time segments to the specified time zone. If the Events table includes a
time attribute, Search converts the time. However, the aggregation reflects the original time
zone. For example, if the Events Histogram has seven bars in the original time zone, the
number of bars could increase or decrease to reflect the currently specified time zone.
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Extend the Search with a Lookup List

Select Search > Home > Lists > .

You can make lookup lists from CSV files that contain common fields that you might want to
include in your searches. The system stores the data in the CSV file in a database table, which
then becomes available for use in a search. You can add fields from a lookup list to fieldsets
and use them in search queries.

e "Understand the Considerations for the Lookup List File" below

e "Create a Lookup List " below

e "Append a Lookup List " on the next page

e "Replace a Lookup List " on page 118

e "Delete a Lookup List " on page 118

Understand the Considerations for the Lookup List File

Select Search > Home > Lists > (.
The CSV file for your lookup list must meet the following requirements:

e The first row must be a comma-separated list of field names.

e The field names cannot exceed 40 characters. The names can only contain alphanumeric
characters and underscores. They must start with an alpha character.

» For search operations, the corresponding data types for lookup lists with variable
characters (or varchars) are short text (VarShort) and long text (VarLong).

e The remaining rows must be comma-separated values for the fields in the first row.
e Do not include spaces before, after, or within a field name.
e All rows must contain the same number of values.

* You must select one of the columns as the desired key field, and the values of that field
must be unique.

e The key field is the field that you can use with the in list operator in queries.
e The file cannot exceed 25 fields and 2 million rows.

e The file cannot exceed 150 MB.

Create a Lookup List

1. Select Search > Home > Lists > .

2. Click +.
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3. Specify a name for the lookup list.

Once you have added the lookup list, you cannot change the name of the list. The name
must meet the following requirements:

¢ Does not exceed 20 characters
¢ Contains only alphanumeric characters and underscores
¢ Starts with an alpha character

4. To specify the CSV file, complete ONE of the following actions:
¢ Drag and drop the file to the Lookup Lists page.
* Select Choose File to navigate to the file.
5. Click Continue.
6. Specify the Field Name from your CSV file that will represent the key field.
7. For the Value Type, either accept the recommended value type or specify a different one.

The following are possible values:

Value Type Specifies

domain The name of the lookup list
float A number whose radix point can be placed anywhere relative to the significant digits of the
number

hostname Fully qualified domain name

int Integer value
ipvd IPv4 address
ipv6 Ipv6 address
mac MAC address

short text Text that cannot exceed 1K of space

long text Text that cannot exceed 4K of space
time Time stamp
url A URL address that cannot exceed 4K

username A string type

8. To upload the file as a table in the database, click Upload.

Append a Lookup List

Use the Append feature to add more rows to a current lookup list. The file you want to
append must have the same structure as the one that you uploaded. For example, the same
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amount of columns. The file you want to append should not have an empty value in any of its

rows.
1. Select Search > Home > Lists> @&.

2. Select the list that you want to append.

3. Click ::+ (append).

4. Select the CSV file that you want to use to append the existing list.
5. Click Upload.

Replace a Lookup List

Replacing the contents of a lookup list does not affect queries that use the original lookup list.
You cannot change the name of a lookup list. The field names in the replacement file must
match the field names in the original file.

1. Select Search > Home > Lists> .

2. Select the list that you want to replace.

3. Click ¢ (replace).

4. Select the CSV file that you want to use to replace the contents of the existing lookup list.
5

. Click Upload.

Delete a Lookup List

1. Select Search > Home > Lists > .
2. Select the list that you want to delete.

3. Select the trash can icon.

Understand System Search Queries and Search Criteria

Requires the Manage Search Criteria and Manage Search Queries permissions.

Search includes the following out-of-the-box system search queries and search criteria. All of
these system searches are set in Normalized Event Time. For more information about how to
use these queries and criteria, see "Load a Saved Search" on page 125.

ﬂ Note: You can also search queries by using # and the query name. For example, #Configuration

changes or #DGA Events. Additionally, you can run criteria searches as queries using the same

method. Additionally, there is a list of reserved words that must be enclosed in quotes (" ") to
ensure the system correctly parses the query.
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Category

Application
Monitoring

Configuration
Monitoring

Entity Monitoring

Event Monitoring

Malware
Monitoring

MITRE Monitoring

Network
Monitoring

Name Use as

Windows New Service Query
Created

Configuration changes Query

Failed logins Query
Failed Login Events Criteria
Failed logins for Query
Susername

Windows account Query
creation

ESM Correlation Query
Events

Malicious code activity Query

MITRE ATT&CK Events Criteria

DGA Events Criteria
DNS Events Query
DoS Events Criteria

Description

Lists events indicating new windows services were created
from the following event sources:

¢ Microsoft-Windows-Security-Auditing:4697
¢ Service Control Manager: 7045

Lists configuration changes based on ArcSight
categorization.

Lists events indicating failed login activity based on
ArcSight categorization.

Lists failed login activity events based on ArcSight
categorization for the last 30 minutes by default.

Lists events indicating failed login activity based on
ArcSight categorization for a specific user. The user should
be specified before running the search.

Lists events indicating new windows accounts created
based on the following event sources:

* Microsoft-Windows-Security-Auditing:4720
* Security:624

Lists ESM correlation events.

Lists events indicating malicious code activity based on
ArcSight categorization.

Lists correlation events reported from Arcsight ESM
content package:
https://marketplace.microfocus.com/cyberres/content/es
m-default-content.

These events are forwarded to the ArcSight Database using
ArcSight Forwarding connector, or any other flex
connector which reports this information, using the
following mapping:

deviceCustomString6Label="MITRE ID’

Where deviceCustomString6 contains the actual MITRE
ATT&CK technique.

Lists DGA-related events based on Microsoft Trace Log.

Lists DNS-related events.

Lists events indicating denial of service based on ArcSight
categorization.
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Category Name Use as Description
Firewall drop Query Lists Drop Firewall events based on Arcsight categorization
for a specific IP address. The IP address should be provided
at runtime.
Firewall drop for Sip Lists Drop Firewall events based on Arcsight

categorization.

Firewall Events Criteria  Lists Firewall events based on ArcSight categorization.
Proxy Events Criteria  Lists Proxy events based on ArcSight categorization.
SSH authentication Query Lists events indicating SSH Authentication events based on

ArcSight categorization.

VPN connections Query Lists events indicating VPN connections based on ArcSight
Categorization.

Vulnerability Vulnerabilities Events  Query Lists events indicating vulnerabilities based on ArcSight
Monitoring categorization and Vulnerability Scanner events.

Creating and Saving Searches

To execute a search, you must enter the query input, a fieldset that you want for the search
results, and the time period for which you want to search events. Queries are case sensitive.
The query input determines the search type (full text, natural language, or contextual). As you
specify the search query, Search suggests search items and operators based on a schema data
dictionary. You can also choose from predefined queries.

If you tend to use the same settings for some search parameters, you might want to configure
your preferred default setting. For example, you can configure a default time range. To use the
same search query or search criteria for multiple searches, you should save it. You can also
save the results of an executed search and configure a default expiration time for searches. By
default, session searches expire after 24 hours of inactivity and saved searches after seven
days. Search truncates long queries, displaying ... to indicate additional content. To see the
entire query, you can pin the input field.

Create a Search

Select Search > +.

When creating a search, you can use the default values for the fieldset, time range of data to
search, and some additional settings or specify your preferred settings. Alternatively, you can
load a saved query, criteria, or dataset.
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If you tend to use the same settings for some search parameters, you might want to configure
your preferred default setting. For example, you can configure a default time range. To use the
same search query or search criteria for multiple searches, you should save it. You can also
save the results of an executed search and configure a default expiration time for searches. By
default, session searches expire after 24 hours of inactivity and saved searches after seven
days. Search truncates long queries, displaying ... to indicate additional content. To see the
entire query, you can pin the input field.

If you do not have Real-time Threat Detection Service in your ArcSight SaaS environment, then
you can create only one type of search in Ul which corresponds to fixed-time search.

Create a Fixed-time Search

A fixed-time search uses a custom range with specific start and end dates. You can choose to
specify dynamic dates, such as midnight on the first day of the current month.
1. Select Search > +.
2. Enter the query in one of following ways:
e To use a predefined System search, type #.

The predefined searches might provide only a query expression or include search
criteria such as a specific time range.

e To use a search operator, such as eval and wheresql, begin typing the operator's
syntax.

For example, type:

... | where <expression>
¢ To manually enter the query, begin typing the expression.

For example, type :

Source Address = 192.10.11.12 and Destination Address= 192.10.11.12 or
Destination Address in Subnet 192.10.*.*

 To use a saved query, criteria, or search results, select .

¢ To search data migrated from ArcSight Logger, select Logger from the list box next to
the Search button.

¢ To search for a field without data, enter [field _name] = Null.

ﬂ In the query, Search treats a comma (,) between the search fields and values as an OR
operator.
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10.

11.

(Optional) To view all content in a very large query, select the Pin icon in the query input
field.

Otherwise, Search truncates long queries, displaying ... to indicate additional content.
Specify the fieldset that you want for displaying the search results.

By default, Search displays your preferred default fieldset. If you have not specified one,
Search displays the Base Event Fields fieldset.

Click Fixed-time.

If you do not have the Real-time Threat Detection Service, the application automatically
defaults to Fixed-time.

For the time range, perform one of the following actions:

e From the menu, select a pre-defined value under Quick Ranges.
¢ From the menu, use the Custom Range fields to specify a time range.
¢ From the menu, select Dynamic, and then enter a dynamic date value.

You can also specify the timestamp that you want to use for the retrieved events. Search
uses "Normalized Event Time (NET)" on page 115 by default.

(Optional) To limit the number of results received from the search, complete the following
steps:

a. Select ¥ to the right of the query input field.

b. For Maximum search results, specify the maximum number of results that you want to
receive in the dataset.

(Optional) If you do not want this search to expire in the default time, complete the
following steps:

a. Select ¥ to the right of the query input field.
b. For Search expires in, specify the number of hours that Search will store the session.

For information about how long session searches are stored, see the "Session Search
Expires In" section of Configure Your User Preferences.

(Optional) To more easily find this session search later, give the search a name.
(Optional) To run the search, click Search.
Alternatively, you can press Enter when editing the query input field.

(Optional) To save the query, criteria, or search results for future use, select the Save icon.

For additional information about viewing results and saving fixed time searches, see " View the
Event Inspector " on page 134 and "Save a Fixed-time Search" on page 124. For information
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about search limits, see Understand Search Limits. For information about real-time searches,
see "Understand Fixed-time versus Real-time Searches" on page 53.

Create a Real-time Search

Requires the Real-time Threat Detection service in the ArcSight SaaS environment.

Real-time searches show live results of your query, based on a start time that you specify (for
example, the last 30 minutes). As long as there is data to satisfy the query, the Results Table
and Event Histogram continue to build, and the time scale below the histogram continues to
show progress.

[ ﬂ Real-time search is not available for data imported from Logger.

Display the Search tab.
Enter a query in the search field.
Define the search settings.

Click the drop-down menu for the Timestamp interval.

oA N oe

Select the type of Timestamp for the event.
Search uses "Normalized Event Time (NET)" on page 115 by default.
6. Click Real-time.

The user interface displays only settings related to real-time searches. As your search
results are returned, the screen, including the event histogram, refreshes every 30
seconds.

7. Select a Start time from. Your choices are Last 5 Minutes, Last 15 Minutes, Last 30
Minutes, Last 1 Hour, and Last 12 Hours.

8. (Optional) Check or uncheck the "Do not accumulate data" option, based on how you want
the default histogram start time behavior to be.

Data will be accumulated in the background, this option pertains only to the default
histogram time window behavior. For more information about real-time search limits, see
Understand Search Limits.

9. Click Search.

ﬂ Even if it is not selected in the current fieldset, Database Receipt Time field is automatically
displayed for real-time searches.

You can run at most 25 concurrent real-time searches.
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For information about viewing the results of and saving real-time searches, see "View the
Results of a Real-time Search" on page 132 and "Save a Real-time Search" on the next page.

For information about creating a fixed-time search, see Create a Fixed-time Search.

Save a Search

You have the ability to save searches that you want to run or review often. You can save the
search query; the query plus the criteria for the search; or the results of the search, which
includes the query and criteria.

Save a Fixed-time Search

In a Search tab, select Save.

You can save a fixed-time search, including its query and criteria, to rerun at your convenience.
To save just the query or the query and criteria, you do not need to execute the search.

[E

In the Search tab, select the Save icon.

N

Select which part of the search you want to save:

e Search Query
e Search Criteria
¢ Search Results (Dataset)
3. Specify a name for the saved search.
e Each saved search must have a unique name.

¢ We do not recommend using the same names for saved search queries, criteria, and
results.

4. (Conditional) When saving the search results, specify how long you want to store the
dataset.

For example, if you have the Never Expire Search Results permission, you can configure the
search results to never expire.

5. Select Save.

For information about creating and viewing results of fixed-time searches, see "Create a Fixed-
time Search" on page 121 and " View the Event Inspector " on page 134.
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Save a Real-time Search

Requires the Real-time Threat Detection service in the ArcSight SaaS environment.

You can save the results of your real-time search. The saved dataset can include all received
events or just the events associated with the current histogram range. You must pause the
search to save the current dataset. However, the system continues to receive events for the
search in the background. Thus the number of saved events might be slightly greater than
events in the Results Table at the moment you paused the search.

1. Inthe Search tab, pause the search.

2. Click the Save icon .

3. Select Search Results (Dataset).

You also can choose to save just the search criteria.
4. Specify a name for the saved search.
¢ Each saved search must have a unique name.

¢ We do not recommend using the same names for saved search queries, criteria, and
results.

5. Specify the time range of the events that you want to save:

Histogram time range
Saves only the events associated with the time range currently displayed in the Event
Histogram. For example, 7:30 AM to 9:12 AM.

Entire time range
Saves all results received for the search.

6. Specify how long you want to store the dataset.

For example, if you have Log Management and Compliance (Recon) and the Never Expire
Search Results permission, you can configure the search results to never expire. By default,
saved results expire after 7 days or your preferred setting.

7. Select Save.

For more information about creating and viewing the results of a real-time search, see "Create
a Real-time Search" on page 123 and "View the Results of a Real-time Search" on page 132.

Load a Saved Search

If you have saved a query, criteria, or search results, you can load that saved item in a Search
tab. You can also load the predefined search queries and criteria.
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Select Search > +.

Select [ above the query input field.

Select the tab relevant to the saved search that you want to load:
e Search Query
e Search Criteria

¢ Search Results

Select the saved search that you want to load.

Select Load.

(Optional) Modify the search settings as needed, then run the search.
(Optional) To more easily find this session search later, give the search a name.

(Optional) To save your changes as a new search, select BA.

Run a Search

When you run a search, Search begins populating the Events histogram and Events table.
Depending on the number of events retrieved, the search might pause to indicate that the
amount of data could impact the search performance. You might want to select a smaller time
range. To resume a search, click the play button in the progress bar.

A N

Create or load the search that you want to run.

Click Search.

(Optional) To more easily find this search later, give the search a name.

(Optional) To save the query, criteria, or search results for future use, select the Save icon.

Click the pause or stop icons if you need to interrupt the search. Click the resume icon to
continue the search.

Modify the Search Query or Criteria

When viewing a search, you can change the query, a fieldset, and the time range selection.

1.
2.
3.

In the Search tab, change the query, fieldset, or time range.
To return to your original settings, select Revert Changes.

To update the search results with the modified settings, select Search Now or Search.
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Name a Search

By default, Search gives each session search the title Search <N>. You can apply a custom name

to

A T

the search at any time.

Right-click the name of the tab.
Select Rename.

Type the custom name.

Press Enter.

(Optional) To save the search, click the Save icon.

Search Event Data from Logger

You can search Logger archived events using the same parameters as in regular searches.

Before running a search on the Logger data, review the following considerations:

e The query uses only the specific set of operators available in the Search feature. If you are

used to the query format in Logger, we recommend that you review the query functionality
in Search.

e Your searches can include data from Logger storage groups even if the Logger storage

groups do not display as part of the ArcSight Database’s configuration.

e Before searching for Logger events from a particular Logger, metadata from that Logger

must have already been imported, and at least one data migration from that Logger must
have been completed.

Select Search > +.

From the list box next to the Search button, select Logger.

Add the required query details.

You must use the search operators supported in ArcSight Platform.

Click Search.

ﬂ Note: If UTC time wasn't specified in the time range for importing events, you will need to
convert the archive UTC timestamp shown in the Import Logger Data tab to your browser

time/selected time zone, and enter that value as search time to fetch events from that time
range.
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Use a URL to Create, Update, and Navigate Searches

Search lets you create, navigate, and update searches by modifying a URL. This is a quick way
to integrate with other applications or to simply save your current search for future use.

Creating Searches

Open Search and create a new search with default values:
/rec/search
Create a new search with given criteria.

/rec/search?query=Name+not+equals+null&fieldsetId=3223931b-b439-4951-a2d2-
d8319506c109&startDate=1673567387483&endDate=1673569187483

Opening Searches

Open a specific search by the ID. The app will automatically add criteria to the URL after
opening the search.

/rec/search/:searchId

/rec/search/home

Updating Searches

Open a specific search by the ID and update the values. The app will ask you if your choice is
the desired behavior.

/rec/search/:searchId?query=Name+not+equals+null

Opening a Search in the Event Inspector

Open a specific event by GEID, ID, and Event Table in the Event Inspector tab:

/rec/search/eventsInspector?eventsDetail=
[{"geid":":globalEventId","id"::Id, "eventsTable":":table"}]

(
ﬂ Sometimes, the timestamp for the DBRT (Database Receipt Time) is not selected correctly, as in
the case for the URL
<FQDN>/re/search?query=Name%20<>%20null&timeColumn=persistedTime . This happens
when you navigate to the URL from some (but not all) features in the system. Additionally, if you
are not signed in and try to navigate to this URL, the search is not created, and the timestamp is
not selected.
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Viewing and Managing Your Searches

The dataset for your search results reflect events that match the search query and criteria
settings that you specify. Search displays the results in an Events Histogram, Results Table, and
Event Inspector. You can save the queries, parameter sets, and results datasets for future use.

If the connectors are configured to send raw events, the table and inspector panel can include
raw event data. Also, the maximum number of events that a search can return is 10 million, but
you can specify a preferred search results limit. If your searches regularly stop at the maximum
limit, consider splitting the query into separate searches. Alternatively, you can refine the
results by adding an operator such as where to the query.

You can export the search results to a .csv file or export a single result to a .pdf file.

Get an Overview of Your Searches

Select Search > Home.

The Search Home tab provides a high-level view of your Search and event activity while also
offering immediate access to search features. Your Search and event activity are segmented
into Widgets that show the state of specific searches and events, such as saved search queries,
search criteria, and events by agent type. To view the items referenced in a search chart, such
as saved search queries, click .

ﬂ The data in the events pie charts (Total Events, Total Events - 24 Hours, Events by Device Vendor
- 24 Hours, etc.) refreshes every five minutes and is based on a normalized event time.

My Session Searches
Lists all recent searches. For each search, the table provides the name, search query, status,
search type, timestamp, fieldsets, the ID that created the search, and the date the search
was created. You can sort the table by some of the column. The table show only searches
with the status Completed, Pause, Running, and Error.

To view one of the searches, click !-u To remove session searches from the list, select the
rows to be removed. Then, click .

Search Queries
Shows the number of system, private, and public saved search queries that you can access.

Search Criteria
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Shows the number of system, private, and public saved search criteria that you can access.

Search Results
Indicates whether any of your saved search results have completed, are running, or have
been paused.

Fieldsets
Shows the number of system and private fieldsets that you can use when running a search.

Lists
Shows the number of lookup lists that you can include in a search.

Total Events
Shows the total number of all events that have occurred within your ArcSight database
installation. This number refreshes every five minutes.

Events 24 Hours
Shows the total number of all events within the last 24 hours.

Events by Device Vendor - 24 Hours
Shows the total number of the first three events by device vendor with the highest count
within the last 24 hours.

Events by Agent Type - 24 Hours
Shows the total number of the first three events by agent type with the highest count
within the last 24 hours.

Events by Agent Severity — 24 hours
Shows the total number of the first three events by agent severity with the highest count
within the last 24 hours.

View the Events Histogram

The Events Histogram displays data in a segmented graph where the y-axis presents the
number of events per bars of time segments in the x-axis. The time range on the x-axis might
not match the time range specified in the search query because the start and end times on the
x-axis are determined by the event times of the first and last matching events of the search

query.

Click the Settings icon (£#) and select either Linear Scale or Log Scale to display the data in your
preferred format. You may also select Hide Histogram if you do not wish to display the
histogram. As you hover your pointer over the histogram, the bar color directly below the
pointer changes and displays a tooltip of the day/date/time of that event range. Click a bar to
view event information for a specific time range. Click again to deselect the bar.

Note that some search activities do not require the histogram, and thus it will not be displayed.
For example, if you perform an aggregation operation, such as "top" or "bottom," Search will
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not display the histogram because the Search Results table contains the aggregation of results,
not events in a timeline.

How Search builds the histogram

Search progressively builds the histogram as it receives events that match the search
settings. If the search needs to scan a large amount of data or a large time period, the
histogram displayed initially might refresh multiple times while the search is running. To
view the complete histogram of a search, wait until the search has finished running.

Search plots the first one million matching events on the histogram. If a search results
exceed one million events, Search displays an informational message. If you need to use the
histogram view for event analysis of a search that matches more than one million events,
we suggest that you adjust the time range to retrieve fewer than one million events. This
will allow you to obtain a complete and meaningful histogram. You can also use a pipeline
operator to further refine search results so that the total number of hits is under one
million events.

Narrow the scope of the search

If you have a large number of data points or a wide time range, you can see the big, overall
picture, but you might not be able to clearly identify specific data points. To narrow the
scope of the displayed data, adjust the boundaries of the displayed bars. As you adjust the
time range within the Histogram, the Events table displays corresponding events.

Drill down to events

You can drill down to events in a specific time period by clicking the bar on the histogram
that represents that time period. The bar you drilled down to is highlighted and the events
matching that time period are listed below the histogram. To deselect the time period, click
the bar again. When you hover over a histogram bar, the matching events listed below the
histogram do not change, and the histogram continues to display all matching events.

If you are performing a real-time search, zooming or clicking in the histogram automatically
pauses a real-time search. For additional information about how a real-time search affects
histogram behavior, see "Create a Real-time Search" on page 123.

View the Results Table

The search Results Table contains all the fields specified in the fieldset. The dataset contains
events associated with the search query and criteria. You can choose to display the table in
Grid View or Raw View. You can perform the following actions while viewing the table:
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View all details for an event

To view details of a specific event, right-click the event and select Open In Event Inspector.
This action opens the Event Inspector in a panel on the right where you can view additional
details on the event.

View raw event data

When you click the Raw View icon, the Search Results table replaces the fieldset with a Raw
Data column, which displays the whole raw event. Although the Raw Event field is most
applicable for syslog events, you can also display the raw event associated with CEF events.

To do so, make sure the connector that is sending events to the database populates the
rawEvent field with the raw event.

Export all of the search results
You can export all of the results to a .csv by clicking the [ icon.
Export a single event

You can export a single event as a .csv or a .pdf by right-clicking the event and selecting
either Export to PDF or Export to CSV.

Copy a value from an event

To use a value from an event elsewhere, simply right-click and copy the value.
Compare data in columns

Hover over a column heading, then click the Pin icon to pin or unpin a column.

By pinning a column, you can compare the column’s values against those of other columns.
Search moves the pinned column to the extreme left location in the table. You can pin
multiple columns.

Reorder columns

To rearrange the order of the columns, drag each column to new position by clicking and
dragging the column header.

Sort the data in columns

Select the up or down arrow in the column heading to change the sort order.

View the Results of a Real-time Search

As with a fixed-time search, a real-time search displays events that satisfy the query and
criteria in the Search Results Table, Events Histogram, and Event Inspector. However, some
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aspects about pausing and manipulating the display are specific to real-time searches.

1. When you pause a real-time search, the interface freezes, but events continue to build in
the background as long as there is data to satisfy the search.

* Clicking the Pause @ icon temporarily suspends the search.

® Automatically pause a real-time search by clicking E—l to zoom in.

Drag the cursor over histogram bars to examine an area of interest. Zooming in
automatically freezes the histogram and the search table results. Other ways to
automatically pause a real-time search are to click a histogram bar or to scroll in the
results table.

Observe specific details of the histogram by clicking @\ and El to zoom in and out

)
and click ll_'] to pan across multiple bars in the histogram. The real-time search will
continue to be paused while you perform these actions.

A

Move forward and backward in the histogram by clicking the Back < and Forward
icons. The increment of backward or forward time is based on the current zoom
range.

For example, if you are zoomed in to a range of 40 minutes, clicking the Back arrow
once will move the histogram backward 40 minutes. Similarly, clicking the Forward
arrow once will move the histogram forward by 40 minutes at that same zoom level.
As desired, you can pan the histogram up to the earliest start time or the latest (or
current time.)

2. To reset the histogram and results table to the starting point when you first paused the

real-time search, click the Reset (3 icon. Note that this does not resume the real-time
search; the histogram and results table remain paused.

3. To resume the real-time search, click the Go to Now @ icon. This search displays the
current search results in the histogram and results table.

Another way to resume a real-time search is to click the Play @ icon. For more
information about the search's start time behavior, see Understanding Start Time and Go
to Now Behavior.

4. click [2 to export real-time search data to a .csv file or a .pdf file. For real-time searches,
only data within the time range of the current zoom state in the histogram will be
exported.

For information about creating and saving real-time searches, see "Create a Real-time Search"
on page 123 and "Save a Real-time Search" on page 125.
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For information about viewing the fixed-time search results, see " View the Event Inspector "
below.

View the Event Inspector

The Event Inspector displays additional details for any event you select from the Results Table.
This panel allows you to scroll through the specific details of the event and groups the details
by categories such as Agent and Source. To open the Event Inspector, right-click any event in
the Search Results table. Then, select Open in Event Inspector from the pop-up menu.

[ ﬂ To view events migrated from Logger, select Logger before creating a search.

You can perform the following functions with the Event Inspector:
Search for fields and values

To search for fields and values in the details of an event, enter a string in the search box at
the top of the Event Inspector. The Event Inspector will filter the fields and values to match
your search criteria.

Add fields and values to current or new search

You can add event fields and values in the Event Inspector to your current search query or a
new search query.

Hover over a field (for example, Agent Hostname) to display a check box next to the field.
Then, select the check box to select the field and its value. Then, either click the magnifying
glass icon at the top of the Event Inspector or right-click your selected field. Both actions
display a pop-up menu with the following options:

¢ Create New Search

Allows you to create a new search query with the selected event fields and their values.

For example, if you selected the field Name and its value equals "failed login", then
it would display as follows in the new search query: ...| where Name = "failed
login". The new search will open in a new tab on your web browser. If a field is not
already present in the fieldset, it will be added to a temporary fieldset.

e Add to Active Search

Adds your selected event fields and their values to the current search query in the
search input field.

For example, if you selected the field Name and its value equals "failed login", the
field and value would display as follows in the current search query: <current search
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query> | where Name = "failed login".If a field is not already present in the
fieldset, it will be added to a temporary fieldset.

Create a dashboard based on a host or user profile

You can create a dashboard in the Reports Portal that lets you view host and user profile
information:
¢ View Host Profile
To view the details of a host, right-click a host name or an IP address.

For example, right-click a value in the Agent Hostname column. The system launches a
dashboard in the Reports Portal for your selection.

e View User Profile

To view the details of a user, right-click a source or destination username. The system
launches a dashboard in the Reports Portal for your selection

Copy and share event detail URL

To share event details with another Analyst, click the Copy URL icon at the top of the Event
Inspector. This action copies the URL to your clipboard so you can share it as needed.

Export event details to .pdf or .csv files

You can export event details from the Event Inspector to store or share information. You
have the option to export events in .pdf or .csv format. Additionally, you can include or
exclude null fields in the exported file.

Expand/collapse and show/hide data fields

The top of the Event Inspector contains an arrow icon that expands and collapses the event
details. There is also an eye icon that can show or hide null fields. If you select to display
null fields and export the event details to PDF or CSV, the exported file will contain the null
fields.

View and Use the Details of an Event

Right-click an event in the search Results Table > click Open In Event Inspector.

The Event Inspector opens in a panel that allows you to scroll through the details of an event
and groups them by categories such as Agent and Source. Use this panel when you want to
research specific details on an event. You can view the raw data details for the event, as well as
instruct the panel to include fields with null data. For example, you could view details about

the agent, category, device, source, or severity. You can only open one event in the Event
Inspector at a time.
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e Search for Event Details

e Copy and Share Event Detail URL

e Export Event Details to PDF or CSV

e Apply Event Details to Current or New Search
e View Null Data Fields

e Expand or Collapse All Data Fields

[ ﬂ To view events migrated from Logger, select Logger before creating a search.

Search for Event Details

The top of the Event Inspector contains a search box that allows you to search through the
fields in the event details. Use this feature to quickly locate specific details on an event without
the need to scroll through the entire Event Inspector.

To search for fields and values in the details of an event, enter a string in the search box at the
top of the Event Inspector. The Event Inspector will filter the fields and values to match your
search criteria. For example, if you searched the term “device” the panel will display all fields
with the name “device” and any fields containing the value “device”.

Copy and Share Event Detail URL

You might want to share the selected event’s details with an Analyst or use the details in a
report or other media. You can export all content in the Event Inspector with or without empty
values. The Event Inspector URL contains the event's ID (id field in the Search Results table)
and global event ID (geid field in the Search Results table). See the table below for an example
and variations of the Event Inspector URL format. Use these formats to create the URL.

Click the Copy URL icon at the top of the Event Inspector to copy the Event Inspector URL to
your clipboard. Then, you can share the URL as needed. When you load the URL, the Event
Inspector open in the browser with the event details related to the search. This action is
helpful in situations where you need to research an event further or for reporting purposes.

[ ﬂ If the geid is missing in the URL, an error message will display.
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Event
Inspector
URL Example

Full Event /rec/search/eventsinspector/?eventsTable=Recon&id=5139791690&geid=3009625190352082178
Inspector
URL

geid and id /rec/search/eventsinspector/?id=5139791690&geid=3009625190352082178
only

geid only /rec/search/eventsinspector/?geid=3009625190352082178

Export Event Details to PDF or CSV

There may be situations where you need to use event details for reporting purposes. Or you
might need to share the event details with an analyst who does not have access to the Event
Inspector. You can do so by exporting the event details to .pdf or .csv files.

Apply Event Details to Current or New Search

You can add event fields and values in the Event Inspector to your current search query or a
new search query. This action is helpful in situations where you need to research more data on
a specific event.

Hover over a field in the Event Inspector (for example, Agent Hostname) to display a check box
next to the field. Then, select the check box to select the field and its value. From here, do one
of the following actions:

¢ Right-click the selected event field
e Click the magnifying glass icon at the top of the Event Inspector

Both actions display a pop-up menu with the following options:

e Create New Search: Selecting this option allows you to create a new search query with
your selected event fields and their values. For example, if you selected the field Name and
its value equals "failed login", then it would display as follows in the new search query:

...| where Name = "failed login".If afield is not already present in the fieldset, it
will be added to a temporary fieldset.

» Add to Active Search: Selecting this option adds your selected event fields and their values
to the current search query in the search input field. For example, if you selected the field
Name and its value equals "failed login", the field and value would display as follows in
the current search query: <current search query> | where Name = "failed login".
If a field is not already present in the fieldset, it will be added to a temporary fieldset.

Once you’ve performed a new search with the selected field and value pairs, the Event
Timeline and Search Results table will filter to display data related to your new search.
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Create a Dashboard Based on a Host or User Profile

You can create a dashboard in the Reports Portal that lets you view host and user profile
information.

e View Host Profile: To view the details of a host, right-click a host name or an IP address. For
example, right-click a value in the Agent Hostname column. The system launches a
dashboard in the Reports Portal for your selection.

e View User Profile: To view the details of a user, right-click a source or destination
username. The system launches a dashboard in the Reports Portal for your selection.

View or Hide Null Data Fields

To show or hide fields with null data, click the eye icon at the top of the Event Inspector. Hiding
the null fields filters your view of the event details to show only fields with data. Use this
feature if you want to see only fields with data in the event details.

Expand or Collapse All Data Fields

Next to the eye icon at the top of the Event Inspector is an Expand All/Collapse All icon. Click
this icon to expand the fields in the Event Inspector to show all values related to the fields. Or
click it to hide the values related to the fields and display only the field names.

|dentify Fields without Data

If an event does not have data for a schema field, Search represents the absence of data (null)
in the results in the following ways:

Affected Field Displayed Result

Search field Null, NULL and null query formats
Search Results table Empty cell

Empty field from Enterprise name = “, NULL

Security Manager

(for example, name=")

Event Inspector ---in the cell
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Refresh Search Results

If the time range for your search is based on a predefined range, such as Last 30 minutes, you
can refresh the search results as desired. However, refreshing the browser as you update a
search does not save your changes. You must save the refreshed results.

Export the Search Results

Once you have created search queries and criteria, run searches, and viewed results or event
details, you can choose to export information to retain or share with colleagues.

e "Export Search Results" below

e "Export Event Details" on the next page

e "Export Scheduled Searches" on the next page

e "Export Search Queries and Search Criteria" on the next page

Export Search Results

You can export the Search Results table to a .csv file. Search exports the data, based on the
specified fieldset for the search. The export process limits the file to one million event records.
1. In the search toolbar above the histogram, select [2.
2. Inthe resulting Export Options dialog box, select either:
e Current time range to export the results shown in the current histogram and search

results table.

e Original start time to export the results retrieved from the original start time you
selected for the search.

3. Click Export to export the result for the selected option to a .csv file.

Additionally, you can export a single result from the results table by right-clicking the row and
selecting .pdf as the file format.
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ﬂ Saved .csv files of search queries sometimes contain syntax that uses "name= a special
character" (such as "name=+" or "name=_"). In Excel, if the file is not opened properly, you might
see formatting issues where the fields display as a generic "#NAME".

To avoid this, open the file by selecting From Text/CSV on the Excel Data ribbon. Navigate to the
.csv file you downloaded and click Import. Preview the file to ensure the fields display correctly,
then click Load to view the full file.

Export Event Details

There may be situations where you need to use event details for reporting purposes. Or you
might need to share the event details with an analyst who does not have access to the Event
Inspector. You can do so by exporting the event details to .pdf or .csv.

1. At the top of the Event Inspector, click the Export icon.

2. Click Export to PDF or Export to CSV.

The system starts a download of the event details to your selected format.

3. Share or use the .pdf or .csv as needed.

If you select to show null values, the system includes null values in the exported .csv or .pdf

file.

You can also export a single event to a .pdf or .csv file from the Search Results Table. Right-click
an event in the Search Results table to open a pop-up menu with the options Export to PDF and
Export to CSV. If you use this method to export the event details, null values will be included in
the exported file.

Export Scheduled Searches

You have the option to export the completed run of a scheduled search to .csv format.

Export Search Queries and Search Criteria

You can export search queries and search criteria to a gzipped JSON file. (You must have the
correct Import and Export permissions to do this.)

Build a Report Using Search Results

Search assigns a unique Search Results ID, which is a link to the temporary table containing the
dataset that you see in the Events table and in the saved Search Results.
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* You can copy the ID to build a report around those events.

e You can also build a report based on the Search Results ID for a completed run of a
scheduled search.

To copy the Search Results ID for a report:

1. View the search results dataset that you want to use in the report.

2. To get the Search ID, click the Copy icon in the table’s header.

3. (Optional) To view or save the copied ID, paste the ID in a text editor.
4

. In the Reports Portal, complete the steps for building a dashboard or report based on the
dataset.

Manage Searches

Select Search > Search <saved_search_type>.

If you have saved a search query, criteria, or dataset, you can manage the saved items
individually or in bulk; import and export search results in a CSV file; or delete them.

Manage Your Search Queries

Requires the Manage Search Queries permission.
Select Search > Home > Search Queries > &.

The saved search queries contain only the specified query expression, ready for you to load
into a new search at any time. The list of saved queries includes both the queries that you have
saved and the built-in System queries.

If you have the Import and Export Search Queries permission, you can import or export one or
more query to a JSON file.

e "Modify and Delete " below
e "Import " on the next page

e "Export " on the next page

Modify and Delete

You can modify or delete your queries at any time. However, you cannot delete or edit a
System query. Rather, to change a System query, you should clone it, then make and save your
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changes.

Import

You can import a search query as a gzipped JSON file. An imported file cannot exceed 100 MB,
and must contain only search queries with valid information.

1. Select Search > Home > Search Query > .

2. Click the Import icon.

3. Browse to the desired file.

4. Click Import.

Export

You can export one or more queries to a gzipped JSON file. Click the Export icon.

Manage Your Search Criteria

Requires the Manage Search Criteria permission.
Select Search > Home > Search Criteria > &.

Saved search criteria combine a query expression and other Search elements such as fieldsets
and the time range of the data you want to retrieve. The list of saved criteria includes both the
criteria that you have saved and the built-in System criteria. You can modify or delete your
criteria at any time. However, you cannot delete or edit a System criteria. Rather, to change a
System criteria, you should clone it, then make and save your changes.

By default, search criteria are sorted alphabetically by name. Maximum search results and date
fields (such as search expiration) are stored as part of the search criteria, as indicated by a
message from the application. They are displayed in the Manage Search table, where you can
visualize saved the search criteria.

If you have the Import and Export Search Criteria permission, you can import, clone, or export
one or more criteria to a JSON file.

Import

1. Select Search > Home > Search Criteria> .

2. Click the Import icon.

3. Select the gzipped JSON file (or files) that you want to import.
4.

Click the Import icon.
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Clone

1. Select Search > Home > Search Criteria> ©&.
2. Select the criteria entries that you want to clone.
3. Click the Clone icon.

The selection is copied with a new name, for example, entityName becomes entityName(1).

Export

1. Select Search > Home > Search Criteria > &.
2. Select the entries that you want to export.

3. Click the Export icon.

Manage Your Search Results

Select Search > Home > Search Results > &.

When you save search results, Search stores the dataset until the search expires or you delete
search from the saved list. You can sort the list by the search's name, query, event time stamp,
or date of the search.

If you load the saved dataset in a Search tab, you can update the query and criteria as needed,
then save those changes as a new search query, criteria, or results. Note that for a real-time
search, you cannot save the query.

You can share the results with colleagues. Export all of the results to a .csv file, or share a single
event as a .csv or a .pdf file.

Scheduling Regular Runs of a Search

You must have the Manage Scheduled Searches permission to schedule runs of a search.
Select Search > Scheduled Searches > Schedule.

A scheduled search is a search that runs on a regular interval. Whereas a saved search is saved,
but does not run automatically. Each time a scheduled search runs, search adds the results to
the list of Completed Searches runs.
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Manage Scheduled Searches

You must have the Manage Scheduled Searches permission to schedule runs of a search.

Select Search > Scheduled Searches > Scheduled.

e "Create a Scheduled Search" on the next page

e "Manage Scheduled Searches" above

e "Clone a Scheduled Search" on page 146

e "Edit a Scheduled Search" on page 146

e "Delete a Scheduled Search" on page 147

e "Enable and Disable a Scheduled Search" on page 146

For your scheduled searches, you can perform the following actions:

View and edit all details for a schedule search
To view specific scheduled search details, in the Name column, locate the search name and
select it. Click Edit at the top of the table.

Sort the data in columns
To change the sort order, click the column heading to toggle between ascending and

descending order.

Reorder columns
To rearrange the order of the columns, drag each column header to a new position.

Search for a search keyword
To find a keyword, click the field next to the Magnifying Glass icon (Search Keyword), enter
a value, and the system displays your results automatically.

Hide and display columns
To hide and display a column, in the far right-corner of the window, click the Wrench icon
(Manage Columns), and then select and clear the column name checkboxes.

Filter the data in columns
You can filter scheduled searches based on Status, Timestamp, and Fieldset. To filter the
data for more specific results, in the far-right corner of the window, click the Funnel icon
(Filters), and then select and clear the filter options.
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Create a Scheduled Search

You must have the Manage Scheduled Searches permission to schedule runs of a search.

For every scheduled search, enter the query, fieldset, or time range for the search events or
leave the defined values for the saved search. Just as for a saved search, the following
considerations apply to a scheduled search:

The search is case sensitive.
The query input determines the search type (full text, natural language, or contextual).
The system treats a comma (,) between search items and values as an OR operator.

As you specify the search criteria, the system suggests search items and operators based
on a schema data dictionary. To view the predefined queries, type # in the query field.

To search for a field without data, enter [field_name] = Null.

To create a scheduled search:

1. Select Search > Scheduled Searches.
2. Select +.

3.
4

. To enable the scheduled search, select enable.

Specify a Name that is 5 to 255 character long.

You also can enable and disable scheduled searches at any time in the Scheduled tab.

To indicate how frequently you want the search to run, specify one of the following
options:

e Hourly
¢ Daily

o Weekly
¢ Monthly

Configure the settings for the dates and times of each run, based on how frequently they
will run.

Scheduled searches can run multiple days per week. These weekly searches can run
once per day, at a particular hour, or they can run periodically every N number of hours
during chosen days of the week. Additionally, you can schedule searches to run multiple
times per month, as desired.

[ ﬂ NOTE: If you choose the End after option, the maximum number of instances is 1000.

For Search Query and Metadata, complete one of the following actions:
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¢ To use an existing search, type # then select from the list of available saved searches.
¢ To create a new search, specify the query, fieldset, and time range.

8. Select Schedule.

Clone a Scheduled Search

You must have the Manage Scheduled Searches permission to schedule runs of a search.
Select Search > Scheduled Searches > Scheduled.

After creating a scheduled search, you can clone it at any time.

1. Select the scheduled searches that you want to clone.

2. Click the clone icon.

Edit a Scheduled Search

You must have the Manage Scheduled Searches permission to schedule runs of a search.

After creating a scheduled search, you can edit it at any time. After you modify a schedule, the
first completed run will have a flag to indicate that the modification occurred.

If you change the Pattern values, please be aware that Search counts any and all completed
runs before you made the change. For example, your scheduled search uses the repeat forever
option and Search has performed three runs. If you update the ending option to end after eight
occurrences, Search counts the three previous completed runs; therefore, you would only have
five occurrences of the eight occurrences left to run. Should you want eight occurrences, you
would need to change your ending option to 11 occurrences.

1. Select Search > Scheduled Searches.
2. Select the scheduled searches that you want to edit.

3. Click the edit icon.

Enable and Disable a Scheduled Search

You must have the Manage Scheduled Searches permission to schedule runs of a search.
Select Search > Scheduled Searches > Scheduled.

After creating a scheduled search, you can enable and disable it at any time.
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1. Select the searches that you want to enable or disable.
2. Select Enable or Disable.

The Status column, which you can add with the Manage Columns option, displays the
status of either Enabled (green) or Disabled (red).

Delete a Scheduled Search

You must have the Manage Scheduled Searches permission to schedule runs of a search.
Select Search > Scheduled Searches > Scheduled.

You can delete a scheduled search at any time. After selecting Delete, the system prompts you
to keep or delete the completed runs associated with the scheduled search.

[ ﬂ To cancel the deletion process, select the X that closes the dialog box, instead of selecting Yes or
No.

Manage Completed Runs of a Scheduled Search

You must have the Manage Scheduled Searches permission to schedule runs of a search.
Select Search > Scheduled Searches > Completed.

After creating a scheduled search, you can view, delete, export, and filter the completed runs
of that search. The results of a completed run are immutable. That is, if you edit the settings or
qguery of a completed run, your changes do not affect the original results stored in the
Completed list of scheduled searches.

e "View a Completed Run of a Scheduled Search" below

e "Save the Results of a Completed Run" on page 149

e "Delete Completed Runs of a Scheduled Search" on page 150
e "Export Completed Runs of a Scheduled Search" on page 150

View a Completed Run of a Scheduled Search

You must have the Manage Scheduled Searches permission to schedule runs of a search.
Select Search > Scheduled Searches > Completed.

The name of a completed run represents the name of the scheduled search name plus its start
date and time.
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When a run is in progress, Search displays the number of events received thus far and when
the last chunk of data was received. Also, a flag beside the name of a completed run indicates
that the settings for that scheduled search were changed before this run.

ﬂ If thesystem's global search limit is exceeded, you may experience problems. To verify if the

global search limit was reached, create a new search. If the error message: "An error occurred
while creating search. Exceeding the limit of 1000 global searches." displays, then the limit was
reached. For more information about search limits, see Understand Search Limits.

In the Completed tab, you can perform the following actions:

View all details for a completed schedule search

To view completed search results, click the Eye icon beside the search name.

Sort the data in columns

To change the sort order, click the column heading.

Reorder columns

To rearrange the order of the columns, drag each column to new position.

Search for a search keyword

To find a keyword, click in the field next to the Magnifying Glass icon (Search Keyword),
enter a value, and the system displays your results automatically.

Hide and display columns

To hide and display a column, in the far right-corner of the window, click the Wrench icon
(Manage Columns), and then select and clear the column name checkboxes.

Filter the data in columns

To filter scheduled searches based on Status and Fieldset, select the corresponding filter
parameter. You can also filter completed scheduled searches based on a time range (custom
and preset).

To filter the data for more specific results, in the far right-corner of the window, click the
Funnel icon (Filters), and then select and clear the filter options. To filter the results based
on execution time, set the date picker filter in the far right corner.
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Create a report based on the run results

Each completed run has a unique Search Results ID, which allows you to create a report
based on the search results.

Save the Results of a Completed Run

Select Search > Scheduled Searches > Completed.

You can save the dataset from the completed run of a scheduled search, similar to saving other
searches. When you save the run results, Search renames the selected run to the name that
you specify. You also can choose how long to retain the dataset in the database.

1. When viewing a completed run, select the Save icon.

2. Specify a name for the saved dataset.

3. Under Result Retention and Limitations, configure how long you want to keep each
completed run of the scheduled search.

¢ Your choice of values for each setting might be confined to limits set by your product
administrator.

¢ For Delete files after, you can specify a value that overrides how you configured
Search Expires In for your search preferences.
For example, you prefer that searches expire within five days. But you want the

dataset for this completed run to expire after 10 days.

¢ (Conditional) If you have the Never Expire Search Results permission, you can choose
Never Expire to retain the dataset indefinitely.

4. Select Save.

Upgrading to the New Search Capability

After you upgrade to the new Search capability, you might encounter minor issues with saved
scheduled searches. The general workaround to prevent these issues is to save your previous
results before the upgrade and recreate them for new search runs. Issues you might see
include:

e For completed scheduled searches before and after an upgrade, the "number of results"
column may not match actual search results or equal zero. But, you can still view the actual
results by opening the completed scheduled searches.

e The results of scheduled searches that contain the eval operator may not load properly if
you are loading them in a search results tab that is already open.
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Delete Completed Runs of a Scheduled Search

You must have the Manage Scheduled Searches permission to schedule runs of a search.
Select Search > Scheduled Searches > Completed.
You can delete a completed run of a scheduled search at any time.

1. Select the completed runs that you want to delete.

2. Click the delete icon.

Export Completed Runs of a Scheduled Search

You must have the Manage Scheduled Searches permission to schedule runs of a search.
Select Search > Scheduled Searches > Completed.
You can export the completed run of a scheduled search to .csv format.

1. Click the CSV icon next to the name of the scheduled search that you want to export.

2. Alternatively, view the search, then select the C