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Administrator's Guide for the 24.2 ArcSight Platform - Google Cloud
Deployment

The Administrator's Guide for the ArcSight Platform provides installation, operations, and
deployment guidance for IT administrators responsible for managing ArcSight software
products and components deployed on the ArcSight containerized platform version.

Additional Documentation

ArcSight Platform documentation library also includes the following resources:

e This document, Administrator's Guide to ArcSight Platform, which provides concepts, use
cases, and contextual help for the Dashboard and user management of the Core
Components in ArcSight Platform.

* Technical Requirements for ArcSight Platform 24.2, which provides information about the

hardware and software requirements for installing ArcSight Platform and the deployed
capabilities.

* Release Notes for ArcSight Platform 24.2, which provides information about the latest

release, including known issues.

For the most recent version of this guide and other ArcSight documentation resources, visit the
ArcSight documentation site.
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Contact Information

We want to hear your comments and suggestions about this book and the other
documentation included with this product. You can use the comment on this topic link at the
bottom of each page of the online documentation, or send an email to Documentation-
Feedback@microfocus.com. T R

Where Do You Want to Start?

If you are already familiar with ArcSight Platform components and functionality, you might go
straight to the part of this Administrator's Guide that you need. However, if you are new

to ArcSight Platform, or are unsure where to find specific information, you could use the
following options as your starting point:

e Learn More about ArcSight Platform

 Install ArcSight Platform for the First Time

e Upgrade Your Environment

* Add Products or Licenses

Learn More about ArcSight Platform

The following topics provide descriptions of the components for ArcSight Platform and
guidance regarding pertinent functionality.

¢ Introducing ArcSight Platform

e "Understanding Multi-tenancy" on page 34

e Planning to Install and Deploy
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Install ArcSight Platform for the First Time

If you're installing the ArcSight Platform for the first time, this guide includes a lot of
information. To start, we provide a planning chapter that covers many of the considerations
related to your environment's setup as well as information about functionality that might
affect how you manage the process. You should keep the Planning Checklist on hand to guide
you.

Before you begin the installation process, we recommend that you first thoroughly review the
checklists. Note that any licensed product that you deploy will require you to also deploy the
Core and Transformation Hub capabilities. Also, if you purchase more licensed capabilities, you
can deploy them at a later time to your ArcSight Platform environment.

e Planning to Install and Deploy

Upgrade Your Environment

To upgrade your existing ArcSight Platform environment, we recommend that you review the
checklist in that chapter before starting the upgrade process. Note that the ArcSight Platform
includes several components that should be backed up before you upgrade your environment.

e "Upgrading a Google Cloud Installation" on page 309

Add Products or Licenses

If you have recently purchased a license for a new capability that you want to add to your
deployment, see the following topics.

e Adding Additional Capabilities to an Existing Cluster

Note that if you're adding ArcSight Intelligence or ArcSight Recon to an environment that has
neither capability, you will also need to install the ArcSight Database.
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Perform Maintenance

If you want to understand how to maintain your deployment, see the following topics. Note
that the ArcSight Platform includes several components that should be backed up on a regular
schedule.

¢ Checklist: Performing Regular Maintenance

Troubleshoot Issues

If you want to troubleshoot an issue, see the following common topics. You can also review the
chapter about maintaining the deployment:

¢ Troubleshooting Your Cluster

¢ Troubleshooting Issues with Your Product License

* Maintaining the Platform and Deployed Capabilities
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Chapter 1: Introducing ArcSight Platform

ArcSight Platform (the Platform) enables you to deploy a combination of security, user, and
entity solutions into a single cluster within the OPTIC Management Toolkit (OMT) environment.
With OMT, you can add and remove product capabilities, as well as manage the workload
across the installed nodes.

The Platform enables you to visualize, identify, and analyze potential threats by incorporating
intelligence from the multiple layers of security sources that might be installed in your security
environment.

These product capabilities might include the following:
e Real-time event monitoring and correlation with data from ArcSight Enterprise Security
Manager (ESM)
¢ Analyzing end-user behavior with ArcSight Intelligence
e Performing deep-dive investigations with ArcSight Recon
e Responding to and mitigating cyber attacks with ArcSight SOAR
¢ Coordinating and managing data streams with Transformation Hub

The Platform's Single Sign-On (SSO) function ensures that users can navigate among the
features in the Platform or launch applications from the Platform without having to log in for
each product solution.
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Understanding the Platform Architecture

The Platform includes three primary elements:

e The underlying OMT infrastructure

¢ The capabilities you deploy into the infrastructure

¢ The functions and applications that support the deployed capabilities

e
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The following sections describe these three elements of the Platform architecture.

Administrator's Guide does not provide instructions for deploying or managing that capability.
For more information, see the Administrator's Guide to NetlQ Identity Intelligence.

I ﬂ Although you can also deploy NetlQ Identity Intelligence in this OMT-based environment, this

Understanding the Platform Architecture
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Understanding the OMT Infrastructure

The Platform runs in the OPTIC Management Toolkit (OMT) infrastructure, which incorporates
container management functions from Kubernetes. This containerized environment enables
you to swiftly install and manage an integrated solution of ArcSight products in a single
interface. The OMT has both an "OMT Installer" on the next page and a browser-based "OMT
Management Portal" on the next page.

[ ﬂ You cannot use the automated installation tool for a cloud deployment.

You will also need to install additional software and components to support your security

distributed across multiple host systems, plus servers for databases and the supporting
products. The number of hosts you need depends on several factors, such as the need for high
availability and the size of workloads based on events per second.

The OMT architecture requires several components:

e "OMT Installer" on the next page

e "OMT Management Portal" on the next page
e "Kubernetes" on page 24

e "Master Nodes" on page 24

e "Network File System" on page 24

e "Worker Nodes" on page 25

e "Virtual IP Address" on page 25
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OMT Installer

Used for installing, configuring, and upgrading the OMT infrastructure. For more information
about using the OMT Installer, see the following topics:

¢ "Planning to Install and Deploy" on page 36

¢ Choosing Your Installation Method

¢ "Reinstalling the Platform" on page 375

OMT Management Portal

The Management Portal enables you to manage and reconfigure your deployed environment
after the installation process is complete. You can add or remove deployed capabilities and
worker nodes, as well as manage license keys.

During installation, you specify the credentials for the administrator of the Management Portal.
This administrator is not the same as the admin user that you are prompted to create the first
time that you log in to the Platform after installation. You'll use the Management Portal to
upgrade the deployed capabilities with every Platform upgrade.

For more information about the OMT Management Portal, see the following topics:

e "Accessing the OMT Management Portal" on page 391
¢ "Managing OMT Management Portal Access" on page 391
¢ "Maintaining Certificates" on page 406
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Kubernetes

Kubernetes automates deployment, scaling, maintenance, and management of the
containerized capabilities across the cluster of host systems. Applications running in
Kubernetes are defined as pods, which group containerized components. Kubernetes clusters
use Docker containers as the pod components. A pod consists of one or more containers that
are guaranteed to be co-located on the host server and can share resources. Each pod in
Kubernetes is assigned a unique IP address within the cluster, allowing applications to use
ports without the risk of conflict.

Persistent services for a pod can be defined as a volume, such as a local disk directory or a
network disk, and exposed by Kubernetes to the containers in the pod to use. A cluster relies
on a Network File System (NFS) as its shared persistent storage. The clusters require master
and worker nodes. For more information about the Platform pods, see Understanding Labels
and Pods.

For more information about Kubernetes, see the following topics:

e "Understanding Kubernetes Network Subnets" on page 69

e "Creating and Configuring the Bastion" on page 104

e Upload Product Images to the Artifact Registry

e "Connecting to the Bastion and Installing Software Packages " on page 109

e "Google Kubernetes Engine Cluster" on page 99

Master Nodes

The master nodes control the Kubernetes cluster, manage the workload on the worker nodes,
and direct communication across the system. You should deploy three master nodes to ensure
high availability. However, you can use the Platform with a single master node.

For more information about master nodes, see the following topics:

e "Understanding Pods that Run Master Nodes" on page 363

Network File System

The Network File System (NFS) is a protocol for distributed file sharing. Some of the persistent
data generated by Transformation Hub, Intelligence, and other capabilities is stored in the NFS.
This data includes component configuration data for ArcSight Platform-based capabilities
unrelated to event data.

For more information about the Network File System, see the following topics:
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e "Migrating the NFS Server to a New Location" on page 567
e "Creating the File System" on page 112

Worker Nodes

Worker nodes run the application components and perform the work in the Kubernetes
cluster. For all highly available configurations, we recommend deploying a minimum of three
dedicated worker nodes.

You can add and remove worker nodes from the cluster as needed. Scaling the cluster to
perform more work requires additional worker nodes, all of which are managed by the master
nodes. The workload assigned to each node depends on the labels assigned to them during
deployment or reconfiguration after deployment.

For more information about worker nodes, see the following topics:

e "Google Kubernetes Engine Cluster" on page 99

e "Labeling Google Cloud Worker Nodes" on page 152

Virtual IP Address

OMT supports high availability (HA) through load balancers and the Keepalived service. You can
configure either external load balancers or Keepalived for high availability. If you have
configured a virtual IP for a multi-master installation, the HA virtual IP address you defined
bonds to one of the three master nodes. If a master node fails, the virtual IP address is
assigned to an active master node. This setup helps to provide high availability for the cluster.

When you configure a connection to the cluster, configure the connection to use the virtual IP
so that it benefits from the HA capability. One exception to this recommendation is when you
are configuring a connection to Transformation Hub's Ka‘f’k‘a’, in which case you can achieve

better performance by configuring the Kafka connection to connect directly to the list of
worker nodes where Kafka is deployed.

Understanding the Core Components

To ensure a unified solution experience, the Core Components provide the elements needed
for the products that you deploy in the Platform environment: user management, the
Dashboard, ArcMC, and other Core Components. The Core Components also support single

Worker Nodes Page 25 of 832


https://kafka.apache.org/

Administrator's Guide for the ArcSight Platform (Google Cloud)

sign-on (SSO) configuration across the capabilities, high-capacity data management, and a
search engine.

The Core Components enable you to add users and groups, as well as manage their roles and
permissions. The My Profile section of user management enables users to set their preferences
for features like Search. The Dashboard and reports enables you to visualize, identify, and
analyze potential threats by incorporating intelligence from the multiple layers of security
sources that might be installed in your security environment.

Core ArcMC, the containerized version of ArcSight Management Center (ArcMC), serves as a
centralized management interface to help you effectively administer and monitor
Transformation Hub and the SmartConnectors. Core ArcMC communicates with the Platform
by connecting to the virtual IP address or fully qualified domain name (FQDN) assigned to the
primary master node in the cluster. You can configure Core ArcMC to manage another instance
of Core ArcMC or to manage the standalone ArcMC product. Note that, although a standalone
instance of ArcMC can manage other standalone instances of ArcMC, it cannot manage Core
ArcMC.

For more information about Core Components, see the following topics:

e "Connecting to Your SMTP Server" on page 189
e "Integrating ESM Data and Users " on page 198
e "How Your License Affects Available Features" on page 386

e "Managing a Multi-tenant Environment" on page 341

Understanding the Capabilities that You Can Deploy

The Platform infrastructure enables you to deploy a combination of container-based
capabilities, which represent licensed products and functions that shape your ArcSight
environment. Each release of the Platform supports a specific set of capabilities that you can

deploy.

To perform appropriately, some capabilities that you deploy depend on the presence of
additional capabilities. For example, most capabilities need the Core Components because it
provides the user management functions in the Platform.

automatically integrate with each other when deployed to the same cluster. You must deploy

ﬂ The capabilities that can be deployed alongside the Core Components are designed to
capabilities to the same cluster for them to operate in an integrated manner.

For a complete security, user, and entity solution, you might also need to integrate software
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solution might need a database for data storage and OpenText ArcSight SmartConnectors for
data collection from various data sources.

Multiple Master Cluster (HA)
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You can deploy the following capabilities in the Platform:

e "ArcSight ESM Web App (ESM Command Center)" below
e "Recon" on page 29

e "Transformation Hub " on page 29
e SOAR

Core components (formerly called Fusion) now include Layered Analytics and is a mandatory
deployment. For more information on shared capabilities, see "Understanding Labels
and Pods" on page 354

ArcSight ESM Web App (ESM Command Center)

The ArcSight ESM Web App (ESM Command Center in the ArcSight Platform) is a licensed
product that provides widgets and dashboards that you can customize in the Dashboard
feature for detecting threats to your enterprise. If you deploy "Intelligence" on the next page in
the same cluster as ESM Command Center, certain widgets will combine data from ESM and
Intelligence to provide you greater insight into events and entity behavior.

With Transformation Hub deployed in the same cluster, ESM can receive event data for
dashboarding and further correlation. The Core Components must be deployed in the same
cluster for this to work.
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For more information about ESM Command Center, see the following topics:

e "Integrating ESM Data and Users " on page 198

e "Integrating Data from ESM" on page 203

e "Understanding How Data is Produced and Consumed " on page 271
e "Consuming Events with ESM " on page 272

e "Upgrading ESM" on page 340

Intelligence

ArcSight Intelligence provides a market-leading analytics platform, using unsupervised online
machine learning to identify unknown threats like insider threats or targeted outside attacks
such as APTs. These types of threats simply cannot be identified by searching for a known “bad
signature.” Unsupervised machine learning gives threat hunters a high-quality set of leads to
help them identify these elusive threats. The analytics platform in ArcSight Intelligence uses:

e ArcSight SmartConnectors

» Supporting Active Directory/Authentication data

e Web proxy data

e Additional data sources

In addition, you can use FlexConnectors to pull ArcSight Intelligence analytical results and push
them into ESM for higher accuracy correlation rules that leverage unsupervised learning
anomalies, as well as correlation rule filtering using top risky entity lists.

If you deploy "ArcSight ESM Web App (ESM Command Center)" on the previous page in the
same cluster as the ArcSight Intelligence capability, certain widgets will combine data from
ESM and ArcSight Intelligence to provide you greater insight into events and entity behavior.
This capability requires the Core Components and Transformation Hub to be deployed in the
same cluster, and the ArcSight Database.

For more information about Intelligence, see the following topics:

e "Prerequisites and Considerations for Adding Capabilities" on page 172
e "Deploying Additional Capabilities to an Existing Cluster" on page 172
e "Configuring Intelligence Analytics Targeted Events" on page 186

e "Integrating Intelligence with ESM" on page 282

e "Integrating SOAR with Intelligence" on page 302

e "Changing ArcSight Platform Configuration Properties " on page 341

e "Undeploying a Capability" on page 371

e "Reinstalling the Platform" on page 375
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e "How Your License Affects Data Storage Policies" on page 389

¢ "Managing Intelligence " on page 472

Recon

ArcSight Recon, also known as Log Management and Compliance, is a licensed product that
enables you to search, analyze, and visualize machine-generated data gathered from web sites,
applications, sensors, and devices that make up your monitored network. Recon indexes the
events from your data source so that you can view and search them. The intuitive search
language makes it easy to formulate queries. You can use the large set of dashboards and
reports available in the Reports Portal to monitor and identify vulnerabilities and threats in
your enterprise.

Recon integrates with "Transformation Hub " below for event transport. Recon also can
integrate with ESM to receive alerts and start the investigation process. This capability requires
the Core Components and Transformation Hub to be deployed in the same cluster, and the
ArcSight Database.

For more information about Recon, see the following topics:

e "Configuring the Deployed Capabilities" on page 158

e "Prerequisites and Considerations for Adding Capabilities" on page 172
e "Changing ArcSight Platform Configuration Properties " on page 341

e "How Your License Affects Available Features" on page 386

* "Managing Recon " on page 518

Transformation Hub

Transformation Hub is a licensed product that lets you take advantage of scalable, high-
throughput, multi-broker clusters for publishing and subscribing to event data. It coordinates
and manages data streams, which enables your environment to scale, and opens events to
third-party data solutions.

Transformation Hub ingests, enriches, normalizes, then routes event data from data producers
to connections between existing data lakes, analytics platforms, and other security
technologies and the multiple systems within the Security Operations Center (SOC).

Transformation Hub can seamlessly broker data from any source and to any destination. Its
architecture is based on Apache Kafka and it supports native Hadoop Distributed File System
(HDFS) capabilities, enabling both the Logger and Recon technologies to push to HDFS for long-
term, low-cost storage. This architecture reduces the overall ArcSight infrastructure footprint,
scales event ingestion using built-in capabilities, and greatly simplifies upgrades to newer
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Transformation Hub releases. It also positions the Platform to support an analytics streaming
plug-in framework, supporting automated machine learning and artificial intelligence engines
for data source onboarding, event enrichment, and detection and attribution of entities and
actors.

This capability requires the Core Components to be deployed in the same cluster.
For more information about Transformation Hub, see the following topics:

e "Configuring the Deployed Capabilities" on page 158

e "Integrating the Platform Into Your Environment" on page 189

e "Understanding How Data is Produced and Consumed " on page 271
e "How Your License Affects Available Features" on page 386

e "Managing Transformation Hub" on page 794

e "Backing Up and Restoring Configuration Data for Deployed Capabilities" on page 583

SOAR

ArcSight SOAR delivers an automated case response solution for repetitive security events and
imparts a seamless security management experience by performing faster threat detection and
remediation.

Existing cybersecurity landscape presents lots of challenges to the organizations including:
Attack Speed: Modern attacks are becoming faster and are often automated.

Attack Volume: Organizations receive over 300 cyber alerts daily, and investigating and
responding to each alert can take up to 8 hours.

Disparate Tools: SOC analysts juggle 15-20 different tools daily, making it challenging for Tier-1
analysts to effectively investigate and respond.

Lack of Single Pane of Glass: There’s no centralized view of investigation and response
activities, leading to confusion about who is handling which case.

KPIs and Metrics Gap: Many SOCs struggle to define relevant KPIs and metrics due to a lack of
investigative practices.

Cybersecurity Skill Shortage: The industry faces a severe shortage of experts, with 350,000
vacant positions in the U.S. alone and an expected shortfall of 3.5 million cyber experts.

The main value proposition of SOAR lies in assisting your organization for human and machine-
led analysis of the alerts, and leveraging an automated solution for threat response and
remediation.
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SOAR is fully programmable and can easily integrate with the existing technology stack of your
organization. This application is capable to meet security teams’ unique needs, and enables
multiple forms of automation, analyst augmentation, collaborative investigation and response
through an intuitive interface.

For more information on SOAR and its features, see Responding to Threats.

Understanding Related Components

The capabilities you deploy in the Platform depend on functions and applications installed in
your environment. For example, Transformation Hub consumes data from a wide variety of
collectors and connectors before passing that content to ESM and other products. Recon and
Intelligence need the ArcSight Database to store their data.
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e "ArcSight Database" on the next page
* "Data Sources" on page 33
o "Enterprise Security Manager" on page 33

e "SMTP Server" on page 34
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ArcSight Database

The ArcSight Database stores all collected events and provides event searches and analysis
capabilities. The Database keeps the primary copy of your data in Communal Storage, and the
local cache serves as the secondary copy. Communal storage is the database's centralized
storage location, shared among the database nodes. This means that adding and removing
nodes does not redistribute the primary copy. Communal storage is based on an object store,
such as Amazon's S3 service in the cloud or an S3-compatible object store in an Off-cloud
deployment. The database relies on the object store to maintain the durable copy of the data.

Within communal storage, data is divided into portions called shards. The Database uses the
shards to divide the data among the nodes. Nodes subscribe to particular shards, with
subscriptions balanced among the nodes. When loading or querying data, each node is
responsible for the data in the shards that it subscribes to.

—

L

Communal
Storage

)

This shared storage model enables elasticity, meaning it is both time and cost-effective to
adapt the cluster resources to fit the usage pattern of the cluster. If a node goes down, other
nodes are not impacted because of shared storage. Node restarts are fast and no recovery is
needed. Thus, you do not need to explicitly keep track of, or load/unload long-term event data.
The Database can bring the data to the cache on demand automatically and then move the
data out when not in use. To expand communal storage, you can purchase additional storage
devices rather than purchasing additional CPU and memory.

For more information about the Database, see the following topics:

¢ "Understanding Object Storage Options for the ArcSight Database" on page 41
e "Installing the ArcSight Database in Google Cloud" on page 116

e "Configuring the Deployed Capabilities" on page 158

¢ "Changing ArcSight Platform Configuration Properties " on page 341

¢ "Backing Up and Restoring the ArcSight Database" on page 590
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Data Sources

The deployed capabilities incorporate data from a variety of sources.
* SmartConnectors collect events from supported data sources, normalize those events,
then send them to the Transformation Hub's Kafka cluster.

° When collecting data and sending it to Transformation Hub, the SmartConnector
normalizes the values (such as severity, priority, and time zone) into the common
format and normalizes the data structure into the common schema.

° Next, the connectors filter and aggregate events to reduce the event volume sent to

the system.
° You need to install and maintain connectors separately.
° You can subscribe to the data Transformation Hub manages.

e Third-party collectors and connectors also provide data to the deployed capabilities.

For more information about data sources, see the following topics:

e "Understanding How Data is Produced and Consumed " on page 271

¢ "Enabling Integration with Google Cloud Transformation Hub" on page 183
e "Intelligence Data Types and Schemas " on page 503

e "Configuring Event Integrity Checks" on page 518

e "Managing Connectors" on page 727

Enterprise Security Manager

ArcSight Enterprise Security Manager (ESM) operates outside of the Platform OMT
environment, but integrates with capabilities that operate within the Platform environment.
For example, ESM shares SSO, event processing, and event search behavior with the Platform.

You can deploy the ESM Command Center capability to the Platform OMT environment to

provide a more seamless user experience with other capabilities that integrate with the Core
Components, such as Intelligence and SOAR. When deployed in this manner, ESM Command
Center integrates with ESM operating outside of the Platform OMT environment.

For more information about ESM Command Center, see the following topics:

e "Integrating ESM Data and Users " on page 198

e "Integrating Data from ESM" on page 203

e "Understanding How Data is Produced and Consumed " on page 271
e "Consuming Events with ESM " on page 272

e "Upgrading ESM" on page 340
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SMTP Server

The SMTP server enables the Platform to send notification messages to users. For example,
when you create new users, you need the SMTP server to notify the users about their account
and how to change their passwords.

For more information about SMTP server, see the following topics:

e "Connecting to Your SMTP Server" on page 189
e "System Admin Configuration Types" on page 780

Understanding Multi-tenancy

The Multi-tenancy mode in ArcSight Platform allows you to create and manage multiple
tenants in your environment. A multi-tenant environment consists of the provider and tenants.

ﬂ You can install ArcSight Platform in the multi-tenant mode either with an Enterprise license or
with an MSSP license.

When integrated with ESM, you have access to Optics, that provide near real-time alert
information for various Security Operations Center (SOC) personas, such as the Chief
Information Security Officer (CISO) and security analysts.

Providers

In a multi-tenant environment, a provider provides platform services to its tenants. A provider
can be an Enterprise, which wants to create different tenants for different groups or regions
within the organization or an MSSP organization, who can have tenant organizations that have
subscribed to the MSSP's services.

Only the system administrator can create the provider.
Users from the provider organization include, but are not limited to the following:

* Administrators: Users in this role have the highest level of access within ArcSight Platform.
They are responsible for managing the overall functionality and onboarding tenants.

e Analysts: Users in this role are responsible for monitoring and investigating alerts for all
tenants in the dashboard.
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Tenants

A tenant is a customer of the service provider. Each tenant has their own set of users, roles,
and settings. The provider administrator onboards a tenant and creates an administrative user
to manage the tenant. The tenant administrator can add other tenant users and assign roles to
them for specific tasks. Tenant users can only access their tenant; they cannot access other
tenants managed by the provider.

Users from the tenant organization include, but are not limited to the following:
e Administrator: Tenant administrators manage roles and permissions, users, and groups

within their respective tenants.

e CISO: Users in this role monitor various security metrics for their tenant to gain a
comprehensive view of the tenant's security posture and identify areas that need
attention.

e Analyst: Users in this role are responsible for monitoring and investigating alerts for their
tenants.

To understand the requirements to enable ArcSight Platform in the multi-tenant mode, see
"Planning for Multi-tenancy" on page 70.
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Chapter 2: Planning to Install and Deploy

This section describes the installation and deployment options, considerations, and caveats
that you need to know for a successful deployment.

Checklist: Planning to Deploy the Platform

Use the following checklist to install and configure the Platform infrastructure. Perform the
tasks in the listed order.

Task

. Learn about the software and components that

you need to install, deploy, and configure

See

"Understanding the Capabilities that
You Can Deploy" on page 26

"Understanding Related Components "
on page 31

. Decide how you want to configure your Platform
environment, and ensure that the computers on
which you are installing the Platform components

meet the specified requirements.

Technical Requirements for ArcSight

. Review the knowledge and individuals needed to

perform the installation processes

"ldentifying Your Installation Team" on
the next page

U

. Review the considerations for creating the

Platform infrastructure

"Reviewing the Considerations and Best
Practices" on the next page

U

. Understand the security modes and their

prerequisites needed for establishing
communication between the infrastructure
components

"Understanding Object Storage Options
for the ArcSight Database" on
page 41

. Understanding Firewall Ports for the ArcSight

Platform

"Understanding Firewall Ports for the
ArcSight Platform " on page 41

. Understanding Security Modes

"Understanding Security Modes" on
page 58

. Learn how the OMT sets up the Kubernetes

network subnet

"Understanding Kubernetes Network
Subnets" on page 69

O 0O 0 O

. Planning for Multi-tenancy

Chapter 2: Planning to Install and Deploy

"Planning for Multi-tenancy" on
page 70
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Identifying Your Installation Team

Your installation will require specific administration skills, and coordination with corporate IT

departments, including the following:

e Linux operating system administration (including applying operating system updates;
configuring networks, firewalls, ports, and user access; and performing additional tasks)

e Familiarity with editing configuration files

e Running operating system commands and scripts

e Familiarity with OpenText components

e Familiarity with Kafka processing and configuration

Your installation team will need team members in the following roles and responsibilities to
properly configure the infrastructure environment.

Role

ArcSight
admin,

also called
Application
admin

IT admin

Network
admin

Storage
admin

Cloud
Technology
admin

Responsibility

The person in this role must ensure successful execution of the entire installation including
verification and post-installation tasks. This person must have a good understanding of the entire
installation process, request support from other appropriate roles as needed, and complete the
installation once the environment is ready for installation. This person is also in charge of ArcSight
Database administration.

The person in this role prepares physical or virtual machines as requested by the application
administrator.

he person in this role manages network-related configuration for your organization. This person
needs to perform network configuration tasks as requested by the application administrator.

The person in this role plans and deploys all types of storage for your organization. This person
needs to set up one or more NFS servers required by the OMT installation.

he person in this role demonstrates an understanding of the cloud key concepts and their relevant
terminology. As such, they manage cloud-related configurations for your organization.

Reviewing the Considerations and Best Practices

Before starting the installation process, there are several decisions to be made to plan and
prepare your infrastructure. The list below contains considerations to be made, and an outline
of steps to guide you during this planning and preparation process. We will explain details in
later sections of this guide.
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Consideration Best Practices

Host Systems ¢ Your host systems must meet or exceed the technical requirements for CPU cores,
memory, and disk storage capacity, and anticipated requirements for end-to-end events
processing throughput. With insufficient resources available on a host, the installation
process may fail. Consult the Technical Requirements for ArcSight Platform 24.2 for
quidance. e T R

¢ Provision cluster (master and worker node) host systems and operating environments,
including OS, storage, network, and Virtual IP (VIP) if needed for high availability (HA).
Note the IP addresses and FQDNs of these systems for use during product deployment.

¢ You can install the cluster using a sudo USER with sufficient privileges, or, alternatively,
you can install it using the root USERID.

¢ Master and worker nodes can be deployed on virtual machines. However, since most of
the processing occurs on worker nodes, if possible, you should deploy worker nodes on
physical servers.

¢ When using virtual environments, please ensure:
© Resources are reserved and not shared.

° The IP and MAC addresses are static and do not change after a reboot or a VM
move. Dynamic IP addresses will cause the Kubernetes cluster to fail.

¢ All master and worker nodes must be installed in the same subnet.

e If a master and worker are sharing a node, follow the higher-capacity worker node sizing
guidelines. OpenText does not recommend this configuration for production
Transformation Hub environments.
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Consideration

High Availability

Storage

Best Practices

For high availability (HA) of master nodes on a multi-master installation, you must create
a Virtual IP (VIP) which will be shared by all master nodes. Prior to installation, a VIP
must not respond when pinged.

All master nodes should use the same hardware configuration, and all worker nodes
should use the same hardware configuration (which is likely to be different from that of
the master nodes).

For HA, exactly three master nodes, at least three worker nodes, and at least three
database nodes should be used so that if one of each node type fails, the remaining
nodes can continue to operate the system without downtime. This is the configuration

configuration will result in that node type not being HA.

For HA, use an NFS server that is separate from the Kubenetes cluster nodes, and has
HA capabilities, so there is not a single point of failure. For example, this could be 2 NFS
servers (active/passive) configured with replication with a Virtual IP managed between
them which OMT is configured to use to connect to the NFS server. An example of
configuring the 2 NFS servers in replication mode is described here. Note: Link opens an
oternalsie.

For master nodes, only 1 or 3 master nodes are allowed.

If you deploy a single master node, failure of the single master node could cause you to
lose the ability to manage the entire cluster until you recover the single master node. In
some extreme scenarios, failure of the single master node could cause the entire cluster
to become unrecoverable, requiring a complete reinstall and reconfiguration. When
using only a single master node, the system will be more reliable if you also host the NFS
server on the same master node.

When the installer is configured to create more than one database node, the database
fault tolerance will be set to one. This means the data in the database will be replicated
so that one database node can fail and the system will continue to operate properly.
Database storage utilization will double as a result of the data replication. In a failure
scenario, the failed node should urgently be restored before there is a chance of another
node failure, which will shut down the database to avoid additional problems.

If you configure the installer to create only a single database node, the database fault
tolerance is set to zero because there is only a single node. Therefore, no other node will
continue during a failure, and no data replication will occur in this scenario.

Create or use an existing NFS storage environment with sufficient capacity for the
throughput needed. Guidelines are provided below.

Determine the size and total throughput requirements of your environment using total
EPS. For example, if there are 50K EPS inbound, and 100K EPS consumed, then the size
would be 150K EPS.

Data compression is performed on the producer side (for example, in a Smart
Connector).
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Consideration Best Practices

Scaling ¢ Adding more worker nodes is typically more effective than installing bigger and faster
hardware because individual workloads on worker nodes are usually relatively small and
some of them work better when there are fewer different workloads on the same node.
Using more worker nodes also enables you to perform maintenance on your cluster
nodes with minimal impact to your production environment. Adding more nodes also
helps with predicting costs due to new hardware.

¢ Unlike worker nodes, for the database it is typically more effective to use bigger and
faster hardware than to increase the number of database nodes because the database
technology can fully utilize larger hardware and this decreases the need for coordination
between database nodes. With that said, for HA it is important to deploy enough
database nodes to be resilient in case of a database node failure or individual node
downtime for maintenance.

Network ¢ Although event data containing IPv6 content is supported, the cluster infrastructure is
not supported on IPv6-only systems.

Cloud ¢ All SmartConnector or Collectors remote connections depend on the Operating System
random number pool (entropy pool) to generate private keys for secure communication.
For a cloud environment, you might need to increase the entropy pool beyond the lower
limit of 3290 to ensure uninterrupted communication. For more information see,
"SmartConnector or Collectors Remote Connections Failing Due to Low Entropy" in
the Installation Guide for ArcSight SmartConnectors (ArcSight SmartConnectors 24.2
documentation).

Security ¢ Determine a security mode (FIPS, TLS, Client Authentication) for communication
between components. See "Determining a Security Mode Between Components" on
page 66

Performance ¢ If SmartConnector is configured to send events to Transformation Hub in CEF format and

the events are being stored in ArcSight Database, consider the potential performance
effects of the CEF-to-Avro data transformation, and allow a 20% increase in CPU
utilization. This will generally have a large impact only with very high EPS (250K+) rates.
Consider configuring the SmartConnector to use the Avro event format instead, which
avoids the need for this transformation.

Downloads and e Ensure that you have access to the OpenText software download location. You will

Licensing download installation packages to the Initial Master Node in the cluster.

e Ensure that you have a valid OpenText license key for the software being installed.

Installing with ¢ If you want to install the Platform and the ESM server in the same environment, specify
Enterprise during the Platform installation a OMT API Server Port that does not use the same port
Security Manager as the ESM server (default 8443). For example, when using the Platform Install tool, the

example-install-config-esm_cmd_center-single-node.yaml sets the master-api-
ssl-port to port 7443.
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Understanding Object Storage Options for the ArcSight
Database

Object Storage is the industry standard technical term for the type of storage component used
for ArcSight Database's communal storage. The information on this page relates to "bring-your-
own" ArcSight Database S3-compatible storage only.

When deploying to the cloud, it is recommended to use the cloud-provided Object Storage
technology as it would almost always be more reliable, easier to manage and less expensive.
For more information on what Object Storage technology to use, when a cloud-provided one is
not readily available, see Hybrid Cloud Support in the Technical Requirements for ArcSight
Platform 24.2. e

When installing the database Off-cloud, you can choose one of the S3-compatible object store
technologies that works with the ArcSight Database. You can see the supported object store
technologies in the ArcSight Database 24.1 Guide.

(

ﬂ Not all S3-compatible object store technologies provide the same performance or capabilities.
Research is important to determine the ideal solution for your needs. We've found that MinlO
works well in the testing we've performed in our labs, but other solutions might work better for
your environment. To help you get an idea of how to configure MinlO for use with ArcSight
Database, see the example in "Configuring the Database for MinlO Storage (Examples Only)."

Understanding Firewall Ports for the ArcSight Platform

This section lists the ports that must be open for the elements that make up the ArcSight

Platform:

e "Firewall Ports for OMT Infrastructure Components" below
e "Firewall Ports for Deployed Capabilities" on page 48

e "Firewall Ports for Supporting Components" on page 57

Firewall Ports for OMT Infrastructure Components

The following tables list the ports that must be open for the OMT infrastructure components:

e OMT Vault
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In most cases, the firewalls for these components are host-based. These components are not
likely to have network-based firewalls between them.

In most cases, you do not need to take action to configure the firewalls for these ports.

OMT Vault

Ports Protocol Source Server Target Server Description

8200 TCP Control plane and Control plane Used by the
worker itom-vault
service, which
provides a
secured
configuration
store

All cluster nodes
should be able
to access this
port for the
client
connection.

8201 TCP Control plane and Control plane Used by the
worker itom-vault
service, which
provides a
secured
configuration
store

Web clients
must be able to
access this port
for peer
member
connections.
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OMT Management Portal

Ports Protocol Source Server

3000 TCP All clients

Firewall Ports for OMT Infrastructure Components

Target Server

Control plane

Description

The port is
exposed on the
ingress node. All
clients should be
able to access
this port. Used
only for
accessing the
OoMT
Management
Portal during
OMT installation
from a web
browser

[ Web clients
must be able
to access this
port  during
the OoMT
installation.
Post-
installation,
this port can
be  blocked,
and re-
opened only if
re- installation

L is required.

After
installation, web
clients use port
5443 to access
the OMT
Management
Portal.
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5443 TCP All clients

Firewall Ports for OMT Infrastructure Components

Control plane

The port is
exposed on the
ingress node. All
clients should be
able to access
this port. Used
for accessing the
oMT
Management
Portal post OMT
deployment
from a web
browser

Web clients
must be able to
access this port
for OMT
administration
and
management.
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5444

Kubernetes

Ports

2380

TCP

Protocol

TCP

All clients

Source Server

Control plane

Target Server

Control plane

Firewall Ports for OMT Infrastructure Components

Control plane

Description

The port is
exposed on the
ingress node. All
nodes should be
able to access
this port when
using 2-way
certificate
authentication.
Used for
accessing the
OoMT
Management
Portal post OMT
deployment
from a web
browser, when
using two-way
(mutual) TLS
authentication

Web clients
must be able to
access this port
for OMT
administration
and
management,
when using two-
way (mutual) TLS
authentication.

Used by the etcd component, which
provides a distributed configuration

database

All the master nodes should be able to
access this port for the etcd cluster

communication.

This port will need to be opened only in
multi-master deployments
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4001 TCP Control plane
and Worker
7443 TCP Control plane
and Worker
8443 TCP Control plane
and Worker
8472 uDP Control plane

and Worker

Control plane

Control plane

Control plane

Control plane
and Worker

Firewall Ports for OMT Infrastructure Components

Used by the etcd component, which
provides a distributed configuration
database

All cluster nodes should be able to
access this port for the client
connection.

This port will need to be opened only in
multi-master deployments, or if worker
nodes require access to this port

(Conditional) Used by the Kubernetes
API server when performing one of the
following methods of installation:

¢ Using the provided scripts

* Installing manually and on the
same node as ESM

All cluster nodes should be able to
access this port for internal
communication.

(Conditional) Used by the Kubernetes
APl server when manually installing on a
different node from ESM.

All cluster nodes should be able to
access this port for internal
communication.

For more information about
HTTPServerPort Offset, see General

documentation.

For information about how UDP ports
are used for broadcast and point-to-
point modes, see Spread Configuration

Uses UDP protocol

Used by the Flannel service component,
which manages the internal cluster
networking

All cluster nodes should be able to
access this port for internal
communication.
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10250 TCP Control plane
and Worker

10259 TCP Access by
localhost only

10257 TCP Control plane
and Worker
nodes

10256 TCP Control plane

and worker

Control plane
and Worker

Control plane

Control plane

Control plane
and Worker

Firewall Ports for OMT Infrastructure Components

Used by the Kubelet service, which
functions as a local node agent that
watches pod specifications through the
Kubernetes API server

All cluster nodes should be able to
access this port for internal
communications, and the Kubelet API
worker node for exec and logs.

Used by the kube-scheduler
component that watches for any new
pod with no assigned node and assigns a
node to the pod

All cluster nodes should be able to
access this port for internal
communication.

This port will need to be opened only in
multi-master deployments

Used by the kube-controller-manager
component that runs controller
processes which regulate the state of
the cluster.

All cluster nodes should be able to
access this port for internal
communication

This port will need to be opened only in
multi-master deployments

Used by the Kube-proxy component,
which is a network proxy that runs on
each node, for exposing the services on
each node

All cluster nodes should be able to
access this port for internal
communication.
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Network File System (NFS)

Ports Protocol Source Server Target Server Description
111 TCP/NFS Control plane and NFS NFS server port. Used
UDP/NFS worker by the portmapper
service

All cluster nodes
should be able to
access this port.

This port must be
opened if NFS is
running on a cluster

node
2049 TCP/NFS Control plane and NFS Used by the nfsd
worker daemon

All cluster nodes
should be able to
access this port.

( This port must be
opened if NFS is
running on a cluster

L node

[ Note: This port
must be open even
during a single-node

| deployment.

20048 TCP/NFS Control plane and NFS Used by the mountd
worker daemon

All cluster nodes
should be able to
access this port.

This port must be
opened if NFS is
running on a cluster
node

Firewall Ports for Deployed Capabilities

The following tables list the ports that must be available when you deploy the associated
capability into the OMT infrastructure:

e ArcMC
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In most cases, you do not need to take action to configure the firewalls for these ports.

ArcMC
Ports Protocol Description
32080, 9000 TCP Used for Transformation Hub and ArcMC communication
Intelligence
Ports Node Direction Description
30820/TCP Worker (HDFS Inbound Used for the database to connect to HDFS during
Namenode) Analytics processing
30070/TCP Worker (HDFS Inbound Used for the Hadoop Monitoring Dashboard (optional)
Namenode)
30010/TCP Worker (HDFS Inbound Used for communication between the HDFS Namenode
Datanodes) and the HDFS Datanodes
30210/TCP Worker (HDFS Inbound Used by the database to establish secure communication
Datanodes) with HDFS during Analytics processing
30110/TCP Worker (HDFS Inbound Used for communication between the ArcSight Database
Datanodes and and HDFS worker nodes
Namenode)
30071/TCP Worker (HDFS Inbound Used for Secure Data Transfer with the HDFS cluster
Namenode)
SOAR

The SOAR cluster listens on the following ports on all Kubernetes master and worker nodes,
but OpenText recommends that you only use the ports on the master virtual IP.

Port Description

32200 Data from ESM
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Transformation Hub

Ports Protocol Source Server Target Server
2181, 2182 TCP Worker Node Worker Node
9092 TCP Client machine, Worker Node

Worker node

Firewall Ports for Deployed Capabilities

Description

Used by
ZooKeeper as
internal
communication
ports to client
requests (i.e from
Kafka).

All cluster nodes
should be able to
access this port for
internal
communication.

Only needs to be
opened if
Transformation
Hub is configured
to accept
connections over a
clear text channel.
While this type of
setup is not
recommended by
OpenText, it
represents an
option in case the
goal is to prioritize
performance over
security.

If the Kafka
consumer or
producer
connecting to this
port (such as a
SmartConnector) is
logically deployed
in a network with a
firewall in between
them, please
consider that the
firewall then will
also need to
permit traffic
through this port
accordingly.
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9093 TCP Client machine,
Worker node

Firewall Ports for Deployed Capabilities

Worker Node

Required for
secure
communications
with clients.

If the Kafka
consumer or
producer
connecting to this
port (such as a
SmartConnector) is
logically deployed
in a network with a
firewall in between
them, please
consider that the
firewall then will
also need to
permit traffic
through this port
accordingly.
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32092 TCP Client machine,
Worker node

Firewall Ports for Deployed Capabilities

Worker Node

Only needs to be
opened if
Transformation
Hub is configured
to accept
connections over a
clear text channel.
While this type of
setup is not
recommended by
OpenText, it
represents an
option in case the
goal is to prioritize
performance over
security.

If the Kafka
consumer or
producer
connecting to this
port (such as a
SmartConnector) is
logically deployed
in a network with a
firewall in between
them, please
consider that the
firewall then will
also need to
permit traffic
through this port
accordingly.
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32093 TCP Client machine,
Worker node

32080 HTTPS Client machine,
Worker node

Firewall Ports for Deployed Capabilities

Worker Node

Worker Node

Required for
secure
communications
with clients.

If the Kafka
consumer or
producer
connecting to this
port (such as a
SmartConnector) is
logically deployed
in a network with a
firewall in between
them, please
consider that the
firewall then will
also need to
permit traffic
through this port
accordingly.

Used by
Transformation
Hub (TH)
WebServices as
external
communication
port to serve HTTP
requests from
ArcMC (externally)
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32081 HTTPS Client machine,
Worker node

443 HTTPS Client machine

9000 HTTPS Worker Node

Firewall Ports for Deployed Capabilities

Worker Node

Worker Node

Used by Schema
Registry as
external
communication
port to serve HTTP
requests for
providing Schemas
information for
external Avro
consumers.

If the Kafka Avro
consumer or
producer
connecting to this
port (such as a
SmartConnector) is
logically deployed
in a network with a
firewall in between
them, please
consider that the
firewall then will
also need to
permit traffic
through this port
accordingly.

Used by
Transformation
Hub, ArcMC, Core
Components, etc.,
for Ul access

Used by Kafka
Manager as
internal
communication
port to provision
the Kafka Manager
Ul access in
Transformation
Hub. All cluster
nodes should be
able to access this
port for internal
communication.
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9999 IMX Worker Node
10000 JMXRMI Worker Node
32101 - 32150 TCP Client machine,

Worker node

Firewall Ports for Deployed Capabilities

Worker Node

Worker Node

Worker Node

Used by Kafka as
internal
communication
port to provide
monitoring
information to
Kafka Manager and
WebServices (for
monitoring
purposes). All
cluster nodes
should be able to
access this port for
internal
communication.

Used by Kafka as
internal
communication
port to provide
extra monitoring
information (for
monitoring
purposes). All
cluster nodes
should be able to
access this port for
internal
communication.

Used by
Transformation
Hub (TH) as
external
communication
ports to allow
ArcMC to
communicate with
and manage
Connectors in
Transformation
Hub (CTH)

[ These ports are
needed only if
the plan is to
deploy
Connectors in
Transformation
Hub
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2888

3888

8081

2101, 2150

8080

9094

TCP

TCP

TCP

TCP

TCP

TCP

Worker Node

Worker Node

Worker Node

Worker Node

Worker Node

Worker Node

Firewall Ports for Deployed Capabilities

Worker Node

Worker Node

Worker Node

Worker Node

Worker Node

Worker Node

Used by Zookeeper
for peer-to-peer
traffic and
communication.

Used by Zookeeper
for Zookeeper
Leader election.

Used by Schema
Registry to serve
HTTP requests for
providing Schemas
information for
internal Avro
consumers
(internally).

Used by
Transformation
Hub (TH) to allow
Core ArcMC to
communicate with
and manage
Connectors in
Transformation
Hub (CTH). These
ports are needed
only if the plan is
to deploy
Connectors in
Transformation
Hub.

Used by
Transformation
Hub (TH)
WebServices to
serve HTTP
requests from Core
ArcMC and other
components
(internally).

Required by Kafka
for secure
communications
with clients within
the cluster.
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Firewall Ports for Supporting Components

The following tables list the ports that must be available for supporting components:

e Database

Database

The database requires several ports to be open on the local network. OpenText does not
recommend placing a firewall between nodes (all nodes should be behind a firewall), but if you
must use a firewall between nodes, ensure that the following ports are available:

Ports Description

TCP 22 Required for the Administration Tools and Management Console Cluster installation
wizard

TCP 5433 Used by database clients, such as vsqgl, ODBC, JDBC, and so on

TCP 5434 Used for Intra-cluster and inter-cluster communication

UDP 5433 Used for database spread monitoring

TCP 5438 Used as Management Console-to-node and node-to-node (agent) communication port

TCP 5450 Used to connect to Management Console from a web browser and allows communication

from nodes to the Management Console application/web server

TCP 4803 Used for client connections

UDP 4803 Used for daemon to daemon connections

UDP 4804 Used for daemon to daemon connections

UDP 6543 Used to monitor daemon connections
SmartConnectors

If you have SmartConnectors that are deployed logically far away in the network with firewalls
in between, those intermediate firewalls will need to permit traffic on port 9092 (for non-TLS
traffic) and 9093 (for TLS traffic).

Port Direction Description

e 1515 (Raw TCP) Inbound Used by SmartConnector to receive events
e 1999 (TLS)
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e 9092 (Non-TLS) Outbound Used by SmartConnector to send data to
e 9093 (TLS) Transformation Hub

( Port 9092 needs to be opened only if your
configuration is set to communicate with
Transformation Hub over a non- encrypted
communication channel.

While this type of setup is not recommended by
OpenText, it represents an option in case the goal is to
| prioritize performance over security.

Understanding Security Modes

The ArcSight Platform comprises multiple products, services, and infrastructure components.
The products and services communicate with each other and with administrative applications.
You must secure the communication channels using your selected security mode between the
components to prevent security breaches and to protect your data.

IMPORTANT: You must deploy all components using the same security mode. If not,
communication between the components will not function. If you want to change a security
mode for a component, you must uninstall it and reinstall it with the correct security mode for
communication to function correctly.

ArcSight Platform supports several secure modes of communication between infrastructure
components and ArcSight products or services. Understanding these security modes will assist
you to securely install and administer the Platform. The supported security modes are:

e Allow Plain Text: All communication between components occurs as plain text. ArcSight
recommends that you never use this mode in a production environment, as using plain text
causes security issues and data breaches.

e FIPS-compliant TLS Settings: All communication between the components meets the
Federal Information Processing Standard (FIPS) established by the United States. For more
information, see Using ArcSight Platform and Products in FIPS Mode

e TLS Client Authentication: Permits secure communication between components that do
not use client user name and password authentication, such as producers and consumers
connecting to Transformation Hub. With TLS Client Authentication enabled, the client and
the server authenticate each other to ensure that both parties involved in the
communication are trusted.

e TLS: Permits secure communication between the components that have been configured
with public key infrastructure certificates to be able to communicate over the transport
layer security (TLS). For more information, see "Understanding the Components of Secure
Communication" on the next page.
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Understanding the Components of Secure Communication

ArcSight uses common industry standards to secure communication such as X.509 certificate,
public key infrastructure (PKI), and transport layer security (TLS). You must decide which
security mode you will use during the deployment of the ArcSight products and the
infrastructure products.

This section contains the following topics:

e "Understanding Public Key Infrastructure and TLS Components" below
e "Using ArcSight Platform and Products in FIPS Mode" on page 64

e "Determining a Security Mode Between Components" on page 66

Understanding Public Key Infrastructure and TLS Components

In order to configure secure communication between the ArcSight products, infrastructure
products, and any administrative tools, you must have a good understanding of the
components that enable the secure communication to occur. ArcSight uses the industry
standards of X.509 certificates, public key infrastructure (PKI), and transport layer security
(TLS). This section provides a basic introductions to these components. For more detailed
information, see (links open an external site):

e Internet X.509 Public Key Infrastructure Certificates and Certificate Revocation List (CRL)

You must secure the communication channels between servers and clients to protect your data
and stop security breaches from happening in your environment. The following graphic depicts
the different components required for secure communication using certificates, PKI, TLS, and
tools to manage the keys.

The secure communication occurs between a server and a client. An example server is a web
server and a client could be a browser. The following items are the terms that you need to
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understand to create a secure connection between a server and a client.

o =
TLS Protocol E

Browser

Web Server

Components required

9 =

Authority Truststore Keystore PKI Certificate
E
Key Pair Certificate Signing Certificate Revocation
[Private Key, Public Key] Request List

o Certificate Authority (CA): It is an entity that issues digital certificates. A certificate
authority (CA) acts as a trusted third party—trusted both by the subject (owner) of the
certificate and by the party relying upon the certificate. There are two different types of
CAs:

° Well-known: A certificate authority that provides server certificates signed by well-
known CAs such as IdenTrust or DigiCert.

o Self-signed: A certificate authority used by other products such as openSSL, eDirectory,
and Active Directory that contain a certificate authority. You can create self-signed
certificates through the certificate authorities in these other products to use in test
environments. A security recommendation is to use a well-known CA to issue
certificates in productions environments.

¢ Public Key Infrastructure (PKI) Certificates: CA-issued digital certificates that prove
ownership of the certificate. The CA can issue certificates for users, applications, or
devices. The PKI certificates contain the following information:

° Version number
° Unique serial number

° CA digital signature and algorithm used
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° Validity period

° Certificate Usage

° Subject name, URL, email address

° Public and private keys (sometimes it is only the public key)

» Key Pair: Consists of a private key and public key that work together to encrypt and
decrypt messages. PKl is based on the fact that everyone will trust any communication
encrypted with a public key or trust any certificate signed by a private key.

° Private Key: A cryptographic key that you use to decrypt any communication encrypted
by the public key. Only the private key of the key pair can decrypt the communication
encrypted with the corresponding public key. You keep the private key private and do
not share it.

° Public Key: A cryptographic key that you use to encrypt communications to keep the
communication secure. Only someone with the private key can decrypt the
communications. You share the public key so that anyone with access to the public key
can verify that any communication signed with this public key is really from the
sending source.

e Certificate Revocation List: A list that the CA creates and manages that contains a list of
unique serial numbers that it has revoked. The CA uses the certificate revocation list (CLR)
to deny requests from any user, application, or device that contain a serial number on the
CLR.

e Certificate Signing Request: A message sent from an applicant to the CA to apply for a PKI
certificate. Usually the certificate signing request (CSR) contains a copy of the public key of
the applicant making the request, identifying information such as a domain name, and a
digital signature.

e KeyStore: A secure Java repository that stores the private key and identity certificate for
the server in the trust relationship. The information is stored encrypted on the server with
a KeyStore password that you set and manage. Use either the keytool or keytoolgui tools
to set and manage the KeyStore passwords.

e TrustStore: A secure Java repository that stores the certificates signed by a CA in a secure
repository on the client. The information is stored and encrypted on the client with a
TrustStore password that you set and manage. Use either the keytool or keytoolgui tools to
set and manage the TrustStore passwords.

e TransportLayerSecurityProtocol: A secure protocol created by all of the components
defined in this section. It allows the server and client to communicate securely by using
certificates and key pairs to prove identity on the server and client.
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Example: Establishing Secure Communication for a Web Server

When you install a web server, communication is not secure by default. If the communication
is secure, it is usually using a self-signed certificate. The following example shows how the web
server obtains a server certificate signed by a well-known certificate authority (CA) to use in
establishing secure communications with any client. In the example, Adam the administrator
requests a signed server certificate from the well-known CA and uses the certificate to
establish secure communications with a client that is a web application.

Key Pair Key Pair
[Private Key, Public Key] [Private Key, Public Key]

[% Certificate @

Signing Request B

.-1- ) - I:.S./I
:\ 2 E

o]

Keystore

V-

Key Pair Signed
[Private Key,  Server
Public Key] Certificate

2/

IE‘
—_—

Web Server

ey

a TLS Protocol

Signed Server
Certificate

L,

Certificate
Authority

1. Adam generates a key pair on the web server using keytool. Adam uses the key pair to
create a certificate signing request (CSR) using keytool. The CSR contains the fully qualified
DNS name of the server, the key pair, and other such information to help identity the web

server.

2. Adam sends the CSR that contains the web server’s information to a well-known CA such

as DigCert.

3. The CA uses the CSR to generate a server certificate for the web server. The CA uses its
private key to sign the certificate. The server certificate contains the key pair and the web
server’s information included in the CSR. The CA signs the certificate with its private key.

4. The CA sends the signed web server certificate back to Adam.

Understanding Public Key Infrastructure and TLS Components
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5. Adam imports the signed web server certificate into the web server and the web server’s
certificate and private key are stored in the KeyStore on the web server.

6. When a browser accesses the web server, the web server sends a certificate signed by the
private key of the CA to the browser. The browser has a copy of the CA’s public key in its
TrustStore and uses the public key to decrypt the signature of the CA. Now, the browser
will trust any communication coming from this web server.

Example: Secure Handshake for the Client

Q

I3 ) Browser verifies Session Key
= . Web server
R ° Private Key decr\,rst E|

a Session Key

ot
KE\,.'_sturE
Certificate i
Revocation
List =

1 Request to connect to DNS Name

| Web Server certificate ’2.‘»" l
Truststore S signed by CA private key A l
L — IS
CA Public Key Browser —. Session Key - =
5) Web Server

A Verifies
(6 against
CRL

(7 Ciphertext
b, Web Server
Q.= Public key

1
@ Q,

Browser generates
session key

This example show how the secure handshake occurs between a client and a server so that
they can create their own secure communication channel that no other entities can use or
access. In this example, Adam the administrator logs into the administration console that is a
web application. Every action (except for Adam entering the URL in the web browser) happens
automatically between the browser and the web server. No user interaction is required.

1. Adam adds a the URL into the browser. The browser sends a request to connect to the
fully qualified DNS names of the web server.

2. The web server sends a copy of its server certificate that has been signed by the private
key of a well-known CA.

3. The browser accesses the public key of the well-known CA that is stored in the browser’s
TrustStore. The browser uses the public key of the well-known CA to decrypt the signature
on the web server’s certificate to verify that the certificate is valid.

4. The browser generates a session key using the public key in the web server’s certificate.

5. The browser sends the newly generated session key back to the web server.

Understanding Public Key Infrastructure and TLS Components Page 63 of 832



Administrator's Guide for the ArcSight Platform (Google Cloud)

6. The web server uses its private key stored in the KeyStore to decrypt the session key.

7. The web server verifies that the session key is not on the certificate revocation list (CLR).
At this point the secure handshake between the browser and web server is established.

8. The web server encrypts the data using the session key and sends the data back in
ciphertext to the browser. The browser uses the session key to decrypt the data and then
uses the session key to encrypt data and then it sends the data back in ciphertext. This
secure communication continues until the session ends.

Using ArcSight Platform and Products in FIPS Mode

The Federal Information Processing Standard (FIPS) comprises a set of rules and regulations

defined by the United States government that specify the security requirements for data
processing and communication between the components.

e Understanding FIPS 140 Security Requirements

Understanding FIPS 140 Security Requirements

FIPS 140 is one of the standards of FIPS that governs the use of encryption and cryptographic
services. FIPS 140 defines security rules and regulations for cryptographic modules to keep
sensitive information secure.

According to the Federal Information Security Management Act (FISMA), all the United States
government agencies, United States government contractors, and third parties working for the
federal agencies must adhere to the FIPS 140 standard.

For testing cryptographic modules, the two revised editions of FIPS 140 are given below:
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FIPS Standard

Publication

FIPS 140-2 Includes changes in technology and standards defined by other standards bodies.

Includes modifications based on comments from vendors, laboratories, and user communities.

FIPS 140-3 Aligns with standards defined by the International Organization for Standardization (1SO) and the
International Electrotechnical Commission (IEC)

Enabling FIPS Mode for ArcSight Platform Components

Most components in the ArcSight Platform architecture can operate in the FIPS 140 mode: this
includes all of the components that directly handle event data from edge ingestion, to storage
in the database, to retrieval from the database supports FIPS 140 Mode. FIPS 140 mode is
active by default for some components and cannot be disabled. ArcSight Platform establishes a
secure communication between its components using FIPS-validated cryptographic modules.

The table below describes the component level FIPS 140 support:

Component

ArcSight
Management
Center (ArcMC)

Database

Enterprise Security
Manager (ESM)

Core Components
Intelligence
Layered Analytics

Recon

Sub-components that
support FIPS mode

fusion-arcmc-web-app

All

All

All
All
All

All

Enabling FIPS mode

Always enabled

See the Setting FIPS Mode on the Database Server section.

Enabled by default on fresh installations.

See the Configuring the Deployed Capabilities section.

Always enabled
Always enabled
Always enabled

Always enabled
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Component Sub-components that  Enabling FIPS mode
support FIPS mode

SmartConnectors All ¢ See the SmartConnectors section

SOAR soar-web-app For the sub-components listed that support FIPS mode, FIPS mode

soar-message-broker IS always enabled.

soar-jms-migration

Transformation Hub th-kafka ¢ For the sub-components listed that support FIPS mode,

44444444444444444444 th-kafka-manager FIPS mode can be enabled during deployment.

¢ When using the ArcSight Platform Installer tool, add the
property th-init-fips: truetothe suite > config-

th-schemaregistry

th-routing- params section of your installation configuration yaml file.
processor _
For example:
th-c2av-processor
. suite:
th-web-service products: [esm, soar, transformationhub]
th-cth config-params:

th-init-fips: true
th-c2av-processor-

esm * When performing the installation manually, configure the
th-enrichment- Transformation Hub > Connections use FIPS
processor encryption option as described in the Clgn.figg‘r‘ip‘g“thg

Deployed Capabilities section.
th_zookeeper\ ............................

to establish secure communication. However, our objective is to increase the coverage of

ﬂ Components that can not operate in the FIPS 140 mode use strong industry standard encryption
components that can operate in the FIPS 140 mode.

For more information about each of the pods listed above, see Understanding Labels and Pods.

an external site.

Determining a Security Mode Between Components

You must determine a security mode for communication between your infrastructure
components. The security mode of connected producers and consumers must be the same
across all components.

to the OpenText container- based application you are using, which is specified in that

ﬂ The secure communication described applies only in the context of the components that relate
application's documentation.

When possible, configure the OpenText components with the security mode you intend to use
before connecting them to additional ArcSight Platform products.
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To enhance security, you can configure TLS Client Authentication between components that do
not utilize client username and password authentication, such as producers and consumers
connecting to Transformation Hub. With TLS Client Authentication enabled, the client and the
server authenticate each other to ensure that both parties involved in the communication are
trusted.

ﬂ Changing the Allow Plain Text, TLS Client Authentication, or FIPS-compliant TLS settings after the
deployment will necessitate system downtime.

OpenText product documentation for ArcSight products in the table is available from the
OpenText support community.

Unless otherwise indicated in the table below, the ArcSight Platform and the capabilities that
deploy to it, communicate with each other using TLS with authentication performed in a
manner appropriate for the component.

Supported Security

Product Preparations Needed TCP Ports
Modes
e TLS
e Be sure to use v2.9.5 or later.
* 443 o FIPS-Compliant TLS
Standalone ArcMC e Install ArcMC before the 00 sl
* 32080 e TLS Client

Platform installation. o
Authentication

* You can install and run
SmartConnectors and ArcMC
onboard connectors before you
install the Platform. Or, you can
install them after you deploy the

e TLS
Platform.
. . e FIPS-Compliant TLS
¢ FIPS mode setup is not * 9092 (Plain (SC7 et oni ,) ,,,,,,,
SmartConnectors and supported between Text) . y
Collectors SmartConnector v7.5 and the * 9093 (TLS) * TLS Client
platform. Authentication
e Only TLS and TLS Client * Plain text

Authentication are supported.

¢ FIPS mode is supported between
Connectors v7.6 and later and
the Platform.
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ArcSight ESM

Logger

ArcSight Database

NFS Server

Web Browser

ArcSight Intelligence

(HDFS)

You can install and run ESM
before you install the Platform.

You can change compact mode
ESM from TLS to FIPS-compliant
TLS after you install ESM.

Changing compact mode ESM * 9092 (Plain
from FIPS-compliant TLS to TLS Text)
requires reinstalling ESM. s 8443
In distributed mode, the ESM
security mode is set at
installation time. Any change
between TLS and FIPS-compliant
TLS requires reinstalling ESM.

e 9092 (Plain
You can install and run Logger Text)

before you install the Platform.

You install the ArcSight Database . .y
before the Platform.

For optimal security, secure all
NFS settings to allow only

e 2049
required hosts to connect tothe -
NFS server.

° 443
By default, TLS is enabled. . 5443

e 3000

master)

e 30820 (HDFS

master)

* 30010 (HDFS

datanode)

e 30210 (HDFS

datanode)

Secure HDFS for Intelligence.

Determining a Security Mode Between Components

TLS in ESM

TLS Client
Authentication

TLS
FIPS-Compliant TLS

TLS Client
Authentication

Plain text

Plain text
TLS

TLS Client
Authentication

FIPS-Compliant TLS

Plain text

TLS

TLS
FIPS-Compliant TLS

TLS Client
Authentication

Plain Text
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Understanding Kubernetes Network Subnets

Kubernetes automates the deployment of its management services and the pods associated
with deployed capabilities to master and worker nodes. As part of this process, it allocates a
unique IP address to each service and pod.

In order to do so, Kubernetes must be provided with a reserved range of private network IP
addresses for its services (service-CIDR parameter, default is 172.17.17.0/24) and a separate
reserved range of private network IP addresses for pods (pod-CIDR parameter, default is
172.16.0.0/16).

The two IP ranges must not overlap, must not be allocated to other systems in the network,
and are provided to Kubernetes at install time by specifying a network subnet in Classless Inter-
Domain Routing (CIDR) format. CIDR notation includes an IP address, a slash ('/') character, and
a network prefix (a decimal number).

The minimum useful network prefix is /22 and the maximum useful network prefix is /8. The
default value is 172.16.0.0/16. For example:

POD_CIDR=172.16.0.0/16

The pod-CIDR IP range must contain an adequate number of IP addresses to accommodate the
functions of all of the pods deployed to the cluster. Each node in the cluster is allocated a
segment of the pod-CIDR IP range for use by the pods that are deployed to that node as
determined by the pod-CIDR-subnetlen parameter.

The default value for pod-cidr-subnetlen is automatically computed depending on the value of
pod-CIDR, as described below. The default value of pod-CIDR-subnetlen is expected to be
adequate. However, if for some unexpected reason you find that pods on nodes run out of
available IP addresses, you can set the pod-CIDR-subnetlen parameter to a value that makes
more IP addresses available to each node.

POD_CIDR Prefix POD_CIDR_SUBNETLEN defaults POD_CIDR_SUBNETLEN allowed values
/810 /21 /24 /(POD_CIDR prefix + 3) to /27
/22 to /24 /(POD_CIDR prefix + 3) /(POD_CIDR prefix + 3) to /27

Smaller prefix values indicate a larger number of available addresses. The minimum useful
network prefix is /27 and the maximum useful network prefix is /12. The default value is
172.17.17.0/24.
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Chapter 2: Planning for Multi-tenancy

You cannot disable Multi-tenancy after it has been enabled. If you attempt to disable and save,
the ArcSight Platform returns an error message to indicate that you cannot disable the function.
Multi-tenancy cannot be enabled if ArcSight Intelligence is installed on the ArcSight Platform.

Before you proceed to deploy the ArcSight Platform, you must determine whether your
environment requires multiple tenants to be created. To enable Multi-tenancy in ArcSight
Platform, you must either upgrade to ArcSight Platform version 24.2 or install ArcSight
Platform 24.2.

»
ﬂ If you are enabling Multi-tenancy in an already running environment a default topic will be
created for existing events. As part of the new routing rules, all events from the avro enriched
topic will be transferred to the default topic. This results in duplication of events, as Recon would
have already ingested those events into the table. In case you want to avoid such event
duplication on the default tenant, you must drain the events from the avro enriched event topic.

New events will continue to arrive normally and they will be delivered to the proper tenant.

L

After you have reviewed information in the following topics, to enable Multi-tenancy, see
Enabling Multi-tenancy.

Capabilities that Support Multi-tenancy

,
Consider the following:

¢ If Intelligence is deployed on the ArcSight Platform, you do not have the provision to enable
Multi-tenancy on the platform. If you need to enable Multi-tenancy, you must first uninstall
Intelligence.

e Once you uninstall Intelligence and enable Multi-tenancy in the platform, you cannot
reinstall Intelligence.

L

To enable Multi-tenancy, you must have one or both of the following capabilities with ArcSight
Core in your environment:

e SOAR
e Recon

To understand the combination of ArcSight capabilities that support Multi-tenancy, refer to the
following table:
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ArcSight Capabilities Supports
Multi-
tenancy?

ArcSight Core + ArcSight SOAR + ArcSight ESM Command Center (optional) Yes

configuration page at a later stage, you must reconfigure the tenants in the environment, for Recon to

If you enable Multi-tenancy with this combination and you want to enable Recon by using OMT
work seamlessly.

ArcSight Core + ArcSight Transformation Hub + ArcSight Recon + ArcSight ESM Command Center Yes
(optional)

ArcSight Core + ArcSight Transformation Hub + ArcSight Recon + ArcSight SOAR+ ArcSight ESM Yes
Command Center (optional)

ArcSight Core + ArcSight ESM Command Center No
ArcSight Core + ArcSight Transformation Hub + ArcSight ESM Command Center No
ArcSight Core + ArcSight Transformation Hub + ArcSight Intelligence No
ArcSight Core + ArcSight Transformation Hub + ArcSight Recon + ArcSight Intelligence No

[ ﬂ If you enable Multi-tenancy, ensure that the Transformation Hub compression algorithm is set to
gzip.

Reviewing the Security Considerations of Multi-tenancy

Before enabling Multi-tenancy in your environment, review the following security
considerations:

"Customer URI Integrity" below

e "Tenant Key Confidentiality" on the next page
e "Tenant Data" on the next page

e "Tenant Users" on page 73

e "Integration with ArcSight ESM" on page 73

e "Monitoring Logs" on page 73

Customer URI Integrity

ArcSight SmartConnectors collect and process all events coming from tenant devices such as
firewalls and IDS and send them to ArcSight Platform based on the Customer URI configured
for a tenant.
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Multi-tenancy in the ArcSight Platform relies on the integrity of the Customer URI to uniquely
identify events data for one customer from the other. Ensure that the Customer URI is updated
with the tenant key for each of the Smart Connectors deployed for a tenant.

To ensure the integrity of the Customer URI, use the following guidelines:

1.

Ensure that your tenant onboarding process incorporates the appropriate checks and
balances to catch common mistakes.

Automate onboarding activity where possible.

Deploy and manage SmartConnectors at each tenant site to ensure integrity of their
configuration.

SmartConnectors should have a Transformation Hub destination with client
authentication.

For more information, see "Configuring SmartConnector as a Transformation Hub
Producer" on page 246.

Tenant Key Confidentiality

A tenant key is a critical element of the Customer URI and must be treated as a secret. Ensure

that the tenant key provided for each tenant is not easily guessable and is not shared with any
other tenant. Disclosing the tenant key might result in spoofing of tenant event data.

In this version, the tenant key cannot be rotated. In case a tenant key is compromised, we
recommend the following actions:

Disable the original tenant to prevent ingestion of new events.
Create a new tenant associated with a new tenant key.

Update the Customer URI in each of the tenant’s deployed SmartConnector to reflect the
new tenant key.

Verify that events sent by the tenant's SmartConnector are successfully ingested in the
newly created tenant.

Migrate the data from the old tenant's schema in the ArcSight Database to the new
tenant's schema.

Tenant Data

Be aware of how you and ArcSight Platform must manages tenant data:

Event Data Ingestion—You are responsible for ensuring that ArcSight Platform ingests only
events from legitimate tenants, and for the appropriate throttling of events or requests.
For example, avoiding noisy neighbor issues.
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e FEvent Data Isolation—In this version, tenant event data is not kept isolated at the ArcSight
Platform initial ingestion point. Events from all the tenant Smart Connectors are sent to a
single Transformation Hub topic, before being routed to tenant-specific topics. The
ArcSight Database stores and isolates tenant events data, based on the tenant's Customer
URI.

e Data Retention—If a tenant is deactivated, the system does not delete the tenant data
(events, users). If you need to delete tenant data, contact OpenText Support.

Tenant Users

e The email address for each tenant user must be unique across all tenants.

 If you deactivate tenant, all users for that tenant are deactivated.

Integration with ArcSight ESM

You must deploy the ArcSight Platform and ArcSight ESM in secure subnets.

Monitoring Logs

You must monitor the ArcSight Platform logs for suspicious tenant activity. For example, watch
for authentication or authorization failures, as well as use of invalid customer URIs or tenant
keys.

Planning to Create Multiple Tenants

If you are planning to deploy ArcSight Platform in the Multi-tenancy mode, make sure that you
gather the following details:

e The number of tenants that you want to create.
e The data ingestion rate for each of the tenants that you want to create.

e The aggregated rate of ingestion for all the tenants for the provider.

Planning to Optimize Resources in Transformation Hub

To optimize resources in Transformation Hub, plan the following:

* Number of Routing Stream Processor Instances required to facilitate event routing. For
more information, see "Stream Processor Groups" on page 554.

e Determine the event ingestion rate and event retention period for each tenant.
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By default, new tenants are created with the topic partitions count and retention size specified
in the OMT configuration. However, you must manually tune the values for each tenant in the
OMT portal based on the event ingestion rate, number of topic partitions needed and the topic
retention size for your environment. For more information, see "Tune Tenant Topic Settings"
on page 343

Planning to Update Kafka Scheduler

Identify tenants that have high ingestion rate so that you can determine the number of Kafka
schedulers for your environment. The ArcSight Database uses Kafka Scheduler to ingest events
from a tenant specific Kafka topic in Transformation Hub. For more information, see "Configure
Tenant Topics in Kafka Scheduler" on page 350.

Tuning the Ingest Pool Concurrency Parameter

The default value for the planned concurrency of ingested resource pool is 6. This enables one
microbatch or one tenant to load events at a time. When you are enabling Multi-tenancy, this
value must be increased to at least 12. You can either modify the value for ingest_pool _
planned_concurrency parameter in the config.yaml file if you are opting for the automated
installation of ArcSight Platform or tune the ingest pool concurrency value after installing or
upgrading ArcSight Platform, by using the tuning _util.sh utility. For more information,
see "Tune the Ingest Pool Concurrency Parameter in ArcSight Database" on page 353

Planning to Integrate Tenants from ArcSight ESM

You can integrate a multi-tenant enabled ArcSight plantform with ArcSight ESM that is already
configured for Multi-tenancy or MSSP. However, you must ensure that the tenant details and
user details used in the ArcSight Platform are mapped to the details in ArcSight ESM.

Before integrating, make sure that you have the following details related to ArcSight ESM
tenants:

e Number of Tenants in ArcSight ESM and their details

e Number of users for each of these tenants and details of user groups

e Customer tag specified for each tenant in ArcSight ESM

e External ID for each of the tenant users

e Roles assigned to each of the users

For more information, see "Integrating ESM Data and Users " on page 198
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Depending on whether you are upgrading from a previous version of ArcSight Platform, where
you have already imported ESM data or it is a new integration, refer to one of the following
scenarios:

Scenario 1: New Integration of ArcSight Platform Tenants
with ArcSight ESM Tenants

You have a newly installed ArcSight Platform or have upgraded an existing installation and now
want to integrate with an ArcSight ESM environment that is Multi-tenant enabled.

In this scenario, gather all the details for ESM tenants and users during planning and while
provisioning the provider and onboarding tenants in ArcSight Platform, make sure that you do
a one-to-one mapping of the ESM tenants and users with the ArcSight tenants and users.

Scenario 2: ArcSight ESM Is Already Integrated With Single
Tenant ArcSight Platform

You are upgrading an ArcSight Platform environment that is already integrated with ArcSight
ESM in Multi-tenant mode.

In this scenario, ArcSight ESM data and users are already imported into ArcSight Platform.
When you enabe Multi-tenancy in ArcSight Platform, all the imported ESM data and users will
be migrated to the default tenant. You must manually move these users from the default
tenant to their respective tenants, as they are structured in ArcSight ESM.

For example, if there are any customer user groups in ArcSight ESM, then they must be part of
the Provider in ArcSight Platform. For more information, see Move Users from a Provider to a

Example: Mapping ArcSight ESM Tenant Details with ArcSight
Platform Tenant Details

For example, the following table provides a mapping of an ArcSight Platform tenant when
ArcSight ESM has a provider named Provider X with 2 admin users and 3 tenants with 3 users
each. Note that the tenant name and user details are mapped in ArcSight Platform exactly as it
is in ArcSight ESM.
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ArcSight ESM Tenant Details = ArcSight Platform Tenant Details
Customer name: Customer X  Provider name: Customer X

Customer User Groups: Provider Users:

* userl@customerx.com * userl@customerx.com

* user2@customerx.com e user2@customerx.com

Tenant Name: Tenant 1
Tenant Users:

e tlul@tenantl.com
e tlu2@tenantl.com
e tlu3@tenantl.com

Tenant Name: Tenant 2
Tenant Users:

e t2ul@tenant2.com
e t2u2@tenant2.com
e t2u3@tenant2.com

Tenant Name: Tenant 3
Tenant Users:

e t3ul@tenant3.com
e t3u2@tenant3.com
¢ t3u3@tenant3.com

Tenant Name: Tenant 1
Tenant Users:

e tlul@tenantl.com
e tlu2@tenantl.com
e tlu3@tenantl.com

Tenant Name: Tenant 2
Tenant Users:

e t2ul@tenant2.com
e t2u2@tenant2.com
e t2u3@tenant2.com

Tenant Name: Tenant 3
Tenant Users:

e t3ul@tenant3.com

e t3u2@tenant3.com
e t3u3@tenant3.com

Chapter 2: Creating a Google Cloud Platform Deployment

This section explains how to set up your deployment architecture for ArcSight capabilities that
runs on the Google Cloud Platform (Google Cloud).

Any Google Cloud resources must belong to a project. Before deploying the ArcSight Suite on
Google Cloud, you must either select an existing project or create a new project. For the
detailed information of a specific project including Project name, Project ID, and Project
number, navigate to Google Cloud console Home > Dashboard > Project info.

The project for this deployment should already be created.

Checklist: Creating a Google Cloud Deployment

The complete process of deploying on Google Cloud includes the following broad steps. Each of
these steps is explained in the following sections. Most steps can be performed using either the
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Google Cloud Shell or through the Google Cloud CLI tool. We explain each method where

possible.

[ A The procedure given here applies to Google Cloud installations only.

Perform the tasks in the listed order.

Task

1. Complete the Planning Checklist

See

Checklist: Planning to Deploy the
Platform

. Review how ArcSight gets installed within Google
Cloud

Google Cloud Deployment Overview

3. Set up the global configurations

"Google Cloud Deployment Global
Configurations" on page 86

4. Ensure that SSL communication is enabled
between the deployed capabilities and the
ArcSight Database

0O 0 0

Securing External Communication with

. Prepare your Google Cloud deployment
environment

U

"Preparing the Google Cloud
Deployment Environment" on
page 86

. Set up a Google Cloud Virtual Network—Create
and configure the Google Cloud Virtual Private
Cloud

U

"Example command and output:" on
page 87

7. Set up a Google Cloud Virtual Network—Create the
subnets for public and private access

"Create the Subnets" on page 88

8. Set up a Google Cloud Virtual Network—Assign the
IP addresses for the NAT Gateway

"Example command and output:" on
page 90

9. Set up a Google Cloud Virtual Network—Create a
router and NAT Gateway

"Example command and output:" on
page 91

10. Set up a Google Cloud Virtual Network—Establish
firewall rules that will apply to all the subnets of
the VPC

O 0O 0 O

"Establishing Firewall Rules" on
page 92

11. Create a service account for deploying and
managing OMT

U

"Identity and Access Management
(IAM)" on page 95

12. Create a record set in Cloud DNS for a
private OTM installation

U

"Cloud DNS" on page 97

13. Prepare the GKE cluster where you will deploy
ArcSight capabilities

U

Checklist: Creating a Google Cloud Deployment

"Google Kubernetes Engine Cluster" on
page 99
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14. Configure the bastion—Review considerations for
user access

"Choose an Access Method" on
page 104

15. Configure the bastion—Use SSH keypair
authentication for access

"Creating the SSH Keypair" on
page 105

16. Configure the bastion—Choose the image name
to be used for your bastion instance

"Determining the Image" on page 106

17. Configure the bastion—Choose the type of host
to be used for your bastion instance

"Selecting a Bastion Hardware Instance
Type" on page 107

18. Configure the bastion—Create the bastion
instance

"Starting the Bastion Instance " on
page 107

O 0 00 0 O

19. Configure the bastion—Connect to the bastion
and install required tools

"Connecting to the Bastion and
Installing Software Packages " on
page 109

20. Ensure that you have the latest installation files

"Downloading Installation Tools and
Packages " on page 111

21. Create the file system—Create the file store

"Creating the Filestore" on page 112

22. Create the file system—Configure the folder
structure for OMT and the installed components

Configuring the Filestore for the

O 00 O

23. Install the ArcSight Database—Understand how
the database's communal storage works in Google
Bucket Storage

"Understanding Google Buckets " on
page 116

24, Install the ArcSight Database—Review
considerations for user access

"Choose an Access Method" on
page 118

25. Install the ArcSight Database—Use SSH keypair
authentication for access

"Creating the SSH Keypair" on
page 118

26. Install the ArcSight Database—Choose the image
name to be used

"Determining the Image" on page 119

o0 0 O

27. Install the ArcSight Database—Choose the type of
host to be used for your database instance

"Selecting an ArcSight Database
Hardware Instance Type" on
page 120

28. Install the ArcSight Database—Create the
database instance

"Starting the ArcSight Database
Instance " on page 120

29. Install the ArcSight Database—Configure the
database instance

"Configure the ArcSight Database
Instance" on page 122

30. Install the ArcSight Database—Install the
prerequisites on each database node

"Installation Prerequisites" on
page 126

o 0O 0 O

31. Install the ArcSight Database—Install and
configure the database

Checklist: Creating a Google Cloud Deployment

"Configure the ArcSight Database
Instance" on page 122
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U

32. (Conditional) If you plan to deploy Intelligence,
configure settings for Elasticsearch in Google
Cloud

Configuring Settings for Elasticsearch

33. Artifact registry—Create the artifact registry in
Google Cloud

"Create the Artifactory Registry" on
page 136

34. Artifact registry—Upload images to the artifact
registry

"Upload Product Images to the Artifact
Registry " on page 137

35. Install OMT—Connect to the OMT installation
interface

"Connecting to the OMT" on page 143

36. Install OMT—Install the OMT infrastructure

"Installing the OMT Infrastructure " on
page 141

0O 0 0 0 O

37. Ensure that you have secure, trusted
communication between pods within the
Kubernetes cluster and components outside of the
cluster

Securing External Communication with

U

38. Network load balancer—To manage incoming
traffic, create an internal network load balancer
(NLB)

"Creating the Network Load Balancer "
on page 150

39. Network load balancer—Configure the NLB that
you created

"Configuring the Network Load
Balancer " on page 150

40. Create and label the worker nodes, where
application processing takes place

"Labeling Google Cloud Worker Nodes'
on page 152

41. Deploy ArcSight capabilities—Deploy capabilities

"Deploying the ArcSight Capabilities"
on page 154

42. Deploy ArcSight capabilities—Configure the
deployed capabilities and Core functionality

"Configuring the Deployed
Capabilities" on page 158

43. Deploy ArcSight capabilities—Check the state of
the deployment

"Checking Deployment Status " on
page 163

44. Deploy ArcSight capabilities—\Verify successful
deployment

"Checking Cluster Status " on page 163

O 00 00 0 0

45. Deploy ArcSight capabilities—(Conditional) If you
deployed Intelligence or Recon, complete
additional tuning

Tuning Your Deployment for Recon or

U

46. Complete the setup for the database and Kafka
Scheduler

U

47. Enable logging for the application pods

Checklist: Creating a Google Cloud Deployment
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Understanding the Prerequisites for a Google Cloud
Deployment

To deploy ArcSight capabilities on Google Cloud, the user must have:

¢ An active Google Cloud subscription. Check the Create a Google Cloud project section here
to either create a new project, or choose an existing one.

For an existing project, information such as Project name, Project ID, and Project number
can be accessed by navigating to GCP Console Home > Dashboard > Project info.

¢ A properly configured user account to perform the installation with. Check the Ensure that
you have the required roles and Grant an IAM role sections here to see the current roles
or assign new ones to the user.

¢ The Google Cloud Command Line Interface (CLI). For installation instructions of the CLI, see
Install the gcloud CLI.

Note: Any Google Cloud command can be run from the Google Cloud shell unless specified
otherwise

* Set up Google Cloud storage. For information about Google Cloud buckets and their
configuration see Setting Up Google Cloud Storage.

e Optional - Set up bucket encryption. Google Cloud comes with server-side encryption
already set, but you can utilize a customized encryption option as well, as explained here.

Google Cloud Configuration Worksheet

The process of setting up a Google Cloud deployment environment will require configuration of
many Google Cloud resources. As a result, you will need convenient access to important details
of these resources, such as resource names, IP addresses, settings for Google Cloud entities,
and so on, which you will determine during the setup process.

For ease of reference, it's strongly recommended that you print out and use the Google Cloud
worksheet to record the details of your configuration. The procedures given here assume you
are using the worksheet for reference and will note when particular details should be recorded.

GCP Infrastructure Settings

Google Project ID

Google Project Name
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VPC Name
VPC CIDR

Load Balancer Private
IP name

Load Balancer Private

IP

NAT Router name
NAT GW name
NAT GW IP name
NAT GW IP

Service account

Name

Region

CIDR

DNS Records
DNS name

Zone Name

Kubernetes
GKE Cluster Name

Kubernetes Version

GKE Region/Zone

Kubernetes Engine CIDR
Ranges

Master CIDR Range This range must be a /28 bits mask

Cluster IPv4 CIDR This range needs to between a /9
and /21 bits mask

Services IPv4 CIDR This range needs to be between a
/16 and /27 bits mask
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GKE Worker Nodes Worker 1 Worker 2 Worker 3

IP Address

Artifactory Registry

Registry

Organization Name

FileStore
FileStore Name
FileStore IP
File Share name

Parent Folder Name

Bastion
Username
SSH Public key
Image Name
Image Project
Public IP

Private IP

Vertica
Username

SSH Public key

Image Name

Image Project

Public IP

Private IP

DB Admin

App Admin

Communal Storage
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Google Cloud Deployment Overview

Reference architecture

9 Virtual Private Cloud e Cloud NAT Private Subnet
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Components

The Google Cloud project comprises the following components:

¢ Public subnet: build for external-facing resources such as load balancers, the bastion node,
and Cloud NAT

* Private subnet: build for internal-facing resources such as GKE worker nodes and NFS
(FileStore)

¢ Bastion node: a node that sits in a public subnet and can be used to connect to resources
in a private subnet (such as Kubernetes, the database, and the storage resources). The
bastion node makes it possible to perform tasks such as: deployments, persistent volume
setup, database setup, upgrade procedures, and troubleshooting.
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e Kubernetes: open-source software that allows you to deploy and manage containerized
applications at scale

e ArcSight Suite: the suite product shipped and running in the form of Kubernetes-managed
containers

e Google Kubernetes Engine (GKE): a fully managed service provided by Google Cloud. Once
provisioned, the service is ready to work as a Kubernetes platform.

e Load Balancer: used to route traffic from external applications to internal applications
deployed on Kubernetes. Load balancers triggered from the Kubernetes service are capable
of discovering changes in the backend worker node, and always fit into the latest status of
the worker node pool.

e Cloud NAT: enables the connection from private subnet instances to the Internet or other
Google Cloud services, but prevents the Internet from initiating a connection with those
instances

* NFS (FileStore): a managed NFS service that stores data (such as attachments, certificates,
logs and search engine indexing). The storage is called Persistent Volume (PV) in
Kubernetes, and it's used by the Kubernetes containerized applications.

e Google Container Registry (GCR): a managed docker registry service that's secure,
scalable, and reliable. The SMA applications are shipped as container images, which are
stored in a GCR.

Inter-communication between components

The private subnet components (such as the Kubernetes cluster and the NFS storage
(FileStore)) communicate with public subnet components (such as load balancers and bastion
nodes). See "Architecture Security design considerations " on the next pagefor details.

The load balancer functions as the entry way for the external traffic. It's usually bound with the
site's ArcSight Suite URL (for example, https://arcsight-suite.gcp.opentext.com). Once
end-users open the URL in their browser or mobile app, and after DNS resolution, the load
balancer routes traffic from external applications to the private subnet applications.

Cluster management is achieved by connecting to the bastion node in the public subnet, and
then jumping to the private subnet. The bastion node in this scenario works as a Kubernetes
client, database client, or NFS (FileStore) client for operation purposes.

The applications reside inside the Kubernetes cluster in the private subnet, using NFS
(FileStore) as their Persistent Volume (which is also in the private subnet).

When the applications in the Kubernetes cluster need to connect to the Internet (for example,
when downloading docker images for upgrade or downloading a patch) the traffic goes via
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Cloud NAT to prevent the Internet from initiating a connection with the instances running
those applications.

Architecture Security design considerations

The network infrastructure with separate public and private subnets, provides an additional
layer of security, where:

Independent routing tables are configured for every private subnet to control the flow of traffic
from within or without the VPC

All OMT and ArcSight Suite components are located in the private subnet, with no direct
Internet access allowed

End-users and IT agents can only connect to specified ports (for example 443) for business
purposes, with a typical traffic path being:

User <> Load balancer (public subnet) <> GKE worker nodes (private subnet)

Only a limited number of users can access the bastion node, with a typical traffic path for
cluster management being:

DevOps engineer <-> Bastion node (public subnet) <> GKE cluster or NFS (FileStore)

The architecture design also takes into account performance balance against availability. The
worker nodes are distributed across multiple Availability Zones instead of regions, ensuring a
network latency between different Availability Zones of less than 1 millisecond in most cases.

Benefits of the Google Kubernetes Engine (GKE)

e Control plane nodes are no longer needed. The cluster has a guaranteed SLA provided by
Google Cloud.

e Worker Node groups are deployed by default, thus increasing the availability
e Cluster management operational costs are reduced thanks to the managed worker nodes

» Cloud native services are leveraged to ease the management experience and reduce
operational costs:

° The Google Container Registry (GCR) is used as the container image storage

° The Google FileStore is used as persistent storage for the ArcSight Suite
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Google Cloud Deployment Global Configurations

Applying global configurations will set the specified properties in your active configuration, so
that they won't need to be explicitly included in commands executed afterward.

1. Set the project ID by executing the following command:
gcloud config set project <PROJECT_ID>

Where:

<PROJECT_ID> is the ID related to the project that you will be using. To retrieve the
<PROJECT_ID> through the CLI, execute the following command:

gcloud projects list --filter='name:<PROJECT_NAME>' --format json | jq -r
.[].projectld

Example:

gcloud projects list --filter="name:MyProject-Nonprod" --format json | jq
-r .[].projectld

2. Set the region by executing the following command:
gcloud config set compute/region <REGION_NAME>

Where:

<REGION_NAME> is the region where the cluster is going to be deployed. To get the list of
existing regions run the following command:

gcloud compute regions list

[ Remember to note down all incumbent configuration values in your Google Cloud worksheet

Preparing the Google Cloud Deployment Environment

The tasks involved to prepare your Google Cloud environment are included in this section.
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(

ﬂ Note: Before the deployment can be implemented, a planning session between, among others,
your company's Security Admin, Kubernetes Cluster Admin, Cloud Admin and Network Admin
must take place to define IP ranges to be assigned, naming nomenclature for the resources (such
as cluster names, type of machine to use for nodes, etc.).

The values and names defined in the planning meeting will be needed all through the
infrastructure creation and product installation, and must be documented in the Google Cloud
worksheet.

Setting Up a Google Cloud Virtual Network

The section prepares your Google Cloud virtual network.

Create the Virtual Private Cloud

An VPC is a virtual network. For more information, see Google VPC.

Creating the VPC
To create the VPC in the Google CLI, run the following command:

gcloud compute networks create <Network Name> --bgp-routing-mode=<BGP_
ROUTING_MODE> --description=<DESCRIPTION> --<mtu>=<MTU> --subnet-
mode=<SUBNET_MODE>

Where:
<Network_Name> is the name you're assigning to the VPC network

<mtu> represents the maximum transmission unit (MTU), that is, the largest packet size of the
network. MTU can be set to any value from 1300 to 8896. The default is 1460.

<BGP_ROUTING_MODE> is the BGP routing mode of your network (either REGIONAL or GLOBAL,
with the default being REGIONAL)

<SUBNET_MODE> is the subnet mode of the network (either auto or custom, with the default
being auto)

<DESCRIPTION> is an optional description of the network

Example command and output:

gcloud compute networks create gcp-arcsight-test --project=security-arcsight-
nonprod --subnet-mode=custom --mtu=1460 --bgp-routing-mode=regional --
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description="This is the GCP testing vpc, the range for this VPC are
10.1.0.0/16"

Created [https://www.googleapis.com/compute/vl/projects/security-arcsight-
nonprod/global/networks/gcp-arcsight-test].

NAME: gcp-arcsight-test

SUBNET_MODE: CUSTOM

BGP_ROUTING_MODE: REGIONAL

IPV4A_RANGE:

GATEWAY_IPVA4:

Instances on this network will not be reachable until firewall rules
are created. As an example, you can allow all internal traffic between
instances as well as SSH, RDP, and ICMP by running:

$ gcloud compute firewall-rules create <FIREWALL_ NAME> --network gcp-
arcsight-test --allow tcp,udp,icmp --source-ranges <IP_RANGE>

$ gcloud compute firewall-rules create <FIREWALL_NAME> --network gcp-
arcsight-test --allow tcp:22,tcp:3389,icmp

[ Remember to note down all incumbent configuration values in your Google Cloud worksheet

Create the Subnets

In this section, you will create the subnets for Management (public access) and the Google
Kubernetes Engine Workers (private access).
(

When creating the subnets make sure that the IP ranges don't overlap with other subnets on
other VPCs, since this would prevent VPC peering.

The name of the subnet must be unique, excluding names already assigned to subnets of any
other VPC.

L

To create a subnet you would need to run the following command:

gcloud compute networks subnets create <SUBNET_NAME> --network=<VPC_NETWORK_
NAME> --range=<RANGE> --enable-private-ip-google-access --stack-type=IPV4_
ONLY

Where:
<SUBNET_NAME> is the unique name chosen for the subnet

<VPC_NETWORK_NAME> is the name assigned to the VPC when created (see "Example command
and output:" on the previous page or retrieve the name from your Google Cloud worksheet)

<RANGE> is the IP space allocated to this subnet in CIDR format.
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<stack-type> is the stack type for the default network interface. It must be assigned a value
of IPV4_ONLY.

Example command for a Management Subnet:

gcloud compute networks subnets create management-subnet --project=security-
arcsight-nonprod --network=gcp-arcsight-test --range=10.1.49.0/24 --enable-
private-ip-google-access --stack-type=IPV4 ONLY

Example command for a Private Subnet (workers):
gcloud compute networks subnets create private-subnet --project=security-

arcsight-nonprod --network=gcp-arcsight-test --range=10.1.1.0/24 --enable-
private-ip-google-access --stack-type=IPV4 ONLY

[ Remember to note down all incumbent configuration values in your Google Cloud worksheet

Reserve the IP Addresses

A Google Cloud deployment requires one public IP address for the NAT Gateway.

The following command reserves one or multiple IP addresses:
gcloud compute addresses create <NAME1> <NAME2>

Where:

<NAME1> <NAME2> are the names of the addresses to be created (using a single <NAME> will
create a single IP with the command)

In the following example command and output, two IP addresses are created with a single
command:

gcloud compute addresses create gcp-arcsight-test-nat-ip --region=us-centrall

Created [https://www.googleapis.com/compute/vl/projects/security-arcsight-
nonprod/regions/us-centrall/addresses/gcp-arcsight-test-nat-ip].

Obtain detailed information for the Google Cloud worksheet

Once the IPs have been created, run the following command for each of them to obtain
detailed information about them:

gcloud compute addresses describe <NAME>
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Example command and output:

gcloud compute addresses describe gcp-arcsight-test-nat-ip

address: 34.122.212.89

addressType: EXTERNAL

creationTimestamp: '2023-07-21T10:38:15.973-07:00'"

description: "'

id: '4798166161442700392"

kind: compute#address

labelFingerprint: 42WmSpB8rSM=

name: gcp-arcsight-test-nat-ip

networkTier: PREMIUM

region: https://www.googleapis.com/compute/vl/projects/security-arcsight-
nonprod/regions/us-centrall

selflLink: https://www.googleapis.com/compute/vl/projects/security-arcsight-
nonprod/regions/us-centrall/addresses/gcp-arcsight-test-nat-ip

status: IN_USE

users:

- https://www.googleapis.com/compute/vl/projects/security-arcsight-
nonprod/regions/us-centrall/routers/gcp-arcsight-test-router

[ Remember to note down all incumbent configuration values in your Google Cloud worksheet

Creating a Cloud Router and a Cloud NAT Gateway

For VMs in subnets that have no public IP address, the Cloud Router and Cloud NAT Gateway
will be the only route of access to the Internet for updates, etc.

Cloud Router

The Cloud Router will supply dynamic routing to VPN tunnels. Execute the following command
to create the router:

gcloud compute routers create <NAME> --network=<NETWORK> --
description=<DESCRIPTION>

Where:
<NAME> is the name of the router to be created
<NETWORK?> is the network for the router

<DESCRIPTION> is an optional description of the router
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Example command and output:

gcloud compute routers create gcp-arcsight-test-router --network=gcp-
arcsight-test --description="This is the router that will allow the Private
Subnet to access the internet™

Creating router [gcp-arcsight-test-router]...done.
NAME REGION NETWORK
gcp-arcsight-test-router us-centrall gcp-arcsight-test-vpc

NAT Gateway

The following command will automatically allocate the necessary external IP addresses to
provide NAT services to the global region.

gcloud compute routers nats create <NAME> --router=<ROUTER> --nat-external-
ip-pool=<IP_ADDRESS, [IP_ADDRESS,..]> --nat-all-subnet-ip-ranges

Where:

<NAME > is the name of the NAT to be created

<ROUTER> is the Router to use for NAT

<IP_ADDRESS, [IP_ADDRESS,..]> are the external IP addresses to use for cloud NAT

--nat-all-subnet-ip-ranges is the setting to allow all IP ranges of all subnets in the region
to use NAT (this includes primary and secondary ranges)

Example command and output:

gcloud compute routers nats create gcp-arcsight-test-nat --router=gcp-
arcsight-test-router --nat-external-ip-pool=gcp-arcsight-test-nat-ip --nat-
all-subnet-ip-ranges

Creating NAT [gcp-arcsight-test-nat] in router [gcp-arcsight-test-
router]...done.

[ Remember to note down all incumbent configuration values in your Google Cloud worksheet

Example command and output: Page 91 of 832



Administrator's Guide for the ArcSight Platform (Google Cloud)

Establishing Firewall Rules

Please check the "Understanding Firewall Ports for the ArcSight Platform " on page 41page to

verify which ports need to be open on the firewall.

The firewall rules configured here will apply to all the subnets of the VPC, allowing or denying
incoming or outgoing traffic, depending on your needs. For more information about rules see
Use VPC firewall rules.

The command to create a rule is:

gcloud compute firewall-rules create <Rule_Name> -- --
description="<Description>" --direction=INGRESS --priority=<PRIORITY> --
network=<VPC_NETWORK_NAME> --action=ALLOW --rules=<PROTOCOL:PORT> --source-
ranges=<SOURCE_IP_RANGE> --destination-ranges=<DESTINATION_IP_RANGE>

Where:
<Rule_Name> is the name of the firewall rule to be created
<DESCRIPTION> is an optional description of the rule

--direction can be either INGRESS, EGRESS, IN or OUT. If it's not specified, the default is to
apply to incoming traffic only.

<PRIORITY> with an assumed value assumed of 1000 when not specified, it can be set as an
integer between 0 and 65535.

<VPC_NETWORK_NAME> is the network to which this rule is attached

--action is either ALLOW or DENY the matching traffic. This is the action to be accomplished
by the firewall rule

<PROTOCOL : PORT> is a list of protocols and ports which traffic will be controlled by the firewall
rule

<SOURCE_IP_RANGE> is a list of IP address blocks allowed to make inbound connections to the
instances on the network (as long as they match the firewall rule)

<DESTINATION_IP_RANGE> for traffic that has destination IP addresses listed here, the firewall
rule will be applied

Management Subnet Setup: SSH and HTTP/HTTPS ports

The Management Subnet requires an SSH port open to the IP address ranges your deployment
allows.
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In the following example the SSH port is being open to all IP addresses (with the --source-
ranges argument).

#0pen SSH ports from the Internet to Management Subnet

gcloud compute --project=security-arcsight-nonprod firewall-rules create
bastion-ssh --description="Allows SSH communication to the Management Subnet"
--direction=INGRESS --priority=1010 --network=gcp-arcsight-test --
action=ALLOW --rules=tcp:22 --source-ranges=0.0.0.0/0 --destination-
ranges=10.49.0.0/24

Using instead a list of comma separated IP ranges would limit the number of IP addresses
allowed to make inbound connections, as in the next example:

#0pen SSH ports from specific IPs to Management Subnet

gcloud compute --project=security-arcsight-nonprod firewall-rules create
bastion-ssh --description="Allows SSH communication to the Management Subnet"
--direction=INGRESS --priority=1010 --network=gcp-arcsight-test --
action=ALLOW --rules=22 --source-ranges=1.1.1.1/32,2.2.2.0/24 --destination-
ranges=10.49.0.0/24

While working from the bastion you will need to connect to various resources on the internet.
Protocols and description for ports are shown in the following table

Port Protocol Allowed CIDR Description
80 TCP 0.0.0.0/0 HTTP
443 TCP 0.0.0.0/0 HTTPS

In the following example HTTP and HTTPS ports are open for the Management Subnet:

#0pen HTTP and HTTPS ports from Management Subnet to the Internet

gcloud compute --project=security-arcsight-nonprod firewall-rules create
bastion --description="Allows access from the Management Subnet to internet
on HTTP and HTTPS ports" --direction=EGRESS --priority=2000 --network=gcp-
arcsight-test --action=ALLOW --rules=tcp:80,tcp:443 --source-
ranges=10.49.0.0/24 --destination-ranges=0.0.0.0/0

Private Subnet Setup: own ports, SSH and HTTP/HTTPS ports

The Private Subnet requires rules to communicate with: its own ports, the Management
Subnet (through SSH) and internet resources (HTTP/HTTPS).

Communicating between all nodes on the private subnet requires an ingress rule enabling all
communication coming from the same IP range (--source-ranges and --destination-
ranges). For example:
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#0pen ports from and to Private Subnet to Private Subnet

gcloud compute --project=security-arcsight-nonprod firewall-rules create
private-to-private-ingress --description="Allows communication on all ports
between nodes within Private Subnets" --direction=INGRESS --priority=1010 --
network=gcp-arcsight-test --action=ALLOW --rules=all --source-
ranges=10.1.0.0/24 --destination-ranges=10.1.0.0/24

In the following example the SSH port is being open to allow communication between the
Management Subnet and the Private Subnet:

#0pen SSH ports from Management Subnet to the Private Subnet

gcloud compute --project=security-arcsight-nonprod firewall-rules create
bastion-ssh --description="Allows SSH communication to the Management Subnet"
--direction=INGRESS --priority=1010 --network=gcp-arcsight-test --
action=ALLOW --rules=tcp:22 --source-ranges=10.49.0.0/24 --destination-
ranges=10.1.0.0/24

For retrieving external resources (such as for product images from the ECR, OS updates, OMT,
and similar files), internal resources (those inside the private subnet) need to be able to
connect to the internet using HTTP/HTTPS. For example:

#0pen HTTP and HTTPS ports from Private Subnet to the Internet

gcloud compute --project=security-arcsight-nonprod firewall-rules create
arcsight-suite-private-private-egress --description="Allows access from the
Private Subnets to internet on HTTP and HTTPS ports" --direction=EGRESS --
priority=2010 --network=gcp-arcsight-test --action=ALLOW --
rules=tcp:80,tcp:443 --source-ranges=10.1.0.0/24 --destination-
ranges=0.0.0.0/0

Block all other communication attempts

An explicit deny rule to block all non-allowed communication must be created for both
subnets, as in the example below:

#Creates an explicit rule that denies all non allowed inbound communication
to the Management and Private subnet

gcloud compute --project=security-arcsight-nonprod firewall-rules create
deny-all-ingress --description="Deny all non allow ingress communication to
the Private and Management network" --direction=INGRESS --priority=65535 --
network=gcp-arcsight-test --action=DENY --rules=all --source-ranges=0.0.0.0/0
--destination-ranges=10.1.0.0/24,10.49.0.0/24

[ Remember to note down all incumbent configuration values in your Google Cloud worksheet
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Identity and Access Management (IAM)

To deploy OMT and the suite on Google Cloud, the following account and resources must be
prepared with the required permissions.

predefined roles reference.

[ ﬂ On Google Cloud, permissions change with roles. For more information see IAM basic and

Create a new service account and assign the required permissions to it:

gcloud iam service-accounts create <NAME> --description=<DESCRIPTION> --
display-name=<DISPLAY_NAME>

Where:

<NAME> is the internal name of the new service account. The identifier of the new service
account, which must be used for any subsequent commands, will be the email address
contained in the result of the command.

<DESCRIPTION> is an optional description of the account

<DISPLAY_NAME> is the name to display for the account, that is, the portion before the @ in the
email address that identifies the account

For example:

gcloud iam service-accounts create gcp-arcsight-test-sa
--description="Service account configured with permissions to be used while
deploying ArcSight on GCP"

--display-name="gcp-arcsight-test-sa"

The new service account will require to be assigned the following permissions:

e Compute Admin
e Compute Storage Admin

Editor

Kubernetes Engine Admin

Service Account Token Creator

The command to grant permissions is:

gcloud projects add-iam-policy-binding <PROJECT_ID> --member=<PRINCIPAL> --
role=<ROLE>

Where:

<PROJECT_ID> is the ID or the name related to the project that you will be using
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<PRINCIPAL> is the service account that will be granted the permission

<ROLE> is the role or permission that is being granted by executing the command

The following examples grant each of the permissions listed above to the service account:

The Compute Admin permission:

gcloud projects add-iam-policy-binding security-arcsight-nonprod
--member="serviceAccount:gcp-arcsight-test-sa@security-arcsight-
nonprod.iam.gserviceaccount.com"

--role="roles/compute.admin”

The Compute Storage Admin permission:

gcloud projects add-iam-policy-binding security-arcsight-nonprod
--member="serviceAccount:gcp-arcsight-test-sa@security-arcsight-
nonprod.iam.gserviceaccount.com"
--role="roles/compute.storageAdmin"

The Editor permission:

gcloud projects add-iam-policy-binding security-arcsight-nonprod
--member="serviceAccount:gcp-arcsight-test-sa@security-arcsight-
nonprod.iam.gserviceaccount.com"

--role="roles/editor"

The Kubernetes Engine Admin permission:

gcloud projects add-iam-policy-binding security-arcsight-nonprod
--member="serviceAccount:gcp-arcsight-test-sa@security-arcsight-
nonprod.iam.gserviceaccount.com"

--role="roles/container.admin"

The Service Account Token Creator permission:

gcloud projects add-iam-policy-binding security-arcsight-nonprod
--member="serviceAccount:gcp-arcsight-test-sa@security-arcsight-
nonprod.iam.gserviceaccount.com"
--role="roles/iam.serviceAccountTokenCreator"

[ Remember to note down all incumbent configuration values in your Google Cloud worksheet

Identity and Access Management (IAM)
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Cloud DNS

Cloud DNS is a serving from Google that contains everything needed to register, manage, and
serve domains. It's characterized by its reliability, resiliency, and low-latency.

This section describes how to create a private OMT installation, and the OMT management
portal, as well as how to reconfigure a suite with the Cloud DNS.

A Your own business requirements might dictate a secure configuration different than the one
described here.

DNS records are organized in zones within the Cloud DNS. A zone is analogous to a traditional
DNS zone file: it represents a collection of records that can be managed together, belonging to
a single parent domain name. All resource record sets within a zone must have the zone's
domain name as a suffix.

In this section you will select a private zone (which must have been previously created by a
Google Cloud administrator), and create the corresponding record set.

registrar might be required in order to delegate DNS resolution appropriately. From the Google

ﬂ Important: Depending on your specific needs, additional configuration steps with your domain
Cloud console, you can click on the Registrar Setup button for further details and information.

Selecting an existing private DNS zone and creating a record set using the Google Cloud CLI:

1. Run the following command to select private hosted zones:
gcloud dns managed-zones list
Example output:

NAME: gcp-arcsight-dev-dns-zone

DNS_NAME: gcp.arcsight-dev.com.

DESCRIPTION: private DNS Zone deployed for ArcSight Products
VISIBILITY: private

2. Choose the DNS_NAME of one of the private DNS zones. From the output above, we'll use
gcp.arcsight-dev.com.

Record the chosen private hosted zone name and ID in the Google Cloud worksheet under
Hosted zone name and Hosted zone Id respectively.

3. Choose a subdomain in the selected private hosted zone. For our example, we will use
gcp_demo. Combining the subdomain and hosted zone name with a final period will give us
the complete DNS name where our new cluster will be accessible:
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gcp_demo.gcp.arcsight-dev.com.

4. The private subnet must contain a reserved internal IP address to be used by both the load
balancer and the private DNS record to redirect the traffic to the load balancer. Run the
following command to reserve the Internal IP address:

gcloud compute addresses create <NAME> --addresses=<IP_ADDRESS> --
region=<REGION> --subnet=<SUBNET_NAME> --purpose=SHARED_ LOADBALANCER_VIP

Where:
<NAME> is the name of the private IP address
<IP_ADDRESS> the IP address being reserved

<REGION> the region selected for the project, see "Google Cloud Deployment Global
Configurations" on page 86

<SUBNET_NAME> the name of the subnet that contains the IP address
Example output:
gcloud compute addresses create gcp-arcsight-test-1b-ip --

addresses=10.1.0.100 --region=us-centrall --subnet=private-subnet --
purpose=SHARED LOADBALANCER_VIP

5. Create an A record set on your private DNS Zone and associate it with an external IP by
executing this command:

gcloud dns record-sets create <DNS_NAME> --zone=<ZONE> --type=<TYPE> --
ttl=<TTL> rrdatas=<RRDATAS>

Where:
<DNS_NAME> is the DNS name determined in step 3

<ZONE> is the name of the zone whose record sets you want to manage (see the NAME in
the output in step 1)

<TYPE> is the DNS record type of the record-set (A, AAAA, MX, etc.). In this case, the type
must be "A".

<TTL> is the time to live for the record-set

<RRDATAS> is the DNS data of the record-set (as in Address, CNAME, MX information)
For example:

gcloud dns record-sets create gcp_demo.gcp.arcsight-dev.com. --
zone="gcp-arcsight-dev-dns-zone" --type="A" --ttl="300" --
rrdatas="10.1.0.100"

6. Verify that the creation process finished successfully by running the following command:
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gcloud dns record-sets list --zone <ZONE>

Where:

<ZONE> is the name of the zone whose record sets you want to manage (see the NAME in
the output in step 1)

Example output:

NAME TYPE TTL DATA
NAME: gcp.arcsight-dev.com.

TYPE: NS

TTL: 21600

DATA: ns-gcp-private.googledomains.com.

NAME: internal.arcsight-suite.com.

TYPE: SOA

TTL: 21600

DATA: ns-gcp-private.googledomains.com. cloud-dns-hostmaster.google.com.
1 21600 3600 259200 300

NAME: gcp_demo.gcp.arcsight-dev.com.
TYPE: A

TTL: 300

DATA: 10.1.0.100

[ Remember to note down all incumbent configuration values in your Google Cloud worksheet
Google Kubernetes Engine Cluster

Cloud, check the Hybrid Cloud Support page of the Technical Requirements for ArcSight Platform

24.2.

[ ﬂ To determine the Kubernetes version to use when deploying the ArcSight Platform to Google

Upon the successful completion of this procedure, you will have a properly configured GKE
Cluster, where the container images can be deployed in order to obtain the desired ArcSight
Capabilities (such as Transformation Hub).

(

ﬂ Note: Provisioning your GKE cluster for ArcSight can be a challenging task given all the options
and configurations that need to be considered. Check the Google Cloud documentation for:

gcloud container clusters create

as this command has a lot of different options.
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NodePort will not work, see Limitations.

[A The dataplane-v2 option must be DISABLED (default setting). If set to enable, the cluster's

Provision a GKE Cluster with Google Cloud commands

ﬂ If your deployment requires enabling the pod logs, check Configuring Cloud Operations for GKE
for information on how to enable the available logs.

The command below is provided as guidance, with the mandatory settings listed and/or given
values. The rest of the variables (values indicated between angle brackets) will need to be
replaced with the values corresponding to your deployment before executing the command.

gcloud container clusters create "<CLUSTER_NAME>" \
--project "<PROJECT_ID>" \

--zone "<REGION>" \

--no-enable-basic-auth \

--cluster-version "<GKE_VERSION>" \
--release-channel "None" \

--machine-type "<VM_TYPE>" \

--image-type "UBUNTU_CONTAINERD" \

--disk-type "pd-balanced" \

--disk-size "100" \

--node-labels Worker=1label,role=1loadbalancer,node.type=worker,<NODE_LABELS> \
--metadata disable-legacy-endpoints=true \
--service-account "<SERVICE_ACCOUNT>" \

--num-nodes "1" \

--logging=NONE \

--monitoring=NONE \

--enable-private-nodes \

--enable-private-endpoint \

--master-ipv4-cidr "<MASTER CIDR RANGE>" \
--enable-master-global-access \

--enable-ip-alias \

--network "<VPC_NAME>" \

--subnetwork "<PRIVATE SUBNET>" \
--no-enable-intra-node-visibility \
--default-max-pods-per-node "110" \
--enable-master-authorized-networks \
--master-authorized-networks <MANAGEMENT_SUBNET_CIDR> \
--addons
HorizontalPodAutoscaling,HttpLoadBalancing,NodeLocalDNS,GcePersistentDiskCsiD
river \

--no-enable-autoupgrade \

--no-enable-autorepair \

--max-surge-upgrade 1 \
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--max-unavailable-upgrade 0 \
--no-enable-managed-prometheus \
--enable-shielded-nodes \
--enable-14-ilb-subsetting \

--node-locations "<ZONE_1>","<ZONE_2>","<ZONE_3>"

Where:

<CLUSTER_NAME> is the value decided upon during the deployment planning meeting (check
the Google Cloud worksheet)

<GKE_VERSION> is the Google Kubernetes Engine (GKE) current version. To obtain a list, run the
following command and select the latest supported available version:

gcloud container get-server-config --flatten="channels" --
filter="channels.channel=STABLE" \
--format="yaml(channels.channel,channels.validVersions)"

<VM_TYPE> is the type of machine to use for nodes. The default is e2-medium. The list of
predefined machine types is available using the following command:

gcloud compute machine-types list

<NODE_LABELS> are the worker nodes labels, see "Understanding Labels and Pods" on
page 354

<SERVICE_ACCOUNT> is the Google Cloud service account to be used by the node VMs (check
the Google Cloud worksheet)

<MASTER_CIDR_RANGE> is the IPv4 CIDR range to use for the master network. This should have
a /28 netmask size. Add this value to the Google Cloud worksheet.

<MANAGEMENT_SUBNET_CIDR> is the Management subnet CIDR created for this deployment
(check the Google Cloud worksheet)

<ZONE_X>: is the cluster compute zone (for example, us-centrall-a). The value set here
overrides the default compute zone property value for this command invocation.
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--no-enable-autoupgrade: disables the autoupgrade feature, since an upgrade procedure
needs to be followed in order to prevent data loss when replacing the worker nodes.

--enable-14-ilb-subsetting: enables the creation of the internal load balancer. If not set,
the load balancer will not be created properly.

Example command:

gcloud beta container \

--project "security-arcsight-nonprod" clusters create "gcp-arcsight-test-gke"
\

--region "us-centrall" \

--no-enable-basic-auth \

--cluster-version "1.26.5-gke.2700" \

--release-channel "None" \

--machine-type "n2-standard-8" \

--image-type "UBUNTU_CONTAINERD" \

--disk-type "pd-balanced" \

--disk-size "100" \

--node-labels fusion=yes,zk=yes,role=loadbalancer,intelligence-
datanode=yes,node.type=worker, kafka=yes,th-platform=yes,Worker=1abel,th-
processing=yes,intelligence-spark=yes \

--metadata disable-legacy-endpoints=true \

--service-account "gcp-arcsight-test-sa@security-arcsight-
nonprod.iam.gserviceaccount.com" \

--max-pods-per-node "110" \

--num-nodes "1" \

--logging=SYSTEM,WORKLOAD \

--monitoring=SYSTEM \

--enable-private-nodes \

--enable-private-endpoint \

--master-ipv4-cidr "192.168.16.0/28" \

--enable-ip-alias \

--network "projects/security-arcsight-nonprod/global/networks/gcp-arcsight-
test-vpc" \

--subnetwork "projects/security-arcsight-nonprod/regions/us-
centrall/subnetworks/private-subnet" \

--cluster-ipv4-cidr "192.168.0.0/21" \

--services-ipv4-cidr "192.168.8.0/21" \
--no-enable-intra-node-visibility \

--default-max-pods-per-node "110" \

--security-posture=standard \
--workload-vulnerability-scanning=disabled \
--enable-master-authorized-networks \

--master-authorized-networks 10.49.0.0/24 \

--addons
HorizontalPodAutoscaling,HttpLoadBalancing,GcePersistentDiskCsiDriver \
--no-enable-autoupgrade \
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--no-enable-autorepair \

--max-surge-upgrade 1 \

--max-unavailable-upgrade 0 \

--no-enable-managed-prometheus \

--enable-shielded-nodes \

--enable-14-ilb-subsetting \

--node-locations "us-centrall-a","us-centrall-b","us-centrall-c"

The previous command creates a cluster with the following characteristics:

e A Standard cluster mode
e A1.26.5-gke.1400 cluster version
e The cluster's control plane and nodes are located the us-centrall region

e This cluster doesn't have a public IP address, so it can only be accessed from CIDR ranges
configured on the master-authorized-networks (in this case, the VMs in the Management
CIDR Range)

e This cluster uses a n2-standard-16 type of machine, designed for a Medium Workload in a
setup that doesn't include the Intelligence capability. Refer to the Technical Requirements
for ArcSight Platform 24.2 for node VM sizing information.

e The master-ipv4-cidris 10.2.0.0/28. This value must be verified to make sure it doesn't
collide with another subnet

» At least one node is being configured on each zone ("us-centrall-a", "us-centrall-b",
"us-centrall-c") for the default node pool

e The image-type of the default node pool is "UBUNTU_CONTAINERD" (this is a mandatory
value for the deployment)

e Uses the --node-1labels option to add the labels for all the ArcSight Suite Capabilities,
except the intelligence-namenode, as this label can only be assigned to 1 node

Remember to note down all incumbent configuration values in your Google Cloud worksheet

A In case the bastion gets corrupted or goes down, connecting to the GKE nodes would be possible
by using the SSH keys from the cloud shell. If you require to access the worker nodes via SSH, use
this information.

GKE firewall rule

The recently created GKE requires a firewall rule (see "Establishing Firewall Rules" on page 92)
to allow communication on all ports between the private network and the GKE's internal
CIDRs.

To obtain the GKE's internal CIDRs run the following command:
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gcloud container clusters describe <CLUSTER_NAME> --zone <REGION> | grep -e
clusterIpv4CidrBlock -e servicesIpv4CidrBlock -e masterIpv4CidrBlock

Where:

<CLUSTER_NAME> is the value decided upon during the deployment planning meeting (check
the Google Cloudworksheet)

Example command and output:

gcloud container clusters describe th-infra-gke --zone us-centrall-a | grep -
e clusterIpv4CidrBlock -e servicesIpv4CidrBlock -e masterIpv4CidrBlock

clusterIpv4CidrBlock: 172.16.0.0/20
servicesIpv4CidrBlock: 172.16.16.0/22
masterIpv4CidrBlock: 172.16.20.0/28

Creating and Configuring the Bastion

The bastion is the dedicated host which provides secure access to Linux instances located in
the private and public subnets of your virtual private cloud (VPC). The bastion host must be
located in the management subnet you created earlier. In this section, you will configure the
bastion for your deployment environment.

Choose an Access Method

set up. Refer to the Google documentation to check all the VM access options.

[ ﬂ Note: This choice depends on the company policy and how the Google Cloud project has been

The following are considerations to be kept in mind when deciding on the access method:
e |f there are other Linux virtual machine instances running on Google Cloud, you might need
to share or restrict their user or application access to your VMs

e |f user access to your Linux VM instances must be managed, you can use one of the
following methods:

°© OS Login
° Metadata SSH keys management
° Temporarily user access granted to an instance

For this deployment example, the chosen method is SSH keys.
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Creating the SSH Keypair

In order to connect to and perform tasks on the bastion, you will use SSH with keypair
authentication. In this section, you will create a key pair and store its private value and
fingerprint to local files.

separate keypair for the bastion and for worker nodes. In that case, follow the steps described

ﬂ The SSH keypair will be used later for instantiating worker nodes. Optionally, you can create a
here, and give each keypair a distinct name.

If you connect to your VMs using the Google Cloud console or the Google Cloud CLI, the
Compute Engine creates the SSH keys on your behalf. For more information on how Compute
Engine configures and stores keys, please check the Google Cloud documentation.

If you connect to your VMs using third party tools or OpenSSH, you will need to add a key to
your VM before you can connect. If you don't have an SSH key already, you must create one.
VMs accept the key formats listed in the sshd_config file (located in the /etc/ssh/ directory).

Keypair creation with ssh-keygen

There are several options on how to generate the SSH key,. The following is an example of how
to generate one using the ssh-keygen tool, which saves your private key file to <KEY_
FILENAME>, and your public key file to <KEY_FILENAME>.pub in the path specified when running
the command.

1. Open a terminal and use the ssh-keygen command with the -C flag to create a new SSH
key pair.

ssh-keygen -t rsa -f ~/.ssh/<KEY_FILENAME> -C <USERNAME> -b 2048

Where:
<KEY_FILENAME> is the name for your SSH key file
<USERNAME> your username on the VM. For example, arcsight_user.

For example, a <KEY_FILENAME> of my-ssh-key would generate a private key file named
my-ssh-key and a public key file named my-ssh-key. pub.

For Linux VMs, the <USERNAME> can't be root, unless the VM has been set to allow root
login.

2. Once the SSH key has been generated, execute the following command:
cat ~/.ssh/<KEY_FILENAME>.pub

And document the output on the Google Cloud worksheet.
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Determining the Image

Determine the image name that will be used for your bastion instance. An OS image and its
corresponding name can be selected from Images under Compute Engine > Storage > Images.

You can also get new image name by running OS-based commands:

gcloud compute images list --filter=family:rocky-linux-8-optimized-gcp --

show-deprecated
Example output:

NAME

DEPRECATED STATUS
rocky-linux-8-optimized-gcp-arm64-v20220714
8-optimized-gcp-arm64 DEPRECATED READY
rocky-linux-8-optimized-gcp-arm64-v20220719
8-optimized-gcp-arm64 DEPRECATED READY
rocky-linux-8-optimized-gcp-arm64-v20220822
8-optimized-gcp-arm64 DEPRECATED READY
rocky-linux-8-optimized-gcp-arm64-v20220920
8-optimized-gcp-arm64 DEPRECATED READY
rocky-linux-8-optimized-gcp-arm64-v20221102
8-optimized-gcp-arm64 DEPRECATED READY
rocky-linux-8-optimized-gcp-arm64-v20221206
8-optimized-gcp-arm64 DEPRECATED READY
rocky-linux-8-optimized-gcp-arm64-v20230202
8-optimized-gcp-arm64 DEPRECATED READY
rocky-linux-8-optimized-gcp-arm64-v20230306
8-optimized-gcp-arm64 DEPRECATED READY
rocky-linux-8-optimized-gcp-arm64-v20230411
8-optimized-gcp-arm64 DEPRECATED READY
rocky-linux-8-optimized-gcp-arm64-v20230509
8-optimized-gcp-arm64 DEPRECATED READY
rocky-linux-8-optimized-gcp-arm64-v20230615
8-optimized-gcp-arm64 DEPRECATED READY
rocky-linux-8-optimized-gcp-arm64-v20230711
8-optimized-gcp-arm64 READY
rocky-linux-8-optimized-gcp-v20220712
8-optimized-gcp DEPRECATED READY
rocky-linux-8-optimized-gcp-v20220719
8-optimized-gcp DEPRECATED READY
rocky-linux-8-optimized-gcp-v20220822
8-optimized-gcp DEPRECATED READY
rocky-linux-8-optimized-gcp-v20220920
8-optimized-gcp DEPRECATED READY
rocky-linux-8-optimized-gcp-v20221102

Creating and Configuring the Bastion

PROJECT

rocky-linux-cloud
rocky-1linux-cloud
rocky-linux-cloud
rocky-1linux-cloud
rocky-linux-cloud
rocky-1linux-cloud
rocky-linux-cloud
rocky-1linux-cloud
rocky-linux-cloud
rocky-1linux-cloud
rocky-linux-cloud
rocky-1linux-cloud
rocky-linux-cloud
rocky-1linux-cloud
rocky-linux-cloud
rocky-1linux-cloud

rocky-linux-cloud

FAMILY

rocky-linux-
rocky-linux-
rocky-linux-
rocky-linux-
rocky-linux-
rocky-linux-
rocky-linux-
rocky-linux-
rocky-linux-
rocky-linux-
rocky-linux-
rocky-linux-
rocky-linux-
rocky-linux-
rocky-linux-
rocky-linux-

rocky-linux-
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8-optimized-gcp DEPRECATED READY
rocky-linux-8-optimized-gcp-v20221206 rocky-linux-cloud rocky-linux-
8-optimized-gcp DEPRECATED READY
rocky-linux-8-optimized-gcp-v20230202 rocky-linux-cloud rocky-linux-
8-optimized-gcp DEPRECATED READY
rocky-linux-8-optimized-gcp-v20230306 rocky-linux-cloud rocky-linux-
8-optimized-gcp DEPRECATED READY
rocky-linux-8-optimized-gcp-v20230411 rocky-linux-cloud rocky-linux-
8-optimized-gcp DEPRECATED READY
rocky-linux-8-optimized-gcp-v20230509 rocky-linux-cloud rocky-linux-
8-optimized-gcp DEPRECATED READY
rocky-linux-8-optimized-gcp-v20230615 rocky-linux-cloud rocky-linux-
8-optimized-gcp DEPRECATED READY
rocky-linux-8-optimized-gcp-v20230711 rocky-linux-cloud rocky-linux-
8-optimized-gcp READY

Record the Name and Project values of the chosen image in the Google Cloud worksheet.

Selecting a Bastion Hardware Instance Type

The type of host to use for your bastion depends on your deployment plans. Google offers a
detailed list from their general-purpose machine family, with hardware specifications for each.

Select and prepare a host that adapts to your CPU, memory, storage, and pricing needs.

For the examples here, we will use a e2.medium as the bastion instance type. What follows are
a few example configuration tasks and the OMT bootstrap install. Your own environment
configuration needs might differ.

Once you've selected a bastion host, record its type in the Google Cloud worksheet.

Starting the Bastion Instance

The following command and example are used to create virtual machine instances.

(

gcloud compute instances create

as this command has a lot of different options.

\

Run the following command to create the bastion instance:

gcloud compute instances create <INSTANCE NAME> \
--project=<PROJECT_ID> \

--zone=<ZONE> \

--machine-type=<INSTANCE-TYPE> \
--network-interface=network-tier=STANDARD, stack-type=IPV4
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ONLY, subnet=<MANAGEMENT_SUBNET>,no-address \
--scopes=https://www.googleapis.com/auth/cloud-platform \
--metadata=ssh-keys="<USERNAME>:<SSH_PUB>" \
--service-account=<SERVICE_ACCOUNT> \
--create-disk=auto-delete=yes,boot=yes,device-name=<INSTANCE
NAME >, image=projects/<IMAGE_PROJECT>/global/images/<IMAGE

NAME >, mode=rw, size=<DISK_SIZE>,type=projects/security-arcsight-
nonprod/zones/<ZONE>/diskTypes/pd-balanced

Where:

<INSTANCE_NAME> the name of the instance to be created. Check the name row of the
documentation to select a name that complies with the nomenclature rules.

<ZONE>: is the instance compute zone (for example, us-centrall-a). The value set here
overrides the default compute zone property value for this command invocation.

<INSTANCE-TYPE> is the machine type used for the instances. If not specified, adopts a default
of n1-standard-1. A list of all available machine types can be obtained by executing this
command:

gcloud compute machine-types list

<MANAGEMENT_SUBNET> is the subnet that the VM instances are a part of.

<USERNAME>: <SSH_PUB> is the metadata entry, always formatted as a key/value pair separated
by an equals sign. This represents the metadata available to the guest operating system
running on the instances. In this case, as explained in "Choose an Access Method" on page 104,
the SSH keypair is the method used.

<SERVICE_ACCOUNT> is the Google Cloud service account to be used by the instance (check the
Google Cloud worksheet)

<IMAGE_PROJECT>, <IMAGE_NAME> point to the path of the boot image for the instance, for
which a new boot disk will be created from the given image. See "Determining the Image" on
page 106 and the Google Cloud worksheet for your chosen values.

<DISK_SIZE> is the size of the disk, an integer followed by a size unit of KB, MB, GB, or TB (no
spaces between number and letters). If not specified, the new disk size will be the default
image size.

Once an instance has reached a RUNNING state and the system begins to boot, the instance
creation is considered finished, and the command will return a list of the new virtual machines.

The progress of an instance can be checked using the following command:
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gcloud compute instances get-serial-port-output
Example:

gcloud compute instances create arcsight-suite-bastion \

--zone=us-centrall-a \

--machine-type=e2-medium \
--network-interface=network-tier=STANDARD, stack-type=IPV4

ONLY, subnet=management-subnet \
--scopes=https://www.googleapis.com/auth/cloud-platform \
--metadata=ssh-keys="arcsight-suite:ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQDPSVt10IIbJI8X5W2+m/nERMueao8nl1PGYIpA3V+2XdU2]lzi
+201DHR5dgZu8Hgutb0IcT65DZgjkviwtbVFkITImyGqWLQ+KGIz1IG1nipmT1xM2t5ndkynlj4j3
vf59rus5N+NnWPJIPshM44W+UTk13kLpk7ZiP32jXHeJtC30EZJ6H1yM7Piwg+Cc7ZaWluFi3Pael/
OxpCAXWu2BdQ9Eac//40vYCKA8bTUSS5F0O51WXnVgncKku+dMH7arW62D2Xdh4W3Mx7U9bTXbqG6+
54YTTykeiDW6iIqEAKCjSazrRémcPGktOsK8a6grIhLcm47YcRE/YAOcrBZGdgVB arcsight-
suite" \

--service-account=gcp-arcsight-test-sa@security-arcsight-
nonprod.iam.gserviceaccount.com \
--create-disk=auto-delete=yes,boot=yes,device-name=arcsight-suite-
bastion,image=projects/rocky-linux-cloud/global/images/rocky-linux-8-
optimized-gcp-v20220920,mode=rw, size=75,type=projects/security-arcsight-
nonprod/zones/us-centrall-a/diskTypes/pd-balanced

Connecting to the Bastion and Installing Software Packages

The following procedures cover connecting to the bastion, installing the required tools, and
performing several configuration tasks.

1. Run the following command to connect to the bastion:
ssh -i ~/.ssh/<keypair_name> <USERNAME>@<Bastion_Public_IP_ address>

Where:

<keypair_name> is the private part of your keypair

<USERNAME> is the username as created in "Creating the SSH Keypair" on page 105
<Bastion_Public_IP_address> is the bastion's public IP address

2. Install kubectl and configure the bastion by executing the following commands:
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Google Cloud, check the Hybrid Cloud Support page of the Technical Requirements for

ArcSight Platform 24.2.

[ ﬂ To determine the Kubernetes version to use when deploying the ArcSight Platform to

sudo dnf install -y epel-release

sudo dnf install -y vim podman podman-docker mc nfs-utils unzip jq htop
ncdu nload nano xauth firefox

sudo groupadd podman

sudo usermod -a -G podman root

sudo usermod -a -G podman <username>

sudo systemctl start podman

sudo systemctl enable podman

curl -LO "https://dl.k8s.io/release/$(curl -L -s
https://dl.k8s.io/release/stable-<GKE_
VERSION>.txt)/bin/linux/amd64/kubectl”

chmod +x ./kubectl

sudo mv kubectl /usr/bin

sudo dnf install google-cloud-sdk-gke-gcloud-auth-plugin
export USE_GKE_GCLOUD_AUTH_PLUGIN=True

sudo dnf install -y openssl

Where:

<GKE_VERSION> is the major GKE version (for example, 1.26 for a GKE version 1.26.5-
gke.1400)

The GKE credentials can be obtained by running the following command:
If the GKE is zonal:

gcloud container clusters get-credentials <cluster_name> --zone <zone>
If the GKE is regional:

gcloud container clusters get-credentials <cluster_name> --region
<region>

Where:

<cluster_name> is the name of the cluster to get credentials for
<zone> is the cluster zone

<region> is the cluster region

Example for a zonal GKE:

gcloud container clusters get-credentials gcp-arcsight-test-gks --zone
us-centrall-a

Example for a regional GKE:
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gcloud container clusters get-credentials arcsight-suite-gks2 --region
us-centrall

3. Check that the cluster has been configured with the following command:

kubectl get svc -A

Downloading Installation Tools and Packages

Download the installation packages for the OMT Installer and the product of your choice from
the OpenText Entitlement Portal to a secure network location. After download, validate the
dlgltaIS|gnatureof each file. You can store all the packages on you local computer, as most of
the tasks could be performed on it. To identify the files to download to your secure network
location, see "Downloading and Installing the ArcSight Platform Installation Files" in the

Release Notes for ArcSight Platform 24.2.

For installation, you must have the following files (each package requires its corresponding md5
file for authentication):

arcsight-platform-cloud-installer-XX.X.X.XXX.zip/.md5
arcsight-suite-metadata-<version>.tar/.md5

<product package file>.tar/md5 [1 set for each product package you intend to
install]

Installation tools

The arcsight-platform-cloud-installer-XX.X.X.XXX.zip archive contains utility scripts
and some templates used during the deployment process.

The arcsight-platform-cloud-installer-XX.X.X.XXX/gcp-scripts/scripts directory includes these
scripts:

e createFileStore.sh: Used to create the required folder structure on the Google Filestore
and assign correct ownership and permissions. Used when configuring the Filestore for the
ArcSight Suite. Parameters for this script are discussed in the following sections. Execute
this script without parameters to display the help.

e refresh-gcr-secret.sh: Used to refresh the Kubernetes Secrets used to connect from
the cluster to the Google Kubernetes Engine (GKE). The generated credentials/secrets are
valid for 60 minutes only. To access the GKE after this time frame, this script would be the
only way to refresh the GKE credentials in the K8s.
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e nfs-arcsight-volume-restore.sh: This script will be used when performing a restore of
the arcsight volume.

Creating the File System

The filestore is the fully managed file storage solution that supports stateful and stateless
applications.

The procedures in this section cover the creation and configuration of the filestore for the
ArcSight suite.

Creating the Filestore

You can create a filestore through the Google Cloud web Ul or the Google Cloud CLI.

Creation through the Web Ul

. Login to the Google Cloud console at https://console.cloud.google.com/

1
2. Click Filestore > Instances > CREATE INSTANCE.

3. Under Name your instance, choose a name for the instance.
4

. Under Configure service tier, select an Instance type and a Storage type, as recommended
in the Sizing guide.

5. Under Allocate capacity, enter the minimum capacity available in the selected Instance
type. See the Sizing guide for guidance.

8. Under Configure your file share, choose a name for this file share. You will need the name
when accessing NFS data, and therefore you must document it in the Google Cloud
worksheet.

9. Leave the remaining settings as they are and click CREATE.

Creation through the CLI

(

gcloud filestore instances create

as this command has a lot of different options.

Creating the File System Page 112 of 832


https://console.cloud.google.com/
https://cloud.google.com/filestore/docs/service-tiers
https://cloud.google.com/filestore/docs/service-tiers
https://cloud.google.com/sdk/gcloud/reference/filestore/instances/create

Administrator's Guide for the ArcSight Platform (Google Cloud)

1. Run the following command to create an encrypted EFS file system:

gcloud filestore instances create <FILESTORE_NAME> --zone=<ZONE> --
description="<DESCRIPTION>" --tier=<TIER> --file-share=name=<FILE_SHARE_
NAME>, capacity=<SIZE> --network=name=<VPC_NAME>, connect-mode=DIRECT_
PEERING

Where:
<FILESTORE_NAME> is the chosen name or ID for the filestore instance

<ZONE> is the instance compute zone (for example, us-centrall-a). The value set here
overrides the default compute zone property value for this command invocation.

<DESCRIPTION> is an optional description of the network

<TIER> is the service tier for the Cloud Filestore instance, and can have a value of basic-
hdd, basic-ssd, enterprise, high-scale-ssd, premium or standard, with a default value of
BASIC_HDD. See the Sizing guide for guidance

<FILE_SHARE_NAME> is the logical name of the volume

<SIZE> is the capacity of the volume in GB or TB units, with GB being the default if
unspecified. See the Sizing guide for guidance.

For example:

gcloud filestore instances create gcp-arcsight-test-fs --zone=us-
centrall-a --description="ArcSight Suite NFS" --tier=basic-hdd --file-
share=name=arcsight_suite,capacity=1024 --network=name=gcp-arcsight-
test, connect-mode=DIRECT_PEERING

Record the filesystem <FILE_SHARE_NAME> value in the Google Cloud worksheet.

2. Verify that the filestore is ready by running following command:

gcloud filestore instances list --filter=name:<FILESTORE_NAME>

Where:
<FILESTORE_NAME> is the chosen name or ID for the filestore instance

Example command and output:

gcloud filestore instances list --filter=name:gcp-arcsight-test

INSTANCE_NAME: gcp-arcsight-test
LOCATION: us-centrall-a

TIER: BASIC_HDD

CAPACITY_GB: 1024
FILE_SHARE_NAME: arcsight_suite
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IP_ADDRESS: 10.197.224.90
STATE: READY
CREATE_TIME: 2023-07-18T19:08:31

Record the filesystem IP_ADDRESS from the output in the Google Cloud worksheet.

Configuring the Filestore for the ArcSight Suite

OMT and the ArcSight suite require several independent folders for storing various types of
information, such as database files, log files, and runtime data.

Following this procedure, you will create this folder structure for ArcSight:

/<parent folder>

_ arcsight-volume
T— db-backup-volume
— db-single-volume

itom-logging-vol

itom-vol

By the use of different parent folders, you can use a single filestore for several different file
systems (as long as they are in the same region and same VPC).

ﬂ If you performed the upload of product images to the bastion when you followed the "Upload

Product Images to the Artifact Registry " on page 137 procedure, you already have the needed

packages in the right location. Otherwise, use an scp client to copy the arcsight-platform-
cloud-installer-XX.X.X.XXX.zip package to the bastion and unpack it.
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1. To create the folders and set the respective permissions, unzip the gcp-scripts script
archive and then run the createFileStorescript from the gcp-scripts/scripts
directory:

./createFileStore.sh --file-store <FILESTORE IP ADDRESS> --file-share
<FILE_SHARE_NAME> -p <PARENT_FOLDER_NAME> --user_uid <USER_ID> --user gid
<GROUP_ID>

Where:

<FILESTORE_IP_ADDRESS> is a required value, obtained while "Creating the Filestore" on
page 112 (check the Google Cloud worksheet)

<FILE_SHARE_NAME> is a required value is a required value, obtained while "Creating the
Filestore" on page 112 (check the Google Cloud ’\’A‘/‘Q’r.kslh‘egt’). It's the share file from the
mountable filestore.

<PARENT_FOLDER_NAME> is an optional value. It's the folder name to be created at the top
level of hierarchy, and if not specified it defaults to 'arcsight'.

<USER_ID> is an optional value. It should match the System user ID that will be used to
install the ArcSight Suite, and if not specified it defaults to '1999'.

<GROUP_ID> is an optional value. It should match the System group ID that will be used
to install the ArcSight Suite, and if not specified it defaults to '1999'.

For example:

./createFileStore.sh --file-store 10.197.224.90 --file-share arcsight-
suite -p arcsight

2. The mount point exists commented out in the etc/fstab file. Open the etc/fstab file and
uncomment the mount point using the following command:

sudo vim /etc/fstab
3. Run the following command to attach the file system:
sudo mount -a

4. (Conditional) If Intelligence is part of the deployment, run the following command only for
arcsight-volume so that the Logstash and Elasticsearch pods do not fail because of
permission issues:

cd /mnt/filestore/<FILE_SHARE_NAME>/<PARENT_FOLDER_NAME>
sudo chown -R 1999:1999 arcsight-volume

Where <FILE_SHARE_NAME> and <PARENT_FOLDER_NAME> are defined as in "Where:"
above.
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5. Verify that the folders created under your chosen parent folder correspond to the
structure described above with the following command:

ls -1 /mnt/filestore/<FILE_SHARE_NAME>/<PARENT_FOLDER_NAME>

Where <FILE_SHARE_NAME> and <PARENT_FOLDER_NAME> are defined as in "Where:" on
the previous page.

Installing the ArcSight Database in Google Cloud

This section provides information about installing the ArcSight Database in Google Cloud.

Understanding Google Buckets

The database uses a single communal storage location for all data and for the catalog
(metadata). Communal storage is the database's centralized storage location, shared among
the database nodes. This mode supports communal storage in Google Bucket Storage, which
must be set up by your cloud administrator before you can install the database. To install the
database with communal storage as Google Bucket Storage, you need the following:

e "Service account permissions" below
e "The HMAC key" below

e "The communal storage location" on the next page

Service account permissions

Service accounts allow automated processes to authenticate with Google Cloud. The ArcSight
Suite database deployment process uses the project's service account for your Google Cloud
project to deploy instances.

When a new project is created, Google Cloud automatically creates a default service account
(identified by project_number-compute@developer.gserviceaccount.com) for the project,
and grants it the IAM Editor role. See IAM basic and predefined roles reference for details
bout thic and other IAM roles.

The HMAC key

The ArcSight Suite Database uses a hash-based message authentication code (HMAC) key to
authenticate requests to access the communal storage location. This key has two parts: an
access IDand a secret. Running the installation in Google Cloud, requires both parts of an
HMAC key for the nodes to use to access communal storage.

To create an HMAC key:
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1. Log in to your Google Cloud account.

2. If the name of the project you will use to create your database does not appear in the top
banner, click the dropdown and select the correct project.

3. Inthe navigation menu in the upper-left corner, under the Cloud Storage heading, click
Cloud Storage and select Settings.

4. Inthe Settings page, click Interoperability.
5. Scroll to the bottom of the page and find the User account HMAC heading.

6. Unless you have already set a default project, you will see the message stating you haven’t
set a default project for your user account yet. Click the Set project-id as default
project button to choose the current project as your default for interoperability.

[ ( The project ID appears in the button label, not the project name.

7. Under Access keys for service account, click Create a key.

8. Your new access key and secret will appear in the HMAC key list. You can copy them to a
handy location (such as a text editor), or leave the browser tab open while you use
another tab or window to create your database.

These keys will remain available on this page, so you do not need to record them
elsewhere.

Caution: It's vital to protect the security of your HMAC key. It can grant others access to your
database's communal storage location, that is, all the data in your database.

Do not write the HMAC key in any place where it may be exposed, such as emails, shared folders,
or similar insecure locations.

The communal storage location

The database needs a storage location for its communal storage. Databases running on Google
Cloud use Google Cloud Storage (GCS) for their communal storage location.

This location needs to meet the following criteria:
e The URL must include at least a bucket name.

e One or more levels of folders can be used as well.

[ ﬂ Make sure that the object version option of the GCS bucket is disabled.

For example, the following GCS URLs are valid:

e gs://arcsight-suite/mydatabase
e gs://arcsight-suite/databases/mydatabase
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e gs://arcsight-suite

When creating the communal storage location, the lowest-level folder in the URL must not
already exist. For example, in the GCS URL gs://arcsight-
suite/databases/mydatabase, the bucket named arcsight-suite and the directory
named databases must exist, but the subdirectory named mydatabase must not exist yet.
The database install process expects to create the final folder itself. If the folder already
exists, the installation process will fail.

The permissions on the bucket must be set to allow the service account read, write, and
delete privileges on the bucket. The best role to assign to the user to gain these
permissions is Storage Object Admin.

To prevent performance issues, the bucket must be in the same region as all of the nodes
running the Eon Mode database.

Choose an Access Method

set up. Refer to the Google documentation to check all the VM access options.

[ ﬂ Note: This choice depends on the company policy and how the Google Cloud project has been

The following are considerations to be kept in mind when deciding on the access method:
e |f there are other Linux virtual machine instances running on Google Cloud, you might need
to share or restrict their user or application access to your VMs

e |f user access to your Linux VM instances must be managed, you can use one of the
following methods:

°© OS Login
° Metadata SSH keys management
° Temporarily user access granted to an instance

For this deployment example, the chosen method is SSH keys.

Creating the SSH Keypair

In order to connect to and perform tasks on the bastion, you will use SSH with keypair
authentication. In this section, you will create a key pair and store its private value and
fingerprint to local files.
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separate keypair for the bastion and for worker nodes. In that case, follow the steps described

ﬂ The SSH keypair will be used later for instantiating worker nodes. Optionally, you can create a
here, and give each keypair a distinct name.

If you connect to your VMs using the Google Cloud console or the Google Cloud CLI, the
Compute Engine creates the SSH keys on your behalf. For more information on how Compute
Engine configures and stores keys, please check the Google Cloud documentation.

If you connect to your VMs using third party tools or OpenSSH, you will need to add a key to
your VM before you can connect. If you don't have an SSH key already, you must create one.
VMs accept the key formats listed in the sshd_config file (located in the /etc/ssh/ directory).

Keypair creation with ssh-keygen

There are several options on how to generate the SSH key,. The following is an example of how
to generate one using the ssh-keygen tool, which saves your private key file to <KEY_
FILENAME>, and your public key file to <KEY_FILENAME>.pub in the path specified when running
the command.

1. Open a terminal and use the ssh-keygen command with the -C flag to create a new SSH
key pair.

ssh-keygen -t rsa -f ~/.ssh/<KEY_FILENAME> -C <USERNAME> -b 2048

Where:
<KEY_FILENAME> is the name for your SSH key file
<USERNAME > your username on the VM. For example, arcsight_user.

For example, a <KEY_FILENAME> of my-ssh-key would generate a private key file named
my-ssh-key and a public key file named my-ssh-key. pub.

For Linux VMs, the <USERNAME> can't be root, unless the VM has been set to allow root
login.

2. Once the SSH key has been generated, execute the following command:
cat ~/.ssh/<KEY_FILENAME>.pub

And document the output on the Google Cloud worksheet.

Determining the Image

Determine the image name that will be used for your bastion instance. An OS image and its
corresponding name can be selected from Images under Compute Engine > Storage > Images.

You can also get new image name by running OS-based commands:
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gcloud compute images list --filter=family:rhel-9 --show-deprecated

Example output:

NAME PROJECT FAMILY DEPRECATED STATUS
rhel-9-v20220524 rhel-cloud rhel-9 DEPRECATED READY
rhel-9-v20220621 rhel-cloud rhel-9 DEPRECATED READY
rhel-9-v20220719 rhel-cloud rhel-9 DEPRECATED READY
rhel-9-v20220822 rhel-cloud rhel-9 DEPRECATED READY
rhel-9-v20220920 rhel-cloud rhel-9 DEPRECATED READY
rhel-9-v20221102 rhel-cloud rhel-9 DEPRECATED READY
rhel-9-v20221206 rhel-cloud rhel-9 DEPRECATED READY
rhel-9-v20230203 rhel-cloud rhel-9 DEPRECATED READY
rhel-9-v20230306 rhel-cloud rhel-9 DEPRECATED READY
rhel-9-v20230411 rhel-cloud rhel-9 DEPRECATED READY
rhel-9-v20230509 rhel-cloud rhel-9 DEPRECATED READY
rhel-9-v20230615 rhel-cloud rhel-9 DEPRECATED READY
rhel-9-v20230711 rhel-cloud rhel-9 DEPRECATED READY
rhel-9-v20230809 rhel-cloud rhel-9 DEPRECATED READY
rhel-9-v20230912 rhel-cloud rhel-9 DEPRECATED READY
rhel-9-v20231010 rhel-cloud rhel-9 DEPRECATED READY
rhel-9-v20231113 rhel-cloud rhel-9 DEPRECATED READY
rhel-9-v20231115 rhel-cloud rhel-9 DEPRECATED READY
rhel-9-v20231212 rhel-cloud rhel-9 DEPRECATED READY
rhel-9-v20240110 rhel-cloud rhel-9 DEPRECATED READY
rhel-9-v20240213 rhel-cloud rhel-9 DEPRECATED READY
rhel-9-v20240312 rhel-cloud rhel-9 READY

Record the Name and Project values of the chosen image in the Google Cloud worksheet.

Selecting an ArcSight Database Hardware Instance Type

Check the detailed list of Google Cloud general-purpose machines to select one that adapts to

your expected workload.
For the examples here, we will use an n2-standard-8 as the ArcSight Database instance type.

Once you've selected an ArcSight Database host, record its type in the Google Cloud
worksheet.

Starting the ArcSight Database Instance

The following command and example are used to create virtual machine instances.
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(

gcloud compute instances create

as this command has a lot of different options.

k

Run the following command to create the ArcSight Database instance:

gcloud compute instances create <INSTANCE_NAME> \
--project=<PROJECT_ID> \

--zone=<ZONE> \

--machine-type=<INSTANCE-TYPE> \
--network-interface=network-tier=STANDARD, stack-type=IPV4_
ONLY, subnet=<PRIVATE_SUBNET>,no-address \
--scopes=https://www.googleapis.com/auth/cloud-platform \
--metadata=ssh-keys="<USERNAME>:<SSH_PUB>" \
--service-account=<SERVICE_ACCOUNT> \
--create-disk=auto-delete=yes,boot=yes,device-name=<INSTANCE_
NAME >, image=projects/<IMAGE_PROJECT>/global/images/<IMAGE_
NAME >, mode=rw, size=<DISK_SIZE>,type=projects/security-arcsight-
nonprod/zones/<ZONE>/diskTypes/pd-balanced

Where:

<INSTANCE_NAME> the name of the instance to be created. Check the name row of the
documentation to select a name that complies with the nomenclature rules.

<ZONE>: is the instance compute zone (for example, us-centrall-a). The value set here
overrides the default compute zone property value for this command invocation.

<INSTANCE-TYPE> is the machine type used for the instances. If not specified, adopts a default
of n1-standard-1. A list of all available machine types can be obtained by executing this
command:

gcloud compute machine-types list

<MANAGEMENT_SUBNET> is the subnet that the VM instances are a part of.

<USERNAME>: <SSH_PUB> is the metadata entry, always formatted as a key/value pair separated
by an equals sign. This represents the metadata available to the guest operating system
running on the instances. In this case, as explained in "Choose an Access Method" on page 104,
the SSH keypair is the method used.

<SERVICE_ACCOUNT> is the Google Cloud service account to be used by the instance (check the
Google Cloud worksheet)
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<IMAGE_PROJECT>, <IMAGE_NAME> point to the path of the boot image for the instance, for
which a new boot disk will be created from the given image. See "Determining the Image" on
page 106 and the Google Cloud worksheet for your chosen values.

<DISK_SIZE> is the size of the disk, an integer followed by a size unit of KB, MB, GB, or TB (no
spaces between number and letters). If not specified, the new disk size will be the default
image size.

Once an instance has reached a RUNNING state and the system begins to boot, the instance
creation is considered finished, and the command will return a list of the new virtual machines.

The progress of an instance can be checked using the following command:
gcloud compute instances get-serial-port-output
The example below uses Red Hat 8.8 with a secondary disk of 256 GB:

gcloud compute instances create arcsight-vertica-1 \
--project=security-arcsight-nonprod \

--zone=us-centrall-a \

--machine-type=n2-standard-8 \

--network-interface=stack-type=IPV4_ONLY, subnet=private-subnet,no-address \
--maintenance-policy=MIGRATE \

--provisioning-model=STANDARD \
--service-account=gcp-arcsight-test-sa@security-arcsight-
nonprod.iam.gserviceaccount.com \
--scopes=https://www.googleapis.com/auth/cloud-platform \
--create-disk=auto-delete=yes,boot=yes,device-name=arcsight-vertica-

1, image=projects/rhel-cloud/global/images/rhel-8-
v20230809,mode=rw,size=20, type=projects/security-arcsight-nonprod/zones/us-
centrall-a/diskTypes/pd-balanced \
--create-disk=device-name=arcsight-vertica-1-disk,mode=rw,name=arcsight-
vertica-1-disk,size=256,type=projects/security-arcsight-nonprod/zones/us-
centrall-a/diskTypes/pd-balanced \

--no-shielded-secure-boot \

--shielded-vtpm \

--shielded-integrity-monitoring \

--labels=goog-ec-src=vm_add-gcloud \

--reservation-affinity=any

Configure the ArcSight Database Instance

Once the ArcSight Database instance has been created, execute the following configuration
steps:

1. Establish an SSH connection to the instance.

2. Become root and change your root password.
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3. Create a folder for ArcSight Database by running the command:
mkdir /opt/vertica

4. ArcSight Database requires a minimum 2 GB swap partition, irrespective of the amount of
RAM installed. In this example, we will set up a 4 GB swap partition by running the
following commands:

dd if=/dev/zero of=/swapfile bs=1K count=4M

chmod 600 /swapfile

mkswap /swapfile

swapon /swapfile

echo "/swapfile swap swap defaults @ 0" | sudo tee -a /etc/fstab

5. To verify that the swap partition was created properly, execute the following command:
sudo swapon --show
Example Output:

NAME TYPE SIZE USED PRIO
/swapfile file 4G ©B -2

6. Next, the secondary drive needs to be partitioned and formatted. Run the 1sblk command
to list all the drives on the instance.

Example command and output:

# 1sblk

NAME  MAJ:MIN RM SIZE RO TYPE MOUNTPOINT

sda 8:0 0 20G (%] disk

-sda1 8:1 @ 200M @  part /boot/efi
Lsda2 8:2 ) 19.86 @ part /

sdb 8:16 (%] 256G 0 disk

7. Create partitions on the datadisk using the fdisk command and the 256 GB attached
drive:

# fdisk /dev/sdb

8. This command will request several inputs, the answers should be:

e Command (m for help): n for new
¢ Partition type: p for primary

¢ Partition number: 1 (default)
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* First sector: enter a value, or accept the default value

e Last sector: enter a value, or accept the default value
The result of this creation command should be a message announcing that a partition was
created with a size of 256 (in this example).

Created a new partition 1 of type 'Linux' and of size 256 GiB.

A final command must be entered to save the changes and exit fdisk:

e Command (m for help): w for write

9. Once the process above has finished, run the 1sblk command again to verify the creation
of a new partition under sdb.

Example output:

NAME  MAJ:MIN RM SIZE RO TYPE MOUNTPOINT

sda 8:0 (%] 20G (%] disk

sda1 8:1 0 200M © part /boot/efi
Lsda2 8:2 0 19.86 @ part /

sdb 8:16 0 256G ) disk

Lsdb1 8:17 0 256G 0 part

10. Format the new partition with the following command:
mkfs.ext4 /dev/sdbl

11. Obtain the last created disk's UUID by running this command:
blkid

Take note of the sdb1 partition UUID value.

12. Use the value from the previous step to modify the /etc/fstab file, by adding the
following line:

UUID=<UUID sdb1l> /opt/vertica ext4 defaults © ©

Where:
<UUID sdb1l> is the value obtained for the sdb1 partition UUID.

13. Mount all by running the following command:
mount -a

14. Run the 1sblk command one last time to verify that the sdb1 partition now contains the
/opt/vertica under MOUNTPOINT.

Example output:
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NAME  MAJ:MIN RM SIZE RO TYPE MOUNTPOINT

sda 8:0 0 20G (%] disk

-sda1 8:1 @ 200M @  part /boot/efi
Lsda2 8:2 ) 19.86 @ part /

sdb 8:16 (%] 256G 0 disk

Lsdb1 8:17 (%] 256G (%] part /opt/vertica

Enabling Passwordless Communication

This section describes how to configure passwordless communication from the nodel server to
all of the node servers in the cluster. You can perform this procedure as a root or the sudo
(non-root) user.

[ ﬂ You must repeat the authentication process for all nodes in the cluster.

[ « All commands require root privileges which can be obtained through the sudo command.

1. Connect to one of your nodes and edit the /etc/ssh/sshd_config configuration file:
sudo vi /etc/ssh/sshd_config
Change the following parameters to yes if the values are not already set to that:

PermitRootLogin yes

PasswordAuthentication yes
If you had to update any of the parameters above, run this command:
sudo service sshd reload

Otherwise, you may proceed to the next step.

2. Onthe nodel server, login as root (or sudo user), run the ssh-keygen command:
ssh-keygen -q -t rsa

3. Copy the key from nodel to all of the nodes, including nodel, using the node IP address:
For a root installation of the database:

ssh-copy-id -i ~/.ssh/id rsa.pub root@<node IP address>
For a non-root installation of the database:

ssh-copy-id -i ~/.ssh/id_rsa.pub <non_root_user>@<node_IP_address>
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Examples:

ssh-copy-id -i ~/.ssh/id_rsa.pub root@11.111.111.111

ssh-copy-id -i ~/.ssh/id_rsa.pub <non_root user>@11.111.111.111

ﬂ Execute the command above once for each database node (including nodel), replacing
<node_IP_address> with each corresponding database node IP

The system displays the key fingerprint and requests to authenticate with the node server.
4. Specify the required credentials for the node.

5. The operation is successful when the system displays the following message:
Number of key(s) added: 1

6. To verify successful key installation, run the following command from nodel to the target
node to verify that nodel can successfully log in:

ssh <node_IP_address>

[ ﬂ Replace the <node_IP_address> variable with IP value before you run the command.

Installation Prerequisites

This section describes how to install the prerequisites necessary to install the Google Cloud
database.

1. Install the tuned-adm package:
yum install tuned

2. Set up and activate /etc/rc.local by running the following command:

#!/bin/sh
function drive {
block_device="realpath $(df $1 | grep '~/' | cut -d' ' -f1)°

partition=$(echo $block device | sed -e "s#/dev/##")
if [[ $partition == dm-* ]]; then

echo $partition

else

echo $partition | cut -ci1-3

fi

}

cat > /etc/rc.local << EOF
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#!/bin/sh

touch /var/lock/subsys/local

/sbin/blockdev --setra 2048 /dev/$(drive /)
/sbin/blockdev --setra 2048 /dev/$(drive /opt/vertica)
echo deadline > /sys/block/$(drive /)/queue/scheduler
echo deadline > /sys/block/$(drive /opt/vertica)/queue/scheduler
echo never > /sys/kernel/mm/transparent_hugepage/enabled
tuned-adm profile throughput-performance

EOF

chmod 755 /etc/rc.local

/etc/rc.local

3. Run this command to set the limit for open files so that it meets database requirements.

This will add the parameters to the /etc/sysctl. conf file.

cat << EOF | sudo tee -a /etc/sysctl.conf
net.core.somaxconn = 1024

net.core.wmem_max = 16777216
net.core.rmem_max = 16777216
net.core.wmem_default 262144
net.core.rmem_default = 262144
net.core.netdev_max_backlog = 100000
net.ipv4.tcp mem = 16777216 16777216 16777216
net.ipv4.tcp_wmem 8192 262144 8388608
net.ipv4.tcp_rmem = 8192 262144 8388608
net.ipv4.udp_mem = 16777216 16777216 16777216
net.ipv4.udp rmem_min = 16384
net.ipv4.udp_wmem_min = 16384

vm.swappiness = 0

EOF

Where:
Parameter Description
net.core.somaxconn = 1024 Increases the number of incoming connections
net.core.wmem_max = 16777216 Sets the send socket buffer maximum size in bytes
net.core.rmem_max = 16777216 Sets the receive socket buffer maximum size in bytes

net.core.wmem_default = 262144 Sets the receive socket buffer default size in bytes

net.core.rmem_default

262144 Controls the default size of receive buffers used by sockets
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net.core.netdev_max_backlog = Increase the length of the network interface input queue
100000

net.ipv4.tcp_mem = 16777216
16777216 16777216

net.ipv4.tcp_wmem = 8192 262144
8388608

net.ipv4.tcp_rmem = 8192 262144
8388608

net.ipv4.udp_mem = 16777216
16777216 16777216

net.ipv4.udp_rmem_min = 16384
net.ipv4.udp_wmem_min = 16384

vm.swappiness = 0 Defines the amount and frequency at which the kernel copies RAM
contents to a swap space

For more information, see Check for Swappiness in the ArcSight
Database 24.1 Guide.

4. Next, run the following command to load the changes to the sysctl parameters:
sysctl -p

5. If a firewall is enabled, open the ports for all the database nodes using the following
commands:

sudo firewall-cmd --permanent --zone=public --add-port=<port_number>/<tcp
or ucp>

sudo firewall-cmd --reload

.

ﬂ During installation, the Database requires that host-based firewalls are disabled on
database nodes. After installation, the host-based firewalls can be enabled and the
database requires several ports to be open on the local network. We recommend for
optimal performance using host-based firewalls between database nodes and a network-
based firewall to protect the segment that database cluster is within. However, there is no
restriction against using a network-based firewall between database nodes. When using
any kind of firewall, ensure that all the database ports are available (see Technical
Requirements for ArcSight Platform 24.2 ). For more information, see Firewall

6. Set SELinux to permissive mode in /etc/selinux/config.
SELINUX=permissive

For more information, see SELinux Configuration in ArcSight Database 24.1 Guide.

7. In /etc/default/grub, append the following values to the GRUB_CMDLINE_LINUX line:
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10.

11.

12.

13.

14.

intel_idle.max_cstate=0 processor.max_cstate=1

The values don't need to follow a specific order in the GRUB_CMDLINE_LINUX line, for
example:

GRUB_CMDLINE_LINUX="crashkernel=auto rhgb quiet intel idle.max_cstate=0
processor.max_cstate=1 intel pstate=disable"

Execute the following command:
grub2-mkconfig -o /boot/grub2/grub.cfg

If you have a high concurrency workload and if the database is CPU bound, reboot the
virtual machine by running the following command:

sudo sysctl -w net.core.netdev_max backlog=2000

Reboot for your changes to take effect.

For RHEL, you must run RHEL using the following command:
dnf install libnsl
Install the packages by running the following command:

yum install -y java-1.8.0-openjdk gdb mcelog sysstat dialog chrony tzdata
wget

Modify the /etc/bashrc by running the following command:
export VERTICA FAILURE_THRESHOLD=FAIL

Apply the changes by running the following command:
source ~/.bashrc

Repeat these steps for each expected database node.

Installing and Configuring the Database Server

This section describes how to configure and install the Google Cloud database.

[ A Be aware that the ArcSight Database installation is supported only as a root user.
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ﬂ Before installing the database, ensure that you estimate the storage needed for the incoming
EPS (event per second) and event size, and also evaluate the retention policy accordingly.

e "Installing Database" below
e "Creating the Database Server Key and Certificate" on page 133
e "Setting up the Database SSL Configuration" on page 134

Installing Database

Perform the following steps as root user:

1. On all Database nodes, create a folder for the database installer.
For example:

sudo mkdir -p /opt/arcsight-db-tools

sudo cd /opt/arcsight-db-tools

ﬂ The /opt/arcsight- db- tools directory must not be created under /root or
/opt/vertica.

2. Download arcsight-platform-cloud-installer-xx.x.x.zip and unzip. The directory
to where you unzip it will be referred to as {Unzipped-arcsight-platform-cloud-
installer-folder}.

3. Extract the database binaries with the following command:
tar xvfz db-installer x.x.x.x.tar.gz

4. Edit the config/db_user.properties file and add all database node IPs to the hosts
property.
Property Description

hosts A comma separated list of the database servers in IPv4 format (for
example, 1.1.1.1,1.1.1.2,1.1.1.3).

If it is necessary to construct the cluster, avoid using local loopback
(localhost, 127.0.0.1, etc.).

5. If this is an all-in-one deployment (all nodes deployed to a single host), run the following
commands:

export DATABASE_NODES=$(hostname)
export KAFKA NODE=${DATABASE_NODES}

6. Install the database using the following command:
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[ A When installing as a sudo user, do not prefix sudo to any of the db_installer commands.

./db_installer install

7. When prompted, create the database administrator user.

The database administrator user account is used during database deployment,
configuration, upgrade, and debugging. For security reasons, the platform deployed
capabilities will not ask you for the credentials for this user.

Please specify a username for [ DB Admin ] user:
dbadmin

Please specify a password for [ DB Admin ] user:
3k 3k sk skoskoskoskok

Re-enter password:
3k 3k >k >k >k >k k %k

the Database Installer Options.

[ ﬂ For a list of options that you can specify when installing the database, see Understanding

8. Specify the shard count. The default shard count is:

¢ One for single node environments

¢ Twice the number of database nodes for multi-node environments (to allow for
scalability)

The prompt options are based on your environment, single-node or multi-node:

¢ Single-node:

# STEP 1: Specify Database Shard Count for Eon Mode

Data in communal storage is broken into segments called shards. Number
of shards in the system should always be an even divisor of the number
of nodes in your database.

For the best performance, the number of shards you choose should be no
greater than 2x the number of nodes. At most, you should limit the
shard-to-node ratio to no greater than 3:1.

For smaller databases 1:1 ratio can be used. You can re-shard the
database in future if you add or remove nodes to accommodate new
workload.

Use Shard Count [1]:
Confirm shard count [1]?(y/n):y
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Check memory size, 48GB required for single node installation with
shard count > 1.
PASS: Single node installation for shard count: 1

e Multi-node (with a 3 database node environment):

# STEP 1: Specify Database Shard Count for Eon Mode

Data in communal storage is broken into segments called shards. Number
of shards in the system should always be an even divisor of the number
of nodes in your database.

For the best performance, the number of shards you choose should be no
greater than 2x the number of nodes. At most, you should limit the
shard-to-node ratio to no greater than 3:1.

For smaller databases 1:1 ratio can be used. You can re-shard the
database in future if you add or remove nodes to accommodate new
workload.

Use shard Count [1]:6
Confirm shard count [6]?(y/n):y

9. Set up the communal storage type for Google Cloud Storage when prompted. For example:

# STEP 2: Specify communal storage details

Supported communal storage types -

1) S3

2) Azure Blob Storage

3) Google Cloud Storage

Choose a communal storage type from the above (1-3):3

Specify GCS access key: <access ID>

Specify GCS secret: <secret>

Specify GCS bucket for communal storage: <communal storage location>
Specify the folder under bucket for communal storage if applicable:
<folder to be created by the script>

Communal storage url is: <full GCS URL>

Check S3 storage write access

Test writing to S3 storage succeeded.

Starting Database installation...
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10.

11.

<access ID> and <secret> are the values obtained from the "The HMAC key" on
page 116 procedure.

<communal storage location>, <folder to be created by the script>and <full
GCS URL> are the values explained in "The communal storage location" on page 117.

Make sure that the value for <communal storage location> is simply the bucket name,
not a full URL

Create the schema.
./db_installer create-schema

When prompted, create the following users:

e App admin user: A regular database user granted elevated permissions for performing
operations on the database to manage the database, schema, and resource pools. The
credentials for this user will need to be provided later in the OMT Management Portal
when you are deploying capabilities.

¢ Search user: A regular database user with permissions restricted to event search
operations. The credentials for this user will need to be provided later in the OMT
Management Portal when you are deploying capabilities.

Creating the Database Server Key and Certificate

Follow these steps to generate database CAs and certificates:

1. Login to database nodel.

2. Change to your own certificates directory path:

cd <yourOwnCertPath>

.

ﬂ Note: For a manual deployment the <yourOwnCertPath> directory must be created
manually.

Example:

mkdir -p /opt/arcsight-db-tools/cert

L

3. Run this command to create a certificate authority (CA) for the database:

openssl req -newkey rsa:4096 -sha256 -keyform PEM -keyout generated-db-
ca.key -x509 -days 3650 -outform PEM -out generated-db-ca.crt -subj
"/C=US/ST=State/L=City/0O=Company
Inc./0OU=IT/CN=Database/emailAddress=admin@opentext.com” -nodes
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4. Run this command to create the database server key:
openssl genrsa -out generated-db-server.key 4096
5. Create the database server certificate signing request by running the following command:

openssl req -new -key generated-db-server.key -out generated-db-
server.csr -subj "/C=US/ST=State/L=City/O=Company
Inc./0U=IT/CN=DatabaseServer/emailAddress=admin@opentext.com” -nodes -
sha256

6. Sign the Certificate Signing Request with self-signed CA by running the following
command:

openssl x509 -req -in generated-db-server.csr -CA generated-db-ca.crt -
CAkey generated-db-ca.key -CAcreateserial -extensions server -days 3650 -
outform PEM -out generated-db-server.crt -sha256

Setting up the Database SSL Configuration

These steps will update the SSL configuration in the database.

1. Move the following files to database nodel <yourownCertPath> as root by running these
commands:

This step is only required for a new database installation. You can skip this step if this is an
upgrade and the files are already there.

cd <yourOwnCertPath>/
1s <yourOwnCertPath>/

¢ The output should have the following files:

e generated-db-ca.crt
e generated-db-server.crt
e generated-db-server.key
e generated-db-ca.key
e generated-db-ca.srl
e generated-db-server.csr

2. Run the following commands on database nodel to disable the database SSL
configuration:

cd /opt/arcsight-db-tools
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./db_ssl setup --disable-ssl

.

ﬂ If the attempt fails, drop the certificate manually by running the three commands below:

sudo su - dbadmin

vsgl -U <dbadminuser> -w <dbadminpassword> -c "ALTER TLS CONFIGURATION
server CERTIFICATE NULL;"

vsql -U <dbadminuser> -w <dbadminpassword> -c "DROP CERTIFICATE IF EXISTS
server CASCADE;"

L

3. Run the following commands on database nodel to enable the database SSL configuration:

./db_ssl setup --enable-ssl --vertica-cert-path
<yourOwnCertPath>/generated-db-server.crt --vertica-key-path
<yourOwnCertPath>/generated-db-server.key --vertica-ca-path
<yourOwnCertPath>/generated-db-ca.crt

Monitoring the Database

As a best practice, ensure that your database cluster is being monitored constantly.
For more information, see Monitoring the Database and Database Cluster Node Status in the

e Database nodes status: Ensures all nodes are up

e Database nodes storage status: Ensures storage is sufficient

is 12 months. You can modify this value based on your data storage policy. If you do not have a

ﬂ Note: If you have a Recon license, the default retention period for Default Storage Group events
Recon license, the retention period for the Default Storage Group is one month.

Next Step - If your deployment includes Intelligence: "(Conditional — Intelligence) Configuring
Settings for Elasticsearch in Google Cloud " on the next page

Next Step - If your deployment does not include Intelligence: "Setting Up an Google Cloud
Artifactory Registry" on the next page
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(Conditional — Intelligence) Configuring Settings for
Elasticsearch in Google Cloud

Once the new nodes are available their values must be updated following these steps, which
must be performed in each of the GKE nodes:

1. Run the following command to check the vm.max_map_count in your /etc/sysctl.conf:
sudo sysctl -a | grep vm.max_map_count

2. If your vm.max_map_count is less than 262144, run the following commands to set the new
value. (If the value equals or exceeds 262144 already, then skip this step.)

cat << EOF | sudo tee -a /etc/sysctl.conf

vm.max_map_count = 262144
EOF

sudo sysctl -p

[ ﬂ Make sure these steps have been performed in all GKE nodes before proceeding further.

Setting Up an Google Cloud Artifactory Registry

The section prepares your Google Cloud Artifactory Registry.

Create the Artifactory Registry

Each Artifact Registry repository must have a unique name, and only accounts with the right
permissions can create the repositories.

1. Execute the following command to create an Artifact Registry repository:

gcloud artifacts repositories create <REPOSITORY> --location=<LOCATION> -
-repository-format=<REPOSITORY_FORMAT> --description=<DESCRIPTION>

Where:
<REPOSITORY> the ID or name for the repository

<LOCATION> the location of the repository. Setting the location here will override the
default artifacts location value.
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<REPOSITORY_FORMAT> format of the repository. The available options are: apt, docker, go,
kfp, maven, npm, python or yum. For more information about the formats, see REQUIRED

<DESCRIPTION> is an optional description of the repository
For example:

gcloud artifacts repositories create gcp-arcsight-test-artifact-registry
\

--repository-format=docker \

--location=us-centrall \

--description="Repository for container images for GCP ArcSight Test"

2. Add the Docker credHelper entry to the Docker configuration file, thus registering Google
Cloud as the credential helper for all Google-supported Docker registries. Execute the
following command:

gcloud auth configure-docker <[REGISTRIES]>
Where:

<REGISTRIES> is a comma-separated list of repository hostnames to add to the credential
helper configuration.

For example, to add the us-centrall and asia-northeastl regions, run the following
command:

gcloud auth configure-docker us-centrall-docker.pkg.dev,asia-northeastl-
docker.pkg.dev

3. If prompted, select Yes.

[ Remember to note down all incumbent configuration values in your Google Cloud worksheet

Upload Product Images to the Artifact Registry

The ArcSight capabilities will be deployed to a Google Kubernetes Engine Cluster.

The capabilities are deployed by using several Docker container images into the respective
nodes for the cluster. Those containers must be uploaded to an Artifact Registry Repository in
Google Cloud to be visible and configurable for the cluster.
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Uploading the files to a secure network location

To identify the files to download to your secure network location, see "Downloading and
Installing the ArcSight Platform Installation Files" in the Release Notes for ArcSight Platform

The bastion VM is the one being used in the examples provided below, but any secure network
location that has access to the registry (https://<region>-docker.pkg.dev/) and has the
Google Cloud CLI will be able to upload the images.

Make sure you have the right credentials to copy files to this network location, to avoid issues
when accessing the files.

These example commands assume that the installation files have been uploaded to a Cloud
Storage Bucket (for example, gs://arcsight-installers-stable). Other methods can also
be used to copy installation files to the bastion VM (scp for example).

mkdir ~/arcsight

cd ~/arcsight

gsutil -m cp gs://arcsight-installers-stable/arcsight-platform-cloud-
installer-XX.X.X.X.zip .

gsutil -m cp gs://arcsight-installers-stable/24.2.x/layered-analytics-* .
gsutil -m cp gs://arcsight-installers-stable/24.2.x/intelligence* .

gsutil -m cp gs://arcsight-installers-stable/24.2.x/recon-* .

gsutil -m cp gs://arcsight-installers-stable/24.2.x/Core-* .

gsutil -m cp gs://arcsight-installers-stable/24.2.x/transformationhub-* .
unzip ~/arcsight/arcsight-platform-cloud-installer-XX.X.X.X.zip

unzip ~/arcsight/arcsight-platform-cloud-installer-XX.X.X.X/cdf-deployer.zip
unzip ~/arcsight/arcsight-platform-cloud-installer-XX.X.X.X/gcp-scripts.zip

Upon successful completion of the commands above, you should see a new directory named
~/arcsight-platform-cloud-installer-XX.X.X.X with the following structure:

[root@cdf-bastion arcsight24-1]# tree -d

— arcsight-platform-cloud-installer-24.x.x.x.tar
— cdf-deployer

— bin

— cdf

— cfg

— charts

— objectdefs

— properties

L— images

— ssl
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| L— certs
|— licenses
— scripts
L— tools
— cdf-doctor
| ' cfg
— generate-download
|— postgres-backup
silent-install
— Core-1.5.x.xx.tar
L— transformationhub-3.6.x.xx.tar

Upload the product images to the Artifact Registry from you