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Welcome to ArcSight

This User’s Guide for ArcSight Platform provides concepts, use cases, and contextual help for
following activities, depending on your role:

For... Might want to..

You ¢ Manage your user profile

¢ Create roles, assign them to users and groups
Administrator
e Ensure that your organization complies with data and security standards
e Register and manage SmartConnectors
¢ Manage your provider account
* Manage your tenants
¢ Configure SOAR settings
e Create storage groups and set retention periods for stored data
¢ Import event data from ArcSight Logger

¢ Check the integrity of your data

¢ Manage and monitor ArcSight infrastructure components

e Review alerts based on key indicators such as alert category and most affected
Analysts and Threat

Hunters

entities
¢ Respond to alerts and manage cases
* Create rules and lists to inform alerts
e Search for events
¢ Hunt for known threats and vulnerabilities with built-in reports
¢ Analyze aggregated data with outlier analytics

e Access the Reports Portal to create visuals and reports for analyzing data

¢ Create reports to track SOAR activities
SOC Manager )
* Learn about the lists and rules that your team can create to manage events

CISO ¢ Get a high-level view of alerts happening in your entire environment

About this Guide

This User’s Guide provides concepts, use cases, and contextual help for many of the features in
ArcSight Platform and ArcSight SIEM as a Service, including the common layer of services. For
the most recent version of this guide, see links to the documentation sites in "Additional
Documentation" on the next page below.
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Intended Audience

This book provides information for individuals who need to search events and check for
vulnerabilities; respond and manage incidents; create users, groups, and roles; create and run
reports and dashboards, and use the ArcSight Dashboard. These individuals have experience
using security and identity management products, as well as creating reports and
dashboards. Some users might need experience in managing service provider contracts.

Additional Documentation

This documentation library includes the following resources, based on the product that you
use:

ArcSight SIEM as a Service (SaaS)
e ArcSight SIEM as a Service - Quick Start Guide for Administrators, which provides an
overview of the products deployed in this suite and their latest features or updates

e User Guides and Release Notes for the capabilities that deployed in your ArcSight SaaS
environment

¢ Documentation site for ArcSight SIEM as a Service
ArcSight Platform (for installing on-premises, AWS, and Azure)
e Release Notes for the ArcSight Platform 24.2, which provides information about the

latest release

* The Administrator's guide, which provides concepts, use cases, and guidance for
installing, upgrade, managing, and maintaining the ArcSight Platform in your
environment. See the guide corresponding to your deployment:

° Administrator's Guide for the ArcSight Platform 24.2 - AWS Deployment

° Administrator's Guide for the ArcSight Platform 24.2 - Azure Deployment

° Administrator's Guide for the ArcSight Platform 24.2 - Google Cloud Deployment
° Administrator's Guide for the ArcSight Platform 24.2 - Off-cloud Deployment

e Technical Requirements for ArcSight Platform 24.2, which provides information about
the hardware and software requirements for installing ArcSight Platform and the
deployed capabilities in your environment

» ArcSight Platform Upgrade Paths, which provides information about the paths to
upgrade to the latest release from your current release
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o ArcSight Solutions and Compliance Insight Packages, which provide a complete set of
compliance and audit related packages and documentation

¢ Documentation site for ArcSight Platform where you can discover documentation for
multiple ArcSight products

Contact Information

We want to hear your comments and suggestions about this book and the other
documentation included with this product. You can use the comment on this topic link at the
bottom of each page of the online documentation, or send an email to Documentation-
Feedback@microfocus.com.

For specific product issues, contact Open Text Customer Care.

Understanding the ArcSight Platform

ArcSight is a combination of security, user, and entity behavior analytics solutions integrated
together. The ArcSight Platform serves as the base platform where you deploy the ArcSight
solutions, also called product capabilities, and use them.

The Platform enables you to visualize, identify, analyze, and respond to potential threats by
incorporating intelligence from the multiple layers of security sources that might be installed in
your security environment.

The product capabilities might include the following:

¢ Real-time event monitoring and correlation with data from ArcSight Enterprise Security
Manager (ESM)

Analyzing end-user behavior with ArcSight Intelligence

Performing deep-dive investigations with ArcSight Recon

Responding to and mitigating cyberattacks with ArcSight SOAR

Coordinating and managing data streams with Transformation Hub

This section further discusses the salient features, licensing, and Multi-tenancy aspects of the
ArcSight Platform.

Understanding ArcSight Platform Features

The following are some of the features of the ArcSight Platform that you can take advantage of
to understand how secure your organization is and take appropriate actions in ensuring its
security.
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e The Platform provides several ways to get a holistic view of the security health of your
environment. You can analyze potential threats; monitor the rate of data ingestion to the
ArcSight Database; explore risky elements and their behaviors within your organization;
understand the overall risk in your organization, and more:

° The Dashboard Deck provides quick access to a set of dashboards that focus on
commonly known vulnerabilities that might threaten your environment. Most of the
dashboards allow you to drill down to event details or other dashboards. These
dashboards are part of the built-in Foundation content, which is available in the
Reports Portal. The Dashboard Deck is available only when Multi-tenancy is enabled.

° Optics help you gain insight into specific aspects of your environment by visualizing
correlated events from ArcSight ESM, which you can filter and drill into. For example, a
CISO might want a quick overview of alerts worldwide or review key security metrics
based on alerts. A security analyst can quickly identify potential threats and take the
necessary actions to mitigate risks.

Depending on the your permissions, you can view tenant-specific data or a rolled-up
view of data across multiple tenants. Optics are available only when Multi-tenancy is
enabled.

° Inthe Reports Portal, you can access built-in reports and dashboards for known
threats, such as account hijacking and security misconfiguration. Administrators can
add content from compliance packs covering standards such as PCI DSS and GDPR. You
can also create your own dashboards and reports to visualize and report event data.

° ArcSight Dashboard enables you to visualize, identify, and analyze potential threats by
incorporating intelligence from the multiple layers of security sources that might be
deployed in your security environment. The ArcSight Dashboard is available only when
Multi-tenancy is disabled.

e The Search feature enables you to look for and investigate events that meet specified
criteria so you can detect anomalies that point to security threats.

e The Event Integrity Check feature allows you to determine whether the events stored in
the ArcSight Database are not tampered with and hence reliable when you are
investigating incidents or hunting for threats based on those events.

e The Outlier Analytics feature helps you define and build models that aid in identifying
anomalous behaviors in your organization.

* The Respond feature serves as a Security Orchestration Automation and Response (SOAR)
platform that delivers an automated case response solution for repetitive security events
and imparts a seamless security management experience by performing faster threat
detection and remediation.
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The Platform's Single Sign-On (SSO) function ensures that users can navigate among the
features in the Platform or launch applications from the Platform without having to log in for
each product solution.

Understanding Multi-tenancy in ArcSight

ArcSight Platform supports Multi-tenancy wherein you can create and manage multiple tenants
in your environment. Multi-tenancy is applicable to both of the ArcSight license types:
Enterprise and MSSP. You can enable Multi-tenancy in one of the following scenarios:

* New installation of ArcSight Platform with supported capabilities and with or without
ArcSight ESM.

e Upgraded ArcSight Platform with supported capabilities and with or without ArcSight ESM.
After you enable Multi-tenancy, you must create a profile for the provider, and then onboard
tenants. Before enabling Multi-tenancy, consider the following issues:

e After you enable Multi-tenancy, you cannot disable it or revert to single-tenancy mode.

e Multi-tenancy does not apply for a deployment of ArcSight Intelligence on the ArcSight
Platform.

For more information setting up a multi-tenant environment, see "Setting Up Multi-tenancy"
on page 160.

Setting Up Your Profile with ArcSight

Depending whether Multi-tenancy is enabled, select [your_ID] > Profile or Edit Profile.

You can manage your account settings and review your assigned roles, permissions, and
groups. Also, configure your preferred default settings for product behavior.

Manage Your Account

Depending whether Multi-tenancy is enabled, select [your_ID] > Profile or Edit Profile >
Account.

You can change your account settings. However, if your enterprise uses an external
authentication method, you cannot change your password in ArcSight Platform.
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Configure Your User Preferences

Depending whether Multi-tenancy is enabled, select [your_ID] > Profile or Edit Profile >
Preferences.

Some deployed capabilities enable you to configure preferences for commonly used settings.
For example, if you regularly use the same fieldset for a Search, you can specify that set as your
preferred default.

Configure Search Preferences

To reduce the time required to create and manage searches, configure Search to use your
preferred settings. You can always override your preferences as needed when you create a
search.

Default Fieldset
Specifies the fieldset that you regularly use for a search. The default value is Base Event

Fields.

Default View
Specifies whether you want the Events Table to display results in the Grid View or Raw

View. The default value is Grid View.

Time Zone
Instructs Search to adjust the timestamp for events to the chosen time zone:
e Browser
e Database
e Custom
To specify the type of timestamp that you want to use, modify the preference for Base

Searches On.

Date / Time Format
Specifies the format of dates and times that you want Search to use. The default is

MM/DD/YYY HH:MM.:S.

For example, you might want to use the same format that you have already configured for
your browser. Alternatively, you might prefer a format like YYYY/MM/DD HH:MM:SS.

Default Time Setting
Specifies the time range within which you want Search to find events. The default is Last 30

minutes.
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¢ Dynamic

If you prefer to use a dynamic time range, you must also specify the Start and End
times. For example, specify SNow - 30m and SNow respectively.

e Static

If you use different time settings for each search that you create, you might want to
select this option for your preference. The default is the preset value of Last 30
minutes.

e Preset

If you prefer to use a preset time range, you must also specify a preset value. For
example, Last 24 hours.

Base Searches On
Specifies the timestamp associated with the events that you want to find:

¢ Normalized Event Time
¢ Device Receipt Time
¢ Database Receipt Time

Default is Normalized Event Time.

Search Expires in
Specifies how often you want saved searches to expire, and thus tell the system remove
them. The default value is 7 days, but you can specify a value between 1 and 365.
Additionally, your System Admin might specify a different range.

You may override the system’s set expiration value, provided you have the permissions to
do so. If you have the Never Expire Search Results permission, you can choose for a search
to never expire. Keep in mind, the expiration time will reset when you access the search.
Resetting the expiration time includes actions like creating or editing a search, resuming or
re-running a search, or saving a search and changing its settings.

Session Search Expires In
Specifies how often you want session searches to expire, and thus be removed from the
system. You can specify a value between 1 and 120 hours. However, your System
Administrator might limit the available range. When you create or edit a search, you can
override this default setting.

The expiration time for a fixed-time search resets whenever you change or run the

search. For a real-time search, the session search expires once the specified expiration time
is reached. You may reset the expiration time by running the search again or by modifying
the query or criteria. However, you cannot reset the expiration clock once the search has
expired.
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When you edit a scheduled search, the value for Search expires in is the one specified when
the scheduled search was created, Additionally, the unit of time cannot be changed. For
example, if you create a scheduled search with the expiration time set to 10 days and then
later change the unit of time to weeks, the value of 10 will still represent days.

To override the default expiration time, change the Search expires in setting for a particular
session search. The Never Expire Session for Real-time Searches permission does not
interfere with session expiration time for real-time searches.

Maximum Results for a Search
Specifies the maximum number of events (the search results limit) that the search will
return. You can specify a value between 1000 and 10 million. The default is 300,000. When
creating a search, you can override this preference.

Your admin can configure a system-level setting that controls the maximum number of
searches (with a limit of 10 million) for all instances of ArcSight. If you enter a value outside
of the system-level setting, you will receive an error message indicating that your preferred
default cannot exceed the system setting.

For information about global search limits, see Understand Search Limits.

Highlight Query Syntax
Specifies whether you want Search to use color to differentiate the syntax terms from the
operators and functions within the query. For example, in the figure below, Search displays
the variable Source Address in blue, the value 11.0.* in red, and the operator in subnet in
white.

Source Address in subnet 11.0.*

Specify Your Default Dashboards for the Reports Portal

You can specify the default dashboards that display when you enter the Reports Portal. You
can choose from any of the content available within the Repository. Alternatively, if you have
the Design Reports permission, you can create dashboards that you or others might want to
include in their default dashboard.

For example, in the Reports Portal, you might want a ready access to dashboards that you use
regularly. So you add the OWASP Missing Security Patches Overview and Foundation Denial of
Service Activity dashboards.
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1. To access the Reports Portal, perform one of the following actions:

e |f Multi-tenancy is disabled, select Reports > Portal > Portal Dashboards.

¢ If Multi-tenancy is enabled, select Dashboard & Reports > Reports > Portal >
Portal Dashboards.

2. Specify a name for your default dashboard.
3. (Optional) Enter a description for your dashboard portal.
4. Select one of the available dashboards.

You can specify only one dashboard at this time. However, once you are in the Reports
Portal, you can add more dashboards. Each dashboard appears as a tab in the page.

5. (Conditional) To create a dashboard, select Compose Dashboard.
6. Click OK.

7. (Conditional) If you chose to create a dashboard, continue adding the items that you want
to include. For additional instructions, select "Create a Simple Dashboard" on page 472.

Review Your Roles and Permissions

Depending whether Multi-tenancy is enabled, select [your_ID] > Profile or Edit Profile > Roles &
Permissions.

You can review the roles assigned to your account, and the permissions associated with each
role.

Review Your Group Assignments

Depending whether Multi-tenancy is enabled, select [your_ID] > Profile or Edit Profile >
Groups.

You can review the account groups to which you belong, as well as the manager of the group.

What Admins Need to Know

ArcSight Platform helps you maintain and configure the components and features available
with the application.
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Accessing ArcMC

Available only with ArcSight capabilities. Not available in the ArcSight SaaS environment.
Select ARCMC.

ArcSight Management Center (ArcMC) enables you to manage and monitor ArcSight
infrastructure components, particularly useful when you have a large deployment ArcSight
connectors. From the ArcMC dashboards, you can view the health and status of the
components that ArcMC manages. The Bulk Operations feature allows you to modify the
properties of, ensure the security of, gather log information about, and restart managed
components.

Accessing Bulk Operations

Available only with ArcSight capabilities. Not available in the ArcSight SaaS environment.
Select ARCMC > Bulk Operations.

Bulk Operations enables you to view and manage collectors, hosts and locations of hosts, and
Transformation Hubs. You can modify the properties of, ensure the security of, gather log
information about, and restart managed components.

Accessing ArcMC Dashboards

Available only with ArcSight capabilities. Not available in the ArcSight SaaS environment.
Select ARCMC > Dashboards.

The dashboards enable you to view the health and status of the components that ArcMC
manages.

Ensuring Compliance with Data and Security Standards

Requires the Log Management and Compliance service in ArcSight SIEM as a Service or the
ArcSight Recon capability.

We provide Compliance Packs that contain reports and dashboards to help you comply with a
broad set of legal and governmental regulations that require your enterprise to organize and
manage sensitive data and institute a strong IT governance program. Designed around industry
best practices, these packages provide a comprehensive method for assessing and monitoring
internal controls, such as access control changes, administrative activity, log-in monitoring, and
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change and risk management. The packages automatically map these technical checks to the
relevant standard using policy and risk-relevant operational context so you can focus on key
services and business processes and address critical audit points.

You must purchase, then import each Compliance Pack to the Reports Portal repository. For
more information about the packs, see the ArcSight Solutions and Compliance Insight Package
documentation site.

e "Ensuring Compliance with GDPR Standards" below

e "Ensuring Compliance with IT Governance" on page 56
e Ensuring Compliance with NERC

e "Ensuring Compliance with PCI DSS" on page 88

e "Ensuring Compliance with SOX Standards" on page 126

Ensuring Compliance with GDPR Standards

Requires the Log Management and Compliance service in ArcSight SIEM as a Service or the
ArcSight Recon capability.

In the Reports Portal, select Repository > Standard Content > GDPR.

The European Union (EU) adopted the General Data Protection Regulation (GDPR) to ensure
that businesses and organizations protect individuals’ data privacy and security. If your
enterprise processes the personal data of EU citizens or residents or offers goods and services
to such individuals, then you must comply with the GDPR. The regulation sets out standards for
any action, automatic or manual, that processes a person’s data. These standards include
requiring that data controllers and data processors — the individuals in your enterprise or third-
party organizations who control, manage, or make decisions about data processing — must be
able to demonstrate that they are GDPR compliant.

To help you comply or prove compliance with GDPR, we provide the Compliance Pack for
GDPR. For more information about adding the pack to the Reports repository, see the Solutions
Guide for ArcSight Compliance Pack for GDPR. The guide includes information about identifying
assets that must comply with GDPR.

This package includes the following dashboards and reports, organized by GDPR objectives:
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Category

Access Activity - Access Activity

Access Activity - Regulatory
Exposure

Access Activity - Threat User
Analysis

Admin Activity

Dashboards
After Hours Access Activity on
GDPR Systems Overview

Authorization Changes on GDPR
Systems Overview

Failed Access Activity on GDPR
Systems Overview

Failed Access Relationship on
GDPR Systems Overview

Failed Access Activity by GDPR
Asset

Failed Access Activity on GDPR
Systems by User

n/a

n/a

n/a

Ensuring Compliance with GDPR Standards

Reports
After Hours Access Activity on GDPR
Systems Summary

Authorization Changes Summary on
GDPR Systems

Failed Access Activity by GDPR Assets

Failed Access Activity on GDPR Systems
Summary

Failed Access Activity on GDPR Systems
by Users

Potential Regulatory Exposure on
GDPR Systems

Admin Activity from Compromised
GDPR System

Anti-Virus Disabled on GDPR Systems
Summary

Audit Log Cleared on GDPR Systems
Summary

Threats Executed against GDPR
Systems Summary

User Creations on GDPR Environment
User Deletions on GDPR Environment

Users Added to a Group on GDPR
Environment

Users Removed from a Group on GDPR
Environment
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Category

Attack Surface Analysis - Attack
Surface ldentification

Attack Surface Analysis - Security
Controls Risk Identification

Corporate Governance

Dashboards

High Risk Vulnerabilities on GDPR
Systems

Information Leakage
Vulnerabilities on GDPR Systems

Password and Authentication
Weaknesses on GDPR Systems

SQL Injection Vulnerabilities on
GDPR Systems

SSL or TLS Vulnerabilities on
GDPR Systems

Vulnerabilities on GDPR Systems
Overview

Vulnerable GDPR Assets by
Vulnerability Type

XSS Vulnerabilities on GDPR
Systems

DoS Attacks Against GDPR
Systems

Access Activity on GDPR Systems
Overview

Geo Access Activity on GDPR
Systems Overview

Physical Access Activity on GDPR
Systems Overview

Ensuring Compliance with GDPR Standards

Reports
High Risk Vulnerabilities on GDPR
Systems

Information Leakage Vulnerabilities on
GDPR Systems

Password and Authentication
Weaknesses on GDPR Systems

SQL Injection Vulnerabilities on GDPR
Systems

SSL or TLS Vulnerabilities on GDPR
Systems

Unpatched GDPR Systems
Vulnerability Summary by CVE ID
Vulnerability Summary by GDPR Asset

Vulnerability Summary on GDPR
Systems

XSS Vulnerabilities on GDPR Systems

DoS Attacks Against GDPR Systems

Access Activity on GDPR Systems
Summary

After Work Hours Physical Access
Activity on GDPR Systems Summary

Physical Access Activity on GDPR
Systems Summary
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Category Dashboards

Threat Analysis - Data Store Risk n/a

Threat Analysis - Internet Malware Found on GDPR Systems

MITRE ATT&CK on GDPR Systems
by GDPR Asset

MITRE ATT&CK on GDPR Systems
by MITRE ID

MITRE ATT&CK on GDPR Systems
Overview

MITRE ATT&CK Relationship on
GDPR Systems Overview

Ensuring Compliance with GDPR Standards

Reports

Attacks Against Databases on GDPR
Systems

Cassandra Vulnerabilities on GDPR
Systems

CRM and ERP Vulnerabilities on GDPR
Systems

Database Configuration Changes on
GDPR Systems

Database Weaknesses on GDPR
Systems

Elasticsearch Vulnerabilities on GDPR
Systems

IBM Db2 Vulnerabilities on GDPR
Systems

MariaDB Vulnerabilities on GDPR
Systems

Microsoft SQL Server Vulnerabilities on
GDPR Systems

MongoDB Vulnerabilities on GDPR
Systems

MySQL Vulnerabilities on GDPR
Systems

Oracle Vulnerabilities on GDPR
Systems

PostgreSQL Vulnerabilities on GDPR
Systems

Redis Vulnerabilities on GDPR Systems

Firewall Blocked Events in GDPR
Environment

Information Leaks from GDPR Systems

Malware Found on GDPR Systems
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Access Activity

In the Reports Portal, select Repository > Standard Content > GDPR > Reports or Dashboards >
GDPR Access Activity.

As a data controller or data processor, you need to track access to GDPR systems, which
collect, store, transfer, use, and organize data related to EU citizens or residents.
Category Dashboards Reports

Access Activity After Hours Access Activity on GDPR Systems  After Hours Access Activity on GDPR Systems

Overview Summary
Authorization Changes on GDPR Systems Authorization Changes Summary on GDPR
Overview Systems
Failed Access Activity on GDPR Systems Failed Access Activity by GDPR Assets
Overview Failed Access Activity on GDPR Systems
Failed Access Relationship on GDPR Systems Summary
Overview Failed Access Activity on GDPR Systems by
Failed Access Activity by GDPR Asset Users
Failed Access Activity on GDPR Systems by
User
Regulatory n/a Potential Regulatory Exposure on GDPR
Exposure Systems
Threat User n/a Admin Activity from Compromised GDPR
Analysis System

Anti-Virus Disabled on GDPR Systems
Summary

Audit Log Cleared on GDPR Systems
Summary

Threats Executed against GDPR Systems
Summary

Access Activity

Select Reports > Portal > Repository > Standard Content > GDPR > Reports or Dashboards >
GDPR Access Activity > Access Activity.

To comply with GDPR, you might want to track accounts that have been accessing systems that
store or process users’ personal data. A high number of failed access attempts can indicate
malicious activity. Also, to prevent a malicious user from accessing sensitive data, you should
know when and what type of authorization changes occur on those systems.
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After Hours Access Activity on GDPR Systems Summary
Reports the number of times and the accounts that accessed GDPR systems outside of
regular hours, such as accessing a server on the weekend. The table provides results by the
account and its associated server, and the target server accessed. This report relates to
GDPR Articles 5 and 25 and Recital 49.

By default, the report uses the following time ranges to check for “after hours” access:

¢ 12 a.m. to 7 a.m. Monday through Friday
e 18 p.m. (6 p.m.) to 12 a.m. Monday through Friday
¢ All day on Saturday and Sunday

However, you can modify the time ranges by editing the filters for the report. The time
range uses 24-hour values.

Authorization Changes Summary on GDPR Systems

Reports the number and type of authorization change events that occur on GDPR systems
over time. The table provides results by the number of times each account made a change,
the type of change, the affected GDPR system, and the outcome of the change such as
‘success.’ This report relates to GDPR Articles 5, 18, 24, 29, and 32 and Recital 39.

Authorization Changes Summary on GDPR Systems

Reports the number and type of authorization change events that occur on GDPR systems
over time. The table provides results by the number of times each account made a change,
the type of change, the affected GDPR system, and the outcome of the change such as
‘success.” This report relates to GDPR Articles 5, 18, 24, 29, and 32 and Recital 39.

Failed Access Activity by GDPR Assets

Reports the number of times access to a GDPR asset failed. The chart shows the top GDPR
assets with failed access attempts. For each GDPR asset, the table provides results by the
number of failed events, user accounts with failed attempts, and the number of IP
addresses associated with the failed events. This report relates to GDPR Articles 5 and 25
and Recital 49.

Failed Access Activity on GDPR Systems by Users

Reports the number of times users failed to access a GDPR system. The chart shows the
users with the most failed access attempts. The table provides results by number of failed
events, GDPR assets affected, and IP addresses associated with the failed events for each
user with a failed attempt. This report relates to GDPR Articles 5 and 25 and Recital 49.

Failed Access Activity on GDPR Systems Summary
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Reports the number attempts that failed to access a GDPR system over time. For each failed
attempt, the table provides results by user account, the account’s IP address and country,
the target server’s IP and host name, and the number of failed events. This report relates to
GDPR Articles 5 and 25 and Recital 49.

After Hours Access Activity on GDPR Systems Overview

Provides, in charts and a table, an overview of accounts that access GDPR systems outside
of regular hours, such as accessing a server on the weekend. You can view the targeted
systems, users, and source IPs that generate the most events. This dashboard relates to
GDPR Articles 25, 30, and 32 and Recital 82.

By default, the dashboard uses the following time ranges to check for “after hours” access:

¢ 12 a.m. to 7 a.m., Monday through Friday
e 18 p.m. to 12 a.m., Monday through Friday
¢ All day on Saturday and Sunday

Authorization Changes on GDPR Systems Overview

Provides an overview of events that indicate authorization change attempts on GDPR
Systems. Relevant to GDPR Articles 5, 18, 24, and 32 and Recital 39.

Failed Access Activity by GDPR Asset

Provides, in charts and a table, an overview of failed access activity on the specified GDPR
systems. This dashboard relates to GDPR Articles 5 and 25 and Recital 49.

You must specify at least one IP address, Mac address, or host name in lowercase.
Failed Access Activity on GDPR Systems by User

Provides, in charts and a table, an overview of failed access activity by user. This dashboard
relates to GDPR Articles 5 and 25 and Recital 49.

You must specify at least one user account in lowercase.
Failed Access Activity on GDPR Systems Overview

Provides an overview of failed access activity on GDPR systems. This dashboard relates to
GDPR Articles 5 and 25 and Recital 49.

Failed Access Relationship on GDPR Systems Overview

Provides an overview of the relationship between source and destination addresses and
users on events that indicate a failure login activity on GDPR systems. This dashboard
relates to GDPR Articles 5 and 25 and Recital 49.
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Regulatory Exposure

Select Reports > Portal > Repository > Standard Content > GDPR > Reports or Dashboards >
GDPR Access Activity > Regulatory Exposure.

As part of your compliance measures, you most likely track access events that might have
compromised user data, thus breaching GDPR regulations.

Potential Regulatory Exposure on GDPR Systems
Reports the GDPR systems that might have been exposed to a regulatory infraction due to
user access activities. The chart shows the systems with the most events. The table provides
results by the event name and time by GDPR system. This report relates to GDPR Article 32
and Recital 49.

Threat User Analysis

Select Reports > Portal > Repository > Standard Content > GDPR > Reports or Dashboards >
GDPR Access Activity > Threat User Analysis.

User activities such as changing authorizations or clearing audit logs often indicate malicious
activities or potential vulnerabilities. Run the following reports to check for threat activities on
your GDPR systems.

Admin Activity from Compromised GDPR System
Reports events associated with administrative activities that occur on GDPR systems. For
example, users are executing commands or changing authorizations. The chart shows
activity over time. The table provides results by time, user, affected GDPR asset, activity
type, and the number of events. This report relates to GDPR Articles 30 and 32 and Recital
49.

Anti-Virus Disabled on GDPR Systems Summary

Reports how often anti-virus services have been stopped or paused on GDPR systems over
time. A malicious user might pause an anti-virus service before running an illegal command
or script or downloading or installing malicious programs. The table provides results by
time, GDPR system, affected service, and number of events. This report relates to GDPR
Article 32 and Recital 49.

Audit Log Cleared on GDPR Systems Summary

Reports the audit log has been cleared on GDPR systems. The chart shows the number of
events over time. The table provides results by date, user, and host. This report relates to
GDPR Articles 5 and 25 and Recital 49.

Threats Executed against GDPR Systems Summary

Regulatory Exposure Page 42 of 522



User's Guide for ArcSight Platform

Reports how often GDPR systems have been threatened. The chart shows the number of
events over time. The table provides results by date, system IP address, threat technique,
event name, and number of events. This report relates to GDPR Article 32 and Recital 49.

Admin Activity

In the Reports Portal, select Repository > Standard Content > GDPR > Reports or Dashboards >
GDPR Admin Activity > Provisioning Activity.

Administrators can create and remove users. These admins might inadvertently or deliberately
add users to a system or group, giving users access to sensitive systems and information.
Alternatively, a malicious user with access to an admin account might attempt to create users
for later access or remove necessary accounts. To comply with GDPR, you should track
administrator activities related to user creations, deletions, and group assignments.

Dashboards Reports

n/a User Creations on GDPR Environment
User Deletions on GDPR Environment
Users Added to a Group on GDPR Environment

Users Removed from a Group on GDPR Environment

User Creations on GDPR Environment
Reports the number of user accounts created over time and by whom in the GDPR
environment. The table provides results by date, created account, user creating the
account, and their domains. This report relates to GDPR Articles 5, 6, and 7 and Recitals 78,
82, and 84.

User Deletions on GDPR Environment
Reports the number of user accounts deleted over time and by whom in the GDPR
environment. The table provides results by date, the deleted account, user deleting the
account, and their domains. This report relates to GDPR Article 17 and Recital 66.

Users Added to a Group on GDPR Environment
Reports the number of user accounts added to groups over time and by whom in the GDPR
environment. The table provides results by date, subject, user adding the account, and
affected group. This report relates to GDPR Articles 5, 6, 7, and 32 and Recitals 78, 82, and
84.

You must specify the name of a user group in lowercase.

Users Removed from a Group on GDPR Environment
Reports the number of user accounts removed from groups over time and by whom in the
GDPR environment. The table provides results by date, subject, user removing the account,
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and affected group. This report relates to GDPR Articles 17 and 32 and Recital 66.

You must specify the name of a user group in lowercase.

Attack Surface Analysis

In the Reports Portal, select Repository > Standard Content > GDPR > Reports or Dashboards >
GDPR Attack Surface Analysis.

Each point entry in your environment, which unauthorized users or programs can exploit,
increases the environment’s attack surface. This package helps you analyze the extent of the
environment’s vulnerability.

Category

Attack Surface
Identification

Security Controls Risk
Identification

Dashboards

High Risk Vulnerabilities on GDPR
Systems

Information Leakage Vulnerabilities on
GDPR Systems

Password and Authentication
Weaknesses on GDPR Systems

SQL Injection Vulnerabilities on GDPR
Systems

SSL or TLS Vulnerabilities on GDPR
Systems

Vulnerable GDPR Assets by Vulnerability
Type

Vulnerabilities on GDPR Systems
Overview

XSS Vulnerabilities on GDPR Systems

DoS Attacks Against GDPR Systems

Attack Surface Identification

Reports
High Risk Vulnerabilities on GDPR
Systems

Information Leakage Vulnerabilities on
GDPR Systems

Password and Authentication
Weaknesses on GDPR Systems

SQL Injection Vulnerabilities on GDPR
Systems

SSL or TLS Vulnerabilities on GDPR
Systems

Unpatched GDPR Systems

Vulnerability Summary by CVE ID
Vulnerability Summary by GDPR Asset
Vulnerability Summary on GDPR Systems

XSS Vulnerabilities on GDPR Systems

DoS Attacks Against GDPR Systems

Select Reports > Portal > Repository > Standard Content > GDPR > Reports or Dashboards >
GDPR Attack Surface Analysis > Attack Surface Identification.

To prevent data breaches, you need to know how much of your GDPR environment is
vulnerable to attack. Use the following dashboards and reports to identify, and thus reduce,
your environment’s attack surface.

Attack Surface Analysis
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High Risk Vulnerabilities on GDPR Systems Dashboard
Provides an overview of high-risk vulnerabilities reported on GDPR systems. This dashboard

relates to GDPR Articles 32, 35, and 83 and Recitals 76, 77, 78, and 83.

High Risk Vulnerabilities on GDPR Systems Report
Reports the high-risk vulnerabilities detected in the GDPR environment. The chart shows
the systems with the most vulnerabilities. The table provides results by GDPR asset,
signature ID, agent severity, description of the vulnerability, and date of the most recent
event. This report relates to GDPR Articles 32, 35, and 83 and Recitals 76, 77, 78, and 83.

Information Leakage Vulnerabilities on GDPR Systems Dashboard
Provides an overview of information leakage vulnerabilities reported on GDPR systems. This
dashboard relates to GDPR Articles 32, 35, and 83 and Recitals 76, 77, 78, and 83.

Information Leakage Vulnerabilities on GDPR Systems Report
Reports the information leakage vulnerabilities detected in the GDPR environment. The
chart shows the systems with the most vulnerabilities. The table provides results by GDPR
asset, signature ID, agent severity, description of the vulnerability, and date of the most
recent event. This report relates to GDPR Articles 32, 35, and 83 and Recitals 76, 77, 78, and
83.

Password and Authentication Weaknesses on GDPR Systems Dashboard
Provides an overview of password and authentication Weaknesses reported on GDPR
systems. This dashboard relates to GDPR Articles 32, 35, and 83 and Recitals 76, 77, 78, and
83.

Password and Authentication Weaknesses on GDPR Systems Report
Reports the password and authentication weaknesses detected in the GDPR environment.
The chart shows the number of events over time. The table provides results by GDPR asset,
signature ID, agent severity, description of the vulnerability, and date of the most recent
event. This report relates to GDPR Articles 32, 35, and 83 and Recitals 76, 77, 78, and 83.

SQL Injection Vulnerabilities on GDPR Systems Dashboard
Provides an overview of SQL Injection vulnerabilities reported on GDPR systems. This
dashboard relates to GDPR Articles 32, 35, and 83 and Recitals 76, 77, 78, and 83.

SQL Injection Vulnerabilities on GDPR Systems Report
Reports the SQL injection vulnerabilities detected in the GDPR Environment. The chart
shows the systems with the most detected vulnerabilities. The table provides results by
GDPR asset, signature ID, agent severity, description of the vulnerability, and date of the
most recent event. This report relates to GDPR Articles 32, 35, and 83 and Recitals 76, 77,
78, and 83.

SSL and TLS Vulnerabilities on GDPR Systems Dashboard
Provides an overview of SSL and TLS vulnerabilities reported on GDPR systems. This
dashboard relates to GDPR Articles 32, 35, and 83 and Recitals 76, 77, 78, and 83.
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SSL or TLS Vulnerabilities on GDPR Systems Report
Reports the SSL and TLS vulnerabilities detected in the GDPR Environment. Malicious users
can exploit vulnerabilities in SSL and TLS. For example, the Heartbleed Bug is a known SSL
vulnerability. The chart shows the systems with the most detected vulnerabilities. The table
provides results by GDPR asset, signature ID, agent severity, description of the vulnerability,
and date of the most recent event. This report relates to GDPR Articles 32, 35, and 83 and
Recitals 76, 77, 78, and 83.

Unpatched GDPR Systems
Reports the GDPR Systems with missing security patches. One of the most common ways to

reduce your environment’s attack surface is to ensure that all systems have the most recent
security patches applied. The chart shows the systems with the most missing security
patches. The table provides results by GDPR asset, signature ID, agent severity, description
of the vulnerability, and date of the most recent event. This report relates to GDPR Articles
32, 35, and 83 and Recitals 76, 77, 78, and 83.

Vulnerable GDPR Assets by Vulnerability Type
Provides an overview of vulnerabilities reported on GDPR systems by Type. This dashboard
relates to GDPR Articles 32, 35, and 83 and Recitals 76, 77, 78, and 83.

Vulnerabilities on GDPR Systems Overview
Provides an overview of vulnerabilities reported on GDPR systems. This dashboard relates

to GDPR Articles 32, 35, and 83 and Recitals 76, 77, 78, and 83.

Vulnerability Summary by CVE ID
Reports the vulnerabilities detected in the GDPR environment by specific CVE ID. The chart

shows the number of assets with the specified vulnerability over time. The table provides
results by host name, IP address, Mac address, signature ID, description of the vulnerability,
and date of the most recent event. This report relates to GDPR Articles 32, 35, and 83 and
Recitals 76, 77, 78, and 83.

You must specify a CVE ID.

Vulnerability Summary by GDPR Asset
Reports the vulnerabilities detected on a specific GDPR asset. The chart shows the number
of vulnerabilities detected over time. The table provides results by host name, IP address,
Mac address, signature ID, description of the vulnerability, and date of the most recent
event. This report relates to GDPR Articles 32, 35, and 83 and Recitals 76, 77, 78, and 83.

You must specify one GDPR asset by host name, IP address, or Mac address.

Vulnerability Summary on GDPR Systems
Reports the vulnerabilities detected in the GDPR environment. The chart shows the assets
with the most detected vulnerabilities. The table provides results by asset, signature ID,
agent severity, description of the vulnerability, and date of the most recent event. This
report relates to GDPR Articles 32, 35, and 83 and Recitals 76, 77, 78, and 83.
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XSS Vulnerabilities on GDPR Systems Dashboard
Provides an overview of XSS vulnerabilities reported on GDPR systems. This dashboard
relates to GDPR Articles 32, 35, and 83 and Recitals 76, 77, 78, and 83.

XSS Vulnerabilities on GDPR Systems Report
Reports the cross-site scripting (XSS) vulnerabilities detected in the GDPR environment.
Vulnerabilities associated with XSS enable malicious users to inject code in legitimate web
pages or applications that executes harmful scripts in the user’s web browser when the
browser parses data. The chart shows the assets with the most detected vulnerabilities. The
table provides results by asset, signature ID, agent severity, description of the vulnerability,
and date of the most recent event. This report relates to GDPR Articles 32, 35, and 83 and
Recitals 76, 77, 78, and 83.

Security Controls Risk Identification

Select Reports > Portal > Repository > Standard Content > GDPR > Reports or Dashboards >
GDPR Attack Surface Analysis > Security Controls Risk Identification.

Not all malicious users want to breach your systems to access or manipulate data. Some might
want to disrupt service and deny users access to information. However, a denial-of-service
(DoS) attack might indicate a future threat to your environment.

DoS Attacks Against GDPR Systems
Reports potential DoS events against databases in the GDPR environment. The chart shows
the number of attacks over time. The table provides results by the source IP and port, the
target IP and port, name of the event, and number of events. This report relates to GDPR
Article 32 and Recital 49.

DoS Attacks Against GDPR Systems
Provides a summary overview of DoS Attacks against GDPR Systems. This dashboard relates
to GDPR Article 32 and Recital 49.

Corporate Governance

In the Reports Portal, select Repository > Standard Content > GDPR > Reports or Dashboards >
GDPR Corporate Governance > Record Keeping.

In some environments, sensitive data is stored in file cabinets or archives. To ensure
compliance with GDPR, your organization might control access to the physical environment
where these records are kept. Use the following dashboards and reports to track access to
these environments.
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Dashboards Reports

Access Activity on GDPR Systems Overview Access Activity on GDPR Systems Summary

Geo Access Activity on GDPR Systems After Work Hours Physical Access Activity on GDPR Systems
Overview Summary

Physical Access Activity on GDPR Systems Physical Access Activity on GDPR Systems Summary
Overview

Access Activity on GDPR Systems Summary
Reports access events to GDPR systems. The chart shows access by country over time. The
table provides results by user, source IP and country, target IP and host, and number of
events. This report relates to GDPR Articles 30, 32, and 25, and Recital 82.

After Work Hours Physical Access Activity on GDPR Systems Summary

Reports access to physical GDPR systems, such as buildings, during after work hours. The
chart shows both failed and successful access by user and building. The table provides
results by date, user, building, result, and number of attempts. This report relates to GDPR
Articles 24 and 32 and Recital 49.

By default, the report uses the following time ranges to check for “after hours” access:

e 12 a.m. to 7 a.m., Monday through Friday
e 18 p.m. (6 p.m.) to 12 a.m., Monday through Friday
¢ All day on Saturday and Sunday

However, you can modify the time ranges by editing the filters for the report. The time
range uses 24-hour values.

Physical Access Activity on GDPR Systems Summary

Reports access to physical GDPR systems, such as building. The chart shows both failed and
successful access by building over time. The table provides results by date, user, building,
result, and number of attempts. This report relates to GDPR Articles 24 and 32 and Recital
49.

Access Activity on GDPR Systems Overview

Provides an overview of access events reported on GDPR systems. This dashboard relates to
GDPR Articles 30, 32, and 25 and Recital 82.

Geo Access Activity on GDPR Systems Overview

Provides an overview of GEO access activity to GDPR systems. This dashboard relates to
GDPR Articles 30, 32, and 25 and Recital 82.

Physical Access Activity on GDPR Systems Overview
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Provides an overview of physical access events reported on GDPR systems, by default “after
Work Hours” charts defined from 12 a.m. to 7 a.m. and 18 p.m. to 12 a.m every Monday to
Friday and the whole days of Saturday and Sunday, those can be re-configured to different
values using this dashboard charts components filter. This dashboard relates to GDPR
Articles 24 and 32 and Recital 49.

Regulatory Exposure

In the Reports Portal, select Repository > Standard Content > GDPR > Reports or Dashboards >
GDPR Regulatory Exposure > Composite Regulatory Exposure.

To comply with GDPR, you might need to track how data flows among GDPR system, and from
systems in non-EU countries.

Dashboards Reports

Data Flow from GDPR Systems Data Flow from GDPR Systems Summary

Data Flow from GDPR Systems to non EU Data Flow from GDPR Systems to non EU Summary
Data Flow from non EU to GDPR Systems Data Flow from non EU to GDPR Systems Summary
Data Flow to GDPR Systems Data Flow to GDPR Systems Summary

GDPR Systems Communication with non EU Countries High Risk Events on GDPR Systems Summary

GDPR Systems Communication Overview Policy Violations on GDPR Systems Summary

High Risk Events on GDPR Systems Overview Threats on GDPR Systems Summary

Policy Violations on GDPR Systems Overview
Threat Relationship on GDPR Systems Overview

Threats on GDPR Systems Overview

Data Flow from GDPR Systems

Provides a summary overview of data flow from GDPR Systems. This dashboard relates to
GDPR Articles 30, 46, 32, 45, 46, and 49 and Recital 82.

Data Flow from GDPR Systems Summary

Reports events that detect the flow of data from GDPR systems. The chart shows the GDPR
systems with the most data flowing outward. The table provides results by the IP address of
the GDPR source system, the target IP address and host, and the number of events
detected. This report relates to GDPR Articles 30, 32, 45, 46, and 49 and Recital 82.

Data Flow from GDPR Systems to non EU

Provides a summary overview of data flow from non EU to GDPR Systems. This dashboard
relates to GDPR Articles 30, 46, 32, 45, 46, and 49 and Recital 82.

Data Flow from GDPR Systems to non EU Summary

Regulatory Exposure Page 49 of 522



User's Guide for ArcSight Platform

Reports events that detect the flow of data from GDPR systems to systems in non-European
Union countries. The chart shows the GDPR systems with the most data flowing outward by
country. The table provides results by the IP address of the GDPR source system, the IP
address of the non-EU system, the country code of the target system, and the number of
events detected. This report relates to GDPR Articles 30, 32, 45, 46, and 49 and Recital 82.

Data Flow from non EU to GDPR Systems

Provides a summary overview of data flow from non EU to GDPR Systems. This dashboard
relates to GDPR Articles 30, 46, 32, 45, 46, and 49 and Recital 82.

Data Flow from non EU to GDPR Systems Summary

Reports events that detect the flow of data to GDPR systems from systems in non-European
Union countries. The chart shows the GDPR systems with the most data flowing in by
country of origin. The table provides results by the IP address and country code of the
source system, the IP address of the GDPR system, and the number of events detected. This
report relates to GDPR Articles 30, 32, 45, 46, and 49 and Recital 82.

Data Flow to GDPR Systems

Provides a summary overview of data flow to GDPR Systems. This dashboard relates to
GDPR Articles 30, 46, 32, 45, 46, and 49 and Recital 82.

Data Flow to GDPR Systems Summary

Reports events that detect the flow of data to GDPR systems. The chart shows the GDPR
systems with the most data flowing into them. The table provides results by the IP address
of the source system, the target (GDPR system) IP address and host, and the number of
events detected. This report relates to GDPR Articles 30, 32, 45, 46, and 49 and Recital 82.

GDPR Systems Communication Overview

Provides an overview of GDPR Systems communications. This dashboard relates to GDPR
Articles 30, 46, 32, 45, 46, and 49 and Recital 82.

GDPR Systems Communication with non EU Countries

Provides an overview of GDPR Systems communications with non EU Countries. This
dashboard relates to GDPR Articles 30, 46, 32, 45, 46, and 49 and Recital 82.

High Risk Events on GDPR Systems Overview

Provides an overview of high risk events related to GDPR systems. This dashboard relates to
GDPR Article 32 and Recital 49.

High Risk Events on GDPR Systems Summary
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Reports high-risk events that involve GDPR systems. The chart shows the targeted GDPR
systems with the most high-risk events. The table provides results by the source IP and host
of the events, the targeted IP and host GDPR system, the user, and number of events
detected. This report relates to GDPR Articles 32 and 83 and Recital 49.

Policy Violations on GDPR Systems Overview

Provides an overview of policy violation events related to GDPR systems. This dashboard
relates to GDPR Articles 32 and 83 and Recital 49.

Policy Violations on GDPR Systems Summary

Reports the number of policy violation events on GDPR systems over time. The table
provides results by source IP address, the IP address and host of the target GDPR system,
user, and number of events. This report relates to GDPR Articles 32 and 83 and Recital 49.

Threat Relationship on GDPR Systems Overview

Provides an overview of relationship between source and destination addresses on events
which indicate compromise, reconnaissance, hostile, or suspicious activity on GDPR
systems. This dashboard relates to GDPR Article 32 and Recital 49.

Threats on GDPR Systems Overview

Provides an overview of events that indicate compromise, reconnaissance, hostile, or
suspicious activity on GDPR systems. This dashboard relates to GDPR Article 32 and Recital
49,

Threats on GDPR Systems Summary

Reports the number of events that indicate compromise, reconnaissance, hostile, or
suspicious activity on GDPR systems over time. The table provides results by IP and Mac
address of the source system, the IP address and host of the target GDPR system, user, and
number of events. This report relates to GDPR Articles 32 and Recital 49.

Threat Analysis - Data Store Risk

In the Reports Portal, select Repository > Standard Content > GDPR > Reports or Dashboards >
GDPR Threat Analysis > Data Store Risk.

GDPR requires that your enterprise establish technical and organizational standards that
ensure appropriate security-to-risk levels. As part of your threat analysis, you should assess the
vulnerability of data storage systems.
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Dashboards Reports

n/a Attacks Against Databases on GDPR Systems
Cassandra Vulnerabilities on GDPR Systems
CRM and ERP Vulnerabilities on GDPR Systems
Database Configuration Changes on GDPR Systems
Database Weaknesses on GDPR Systems
Elasticsearch Vulnerabilities on GDPR Systems
IBM Db2 Vulnerabilities on GDPR Systems
MariaDB Vulnerabilities on GDPR Systems
Microsoft SQL Server Vulnerabilities on GDPR Systems
MongoDB Vulnerabilities on GDPR Systems
MySQL Vulnerabilities on GDPR Systems
Oracle Vulnerabilities on GDPR Systems
PostgreSQL Vulnerabilities on GDPR Systems

Redis Vulnerabilities on GDPR Systems

Attacks Against Databases on GDPR System

Reports events that indicate compromise, reconnaissance, hostile, or suspicious activity
against GDPR systems databases over time. The table provides results by the source GDPR
IP address, IP address and host of the target system, name of the event, and number of
events. This report relates to GDPR Article 32 and Recital 49.

Cassandra Vulnerabilities on GDPR Systems

Reports vulnerabilities related to Apache Cassandra on GDPR systems. Apache Cassandra is
a free and open-source, distributed, wide-column store, NoSQL database management
system. The chart shows the GDPRs reporting the most vulnerabilities. The table provides
results by GDPR asset, signature ID, agent severity, description of the vulnerability, and date
of the most recent event. This report relates to GDPR Articles 32, 35, and 83 and Recitals
76, 77,78, and 83.

CRM and ERP Vulnerabilities on GDPR Systems

Reports vulnerabilities detected on GDPR systems related to CRM (Customer Relationship
Management) and ERP (Enterprise Resource Planning) software. The chart shows the GDPR
systems with the most vulnerabilities. The table provides results by GDPR asset, signature
ID, agent severity, description of the vulnerability, and date of the most recent event. This
report relates to GDPR Articles 32, 35, and 83 and Recitals 76, 77, 78, and 83.

Database Configuration Changes on GDPR Systems

Threat Analysis - Data Store Risk Page 52 of 522



User's Guide for ArcSight Platform

Reports changes to the database configuration in the GDPR environment. The chart shows
the GDPR systems with the most changes. The table provides results by host system,
database change, the type of change, agent severity, and date of the most recent event.
This report relates to GDPR Article 32.

Database Weaknesses on GDPR Systems

Reports vulnerabilities in databases detected in the GDPR environment over time and by
severity. The table provides results by GDPR asset, signature 1D, description of the

vulnerability, agent severity, and date of the most recent event. This report relates to GDPR
Articles 32, 35, and 83 and Recitals 76, 77, 78, and 83.

Elasticsearch Vulnerabilities on GDPR Systems

Reports vulnerabilities related to Elasticsearch on GDPR systems. The chart shows the GDPR
systems with the most vulnerabilities. The table provides results by GDPR asset, signature
ID, agent severity, description of the vulnerability, and date of the most recent event. This
report relates to GDPR Articles 32, 35, and 83 and Recitals 76, 77, 78, and 83.

IBM Db2 Vulnerabilities on GDPR Systems

Reports vulnerabilities related to IBM Db2 on GDPR systems. The chart shows the GDPR
systems with the most vulnerabilities. The table provides results by GDPR asset, signature
ID, agent severity, description of the vulnerability, and date of the most recent event. This
report relates to GDPR Articles 32, 35, and 83 and Recitals 76, 77, 78, and 83.

MariaDB Vulnerabilities on GDPR Systems

Reports vulnerabilities related to MariaDB on GDPR systems. The chart shows the GDPR
systems with the most vulnerabilities. The table provides results by GDPR asset, signature
ID, agent severity, description of the vulnerability, and date of the most recent event. This
report relates to GDPR Articles 32, 35, and 83 and Recitals 76, 77, 78, and 83.

Microsoft SQL Server Vulnerabilities on GDPR Systems

Reports vulnerabilities related to Microsoft SQL Server on GDPR systems. The chart shows
the GDPR systems with the most vulnerabilities. The table provides results by GDPR asset,
signature ID, agent severity, description of the vulnerability, and date of the most recent
event. This report relates to GDPR Articles 32, 35, and 83 and Recitals 76, 77, 78, and 83.

MongoDB Vulnerabilities on GDPR Systems

Reports vulnerabilities related to MongoDB on GDPR systems. The chart shows the GDPR
systems with the most vulnerabilities. The table provides results by GDPR asset, signature
ID, agent severity, description of the vulnerability, and date of the most recent event. This
report relates to GDPR Articles 32, 35, and 83 and Recitals 76, 77, 78, and 83.

MySQL Vulnerabilities on GDPR Systems
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Reports vulnerabilities related to MySQL on GDPR systems. The chart shows the GDPR
systems with the most vulnerabilities. The table provides results by GDPR asset, signature
ID, agent severity, description of the vulnerability, and date of the most recent event. This
report relates to GDPR Articles 32, 35, and 83 and Recitals 76, 77, 78, and 83.

Oracle Vulnerabilities on GDPR Systems

Reports vulnerabilities related to Oracle on GDPR systems. The chart shows the GDPR
systems with the most vulnerabilities. The table provides results by GDPR asset, signature
ID, agent severity, description of the vulnerability, and date of the most recent event. This
report relates to GDPR Articles 32, 35, and 83 and Recitals 76, 77, 78, and 83.

PostgreSQL Vulnerabilities on GDPR Systems

Reports vulnerabilities related to PostgreSQL on GDPR systems. The chart shows the GDPR
systems with the most vulnerabilities. The table provides results by GDPR asset, signature

ID, agent severity, description of the vulnerability, and date of the most recent event. This
report relates to GDPR Articles 32, 35, and 83 and Recitals 76, 77, 78, and 83.

Redis Vulnerabilities on GDPR Systems

Reports vulnerabilities related to Redis on GDPR systems. The chart shows the GDPR
systems with the most vulnerabilities. The table provides results by GDPR asset, signature
ID, agent severity, description of the vulnerability, and date of the most recent event. This
report relates to GDPR Articles 32, 35, and 83 and Recitals 76, 77, 78, and 83.

Threat Analysis - Internet

In the Reports Portal, select Repository > Standard Content > GDPR > Reports or Dashboards >
GDPR Threat Analysis > Internet Threat Analysis.

GDPR requires that your enterprise establish technical and organizational standards that
ensure appropriate security-to-risk levels. As part of your threat analysis, you should assess the
vulnerability of firewalls, places where information might leak, and existence of malware on
your GDPR systems.

Dashboards Reports

Malware Found on GDPR Systems Firewall Blocked Events in GDPR Environment
MITRE ATT&CK on GDPR Systems by GDPR Asset Information Leaks from GDPR Systems

MITRE ATT&CK on GDPR Systems by MITRE ID Malware Found on GDPR Systems

MITRE ATT&CK on GDPR Systems Overview

MITRE ATT&CK Relationship on GDPR Systems Overview

Firewall Blocked Events in GDPR Environment
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Reports firewall blocked events in the GDPR environment. The chart shows the number of
events by time and target port. If you pro-actively monitor the firewalls in your enterprise,
you can identify problems at an early stage and prevent network attacks. The table provides
results by source IP address and port, the targeted GDPR IP address and port, and the
number of events. This report relates to GDPR Article 32 and Recital 49.

Information Leaks from GDPR Systems

Reports events that indicate information leaks on GDPR systems over time. The table
provides results by date, event name, source IP address and port, the targeted GDPR IP
address and port, and the user. This report relates to GDPR Articles 32, 33, and 34 and
Recitals 49, 85, and 86.

Malware Found on GDPR Systems Dashboard

Provides an overview of malware reported events on GDPR Systems. This dashboard relates
to GDPR Articles 32, 33, and 34 and Recitals 49 and 83.

Malware Found on GDPR Systems Report

Reports malware found on GDPR systems. The chart shows the systems with the most
malware activity. The table provides results by GDPR asset, malware program, name of the
event, and date of the most recent event. This report relates to GDPR Articles 32, 35, and
83 and Recitals 76, 77, 78, and 83.

MITRE ATT&CK on GDPR Systems by GDPR Asset

Provides an overview of MITRE ATT&CK events by GDPR asset. This dashboard relates to
GDPR Article 32 and Recital 49.

MITRE ATT&CK on GDPR Systems by MITRE ID

Provides an overview of MITRE ATT&CK events reported on GDPR Systems by MITRE IDs.
This dashboard relates to GDPR Article 32 and Recital 49.

MITRE ATT&CK on GDPR Systems Overview

Provides an overview of MITRE ATT&CK events reported on GDPR Systems. This dashboard
relates to GDPR Article 32 and Recital 49.

MITRE ATT&CK Relationship on GDPR Systems Overview

Provides an overview of the relationship between different event entities on MITRE
ATT&CK events reported on GDPR systems. This dashboard relates to GDPR Article 32 and
Recital 49.
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Ensuring Compliance with IT Governance

Requires the Log Management and Compliance service in ArcSight SIEM as a Service or the
ArcSight Recon capability.

In the Reports Portal, select Repository > Standard Content > IT GOV > 1SO-27002.

To comply with the information security management controls as part of ISO 27002 guidelines,
your enterprise needs to establish and follow information security standards and policies. The
guidelines help you identify and implement the controls needed to secure data. You can check
the security controls in your enterprise against one or more specific ISO 27002 control set, such
as Information Security Policies or Asset Management.

We provide the Compliance Pack for IT Governance to help you comply with Controls 6, 8, 9,
10, 12, 13, 14, 16, and 17. For more information about adding the pack to the Reports
repository, see the Solutions Guide for ArcSight Compliance Pack for IT Governance.

This package includes dashboards and reports organized by the ISO-27002 requirements:

Category Dashboards Reports

"IT Governance — Executive Overview" on "Overall Risk Management" n/a

page 60 on page 60

"6 — Organization of Information n/a "Suspicious Activity in Wireless
Security" on page 61 Network" on page 61

"8 — Asset Management" on page 61 n/a "Network Active Assets" on page 62

"New Hosts" on page 62

"New Services" on page 62
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"10 — Cryptography" on page 64

n/a
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"13 — Communications Security" on "Email Activities" on page 75  "Accessed Ports through Firewall"
page 74 "Peer to Peer Activity" on on page 75
page 76 "Firewall Open Port Review" on
"Phishing Activities" on page 75
page 76 "Information Interception Events"
on page 75

"Insecure Services" on page 75
"Interzone Traffic" on page 75

"Organizational Information Leaks"
on page 75

"Personal Information Leaks" on
page 76

"Processes by Asset" on page 76
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Category Dashboards Reports

"14 — System Acquisition, Development, n/a "Invalid Data Input" on page 77
and Maintenance" on page 76

"16 — Information Security Incident "Internal Reconnaissance" "Confidential Breach Sources" on
Management" on page 77 on page 78 page 77

"Denial of Service" on page 77
"File Integrity Changes" on page 78

"Information Systems Failures" on
page 78

"Integrity Breach Sources" on
page 78

"Internal Reconnaissance by Event"
on page 78

"Internal Reconnaissance by Source
Address" on page 78

"Internal Reconnaissance by Target

Address" on page 79

"17 — Information Security Aspects of n/a "Availability Attacks" on page 79
Business Continuity Management" on
page 79

IT Governance — Executive Overview

In the Reports Portal, select Repository > Standard Content > IT GOV > ISO-27002 > Dashboards
> Overview.

To help individuals in management and C-suite positions to quickly understand the current
state of your enterprise's compliance with ISO-27002 controls, you can view the following
dashboard:

Dashboards Reports

"Overall Risk Management" below n/a

Overall Risk Management
Provides, in charts, the overall risk score of your IT environment. You can view the most
assets at highest risk, risk score by ISO control, and the rules triggered by an ISO control.
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6 — Organization of Information Security

In the Reports Portal, select Repository > Standard Content > IT GOV > ISO-27002 > Reports >
ISO 6 — Organization of Information Security.

Control 6: Organization of information security of the ISO 27002 standard focuses on ensuring
that your organization supports and maintains information security operations, both on- and
off-site.

To assess your enterprise's compliance with this requirement, use the following reports:

Dashboards Reports

n/a "Suspicious Activity in Wireless Network" below

Suspicious Activity in Wireless Network
Reports events that indicate suspicious activity in the wireless network. For example, a
malicious user might scan ports to discover open doors or weak points in the wireless
network. The table provides results by the type of suspicious activity, details about the
target and source systems, and the number of events.

In the logical model, use the iDestinationWirelessNetwork variable to specify wireless
networks. For more information, see the Solutions Guide for ArcSight Compliance Pack for
IT Governance.

8 — Asset Management

In the Reports Portal, select Repository > Standard Content > IT GOV > ISO-27002 > Reports >
ISO 8 — Asset Management.

Control 8: Asset Management of the 1ISO 27002 standard focuses on identifying the physical
and information assets in your enterprise, and determining the appropriate level of protection
necessary for each.

To assess your enterprise's compliance with this requirement, use the following reports:

Dashboards Reports

n/a "Network Active Assets" on the next page
"New Hosts" on the next page

"New Services" on the next page
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Network Active Assets
Reports all hosts that have been included as the source address in logged events. The table
provides results by the source IP address, user, and zone; the number of events; and when
the event occurred.

New Hosts
Reports all new hosts on the network detected by traffic analysis systems. The table
provides results by the host name, IP address, and zone of the target system and when the
event occurred.

New Services
Reports all new services on the network detected by traffic analysis systems. The table
provides results by the service name, IP address, and host name; the port used, the number
of events, and when the most recent event occurred.

9 — Access Control

In the Reports Portal, select Repository > Standard Content > IT GOV > 1SO-27002 > Dashboards
or Reports >1SO 9 — Access Control.

Control 9: Access Control of the ISO 27002 standard focuses on preventing unauthorized user
access to information and the facilities that process information.

To assess your enterprise's compliance with this requirement, use the following dashboard and
reports:

Dashboards Reports

"User Account Management" on page 64 "Account Lockouts by User" on the next page
"All Login Activity" on the next page
"Authentication with Null Sessions" on the next
page
"Authorization Changes" on the next page
"Privileged Account Changes" on the next page
"Removal of Access Rights" on the next page
"Successful Brute Force Logins" on the next page

"Unauthorized User Access to Network Domain"
on the next page

"User Account Creation" on page 64

"User Account Deletion" on page 64
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Account Lockouts by User

Reports the accounts most often locked out. The table provides results about the locked
out user, the target IP address and host name, the number of event, and when the most
recent event occurred.

All Login Activity

Reports all successful, failed, and attended login activity by all users in the network. The
table provides results by the IP address and name of the target system, the source IP
address, the user involved, the outcome of the login attempt, the number of attempts, and
when the most recent attempt occurred.

Authentication with Null Sessions

Reports possible null authentication sessions where the outcome is successful, failed, or an
attempt. A null session attack exploits an authentication vulnerability for Windows
Administrative Shares where a malicious user connects to a local or remote share without
authentication. The table provides results by the target IP address and user, the source IP
address and user, the outcome of the authentication attempt, the number of attempts, and
when the most recent attempt occurred.

Authorization Changes

Reports authorization changes made on systems and the number of events per host. The
table provides results by the target zone, IP address, and user; the source user, the type of
event, the number of attempts, and when the most recent attempt occurred.

Privileged Account Changes

Reports all changes made to privileged accounts, such as password changes. The table
provides results by the event, the name and IP address of the user who made the change,
and when the change occurred.

Removal of Access Rights

Reports the access rights removed from user accounts. The table provides results by the
access right that was removed, the IP address and host where the change was made, the
user who made the change, the number of changes, and when the change occurred.

Successful Brute Force Logins

Reports the details of successful brute force logins. The table provides results by the user
logging in, the IP address and host affected, the number of logins and when the event
occurred.

Unauthorized User Access to Network Domain
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Reports login sessions where the user is unauthorized for the specific network domain. The
table provides results by the user attempted access, the target IP address and host, the
source IP address for the user, the outcome of the attempt, the number of attempts, and
when the event occurred.

To specify authorized users and network domains, update the variables
isDestinationAuthorizeUser and isNetworkDomain. For more information, see the Solutions
Guide for ArcSight Compliance Pack for IT Governance.

User Account Creation

Reports all events that indicate a user account has been added to a system. The table
provides results by the IP address and host where the event occurred, the user adding
accounts, the number of events, and when the event occurred.

User Account Deletion

Reports all events that indicate a user account has been removed from a system. The table
provides results by the IP address and host where the event occurred, the user removing
accounts, the number of events, and when the event occurred.

User Account Management

Provides, in charts, details of scans, probes, and unauthorized access. You can view the
number of accounts created and deleted by the user making the change, as well as the
hosts that have been added or deleted.

10 - Cryptography

In the Reports Portal, select Repository > Standard Content > IT GOV > ISO-27002 > Reports >
ISO 10 — Cryptography.

Control 10: Cryptography of the 1ISO 27002 standard focuses on using cryptographic keys to
protect the confidentiality, integrity, and availability of information.

To assess your enterprise's compliance with this requirement, use the following reports:

Dashboards Reports
n/a "Insecure Cryptographic Storage" on the next
page

"Invalid Certificates" on the next page

"Systems Providing Unencrypted Services" on the
next page
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Insecure Cryptographic Storage
Reports vulnerabilities associated with insecure cryptographic storage detected on your
systems. The table provides results by IP address and name of the asset, the detected
vulnerability, and when the most recent event occurred.

Invalid Certificates
Reports events that indicate an error with a server's certificate. The chart displays the

number of such occurrences per host. The table provides results by the name of the event,
the IP address and host name of the server, the user associated with event, the number of
events, and when the event occurred.

Systems Providing Unencrypted Services
Reports the systems that provide unencrypted services. The table provides results by the

port, process, service, IP address of the system, and the number of events.

12 — Operations Security

In the Reports Portal, select Repository > Standard Content > IT GOV > 1SO-27002 > Dashboards
or Reports > 1SO 12 — Operations Security.

Control 12: Operations security of the ISO 27002 standard focuses on ensuring that the
facilities that store and process information are protected from malware, data loss, and the
exploitation of technical vulnerabilities. Use the following reports to check for compliance with
the standard.

To assess your enterprise's compliance with this requirement, use the following dashboards
and reports:
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Dashboards Reports
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"Authentication Errors" on page 69 "Account Activity Summary" on the next page
"Database Events" on page 69 "Administrative Actions Events" on the next page
"Events and Incidents that have Occurred" on "Administrative Logins and Logouts" on the next
page 70 page

"Malware Activity" on page 71 "Application Configuration Modification" on the

"Scans Overview" on page 72 next page

"Vulnerabilities Management" on page 74 Audit Log Cleared” on the next page

"Authentication Logins with Insecure Ports" on

"Vulnerability Scans and Unauthorized Access" on
the next page

page 74
"Blocked Firewall Traffic" on page 69

"Changes to Operating System" on page 69
"Covert Channel Activity" on page 69
"Device Configuration Changes" on page 69
"Device Logging Review" on page 69
"Exploit of Vulnerabilities" on page 70
"Failed Administrative User Logins" on page 70
"Failed Antivirus Updates" on page 70
"Failed File Access" on page 70

"Failed File Deletions" on page 70

"Failed User Logins" on page 70

"Fault Logs" on page 71

"File Changes in Production" on page 71
"Firewall Configuration Changes" on page 71
"Logins to Database Machines" on page 71

"Machines Conducting Policy Breaches" on
page 71

"Malicious Code Sources" on page 71

"Network Device Configuration Changes" on
page 72

"Policy Violations" on page 72
"Resource Exhaustion" on page 72
"Software Changes in Production" on page 72

"Successful Administrative User Logins" on
page 72

"Successful File Deletions" on page 73
"Successful User Logins" on page 73

"Suspicious Activity" on page 73
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"Trojan Code Activity" on page 73
"User Actions All Events" on page 73
"User Logins and Logouts" on page 73
"Virus Infected Machines" on page 73

"Vulnerabilities Scanner Results" on page 74

Account Activity Summary

Reports all account activities by type. The table provides results by the event name, the
user associated with the event, the target IP address and host name, and number of events
per user.

Administrative Actions Events

Reports the accounts that have performed the most administrative actions. The table
provides results by admin account, destination IP address, the name and ID of the detected
event, the affected product, the number of events, and when the most recent event
occurred.

Administrative Logins and Logouts

Reports the hosts that have had the highest number of logins and logouts by administrative
accounts. The table provides results by the name of the event, the admin account, the IP
address and name of the affected host, the action taken, the number of events, and when
most recent event occurred.

Application Configuration Modification

Reports the applications that have had the highest number of configuration changes. For
example, a user might have updated a license file or a program setting. The table provides
results by the product modified, the IP address and zone of the host system, and the date
that the modification occurred.

Audit Log Cleared

Reports the indication that audit logs have been cleared over time. The table provides
results by when the event occurred, the IP address and host of the affected system, the
affected account, the source account that might have cleared the audit log, and the
affected device.

Authentication Logins with Insecure Ports

Reports assets with authenticated logins that used insecure ports. This report is useful for
auditors to track and identify assets that are not following the security standard. The table
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provides results by the insecure port, the name of the source and target systems, the target
user (if any), the type of event or user, the number of events, and the date of the most
recent event.

Authentication Errors

Provides an overview of the authentication failure events in your enterprise. You can view a
trend of failed authentication events over time, the different outcomes of the
authentication events, and the failed logins by administrative and non-administrative users.

Blocked Firewall Traffic

Reports events generated by devices that have blocked traffic. The table provides results by
the target port, the source and target IP address and host name, the type of event, and
number of events.

Changes to Operating System

Reports the hosts with the most changes to the operating system. Detected modifications
might be to the security options or OS accounts. The table provides results by the change
made; the IP address, name, and zone of the affected host system; and the device product
that was changed.

Covert Channel Activity

Reports events identified as covert channel activity. These events are generated by IDS
devices and could indicate the use of different tools designed to establish an undetected
channel to and from your enterprise. The table provides results by the type of event, the IP
address and host name of the target and source systems, and when the event occurred.

Database Events

Provides, in charts and a table, an overview of the database events. You can view the trend
of events over time, events by product, by the behavior of each event, and user names, IPs
involved in the events. The table lists the name of the event; the target user and associated
IP address; the source user and associated IP address; the outcome of the event; and the
number of events.

Device Configuration Changes

Reports the type and number of modifications made to devices in the network. The table
provides results by the date, time, event name, affected product, and the host where the
changes occurred.

Device Logging Review

Reports the devices with the most logging events, such as a database. The table provides
results by the device host name and address, a count of events received, and when the
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device most recently received an event.

Because this report queries the logging activity from all devices, it will have a performance
impact each time that you run it.

Events and Incidents that have Occurred

Provides, in charts, an overview of the different security incidents that might indicate that
systems or data in your enterprise have been compromised. You can view a trend of events
by severity over time, as well as events by geographic location, the techniques used,
severity, source IP address, and target IP address. You can also review the relationships
between target and source IP addresses.

Exploit of Vulnerabilities

Reports the number of detected events where a user might have exploited a well-known
vulnerability. For example, an IDS might report an event associated with a Unicode
vulnerability. The table provides results by the vulnerability, the affected host, the source
system, and the number of detected events.

Failed Administrative User Logins

Reports the number of failed logins by administrative accounts over time. A high number of
failed access attempts can indicate malicious activity. The table provides results by account
name, the name and IP address of the host where the login failed, the affected product or
operating system, the number of failures detected, and when the most recent event
occurred.

Failed Antivirus Updates

Reports number of failures in updating anti-virus software over time. The table provides
results by the update that failed; the IP address, name, and zone of the target system; the
type of event, and when the failure occurred.

Failed File Access

Reports the details of events that indicate failed attempts to access files. The table provides
results by the targeted file, the IP address and name of the target system, the type of event,
the number of attempts, and when the most recent attempt occurred.

Failed File Deletions

Reports information about files that failed to be deleted. The table provides results by the
targeted file, the IP address and name of the target system, the type of event, the number
of attempts, and when the most recent attempt occurred.

Failed User Logins
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Reports the number of failed logins over time. A high number of failed access attempts can
indicate malicious activity. The table provides results by account name, the name and IP
address of the host where the login failed, the affected product or operating system, the
number of failures detected, and when the most recent event occurred.

Fault Logs

Reports all events indicating that a system fault has occurred over time. The table provides
results by the IP address and name of the host where the fault occurred, the name of the
event, the number of events, and when the most recent event occurred.

File Changes in Production

Reports changes made to files in the production network. The table provides results by the
target file, the IP address and name of the host of the file, the number of events, and when
the most recent event occurred.

Before using this report, you must add the systems that reside in the production network to
the variable isProductionNetwork. For more information, see the Solutions Guide for
ArcSight Compliance Pack for IT Governance.

Firewall Configuration Changes

Reports events by host that indicate changes to firewall configuration. The table provides
results by the IP address and zone of the firewall, the firewall rule and configuration that
was changed, the number of changes, and the time that the event occurred.

Logins to Database Machines

Reports the user accounts with the most attempts to log in to databases in your
environment. The table provides results by the user account, the affected host, the number
of attempts, whether the attempt was successful, and events per hour.

Machines Conducting Policy Breaches

Reports policy breaches by system, where the event matches the category technique of
/Policy/Breach. The table provides results by the device group, affected vendor and
product, the IP address and name of the host, and when the breach occurred.

Malicious Code Sources

Reports malicious code events by host system. The table provides results by the event
name, the IP address and name of the affected device, the affected product, the category of
the malicious code, and the outcome.

Malware Activity

Provides, in charts, an overview of the malware events that might indicate systems or data
in your enterprise have been compromised. You can view a trend of malware events over
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time, as well as events by geographic location, malware category and malicious event, the
affected IP addresses and hosts, suspicious IP addresses and hosts names, and target IP
addresses. You can also review the relationships between target and source IP addresses.
You can also review the techniques used to exploit and launch further attacks.

Network Device Configuration Changes

Reports events that indicate configuration file changes on network equipment such as
routers and switches. The table provides results by the change made, the device affected,
the IP address where the change originated, the IP address and name of the host where the
change occurred, and when the change occurred.

Policy Violations

Reports all policy breaches by source IP address. A policy breach could be IM use or the
downloading of unauthorized content. The table provides results by the affected policy, the
IP address and name of the source and target hosts, the number of breaches, and when the
most recent breach occurred.

Resource Exhaustion

Reports events that indicate resource exhaustion on particular hosts. A malicious user can
create or exploit resource exhaustion vulnerabilities by causing the programs to crash or
falter, or by interfering with the programs such that the programs do not have enough
resources to perform properly. If this occurs, the systems and programs become
unavailable for use. The table provides results by the IP address and name of the host
where the event occurred, the type of event, the number of events, and when the most
recent event occurred.

Scans Overview

Provides an overview of scan results. You can view the signatures of potential
vulnerabilities, the most active scanners, and the most scanned ports and assets.

Software Changes in Production

Reports events that indicate changes to daemons, access policies, and other software
changes in the production environment. The table provides results by the event, the
IP address and name of the target asset, and the target user.

Before using this report, you must add the systems that reside in the production network to
the variable isProductionNetwork. For more information, see the Solutions Guide for
ArcSight Compliance Pack for IT Governance.

Successful Administrative User Logins

Reports the number of successful logins by administrative accounts over time. The table
provides results by account name, the name and IP address of the host where the logins
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occurred, the affected product or operating system, the number of successful logins, and
the date of the most recent event.

Successful File Deletions

Reports events that indicate successful attempts to delete files by the target IP address. The
table provides results by name of the deleted file, the IP address where the file was
deleted, the number of files deleted, and when the deletion occurred.

Successful User Logins

Reports the number of successful logins over time. The table provides results by account
name, the name and IP address of the host where the logins occurred, the affected product
or operating system, the number of successful logins, and when the most recent event
occurred.

Suspicious Activity

Reports suspicious events in your network. The table provides results by the event name,
the IP address and name of the host where the event occurred, the number of events, and
when the most recent event occurred.

Trojan Code Activity

Reports all the trojan activity detected by IP address in the environment. The table provides
results by the type of activity, the IP address that originated the activity, the IP address and
name of the target host, and when the event occurred.

User Actions All Events

Reports the actions taken by non-administrative accounts. For example, a user might delete
an infected file. The report provides results by the source account, the affected account,
the name of the event, the IP address where the action occurred, the affected product, the
outcome of the user’s action, the number of times that the action was detected, and the
date of the most recent event.

Run this report with caution, as it can generate enormous amounts of data. This report will
not include events in which both source and destination users are null.

User Logins and Logouts

Reports the user accounts that log in and out the most. The table provides results by the
name of the login action and category, the user account, the IP address, name, zone of the
affected system, and the date of the event.

Virus Infected Machines

Reports the systems with the most detected viruses by affected product. The table provides
results by the virus name, the affected system and product, and the date of the event.
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Vulnerabilities Management

Provides an overview of the vulnerabilities detected per host. You can view a trend of
vulnerabilities reported over time, the most reported vulnerabilities, the assets with the
most vulnerabilities, and vulnerabilities by severity.

Vulnerabilities Scanner Results

Reports vulnerabilities by type as detected by vulnerability scanners. The table provides
results by the vulnerability, the IP address and name of the affected host, and the quantity
found.

Vulnerability Scans and Unauthorized Access

Provides an overview of the scans, probes, and unauthorized access reported in your
environment. You can view results by the systems with the most unauthorized access
attempts, severity of events, the most scanned ports, the vulnerabilities scanned, and the
signature of the riskiest vulnerabilities.

13 — Communications Security

In the Reports Portal, select Repository > Standard Content > IT GOV > 1SO-27002 > Dashboards
or Reports >1S0O 13 — Communications Security.

Control 13: Communications Security of the ISO 27002 standard focuses on using cryptographic
keys to protect the confidentiality, integrity, and availability of information.

To assess your enterprise's compliance with this requirement, use the following reports:

Dashboards Reports

"Email Activities" on the next page "Accessed Ports through Firewall" on the next

"Peer to Peer Activity" on page 76 page

"Phishing Activities" on page 76 Firewall Open Port Review" on the next page

"Information Interception Events" on the next
page
"Insecure Services" on the next page

"Interzone Traffic" on the next page

"Organizational Information Leaks" on the next
page
"Personal Information Leaks" on page 76

"Processes by Asset" on page 76
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Accessed Ports through Firewall

Reports all ports accessed through a firewall by port and number of events. The table
provides results by IP address of the firewall device, the type and vendor of the firewall, and
the port used.

Email Activities

Provides an overview of email activities in your enterprise. You can view the accounts by
guantity of emails received and sent, as well as by the size of emails received and sent.

Firewall Open Port Review

Reports the ports open in firewalls by the number of access events per port. The table
provides results by IP address of the firewall device, the type of firewall, the open port, the
number of events, and when the most recent event occurred.

Information Interception Events

Reports the traffic interception events that indicate spoofing and man-in-the-middle attacks.
The table provides results by the type of event, the IP address of the target and source
systems, the number of events, and when the most recent event occurred.

Insecure Services

Reports the events by port number and type of insecure service, such as FTP or Telnet. The
table provides results by the target port, target process, target and source IP addresses, the
target host name, the product that reported the insecure service, and the number of events.

Interzone Traffic

Reports the communications that pass between different zones over time. The table
provides results by the IP address, name, and zone of the target host; the source zone, the
protocol used; and when the most recent communication occurred.

Organizational Information Leaks

Reports events associated with information leaks as reported by IDSs over time. The table
provides results by the event, the source and target users, the number of events, and when
the most recent event occurred.
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Peer to Peer Activity

Provides an overview of peer-to-peer communication events. You can view a trend of
communications over time, the total number of communications, communications by source
IP address, and the relationship of communications that occur between source and target

IP address.

Personal Information Leaks

Reports events that are associated with personal information leaks as reported by IDSs over
time. The table provides results by the event, the source and target users, the number of
events, and when the most recent event occurred.

Phishing Activities

Provides an overview of phishing activity in your enterprise. You can view a trend of phishing
events over time, events received from suspicious domains, and number of events by
recipient email and sender's email.

Processes by Asset

Reports the processes running on assets in your environment. The table provides results by
the IP address, name, and zone of the host where the processes are running, the process,
the application protocol used, the service, the product, and the number of running
processes.

14 - System Acquisition, Development, and Maintenance

In the Reports Portal, select Repository > Standard Content > IT GOV > ISO-27002 > Reports >
ISO 14 — System acquisition development and maintenance.

Control 14: System acquisition, development, and maintenance of the 1ISO 27002 standard
focuses on incorporating information security throughout the lifecycle of the data. Your
enterprise is expected to ensure the security of data in both test/development and product
environments.

To assess your enterprise's compliance with this requirement, use the following report:

Dashboards Reports

n/a "Invalid Data Input" on the next page
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Invalid Data Input

Reports events that indicate corrupt data input such as exceptionally long URLs or SNMP
requests that exceed the allowed buffer size.

The table provides results by the type of event, the IP address and name for both the target
and source of the host, and the number of events.

16 — Information Security Incident Management

In the Reports Portal, select Repository > Standard Content > IT GOV > ISO-27002 > Reports or
Dashboards > 1SO 16: Information security incident management

Control 16: Information security incident management of the 1ISO 27002 standard expects your
enterprise to effectively and consistently manage information security incidents.

To assess your enterprise's compliance with this requirement, use the following reports:

Dashboards Reports

"Internal Reconnaissance" on the next page "Confidential Breach Sources" below
"Denial of Service" below
"File Integrity Changes" on the next page
"Information Systems Failures" on the next page
"Integrity Breach Sources" on the next page

"Internal Reconnaissance by Event" on the next
page

"Internal Reconnaissance by Source Address" on
the next page

"Internal Reconnaissance by Target Address" on
page 79

Confidential Breach Sources

Reports the number of confidentiality breach events by IP addresses of the source system.
The table provides results by the IP address, name, and zone of the source; the number of
events; and when the most recent event occurred.

Denial of Service

Reports the number of denial of service (DoS) events by IP addresses of the targeted system.
The table provides results by the IP address , name, and zone of the targeted system; the
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type of DoS activity; and the number of events.

File Integrity Changes

Reports changes to files where the modification might compromise the integrity of the file.
The table provides results by the path to the modified file, the IP address and name of the
targeted host, the number of modifications, and when the most recent event occurred.

Information Systems Failures

Reports the number of changes to monitored files by target IP address and type of change.
The report includes only events where agent severity is High or Very-High. The table
provides results by the type of event; the IP address, name, and zone of the targeted system;
and the number of events.

Integrity Breach Sources

Reports the number of attacks associated with integrity breaches, by source IP and type of
breach. The table provides results by the type of breach event; the IP address, name, and
zone of the source system; the number of events; and when the most recent event occurred.

Internal Reconnaissance

Provides an overview of events that indicate internal reconnaissance, which are attacks that
occur within your organization's network, systems, and premises.

Internal Reconnaissance by Event

Reports the top events by the source IP address associated with the specified internal
reconnaissance events. The table provides results by the type of event, the IP address, name,
and zone of the target and source hosts; and the number of events.

You must specify at least one event by type.

Internal Reconnaissance by Source Address

Reports the number of internal reconnaissance events associated with the specified source
IP address. The table provides results by the type of event, the IP address, name, and zone of
the target and source hosts; and the number of events.

You must specify at least one IP address.
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Internal Reconnaissance by Target Address

Reports the number of internal reconnaissance events associated with the specified target
IP address. The table provides results by the type of event, the IP address, name, and zone of
the target and source hosts; and the number of events.

You must specify at least one IP address.

17 — Information Security Aspects of Business Continuity Management

In the Reports Portal, select Repository > Standard Content > IT GOV > ISO-27002 > Reports >
ISO 17 — Information security aspects of business continuity management.

Control 17: Information security aspects of business continuity management of the ISO 27002
standard expects that your business practices include managing the continuity of information
security.

To assess your enterprise's compliance with this requirement, use the following report:

Dashboards Reports

n/a "Availability Attacks" below

Availability Attacks

Reports the number of events by targeted zone that indicate attacks to limit or prevent the
availability of systems, networks, devices, or services in your enterprise. The table provides
results by the type of event; the IP address, name, and zone of the targeted host; the
number of events; and when the most recent event occurred.

Ensuring Compliance with NERC Standards

In the Reports Portal, select Repository > Standard Content > NERC.

The North American Electric Reliability Corporation (NERC) Critical Infrastructure Protection
sets the standards for monitoring, detecting, and responding to various cyberattacks and
threats to the electric power industry to ensure the reliability and security of the bulk power
industry. Owners, operators, and users of bulk power systems in the United States and Canada
must comply with NERC standards.

To help you comply or prove compliance with NERC, we provide the Compliance Insight Pack
for NERC. For more information about adding the pack to the Reports repository, see the
Solutions Guide for ArcSight Compliance Pack for NERC. The guide includes information about
identifying assets that must comply with NERC.
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ﬂ Note: Certain dashboards in this package require ArcSight ESM and ArcSight ESM Unified NERC
CIP to populate.

This package includes the following dashboards, organized by NERC controls:

Category Dashboards
CIP Overview— Executive Summary NERC Compliance Overview
NERC Insights

Real-Time Alerts by CIP ID

CIP-002-6 Cyber Security: BES Cyber System Categorization New Devices
CIP-005-7 Cyber Security: Electronic Security Perimeter(s) Traffic Anomaly
CIP-007-6 Cyber Security: System Security Management Login Activity Overview

Malware Overview
User Activity Overview

Users and Accounts Overview

CIP-008-6 Cyber Security: Incident Reporting and Response Planning Attack and Suspicious Activity
Overview

Command and Control Overview
Lateral Movement Overview
Privilege Escalation Overview

MITRE ATT&CK ICS Overview

CIP-010-4 Cyber Security: Configuration Change Management and Vulnerability Configuration Changes Overview
Assessments Vulnerability Overview

CIP Overview— Executive Summary

In the Reports Portal, select Repository > Standard Content > NERC > CIP Overview.

Overview dashboards summarize the compliance state of your bulk power system as
determined by correlation rules for each NERC CIP Standard and provides a holistic view of the
up to date threats on your organization.

ﬂ Note: These dashboards display correlation events forwarded from ESM to Recon and
require ArcSight ESM Unified NERC CIP to populate.

Dashboards Reports
NERC Compliance Overview N/A
NERC Insights

Real-Time Alerts by CIP ID
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NERC Compliance Overview

Provides a color-coded status overview of NERC CIP-related alerts reported in the
organization. Click each widget to view a drill-down dashboard with more information
about alerts, such as Real Time Alerts by CIP ID. This dashboard refreshes every 5 minutes
with real-time data from the ArcSight Forwarding Connector.

NERC Insights

The NERC Insights dashboard offers a snapshot of the health and compliance status of the
organization's infrastructure. Each insight within the dashboard has color coded status to
facilitate immediate action to high severity issues. This dashboard is updated every 5
minutes with data collected over the past hour. This dashboard requires correlation events
forwarded from ESM to Recon.

Real-Time Alerts by CIP ID
Provides an overview of specific NERC CIPs based on ESM Alerts. To access this dashboard
directly from the CIP Overview folder, you must select a specific CIP, such as CIP-010.

002-6-Cyber Security: BES Cyber System Categorization

In the Reports Portal, select Repository > Standard Content > NERC> CIP-002 BES Cyber System
Categorization.

NERC Standard 002-6: BES Cyber System Categorization focuses on identifying and categorizing
the assets of your BES cyber system, ensuring that your organization supports and maintains
appropriate cyber security requirements for your organization.

Dashboards Reports

New Devices n/a

New Devices
Helps you track new device activity.
Charts:

e Activity by Time

e Events Table

005-7-Cyber Security: Electronic Security Perimeter(s)

In the Reports Portal, select Repository > Standard Content > NERC > CIP-005 Electronic
Security Perimeter(s).
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NERC Standard 005-7: Electronic Security Perimeter identifies specific electronic security
perimeters for your BES cyber system, ensuring that your organization supports and maintains
appropriate cyber security requirements for your organization.

Dashboards Reports
Traffic Anomaly Overview n/a
Traffic Anomaly Overview
Helps you identify anomalies in network traffic.
Charts:

* Anomalies Detected

Targeted Ports

Source IPs

Targeted IPs

e Timeline

e Events Table
Special Views:

e Source IP- Target IP Relationship which provides a scatter chart displaying the
relationship between source and target IPs.

e Traffic Anomaly Distribution which provides a distribution map displaying traffic
anomalies.

e Traffic by Volume, which provides a line chart displaying traffic volume over time.

Filters:

¢ Device Vendor and Device Product

Anomaly Type

Application Protocol

Transport Protocol

Category Significance

007-6-Cyber Security: System Security Management

In the Reports Portal, select Repository > Standard Content > NERC> CIP-007 System Security
Management.

NERC Standard 007-6: System Security Management manages your system by specifying
technical, operational, and procedural requirements for your BES cyber system, ensuring that
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your organization supports and maintains appropriate cyber security requirements for your
organization.

Dashboards Reports
Login Activity Overview n/a
Malware Overview

User Activity Overview

Users and Accounts Overview

Login Activity Overview

Provides an overview of login activity. The table shows the details of the event, and each
event will take you to the Event Inspector. You can also click Open in Search and it will take
you to the search page and loads the categoryBehavior = /Authentication/Verify
guery with the same time that the dashboard was run.

Charts:

¢ By Destination User
¢ By Destination Host
¢ By Source Address
e Events Table
Special Filters:
e Login Activity Distribution
¢ Windows Logon Type

Filters:

¢ Login Outcomes

e Device Vendor and Product
Malware Overview
Helps you track malware activity.
Charts:

¢ Reported Malware

e Malware Distribution

¢ Infected Assets

e Action Outcome and Malware Name
e Timeline

e Events Table
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Special Views:

¢ DGA Overview
¢ Attacks and Suspicious Activity
¢ Host Profile Overview

Filters:

¢ Device Vendor and Product
¢ Category Outcome

e Agent Severity

User Activity Overview

Provides an overview of user activity.

Charts:

¢ Login Connections

¢ Privileged Groups

e Account Management Actions
e Outbound Traffic

e Requested URLs

e Processes Used

¢ Application Protocols

e Ports

e Events Table

Filters:

¢ Device Vendor and Product

¢ Category Outcome

Users and Accounts Overview

Provides an overview of all the users created and deleted in the last hour.

Charts:

¢ Created Users
e Deleted Users
e Trend

¢ Events Table
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008-6-Cyber Security: Incident Reporting and Response Planning

In the Reports Portal, select Repository > Standard Content > NERC> CIP-008 Incident Reporting
and Response Planning.

NERC Standard 008-6: Incident Reporting and Response Planning creates and maintains an

appropriate incident response plan for your BES cyber system, ensuring that your organization

supports and maintains appropriate cyber security requirements for your organization.
Dashboards Reports

Attack and Suspicious Activity Overview n/a
Command and Control Overview

Lateral Movement Overview

Privilege Escalation Overview

MITRE ATT&CK ICS Overview
Attacks and Suspicious Activity Overview
Displays an overall view of the attackers, it's techniques and targets.
Charts:

e Attack/Target Matrix
e SSH Attacks- drilldown to SSH Attacks Overview Dashboard

e Suspicious Activity Relationship

e Top 5 Ports
e Events Table
o Web Attacks- drilldown to Web Attacks Overview Dashboard

Filters:

¢ Agent Severity
¢ Attack Technique

Command and Control Overview

Displays command and control events. You can drill down to this dashboard from the
Insights dashboard.

Charts:

¢ Command and Control Activity Flow

e Events Table
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Lateral Movement Overview

Displays lateral movement events which represent the way an attack spreads from an entry
point to the rest of the network. For example, by placing malware on a user's computer, a
malicious user could attempt to move laterally to infect other computers on the network,
to infect internal servers, and so on until they reach their final target. The Lateral
Movement Overview dashboard is interactive, so clicking on a specific item on a chart will
render the other charts accordingly.

Charts:

¢ Activity over Time
¢ Source-Target IP Relationship

e Events Table
MITRE ATT&CK ICS Overview

Displays an overview of MITRE ATT&CK events including charts that sort events by
MITRE ATT&CK technique, tactic, and frequency.

Tactics, Alerts by MITRE ATT&CK Techniques, and Alert Distribution by MITRE ATT&CK
Tactics are interactive charts, meaning they update and change as you interact with other
charts in the dashboard.

[ ﬂ Note: This dashboard requires ArcSight ESM to populate.

Charts:

¢ Tactics
o Alerts by MITRE ATT&CK Techniques
¢ Alert Distribution by MITRE ATT&CK Tactics

e Events Table
Privilege Escalation Overview

Displays privilege escalation events. This is a drill-down dashboard that can be reached from
the NERC Insights dashboard.

Charts:

¢ Privileged Groups

¢ Events Table
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010-4-Cyber Security: Configuration Change Management and Vulnerability
Assessments

In the Reports Portal, select Repository > Standard Content > NERC> CIP-010 Configuration
Change Management and Vulnerability Assessments.

This standard determines how you manage configuration changes and track vulnerabilities to
protect your BES cyber system from unauthorized changes, ensuring that your organization
supports and maintains appropriate cyber security requirements for your organization.

Dashboards Reports

Configuration Changes Overview n/a

Vulnerability Overview

Configuration Changes Overview
Provides an overview of configuration changes found on the organization.

Charts:

* Configuration Changes
¢ Configuration Changes by User
¢ Configuration Changes by Host

e Trends

Events Table

Filters:

¢ Device Vendor, Product, and Signature ID

e Agent Severity

Vulnerability Overview
Provides information to help you track vulnerabilities reported in your enterprise.

Charts:

¢ Vulnerable Activity Relationship

Reported Vulnerabilities

Vulnerable Systems

Trends

Events Table

Filters:
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¢ Device Vendor, Product, and Signature ID

e Agent Severity

Ensuring Compliance with PCI DSS

Requires the Log Management and Compliance service in ArcSight SIEM as a Service or the
ArcSight Recon capability.

In the Reports Portal, select Repository > Standard Content > PCI.

The PCI Security Standards Council has established standards to ensure the security of payment
account data. To help you comply with the PCI Data Security Standards, we provide the
Compliance Pack for PCI. For more information about adding the pack to the Reports
repository, see the Solutions Guide for ArcSight Compliance Pack for PCI.

This pack includes dashboard and reports organized by the following PCl requirements:
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Category Dashboards Reports
"1 - Maintain Firewalls to Protect "Overview of Communication "Accessed Ports Through Firewall" on
Cardholder Data" on page 96 Activity from CDE" on page 101  page 99
"Overview of Communication "Blocked Inbound Traffic to Card
Activity to CDE" on page 101 Holder Data Environment" on page 99

"Blocked Outbound Traffic from Card
Holder Data Environment" on page 99

"Cardholder Data in the DMZ" on
page 100

"External to Internal PCI Systems" on
page 100

"Firewall Configuration Changes" on
page 100

"Inbound Traffic to the Card Holder
Data Environment" on page 100

"Internal PCI Systems to External" on
page 100

"Network Routing Configuration
Changes" on page 100

"Outbound Traffic from the Card
Holder Data Environment" on
page 101

"Personal Firewall Installed" on
page 101

"Private IP Addresses Disclosure" on
page 101

"Unauthorized Access to Card Holder
Data Environment" on page 101

"Unauthorized Inbound Traffic to Card
Holder Data Environment" on
page 101

"Unauthorized Inbound Traffic to
DMZ" on page 102

"Unauthorized Outbound Traffic from
Card Holder Data Environment" on
page 102

"VPN Configuration Changes" on
page 102
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"3 — Protect Stored Cardholder Data" n/a "Credit Cards in Clear Text" on
on page 104 page 104
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Category Dashboards Reports
"5 — Use and Regularly Update " Antivirus Activity" on "Disabled Antivirus and EDR" on
Antivirus Software or Programs" on page 107 page 107
page 106
" Malware Activities Overview" "Failed Antivirus and EDR Updates" on
on page 108 page 107

"Installed Antivirus and EDR" on
page 107

"Malicious Code Activities from CDE"
on page 107

"Malware Activity" on page 108

"Malware Activity by Host" on
page 108

"Spyware and Adware Activity" on
page 108
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"7 — Restrict Access to Cardholder "User Access Activity to Card
Data" on page 112 Holder Data Environment" on
page 113

"All Accesses to Cardholder Data
Environment" on page 113

"All Accesses to Cardholder Data
Environment by User" on page 113
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"9 — Restrict Physical Access to "Failed Physical Facility Access - "Failed Physical Facility Access -
Cardholder Data" on page 115 Dashboard" on page 116 Report" on page 116
"Successful Physical Facility "Physical Facility Access Attempts" on
Access" on page 116 page 116
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Category Dashboards Reports

"11 - Test Security Systems and "Attacks and Suspicious "Drill Down Assets with Buffer

Processes Regularly" on page 120 Activities Overview" on Overflow Vulnerabilities" on page 121
page 121 "Drill Down Assets with High Risk
"Vulnerabilities Scanning" on Vulnerabilities" on page 122
page 124 "Drill Down Assets with SSL and
Vulnerability Summary TLS Vulnerabilities" on page 122
Overview

"Drill Down CSRF Vulnerable Assets"
on page 122

"Drill Down SQL Injection Vulnerable
Assets" on page 122

"Drill Down XSS Vulnerable Assets" on
page 122

"Exploit of Vulnerability" on page 123
"File Integrity Events" on page 123
"High Risk Vulnerabilities" on page 123

"Information Interception Events" on
page 123

"Rogue Wireless AP Detected" on
page 123

"Traffic Anomaly on Application Layer"
on page 123

"Traffic Anomaly on Network Layer"
on page 124

"Traffic Anomaly on Transport Layer"
on page 124

"Vulnerability Summary by CVE" on
page 124

"Vulnerability Summary by Host" on
page 124

"Vulnerability Summary Overview" on
page 124

"12 - Maintain a Policy that "Policy Violations - Dashboard"  "All Reporting Devices" on page 125
Addresses Information Security " on 4 page 125

page 125 Policy Violations - Report" on

page 125

"Windows Domain Policy Changes" on
page 125
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1 — Maintain Firewalls to Protect Cardholder Data

In the Reports Portal, select Repository > Standard Content > PCl > Reports or Dashboards >
Requirement 1: Firewall Configuration.

PCI Requirement 1 requires that you install and maintain a firewall configuration to protect
data in a cardholder data environment (CDE). Firewalls control computer traffic in and out of
your network, as well as to and from sensitive areas within secure or sensitive internal
networks. To prove compliance with PCI DSS, you must monitor the firewalls at Internet
connections and between any demilitarized zones (DMZs). You must also monitor the devices
that manage traffic.

Use the following dashboards and reports to check for potential firewall vulnerabilities in your
environment.
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Dashboards Reports
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"Overview of Communication Activity from CDE" on
page 101

"Overview of Communication Activity to CDE" on
page 101

"Accessed Ports
Through Firewall"
on the next page

"Blocked Inbound
Traffic to Card
Holder Data
Environment" on
the next page

"Blocked Outbound
Traffic from Card
Holder Data
Environment" on
the next page

"Cardholder Data in
the DMZ" on
page 100

"External to
Internal PCI
Systems" on
page 100

"Firewall
Configuration
Changes" on
page 100

"Inbound Traffic to
the Card Holder
Data Environment"
on page 100

"Internal PCI
Systems to
External" on
page 100

"Network Routing
Configuration
Changes" on

page 100

"Outbound Traffic
from the Card
Holder Data
Environment" on
page 101

"Personal Firewall
Installed" on
page 101

"Private IP
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Accessed Ports Through Firewall

Addresses
Disclosure" on
page 101

"Unauthorized
Access to Card
Holder Data
Environment" on
page 101

"Unauthorized
Inbound Traffic to
Card Holder Data
Environment" on
page 101

"Unauthorized
Inbound Traffic to
DMZ" on page 102

"Unauthorized
Outbound Traffic
from Card Holder

Data Environment
on page 102

"VPN Configuration
Changes" on
page 102

Reports the firewalls that allowed the most traffic by port number. The table provides
results by IP addresses for the firewall, the source system, and the destination system; the
destination port; number of events; and the firewall rule number that triggered the event.

Blocked Inbound Traffic to Card Holder Data Environment

Reports the destination ports with traffic to the CDE from non-CDE systems that has been
blocked the most often. The table provides results by IP addresses for the firewall, the
source system, and the destination system; the destination port; the protocol used, number
of events; and when the most recent event occurred.

Blocked Outbound Traffic from Card Holder Data Environment

Reports an overview of blocked traffic from the CDE to non-CDE systems over time. The
table provides results by blocked outbound traffic per firewall. It lists the IP addresses for
the firewall, the source system, and the destination system; the source and destination

zones; affected port; and when the most recent event occurred.
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Cardholder Data in the DMZ

Reports the internal systems that send the most communications to a DMZ, or less secure
environment, in the specified time range. The table provides results by IP address of the
source and destination systems, the affected ports, when the events occurred, and the
number of events.

External to Internal PCI Systems

Reports the external systems that are communicating directly with PCl internal systems most
often. The table provides results by the IP addresses and zones of the source and destination
systems, the affected port, protocol used, and the number of events.

Firewall Configuration Changes

Reports the firewalls and devices with the most changes to their configuration. The table
provides results by the IP address, product, and vendor of the device that was changed; the
name and rule related to the change; the number of changes detected; and when the most
recent event occurred.

Inbound Traffic to the Card Holder Data Environment

Reports the systems that allowed the most traffic to the CDE from non-CDE systems by
destination address and port. The table provides results by the IP addresses for the firewall,
the source system, and the destination system; the affected port; the protocol used; the
number of events; and when the most recent event occurred.

Internal PCI Systems to External

Reports the CDE systems that communicate directly with external systems. PCl standards
expects that your enterprise can justify this type of traffic. The table provides results by the
IP address of the source system, destination system, and the device; the destination port;
the protocol used; and the number of events.

Network Routing Configuration Changes

Reports the network routing devices that have had the most configuration changes in the
specified time range. The table provides results by the IP address for the device, the type of
device; the event name; number of events; and when the most recent event occurred.
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Outbound Traffic from the Card Holder Data Environment

Reports the systems that allowed traffic from the CDE to non-CDE systems by destination IP
address. The table provides results by the IP addresses for the device, the source system,
and the destination system; the affected port; the protocol used; number of events; and
when the most recent event occurred.

Overview of Communication Activity from CDE

Provides, in charts and a table, an overview of communication going out from the CDE. You
can view the target and source IP addresses, target ports, and the block source IP addresses.

Overview of Communication Activity to CDE

Provides, in charts and a table, an overview of communication coming into the CDE. You can
view the target and source IP addresses, target ports, and the block source IP addresses.

Personal Firewall Installed

Reports the servers with a personal firewall installed. PCl standards require that users install
personal firewall software on any device, such as a laptop, that is used to access the
cardholder data environment and also might connect to the Internet when outside the PCI
network. The table lists the IP address and name of the system hosting the personal firewall,
as well as the more recent time that the firewall was detected.

Private IP Addresses Disclosure

Reports the RFC1918 IP addresses with the most communication with public IP addresses.
The table provides results by IP address of the source and associated destination systems,
the destination port, the protocol used, and the number of events.

Unauthorized Access to Card Holder Data Environment

Reports the accounts with the most unauthorized attempts to access the CDE. The table
provides results by the user account, source and destination IP addresses, time the events
occurred, and the number of events.

Unauthorized Inbound Traffic to Card Holder Data Environment

Reports the IP addresses in the cardholder environment that have experienced the most
unauthorized traffic to the CDE from non-CDE systems. The table provides results by the
source and destination IP addresses, the ports of the destination system, the protocol used,
the number of events, and when the most recent event occurred.
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Unauthorized Inbound Traffic to DMZ

Reports the systems with the highest amount of unauthorized traffic to the DMZ. The table
provides results by the IP addresses for the device, the source system, and the destination
system; the source zone; affected port; number of events; and when the most recent event
occurred.

Unauthorized Outbound Traffic from Card Holder Data Environment

Reports the ports with the most unauthorized traffic from the CDE to non-CDE systems. The
table provides results by the IP addresses for the device, the source system, and the
destination system; the destination zone; the affected port; the protocol used; and number
of events.

VPN Configuration Changes

Reports the VPN gateways with the most changes to their configuration. The table provides
results by IP address of the VPN, the policies or configurations changed, the type of VPN, and
number of events.

2 — Do Not Use Default Security Parameters

In the Reports Portal, select Repository > Standard Content > PCl > Reports or Dashboards >
Requirement 2: Default Security Parameters.

PCl Requirement 2 addresses the use of vendor-supplied default settings, such as passwords
and account names. These are known values and can be exploited by malicious users. While
devices and firewalls installed by IT administrators might have strong security process, users
who install software and add devices might not follow good security practices.

Use the following dashboards and reports to check for default security parameters in your
environment.

Dashboards Reports

"Default Vendor Accounts Overview" on "Default Vendor Accounts" on the next page

the next page "Insecure Services — Report" on the next page

"Insecure Services — Dashboard" on the
next page

"Misconfigured Systems" on the next page

"Multiple Functions Implemented on a Server" on the next
page
"Software Inventory" on the next page

"Unencrypted Administrative Accesses" on page 104
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Default Vendor Accounts

Reports default vendor accounts by username. The table provides results by the IP address
and name of the device’s address, the vendor’s name, the account name, and quantity.

Default Vendor Accounts Overview

Provides, in several charts, an overview of default vendor accounts. You can view the
accounts associated with the most events, account activity over time, the IP addresses
associated with the accounts, and the most active vendors.

Insecure Services — Dashboard

Provides, in charts and table, insecure events by port number and IP address, activities by
day, and the products that report insecure services in other systems.

Insecure Services — Report

Reports insecure events by port number. The table provides results by the target port, target
process, target and source IP addresses, the target host name, the product that reported the
insecure service, and the number of events.

Misconfigured Systems

Reports systems with the most misconfiguration events reported in your environment. In
general, the most common vulnerability in your environment is misconfigured operating
systems, frameworks, libraries, and applications. Misconfigurations include missing security
patches or updates, incomplete or ad hoc configurations, use of insecure default
configurations, poorly configured HTTP headers, and error messages that contain sensitive
information. The table provides results by IP address and name of the misconfigured system,
the name of the event, and number of events.

Multiple Functions Implemented on a Server

Reports the servers that have multiple functions installed on them. For example, a server
might have functions such as DNS, a Web server, and a database.

Software Inventory

Reports the software found by IP address and host name.
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Unencrypted Administrative Accesses

Reports the accounts that have had unencrypted administrative access events. The table
provides results by the IP address and name of the host, the affected account, the port used,
affected process, and number of events.

3 — Protect Stored Cardholder Data

In the Reports Portal, select Repository > Standard Content > PCl > Reports > Requirement 3:
Protect Stored Cardholder Data.

PCI Requirement 3 ensures that cardholder data cannot be read or used by individuals who
maliciously or unintentionally access encrypted data. You must have security measures to
encrypt, truncate, mask, or hash critical components of the data.

To assess your enterprise's compliance with this requirement, use the following report:

Credit Cards in Clear Text

Reports the hosts where credit card data has been detected in clear text format. The table
provides results by the affected host and reporting device IP addresses, the signature ID, and
when the clear text was detected.

4 — Encrypt Transmission of Cardholder Data

In the Reports Portal, select Repository > Standard Content > PCl > Reports > Requirement 4:
Encryption Transmission.

PCl Requirement 4 focuses on managing and maintaining the security of the card holder data
when it is transmitted over open or public networks. Transmitted data should be encrypted.
Malicious users can exploit vulnerabilities in cryptographic hashes and keys, as well as through
SSL and TLS. For example, the Heartbleed Bug is a known SSL vulnerability.

To assess your enterprise's compliance with this requirement, use the following reports:

3 — Protect Stored Cardholder Data Page 104 of 522



User's Guide for ArcSight Platform

Dashboards  Reports

n/a "Cryptographic Hash Algorithm Related Vulnerabilities" below
"Cryptographic Public Key Related Vulnerability Detected" below
"Cryptographic Symmetric Key Related Vulnerabilities" below
"Cryptographic Weak Protocol Vulnerability Detected" below
"SSL or TLS Vulnerabilities" below
"TLS BREACH Vulnerabilities" on the next page
"TLS CRIME Vulnerabilities" on the next page

"Wireless Encryption Violations" on the next page

Cryptographic Hash Algorithm Related Vulnerabilities

Reports events by host name that indicate potential vulnerabilities related to hash
algorithms. All cryptographic hashes that directly use the full output of a Merkle-Damgard
construction are vulnerable to length extension attacks. The table provides results by name
of the event, host and IP address, and number of events.

Cryptographic Public Key Related Vulnerability Detected

Reports flaws found in cryptographic public keys on hosts, as reported by vulnerability
scanners in your environment. The table provides results by name of the event, host and IP
address, and number of events.

Cryptographic Symmetric Key Related Vulnerabilities

Reports vulnerabilities related to cryptographic symmetric keys by the address or host name
of the target asset. The table provides results by the target asset, the device vendor and
product, the number of events, and when the most recent event occurred.

Cryptographic Weak Protocol Vulnerability Detected

Reports all vulnerabilities associated with weak cryptographic protocol. The table provides
results by the vulnerability name, the affected assets, the number of events, and when the
most recent event occurred.

SSL or TLS Vulnerabilities

Reports all SSL and TLS vulnerabilities detected by host name. The table provides results by
name of the event, host and IP address, and number of events.
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TLS BREACH Vulnerabilities

Reports TLS BREACH vulnerabilities detected by host name. A TLS BREACH attack is a form of
the CRIME attack against HTTP compression. The table provides results by name of the
event, host and IP address, and number of events.

TLS CRIME Vulnerabilities

Reports the hosts detected with vulnerabilities to a TLS CRIME attack. In a CRIME attack,
malicious users access the content of secret authentication cookies, so they can hijack
sessions of an authenticated web session, then launch additional attacks. The table provides
results by name of the event, host and IP address, and number of events.

Wireless Encryption Violations

Reports the hosts that have wireless encryption violations, as detected by vulnerability
scanners. The table provides results by name of the event, host and IP address, and number
of events.

5 — Use and Regularly Update Antivirus Software or Programs

In the Reports Portal, select Repository > Standard Content > PCl > Reports or Dashboards >
Requirement 5: Antivirus.

PCl Requirement 5 focuses on preventing malware, such as wormes, viruses, and trojans, from
infecting the cardholder data environment (CDE). This type of malware can enter the network
through common business activities and processes: employee email, Internet usage, cell
phones, or storage devices. Malware can then damage systems by exploiting system security
vulnerabilities or trying to steal confidential information. Your enterprise should install and
maintain antivirus software on all devices frequently affected by malware to protect networks
from existing and emerging threats.

To assess your enterprise's compliance with this requirement, use the following dashboards
and reports:
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Dashboards Reports
" Antivirus Activity" below "Disabled Antivirus and EDR" below
" Malware Activities Overview" "Failed Antivirus and EDR Updates" below

on the next page "Installed Antivirus and EDR" below

"Malicious Code Activities from CDE" below
"Malware Activity" on the next page
"Malware Activity by Host" on the next page

"Spyware and Adware Activity" on the next
page
Antivirus Activity

Provides charts for an overview of antivirus activities in the CDE. You can view the trends of
antivirus cleaning/quarantining attempts and failures over time, a trend of failed cleaning
and the number of times antivirus has failed to update and the associated agent, and the
number of events by device vendor.

Disabled Antivirus and EDR

Reports events associated with disabling antivirus and EDR programs by target host. The
table provides results by the target host, the antivirus or EDR program affected, the user
that disabled the program, the number of events, and when the event occurred.

Failed Antivirus and EDR Updates

Reports events where antivirus and EDR programs failed to update by target host. The table
provides results by the target host, the antivirus or EDR program affected, the name and
userlD that disabled the program, the number of events, and when the event occurred.

Installed Antivirus and EDR

Reports events where antivirus and EDR programs are installed by type of program. The
table provides results by the type of antivirus or EDR product, the location of the program,
and the number of events.

Malicious Code Activities from CDE

Reports malicious code activity sent from the CDE. The table provides results by the source
and target addresses, the type of event, the product, and the number of events.
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Malware Activities Overview

Provides an overview of all malware activity in the CDE. You can view the trends of malware
activities over time, top signature IDs, top affected systems, and the top reporting products.

Malware Activity

Reports the malware detected in the CDE. The table provides results by the type of malware,
the target asset, the number of events, and the when the event occurred.

Malware Activity by Host

Reports the malware activity by target host. The table provides results by the type of
malware, the target asset, the number of events, and the when the event occurred.

Spyware and Adware Activity

Reports target hosts where spyware or adware has been detected. The table provides results
by the affected asset, the type of spyware or adware, the event class, the number of events,
and when the event occurred.

6 — Maintain Secure Systems and Applications

In the Reports Portal, select Repository > Standard Content > PCl > Reports or Dashboards >
Requirement 6: Secure Systems and Applications.

PCl Requirement 6 sets the expectation that you apply security patches to all applications and
systems in the cardholder data environment (CDE) to protect them from malicious and
unintentional misuse. The patches should be evaluated to ensure that they do not conflict with
current security configurations. You must also ensure that in-house development teams
practice secure coding techniques. Applications that store sensitive data must be able to
protect the data.

To assess your enterprise's compliance with this requirement, use the following reports:
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Dashboards  Reports

n/a "Broken Authentication and Session Management" below
"Buffer Overflows" below
"Configuration Modifications by Host" on the next page
"Cross-Site Request Forgery" on the next page
"Cross-Site Scripting" on the next page
"Database Configuration Changes" on the next page
"Improper Access Control" on the next page
"Improper Error Handling" on page 111
"Injection Flaws" on page 111
"Insecure Cryptographic Storage" on page 111
"Meltdown or Spectre Vulnerable Assets" on page 111
"Operating System Changes" on page 111

"Outbound Communication from Development to Production" on
page 111

"Outbound Communication from Production to Development " on
page 111

"Security Patch Missing" on page 112
"SQL Injection Vulnerabilities" on page 112

"Use of Custom Accounts in Production" on page 112

Broken Authentication and Session Management

Reports events associated with broken authentication and session management over time.
The table provides results by the target asset, name and signature ID of the vulnerability,
and the number of events.

Buffer Overflows

Reports vulnerabilities associated with buffer overflows by CDE asset. This type of
vulnerability occurs when a developer fails to appropriately manage memory for user-
controlled data. A malicious user could put more data into a pre-allocated memory buffer
than the buffer can hold, dramatically impacting the operation of a program. The table
provides results by the affected asset, the detected vulnerability, the signature ID of the
vulnerability, and when the most recent event occurred.
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Configuration Modifications by Host

Reports modifications made to CDE assets. The table provides results by the affected asset,
the type of modification, the user who made the change, the number of events, and when
the most recent event occurred.

Cross-Site Request Forgery

Reports assets that might be vulnerable to a cross-site request forgery (XSRF or CSRF) attack.
In an CSRF attack, also known as a one-click attack or session riding, a malicious user submits
unauthorized commands to a web application from a user account that the application
trusts. The table provides results by the targeted asset and when the most recent event
occurred.

Cross-Site Scripting

Reports the signature ID of cross-site scripting (XSS) attacks by volume. Vulnerabilities
associated with XSS enable malicious users to inject code in legitimate web pages or
applications that executes harmful scripts in the user’s web browser when the browser
parses data. The scripts might hijack user sessions, deface web sites, or redirect users to
harmful sites. A web application or web page becomes vulnerable when it includes
untrusted data; data without proper validation or escaping; or data supplied by users
through an API that can create HTML or Java-script. XSS attacks tend to occur in forums,
message boards, and web pages that allow comments. Malicious users can execute XSS
attacks in VPSCript, ActiveX, Flash, and CSS. However, this type of injection attack most
commonly occurs in Java Script. The table provides results by the signature ID of the event,
the target asset, the number of events, and when the most recent event occurred.

Database Configuration Changes

Reports changes to the database configuration by affected asset. The table provides results
by the database host, the modification made, the user who made the change, the number of
changes, and when the most recent change occurred.

Improper Access Control

Reports vulnerabilities associated with improper access controls. The table provides results
by the signature ID of the event, the target asset, the number of events, and when the most
recent event occurred.
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Improper Error Handling

Reports vulnerabilities associated with improper handling of errors by affected assets. The
table provides results by the signature ID of the event, the target asset, and when the most
recent event occurred.

Injection Flaws

Reports the assets with the most injection flaws. The table provides results by the affected
asset, the injection flaw and its signature ID, and when the event occurred.

Insecure Cryptographic Storage

Reports the IP addresses of systems where sensitive data is not stored securely. The table
provides results by the affected asset, the event, the number of events, and when the most
recent event occurred.

Meltdown or Spectre Vulnerable Assets

Reports the assets with the most Meltdown or Spectre vulnerabilities. The table provides
results by the affected asset, the vulnerability and its signature ID, the number of events,
and when the most recent event occurred.

Operating System Changes

Reports changes to operating systems. The table provides results by the target asset, the
change, the outcome of the change, and the number of changes.

Outbound Communication from Development to Production

Reports all communication sent from the development environment to the production
environment. The table provides results by the source and target addresses, the port used,
the transportation protocol, and the number of events.

In the logical model, you must edit the isSourcezZonePCIDevelopment and
isDestinationZonePCIProduction variables to indicate the respective zones for
development and production.

Outbound Communication from Production to Development

Reports all communication sent from the production environment to the development
environment. The table provides results by the source and target addresses, the port used,
the transportation protocol, and the number of events.
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In the logical model, you must edit the isSourcezZonePCIProduction and
isDestinationZonePCIDevelopment variables to indicate the respective zones for
production and development.

Security Patch Missing

Reports assets by IP address with missing security patches. One of the most common ways
to reduce your environment’s attack surface is to ensure that all systems have the most
recent security patches applied. The table provides results by the affected asset, the
vulnerability and signature ID associated with the missing patch, the number of events, and
when the most recent event occurred.

SQL Injection Vulnerabilities

Reports SQL injection vulnerabilities by asset. In a SQL injection attack, a malicious user can
interfere with the queries that an application makes to its database. The user could view
delete, or modify data not usually available for retrieval. A malicious user could also use SQL
injections to start a denial-of-service attack or compromise other services, servers, or
infrastructure. The table provides results by the target assets, the vulnerability and its
signature ID, the number of events, and when the most recent event occurred.

Use of Custom Accounts in Production

Reports events in the production environment associated with the specified list of accounts.
The table provides results by the specified accounts, the target asset, the number of events,
and when the most recent event occurred.

You must enter the accounts that you want to include in the report. Use commas to separate
the values.

7 — Restrict Access to Cardholder Data

In the Reports Portal, select Repository > Standard Content > PCI > Reports or Dashboards >
Requirement 7: Restrict Access By Business Need to Know.

PCl Requirement 7 focuses on controlling access to cardholder data, thus limiting access
privileges only to users who need to know the data according to your enterprise's needs.
Usually, enterprises apply the principle of least privilege when granting access rights in the
cardholder data environment (CDE).

To assess your enterprise's compliance with this requirement, use the following dashboards
and reports:
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Dashboards Reports

"User Access Activity to Card Holder Data "All Accesses to Cardholder Data Environment" below

Environment” below "All Accesses to Cardholder Data Environment by

User" below

All Accesses to Cardholder Data Environment

Reports the most accessed hosts in the CDE. The table provides results by the target host
name and IP address, the target user, the source user and address, and the number of
events.

All Accesses to Cardholder Data Environment by User

Reports all access activity in the CDE by the user. By default, the report lists user activities.
The table provides results by the target host name and address, the target user, the port
used, the source address, and the number of events.

In the logical model, use the isDestinationUserPCl variable to specify the users in the CDE
that you want to include in the reports. For more information, see the Solutions Guide for
ArcSight Compliance Pack for PCl.

User Access Activity to Card Holder Data Environment

Provides, in charts and a table, an overview of user access activities in the CDE. You can view
a trend of activity over time, as well as events by target users, target IP address, and source
IP address.

8 — Assign a Unique ID to Each User

In the Reports Portal, select Repository > Standard Content > PCl > eports or Dashboards >
Requirement 8: Unique User ID.

PCI Requirement 8 covers identification and authentication for all access to system
components in the cardholder data environment (CDE). Basically, your enterprise must
maintain and monitor changes to user accounts and password policies to prevent malicious
users from gaining access to the CDE through weak passwords or by changing password
policies. This requirements applies to all accounts with administrative features, including point-
of-sale accounts; accounts used by vendors and third parties; and any account used to view
cardholder data or access cardholder data or to access systems with cardholder data. This
requirement does not apply to end-user accounts used by consumers.

To assess your enterprise's compliance with this requirement, use the following dashboards
and reports:
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Dashboards Reports
"Password Policy Changes Overview" below "Clear Text Password Transmission" below
"Windows Account Lockout" on the next page "Password Policy Changes" below

"Password Policy Minimum Age Changed" below
"Successful Password Changes" below
"Terminated User Activity" on the next page
"Terminated Users" on the next page

"Windows Account Lockouts by System" on the next
page

"Windows Account Lockouts by User" on the next
page
Clear Text Password Transmission

Reports events by IP address where passwords were transmitted in clear text. The table
provides results by the target host name and IP address, the port used, the number of
events, and when the clear text password was detected.

Password Policy Changes Overview

Provides, in charts and a table, an overview of policy changes on CDE assets. You can view a
trend of changes made over time, changes to target user accounts, changes to target IP
addresses, and changes by type.

Password Policy Changes

Reports changes to the password policy over time in the CDE. The table provides results by
the target IP address, the user who made the change, the change made, the number of
events, and when the change occurred.

Password Policy Minimum Age Changed

Reports changes to the policy for the minimum password age over time in the CDE. The table
provides results by the target IP address, the user who made the change, the change made,
the number of events, and when the change occurred.

Successful Password Changes

Reports successful password changes over time in the CDE. The table provides results by the
target IP address and host name, the affected user account, the number of events, and when
the most recent event occurred.
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Terminated User Activity

Reports user accounts that have been terminated but show successful authentication events
after termination. The table provides results by the terminated account and when successful
authentication occurred.

Terminated Users

Reports all user accounts terminated in the CDE by termination date. The table provides
results by the terminated account and when the account was terminated.

Windows Account Lockout

Provides, in charts and a table, an overview of Windows accounts that have been locked out.
You can view a trend of events over time, events by target IP address, and events by the
accounts locked out.

Windows Account Lockouts by System

Reports, by host system, all Windows accounts that have been locked out. The table
provides results by the target host name, IP address, domain, and user; the number of
lockouts; and when the most recent event occurred.

Windows Account Lockouts by User

Reports, by user and domain, all Windows accounts that have been locked out. The table
provides results by the target domain and user, the number of lockouts, and when the most
recent event occurred.

9 — Restrict Physical Access to Cardholder Data

In the Reports Portal, select Repository > Standard Content > PCl > Reports or Dashboards >
Requirement 9: Physical Access.

PCI Requirement 9 expects your organization to restrict access to devices that allow an
individual physical access to the systems that store cardholder data, thus limiting the ability for
malicious users to access or destroy the devices, data, systems, or hard copies.

ﬂ By default, these reports and dashboards assume all assets are associated with physical access.

To specify specific locations and buildings, update the isPCIBuilding variable in the data
worksheet for each PCI Requirement 9 report or dashboard. For more information, see the
Solutions Guide for ArcSight Compliance Pack for PCI.
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To assess your enterprise's compliance with this requirement, use the following dashboards
and reports:

Dashboards Reports
"Failed Physical Facility Access - Dashboard" below "Failed Physical Facility Access - Report" below
"Successful Physical Facility Access" below "Physical Facility Access Attempts" below

Failed Physical Facility Access - Dashboard

Provides, in charts and table, an overview of failed attempts to access physical facilities. You
can view a trend of access activity over time, as well as activity by reporting device, location,
and user.

Failed Physical Facility Access - Report

Reports the number of failed attempt to access physical facilities by location. The table
provides results by the target location, the user involved, the number of attempts, and when
the attempt occurred.

Physical Facility Access Attempts

Reports the number of attempts to access physical facilities by location and user. The table
provides results by the target location, the user involved, the outcome of the attempt, the
number of attempts, and when the most recent event occurred.

Successful Physical Facility Access

Provides, in charts and table, an overview of successful attempts to access physical facilities.
You can view a trend of access activity over time, as well as activity by reporting device,
location, and user.

10 — Track and Monitor Access to Cardholder Data

In the Reports Portal, select Repository > Standard Content > PCl > Reports or Dashboards >
Requirement 10: Track and Monitor Data Access.

PCI Requirement 10 focuses on tracking changes to user accounts and groups to detect and
prevent data breaches within the cardholder data environment (CDE). Malicious users might
create groups or accounts to grant them access to sensitive data, then delete their changes to
hide their activity.

To assess your enterprise's compliance with this requirement, use the following dashboard and
reports:
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Dashboards Reports
"Firewall Events" on "Account Creation" below
page 119

"Account Deletion" below

"Account Modification" on the next page
"Administrative Actions Events" on the next page
"Administrative Authorization Changes" on the next
page

"Anonymous User Activity in CDE" on the next page
"Audit Logs Cleared" on the next page

"Clock Synchronization Problems" on the next page
"Empty Origination of Event" on page 119

"Failed Administrative Actions" on page 119

"Failed Administrative Logins" on page 119

"Failed Logins" on page 119

"File Creations Deletions Modifications" on page 119
"IDS Events" on page 119

"Information System Failures" on page 120
"Successful Administrative Logins" on page 120
"Successful Logins to CDE" on page 120

"Successful User Logins" on page 120

"Successful User Logins by Host" on page 120

"User Group Creation" on page 120

"User Group Deletion" on page 120

Account Creation
Reports all user accounts created. The table provides results by IP address or host name of
the system, as well as the name of the new account.

Account Deletion

Reports all user accounts that have been deleted. The table provides results by name of the
account that made the change, IP address or host name of the system, and event name for
the deleted account.
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Account Modification

Reports all user accounts that have been modified. The table provides results by the type of
modification, name of the changed account, the account that made the change, and the IP
address or host name of the system.

Administrative Actions Events

Reports all actions, except logins, made by administrative users. The table provides results
by the user name, device event class, number of events, and when the change occurred.

Administrative Authorization Changes

Reports all changes authorized by administrative users. The table provides results by the
source and target user, the number of changes, and when the change occurred.

Anonymous User Activity in CDE

Reports all logins to the CDE by anonymous users. The table provides details about the user,
the affected host, the number of attempted logins, and when the most recent event
occurred.

By default, the report includes all users who log in to the CDE because the variable
isUserNameAnonymous is set to yes. To make the report more specific, in the logical model,
enter the list of anonymous users for the variable isUserNameAnonymous, as shown in the
example. For more information, see the Solutions Guide for ArcSight Compliance Pack for
PCI.

Audit Logs Cleared

Reports the audit logs cleared by user. The table provides results by the user, the affected
host, the number of events, and when the most recent event occurred.

Clock Synchronization Problems

Reports the number of assets with clock synchronization issues over time. In SSL, clocks are
used for certificate validation. A malicious user could modify the server or client clock to
disregard dates in certificates. Then that user will be able to impersonate the server forever
even if the certificate expires. The table provides details about the affected asset and when
the most recent event occurred.
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Empty Origination of Event

Reports events in which the source, such as user, address, device or hostname, cannot be
identified. The table provides results by the anomaly's name, the number of events, and
when the most recent event occurred.

Failed Administrative Actions
Reports failed actions, except logins, by administrative users. The table provides results by
the target user and host, device event class, the affected product, the number of failed
attempts, and when the most recent event occurred.

Failed Administrative Logins
Reports the number of failed logins by administrative users. The table provides results by the
target host, administrative user, and the number of failed attempts.

Failed Logins
Reports the number of failed logins by user. The table provides results by the target host,
administrative user, and the number of failed attempts.

File Creations Deletions Modifications

Reports the file creations, deletions, and modifications by host. The table provides results by
the asset, the type of activity, outcome of the activity, the number of events, and when the
most recent event occurred.

Firewall Events

Provides, in charts and a table, an overview of firewall events. You can view a trend of
firewall events overtime, the number of times a firewall rule has been hit, the firewalls by
vendor, and products reporting the events.

IDS Events

Reports all events recorded by the IDSs in your enterprise. The table provides results by the
IDS device, the type of event, the number of events, and when the most recent event
occurred.
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Information System Failures
Reports all failures associated with information systems. The table provides results by the
target asset, the type of failure, the device vendor, and the number of failure events.

Successful Administrative Logins
Reports all successful logins by administrative users. The table provides results by the target
asset, the user, and the number of logins.

Successful Logins to CDE
Reports all successful logins within the CDE. The table provides results by the target asset,
the user, the number of logins, and when the most recent login occurred.

Successful User Logins
Reports all successful logins by user. The table provides results by the target asset, the user,
the number of logins, and when the most recent login occurred.

Successful User Logins by Host
Reports all successful user logins by host. The table provides results by the target asset, the
user, the number of logins, and when the most recent login occurred.

User Group Creation
Reports all user groups created. The table provides results by the event, the new user group,
and the user who created the account.

User Group Deletion
Reports all user groups deleted. The table provides results by the event, the user group
deleted, and the user who deleted the account.

11 — Test Security Systems and Processes Regularly

In the Reports Portal, select Repository > Standard Content > PCl > Reports or Dashboards >
Requirement 11: Test Systems and Processes.

PCl Requirement 11 focuses on frequently testing your processes and the security system
components of your cardholder data environment, such as performing regular vulnerability
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scans. PCl expects your enterprise to keep your processes and systems current with evolving
security issues.

To assess your enterprise's compliance with this requirement, use the following dashboards
and reports:

Dashboards Reports

"Attacks and Suspicious Activities Overview" "Drill Down Assets with Buffer Overflow Vulnerabilities"

below below

"Vulnerabilities Scanning" on page 124 "Drill Down Assets with High Risk Vulnerabilities" on the
next page

"Vulnerability Type Overview" on page 124
"Drill Down Assets with SSL and TLS Vulnerabilities" on the
next page

"Drill Down CSRF Vulnerable Assets" on the next page
"Drill Down SQL Injection Vulnerable Assets" on the next
page

"Drill Down XSS Vulnerable Assets" on the next page
"Exploit of Vulnerability" on page 123

"File Integrity Events" on page 123

"High Risk Vulnerabilities" on page 123

"Information Interception Events" on page 123
"Rogue Wireless AP Detected" on page 123

"Traffic Anomaly on Application Layer" on page 123
"Traffic Anomaly on Network Layer" on page 124
"Traffic Anomaly on Transport Layer" on page 124
"Vulnerability Summary by CVE" on page 124
"Vulnerability Summary by Host" on page 124

"Vulnerability Summary Overview" on page 124

Attacks and Suspicious Activities Overview

Provides, in charts and a table, an overview of attacks and suspicious events. You can view
the IP addresses generating the most attacks, the systems that are the target of most
attacks, a trend of attacks over time, and the top events.

Drill Down Assets with Buffer Overflow Vulnerabilities

Lists assets that might be vulnerable to buffer overflow. This type of vulnerability occurs
when a developer fails to appropriately manage memory for user-controlled data. A
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malicious user could put more data into a pre-allocated memory buffer than the buffer can
hold, dramatically impacting the operation of a program.

Drill Down Assets with High Risk Vulnerabilities

Reports assets that might be vulnerable to listed high-risk security threats. High-risk
vulnerabilities represent those that are relatively easy for attackers to exploit and gain
control over system components. Many high-risk vulnerabilities can temporarily or
permanently disrupt enterprise operations.

Drill Down Assets with SSL and TLS Vulnerabilities

Reports assets that might have the listed TLS or SSL vulnerability. For example, malicious
users can exploit a known vulnerability in SSL with the Heartbleed Bug.

Drill Down CSRF Vulnerable Assets

Reports assets that might be vulnerable to the listed cross-site request forgery (XSRF or
CSRF) attack. In a CSRF attack, also known as a one-click attack or session riding, a malicious
user submits unauthorized commands to a web application from a user account that the
application trusts.

Drill Down SQL Injection Vulnerable Assets

Reports assets that might be vulnerable to the listed SQL injection attacks. In a SQL injection
attack, a malicious user can interfere with the queries that an application makes to its
database. The user could view, delete, or modify data not usually available for retrieval. A
malicious user could also use SQL injections to start a denial-of-service attack or compromise
other services, servers, or infrastructure.

Drill Down XSS Vulnerable Assets

Reports assets that might be vulnerable to the listed cross-site scripting (XSS) attacks.
Vulnerabilities associated with XSS enable malicious users to inject code in legitimate web
pages or applications that executes harmful scripts in the user’s web browser when the
browser parses data. The scripts might hijack user sessions, deface websites, or redirect
users to harmful sites. A web application or web page becomes vulnerable when it includes
untrusted data, data without proper validation or escaping, or data supplied by users
through an API that can create HTML or Java-script. XSS attacks tend to occur in forums,
message boards, and web pages that allow comments. Malicious users can execute XSS
attacks in VBSCript, ActiveX, Flash, and CSS. However, this type of injection attack most
commonly occurs in Java Script.
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Exploit of Vulnerability

Reports events that indicate an attempt to exploit a given detected vulnerability. The table
provides results by the vulnerability, IP address and name of the affected system, number of
events associated with the vulnerability, and when the most recent event occurred.

File Integrity Events

Reports events that indicate file integrity might be compromised in your environment. File
integrity monitoring, also known as change monitoring, checks operating system files,
Windows registries, application software, Linux system files, and more, for changes that
might indicate an attack. The table provides results by the signature ID, IP address and name
of the affected system, the number of events, and when the most recent event occurred.

High Risk Vulnerabilities

Reports the systems with the greatest likelihood of being exploited based on the reported
vulnerabilities. The table provides results by the vulnerability, the signature ID, name of the
affected system, and when the most recent event occurred.

Information Interception Events

Reports traffic interception events that indicate spoofing or man-in-the-middle attacks. The
table provides results by the signature ID, details of the source and destination addresses,
the number of events, and when the most recent event occurred.

Rogue Wireless AP Detected

Reports rogue wireless access points (AP) found in your environment. A user might install a
rogue AP unintentionally or maliciously in an office or data center without the knowledge or
permission from the system administrator via the wired infrastructure. The chart shows
rogue APs found over time. The table provides results by the device ID and name, when the
event occurred, and the number of events.

Traffic Anomaly on Application Layer

Reports all the traffic anomalies found in the application layer. Malicious users attack the
application layer of an application, which specifies the communication protocols and
interface methods used by hosts in the network, to disrupt processes and services on a web
server or application. The table provides results by signature ID, details of the affected
system or product, the number of events, and when the most recent event occurred.
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Traffic Anomaly on Network Layer

Reports all the traffic anomalies found in the network layer. This layer supports
communications by sending packets of data back and forth between different networks, and
thus can be vulnerable to a large variety of attacks. The table provides results by the
destination and source systems, the number of events, and when the most recent event
occurred.

Traffic Anomaly on Transport Layer

Reports all the traffic anomalies found in the transport layer. In this layer, a malicious user
might hijack session by taking control of a session between two nodes after the initial
authentication process is complete. The table provides results by signature ID, the
destination and source systems, the number of events, and when the most recent event
occurred.

Vulnerability Summary by CVE
Reports vulnerabilities by CVE and severity. The table provides results by the CVE, its
severity, the affected asset, and when the most recent event occurred.

Vulnerability Summary by Host
Reports vulnerabilities found by host. The table provides results by the CVE, its severity, the
affected asset, and when the most recent event occurred.

Vulnerability Summary Overview

Reports all the vulnerabilities found in the PCI environment. The table provides results by
the vulnerability name, CVE, the common vulnerability score (CVSS), signature ID, the
affected asset, and when the most recent event occurred.

Vulnerabilities Scanning

Provides, in several charts, the details of reported vulnerabilities over time. You can view the
assets with the most high-risk vulnerabilities, the most reported vulnerabilities, and the
assets with vulnerabilities including the hostnames.

Vulnerability Type Overview

Provides charts for an overview of vulnerabilities by category: SQL, XSS, CSRF, SSL, high-risk,
and buffer overflow. You can drill down in the charts to identify the affected assets.
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12 — Maintain a Policy that Addresses Information Security

In the Reports Portal, select Repository > Standard Content > PCI > Reports or Dashboards >
Requirement 12: Maintain Information Security Policy.

PCI Requirement 12 expects your enterprise to maintain a policy that addresses the
information security for all personnel who are associated with your enterprise or have some
form of access to the cardholder’s data system. Personnel should know the enterprise's
expectations for handling cardholder data, and should know their responsibilities for protecting
the sensitivity of the data.

To assess your enterprise's compliance with this requirement, use the following dashboards
and reports:

Dashboards Reports
"Policy Violations - Dashboard" "All Reporting Devices" below
below

"Policy Violations - Report" below

"Windows Domain Policy Changes" below

All Reporting Devices

Lists all reporting devices in the environment by number of events. PCl expects that you
maintain an inventory of devices and check for unapproved devices. The table lists device by
product, vendor, IP address, and zone.

Policy Violations - Dashboard

Provides, in charts and a table, an overview of policy violations. You can view the number of
violations by day, the IP addresses and signature IDs associated with violations, and the
users with the most violations.

Policy Violations - Report

Reports policy violations by IP address. The table lists the details of the affected host system,
the number of events, and when the events occurred.

Windows Domain Policy Changes

Reports changes to the Windows domain policy by associated IP address. The table lists the
details of the affected host system and the number of changes.
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Ensuring Compliance with SOX Standards

Requires the Log Management and Compliance service in ArcSight SIEM as a Service or the
ArcSight Recon capability.

In the Reports Portal, select Repository > Standard Content > Data Compliance Content >
Sarbanes Oxley.

The Sarbanes-Oxley Act (SOX) is a United States federal law that was enacted in 2002. The
stated purpose of the law is to protect investors by improving the accuracy and reliability of
corporate disclosures made pursuant to the securities laws and for other purposes.

To help you comply or prove compliance with SOX, we provide the Compliance Insight Package
for SOX. For more information about adding the package to the Reports repository, see the
Solutions Guide for ArcSight Insight Compliance Package for SOX. The guide includes
information about identifying assets that must comply with SOX.

This package includes the following dashboards and reports, organized by SOX objectives:

Category Dashboards Reports
Executive Summary Control Overview n/a

Controls Risk Score
Overview

Executive Cyber Threat

Overview
ISO 5 Information Security Policies Policy Violations Policy Violations
Overview
ISO 6 Organization of Information Security VPN Connection Outbound Communication from
Overview Development to Production Environment
Wireless Attacks and Outbound Communication from
Suspicious Activity Production to Development Environment
VPN Connection Summary
Wireless Attacks and Suspicious Activity
ISO 7 Human Resource Security Activity by User n/a
ISO 8 Asset Management Removable Media n/a
Activity
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SSH Vulnerabilities

n/a

ISO 10 Cryptography
SSL or TLS Vulnerabilities

VPN Vulnerabilities
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Category

ISO 12 Operations Security

ISO 13 Communications Security

Dashboards

Administrative Login
Overview

Application
Vulnerabilities Overview

Failed Login Overview
Failed Login Relationship

Firewall Configuration
Changes

Malware Overview

Successful Login
Overview

Unpatched Systems

Vulnerability Overview

DoS Activity

Firewall Blocked Events

Ensuring Compliance with SOX Standards

Reports

Antivirus Stopped or Paused

Audit Log Cleared

Database Configuration Changes
Database Vulnerabilities

Failed Administrative Login Summary
Failed Antivirus Updates

Failed Login by SOX Asset

Failed Login Summary

Firewall Configuration Changes

High Risk Vulnerabilities

Malware Summary

Network Device Configuration Changes
Overflow Vulnerabilities

SQL Injection Vulnerabilities

Successful Administrative Login Summary
Successful Login by SOX Asset
Unpatched Systems

Vulnerability Summary by CVE ID
Vulnerability Summary by SOX Asset

Vulnerability Summary on SOX
Environment

XSRF Vulnerabilities
XSS Vulnerabilities
Covert Channel Activity
DoS Attacks Summary

Firewall Blocked Events
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Category

ISO 16 Information Security Incident
Management

ISO 17 Information Security Aspects of
Business Continuity Management

ISO 18 Compliance

Dashboards

High Risk Events
Overview

MITRE ATT&CK Overview
Reconnaissance Activity
Threat Overview

Threat Relationship

n/a

Information Disclosure
Vulnerabilities

Organization Information
Leaks

Personal Information
Leakage Overview

Sarbanes-Oxley Executive Summary

Reports

High Risk Events Summary

MITRE ATT&CK Summary by MITRE
Technique

MITRE ATT&CK Summary by SOX Asset
Reconnaissance Summary

Threats Summary

Asset Shutdown Summary

Information Disclosure Vulnerabilities
Organization Information Leaks Summary

Personal Information Leakage Summary

In the Reports Portal, select Repository > Standard Content > Data Compliance Content >
Sarbanes Oxley > Executive Summary.

This category is relevant to all ISO 27002:2013 controls. To assess your enterprise's compliance

with this requirement, use the following dashboards:

Dashboards

Control Overview n/a
Controls Risk Score Overview

Executive Cyber Threat Overview

Control Overview

Reports

Used as a drill-down dashboard by the Controls Risk Score Overview dashboard.

Controls Risk Score Overview

Provides an overview of 1ISO 27002:2013 controls based on correlation events reported from

ESM.

Executive Cyber Threat Overview

Provides a cyber threat overview for executives. The dashboard shows the top 5:

Sarbanes-Oxley Executive Summary
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Vulnerabilities
MITRE ATT&CK techniques

ArcSight categorized attacks

Attacked assets

5 — Information Security Policies

In the Reports Portal, select Repository > Standard Content > Data Compliance Content >
Sarbanes Oxley > I1SO 27002 > Dashboards or Reports > ISO 5 Information Security Policies.

To assess your enterprise's compliance with this requirement, use the following dashboard and
report:
Dashboards Reports

Policy Violations Overview Policy Violations

Policy Violations Overview

Provides an overview of policy violation events that involve Sarbanes Oxley systems,
relevant to ISO 27002:2013 Control 5.1.2.

Policy Violations

Provides a summary of policy violation events that involve Sarbanes Oxley systems, relevant
to ISO 27002:2013 Control 5.1.2.

6 — Organization of Information Security

In the Reports Portal, select Repository > Standard Content > Data Compliance Content >
Sarbanes Oxley > ISO 27002 > Dashboards or Reports > ISO 6 Organization of Information
Security.

To assess your enterprise's compliance with this requirement, use the following dashboards
and reports:

Dashboards Reports
VPN Connection Overview Outbound Communication from Development to

. - - Production Environment
Wireless Attacks and Suspicious Activity

Outbound Communication from Production to
Development Environment

VPN Connection Summary

Wireless Attacks and Suspicious Activity

5 — Information Security Policies Page 130 of 522



User's Guide for ArcSight Platform

VPN Connection Overview

Provides an overview of VPN connection activity involving Sarbanes Oxley systems, relevant
to I1SO 27002:2013 Control 6.2.2.

Before using this dashboard, ensure that variables isAgentZoneS0X and
isAgentAddressSOX are defined in the SOX logical model. For more information, see the
Solutions Guide for ArcSight Insight Compliance Package for SOX.

Wireless Attacks and Suspicious Activity

Provides an overview of wireless attacks and suspicious activity involving Sarbanes Oxley
systems, relevant to 1ISO 27002:2013 Control 6.2.1.

Outbound Communication from Development to Production Environment

Provides a summary of outbound communication events from development to production
environments involving Sarbanes Oxley systems, relevant to ISO 27002:2013 Control 6.1.2.

Before using this report, ensure that variables isSourcezZoneS0OXDevelopment and
isDestinationZoneSOXProduction are defined in the SOX logical model. For more
information, see the Solutions Guide for ArcSight Insight Compliance Package for SOX.

Outbound Communication from Production to Development Environment

Provides a summary of outbound communication events from production to development
environments involving Sarbanes Oxley systems, relevant to ISO 27002:2013 Control 6.1.2.

Before using this report, ensure that variables isSourcezoneSOXProduction and
isDestinationZoneSOXDevelopment are defined in the SOX logical model. For more
information, see the Solutions Guide for ArcSight Insight Compliance Package for SOX.

VPN Connection Summary

Provides a summary about VPN connection events which involving Sarbanes Oxley systems,
relevant to ISO 27002:2013 Control 6.2.2.

Before using this report, ensure that variables isAgentZoneSOX and isAgentAddressSOX are
defined in the SOX logical model. For more information, see the Solutions Guide for ArcSight
Insight Compliance Package for SOX.
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Wireless Attacks and Suspicious Activity

Provides a summary of wireless attack and suspicious activity events involving Sarbanes
Oxley systems, relevant to ISO 27002:2013 Control 6.2.1.

7 — Human Resource Security

In the Reports Portal, select Repository > Standard Content > Data Compliance Content >
Sarbanes Oxley > ISO 27002 > Reports > I1SO 7 Human Resource Security.

Activity by User

Provides an overview of activity by specific users involving Sarbanes Oxley systems, relevant
to ISO 27002:2013 Controls 7.1.1, 7.2.3 , and 7.3.1.

8 — Asset Management

In the Reports Portal, select Repository > Standard Content > Data Compliance Content >
Sarbanes Oxley > ISO 27002 > Reports > ISO 8 Asset Management.

Removable Media Activity

Provides an overview of removable media activity involving Sarbanes Oxley systems,
relevant to ISO 27002:2013 Control 8.3.1.

9 — Access Control

In the Reports Portal, select Repository > Standard Content > Data Compliance Content >
Sarbanes Oxley > SOX Reports > I1SO 9 Access Control.

To assess your enterprise's compliance with this requirement, use the following reports:
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Dashboards Reports

n/a Account Creations
Account Deletions
Account Lockouts by System
Account Lockouts by User
Insecure Ports
Insecure Services
Password Policy Changes
Password Weaknesses
User Group Account Creations

User Group Account Deletions

Account Creations

Provides a summary of account creation activity events involving Sarbanes Oxley systems,
relevant to ISO 27002:2013 Control 9.2.1.

Account Deletions

Provides a summary of account deletion activity events involving Sarbanes Oxley systems,
relevant to ISO 27002:2013 Control 9.2.1.

Account Lockouts by System

Provides a summary of account lockout activity events by system involving Sarbanes Oxley
systems, relevant to 1ISO 27002:2013 Control 9.2.1.

Account Lockouts by User

Provides a summary of account lockout activity events by user involving Sarbanes Oxley
systems, relevant to 1ISO 27002:2013 Control 9.2.1.

Insecure Ports

Provides a summary of insecure ports that are involved in communication with Sarbanes
Oxley systems, relevant to ISO 27002:2013 Control 12.1.2.

Insecure Services

Provides a summary of insecure services that are involved in communication with Sarbanes
Oxley systems, relevant to ISO 27002:2013 Control 12.1.2.
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Password Policy Changes

Provides a summary of password policy change events involving Sarbanes Oxley systems,
relevant to ISO 27002:2013 Control 9.4.3.

Password Weaknesses

Provides a summary of SQL vulnerabilities involving Sarbanes Oxley systems, relevant to I1SO
27002:2013 Control 9.4.3.

User Group Account Creations

Provides a summary of user group account creation events involving Sarbanes Oxley
systems, relevant to 1ISO 27002:2013 Control 9.2.1.

User Group Account Deletions
Provides a summary of user group account deletion events involving Sarbanes Oxley
systems, relevant to 1ISO 27002:2013 Control 9.2.1.

10 - Cryptography

In the Reports Portal, select Repository > Standard Content > Data Compliance Content >
Sarbanes Oxley > ISO 27002 > Reports > ISO 10 Cryptography.

To assess your enterprise's compliance with this requirement, use the following reports:

Dashboards Reports
n/a SSH Vulnerabilities
SSL or TLS Vulnerabilities

VPN Vulnerabilities

SSH Vulnerabilities

Provides a summary of SSH vulnerabilities involving Sarbanes Oxley systems, relevant to ISO
27002:2013 Control 10.1.1.

SSL or TLS Vulnerabilities

Provides a summary of SSL or TLS vulnerabilities involving Sarbanes Oxley systems, relevant
to ISO 27002:2013 Control 10.1.1.
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VPN Vulnerabilities

Provides a summary of VPN vulnerabilities involving Sarbanes Oxley systems, relevant to ISO
27002:2013 Control 10.1.1.

11 - Physical and Environmental Security

In the Reports Portal, select Repository > Standard Content > Data Compliance Content >
Sarbanes Oxley > ISO 27002 > Dashboards or Reports > ISO 11 Physical and Environmental
Security.

To assess your enterprise's compliance with this requirement, use the following dashboards
and reports:

Dashboards Reports
Failed Physical Access Overview Failed Building Physical Access Activity Summary
Successful Physical Access Overview Failed User Physical Access Activity Summary

Successful Building Physical Access Activity
Summary

Successful User Physical Access Activity Summary

Failed Physical Access Overview

Provides an overview of failed physical access activity events, relevant to ISO 27002:2013
Control 11.1.2.

Successful Physical Access Overview
Provides an overview of successful physical access activity events, relevant to I1SO
27002:2013 Control 11.1.2.

Failed Building Physical Access Activity Summary
Provides a summary of failed physical access activity events by building, relevant to
1SO27002:2013 control 11.1.2.

Failed User Physical Access Activity Summary

Provides a summary of failed physical access activity events by user, relevant to
1SO27002:2013 control 11.1.2.
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Successful Building Physical Access Activity Summary

Provides a summary of successful physical access activity events by building, relevant to
1SO27002:2013 control 11.1.2.

Successful User Physical Access Activity Summary
Provides a summary of successful physical access activity events by user, relevant to
1SO27002:2013 control 11.1.2.

12 — Operations Security

In the Reports Portal, select Repository > Standard Content > Data Compliance Content >
Sarbanes Oxley > ISO 27002 > Dashboards or Reports > ISO 12 Operations Security.

To assess your enterprise's compliance with this requirement, use the following dashboards
and reports:
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Dashboards Reports

Administrative Login Overview Antivirus Stopped or Paused
Application Vulnerabilities Overview Audit Log Cleared

Failed Login Overview Database Configuration Changes
Failed Login Relationship Database Vulnerabilities

Firewall Configuration Changes Failed Administrative Login Summary
Malware Overview Failed Antivirus Updates

Successful Login Overview Failed Login by SOX Asset

Unpatched Systems Failed Login Summary

Vulnerability Overview Firewall Configuration Changes

High Risk Vulnerabilities

Malware Summary

Network Device Configuration Changes
Overflow Vulnerabilities

SQL Injection Vulnerabilities

Successful Administrative Login Summary
Successful Login by SOX Asset

Unpatched Systems

Vulnerability Summary by CVE ID
Vulnerability Summary by SOX Asset
Vulnerability Summary on SOX Environment
XSRF Vulnerabilities

XSS Vulnerabilities

Administrative Login Overview

Provides an overview of administrative login activity, relevant to ISO 27002:2013 Control
12.4.3.

To define administrative accounts, use the worksheet condition of this dashboard. Use
lowercase to define the accounts. For example, add the user "Administrator" as
"administrator."

Application Vulnerabilities Overview

Provides an overview of the following application vulnerabilities, relevant to ISO 27002:2013
Control 12.6.1:
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SQL injection
e XSS
XSRF

Overflow

Failed Login Overview

Provides an overview of failed login activity, relevant to ISO 27002:2013 Control 12.4.1.

Failed Login Relationship
Based on ArcSight categorization, provides an overview of failed login relationships involving
Sarbanes Oxley systems, relevant to ISO 27002:2013 Control 12.4.1.

Firewall Configuration Changes
Provides an overview of firewall configuration change events, relevant to ISO 27002:2013
Control 12.1.2.

Malware Overview

Provides an overview of malware activity, relevant to ISO 27002:2013 Control 12.2.1.

Successful Login Overview

Provides an overview of successful login activity, relevant to ISO 27002:2013 Control 12.4.1.

Unpatched Systems
Provides an overview of missing security patches on Sarbanes Oxley systems, relevant to ISO
27002:2013 Control 12.5.1.

Vulnerability Overview
Provides an overview of vulnerability events involving Sarbanes Oxley systems, relevant to
ISO 27002:2013 Control 12.6.1.

Antivirus Stopped or Paused

Provides a summary of antivirus services that were stopped or paused, relevant to I1SO
27002:20213 Control 12.4.1.
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Audit Log Cleared

Provides a summary of audit log cleared events involving Sarbanes Oxley systems, relevant
to I1SO 27002:2013 Control 12.4.2.

Database Configuration Changes

Provides a summary of database configuration changes, relevant to ISO 27002:2013 Control
12.1.2.

Database Vulnerabilities

Provides a summary of database vulnerabilities involving Sarbanes Oxley systems, relevant
to ISO 27002:2013 Control 12.6.1.

Failed Administrative Login Summary

Provides a summary of failed administrative login events involving Sarbanes Oxley systems,
relevant to ISO 27002:2013 Control 12.4.3.

To define administrative accounts, use the worksheet condition of this dashboard. Use
lowercase to define the accounts. For example, add the user "Administrator" as
"administrator."

Failed Antivirus Updates

Provides a summary of failed antivirus updates, relevant to ISO 27002:20213 Control 12.4.1.

Failed Login by SOX Asset

Provides a summary of failed logins detected on specific SOX assets , relevant to ISO
27002:2013 control 12.4.1.

When you run this report, specify the asset (host name, IP address, or MAC address) in
lowercase.

Failed Login Summary

Provides a summary of failed login events involving Sarbanes Oxley systems, relevant to I1SO
27002:2013 Control 12.4.1.
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Firewall Configuration Changes
Provides a summary of firewall configuration change events, relevant to ISO 27002:2013
Control 12.1.2.

High Risk Vulnerabilities

Provides a summary of high-risk vulnerabilities involving Sarbanes Oxley systems, relevant to
ISO 27002:2013 Control 12.6.1.

Malware Summary
Provides a summary of malware events on Sarbanes Oxley systems, relevant to ISO
27002:2013 Control 12.2.1.

Network Device Configuration Changes
Provides a summary of network device configuration change events involving Sarbanes Oxley
systems, relevant to ISO 27002:2013 Control 12.1.2.

Overflow Vulnerabilities
Provides a summary of overflow vulnerabilities involving Sarbanes Oxley systems, relevant to
ISO 27002:2013 Control 12.6.1.

SQL Injection Vulnerabilities
Provides a summary of SQL vulnerabilities involving Sarbanes Oxley systems, relevant to I1SO
27002:2013 Control 12.6.1.

Successful Administrative Login Summary

Provides a summary of successful administrative login events involving Sarbanes Oxley
systems, relevant to ISO 27002:2013 Control 12.4.3.

To define administrative accounts, use the worksheet condition of this dashboard. Use
lowercase to define the accounts. For example, add the user "Administrator" as
"administrator."

Successful Login by SOX Asset

Provides a summary of successful logins detected on specific SOX assets, relevant to ISO
27002:2013 control 12.4.1.
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When you run this report, specify the asset (host name, IP address, or MAC address) in
lowercase.

Unpatched Systems

Provides a summary of missing security patches involving Sarbanes Oxley systems, relevant
to ISO 27002:2013 Control 12.5.1.

Vulnerability Summary by CVE ID

Provides a summary of vulnerabilities detected on SOX environments by specific CVE ID,
relevant to ISO 2700:2013 Control 12.6.1.

When you run this report, specify the CVE ID in lowercase.

Vulnerability Summary by SOX Asset

Provides a summary of vulnerabilities detected on specific SOX assets, relevant to ISO
27002:2013 Control 12.6.1.

When you run this report, specify the asset (host name, IP address, or MAC address) in
lowercase.

Vulnerability Summary on SOX Environment
Provides a summary of vulnerabilities involving Sarbanes Oxley systems, relevant to ISO
27002:2013 Control 12.6.1.

XSRF Vulnerabilities
Provides a summary of XSRF vulnerabilities involving Sarbanes Oxley systems, relevant to ISO
27002:2013 Control 12.6.1.

XSS Vulnerabilities
Provides a summary of XSS vulnerabilities involving Sarbanes Oxley systems, relevant to ISO
27002:2013 Control 12.6.1.

13 — Communications Security

In the Reports Portal, select Repository > Standard Content > Data Compliance Content >
Sarbanes Oxley > ISO 27002 > Dashboards or Reports > ISO 13 Communications Security.

To assess your enterprise's compliance with this requirement, use the following dashboards
and reports:
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Dashboards Reports
DoS Activity Covert Channel Activity
Firewall Blocked Events DoS Attacks Summary

Firewall Blocked Events

DoS Activity

Based on ArcSight categorization, provides an overview of DoS activity involving Sarbanes
Oxley systems, relevant to ISO 27002:2013 Control 13.2.3.

Firewall Blocked Events

Provides an overview of blocked firewall events, relevant to ISO 27002:2013 Control 13.2.1.

Covert Channel Activity

Displays covert channel activities, relevant to ISO 27002:2013 Control 13.2.1.

DoS Attacks Summary

Provides a summary of events that indicate DoS activity, relevant to ISO 27002:2013 Control
13.2.3.

Firewall Blocked Events

Provides a summary of blocked firewall events, relevant to ISO27002:2013 control 13.2.1

16 — Information Security Incident Management

In the Reports Portal, select Repository > Standard Content > Data Compliance Content >
Sarbanes Oxley > ISO 27002 > Dashboards or Reports > ISO 16 Information Security Incident
Management.

To assess your enterprise's compliance with this requirement, use the following dashboards
and reports:

Dashboards Reports

High Risk Events Overview High Risk Events Summary

MITRE ATT&CK Overview MITRE ATT&CK Summary by MITRE Technique
Reconnaissance Activity MITRE ATT&CK Summary by SOX Asset
Threat Overview Reconnaissance Summary

Threat Relationship Threats Summary
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High Risk Events Overview
Provides an overview of high-risk events involving Sarbanes Oxley systems, relevant to ISO
27002:2013 Control 16.1.2.

MITRE ATT&CK Overview
Provides an overview of MITRE ATT&CK events involving Sarbanes Oxley systems, relevant to
ISO 27002:2013 Control 16.1.2.

Reconnaissance Activity
Based on ArcSight categorization, provides an overview of reconnaissance activity involving
Sarbanes Oxley systems, relevant to ISO 27002:2013 Control 16.1.2.

Threat Overview
Based on ArcSight categorization, provides an overview of threat activity involving Sarbanes
Oxley systems, relevant to ISO 27002:2013 Control 16.1.2.

Threat Relationship
Based on ArcSight categorization, provides overview of threat relationships involving
Sarbanes Oxley systems, relevant to ISO 27002:2013 Control 16.1.2.

High Risk Events Summary
Provides a summary of high-risk events involving Sarbanes Oxley systems, relevant to I1SO
27002:2013 Control 16.1.2.

MITRE ATT&CK Summary by MITRE Technique
Provides a summary of MITRE ATT&CK events involving Sarbanes Oxley systems by MITRE
technique, relevant to 1ISO 27002:2013 Control 16.1.2.

MITRE ATT&CK Summary by SOX Asset

Provides a summary of MITRE ATT&CK events involving Sarbanes Oxley systems by target
asset, relevant to 1ISO 27002:2013 Control 16.1.2.
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Reconnaissance Summary

Provides a summary of reconnaissance events involving Sarbanes Oxley systems, relevant to
ISO 27002:2013 Control 16.1.2.

Threats Summary
Provides a summary of threat events involving Sarbanes Oxley systems, relevant to I1SO

27002:2013 Control 16.1.2.

17 — Information Security Aspects of Business Continuity Management

In the Reports Portal, select Repository > Standard Content > Data Compliance Content >
Sarbanes Oxley > ISO 27002 > Reports > ISO 17 Information Security Aspects of Business
Continuity Management.

Asset Shutdown Summary
Provides a summary of asset shutdown events involving Sarbanes Oxley systems, relevant to
ISO 27002:2013 Control 17.1.3.

18 — Compliance

In the Reports Portal, select Repository > Standard Content > Data Compliance Content >
Sarbanes Oxley > ISO 27002 > Dashboards or Reports > ISO 18 Compliance.

To assess your enterprise's compliance with this requirement, use the following dashboards
and reports:

Dashboards Reports

Information Disclosure Vulnerabilities Information Disclosure Vulnerabilities
Organization Information Leaks Organization Information Leaks Summary
Personal Information Leakage Overview Personal Information Leakage Summary

Information Disclosure Vulnerabilities

Provides an overview of information disclosure vulnerability events involving Sarbanes Oxley
systems, relevant to ISO 27002:2013 Controls 18.1.4, 13.2.4.

Organization Information Leaks

Based on ArcSight categorization, provides an overview of information leakage activity (for
example, company data), relevant to ISO 27002:2013 Controls 18.1.3, 13.2.4.
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Personal Information Leakage Overview
Based on ArcSight categorization, provides an overview of personal information leakage
activity, relevant to ISO 27002:2013 Controls 18.1.4, 13.2.4.

Information Disclosure Vulnerabilities - Dashboard
Provides a summary of information disclosure vulnerabilities involving Sarbanes Oxley
systems, relevant to ISO 27002:2013 Controls 18.1.4, 13.2.4.

Organization Information Leaks Summary - Dashboard
Provides a summary of information leakage events (for example, company data leaks),
relevant to 1ISO 27002:2013 Controls 18.1.3, 13.2.4.

Personal Information Leakage Summary - Dashboard

Provides a summary of personal information leakage events, relevant to ISO 27002:2013
Controls 18.1.4, 13.2.4.

Importing Event Data From Logger

If you have ArcSight Logger deployed, you can import event data from Logger into the

ArcSight Database to enable you to search on that data from within ArcSight Platform. To do
so, the process requires you to first import the Logger event metadata, then Logger event
archives into the Database. After the system successfully imports a Logger archive file, the
events in that archive file will be available in the Database. You can gradually import the Logger
archive files as needed.

NOTE: Depending on your version of ArcSight Platform (SaaS or non-SaaS), this feature will
follow a different procedure. Ensure that you select the right one for your environment.

Importing Logger Data to the ArcSight Database (SaaS)

Available only to customers in the ArcSight SaaS environment

This process can be started only after the metadata migration process has been started from at
least one of the available Logger(s)
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If you have ArcSight Logger deployed in your network infrastructure, you can search Logger
event data collected over time. To do so, you must import the events stored in the Logger
archives to the ArcSight Database. This process requires you to first import the event
metadata, then the event data. Before you begin searching through Logger data, ensure that
the data migrations have completed. The system stores the imported archives according to the
retention policies established in Logger.

1. Verify that you have imported metadata from at least one available Logger.

For more information, see "Importing Logger Data to the ArcSight Database" in the
ArcSight Saa$ Quick Start for Administrator's guide.

2. Select Configuration > Import Logger Data > Data Import.

3. Inthe Select the Logger for Data Import menu, select the Logger from which you want to
import the data.

For more information about Logger aliases, see "Managing the S3 Bucket" in the ArcSight
Saa$s Quick Start for Administrator's guide.

For the selected Logger, the system displays a list of the archives stored. You can find this
in a table under the Displaying x results label. For each archive, the table displays the
following information. To filter the displayed information, you can enter search for values
within each column.
Archive Name
Represents the name of the archive, as assigned in Logger. For more information, see
"Archiving Events" in the Administrator's Guide to ArcSight Logger.
Day
Represents the day of the month that Logger generated the archive. Values are 01 to
31 (depending on the month).
Month

Represents the month that Logger generated the archive. Values are 01 to 12.

Year
Represents the year that Logger generated the archive. Values are displayed in a 4-digit
format.

Storage Group

Represents the name of the Logger associated with the archive.

Data Files

Displays the number of files contained in the archive, as well as indicating the number
of the files that have been correctly imported (files without missing data). For example,
2/3 means there are 3 files in the archive, and 2 of them were imported correctly.
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Import Status
Indicates the status of the migration of the archive.
The import process follows this order: Not imported > Pending Import> Importing. Note
that the Pending Import state can take up to 5 minutes to complete the archive
analysis. The result of the importing process can be either Imported or Import Failed.

Import Date
Represents the date that the archive was imported. If the import has not been
performed, it will appear as "---".

Archive Size
Show the size of the archive in gigabytes.

4. Check the box to the left of each archive that you want to enable for import.

After you select a Logger, the system displays the Import button to the left of Displaying x
results:

[* Displaying 2 results

5. To start importing the selected archives, click Import.

The system updates the import state of each archive as the process proceeds.

[ ﬂ Only archives with an import state of Not Imported have a check box and are available for
import.

6. (Optional) To update the list of archives contained in the Logger, click Refresh to the right
of the Search box.

7. (Optional) After the system has successfully imported Logger event data, you can search
for the Logger events.

Importing Logger Data to the ArcSight Database (non-SaaS)

Not available to customers in the ArcSight SaaS environment.

A The procedure and steps described in this section have been tested with Logger and ArcSight
Platform installed on two different machines

This section guides you through the process of importing the Logger metadata and then its
corresponding archived events to the ArcSight Database. Before you start searching the
imported Logger archived events, ensure that the data migrations have completed according to
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the procedures in "Migrating Logger Data to the ArcSight Database" in the guide corresponding
to your deployment:

e Administrator's Guide for the ArcSight Platform 24.2 - AWS Deployment

e Administrator's Guide for the ArcSight Platform 24.2 - Azure Deployment

¢ Administrator's Guide for the ArcSight Platform 24.2 - Google Cloud Deployment
e Administrator's Guide for the ArcSight Platform 24.2 - Off-cloud Deployment

To start the procedure, please follow the "Checklist: Migrating Logger Data" below.

Checklist: Migrating Logger Data

Not available to customers in the ArcSight SaaS environment.

Use the following checklist to migrate event data from Logger. You must perform the tasks in
the listed order.

Task See

L] 1. Ensure that you have read the Prerequisites and Considerations for Importing Logger Data in the
considerations and can comply with the in the guide corresponding to your deployment:

prerequisites for importing Logger data e Administrator's Guide for the ArcSight Platform 24.2 - AWS

Deployment

e Administrator's Guide for the ArcSight Platform 24.2 - Azure
Deployment

¢ Administrator's Guide for the ArcSight Platform 24.2 - Google
Cloud Deployment

¢ Administrator's Guide for the ArcSight Platform 24.2 - Off-
cloud Deployment

D 2. Import the Logger event metadata "Import Metadata for Logger Events" below

D 3. (Optional) Shut down the Logger "Removing a Logger after Its Data Is Copied to the
instance after successfully importing the ArcSight Database" on page 151
metadata

D 4. Import the Logger event data that you "Import Logger Events" on page 151
want to search

Import Metadata for Logger Events

Not available to customers in the ArcSight SaaS environment.

Select Configuration > Import Logger Data > Logger Metadata Import.
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[ A This topic applies only to Logger processes soon-to-be shut down.

Logger metadata refers to the information that is stored in the Logger postgresql database,
which is needed to read the events from the Logger archive files for each storage group.

You import the metadata once for each Logger whose processes are soon to be shutdown.
Complete the following activities:

e "Register a Logger " below

e "Import the Metadata" below

e "Update the Logger Registration" on the next page

Register a Logger

Applies only if you have not previously registered the Logger from which you will import data
Before importing the metadata, make sure to add the Logger details for the import process.
1. In ArcSight Platform, select Configuration > Import Logger Data > Logger Metadata
Import.
2. Click the +icon.
3. Add the Logger details such as:

a. Host: Logger IP address or host name
For example, 12.345.67.890 or logger6.extremelyfocused.com

b. Host Username: OS username
c. Host Password: OS password

4. Click Save. Otherwise, click Cancel.

ﬂ Note: You can remove Logger registration if no data has been imported. To delete the Logger
registration, click the delete icon (trash can).

Import the Metadata

(
ﬂ Note: It's recommended that you perform the following steps before the actual metadata

import:
e Stop all Logger event ingestion
¢ Switch connectors to send events to the ArcSight Database

¢ Archive all the existing events in Logger before importing the Logger metadata

L

While importing the metadata, the Logger server must be accessible at all times.
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The metadata contains all the information related to accessing the events of a particular
Logger. You can migrate the Logger metadata to the ArcSight Database directly from the

Logger Metadata Import page.

Make sure to import the metadata before importing the Logger data as this is the first step to
view and consume logger events.

1. In ArcSight Platform, select Configuration > Import Logger Data > Logger Metadata
Import.

2. Check the box next to the Logger whose metadata will be migrated and click the import
icon.

A pop-up window will notify you that the Logger metadata import procedure is about to
begin, making sure you have already mounted the appropriate archives on all database

nodes.

At this point, you must decide whether Logger processes resume after the import of
metadata is done:

* Yes: The Logger processes will resume after the import is finished. ArcSight Platform
proceeds to import and store the metadata.

¢ No: The Logger processes will remain shut down. ArcSight Platform proceeds to import
and store the metadata.

ﬂ After successfully importing the metadata and the Logger processes have been shut
down, you have the option to remove or repurpose that particular Logger.

¢ Cancel: The system will not continue with the process for importing the metadata. The
Logger continues in its current state.

Update the Logger Registration

Required only if user credentials for the registered Logger have changed.

If the credentials have been changed after registering a Logger, make sure to update the
username and password information before importing the Logger metadata.

The Logger processes status, host username, and password can be updated after the Logger
registration, but only if the metadata import process hasn't started.

These values cannot be updated after you start an import.

1. In ArcSight Platform, select Configuration > Import Logger Data > Logger Data Import.
2. Check the box next to the Logger host and click the pencil icon.
3. Update the values accordingly.
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Ensure that the username and password that you use match the OS credentials set in
Logger.

4. Click Save. Otherwise, click Cancel.

Removing a Logger after Its Data Is Copied to the ArcSight Database

This process is optional. Not available to customers in the ArcSight SaaS environment.

After you have successfully imported the metadata , you have the option to remove or
repurpose that particular Logger. The next phase, where you import the archived event data,
does not require the Logger.

1. To ensure that the Logger will no longer receive events, reconfigure the SmartConnectors
to send events to the ArcSight SaaS environment.

2. Login to ArcSight.
Note that your login role must have the Logger Data Migration permission.

3. Select Configuration > Import Logger Data > Data Import.

4. Verify that all archives are listed and thus ready for import to the ArcSight Database.

We recommend that you check the listed archives to ensure that you have copied all
desired metadata from each Logger.

5. Shut down the Logger process.

You can now repurpose the Logger host system.

Import Logger Events

Not available to customers in the ArcSight SaaS environment.
Select Configuration > Import Logger Data > Logger Data Import.

This option will allow you to bring events from a Logger instance to the ArcSight Database and
perform searches on them. Since this process consumes both time and resources, consider
importing only events in necessary time ranges.

[ A Before you can migrate Logger data, you must import the metadata that defines it.

e "Import Archived Events" on the next page
e "Review Migration Details" on page 153
e "Resume an Incomplete Migration" on page 154

e "Delete Incomplete or Failed Migrations" on page 154
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Import Archived Events

Before importing Archived Events, ensure that you have performed the process from the
Logger side first.

[
ﬂ Note: For more information, see "Migrating Logger Data to the ArcSight Database" in the guide
corresponding to your deployment:

¢ Administrator's Guide for the ArcSight Platform 24.2 - AWS Deployment

¢ Administrator's Guide for the ArcSight Platform 24.2 - Azure Deployment

¢ Administrator's Guide for the ArcSight Platform 24.2 - Google Cloud Deployment
e Administrator's Guide for the ArcSight Platform 24.2 - Off-cloud Deployment

1. Select Configuration > Import Logger Data > Logger Data Import.
2. Click +.
3. Select the Logger host of your preference.
You can choose only one host at a time.
4. Specify the time range that you want to import, following these considerations:

¢ The time range is based on receipt time.
(

ﬂ Convert the time range you wish to search through from browser time/selected time
zone to UTC.

That way, once the data is imported, you can search through it using the original
browser time/selected time zone.

\

e The migration only allows you to migrate a minimum time range of 1 day.

* Specify a date in the past. You cannot import data for future dates as it will import no
events and will cause issues when you try to import new data again.

¢ Overlapping dates will cause an error message. If this is not the first import of this
Logger instance, ensure to select a time range different than the one already
imported.

start and end dates already available in the ArcSight Database, see how to verify the

ﬂ Select a data-time range different than the one already imported. To confirm the host's
migration table in "Review Migration Details" on the next page

5. Click Import.
6. To check the import progress, view the Import Status column.

The import will take a considerable amount of time, based on the quantity of events that
are present in the time range selected.
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7. (Optional) If the import is interrupted, you can attempt to resume the process.

Alternatively, you can delete an incomplete migration.

Review Migration Details

(

ﬂ Note: Ensure that you comply with the prerequisites before importing data. For more

information, see Prerequisites and Considerations for Importing Logger Data in the guide
corresponding to your deployment:

e Administrator's Guide for the ArcSight Platform 24.2 - AWS Deployment

e Administrator's Guide for the ArcSight Platform 24.2 - Azure Deployment

¢ Administrator's Guide for the ArcSight Platform 24.2 - Google Cloud Deployment
¢ Administrator's Guide for the ArcSight Platform 24.2 - Off-cloud Deployment

\

The migrations table will display the most relevant information of all the imports executed. For
each migration, the system registers the following details:

Logger Host
Represents the Logger IP address or host name. For example, 12.345.67.890 or
logger6.extremelyfocused. com.

Data Start Date
Indicates the absolute date of the earliest possible event.

Data End Date
Indicates the absolute date of the latest possible event.

Import Date
Indicates the migration date and time displayed in the ArcSight Database timezone.

Import Status
Indicates the status of the import process.

¢ Initialized: The verification of the archives corresponding to the requested time range is
being performed.

e In progress: Import is still in progress. Archived events are being extracted, read and
sent to the ArcSight Database.

e Complete: Successfully imported the data.
¢ Failed: The archives are inaccessible, which can be caused by:
° An unresponsive mount

° A network connectivity issue
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° A user who doesn't have the correct access permissions

° Data that couldn't be uncompressed, etc

Event Count
Indicates the number of events migrated. This number increases automatically as the
process continues.

Logger Host User Name
Indicates the OS username associated with the Logger host.

Data Import ID
Represents the unique identifier for the event migration. You must have this value to delete

a migration.
To review details about the executed migration, see the logs in the
opt/vertica/udfs/datamigration/logs/ directory.

After events have been imported, either Logger or ArcSight Platform will manage the retention
policy depending on the state of the Logger processes.

Resume an Incomplete Migration

A migration might be interrupted if access to the mount or data file is affected in any way
during the process: an unresponsive mount, a network connectivity issue, a user who doesn't
have the correct access permissions, data that couldn't be uncompressed, etc.

An Incomplete migration can be resumed. The process starts from the last point of migration
so you do not lose the data previously migrated.

1. Select the migrations that you want to resume.
2. Click .

A migration that continues to appear as incomplete after it has been resumed at least once,
might indicate the data cannot be migrated because of corruption issues.

Check the logs for any related messages, and contact support to help finish the migration.

Delete Incomplete or Failed Migrations

It's possible that a migration might fail to complete. For example, the status is Failed or
indicates that the migration is Complete but it contains no events. In these types of scenarios,
you can delete the migration, then try again.

1. Select the migrations that you want to delete.
2. Click .
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Managing Your Stored Data

You must have the Manage Storage Groups permission to use this feature.
Select Configuration > Storage.

The Storage Information list provides an overview of all available storage groups. You can have
up to 10 storage groups, each with specific retention periods and query filters. To find a
storage group, use the Search field.

Use Storage Groups to Organize and Retain Data

Based on a query filter, you can divide data into storage groups, which allows you to partition
the incoming events data and provide different retention periods. Because you can set data
retention policies per storage group, you can retain certain high-volume events for a short time
period and other important events for longer time period. Higher volumes of event data,
require more storage space. The storage utilization column displays the amount of storage
utilized.

You can have up to 10 storage groups, including the provided Default Storage Group. The
system counts all groups, active or inactive, toward the maximum number of groups. In a
multi-tenant environment, your provider might limit the maximum number of groups that a
tenant can create. For more information about limiting the number of groups per tenant, see
Setting the Maximum Number of Storage Groups for Tenants in the Administrator's Guide to
ArcSight Platform 24.2.

Each storage group has a query filter for directing the correct events to that group. The query
filter enables you to associate each storage group with specific compliance requirements,
business needs, or search activities. For example, one group might have a filter for
categoryDeviceGroup =/ Firewall and another for severity >= 7. If an event does not match any
of the active filters, the event gets sent to the Default Storage Group. You cannot change the
name, query, or rank of this built-in group.
(
ﬂ By default, the maximum value for retaining events in the Default Storage Group is 12 months.
However, the license for your deployed product might require a lower maximum value, such as
30 days. For more information about how deployed products affect data retention policies in a

non-Saa$S environment, see "Understanding License Keys" in the Administrator's Guide to
ArcSight Platform 24.2.

\

The Apply Changes to System option at the top of the Storage Groups page indicates that one
or more groups have been modified but the changes need to be applied.
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e "Create a Storage Group" below

e "Send Events to the Correct Storage Group" below

Create a Storage Group

By default, you can create up to 10 storage groups, including the Default Storage Group.
However, in a multi-tenant environment, the maximum number of storage groups is set by
your provider.

1.
2.
3.

Select Configuration > Storage.
Click the add icon +.

Enter a name for the storage group.

[ ﬂ The name cannot include special characters other than a hyphen (-).

Enter a query with which to filter the incoming events into this storage group.
For example: categoryDeviceGroup='/Firewall' or categoryDeviceGroup='/IDS'.
The query can include parentheses, quotes, and single quotes.

For the storage group’s status, indicate whether to activate the group.

(Optional) For Delete Data Older than, enter the age of data, in months, that you want to
purge from the storage group in the database.

Click Save.
Apply your changes.

Send Events to the Correct Storage Group

For efficient data retrieval, the system matches each incoming event with the query filter for a
single, active storage group. However, an event could be associated with the rules of more
than one group. When an event matches with multiple storage groups, the system assigns the
event to the highest ranked group.

For example, if Event_29 matches the query filter for the storage groups ranked 3, 5, and 6,
then the system assigns the event to the group that is ranked 3. If an event does not match any
of the active filters, the system sends the event to the Default Storage Group.

You can change the ranking of storage groups to ensure that the system places events in the
best location.

1.
2.

Select Configuration > Storage.

From the Storage Information table, drag each storage group up or down to the preferred

Create a Storage Group Page 156 of 522



User's Guide for ArcSight Platform

priority position.

The system always places the Default Storage Group in the lowest ranked position.

Activate and Deactivate Storage Groups

To prevent new events from being sent to a storage group, you can deactivate the group. For
example, you might no longer need a particular storage group or find that you have changed
the filters and functionality of that group from its original purpose. Rather than continuing to
modify an existing group, you can deactivate it. Alternatively, you might want to activate a
storage group only during certain periods of time. Note that the system counts all groups,
active or inactive, toward the maximum number of storage groups. Also, even though you
deactivate a group, the deletion settings for that group remain in effect.

1. Select Configuration > Storage.

2. Select the storage group that you want to activate or deactivate.

3. To edit the group's settings, click the #" icon.

4. For Storage Group Status, slide the indicator left or right.

Activated groups display a status of Active.

5. Click Save.

Change the Settings of a Storage Group

After creating or modifying storage groups, you must apply the changes. You can modify
multiple groups before applying your changes. To indicate that that one or more groups have
pending changes, the system displays the Apply Changes to System option at the top of the
Storage Groups page.

e "Modify a Storage Group" below

e "Apply Your Changes to a Storage Group" on the next page

Modify a Storage Group

You can modify a storage group at any time.

Select Configuration > Storage.

Select the storage group that you want to modify.
Click the pencil icon #.

For Group Status, slide the indicator left or right.

A

Activated groups will display a status of Active.
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6. Click Save.
7. Apply your changes.

Apply Your Changes to a Storage Group

Select Configuration > Storage > Apply Changes to System.

When you change the query filter, status, or rank of a storage group, your changes do not go
into effect until you apply the changes. The following considerations affect how your changes
are applied:

e If you modify the query filter, the system will begin adding events that match the updated
filter. However, the storage group retains all currently stored events associated with the
previous filter. The retention policies continue to apply to all events within the group.

e |f you do not want the storage group to have both sets of events, you can create a new
storage group for the updated query filter, then deactivate the older storage group.

e On the first day of the month, the ArcSight Database deletes events matching the retention
policies of the storage groups. For example, on March 15, you change the deletion time to
three months from four months. On April 1, the database begins deleting all data older
than three montbhs.

e While changes are being applied, you cannot create or modify a storage group.

Use Storage Group Queries in a Search

Search allows you to specify the storage group in which you want to search events. Rather than
entering the query filter of a storage group again in Search, specify the following for your
Search query: Storage Group = Firewall Events. By specifying the storage group, you limit the
search to that storage group’s partitions only, thus improving search performance.

Configure Retention Policies for Your Data

Events are stored in their assigned storage groups in the ArcSight database. Over time, the
storage system can retain unneeded or outdated data. To preserve space in the database and
improve data retrieval from storage groups, you can configure the database to remove events
older than a certain number of months. For example, your data retention policy might expect
your system to purge certain data, such as DNS logs that are older than 24 months.

When setting the policies for storage group retention and disk space utilization, do not allow
your disk space utilization to increase above 90%. Running out of disk space can reduce the
performance of searches due to increasing fragmentation. If such a situation continues to
where there is no space left, then the database cannot ingest new data.
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Delete Old Data from Storage Groups

Events are stored in their assigned storage groups in the ArcSight Database. Over time, the
storage system can retain unneeded or outdated data. To preserve space in the database and
improve data retrieval from storage groups, you can configure the database to remove events
older than a certain number of months. For example, the data retention policy for your
organization might expect data older than 24 months to be purged. This process deletes data
from the database.

The system automatically applies all deletion settings on the first day of the month at 2:10 a.m.

1. Create or modify a storage group.

2. For Delete Data Older Than, enter the age of data, in months, when you want old events to
be deleted.

.

ﬂ By default, the maximum value for retaining events in the Default Storage Group is 12
months. However, the license for your deployed product might require a lower maximum
value, such as one month. With a Log Management and Compliance (Recon) license, you
can set the value to "-1" which enables the storage group to Never Expire for a long-term
storage option.

L

Ensure that your retention policy takes into consideration the maximum size of your
storage groups and database. Also, consider that, in deleting events, the policy might
affect results of an Event Integrity Check.

3. Click Save.
4. Apply your changes.

Manage Retention Policies for Imported Logger Data

I You can have up to 10 storage groups overall (including both groups created in the
ArcSight Database and those migrated from Logger). Exceeding this quantity will likely affect the
performance.

To manage the storage and expiration of the recently imported data from Logger, the system
automatically enables the retention policy for the Logger event data. You do not need to
manually direct events to a certain storage group and implement additional retention policies,
but rather take advantage of the same storage rules already set in Logger.

You can update and review the retention policy strictly from the Logger interface. However,
changes made to the retention policy after the archive migration has been started won't be
reflected on the archives imported to the ArcSight Database.
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ﬂ For more information about retention policies for event data, see "Storage" in the
Administrator's Guide to ArcSight Logger.

For a non-SaaS environment

As part of the metadata migration, the tool brings in the Storage Groups and their retention
information. Because in Logger the retention settings are based on days, the tool converts
them to months and rounds it up as to comply with the format used by the ArcSight Database.
If the Maximum Archives Age value was set to -1 for a Storage Group in Logger (meaning a
disabled retention policy), the retention process for it will also be disabled in ArcSight Platform.

For a SaaS environment

When you migrate Logger data to a SaaS environment, the system temporarily stores data in
an AWS S3 bucket. For successfully migrated data, the system deletes the temporary files
stored in the bucket after a month.

For data that hasn't been imported, the temporary files will be deleted from the bucket based
on the ArcSight license purchased by your organization.

The retention period for data imported to the ArcSight Database will be either the Storage
Group Retention value (from Logger) or the one established by the ArcSight license, depending
on which one is lower.

For more information about preparing for data migration, see Installing the AWS Command
Line Interface in Each Logger in the ArcSight SaaS Quick Start for Administrator's guide.

Setting Up Multi-tenancy

Applies only when the Multi-tenancy feature is enabled. Not available to customers in the
ArcSight Saa$S environment.

The ArcSight Platform allows you to create and manage multiple tenants in your environment.
After you enable Multi-tenancy, you must first onboard a provider who then onboards tenants.
Based on the type of license you have purchased, you would be eligible for EPS or Data
Retention Periods packages or a pay-per-use program for unlimited EPS.

You can design roles that apply to one or more of them, and also assign users to manage them.
At least one user needs the Manage Tenants permission to create the tenants.

You as a provider can manage one or more tenants where each tenant's data is unique. Your
tenant could be an internal business unit or a third-party organization. Each tenant must have
a unique key that maps system resources, such as database content, to the tenant. To preserve
tenant integrity, you cannot modify the key after it has been created.
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(

ﬂ Ensure to see Reviewing Multi-tenancy Security Considerations in the off-cloud deployment
version of the Administrator's Guide for ArcSight Platform. You can find the same topics in the
guides corresponding to the following deployment environments:

e AWS
e Azure

e Google Cloud

Checklist: Setting Up Multi-tenancy Without ArcSight ESM

Applies only when the Multi-tenancy feature is enabled and ArcSight Platform is not integrated
with ESM Multi-tenancy. Not available to customers in the ArcSight SaaS environment.

Use the following checklist to enable Multi-tenancy and onboard a provider and then tenants.
You must perform the tasks in the listed order.

(
ﬂ In the table below, the links for the Administrator's Guide for ArcSight Platform direct you to the
off-cloud deployment version of the guide. You can find the same topics in the guides
corresponding to the following deployment environments:

o AWS
e Azure

¢ Google Cloud

Task See
D 1. Plan to enable Multi-tenancy in your ArcSight Planning for Multi-tenancy in the
environment Administrator's Guide for ArcSight
Platform
D 2. Enable Multi-tenancy on the Core Components Enabling Multi-tenancy in the
tab of the Management Portal Administrator's Guide for ArcSight
Platform
D 3. Create the first System Admin user Creating the First System Admin User in
the Administrator's Guide for ArcSight
Platform
D 4. Create and configure a provider "Onboard a Provider" on page 163 in this
guide
D 5. Create and configure a tenant "Onboard Tenants" on page 165 in this
guide
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D 6. Tune the tenant-specific topics used in Tune Tenant Topic Settings in the
Transformation Hub routing rules Administrator's Guide for ArcSight

Platform

D 7. Provision a Tenant "Provision a Tenant" on page 168 in this
guide

D 8. Configure Tenant Topics in Kafka Scheduler Configure Tenant Topics in Kafka
Scheduler in the Administrator's Guide
for ArcSight Platform

D 9. Configure Customer URI in SmartConnectors Configure Customer URI in

SmartConnectors in the Administrator's
Guide for ArcSight Platform

Checklist: Setting Up Multi-tenancy With ArcSight ESM

Applies only when the Multi-tenancy feature is enabled and ArcSight tenants are integrated
with ESM tenants.Not available to customers in the ArcSight SaaS environment.

Use the following checklist to enable Multi-tenancy in ArcSight and integrate tenants with
tenants in ESM.

"

ﬂ In the following table, the links for the Administrator's Guide for ArcSight Platform direct you to
the off-cloud deployment version of the guide. You can find the same topics in the guides
corresponding to the following deployment environments:

e AWS
e Azure

e Google Cloud

Task See

[ 10. Plan to enable Multi-tenancy in your ArcSight environment Planning for Multi-tenancy in the
Administrator's Guide for ArcSight Platform

L 2.Enable Multi-tenancy on the Core Components tab of the Enabling Multi-tenancy in the Administrator's

Management Portal Guide for ArcSight Platform

D 3. Create the first System Admin user Creating the First System Admin User in the
Administrator's Guide for ArcSight Platform

D 4. Create and configure a provider "Onboard a Provider" on the next page

D 5. Plan to integrate ESM tenants with ArcSight tenants Planning to Integrate ESM Tenants with
ArcSight Tenants in the Administrator's Guide
for ArcSight Platform

D 6. Create and configure tenants "Onboard Tenants" on page 165
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D 7. Tune tenant topic settings

( Not applicable in SOAR-only scenario

D 8. Provision a tenant

D 9. Configure Tenant Topics in Kafka Scheduler

( Not applicable in SOAR-only scenario

D 10. Configure Customer URI in SmartConnectors

D 11. (Optional) If you are upgrading from an earlier version of
ArcSight Platform that is already integrated with ArcSight ESM
in Multi-tenant mode

D 12. Configure Alert Ingestion from ArcSight ESM

Onboard a Provider

Tune Tenant Topic Settings in the
Administrator's Guide for ArcSight Platform

"Provision a Tenant" on page 168

Configure Tenant Topics in Kafka Scheduler in
the Administrator's Guide for ArcSight
Platform

Configure Customer URI in SmartConnectors
in the Administrator's Guide for ArcSight
Platform

"Move Users from a Provider to a Tenant" on
page 183

"Configuring Components for Alert Ingestion"
on page 172

Applies only when the Multi-tenancy feature is enabled. Not available to customers in the

ArcSight Saa$S environment.

Onboarding a provider involve steps to create and configure it;this section details each.

Create a Provider Profile

Applies only when the Multi-tenancy feature is enabled. Not available to customers in the

ArcSight Saa$S environment.

When you log in as a System Admin user the first time; the system prompts you to create a

provider profile. Follow these steps:

1. Enter the required information below on the General page:

Provider Name: Specify a name for the provider.

Description: (Optional) Specify a description for the provider's organization.

Website: (Optional) Specify the URL of the provider organization's website.

Primary Location: (Optional) Specify the required address details of the provider.

2. Continue to enter the remaining information below on the General page:

Business Contact: Specify the name, and optionally the email address and role of the

provider's business contact.
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3.

Security Contact: Specify the name, and optionally the email address and role of the
provider's security contact.

Click Finish General to proceed.

A new provider profile will be created with the specified details.

4. Proceed to configure the provider profile on the Configuration page.

Configure a Provider Profile

Applies only when the Multi-tenancy feature is enabled. Not available to customers in the
ArcSight Saa$ environment.

You must enter the credentials for the ArcSight database user for the provider.

On the Configure page complete the following procedure in the provider onboarding wizard:

1.

Specify the credentials for the read-only database user.

For more information to create provider database credentials if not already, see Create a
Database User for the Provider in the off-cloud deployment version of the Administrator's
Guide for ArcSight Platform. You can find the same topics in the guides corresponding to
the following deployment environments:

e AWS
e Azure
¢ Google Cloud

Click Finish Configuration to proceed.

(Optional) If you have ArcSight ESM configured in Multi-tenant mode, you must use the
same tenant keys to onboard tenants to the ArcSight Platform.

For more information, see Planning to Integrate ArcSight ESM Tenants with ArcSight
Platform Tenants in the off-cloud deployment version of the Administrator's Guide for
ArcSight Platform. You can find the same topics in the guides corresponding to the
following deployment environments:

o AWS
e Azure
¢ Google Cloud

(Optional) Create users, groups, roles and permissions as required. For more information,
see "Managing Users" on page 182.

Click View Tenant List or View Provider Details to access the appropriate page.
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Onboard Tenants

Applies only when the Multi-tenancy feature is enabled. Not available to customers in the
ArcSight SaaS environment.

Select Administration > Tenants.

Onboarding a tenant involves steps to create, configure and provision it; this section details
each.

.

ﬂ Ensure to see Reviewing Multi-tenancy Security Considerations in the off-cloud deployment
version of the Administrator's Guide for ArcSight Platform. You can find the same topics in the
guides corresponding to the following deployment environments:

e AWS
e Azure

e Google Cloud

Create a Tenant

Applies only when the Multi-tenancy feature is enabled. Not available to customers in the
ArcSight Saa$S environment.

Select Administration > Tenants.
After you create a provider profile, you can create and onboard a tenant.

If you want to integrate ArcSight Platform tenants with the ArcSight ESM tenant details, then
you must provide the tenant key used for ESM tenants. You must use the External ID and the
email ID used for the users in ESM, while defining users for ArcSight Platform tenants. The roles
defined for these user must also exactly match.

To create a tenant, log in as a System Admin user and do the following :

1. Select Administration > Tenants.
2. Select Onboard Tenant.

3. On the Create page, enter the required information:

Name

Represents the name of the tenant.

Key
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Represents the unique “Tenant Key” identifier, or <tenant key>, that you want to
assign to the tenant. For example, south_29 testsé.

[ ﬂ If you have multi-tenancy in ArcSight ESM, then specify the same tenant key here.

The key must meet the following criteria:

e 3to 16 characters
e Begin with a letter
¢ Any combination of letters, numbers, and underscores
¢ (Case-sensitive
If you do not specify a value, this field will be auto populated.

Description

Provides a description of the tenant's organization.

Industry /Vertical

Indicates the industry or vertical to which the tenant belongs.

Region

Indicates the region where the tenant is located.

Compliance (Optional)
Indicates the compliance or standard that the tenant requires. For example, SOX and
1SO27001.
Primary Location (Optional)
Represents the required address details of the tenant:
4. Click Next to proceed.
5. Specify the following details on the Create page:

Business Contact: Specify the name, email address and role of the tenant's business
contact.

Security Contact: Specify the name, email address and role of the tenant's security
contact.

6. Click Finish Creation to proceed.
The system creates a new tenant with the specified tenant key and details.

7. Proceed to configure the tenant on the Configure page, or click I'll do later to save and exit
from the page. If you do so, return to this page any time to complete the configuration.
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(Optional) Auto Populate and Use a Tenant Key

Applies only when the Multi-tenancy feature is enabled. Not available to customers in the
ArcSight Saa$S environment.

Select Administration > Tenants.
If you choose to auto populate the tenant key, do the following to retrieve and peruse:
1. Select Administration > Tenants.

2. Select the appropriate tenant to view it's details.

3. View and copy the auto populated tenant key from the page.

[ ﬂ Click I'll do later on the tenant onboarding pop-up to configure the tenant later.

4. Use the retrieved key to create the database schema for the tenant.
For more information see, Create a Database Schema and Users for a Tenant in the off-
cloud deployment version of the Administrator's Guide for ArcSight Platform. You can find
the same topics in the guides corresponding to the following deployment environments:

o AWS
e Azure

¢ Google Cloud

Configure a Tenant

Applies only when the Multi-tenancy feature is enabled. Not available to customers in the
ArcSight Saa$S environment.

Select Administration > Tenants.

You must enter the credentials for the ArcSight Database users, an App Admin and a Search
user for the tenant. For more information about auto-populated tenant keys, see "(Optional)
Auto Populate and Use a Tenant Key" above.

On the Configure page complete the following procedure in the tenant onboarding wizard:

1. a. Specify credentials for the App Admin user. This user has elevated permissions to
perform operations on the database to manage the tenant schema.
For more information to create tenant database resources if not already, see Create a
Database Schema and Users for the Tenant in the off-cloud deployment version of the
Administrator's Guide for ArcSight Platform.You can find the same topics in the guides
corresponding to the following deployment environments:
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e AWS
e Azure
e Google Cloud

b. Specify credentials for the Search user. This user has restricted permissions for only
event search operations for the tenant.

For more information to create tenant database resources if not already, see Create a
Database Schema and Users for the Tenant in the off-cloud deployment version of the
Administrator's Guide for ArcSight Platform.You can find the same topics in the guides
corresponding to the following deployment environments:

e AWS
e Azure
e Google Cloud

2. Click Next to manually tune tenant topic settings in Transformation Hub, or click I'll do
later to save and exit from the page. If you do so, return to this page any time to complete
the configuration.

Provision a Tenant

Applies only when the Multi-tenancy feature is enabled. Not available to customers in the
ArcSight SaaS environment.

Select Administration > Tenants.

After you have completed tuning tenant topic settings manually, you can proceed to provision
the tenant.

When a tenant is provisioned:

e The tenant schema in the database will be populated with necessary tables.

e A tenant specific topic will be created in Transformation Hub to hold the security events of
the tenant.

e A new routing rule will be created to route the tenant events to tenant specific topic, and
associated with the Transformation Hub’s routing processors.

* Reporting and Case management services will be made aware of the tenant being
onboarded.

To provision the tenant, complete the following steps of tenant onboarding wizard from the
view tenant list page:

1. Select the Yes, | have completed the instructions for configuring data ingestion check box
on the Configuration page.
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2. Click Finish Configuration to proceed.

3. (Optional) If configuration fails, modify configuration details and click Finish Configuration
again.

4. Click Finish Provisioning.

5. (Optional) If provisioning fails, modify configuration details and click Finish Provisioning
again.

[ ﬂ It might take a few minutes for provisioning to complete.

6. (Optional) To view the existing list of tenants before provisioning completes, click View
Tenant List.

7. Complete the following configurations, to complete the tenant provisioning:

a. Configure Kafka Scheduler to ingest events from a tenant specific Kafka topic as source
and the tenant schema in the ArcSight Database as the destination to process a
tenant's events.

For more information see, Configure Tenant Topics in Kafka Scheduler in the off-cloud
deployment version of the Administrator's Guide for ArcSight Platform.You can find the
same topics in the guides corresponding to the following deployment environments:

e AWS
e Azure
e Google Cloud

b. Configure ArcSight SmartConnector's destination configuration to include the
provisioned tenant key.
For more information see, Configure Customer URI in SmartConnectors in the off-cloud
deployment version of the Administrator's Guide for ArcSight Platform.You can find the
same topics in the guides corresponding to the following deployment environments:

e AWS
e Azure
e Google Cloud

8. Click View Tenant List or View Tenant Details to view the appropriate page when
provisioning is complete.

Configure Tenant Topics in Kafka Scheduler

The ArcSight Database uses an event consumer namely, Kafka Scheduler to ingest events from
Transformation Hub's Kafka component. Kafka Scheduler is installed and configured as part of
ArcSight Platform deployment.
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event-avro-enriched", but when Multi-tenancy is enabled, it must read and ingest events from

ﬂ In a single tenant environment, the Kafka Scheduler ingests events from the Kafka topic, "mf-
"mf-event-avro-enriched-default".

You must configure tenants to ingest events from a tenant specific Kafka topic as source and
the tenant schema in the ArcSight Database as the destination to process a tenant's events.
Perform the following steps to do so:
1. Log in to the ArcSight database cluster nodel server as root.
2. Navigate to the ArcSight database tools directory. For example: /opt/arcsight-db-tools.
3. Perform the following steps to change the default source topic for Kafka Scheduler:
a. To verify the default source topic configured in Kafka Scheduler (or to print the source

topic being consumed), run the following command :

./kafka_scheduler status

ﬂ You can perform this change upon onboarding the very first tenant in the user
interface.

i. If the source topic is configured to read from "mf-event-avro-enriched-default",
skip to Step 4.

ii. If the source topic is not configured to read from "mf-event-avro-enriched-
default"”, run the following command to purge the existing Kafka Scheduler
configuration and then change the default source topic:

./kafka scheduler disable
./kafka_scheduler purge

iii. Enable Kafka Scheduler to read from "mf-event-avro-enriched-default":

./kafka_scheduler add -t default
./kafka_scheduler enable -t default

iv. To verify the default source topic configured in Kafka Scheduler, run the following
command:

./kafka_scheduler status

4. Onboard the tenant in Kafka Scheduler.

ﬂ A tenant key is assigned when a tenant is created; you can retrieve this from the Tenant List
page in the user interface.

a. To use the tenant key identifier to create an ingest process in Kafka Scheduler, run the
following command:
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./kafka_scheduler add -t <tenantKey>
./kafka_scheduler enable -t <tenantKey>

b. To verify the default source topic configured in Kafka Scheduler, run the following
command:

./kafka_scheduler status -t <tenantKey>

c. Verify Kafka Scheduler is now configured to ingest data for a specific tenant.

Configure Customer URI in SmartConnectors

ﬂ If ArcSight Suite is integrated with ArcSight Enterprise Security Manager (ESM), customer tagging
should have been already performed.

You must tag both managed and unmanaged ArcSight SmartConnectors configured for given
tenants with tenant keys. This ensures that all events from a single SmartConnector are tagged
with a specific tenant. The steps to configure the Customer URI of managed or unmanaged
ArcSight SmartConnectors are listed below.

1. For ArcSight SmartConnectors managed by ArcSight Management Console (ArcMC):
a. Logon tothe ArcMC.
b. Click Node Management.
In the navigation tree, browse to the container where the connector resides.
d. Inthe management panel, click the Connectors tab.

e. From the list of connectors, select all connectors for which you want to edit destination
runtime parameters.

f. Click Runtime Parameters to open the wizard and edit the parameters as follows:
i. Select the destinations whose runtime parameters you want to modify.
ii. Select the configurations to be affected.
iii. Select Network.

Modify the Customer URI parameter.

iv.
The Customer URI parameter must be of format, "/<tenantkey>" for routing events to
the tenant specific Kafka topic in Transformation Hub.

2. For unmanaged ArcSight SmartConnectors:

a. Navigate to your SmartConnector installation path; locate the runagentsetup script file
and run it.

b. Select Modify Connector, then click Next.
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Select Add, Modify, or Remove destinations, then click Next.

Select the destination for which you want to configure batching, then click Next.

o 0

Select Modify destination settings, then click Next.

®

f. Select Network, then click Next.
g. Specify the Customer URI setting, then click Next.

ﬂ The Customer URI parameter must be of format, "/<tenantKey>" for routing events to
the tenant specific Kafka topic in Transformation Hub.

h. Select Done with editing destination settings, then click Next.

i. Click Exit.

Configuring Components for Alert Ingestion

After deploying ArcSight Platform, you must enable Multi-tenancy, integrate with ArcSight
ESM, install a special content package and complete the following tasks to ingest alerts:

[

ﬂ Ensure to see Reviewing Multi-tenancy Security Considerations in the off-cloud deployment
version of the Administrator's Guide for ArcSight Platform. You can find the same topic in the
guides corresponding to the following deployment environments:

e AWS
e Azure

e Google Cloud

Review the Content Guidelines

The ArcSight Platform provides optics for different personas such as CISOs, SOC Analysts, and
other users. Data must follow a predefined structure so that the widgets display data correctly.

The widgets cannot display data correctly if incorrect data is entered into fields. If the data is
correct but entered into the wrong fields, the widgets do not populate at all.
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Content authors must ensure that their content has the correct information and that it creates
alert conditions such that the data needed to be displayed in the widgets is correctly
populated.

The following are the minimum requirements that every tenant must meet:

e Provide the following tenant information:
° Network ranges
© Zone Location
° Department
© Line of Business
° Sector
© Customer name

Based on the information provided for these entities, the ArcSight Platform populates the
widgets.

e Forward only the required correlation events from ArcSight Platform.

e All correlation events that are sent to the ArcSight Platform must contain correct values for
the following mandatory fields:

Field

Alert ID

Name

Priority

Source Address
Destination Address

Tenant

Alert Category

Destination Zone

Source Zone

ESM Field Name
Event ID

Name

Priority

Source Address
Destination Address

Customer URI

Old File Permission

Destination Zone URI

Source Zone URI

Description

ID of the alert

Name of the alert

Priority of the alert

Source IP address of the alert
Destination IP address of the alert

Customer in ESM. The customer name field must
use the tenant key. For example, /All
Customers/MSSP/CUSTOMERNAME where
CUSTOMERNAME is the tenant key in ArcSight
Platform

Alert category is inferred by the rule that triggers
alerts.

Destination zone for the alert

Source zone for the alert

e The values for the following fields can be derived from the network model: Destination
Industry, Destination Department, and Destination Line of Business.

Review the Content Guidelines
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(
ﬂ ° Any correlation event that does not follow the data criteria for the mandatory fields
will not be considered for data visualization in the ArcSight Platform console.

° To view the base event global ID in ArcSight Platform enriched alerts, all alerts from
the tenant must contain the base event global ID along with their correlation events.

Configure Network and Zone Model

Network and zone model can be configured in ArcSight Enterprise Security Manager (ESM) or
ArcSight Management Center (ArcMC).

Prerequisites

Ensure that the following components are installed and are available:

e ArcSight ESM
e Transformation Hub

e Download the content package ArcSight_Provider_Portal.arb from Software Licenses and
Downloads (SLD).

Configuring Network and Zone Model in ArcSight ESM

The content package includes a reference network model and rules that can be reused. For
more information about configuring the network model in ArcSight ESM, see Modeling the
Network.

To set up content in ESM, perform the following steps:

1. Create customers. The customer name must be the same as the tenant key in ArcSight
Platform.
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Mavigator g7 X
Resources | Packages | Use Cases

Customers Ctrl+alt+M  w
Shortcuts |

EIIE? Customers
=77 shared

EIIE? all Customers

5 - tn01 _dundermifflin
- tn02_vandelayindus
-0 Unassigned

2. Create networks for each customer as required and map the network to the correct
customer as shown in the following image:

Mavigator g ?x Inspect/Edit g2 x
Resources | Packages | Use Cases Event Inspector |E| Mekwork: TNOL1_DunderMetwork,
O Assets Crl+alt+s W Attributes | Connectors | Zones | Notes
E Network
Assets | Zones | Metworks | Categories | Yulnerabilities | Locations % Mame TMO1 DunderMetwark
Customer o | tn01_dundermiffiin
Shortcuts B Location " Gelect a Location
E Common
=77 Networks Resource ID 79 I ToBARCA 425k WE ==
=77 Shared External ID
-7 All Networks Alias {Display Mame)
E}E? APP Description
I SP] 7101 _Dunderhietwark Version ID
E THOZ_WandelayMetwark, Deprecated [
[ arcSight System El Assign
Public Owner
-0 Unassigned Motification Groups
E Parent Groups
APP Al Ne bworks/APE,
El Creation Information
Created By

Creation Time 1 5ep A023 16:47:05 15
Time Since Creation 3 dayis) 18 hour{s) 12 min(s) 30 secys

3. Create zones and assign them to correct the network as shown in the following image:
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MNavigator o?x Inspect/Edit g ?x

Resources | Packages | Use Cases Event Inspector [+*] Metwork: THOL Dunderhetwark.

%4 zone:Zane TNO1 206.0.0.0
B Assets Cirl+Alt+5  w

Attributes | assets | Categories | Motes
fssets | Z0MEs | Mebworks | Categories | Wulnerabilities | Locations

E Zone
#* Name Zone TNO1 206.0.0.0
Shortcuts = % Start Address 206.0.0.0
# End Address 206,255,255.255
=7 Zones Dyniamic Addressing |
=7 Shared Location Select & Location en
£ All Zones Metwork o ﬁDl_DunderNetwork en
=77 Arcsight Solutions = Common w
& Resource 0
-1/ Watch Tenants External ID
B ~ tn01_dundermifflin Alias (Display Name)
i B utility Description
=-[/=7 Office Supplies Version ID
EI ] Inventory Management Deprecated |:|
: L% zone THOL 206.0.0.0 3 Assign
=8 tn0Z_vandelayindus Qwner
=77 Construction Motification Groups
-7 Commercial Architecture = Parent Groups
(= ] D::sign Inventory Management

Update Rules to Add the Required Fields

Ensure that the enabled rules are configured to populate and aggregate the correct fields
required for ArcSight Platform. Refer to the sample content package for more information on
how to set up the fields as shown in the following image:

Mawigator o?x Inspect,/Edit g7 x
Resources | packages | Use Cases Event Inspectar [¢*] Metwork:THOL Dunderhetwork
L : # | Rule:Customer Alert Enrichment
3] rules P %3 Zone:zane THO1 206.0.0.0
Attributes | Conditions | &ggregation | Actions | Local Yariables | Motes
Shortcuts o Ml Ado g Fot 3¢ Remove « Move Up ™ Move Down t‘é Hide Empty Triggel
&4 On First Event
=7 Rules 4 On Subsequent Events
77 admin's Rules &) On Every Event [ Active ]
=77 shared 1777 Set Event Field Actions
=77 all Rules -7 flexNumber 2Label = ALERT CATEGORY ID
B ArcSight Administration = oldFileHash = AP
ArcSight Foundation - flexString iLabel = TENANT ID

-7 deviceDirection = &direction

B : ArcSlght_ 50Iut|nn_s &7 originator = $newOriginator
. [EL7 ArcSight Provider Portal 7 fileHash = CUSTOMER NAME: &l1_target
-[1] ner Alert Entichment --¥7 fileName = LINE OF BUSINESS: &3 _target
Fe-T] ArcSight System & oldFileMame = SECTOR.: §l2_target
-- Downloads & categoryDeviceGroup = /Security Information Manager
w7 Personal -7 deviceCustomMumber 1 = $GloballD
" Puhlic &4 deviceCustomMumber 1Label = GlobalEventID
" Resltime Rulss -7 flexString2Label = TENANT NAME
: , &7 oldFilePath = DEPARTMENT: £l4_target
B Unassigned &) On First Threshald

&5 On Subsequent Thresholds

&) On Every Threshold

& On Time Unit

5 On Time Window Expiration - Cumulative Rule Chain Is Off
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A Each alert must have an Alert Category that should be set in the Old File Permission field. This is
not a part of the sample package and must be configured manually.

Configuring Network and Zone Model in ArcMC

Before you define the network and zone model in ArcMC, register each SmartConnector that
sends the events to Transformation Hub. For more information, see Managing
SmartConnectors with ArcSight Management Center.

Perform the following steps to define and push the network and zone configurations in ArcMC:

1. Manually create the networks.csv and zones.csv. The networks.csv defines the networks
that will be used in the zones.csv file. The zones.csv file defines the zones within the
networks already defined by the networks.csv file.

A Ensure that the network and zone configuration files are valid and the data within the files
exactly maps to the ESM network model.

2. Push the network and zone configuration files corresponding to each tenant to the
SmartConnector associated with the tenant. For information on how to push the network
model to SmartConnectors using ArcMC, see ArcMC Network Models.

.

A For the Smart Connector to apply the zone model, in the Network group of the destination
parameters, you must set the value for the Zone Population Mode field to "Rezone
(override)". This can be done using ArcMC or directly in the SmartConnector by running
setup. For more information, see Configuring Network in the SmartConnector
documentation.

Monitoring Alert Ingestion

After you configure the components and push alerts to ArcSight Platform, log in to the console
and verify if the widgets are populated correctly. If the widgets are not populated,
troubleshoot the cause in the Administration > Tenants> <Your Tenant> Monitor and
Troubleshooting tab of the console.

Troubleshooting Invalid Alerts

Alerts that do not follow the data criteria are not considered for data visualization. You can
view and troubleshoot error messages related to these invalid alerts from the portal.

To view and troubleshoot error messages related to invalid alerts, log in to the portal as a
service provider administrator and click
Administration> Tenants> <Your Tenant> Monitor and Troubleshoot. By default, you can view
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invalid alerts for all tenants. To view invalid alerts for a specific tenant, select the tenant name
from the tenant list in the top navigation bar.

ic Information nd Groups Roles and Permissions Monitor and Troubleshoot

ASM Database Status Change - Normal

ASM Database Status Change - Normal
Database Insert Time - Last Hour
Database Insert Time - Last Hour
Database Insert Time - Last Hour
ASM Database Status Change - Normal
ASM Database Status Change - Normal

Event Throughput

Error Message

Invalid value in cef extension.src.

Invalid value in cef.extension.src.

Invalid value in cef.extension.src.

Invalid value in cef.extension.src.

Invalid value in cef.extension.src.

Invalid value in cef.extension.src.

Invalid value in cef.extension.src.

Invalid value in cef.extension.src.

Should be IP

Should be IP

Should be IP

Should be IP

Should be IP

Should be IP

Should be IP

Should be IP

Receipt Time

2023-05-20T15:26:18.970+00:00
2023-05-20T15:26:18.970+00:00
2023-05-20T15:26:18.979+00:00
2023-05-20T15:29:38.027+00:00
2023-05-20T15:29:38.027+00:00
2023-05-20T15:30:23.509+00:00
2023-05-20T15:31:24.454+00:00

2023-05-20T15:31:24.468+00:00

Error Src Priority
* Low
* Low
® Low
® Low
® Low
® Low

& Low

& Low

Tenant
gaigbgj
gaigbgj
gaigbgj
bnvrx2g
bnvrx2g
bnvrx2g
gaigbgj

gaigbgj

Click an error message in the list to view the details of the raw event associated with the
message, as shown in the following image:

nd Groups Roles and Permissions Monitor and Troubles! Raw View

CEF:1]ArcSight|ArcSightl7.6.0.2729.0jrule:105]ASM Database
Status Change - Normal|Low]| eventid=15102 type=2
start=1684596300000 end=1684596360000
mrt=1684596360050 in=2147483648 out=-2147483648
sessionid=0 customerURI=gaigbagj
categorySignificance=/Normal
categoryBehavior=/Execute/Query
categoryDeviceGroup=/Application categoryOutcome=/Success
categoryObject=/Host/Application modelConfidence=4
severity=0 relevance=10 assetCriticality=0 priority=3
art=1684596377350 cat=/Monitor/EventBroker/InsertTime
deviceSeverity=Waming rt=1684596360000 dhost=app.tenant1
dst=10.71.142.117 destinationZoneURI=/All Zones/ArcSight
System/Private Address Space Zones/RFC1918: 10.0.0.0-
10.255.255.255 dlong=0.0 dlat=0.0 fname=ASM Database
Status Change - Normal filePath=/All Rules/RealHime
Rules/ArcSight Administration/ESM/System
Health/Storage/ASM Database Status Change - Normal
fileType=Rule cnt=2
ruleThreadid=yVoOOYgBABCC9QgZ93u1WQ== cs2=<Resource
URI="/All Rules/Real-time Rules/ArcSight
Administration/ESM/System Health/Storage/ASM Database
Status Change - Normal® ID="51pTZXgIBABCA0JDG-fmGYw=="/
Inralitv=1 ra?l ahel=Cnnfinuratinn Reeniiree ahnet=ann tenant1

Name Error Message Receipt Time

ASM Database Status Change - Normal Invalid value in cef.extension.src. Should be IP 2023-05-20T15:2¢

ASM Database Status Change - Normal Invalid value in cef.extension.src. Should be IP 2023-05-20T15:2¢

Daiabase Insert Time - Last Hour Invalid value in cef.extension.src. Should be IP 2023-05-20T15:2¢

Database Insert Time - Last Hour Invalid value in cef.extension.src. Should be IP 2023-05-20T15:2¢

Database Insert Time - Last Hour Invalid value in cef.extension.src. Should be IP 2023-05-20T15:2¢

ASM Database Status Change - Normal Invalid value in cef.extension.src. Should be IP 2023-05-20T15:3C

Invalid value in cef.extension.src. Should be IP 2023-05-20T15:31

ASM Database Status Change - Normal

Event Throughput Invalid value in cef.extension.src. Should be IP 2023-05-20T15:31

Review the error message and identify fields that failed validation. Ensure that the event
contains all the required fields as described in the content guidelines and that the fields
contain the correct values.

Manage a Provider and Tenants, Users and Roles

Applies only when the Multi-tenancy feature is enabled. Not available to customers in the
ArcSight Saa$ environment.

Select Administration > Tenants.
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You can view the onboarded, provider and list of tenants on this page. For the provider and
each tenant, you can create users groups and also grant them roles to manage the provider or
tenant. For more information, see "Managing Users" on page 182.

As an administrator of the provider you can create or assign new, users and groups, roles and
permissions for the provider and each tenant; the SOC Analyst and SOC Admin are out-of-the-
box roles. For example, as an administrator of the provider for Tenant-ABC and Tenant-WUV,
Trent Valverde adds two custom roles A and B respectively, to each tenant. Then he grants
Anna Campbell role A and Murphy Buckley role B. Anna and Murphy can now monitor and
manage cases for the two tenants.

Manage Provider Details

Applies only when the Multi-tenancy feature is enabled. Not available to customers in the
ArcSight Saa$S environment.

Select Administration > Tenants > <View Details of the provider>.

You can view a Provider’s status, number of users per role and user status from the associated
widgets. You also can modify the details of the provider.

Select Administration > Tenants.

Select View Details for the provider.

For provider details, select Show Overview or Hide Overview .

Click Edit to modify the required details.

A S

Select Save.

Manage Tenant Details

Applies only when the Multi-tenancy feature is enabled.Not available to customers in the
ArcSight SaaS environment.

Select Administration > Tenants > <your tenant>.

You can set a tenant’s status to Active or Disabled state, view the number of users per role and
user status from the associated widgets. You also can modify the details of the tenant, except
for the Key.

[ ﬂ The Tenant must be Active before you make any changes.

1. Select Administration > Tenants.
2. Select the tenant that you want to modify.

3. For status, select Enable or Disable.
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4. For tenant details, select Show Overview or Hide Overview .
5. Click Edit to modify the required details.

6. Select Save.
,
ﬂ If a tenant is disabled and the associated SmartConnectors continue to send events, they follow
the default route in ArcMC, instead of the tenant specific one.
For more information see, Tune Tenant Topic Settings in the off-cloud deployment version of the
Administrator's Guide for ArcSight Platform.You can find the same topics in the guides
corresponding to the following deployment environments:

e AWS
* Azure

e Google Cloud

Adding and Removing Reports Content

You must have the System Admin permission to use this feature.
Select REPORTS — without Multi-tenancy enabled.
Select DASHBOARD & REPORTS > REPORTS — with Multi-tenancy enabled.

The Reports Content enables administrators to modify the reports and dashboards in the
following ways:

e Add and remove content, also known as assets, for the reports and dashboards using the
Import Assets and Export Assets feature.

e Connect to data sources using the Add Data Source feature. Using this feature, you can
gather content from specific sources to supply reports and dashboards.

Import and Export Content

Use the Import Assets and Export Assets options to manage the reports and dashboard
available to your users. You can move assets from one server environment to another. For
example, you might want to move a set of reports from a test server to a production server.

When exporting reports, it is recommended that:

* You uncheck the Overwrite assets of same name option so you do not accidentally
overwrite assets of the same name on the target systems; unless you are sure you want to
overwrite existing assets of the same name on the target system.

e You uncheck the Required Assets Included option as an extra precaution not to accidentally
overwrite assets of the same name on the target systems. Only include any new assets that
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you created with your new report. This way, even if the end user checks the Overwrite
assets of same name option when importing the report, they won't accidentally overwrite
their base assets.

Please review the following considerations for importing and exporting content:

* You cannot export content from the My Reports folder.

e |If the report generates errors when you attempt to export assets, you should reduce the
number of assets that you export concurrently.

e ArcSight SaaS users are not allowed to import or modify Data Sources, Logical Models, or
Virtual Private Models.

e On non-SaaS$ systems, only users with the System Admin role are allowed to import and
modify Data Sources, Logical Models or Virtual Private Models.

Supported Data Sources

This capability is not available in the ArcSight SaaS environment.
You can incorporate data from the following sources:

Text/Excel Directory
Connects to a specified file (text or Excel) or file location.

To access and upload this file type, you must create a new folder for your files in the /var/
lib/inetsoft/ path on the reporting server. You might need assistance from your Server
Admin.

REST JSON

Connects to a REST (Representational State Transfer) data source containing JSON
(JavaScript Object Notation)-formatted data.

REST XML

Connects to a REST data source containing XML-formatted data.

JDBC
Connects to a relational database using Java Database Connectivity.
This source supports commercial and open source databases such as Oracle, SQL Server,

DB2, Sybase, Informix, MySQL, PostgreSQL, and MS Access. Be sure to download the latest
driver (https://www.inetsoft.com/support/drivers.jsp).
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Elasticsearch REST

Connects to an open source search engine.
The process for adding this type of data source is the same as for adding an Elasticsearch

data source.

Connects to an R database containing R language sources.

Managing Users

You can add users or groups of users; create roles; and assign permissions to the roles for users
and groups. There are default roles with appropriate permissions to use the product. If you
manage groups, you can view their assigned permissions, roles, and users.

If you have the Manage Roles permission, you can change the permissions of any role assigned
to your account except for those of the System Admin.

(

ﬂ Ensure to see Reviewing Multi-tenancy Security Considerations in the off-cloud deployment
version of the Administrator's Guide for ArcSight Platform. You can find the same topics in the
guides corresponding to the following deployment environments:

o AWS
e Azure

¢ Google Cloud

Managing Users and Groups of Users

You must have the appropriate permissions to perform these functions.

For a tenant, select Administration > Tenants > [tenant_name] > Users and Groups.
For a provider, select Administration > View Details > Users and Groups.

If Multi-tenancy is disabled, select Admin > Users and Groups.

To delegate responsibility of managing large numbers of users across multiple managers, you
can create groups. You can assign one or more managers to a group of users. Then managers
assign roles to users in their groups.
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Import Users from ArcSight Enterprise Security Manager

This function is not available in the ArcSight SaaS environment.

To help you get started, you can import users already authorized for ArcSight ESM. You need to
have at least one role available in the ArcSight Platform to assign to these users.

Click Users and Groups > group_name.

For more information, see the Administrator's Guide for ArcSight Platform corresponding to
your deployment:

e Administrator's Guide for the ArcSight Platform 24.2 - AWS Deployment

e Administrator's Guide for the ArcSight Platform 24.2 - Azure Deployment

e Administrator's Guide for the ArcSight Platform 24.2 - Google Cloud Deployment
e Administrator's Guide for the ArcSight Platform 24.2 - Off-cloud Deployment

Move Users from a Provider to a Tenant

Applies only when the Multi-tenancy feature is enabled. This function is not available in
the ArcSight Saa$S environment.

Click Administration > Tenants and View Details of the provider.

When you import users already authorized for ArcSight ESM into a multi-tenant ArcSight
Platform environment, these users are imported into the user pool of the provider by default.
To move imported users from the default tenant to a specific tenant, do the following:

1. Navigate to the Users and Groups tab and users list of the provider.

2. Select users to move.

[ ﬂ You cannot move System Admin or System Operations Administrator users.

3. Click the Move User to Another Tenant button to launch the Move User pop-up window.

a. Select the desired tenant from the Select Tenant drop-down list to populate Groups
and Role associated with the tenant.

b. Select the desired Groups and Roles to move the user to.
4. Click the Move button.

5. Click the Yes button on the pop-up window to confirm.
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(
ﬂ Ensure to see Reviewing Multi-tenancy Security Considerations in the off-cloud deployment
version of the Administrator's Guide for ArcSight Platform. You can find the same topics in the
guides corresponding to the following deployment environments:

e AWS
e Azure

e Google Cloud

View Details of a Group

You can view the details of a group. As the manager of a group, you can also modify the
group’s settings.

1. Click Users and Groups > group_name.
2. (Conditional) As a manager of the group, you can also perform the following actions:

¢ Add or remove users from this or other groups
e Assign or remove roles for users in the current group

¢ Add or remove managers from the current group

ﬂ If you have the System Admin role, you can add and remove managers regardless
whether you manage the group.

Create a New Group

1. Click Users and Groups > Create Group.
2. Specify a name for the group, then press Enter.
3. To manage the new group, perform the following actions:

¢ Add users to this group
¢ Assign roles to the users in this group

¢ Add managers to this group

Create a New User

Users must have at least one role to ensure that they can log in.

1. Click Users and Groups > Create User.
2. Specify the email ID and name of the user.

3. Select the groups to which you want to add the user.
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4. Select the roles that you want to grant to the user.
5. Click Save.

6. (Conditional) In a non-Saa$S environment, specify the user’s password.

[ ﬂ If SMTP is configured, the system notifies the new user over email to set up a password.

View a User’s Profile

The user profile provides basic details about the user. If you are a manager of the user’s
account group, you can modify the user’s account. You must also have appropriate permissions
to make the modifications.

1. To find the user, perform one of the following actions:
e Click Users and Groups > Search Users.
e Click Users and Groups > group_name.

2. Select the user that you want to view.

3. (Optional) Modify the user’s profile in one of the following ways:

Reset the password

Activate or deactivate the user

Change roles or permissions

Change group assignments

Change the User’s Password

This function is not available in the ArcSight SaaS environment.
You must have the Change User Password permission, and be a manager of the user’s account
group.

When you reset a user’s password, the user receives a notification email automatically. The
email does not include the new password. You must provide the new password to the user
directly. However, if your enterprise uses an external authentication method, you cannot
change your password in ArcSight Platform.

ﬂ In a SaaS environment, administrators and managers cannot create or change a user's password.
Users can specify and reset their passwords by using the Advanced Authentication service.

1. Select Users and Groups > Search Users.

