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About This Book

This User's Guide provides concepts, user cases, and contextual help for ArcSight Log

Management and Compliance.

e Search for alerts and events
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Intended Audience

This book provides information for individuals who investigate events and hunt for
undetected threats. These individuals have experience in security operation centers or
performing duties of a security analyst or operator.

Additional Documentation

The ArcSight Log Management and Compliance documentation library includes the
following resources:

e Quick Start Guide for Administrators, which provides an overview of the products
deployed in this suite and their latest features or updates

e User Guides for the capabilities that deployed in your ArcSight SaaS environment and
Release Notes for ArcSight Platform

For the most recent version of this guide and other ArcSight documentation resources,
visit the documentation for ArcSight SIEM as a Service.

Contact Information

We want to hear your comments and suggestions about this book and the other
documentation included with this product. Use the comment on this topic link at the
bottom of each page of the online documentation, or send an email to Documentation-
Feedback@microfocus.com.

For specific product issues, contact Micro Focus Customer Care at
https://www.microfocus.com/support-and-services/.

Legal Notice

Confidential computer software. Valid license from Micro Focus required for possession,
use or copying. The information contained herein is subject to change without notice.

The only warranties for Micro Focus products and services are set forth in the express
warranty statements accompanying such products and services. Nothing herein should be
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construed as constituting an additional warranty. Micro Focus shall not be liable for
technical or editorial errors or omissions contained herein.

No portion of this product's documentation may be reproduced or transmitted in any
form or by any means, electronic or mechanical, including photocopying, recording, or
information storage and retrieval systems, for any purpose other than the purchaser's
internal use, without the express written permission of Micro Focus.

Notwithstanding anything to the contrary in your license agreement for Micro Focus
ArcSight software, you may reverse engineer and modify certain open source
components of the software in accordance with the license terms for those particular
components. See below for the applicable terms.

U.S. Governmental Rights. For purposes of your license to Micro Focus ArcSight software,
“commercial computer software” is defined at FAR 2.101. If acquired by or on behalf of a
civilian agency, the U.S. Government acquires this commercial computer software and/or
commercial computer software documentation and other technical data subject to the
terms of the Agreement as specified in 48 C.F.R. 12.212 (Computer Software) and 12.211
(Technical Data) of the Federal Acquisition Regulation (“FAR”) and its successors. If
acquired by or on behalf of any agency within the Department of Defense (“DOD”), the
U.S. Government acquires this commercial computer software and/or commercial
computer software documentation subject to the terms of the Agreement as specified in
48 C.F.R. 227.7202-3 of the DOD FAR Supplement (“DFARS”) and its successors. This U.S.
Government Rights Section 18.11 is in lieu of, and supersedes, any other FAR, DFARS, or
other clause or provision that addresses government rights in computer software or
technical data.

For additional information, such as certification-related notices and trademarks, see
https://www.microfocus.com/en-us/about/legal.

© Copyright 2023 Micro Focus or one of its affiliates.
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Welcome to Log Management and Compliance

Log Management and Compliance provides a modern log search and hunt solution powered
by a high-performance, column-oriented, clustered database. The Search feature helps you
investigate security issues by viewing search results and identifying'ddfiiér events. The Reports
Portal, which includes OWASP content, enables you to hunt for undetected threats as well as
create charts and dashboard to visualize filtered data with tables, charts, and gauges. With the
Outlier Analytics feature you can identify anomalous behavior by comparing incoming event

values to typical values for your environment.

Log Management and Compliance deploys within the ArcSight Platform, which provides
common services such as the Dashboard, the Reports Portal, and user management.

The ArcSight Database stores all collected events to support searches and analysis capabilities.
The database enforces the immutability of events once they are stored, ensuring that not even
the most privileged database administrator can modify or delete an event. Combined with the
existing Event Integrity Check, the database's ability to resist tampering provides an end-to-
end, long-term solution for safeguarding events to ensure they are exactly as reported by the
device where the activity was observed.

e Search for alerts and events

¢ Analyze anomalous data with outlier analytics

e Evaluate and manage the quality of your data

Searching for Events

The Search feature enables you to look for and investigate events that meet specified criteria
so you can detect anomalies that point to security threats. You can view the results in tabular
and timeline formats, as well as view the raw event data. Each search consists of specifying

language, or contextual). As you specify the criteria for a search query, Search suggests items
and operators based on a schema data dictionary. You can also choose from predefined search
gueries.
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storage.htm
search-view-results.htm

User’s Guide to ArcSight Log Management and Compliance

Understanding Search

The application ingests log data, migrated from ArcSight Logger and SmartConnectors, that has
been routed through Transformation Hub and events from ArcSight Enterprise Security
Manager. Each entry in a log is referred to as an event. The application accepts events from
Transformation Hub and organizes them to maximize search and storage efficiency.

The Search feature enables you to look for and investigate events that meet specified criteria
so you can detect anomalies that point to security threats. You enter a search query, the

Schema. You can use one of the three timestamps the database stores for each event for your
time window.

Search displays results in an Events timeline as a histogram chart, which shows the number of

search. The table displays columns of fields, each representing a particular categoryof data,
such as an IP address or the port where the event originated. When you select an event, you
can view its list of field-value pairs in the Event Inspector panel. For ongoing or regular

searches, you can save queries, queries plus specific criteria, and search results. You can also
schedule searches to run on a regular basis.

For the query’s time range, you can choose a fixed start and end date, where you cannot
refresh data, or a predefined date range. For example, for the last 30 minutes predefined
search, you receive updates upon re-executing the search based on the most recent 30
minutes. Alternatively, you could specify dynamic dates, such as Midnight on the first day of

the current month.

After initiating a search, you can pause, resume, and cancel the process as needed. A progress
bar shows you the percent of retrieved data.

ﬂ Because search results consume space, the system maintains a threshold for the total number of
executed searches that it can store. Stored content includes saved search results, completed

notification when the threshold is passed. If this occurs, you cannot run a search and scheduled
searches cannot run until some previously executed searches have been deleted.

Understand Session versus Saved Searches

Select Search.
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As you initiate searches, Search automatically preserves your activity in case you must navigate
to another search or to a different feature in the ArcSight Platform. Search temporarily
maintains these session searches in tabs until you close the search tabs, exit your browser, or
log out. The Home tab lists all your current session searches. Therefore, if you close the search

tabs or lose the search tabs by logging out, you can open them again from the Home tab.

e "Saved Searches" below

e "Expired Searches" below

Saved Searches

For long-term use of a search, you must save the query, criteria, or results. You can review and

manage your saved searches at any time:

e Saved queries

Expired Searches

Session and saved searches usually expire after a specified amount of time. When they expire,
the system deletes all information about the search. If this occurs when you have the search
open in a tab, you will receive a notification that the search has expired and be instructed to

close the tab.

Because session searches are considered short-term or temporary searches, the default
expiration time is after 24 hours of inactivity. Saved searches expire after seven days by
default. You can reset the expiration time by running the search again or by modifying the
query or criteria. However, if the search has already expired, you cannot reset the expiration
clock.

You can also override the default expiration time by changing the Search expires in setting for a

particular session or saved search.

Understand the Search Progress Indicators

As Search retrieves data, it displays a progress bar to show its status, including the percent of
data received. Rather than attempting to read all data at once, Search gathers data in chunks
of time. The progress bar shows the time range from which the results are currently being
retrieved.

You can pause the search and restart as needed.
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(
ﬂ NOTE: When performing a search with two or more identical queries the number of events
returned for the second search will correspond to the next chunk of data. If you pause then
resume the search, the first search will be moved to the next chunk as well, maintaining the
same number of events retrieved. The identical queries can contain either one of the built-in

queries or a custom query.

Understand the System Searches

Search includes the following out-of-the-box system searches that contain a query plus specific
criteria. All of these system searches are set in Normalized Event Time. For more information

about how to use these queries and criteria, see "Load a Saved Search" on page 74.

ﬂ Note: You can also search queries by using # and the query name. For example, #Configuration
changes or #DGA Events. Additionally, you can run criteria searches as queries using the same
method. Additionally, there is a list of reserved words that must be enclosed in quotes (" ") to

ensure the system correctly parses the query.

Category Name Use as Description
Application Windows New Service Query Lists events indicating new windows services were created
Monitoring Created from the following event sources:

* Microsoft-Windows-Security-Auditing:4697

e Service Control Manager: 7045

Configuration Configuration changes Query Lists configuration changes based on ArcSight
Monitoring categorization.
Entity Monitoring  Failed logins Query Lists events indicating failed login activity based on

ArcSight categorization.

Failed Login Events Criteria  Lists failed login activity events based on ArcSight
categorization for the last 30 minutes by default.

Failed logins for Query Lists events indicating failed login activity based on
Susername ArcSight categorization for a specific user. The user should
be specified before running the search.

Windows account Query Lists events indicating new windows accounts created
creation based on the following event sources:

¢ Microsoft-Windows-Security-Auditing:4720
e Security:624

Event Monitoring  ESM Correlation Query Lists ESM correlation events.

Events
Malware Malicious code activity Query Lists events indicating malicious code activity based on
Monitoring ArcSight categorization.
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Category Name Use as Description

MITRE Monitoring MITRE ATT&CK Events Criteria  Lists correlation events reported from Arcsight ESM
content package:
https://marketplace.microfocus.com/cyberres/content/es

These events are forwarded to the ArcSight Database using
ArcSight Forwarding connector, or any other flex
connector which reports this information, using the
following mapping:

deviceCustomString6Label="MITRE ID’

Where deviceCustomString6 contains the actual MITRE
ATT&CK technique.

Network DGA Events Criteria  Lists DGA-related events based on Microsoft Trace Log.
Monitoring

DNS Events Query Lists DNS-related events.

DoS Events Criteria  Lists events indicating denial of service based on ArcSight

categorization.

Firewall drop Query Lists Drop Firewall events based on Arcsight categorization
for a specific IP address. The IP address should be provided
at runtime.

Firewall drop for Sip Lists Drop Firewall events based on Arcsight

categorization.

Firewall Events Criteria  Lists Firewall events based on ArcSight categorization.
Proxy Events Criteria  Lists Proxy events based on ArcSight categorization.
SSH authentication Query Lists events indicating SSH Authentication events based on

ArcSight categorization.

VPN connections Query Lists events indicating VPN connections based on ArcSight
Categorization.

Vulnerability Vulnerabilities Events  Criteria  Lists events indicating vulnerabilities based on ArcSight
Monitoring categorization and Vulnerability Scanner events.

Understand Search Queries

You must have the Manage Search Queries permission.

A search query is a set of conditions used to select events when you run a search. For example,
you can enter a very simple term to match such as “login” or an IP address. Alternatively, you
can specify a complex query to match events that include multiple IP addresses and reference
a lookup list. In the search query, you can enter the alias, or abbreviated term, for a field name
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rather than entering the full name. You can also use the presentable field names, such as
Agent Address.

Your query input determines the search type: full text, natural language, or contextual. As you
specify the fields and values for the query, Search suggests search items and operators based
on a schema data dictionary.

Search provides default queries, labeled as system. However, you can save your own queries,

Understand the Query Syntax

Depending on the type of search you create, your query must meet the requirements listed in
the following table. Search treats a comma (,) between search items and values as an OR
operator. Additionally, there is a list of reserved words that must be enclosed in quotes (" ") to

ensure the system correctly parses the query.

If you do not get the search results you expect, you might need to restate the query. For
example:

 If the query is written with spaces, only the first word is shown in the results. A better way
to write the query statement is to use explicit phrasing without any spaces.

* Queries that filter specific "id" field values (for example, id = "123456789" or id !=

"123456789") will not return correct results. Create the query without using "id" fields.

By default, search operations are case-sensitive to support faster performance. However, you
can instruct the database to support case-insensitive searches. For SaaS deployments, talk to
your SaaS Admin about changing the database. For non-SaaS deployments, see the
Administrator’s Guide to ArcSight Platform.

robust searches.
[ ﬂ You cannot use multiple operators, such as NN and XX, in the same query.

e "General Syntax Rules" on the next page

e "Implicit Operators" on page 16
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General Syntax Rules

Type

Case sensitivity

Exact Match

Nesting, including
parenthetical
clauses, such as (a
ORb)AND ¢

Implicit Operators

List Operations

Full-text

Case-sensitive

Keyword treated as keyword*.

Example: /Execute matches:
/Execute, /Execute/Start,
/Execute/Response,/Execute/Query

Allowed

Use boolean operators to connect
and nest keywords.

When you enter two values
separated by a space, this is treated
as an implicit AND condition.

Example: ssh fail

n/a

Understand Search Queries

Field-based

Case-sensitive

Enclose value in double quotes.

Example:
Category Behavior ="/Execute"

Allowed

Use boolean operators to connect
and nest keywords.

The AND/OR treatment depends on
the operator used in the search.

For example, destinationAddress =
1.1.1.1, 2.2.2.2 is equivalent to
destinationAddress = 1.1.1.1 or
destinationAddress = 2.2.2.2,

while the query destinationAddress
1=1.1.1.1, 2.2.2.2 is equivalent to
destinationAddress !=1.1.1.1 and
destinationAddress !=2.2.2.2

Performs an inner join or a left join
against a custom list.

Syntax for an Inner Join:source

address in list CustomListName_

CustomColumn Name

Syntax for a Left Join:source
address not in list

CustomListName_CustomColumnName

Hashtag
(predefined)

Case-
insensitive

n/a

Allowed

Use boolean
operators to
connect and
nest
keywords.

n/a

n/a
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Time Format

(when searching
for events that
occurred at a
particular time)

Special
Characters:

\ x1n
Wildcard

Escape a Wildcard
Character

No specific format

The query needs to contain the exact
timestamp string.

Example:

"10:34:35"

Use the backslash (\) as an escape
character.

Can appear anywhere in the value.
Examples:

*log

log*

lo*g*

Searches for ablog, blog, long, etc.

Can search for * by escaping the
character.

Example:

log\*

Implicit Operators

Implicit operators form the basic building blocks for query construction. Use them along with

YYYY-MM-DD n/a
YYYY-MM-DD
HH:mm YYYY-MM-DD HH:mm:ss.fff

To narrow the time range, use the
following operators:

¢ in between (><)
e greater than (>)

¢ Jless than (<)

Use the backslash (\) as an escape n/a

character.

Can appear anywhere in the field. n/a
Examples:

name=*log

Searches for ablog, blog, etc. in name
field

name="\*log”
name=\*log
Both search for *log

Can search for * by escaping the n/a

character.
Example:

log\*

other operators and functions to create robust search queries.

To build queries, use the following general operators:

Operator

AND

Alternative

Examples

Operator

Understand Search Queries

#Firewall drop and sourceAddress equals

10.0.112.9

sourceAddress equals 10.0.112.9 and
destinationAddress = 10.0.116.148
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OR

not equal

equals

greater than

less than

greater equal than

less equal than

starts with

does not start with
ends with

does not end with

contains

does not contain

in list

Understand Search Queries

is equal to
equal

>
is greater

<
is less
is lower
less

>=
gte
greater equal

<=
Ite
less equal

startwith

endswith

contain
like
has substring

does not have

match
in list of

fail OR ssh

destinationAddress = 10.0.111.5 OR
destinationAddress=10.0.116.148
destinationAddress =10.0.111.5,
10.0.116.48

destinationPort not equal 21

name equals INVALID password device
vendor equals CISCO

bytes In greater than 100

bytes out less than 1000

End Time greater equal than 2017-07-25
End Time greater equal than 2017-07-25
09:07

End Time greater equal than 2017-07-25
09:07:43

End Time greater equal than 2017-07-25
09:31:22.685

Base Event Count less equal than or equal
50

message starts with FIN

name does not start with FIN
message ends with out
message does not end with out

name contains TCP

name does not contain TCP

device vendor equals CISCO and source
address in list customListName_
customColumnName

device vendor equals CISCO and source
address in list badGuylpList_badGuylp
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not in list not match source address not in list customListName_
not in list of customColumnName
source address not in list badGuylpList_
badGuylp
in subnet n/a source address in subnet 10.0.0.0/8
not in subnet n/a source address not in subnet 10.0.0.0/8

Understand the Types of Search Queries

Search supports the following types of search queries:

e "Full Text Search" below
¢ "Field-based Search" below

e "Hashtag (predefined searches)" below

Full Text Search

Searches across all fields using a ‘contains’ operation to determine if the value is found.

Syntax Example

<value> ssh

Field-based Search

Searches based on the f‘i‘e'l‘ql' and operator designation to determine if the value is found in the
specified field.

Your search can reference fields with the Unified Schema to either retrieve the field in results,
apply a filter criteria or create a user defined expression. The Unified Schema defines a
consistent event model that can be used across all of ArcSight family of products.

Syntax Example

<key> <operator> <value> sourceAddress = 10.0.111.5

Hashtag (predefined searches)

The Search feature includes several predefined queries out-of-the-box. In the query field, enter
a hashtag, and then select the criteria to use. In addition to these predefined searches, you can
use the session searches and save searches in the input field using a hashtag prefix.

To ensure the system correctly parses your query, if your search entity name includes one of
the reserved words listed before, you should surround the query name with quotes (" ") in

order to avoid ambiguity in the query statement.

Understand Search Queries Page 18 of 211



User’s Guide to ArcSight Log Management and Compliance

This predefined query...
#Configuration Changes
#DGA Events

#DNS Events

#DoS Events

#ESM Correlation Events
#Failed Logins

#Failed Logins For User
SUsername

#Firewall Drop

#Firewall Drop For Slp
#Firewall Events
#Malicious Code Activity

HMITRE ATT&CK Events

#Proxy Events

#SSH Authentication

#VPN Connections

#Vulnerabilities Events

#Windows Account Creation

#Windows New Service Created

Understand Search Queries

Description

Lists configuration changes based on ArcSight categorization.

Lists DGA-related events based on Microsoft Trace Log.

Lists DNS-related events.

Lists events indicating denial of service based on ArcSight categorization.
Lists ESM correlation events.

Lists events indicating failed login activity based on ArcSight categorization.

Lists events indicating failed login activity based on ArcSight categorization for a
specific user. The user should be specified before running the search.

Lists Drop Firewall events based on Arcsight categorization for a specific IP
address. The IP address should be provided at runtime.

Lists Drop Firewall events based on Arcsight categorization.
Lists Firewall events based on ArcSight categorization.
Lists events indicating malicious code activity based on ArcSight categorization.

Lists correlation events reported from Arcsight ESM content package:
https://marketplace.microfocus.com/cyberres/content/esm-default-content.

These events are forwarded to the ArcSight Database using ArcSight Forwarding
connector, or any other flex connector which reports this information, using the
following mapping:

deviceCustomString6Label="MITRE ID’
Where deviceCustomString6 contains the actual MITRE ATT&CK technique.
Lists Proxy events based on ArcSight categorization.

Lists events indicating SSH Authentication events based on ArcSight
categorization.

Lists events indicating VPN connections based on ArcSight Categorization.

Lists events indicating vulnerabilities based on ArcSight categorization and
Vulnerability Scanner events.

Lists events indicating new windows accounts created based on the following
event sources:

* Microsoft-Windows-Security-Auditing:4720
e Security:624

Lists events indicating new windows services were created from the following
event sources:

e Microsoft-Windows-Security-Auditing:4697

e Service Control Manager: 7045
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Use Reserved Words in a Query

To ensure the system correctly parses your query, if your search entity name includes one of

the reserved words listed before, you should surround the query name with quotes (

order to avoid ambiguity in the query statement.

)in

For example, if your query name is: "System warnings and errors" use the following notation:

#"System warnings and errors."

Reserved Words for

Queries

and as

by category
contain contains

distinct does not contain
does not start and end with domain
endswith equal

filter for

greater equal
gte
hostname

in between
in list of

is between

is greater

is greater than or equal to
is less

is less than

is lower than
is not equal
ip6

less equal
like

match

greater equal than
has

ibt

in cidr block

in subnet

is equal

is greater or equal than

is larger

is less equal

is less than or equal to

is not

is not equal to
label

less equal than
Ite

nibt

Understand Search Queries

between
connecting to
custom float

does not end with
ends with

equals

greater

greater than

has substring

is equal to

is greater than

is larger than

is less or equal than
is lower

is not between

ip

less

less than

mac

not
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Reserved Words for

Queries

not between not equal not equals

not in between not in cidr block not in list

not in subnet not match not within subnet
or path pipe

port span starts and ends with
starts with startswith timestamp
username uri url

where wheresq| within subnet

withinsubnet

Include a Storage Group’s Filter in the Search Query

Search allows you to include a storage group in a query. For example, you have a storage group
called Firewall Events that has the following query: categoryDeviceGroup="'/Firewall' or
categoryDeviceGroup="/IDS". Rather than entering that query again in Search, specify the

following for your Search query: storageGroup=Firewall Events.

[ A IMPORTANT: For best results, specify the storage group at the beginning of the Search query.

Use GlobalEventID in a Query

To help you identify an event that might be seen by multiple ArcSight components, the
connectors assign the event a unique 64-bit ID. To include a GEID in your search query, enter
globalEventID. You can view the GEID of the event in the Event Details.

Syntax Example
global event id=<value> global event id= 2864991913017849867
For events to have a GEID, use ArcSight Management Center to configure connectors to include

the ID. For more information, see the Administrator’s Guide to ArcSight Platform or the guide
for the connector.

Specify an Alias for a Field

In the search query, you can enter the alias, or abbreviated term, for a field name rather than

entering the full name. For the fields shown in the following table, you can also use the
presentable field names, such as Agent Address. Search suggests presentable names.
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Field

agentAddress

agentHostName
agentld

agentMacAddress

agentReceiptTime
agentTimeZone
agentTranslatedAddress
agentType

agentVersion

applicatonProtocol

baseEventCount
bytesin

bytesOut
categoryBehavior
categoryDeviceGroup
categoryObject
categorySignificance
categoryTechnique

destinationAddress

destinationHostName

Understand Search Queries

Aliases

agt

agent ip
ahost

aid

amac

agent mac
art

atz

agent translated ip
at

av

app

protocol

cnt

in

out

behavior
device group
object
significance
technique
dst
destination ip
destinationip
dstip

destip
target ip
targetip
target

dhost

destination name
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Field

destinationMacAddress

destinationNtDomain

destinationPort

destinationProcessld
destinationProcessName
destinationTranslatedAddress
destinationuserld

destinationUserName

destinationUserPrivileges
deviceAction

deviceAddress

deviceCustomFloatingPointn

Valid values for n are integers between 1 and 4
For example: deviceCustomFloatingPoint1
deviceCustomFloatingPointnLabel

Valid values for n are integers between 1 and 4

For example: deviceCustomFloatingPoint1Label

Understand Search Queries

Aliases

dmac
destination mac
dntdom

dpt

destination port
dstport

dest port
targetport
target port

dpid

dproc
destination translated ip
duid

duser

dst user

dest user
destination user
dst usr

dpriv

act

dvc

deviceaddr
deviceip

device ip

cfpn

For example: cfpl

cfpnlLabel

For example: cfpllabel
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Field

deviceCustomIPv6Addressn

Valid values for n are integers between 1 and 4
For example: deviceCustomIPv6Address2
deviceCustomIPv6AddressnLabel

Valid values for n are integers between 1 and 4

For example: deviceCustomIPv6Address2Label
deviceCustomNumbern

Valid values for n are integers between 1 and 3
For example, deviceCustomNumber3
deviceCustomNumbernLabel

Valid values for n are integers between 1 and 6

For example: deviceCustomNumber6Label

deviceCustomStringn
Valid values for n are integers between 1 and 6

For example: deviceCustomString5
deviceEventCategory
deviceHostName

deviceMacAddress

deviceProcessld
deviceReceiptTime
deviceTimeZone
deviceTranslatedAddress
endTime

eventOutcome

fileNme

fileSize

message

requestUrl

Understand Search Queries

Aliases

cban

device custom ipv6 n
For example: c6a2
cbanlabel

For example: c6a2label

cnn

For example: cn3

cnnlabel

For example: cn6Label

Csn

For example: Cs5

cat
dvchost

dvcmac

device mac

dvcpid

rt

dtz

device translated ip
end

outcome

fname

fsize

msg

request

URL

Page 24 of 211



User’s Guide to ArcSight Log Management and Compliance

Field

sourceAddress

sourceHostName

sourceMacAddress

sourceNtDomain

sourcePort

sourceProcessld
sourceProcessName
sourceTranslatedAddress
sourceUserld

sourceuserName

sourceUserPrivileges
startTime

transportProtocol

Specify a Group of Fields

Aliases

src

source ip
sourceip
srcip

shost

smac
source mac
sntdomain
spt

srcport

src port
spid

sproc
source translated ip
suid

suser

src user
source user
src usr
spriv

start

proto

Search enables you to quickly select fields that have common groupings. In the query, you can
specify a group alias that displays all field associated with the group. The following table

provides some common group aliases.

Group Alias Includes a list of these fields...
category All category fields

custom float All custom float fields

domain All domain fields

Understand Search Queries
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Group Alias Includes a list of these fields...
hostname All hostname fields

id All 1D fields

ip All'IP address fields

ip6 All IPv6 address fields

label All label fields

mac All MAC address fields

path All path fields

port All port fields

timestamp or time All time fields (device receipt time, agent receipt time)
uri All URI fields
url All URL fields

username or user  All user fields

Specify IP Addresses and Subnets

Your query can include IPv4, IPv6, and MAC addresses. Search stores IPv4, IPv6, and MAC
addresses in a format that provides search flexibility and enables you to perform the following
actions:

Compare IP addresses for optimum performance
For example, Agent Address > 192.10.11.12.

Specify a range of IP addresses
For example, you can enter the following types of queries:

e Agent Address in between 192.2.13.1 and 192.2.13.11
e Source Address greater equal than 192.10.11.12
e Destination Address less than 192.112.98.33

Specify a range of IP addresses
For example, you can enter the following types of queries:

e Agent Address in between 192.2.13.1 and 192.2.13.11
e Source Address greater equal than 192.10.11.12
e Destination Address less than 192.112.98.33

Use abbreviated input search notation
You can enter the following types of queries:

Understand Search Queries Page 26 of 211



User’s Guide to ArcSight Log Management and Compliance

To specify IP addresses in the subnet starting with a particular value:
Agent Address in subnet 192.%*

To specify an IPv4 address in a subnet that uses CIDR notation. The first eight bits are

the network part of the address, leaving the last 24 bits for specific host addresses.
Agent Address in subnet 192.0.0.0/8

To specify an agent address in a subnet that uses CIDR notation. The first 24 bits are

the network part of the address, leaving the last 40 bits for specific host addresses.
Agent Address in subnet 2001:0db8:0000:0000:0000:1f00:0042:8329/24

Search stores MAC addresses in their original format.

To enter an IP or MAC address in a search query:

Enter the MAC addresses in the following formats:

¢ Jad:adad.add.aad:.aad:.ad

¢ Qdad-aad-aa-aad-aa-aa

The following table lists the query format and examples for the type of IP address.

Type of
address

IPv4

IPv6

IPv6 in a
subnet

MAC

Format in a query...

a.b.c.d

Full form

Canonical form without leading
zeroes in each group

Canonical form without
consecutive sections of zeroes

Include CIDR notation

a:b:c:d:e:f
a-b-c-d-e-f

Understand Search Queries

Examples

a.x*

a.b.*

a.b.c.*

a.b.c.d/8
2001:0db8:0000:0000:0000:ff00:0042:8329

2001:db8:0:0:0:ff00:42:8329
2001:db8::ff00:42:8329

2001:0db8:0000:0000:0000:ff00:0042:8329
2001:0db8:0000:0000:0000:ff00:0042:8329/24
2001:db8::/32

NOTE: For the 2001:db8::/32 format, you can omit part of the IPv6
address, depending on the subnet that you are querying.

94:18:82:6D:63:74

94-18-82-6D-63-74
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Use an Operator in the Query

C

reate powerful queries with search operators and functions. You can also select several out-

of-the-box system searches that contain a query plus specific criteria. Operators, such as eval,

"

L
(

\

ﬂ Search operators and functions must be entered in all lower case letters when they are used in

queries.

ﬂ Do not use a raw event field as part of a query.

Use Cases for Search Operators

The following are just a few examples of the flexibility and power of search operators.

e "General Search Operator Use Cases" below

e "Operator Chaining Use Cases" on the next page

You may need to adjust a query to work with your own fieldsets.

For more information about working with operator chaining see "Create powerful queries with
search operators and functions. You can also select several out-of-the-box system searches

t

hat contain a query plus specific criteria. Operators, such as eval, can be chained together to

create complex queries." above and "Syntax Recommendations" on page 31.

General Search Operator Use Cases

want to see where possible brute force password guessing is happening.

Additional Information: To determine this, | want to see the top 10 devices that are
responsible for the most number of failed logins.
Operator used: top

#FailedLogin | top 10 deviceEventClassId

I want to know the hourly amount of data transfer on MyWebserver.

Operators used: chart, sum, by, span
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sourcehostname = MyWebserver.com | chart sum(bytesIn), sum(bytesOut) by
deviceVendor, deviceProduct span 1h

| want to see a sum of events, grouped by hostname and day.

Operator used: chart

Aggregate function: sum (This summarizes the values passed as an input, grouped by the
"by" clause.)

Time bucket: 1h (Events are grouped in time increments of one hour.)

| chart sum(baseEvents) by hostName span 1h

I want to determine all account lockouts, grouped by user name.

Operators used: wheresql, top

(deviceVendor="Microsoft" and deviceProduct="Microsoft Windows") or
deviceProduct="Unix" | wheresql deviceEventClassId in
["Security:539","Security:644","arcsight:66:0", "Microsoft-Windows-
Security-Auditing:4740", "Microsoft-Windows-Security-Auditing:6279"] and
destinationUserName is not null |top destinationUserName

Operator Chaining Use Cases

| want to identify the rare occurrences of Firewall events.

Additional Information: | want to determine this from 3 specific fields' data (device vendor,
category device group, and name).
Operators used: rename, rare (bottom)

#Firewall Events | rename deviceVendor as DV | rename category device
group as CDG | rare DV , name , CDG

| want to isolate vulnerabilities.

Additional Information: | will base this on data from 3 significant fields (device vendor,
category technique, and device group), then determine the most common occurrences
found in those categories.

Operators used: rename, rare (bottom)
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#Vulnerabilities | rename deviceVendor as DV | rename category technique
as CT | rename category device group as CDG | rare DV , name , CDG , CT

| want to apply filters to a set of fields and then to extract the top-50 most common
occurrences of those events.

Operators used: where, top

source address is not null | where Bytes In >= 3000 | where Category
Outcome = /Success | top 50 source address , Category Outcome

I want to determine the top insecure processes on devices in my company.

Operators used: top, rename

destinationProcessName in ["telnetd", "ftpd", "pop3", "rsh" ,
"imapd","rexec"] | top destinationProcessName | rename
destinationProcessName as "Process"

deviceVendor = ArcSight | rename sourceUserName USER | top USER

Show me all configuration changes by product.

Operators used: top, rename

categoryBehavior = "/Modify/Configuration" and categoryOutcome =
"/Success" | top deviceProduct | rename deviceProduct_count 2 as "Changes'
| rename deviceProduct as "Product"

| want to apply filters to a set of fields and then to extract the top-50 most common
occurrences of those events.

Operators used: where, top

source address is not null | where Bytes In >= 3000 | where Category
Outcome = /Success | top 50 source address , Category Outcome

Chaining Search Operators

Construct a complex query statement by chaining together multiple search operators into a
single query instead of implementing separate queries. This powerful capability lets you
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perform robust, real-world searches while providing the flexibility to customize searches for
specific scenarios. You can save these searches to reuse them in future updates.

Operator chaining is a process by which the search takes a set of results from one operation
and uses these results as input for the next operation. Chaining a series of operations equips
you with the options needed to "slice and dice" data to extract and analyze it on a highly
granular level. Operator chaining works with all the pipeline operators (rename, eval,
where/filter, wheresql, top, bottom/rare and chart/stats).

During operator chaining, fieldsets become more restricted as more operators are added to the

query, especially with eval and aggregation operators. For example:
severity!=null | top severity | stats avg (Count_1) by severity

For information about operator chaining workflows, see "General Search Operator Use Cases"
on page 28.

Syntax Recommendations

Use the following syntax recommendations to ensure operator chained searches succeed.

* To use the fields from a lookup list table with the search operators, make a join with one

of the lookup fields using the "in list" operator. You also should add the lookup list fields to
the current fieldset. For example:

Add a lookup list with name as Customer then add its