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Support
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Configuration Guide for SmartConnector 
for ArcSight Common Event Format File
This guide provides information to install the SmartConnector for ArcSight Common Event 
Format (CEF) File. 

Product Overview
CEF is an open log management standard that improves the interoperability of security-
related information from different security and network devices and applications. CEF is 
based on ArcSight's expertise from building over 230 connectors across 30 different 
solution categories, and is the first log management standard to support a broad range of 
device types.

The CEF connector enables ArcSight ESM to connect, aggregate, filter, correlate, and 
analyze events from applications and devices with CEF standard log output.  You can use 
this powerful, text-based log format to collect logs from customized applications when 
you modify the output to the CEF standard. 

Common Event Format Implementation
The Common Event Format (CEF) standard format, developed by ArcSight, lets vendors 
and their customers quickly integrate their product information into ESM.  CEF is an open 
log management standard that simplifies log management, letting third parties create 
their own device schema that are compatible with a standard that is used industry-wide 
for normalizing security events. Technology companies and customers can use the 
standardized CEF format to facilitate data collection and aggregation, for later analysis by 
an enterprise management system.

For more information about CEF, see the Implementing ArcSight Common Event Format 
(CEF) Guide. It defines the CEF protocol and provides details about how to implement the 
standard.  It details the header and predefined extensions used within the standard as 
well as how to create user defined extensions.  It also includes a list of CEF mappings as 
well as supported date formats.
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Preparing to install the SmartConnector
Before you install any SmartConnectors, make sure that the Micro Focus ArcSight 
products with which the connectors will communicate have already been installed 
correctly (such as ArcSight ESM or ArcSight Logger). 

For complete product information, refer to the Administrator's Guide to ArcSight 
Platform, available on ArcSight Documentation.  

If you are adding a connector to the ArcSight Management Center, see the ArcSight 
Management Center Administrator's Guide available on ArcSight Documentation for 
instructions.

Before installing the SmartConnector, make sure that the following are available:

 l Local access to the machine where the SmartConnector is to be installed

 l Administrator passwords

Installing and Configuring the SmartConnector
 1. Start the installation wizard.     

 2. Follow the instructions in the wizard to install the core software.     

 3. Specify the relevant Global Parameters, when prompted.

 4. Select ArcSight Common Event Format File from Type drop-down, then click Next.

 5. Browse and select the CEF log filename in the CEF Log File field, to configure the 
SmartConnector, then click Next. 

 6. Select a destination and configure parameters.

 7. Specify a name for the connector.

 8.  If you have selected ArcSight Manager as the destination, the certificate import 
window for the ArcSight Manager is displayed. Select Import the certificate to the 
connector from destination and click Next.  (If you select Do not import the 
certificate to connector from destination, the connector installation will end.)  The 
certificate is imported and the Add connector Summary window is displayed.

 9. Select whether you want to run the connector as a service or in the standalone 
mode.
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 10. Complete the installation.

 11. Run the SmartConnector.

For instructions about upgrading the connector or modifying parameters, see 
SmartConnector Installation and User Guide.

Configuring Log Rotation
To configure Log Rotation, you can edit the agent.properties file after the installation of 
SmartConnector

 1. Open the agent.properties file located at $ARCSIGHT_HOME\current\user\agent.

 2. To enable Daily log rotation, set rotationscheme to Daily, and set 
rotationschemeparams, as shown in the following example:

 agents[x].rotationscheme="Daily"
  agents[x].rotationschemeparams="FilePrefix,DateFormat,FileSuffix"

Where, for a data file name of foo.2013-09-23.log
FilePrefix = foo
  DateFormat = yyyy-mm-dd
  FileSuffix = .log

 3. To enable Index log rotation, set rotationscheme to Index, and set 
rotationschemeparams, as shown in the example below:

 agents[x].rotationscheme="Index"
  agents
[x].rotationschemeparams="FilePrefix,FileSuffix,Digits,Count,Optional 
true or false"

Where for a data file name of foo.log.%03d,001,999,false

 4. To enable Name Following log rotation, set followexternalrotation to true.

 5. Save the file and restart the connector for your changes to take effect.

Device Event Mapping to ArcSight Data Fields
For device mappings for a product, refer to the vendor CEF documentation.

Information from vendors is formatted according to the CEF standard and sent to the 
ArcSight SmartConnector, which translates the data into an ArcSight event.

In a key value parser strings do not require tokenization. They work by default.
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Send Documentation Feedback
If you have comments about this document, you can contact the documentation team by 
email. If an email client is configured on this computer, click the link above and an email 
window opens with the following information in the subject line:

Feedback on SmartConnector for ArcSight Common Event Format File (SmartConnector 
8.3.0)

Just add your feedback to the email and click send. 

If no email client is available, copy the information above to a new message in a web mail 
client, and send your feedback to [[[Undefined variable _HPc_Basic_Variables._HP_Product_IE_
Team_PDL]]].

We appreciate your feedback!
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