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Copyright Notice
© Copyright 2017-2022 Micro Focus or one of its affiliates

Confidential computer software. Valid license from Micro Focus required for possession, use or copying. The
information contained herein is subject to change without notice.

The only warranties for Micro Focus products and services are set forth in the express warranty statements
accompanying such products and services. Nothing herein should be construed as constituting an additional warranty.
Micro Focus shall not be liable for technical or editorial errors or omissions contained herein.

No portion of this product's documentation may be reproduced or transmitted in any form or by any means, electronic
or mechanical, including photocopying, recording, or information storage and retrieval systems, for any purpose other
than the purchaser's internal use, without the express written permission of Micro Focus.

Notwithstanding anything to the contrary in your license agreement for Micro Focus ArcSight software, you may
reverse engineer and modify certain open source components of the software in accordance with the license terms for
those particular components. See below for the applicable terms.

U.S. Governmental Rights. For purposes of your license to Micro Focus ArcSight software, “commercial computer
software” is defined at FAR 2.101. If acquired by or on behalf of a civilian agency, the U.S. Government acquires this
commercial computer software and/or commercial computer software documentation and other technical data subject
to the terms of the Agreement as specified in 48 C.F.R. 12.212 (Computer Software) and 12.211 (Technical Data) of the
Federal Acquisition Regulation (“FAR”) and its successors. If acquired by or on behalf of any agency within the
Department of Defense (“DOD”), the U.S. Government acquires this commercial computer software and/or commercial
computer software documentation subject to the terms of the Agreement as specified in 48 C.F.R. 227.7202-3 of the
DOD FAR Supplement (“DFARS”) and its successors. This U.S. Government Rights Section 18.11 is in lieu of, and
supersedes, any other FAR, DFARS, or other clause or provision that addresses government rights in computer software
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Trademark Notices

Adobe™ is a trademark of Adobe Systems Incorporated.
Microsoft® and Windows® are U.S. registered trademarks of Microsoft Corporation.

UNIX® is a registered trademark of The Open Group.

Documentation Updates

The title page of this document contains the following identifying information:

o Software Version number
o Document Release Date, which changes each time the document is updated
« Software Release Date, which indicates the release date of this version of the software

To check for recent updates or to verify that you are using the most recent edition of a document, go to:

https://www.microfocus.com/support-and-services/documentation
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Support

Contact Information

Phone A list of phone numbers is available on the Technical Support
Page: https://softwaresupport.softwaregrp.com/support-contact-information

Support Web Site https://softwaresupport.softwaregrp.com/

ArcSight Product Documentation https://community.softwaregrp.com/t5/ArcSight-Product-Documentation/ct-p/productdocs

About this PDF Version of Online Help

This document is a PDF version of the online help. This PDF file is provided so you can easily print multiple topics from
the help information or read the online help in PDF format. Because this content was originally created to be viewed as
online help in a web browser, some topics may not be formatted properly. Some interactive topics may not be present
in this PDF version. Those topics can be successfully printed from within the online help.
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Configuration Guide for SmartConnector
for ArcSight CEF Folder Follower Scanner

This guide provides information to install and configure the SmartConnector for ArcSight
CEF Folder Follower Scanner.

Product Overview

This connector collects and processes the Common Event Format (CEF)events, written to
plain text log files, deposited in a log folder. During the processing of the CEF events, it
extracts scanner and vulnerability information from it in order to send to ArcSight
Enterprise Security Manager (ESM).

CEF) is an open log management standard that improves the interoperability of security-
related information from different security and network devices and applications. CEF is
based on ArcSight's expertise from building over 230 connectors across 30 different
solution categories, and is the first log management standard to support a broad range of
device types.

The CEF connectors allows ESM to connect, aggregate, filter, correlate, and analyze
events from applications and devices with CEF standard log output.

Common Event Format Implementation

The Common Event Format (CEF) standard format, developed by ArcSight, lets vendors
and their customers quickly integrate their product information into ESM. CEF is an open
log management standard that simplifies log management, letting third parties create
their own device schema that are compatible with a standard that is used industry-wide
for normalizing security events. Technology companies and customers can use the
standardized CEF format to facilitate data collection and aggregation, for later analysis by
an enterprise management system.

For more information about CEF, see the Implementing ArcSight Common Event Format
(CEF) Guide. It defines the CEF protocol and provides details about how to implement the
standard. It details the header and predefined extensions used within the standard as
well as how to create user defined extensions. It also includes a list of CEF mappings as
well as supported date formats.
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Asset and Vulnerability Extraction

The SmartConnector for ArcSight CEF Folder Follower Scanner supports asset and
vulnerability extraction from CEF events to populate the assets on ESM.

Each event in the set of retrieved events is described according to the CEF standard. The
specific CEF event fields that are used depend on the vendor’s product capabilities and
the information the event is describing.

The guidelines that follow allow the connector framework to extract the asset and
vulnerability information from CEF events in a consistent manner. These guidelines
specify a small set of CEF fields and conventions. Only these fields are used to produce
the asset and vulnerability information. Any other CEF fields in the event are used for
their normal role in describing the event.

For the SmartConnector for ArcSight CEF Folder Follower Scanner, the Destination Host
field, which is abbreviated as dhost is used to identify assets. The set of unique
destination hosts or addresses identified in each set of events is collected by the
connector framework.

The connector framework processes the following categories of information:

e open port
e URI
o vulnerability

When a CEF event includes the categoryTechnique field with a value indicating one of
these categories, the data in the other specified fields further characterize the asset. For
events that do not include the categoryTechnique field, no asset information is
extracted.

Open Port
CEF Field Value Description
name Open Port Note: This field is part of the pipe-delimited header
and is not a key=value field.
dhost <Destination Host Name> The destination host name.
dst <Destination Host IP The Destination IP address.

Address>
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CEF Field Value Description
dpt or portList <Port> (and optionally If the event concerns a single port, the port number
<Portl, Portl, ....>) is specified by dpt. Alternatively, a list of open ports

can be specified using portList. Because portList is
not a defined CEF key, the key and its value will be
CEF additional data.

categoryTechnique  /scanner/device/openport -

proto <Protocol> The protocol such as TCP or UDP.

Open Port Example:

CEF:0|Acme Inc|Acme Scanner|4.0.157-1|acme-open-port|Open Port|Low|
categoryTechnique=/scanner/device/openport dst=10.0.0.1
dhost=testhost.abc.com dpt=445 proto=UDP

URI

CEF Field Value Description

name URI [ Note: This field is part of the pipe-
delimited header and is not a key=value
field.

dhost <Destination Host Name> The destination host name.

dst <Destination Host IP Address> The Destination IP address.

categoryTechnique  /scanner/device/uri -

filePath <URI#URI#URI> A list of URIs separated by the hash mark

(#) character.

URI Example:

CEF:0|Acme Inc|Acme Scanner|4.0.157-1|acme-uri|URI|Medium|
categoryTechnique=/scanner/device/uri dhost=testhost.abc.com dst=10.0.0.1
filePath=/Site Asset Categories/Operating System/Solaris 8

Vulnerability

CEF Field Value Description

name URI Note: This field is part of
the pipe-delimited header
and is not a key=value
field.

dhost <Destination Host Name> The destination host name.
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CEF Field Value Description
dst <Destination Host IP Address> The Destination IP address.
categoryTechnique  /scanner/device/vulnerability -

Device Event Class <VulnerabillityNativeldentifier=VulnerabilityNativelD ~ The percent sign (%) is

ib #VulnerabilityNativeName used to separate
#VulnerabilityNativeSeverity vulnerability entries. The
#VulnerabilityNativeDescription%CVE=CVE-ID hash mark (#) is used to
#CVENAME #CVESEVERITY #CVEDESCRIPTION%...> separate different fields of

one vulnerability entry.
Everything except the
NativelD is optional.

Note: this field is part of
the pipe-delimited header
and is not a key=value
field.

Vulnerability Example:

CEF:0|VulnVendor|Vulnproduct|10.x|X-Force=100641#Adobe Flash Player
code execution#9.3#Adobe Flash Player could allow a remote attacker to
execute arbitrary code on the system, caused by a use- after-free error
related to the ByteArray. By persuading a victim to visit a specially-
crafted Web site, a remote attacker could exploit this vulnerability using
drive-by-download attacks against systems running Microsoft Internet
Explorer and Mozilla Firefox on Windows 8.1 and prior to execute arbitrary
code on the system with the privileges of the victim or cause the
application to crash.%X- Force=1006411#Adobe Flash Player code
execution#9.3#Adobe Flash Player could allow a remote attacker to execute
arbitrary code on the system, caused by a use-after-free error related to
the ByteArray. By persuading a victim to visit a specially-crafted Web
site, a remote attacker could exploit this vulnerability using drive-by-
download attacks against systems running Microsoft Internet Explorer and
Mozilla Firefox on Windows 8.1 and prior to execute arbitrary code on the
system with the privileges of the victim or cause the application to
crash. |VulnEventName |High | categoryTechnique=/scanner/device/vulnerability
dhost=testhost.abc.com dst=10.0.0.1

Preparing to install the SmartConnector

Before you install any SmartConnectors, make sure that the Micro Focus ArcSight
products with which the connectors will communicate have already been installed
correctly (such as ArcSight ESM or ArcSight Logger).
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For complete product information, refer to the Administrator's Guide to ArcSight
Platform, available on ArcSight Documentation.

If you are adding a connector to the ArcSight Management Center, see the ArcSight
Management Center Administrator's Guide available on ArcSight Documentation for
instructions.

Before installing the SmartConnector, make sure that the following are available:

Local access to the machine where the SmartConnector is to be installed

o Administrator passwords

Installing and Configuring the SmartConnector

LA N

Start the installation wizard.

Follow the instructions in the wizard to install the core software.

Specify the relevant Global Parameters, when prompted.

Select ArcSight CEF Folder Follower Scanner from Type drop-down, then click Next.

Specify the following information:

Parameter

CEF Log File
Processing Mode

CEF Log File
Directory

Description

Select any of the following options:

Interactive: In Interactive mode, a graphical user interface displays the reports or
log files available for import from the configured log directory. To send reports to
the connector, select the Send check box for individual log files and then click
Send to ArcSight.

Automatic: The Automatic mode is designed to be used in conjunction with an
automated procedure to periodically run scans. A procedure, or shell script, must
execute the scanner periodically and save a report in .cef format. At the end of the
scan, after the report is saved, an empty file called '<reportname>.cef_ready' is
created, which indicates to the connector that the .cef report is ready for
importing. The connector continues to search for .cef_ready files and process the
corresponding .cef reports. The processed reports are renamed to '<original
report file>.cef_processed'.

Note: When using ArcSight Management Center (ArcMC), only Automatic mode is
supported.

Specify the name of the directory containing the CEF log files. The log files
containing the CEF events must be UTF-8 encoded.

Select a destination and configure parameters.

Specify a name for the connector.
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3. If you have selected ArcSight Manager as the destination, the certificate import
window for the ArcSight Manager is displayed. Select Import the certificate to the
connector from destination and click Next. (If you select Do not import the
certificate to connector from destination, the connector installation will end.) The
certificate is imported and the Add connector Summary window is displayed.

4. Select whether you want to run the connector as a service or in the standalone
mode.

5. Complete the installation.
6. Run the SmartConnector.

For instructions about upgrading the connector or modifying parameters, see
SmartConnector Installation and User Guide.

Device Event Mapping to ArcSight Data Fields

For device mappings for a product, refer to the vendor CEF documentation.

Information from vendors is formatted according to the CEF standard and sent to the
ArcSight SmartConnector, which translates the data into an ArcSight event.
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Send Documentation Feedback

If you have comments about this document, you can contact the documentation team by
email. If an email client is configured on this computer, click the link above and an email
window opens with the following information in the subject line:

Feedback on SmartConnector for ArcSight CEF Folder Follower Scanner (SmartConnectors
8.3.0)

Just add your feedback to the email and click send.

If no email client is available, copy the information above to a new message in a web mail
client, and send your feedback to Documentation-Feedback@microfocus.com.

We appreciate your feedback!
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