opentext-

ArcSight SOAR 3.10

Software Version: 3.10

Integration Guides

Document Release Date: January 2024
Software Release Date: January 2024



Integration Guides

Legal Notices
Open Text Corporation

275 Frank Tompa Drive, Waterloo, Ontario, Canada, N2L 0A1

Copyright Notice
Copyright 2024 Open Text.

The only warranties for products and services of Open Text and its affiliates and licensors (“Open Text”) are as may be
set forth in the express warranty statements accompanying such products and services. Nothing herein should be
construed as constituting an additional warranty. Open Text shall not be liable for technical or editorial errors or
omissions contained herein. The information contained herein is subject to change without notice.

Trademark Notices

“OpenText” and other Open Text trademarks and service marks are the property of Open Text or its affiliates. All other
trademarks or service marks are the property of their respective owners.

Documentation Updates

The title page of this document contains the following identifying information:

» Software Version number
e Document Release Date, which changes each time the document is updated
o Software Release Date, which indicates the release date of this version of the software
To check for recent updates or to verify that you are using the most recent edition of a document, go to:

https://www.microfocus.com/support-and-services/documentation

OpenText SOAR 3.10 (3.10) Page 2 of 626


https://www.microfocus.com/support-and-services/documentation

Integration Guides

Contents

Integration Guide for AbUSeIPDB ... 24
INtegration OVerVIEW ... . .. 24
Integration Capabilities ... . 24
PrerequIsItes ... . 24
CoNfigUIatioN .. 24
Configuring AbUSEIPDB .. ... 24
Configuring SOAR . 24
Capabilities ... 25

Integration Guide for AlientVault OTX ... 27
Integration OVerview ... ... 27
Integration Capabilities ... . 27
CoNfigUIatioN .. 27

Configuring SOAR .. 28
Additional Notes ... . 29

Integration Guide for Amazon EC2 ... ... 31
INtegration OVerVIEW ... . . .. 31
Integration Capabilities ... . 31
Configuration .. . 31

P e e QUISI S 31
Configuring on Amazon AWS 31
Configuring on SOAR . 36
Additional Notes ... . 37

Integration Guide for Amazon GuardDuty ... 38
Integration OVerview ... ... 38
Integration Capabilities ... . 38
P e OUISI S 39
CoNfigUIatiON .. 39
Configuring Amazon GuardDuty ... . 39
Configuring SOAR . 40
CapPabilities oo 40

Integration Guide for Amazon IAM .. 56
Integration OVervieW . 56
Integration Capabilities ... 56

OpenText SOAR 3.10 (3.10) Page 3 of 626



Integration Guides

Configuration . . 57
Configuring SOAR ... 57
Capabilities o 58
Integration Guide for Amazon S3 .. 76
Integration OVervieW . 76
Integration Capabilities ... 76

P e e OUIST S 76
Configuration . . 76
Configuring SOAR ... 76
Capabilities o 77
Integration Guide for APIVoid ... . 81
Integration OVervieW . 81
Integration Capabilities ... 81

P e e OUIST S 81
Configuration . 82
Configuring APIVOId ... 82
ConfigUring SOAR .. 82
CapPabilities 82
Integration Guide for Anomali ThreatStream ... 94
INtegration OVerVIEW ... . . 94
Integration Capabilities ... 94
Configuration ... 95
PrerequUISIteS 95
Configuring Anomali ThreatStream ... 95
Configuring SOAR .. 95
Additoinal Notes ... . 97
Integration Guide for Arbor Networks APS ... . . . 99
Integration OVerVIEW ... . . .. 99
Integration Capabilities ... . 99
Configuration ... 99

P e qUISI S o 99
Configuring Arbor Networks APS . 99
Configuring SOAR ... 100
Integration Guide for AWS Network Firewall ... 101
Integration OVerVieW ... 101
Integration Capabilities ... 101

OpenText SOAR 3.10 (3.10) Page 4 of 626



Integration Guides

P e e OUISIEES 101
CoNfigUIatioN ... 102
Configuring AWS Network Firewall ... 102
ConfigUIING SOAR 103
AP IS .. 104
Integration Guide for Azure Network Security Groups .....................ccccoooiii 111
Integration OVerVieW ... 111
Integration Capabilities ... 111
Pl OUISI S . 111
CoNfigUIatioON .. 112
Configuring Microsoft Azure Network Security ... 112
ConfigUIING SOAR 113
AP IS . 114
Integration Guide for Bind RPZ DNS ... 119
INtegration OVEIVIEW ... 119
Integration Capabilities ... 119
CoNfigUIatioON .. 119
PrereqUISITeS 119
Configuring SOAR ... 119
Integration Guide for BMC DiSCOVEIY ... 121
Integration OVervieW ... . 121
Integration Capabilities ... 121

P e OUISI S . 121
CoNfigUIatioON .. 121
Configuring BMC DiSCOVEIY ..o 121
ConfigUIING SOAR 122
Integration Capabilities: ... 122
Integration Guide for BMC Helix ITSM ... 126
INtegration OVEIVIEW ... . e 126
Integration Capabilities ... 126
PrerEqUISITES 126
ConfigUratioN ... 126
Configuring BMC Helix ITSM 126
Configuring SOAR .. 127
Integration Capabilities: . ... 127
Integration Guide for BMC Helix Remedyforce ...................... ... 132

OpenText SOAR 3.10 (3.10) Page 5 of 626



Integration Guides

Configuring BMC Helix Remedyforce ... 133
Configuring SOAR .. 133
AP IS . 134

Integration Guide for Carbon Black Response (EDR) ...............cccoooiiiiiiiii 147
INtegration OVEeIVIEW ... . 147
Integration Capabilities ... 147

PrereqUISIEES 148

Configuring Carbon Black Response(EDR) ...............cccooiiiiiiii 148

Configuring SOAR ... 148

Additional Notes ... 150

Integration Guide for Check Point R8O ... 152
INtegration OVEeIVIEW ... . . 152
Integration Capabilities ... 152
PrereqUISIEES 152
ConfigUration ... 152

Configuring Check Point R80 ... 152

ConfigUring SOAR ... 153
AP IS .. 155

Integration Guide for Check Point SandBlast ... 158
Integration OVerVIieW ... 158
Integration Capabilities ... 158
ConfigUration ... 158

P UISIEES .. 158

Configuring Check Point SandBlast ... 158

Configuring SOAR ... 159

Integration Guide for CiscoASA Firewall ... 161
Integration Capabilities ... 161
PrereqUISIEES 161
ConfigUration ... . 161
Configuring Cisco ASA Firewall ... 161
ConfiGUIING SOA R 162
AP IS .. 163

Integration Guide for Cisco Firepower Management Center ................................ 164
Integration OVervieW ... . 164
Integration Capabilities ... 164
P e e OUISIEES 164

OpenText SOAR 3.10 (3.10) Page 6 of 626



Integration Guides

ConfigUration ... . 164
Configuring Cisco Firepower Management Center .......................................... 164
ConfiGUIING SOA R 166
AP IS . 167
Integration Guide for Cisco ldentity Service Engine ........................................ 169
Integration OVerVIieW ... 169
Integration Capabilities ... 169
ConfigUration .. .. 169
P UISIEES .. 169
Configuring Cisco Identity Services ENgine ..., 169
Configuring SOAR ... 169
Integration Guide for Cisco lronport Email Security ......................................... 171
Integration OVerVIieW ... 171
Integration Capabilities ... 171
ConfigUration ... 171
P UISIEES .. 171
Configuring Cisco Ironport Email Security ... 171
Configuring SOAR ... 172
Additional Notes ... . 172
Integration Guide for Cisco Umbrella ... 173
Integration OVervieW ... . 173
Integration Capabilities ... 173

P e OUISI S . 174
CoNfigUIatioON .. 174
Configuring Cisco Umbrella ... 174
ConfigUIING SOAR 174
Integration Capabilities ... 175
Integration Guide for CrowdStrike Falcon ... 183
INtegration OVEIVIEW ... . e 183
Integration Capabilities ... 183
PrerEqUISITES 184
ConfigUratioN ... 184
Configuring CrowdStrike ... 184
Configuring SOAR .. 184
AP IS . 185
Integration Guide for Cyberark Central Credential Provider ................................ 191

OpenText SOAR 3.10 (3.10) Page 7 of 626



Integration Guides

INtegration OVEeIVIEW ... e 191
CoNfigUIatioN ... 191
PrereqUISITES 191
Configuring CyberArk Application Identity Manager .................................... 191
Configuring SOAR ... 192
Additional Notes ... . 193
Integration Guide for CYMRU Malware Hash Registry Query ............................... 194
INtegration OVEIVIEW ... . e 194
Integration Capabilities ... 194
CoNfigUIatioON .. 194
Configuring CYMRU Malware Hash Registry Query ...................................... 194
Configuring SOAR ... 194
CyberRes Galaxy Threat Acclerator ... 195
Integration OVerVieW ... 195
Integration Capabilities ... 196
Pl OUISI S 196
Configuring CyberRes Galaxy Threat Accelerator ..................ccccccoiiiiiiiiiiiiiiiii. 196
ConfigUIING SOAR 196
AP IS .. 197
Integration Guide for CyThreat Threat Intelligence ...................................... 199
Integration OVerVieW ... 199
Integration Capabilities ... 199
Alert Source Capability ... 199
PrerEqUISITES 199
ConfigUIatioN ... 200
ConfigUIING SOAR 200
Configuring CyThreat as an Alert SOurce ... 201
Integration Capabilities ... 202
Integration Guide for DomainTools ... ... 203
INtegration OVEeIVIEW ... . 203
Integration Capabilities ... 203
ConfigUratioN ... 204
Configuring DomainTools ... 204
Configuring SOAR .. 204
AP IS . 205
Integration Guide for DNS Service ... 214

OpenText SOAR 3.10 (3.10) Page 8 of 626



Integration Guides

INtegration OVEeIVIEW ... e 214
Integration Capabilities ... 214
CoNfigUIatioON .. 214
PrereqUISIEeS 214
Configuring DNS SEIVICE ... o 214
Configuring SOAR ... 214
Integration Guide for EmailRep ... 216
INtegration OVEIVIEW ... . e 216
Integration Capabilities ... 216
PrereqUISITE o 216
Configuring SOAR . 216

AP IS .. 217
Integration Guide for EnCase Endpoint Security ... 219
Integration OVerVieW ... 219
Integration Capabilities ... 219
Pl OUISI S 220
CoNfigUIatioON .. 220
ConfigUIING SOAR 221
Integration Capabilities: ... 221
Integration Guide for ESB Karar ... 232
Integration Guide for F5 Big-IP Advanced Firewall Manager ............................... 234
INtegration OVEeIVIEW ... . 234
Integration Capabilities ... 234
ConfigUIatioN ... 234
Configuring F5 Big-IP Advanced Firewall Manager ... 234
Integration Guide for FireEye HX ... 236
Integration OVerVieW ... 236
Integration Capabilities ... 236
Enrichment . . 236

ACiON 236
Configuring FireEye HX 236
Configuring SOAR ... 236
Integration Guide for Forcepoint Cloud Services ..., 239
Integration OVerVieW ... 239
Integration Capabilities ... 239
CoNfigUIatioN ... 239

OpenText SOAR 3.10 (3.10) Page 9 of 626



Integration Guides

Configuring Forcepoint Cloud Services ... 239
Configuring SOAR ... 239
Integration Guide for Forcepoint Content Gateway ..................cccccoiiiiiiiiiiieiiiiii. 241
INtegration OVEIVIEW ... . e 241
Integration Capabilities ... 241
CoNfigUIatioON .. 241
PrereqUISIEES 241
Configuring Facepoint Web Content Gateway ................................... 242
Configuring SOAR ... 242
Integration Guide for ForeScout CounterACT NAC ..., 245
INtegration OVEIVIEW ... 245
Integration Capabilities ... 245
CoNfigUIatioON .. 245
PrereqUISIEES 245
Configuring ForeScout CounterACT NAC ... 246
Configuring SOAR ... 248
Additional NOtes ... 250
Integration Guide for Fortinet Forti Manager V2 ... 251
INtegration OVEeIVIEW ... . 251
Integration Capabilities ... 251
PrereqUISIEES 251
ConfigUration ... 252
Configuring Forti Manager ... 252
ConfiGUIING SOA R 252
AP IS . 252
Integration Guide for Fortinet FortiAnalyzer ... 255
Integration OVerVIieW ... 255
Integration Capabilities ... 255
Configuring Fortinet FortiAnalyzer ... 255
Configuring SOAR ... 255
Integration Guide for Fortinet FortiDDOS ...................... 258
INtegration OVEIVIEW ... . e 258
Integration Capabilities ... 258
CoNfigUIatioON .. 258
PrereqUISIEES 258
Configuring FortiDDOS ... 258

OpenText SOAR 3.10 (3.10) Page 10 of 626



Integration Guides

Configuring SOAR ... 259
Integration Guide for Fortinet FortiGate APl ... ... . ... 262
Integration OVerVieW ... 262
Integration Capabilities ... 262
CoNfigUIatioN ... 262
PrereqUISITES 262
Configuring Fortinet FortiGate ... 262
Configuring SOAR .. 265
Additional Notes ... . 266
Integration Guide for Fortinet FortiMail ... ... 267
INtegration OVEIVIEW ... 267
Integration Capabilities ... 267
CoNfigUIatioON .. 267
PrereqUISIEES 267
Configuring FortiMail ... 267
Configuring SOAR ... 269
Additional Notes ... 271
Integration Guide for Fortinet FortiManager .....................co 272
INtegration OVEeIVIEW ... . 272
Integration Capabilities ... 272
PrereqUISIEES 272
Configuring FOrtiManager ... 273
Configuring SOAR ... 274
Additional Notes ... 275
Integration Guide for Fortinet FortiSandbox ... 276
INtegration OVEeIVIEW ... . 276
Integration Capabilities ... 276
ConfigUratioN ... 276
P UISITES ... 276
Configuring Fortinet Sandbox ... 276
ConfigUring SOAR ... 278
Integration Guide for FraudGuard ... 280
Integration Capabilities ... 280
PrerEqUISITES 280
Configuring FraudGuUard ... 280
ConfigUIING SOAR 281

OpenText SOAR 3.10 (3.10) Page 11 of 626



Integration Guides

AP IS .. 282
Integration GUIde for FTP SerVer ... e 286
Integration OVerVieW ... 286
Integration Capabilities ... 286
CoNfigUIatioN ... 286
PrereqUISITES 286
Configuring SOAR ... 286
Integration Guide for Google Cloud Compute ... 288
Integration OVerVIieW ... 288
Integration Capabilities ... 288

P e e OUISIEES 288
CoNfigUIatioN ... 288
Configuring Google Cloud CompuUte ... 288
ConfigUIING SOAR 291
Integration Capabilities: ... 292
List INStaNnCe 292

Get Instance Details ... . 293

Get IAM Policy ... 294

Get Screenshot ... . 295

Start Instance ... 296

StOP INSTANCE L. 296
Suspend INStaNCe .. ... 297
Integration Guide for Have | Been Pwned ... 299
Integration OVerVIieW ... 299
Integration Capabilities ... 299

P e e OUISIEES . 299
CoNfigUIatioN ... 299
Configuring SOAR . 299

AP IS . 300
Integration Guide for Generic HTTP SMS Gateway .....................ccccciiiiiiiii 303
Integration OVerVIieW ... 303
Integration Capabilities ... 303
ConfigUration .. .. 303
Configuring Generic HTTP SMS Gateway ... 303
ConfigUring SOAR ... 303
Integration Guide for HTTP ProXy ... 305

OpenText SOAR 3.10 (3.10) Page 12 of 626



Integration Guides

INtegration OVEeIVIEW ... e 305
CoNfigUIatioN ... 305
PrereqUISITES 305
Configuring HTTP ProXy ... 305
Configuring SOAR ... 305
Integration Guide for IBM Security X-FOrce ..., 307
Integration OVerVieW ... 307
Integration Capabilities ... 307
CoNfigUIatioN ... 307
PrereqUISITES 307
Configuring IBM X-Force EXChange ... 308
Configuring SOAR ... 308
Integration Guide for Infoblox DNS Firewall ... 311
Integration OVerVieW ... 311
Integration Capabilities ... 311
CoNfigUIatioN ... 311
PrereqUISITES o 311
Configuring Infoblox DNS Firewall ... 311
Configuring SOAR ... 312
Integration Guide for Intezer ... 314
Integration OVerVieW ... 314
Integration Capabilities ... 315

P e OUISI S . 315
CoNfigUIatioON .. 315
ConfigUrINg INtEZEr .. 315
ConfigUIING SOAR 315
AP IS . 316
Integration Guide for Invictus USTA Threatlntelligence ..................................... 320
INtegration OVEIVIEW ... . e 320
Integration Capabilities ... 320
CoNfigUIatioON .. 320
PrereqUISIEES 320
Configuring Invictus USPA . 321
Configuring SOAR ... 321

321

Configuring Invictus USTA as Alert Source ..................cccc 321
Configuring Invictus USTA as Integration ... 322

OpenText SOAR 3.10 (3.10) Page 13 of 626



Integration Guides

Additional Notes ... . 323
Integration Guide for IPINfo ... 324
Integration OVerVieW ... 324
Integration Capabilities ... 324
CoNfigUIatioN ... 324
AP IS . 325
Integration Guide for Jira ... 327
INtegration OVEeIVIEW ... . 327
Integration Capabilities ... 327
PrereqUISIEES 327
ConfigUration .. .. 327
Configuring SOAR .. 327
CONFIGUIING JITa e 329
AP IS .. 329
Integration Guide for JDBC(Database) Server ... 332
Integration Capabilities ... 332
ConfigUIatioN ... 332
P UISITES .. 332
Configuring Database Server ... 332
ConfigUring SOAR ... 332
Integration Guides for Kannel SMS Gateway ... 335
INtegration OVEeIVIEW ... . 335
Integration Capabilities ... 335
Supported Action Capabilities ... 335
Configuring Kannel SMS GateWay ... 335
Configuring SOAR ... 335
Integration Guide for Kaspersky Security Center ..., 337
Configuration on Kaspersky Security Center ... 337
Configuring SOAR ... 337
Optional configUIratioN ... .. 338
Overriding built-in SCriptS ... 338

Get Task Names ... . 339

Get GroUup NaMIBS .. 340

Get Tag NaMIBS 340

Host Information Enrichment ... .. . 341
Block Hash Action Capability ... 343

OpenText SOAR 3.10 (3.10) Page 14 of 626



Integration Guides

Rollback of block hash capability ... 344

Add tag to host capability ... 345
Rollback of Add Tag to Host Capability ... 346
Move system to group capability ... 347

Run task capability ... 348
Integration Guide for MAY Siber Scop NET ..., 350
PrereqUISIEES 350
Configuring MAY Siber Scop NET ... 350
Configuring SOAR ... 350
Integration Guide for McAfee ePolicy Orchestrator ....................cccoiiiiiiiiiiiiiiii 352
P UISITES ... 352
Configuration on McAfee ePolicy Orchestrator ....................................... 353
ConfigUring SOAR ... 353
Integration Guide for McAfee Network Security Platform (IPS) .......................... 355
CoNfigUIatioN ... 355
Configuration on McAfee Network Security Platform (IPS) .............................. 355
ConfigUIING SOAR 356
Integration Guide for McAfee Web Gateway ... 358
PrereqUISITES 358
Configuration on McAfee Web Gateway ...................... . 358
Configuration on SOAR ... 359
Integration Guide for McAfee Web Gateway v2 ... 360
Configuring McAfee Web GatewWay V2 ... 360
Configuring SOAR .. 360

AP IS . 362
Integration Guide for Micro Focus Arcsight ESM ... 367
Integration Guide for Micro Focus ArcSight Intelligence ... 367
Integration Guide for Micro Focus ArcSight Logger ... 368
ConfigUration ... . 368
P OiSITES o 368
Configuration on Micro Focus ArcSight Logger ... 368
Configuring SOAR ... 369
Configuring SOAR ... 369
Integration Guide for Microsoft Active Directory ..., 371
ConfigUIatioN ... 371

OpenText SOAR 3.10 (3.10) Page 15 of 626



Integration Guides

P UISITES ... 371
Configuration on Microsoft Active Directory ... 372
ConfigUring SOAR ... 372
Integration Guide for Microsoft Azure Active Directory ... 374
INtegration OVEeIVIEW ... . 374
Integration Capabilities ... 374
PrereqUISIEES 374
ConfigUration .. .. 375
Configuring Microsoft Azure ... 375
ConfiGUIING SOA R 375
AP IS .. 376
Integration Guide for Microsoft Defender for CloudApps ................................ 384
Integration OVerVIieW ... 384
Integration Capabilities ... 384

P e e OUISIEES o 385
CoNfigUIatioN ... 385
Configuring Microsoft Defender for CloudAppPS ... 385
ConfigUIING SOAR 386
AP IS .. 387
Integration Guide for Microsoft Defender Endpoint .........................coooo 400
Integration OVerVieW ... 400
Integration Capabilities ... 400

P e OUISI S . 401
Configuring Microsoft Defender ... 401
ConfigUIING SOAR 402
AP IS .. 403
Integration Guide for Micro Focus IT Service Manager ....................................... 414
Integration OVervieW ... 414
Integration Capabilities ... 414
Pl OUISI S . 414
CoNfigUIatioON .. 414
Configuring Micro Focus IT Service Manager ..., 414
ConfigUIING SOAR 415
AP IS . 416
Integration Guide for Micro Focus UCMDB ..................cccocoiiiiii 418
INtegration OVEIVIEW ... 418

OpenText SOAR 3.10 (3.10) Page 16 of 626



Integration Guides

Integration Capabilities ... 418
Pl OUISI S . 418
CoNfigUIatioON .. 418
Configuring Micro Focus UCMDB ... e 418
ConfigUIING SOAR 419
AP IS . 420
Integration Guide for Microsoft Exchange ... 423
P UISITES ... 423
Configuration on Microsoft Exchange ... 423
Configuration on SOAR ... .. 424
Additional NOtes ... 425
Integration Guide for Microsoft Office365 Exchange EWS ... 426
Configuration on Microsoft Exchange ... ... 427
Using OAuth2 with Microsoft Exchange online Integrtations ........................... 427
Configuring SOAR ... 428
Additional Notes ... . 429
Integration Guide for Microsoft Teams ... 430
INtegration OVEIVIEW ... 430
Integration Capabilities ... 430
PrerEqUISITES 431
ConfigUIatioN ... 431
Configuring Microsoft TEAMS ... 431
Authentication Parameters . ... 431
ConfiGUIING SOA R 432
Integration Capabilities ... 432
Integration Guide for Microsoft Windows DNS Server ........................................ 446
Configuration on Microsoft Windows DNS Server ....................................... 446
ConfigUIING AT AR 446
Integration Guide for Microsoft Windows Services (WinRM) ................................ 448
Configuration on Microsoft Windows Services ........................................ 448
Configuring SOAR ... 448
Integration Guide for Microsoft Graph Security ... 450
INtegration OVeIVIEW ... . .. 450
Integration Capabilities ... 450

P e e OUISIEES 450
CoNfigUIatioN ... 451

OpenText SOAR 3.10 (3.10) Page 17 of 626



Integration Guides

Configuring Microsoft Azure ... 451
Configuring SOAR .. 451
AP IS . 452
Integration Guide for MISP ... 462
INtegration OVEeIVIEW ... . 462
Integration Capabilities ... 462
PrereqUISIEES 462
Integration Guide for MXTOOIBOX ... 465
Integration OVerVIieW ... 465
Integration Capabilities ... 465

P e e OUISIEES 465
CoNfigUIatioN ... 465
Configuring MXTOOIBOX ... 465
ConfigUIING SOAR 466
AP IS .. 467
Integration Guide for Netskope V1 ... ... 468
Overview of the PlUgIN ... 468
Supported Integration Capabilities ... 468
Pl OUISI S . 468
CoNfigUIatioON .. 469
Configuring NetskOpPe ... 469
ConfigUIING SOAR 469
Integration Capabilities: ... 470
Integration Guide for Netskope V2 ... . .. . 472
INtegration OVEIVIEW ... . e 472
Integration Capabilities ... 472
PrerEqUISITES 473
ConfigUratioN ... 473
Configuring Netskope ... 473
Configuring SOAR ... 474
Integration Capabilities: ... 474
Integration Guide for Ones BIoAFfiX ... 480
Integration Capabilities ... 480
PrereqUISITES 480
Configuration on Ones BioAFfiX ... 480
Configuring SOAR ... 480

OpenText SOAR 3.10 (3.10) Page 18 of 626



Integration Guides

Additional Notes ... . 481
Integration Guide for Palo Alto Networks AutoFocus ....................ccoo 482
PrereqUISIEeS 482
Configuration on Palo Alto Networks AutoFocus ... 483
Configuring SOAR ... 483
Integration Guide for Palo Alto Networks Firewall ... 484
P UISITES ... 485
Configuration on Palo Alto Networks Firewall (AP1) .................................. 485
ConfigUring SOAR ... 485
Additional NOtes ... 486
Integration Guide for Palo Alto Networks Panorama .......................................... 487
PrereqUISITES 487
Configuration on Palo Alto Networks Panorama .......................................... 487
Configuration on SOAR ... ... 488
Integration Guide for QUalYs VIV e 489
Integration OVerVieW ... 489
Integration Capabilities ... 489
PrerequUISItesS .. . 490
Configuration ... 490
Configuring Qualys VM 490
ConfigUIING SOAR 491
Integration Capabilities: ... 491
Integration Guide for Recorded Future ... 504
P UISITES ... 504
Configuration on Recorded Future ... 505
ConfigUring SOAR ... 505
Integration Guide for Robtex LooKUp ... 507
Configuration on Robtex Lookup ... 507
ConfigUring SOAR ... 507
Integration Guide for Roksit DNS Firewall ... . 509
P UISIEES .. 509
Configuration on Roksit DNS Firewall ... 509
Configuring SOAR ... 509
Integration Guide for RSA Security Analytics ... 511
PrereqUISITES 511
Configuration on RSA Security Analytics Suite ........................................ 512

OpenText SOAR 3.10 (3.10) Page 19 of 626



Integration Guides

Configuring SOAR ... 512
Integration Guide for SailPoint ... 513
Integration OVerVieW ... 513
Integration Capabilities ... 513
CoNfigUIatioN ... 513
Configuring on SailPoint ... 513
ConfigUIING SOAR 514
AP IS .. 515
Integration Guide for SentinelONne ... 519
Overview of the PlUgIN ... 519
Integration Capabilities ... 520
Pl OUISI S 520
CoNfigUIatioON .. 520
Configuring SentinelOne ... 520
ConfigUIING SOAR 521
Integration Capabilities: ... 521
Integration Guide for ServiceNOW ... 534
INtegration OVEIVIEW ... 534
Integration Capabilities ... 534
PrerEqUISITES 534
ConfigUIatioN ... 534
Configuring ServiceNOW ... ..o 534
Configuring SOAR .. 540
CaPA IS . 541
Integration Guide for Slack ... 542
INtegration OVEeIVIEW ... . 542
Integration Capabilities ... 543
PrereqUISIEES 543
ConfigUring SIack ..o 543
Configuring SOAR ... 544
AP IS . 544
Integration Guide for SMTP Mail Server ... 549
P UISIEES .. 549
CoNfigUIatioON .. 549
Configuring SOAR Email Notification ... 549
Configuring SOAR ... 549

OpenText SOAR 3.10 (3.10) Page 20 of 626



Integration Guides

Additional Notes ... . 551
Integration Guide for Sophos XG Firewall ... 552
PrereqUISIEeS 552
Configuration on Sophos XG Firewall ... 552
Integration Guide for SORBS QUETY ........ooooiiiiii 555
Configuration on SORBS QUEIY ..., 555
Configuring SOAR .. 555
folntegration Guide for Symantec Advanced Threat Protection ........................... 557
Configuring Symantec Advanced Threat Protection ..................................... 557

557

Configuring SOAR ... 557
Integration Guide for Symantec Bluecoat Malware Analysis Appliance (MAA) ..... 559
P e e OUISIEES o 559
Configuring SOAR ... 559
Integration Guide for Symantec BlueCoat Proxy SG ..................cccoiiiiiiiiiiiiiiiiiiiii. 560
P UISITES ... 561
Configuring Symantec BlueCoat Proxy SG ... 561
ConfigUring SOAR ... 562
Integration Guide for Symantec Bluecoat Site Review ... 565
Configuration on Bluecoat Site Review ... 565
ConfigUring SOAR .. 565
Integration Guide for Symantec Data Loss Prevention (DLP) ................................ 566
Integration Capabilities ... 566
PrereqUISITES 566
Configuring Symantec DLP ... 566
ConfigUIING SOAR 567
Integration Guide for Symantec DeepSight Intelligence .................................... 569
PrereqUISITeS 569
Configuring Symantec DeepSight Intelligence ........................................ 570
Configuring SOAR .. 570
Configuring Symantec DeepSight Intelligence as Alert Source ..................... 571
Configuring Symentec DeepSight Intelligence as Integration ...................... 571
Integration Guide for Symantec Endpoint Protection Manager ........................... 573
PrereqUISITES 573
Configuring Symantec Endpoint Protection Manager .................................. 574

OpenText SOAR 3.10 (3.10) Page 21 of 626



Integration Guides

ConfigUIING SOAR 574
Integration Guide for Symantec Managed Security Services (MSS) ....................... 577
Configuring Symantec MISS . 578
Configuring SOAR ... 578
Configuring Credentials ... 578
Configuring Symantec MSS as Alert Source ... 579
Configuring Symantec MSS as an Integration ........................................... 581
Additional Notes ... . 581
Integration Guide for Symantec Messaging Gateway .....................ccccoiii 583
PrereqUISIEES 583
Configuring Symantec Messaging Gateway ..............cccooovioeeeieiiiieeiieeeeeeeeen 583
Configuring SOAR ... 584
Integration Guide for Tenable NessUS ... 586
ConfiguringTenable NeSSUS ... 586
Configuration on SOAR ... 586
ConfigUring SOAR ... 586
Integration Guide for Tenable Security Center ... ... 588
P UISIEES .. 588
Configuring Tenable Security Center ... 588
Configuring SOAR ... 589
Integration Guide for Trend Micro Apex Central ... 590
Integration OVerVIieW ... 590
Integration Capabilities ... 590

P e e OUISIEES . 590
Configuring Trend Micro Apex Central ... 590
ConfiGUIING SOA R 591
Capablities ..o 592
Integration Guide for Trend Micro Vision One ..., 593
Integration OVerVIieW ... 593
Integration Capabilities ... 593
ConfigUration .. .. 593
Configuring Trend Micro Vision ONe ... 593
ConfiGUIING SOA R 594
AP IS .. 595
Integration Guide for Turkcell Threat Intelligence ... 601
PrereqUISITES 601

OpenText SOAR 3.10 (3.10) Page 22 of 626



Integration Guides

Configuration on Turkcell Threat Intelligence or Bozok .............................. 601
Configuring SOAR ... 602
Integration Guide for Udger ... 604
INtegration OVEIVIEW ... . e 604
Integration Capabilities ... 604
PrerEqUISITES o 604
ConfigUratioN ... 604
CoNFIBUIING UAZEI ..o 604
Configuring SOAR .. 604
AP IS . 605
Integration Guide for UrlSCan ... 607
INtegration OVEeIVIEW ... . . 607
Integration Capabilities ... 607
ConfigUIatioN ... 607
ConfigUIING SOAR 607
AP IS .. 608
Integration Guide for VirusTotal ... 613
P UISITES .. 613
Configuring VirusTotal ... 614
ConfigUring SOAR ... 614
Additional Notes ... 616
Integration Guide for VMware ESXi ... 617
Configuring VMware ESXi ... 617
Configuring SOAR ... 617
Integration Guide for VxStream Sandbox ... 619
Configuration on VxStream SandboX ... 619
Configuring SOAR ... 619
Integration Guide for WIinRM ... 621
ConfigUring SOAR ... 623
Configuring Domain-Controller for WinRM HTTPS Transport ...................... 623
Force Group Policy Update ... 625
Additional Notes ... . 625

Send Documentation Feedback ... 626

OpenText SOAR 3.10 (3.10) Page 23 of 626



Integration Guides

Integration Guide for AbuselPDB

Integration Overview

Abuse Intelligence Production Data Base ( Abuse IPDB) is a project dedicated to help
combating the spread of hackers, spammers, and abusive activity on the internet.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with AbuselPDB:

e Check IP
e Report IP

Prerequisites

You must have access to HTTPS as the ArcSight SOAR connects to AbuselPDB API through this
service.

Configuration

Configuring AbuselPDB

1. Navigate to AbuselPDB create an account.

2. Click APl tab and create an API key.

Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Specify the following parameter values in the Credential Editor:

Private
Type Name Username Password Key
Internal Display name of credential set (for example, Create API
credential AbuselPDB Credential). key

3. Click Configuration > Integrations > Create Integration.
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4. Specify the following parameter values in the Configuration Form.

Parameter Value
Name Display name of the integration.
Type AbuselPDB
Address https://api.abuseipdb.com
Configuration Specify the following configuration parameters:
max.age.in.days The max.age.in.days parameter determines how far

back in time go to fetch reports [1, 365]. For example,
max.age.in.days=30

cache.reusing.duration configure how far (in minutes) into the past this
enrichment will look. For example,
cache.reusing.duration=20

proxy.id ID of the Proxy integration if you access AbuselPDB
through a web proxy device. For example, proxy.id =
12345
Credential Credential that has been defined for this integration in the Credentials menu.
Trust Invalid SSL Select this option if web server’s certificate is self-signed or is not recognized by
Certificates browsers.

Require Approval From Select user(s) from list to ask the approval before executing actions on this
integration.

Notify Select user(s) from the list to notify when SOAR performs an action on this
integration.

5. Click Save to save the integration definition.

6. Navigate to Configuration>Customization Library and edit AbuselPDB Advanced Action
Script Default Template.

Select the integration that you have added in Integrations menu.
8. Click Save to complete the integration.

9. Click Test, an Integration Successful message is displayed if the credential and address are
valid.

Capabilities

1. Check IP
Enrichment capability for getting details about the IP.

The following table presents the Check IP capability details:
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Scope
Input Rescticted Required
Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third party integration. Integration No Yes
Max Age in  The max.age.in.days parameter determines how  Text No No
Days far back in time go to fetch reports.
P IP to be checked. Network Yes Yes
Address

Output:

Case Scope:
Action Type Category/ Value
Add Scope Item Keyword (Related)

Human Readable Output:

2. ReportIP

Action capability for reporting an IP address:

Rollback : No

Duplicate Check: No

The following table provides the Report IP action capability details:
Input Scope Rescticted Required
Parameter Description Type (Yes/No) (Yes/No)
IP IP to be reported. Network Yes Yes

Access
Category Category of reported IP.  Enum No Yes
Comment Comment for reported Text No No
IP.

Output:

Case Scope:

Action Type Category/ Value

Add Scope Item Keyword (Related)

Human Readable Output: N/A
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Integration Guide for AlientVault OTX

Integration Overview

AlienVault OTX is an open threat exchange platform supported by AlienVault and the
community.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with AlienVault OTX:

¢ |P Indicator
Hash Indicator
URL Indicator

Domain Indicator

Hostname Indicator

Use Case: Enrichment of artifacts detected in the organization

SOAR, when integrated with AlienValut OTX, can search for an artifact and gather information
such as related threats and recent detections. This information may lead the investigation into
a different path, and analysts can investigate and root out malicious activities in their
networks.

This integration can be performed automatically within a playbook or manually by an analyst.

Configuration

Prerequisites

* SOAR connects to AlienVault OTX API via HTTPS. Typically it runs on 443/tcp port. So access
to this service is required.

e A user account is required for SOAR to connect to AlienVault OTX. It can be created from
the following link:

https://otx.alienvault.com
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Configuring AlienVault OTX

e AlienVault OTX requires an API key for access. Users can retrieve it from
https://otx.alienvault.com/api after logging in with a valid credential.

Configuring SOAR

1. Click Configuration > Credentials > Create Credential

2. Fill in the Credential Editor form with the following information:

Type Name Username Password
Internal Display name of credential set (i.e., Empty Empty
Credential AlienVault OTX Credentials)

3. Click Configuration > Integrations > Create Integration

4. Fill in the configuration form with the following information:

Parameter Value

Name Display name of AlienVault OTX integration on SOAR.

Type AlienVault OTX.

Address Address of the cloud service is standard: https://otx.alienvault.com.

Configuring SOAR

Private Key

API Key
retrieved
from the
AlienVault
OTX
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Parameter Value

Configuration You need to specify the following configuration parameters:

# Integration ID of the proxy integration to use when co

nnecting to current

# integration.

# If not provided, SOAR will try to use a direct connection.
#proxy.id=123

#Max count of fetching NIDS list for IP Indicator enrichment

#If not provided, SOAR will fetch last 10 NIDS(s)
#ip.indicator.nids.list.entry.count=10

#Max count of fetching URL list for IP Indicator enrichment

#If not provided, SOAR will fetch last 50 URL(s)
#ip.indicator.url.list.entry.count=50

#Max count of fetching URL list for Domain Indicator enrichment
#If not provided, SOAR will fetch last 50 URL(s)
#domain.indicator.url.list.entry.count=50

#Max count of fetching Malware list for Hostname Indicator enrichment
#If not provided, SOAR will fetch last 50 Malware(s)
#thostname.indicator.malware.list.entry.count=50

#Max count of fetching URL list for Hostname Indicator enrichment
#If not provided, SOAR will fetch last 50 URL(s)
#hostname.indicator.url.list.entry.count=50

# configure how far (in minutes) into the past this enrichment will look.
#tcache.reusing.duration=20

Credential Name of the credential set you’ve just created on step 2. (i.e., AlienVault OTX Credentials).

Trust Invalid SSL  Select this if Engine’s certificate is self-signed or not recognized by browsers. Not selected.
Certificates

Require Select user(s) from list to ask her/his approval before

Approval From executing enrichments on this integration.

Notify Select user(s) from the list to notify when SOAR performs an enrichment on this
integration.

5. Click Save to complete integration.

6. When you click the Test button the following pop up should be displayed if your
credentials and address are valid.

Additional Notes

e AlienVault OTX integration on SOAR is an Advanced Action Script, and the content of the
default script is accessible under Configuration > Customization Library.

¢ While defining the integration for the first time, you will encounter the following warning
message, which is expected behavior for this type of integration.
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Integration Guide for Amazon EC2

Integration Overview

Amazon EC2 (Elastic Compute Cloud) forms a central part of Amazon.com’s cloud-computing
platform, Amazon Web Services, by allowing users to establish virtual networks and rent virtual
computers on which they can run their own applications. Amazon EC2 REST-API supports the
following Amazon Web Services:

e Amazon EC2

e Amazon EBS

e Amazon VPC

e AWS VPN

Please note that this integration is in Beta.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Amazon EC2:

e Add Network ACL Entry (VPC)
* Delete Network ACL Entry (VPC)

Use Case: Blocking Attackers

SOAR when integrated with Amazon EC2, blocks the attacker's IP addresses while responding
to a cyber-attack. The blocking can be performed automatically within a playbook or manually
by an analyst.

Configuration

Prerequisites

e SOAR connects to Amazon EC2 APl via HTTPS. Access to https://ec2.amazonaws.com
(443 /tcp port) is required.

e AWS Access Key and AWS Access Key Secret are required for SOAR to connect

Amazon Web Services.

Configuring on Amazon AWS
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1. Login to Amazon Console (https://aws.amazon.com). Navigate to My Security Credentials,
and select Identity Access Management (IAM) service:

L o o & console.aws.amazon.com/consale/home?nc2=h_ctlregions=us-sast-18src=header -signing =

dws

Services ~ Resource Groups ~

AWS Management Console

AWS services o

Console

Find Services
¥ou can Enter names, keywords 4obile App.

¥ Recently visited services Explore AWS
w VPC I 1AM

! Amazon Redshift
| EC2 & Billing

2. To add an IAM(identity and access management) user, click Access Management > Users >
Add User. While adding new user account, it is important to select Access Type as
Programmatic Access.
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i« ' & console.aws.amazon.com/iam/hometregion=us-east-1#jusers o

Resource Groups ~

ldentity and Access m
Management (IAM) 1 —

Dashboard
v Access managemennt User nama » | Groups Access key age Password age Last activity MFA

Groups & 8 days Nare Today Mat enabled
e Hona Nane Nona Hat enabled
Rolas

Policies

Identity providers

Aconnt

a5
» AcGeas reports
Access analyzer
Archive rules

Anilyzer delails

o c # console.aws.amazon.com/iam/homairegion=us st-1#/users $new*step=details

aws

Services ~ Resource Groups ~ *

Set user details

You can add multiple users at once with the same access I',upe and PEnTISSIONS. Leam mone
User nama* AWE-E1aF-pos

O Add another user

Select AWS access type

Selact how these usars will access AWS. Access keys and autogenerated passwords are provided in the last step. Learm more

Access typs* |« Programmatic scceas

Enables an sccess key ID and secret access key for the AWS AP, CLI, SDK, and
athar

palopmant tools,

AWS Management Console access

Enablas a password that allows LSars 19 sign-in to the AWS Management Conscle

3. You can skip the next steps in the Add User process until Access Key and Access Key Secret
are displayed.

[ ﬂ Note: Download the credentials as the Access Key Secret is never displayed post this step.

€ C @ console.aws.amazan.com/iam/ham

18/userssnew?step=rinal&a

serNames=aws-atar-poc k]

® Success

You succasstully creatad the users shown balow. You can view and downboad user security credentials. You can also emall usars
instructions for signing in fo the AWS Management Console. This is the last time thess credentials will be available o download. However,
you can create new credentials at amy tme

Users with AWS Management Conscle access can sign-in at

& Download oev

User Access key ID Secret access key

¥ @ aws-atar-poc e Show
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4. To arrange access policy, click > Access Management > Policies, and search for the required
policy in previously defined policies list.

For example, the following image shows the policy AmazonVPCFullAccess.

L # console.aws amazon.comiam/ home fregior

e us-gast-18jpolicies * o0& {
."1‘."‘1'{-‘. Services ~  Resource Groups -

Identity and Access Paliey actions = s o
Managemant (LAM) b
Filter policies Q, vpe
Dashboard
w Access management FOIIQ! —— T\.p. Uned e p"QH
Groups »

Usans

¥
Aoles
¥
. - AWS managed Panmissians paliay (1) Provides full sccess 1o Amazon VPG via the AWS Manage
providers
witings AmazonVPCFullAccess
Provides full sccess to Amazan VPG va the AWS Maragsment Conaale
JEON
ACCaEE analyzer i
T
Q Fitt
A el
Credential repornt Service v Agcess level Rescurce Ruquest sendhion
ncitivity Allow (1 of 222 sarvices) Shaw rermaining 221

arvice corirol policies [SCPs)

5. Select AmazonVPCFullAccess and open the Policy Summary.

a. Click Policy Usage > Attach.

b. In the Attach Policy menu, select the user that you have created in the previous steps,
from the available users list in the system.
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<« C & console.aws.amazon.com/fiam/home?region=us-east-1#/pol

Services ~  Resource Groups ~ %

Identity and Access Policies » AmazonVPCFullAccess
Management (IAM A
ot SAMY Summary
Dashboard Policy ARN  arm:aws:iam::aws-policy/AmazonVPCFulliccess (2
= Access management Description Provides full access to Amazon VPC via the AWS Management Console.
Groups e ———
Permissions Policy usage Puolicy versions Access Advisor
Users
Roles ~ Permissions (1)
Policies Artach this policy to an |AM entity to apply ts permissions to the entity. Learn mare

Identity providers
e

Aczount settings

Access reports Filter: Fitter Q, Ses

4

Access analyzer
Name - Type -
Archive rules
User
Analyzer detalls
Credential report Sl i
+ Permissions boundaries
Organization activity

Service control policies (SCPs)

L. C & console.aws. amazon.com/lam/hameragion =us-sast-18/policles/armawslam:aws:policy/ AmazenVPCFullAccess SattachTsaction=attached_entitieslstep=antities

Services ~ Resource Group

Attach the policy to users, groups, or roles in your account

Filter: Filter - Q, Search

Hame = Type -

|  aws-atar-poc Usar

Usar

Group

6. You can verify if the permission is successful for the user account that you’ve created on
the Policy Usage page.

ciesfarn:aws:iam:aws:policy/AmazonVPCFullAccess$serviceLevelSummary?section=attached_ei
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& console.aws.amazon.com/iam/home?ragion=us-east-1#

Services ~ Resource Groups ~

» AmazorVPCFUlAccess

Identity and Access Policies
Management (IAM 1
b Summary
Dashboard Policy ARM B aws: iam;-awspolicy/AmazonVPCFullAccess £

» Access management Description  Provides fus

Groups e
Parmissions Policy usage Policy varsions Access Advisor

= Permissions (2)

Attach this policy to an LAM antity to apply its parmissions to the entity. Leam more

ins
Identity providers m

Account ssthings

w Acoess reports Filter: Filter Q) Sear
Accass analyzer
Mame ~ Type ~
Archive rules
L
Analyzer details i
Aws-atar User
Cradential report
Cirganization activity i
+ Permissions boundaries

Sarvice control policies (SC

Configuring on SOAR
1. Click Configuration > Credentials > Create Credential.
2. Fill the Credential Editor form with the following information:

a. Internal Credential:

Type Name Username:

Internal Display name of credential set  Access Key of IAM user you have

credential (i.e., Amazon AWS Credentials) created

b. Credential Store:

Type Name

External credential

3.
the following information:
Parameter Value
Type Amazon EC2
Address Address of the integration

Configuring on SOAR

access to Amazon VFC via the AWS Management Console.

Name of the credential with full path of the safe on store

(https://ec2.amazonaws.com)

Showin

Private
Password Key

Secret of Empty
Access Key

of IAM user

you have

created

Click Configuration > Integrations > Create Integration. Fill the Configuration form with
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Parameter Value

Configuration You need to specify the following configuration
parameters

Credential Name of the credential set you have just created on

step 2. (i.e., Amazon AWS Credentials)

Trust Invalid SSL Certificates No need to select

Require Approval From Select user(s) from list to ask her/his approval before
executing actions on this integration

Notify Select user(s) from the list to notify when SOAR
performs an action on integration

4. Click Save to complete integration.

5. Click the Test button. The following pop up will be displayed if your credential and address
are valid.

Additional Notes

e Amazon EC2 integration on SOAR is an Advanced Script, and the content of the default
script is accessible under Configuration > Customization Library.

» While defining the integration for the first time, you might encounter the following
warning message, which is the expected behavior for this type of integration.

Amazon ECZ2' imtegralion musat ba saved balors iasting
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Integration Guide for Amazon GuardDuty

Integration Overview

Amazon GuardDuty is a security monitoring service that analyses and processes data sources,
such as AWS CloudTrail data events for Amazon S3 logs, CloudTrail management event logs,
DNS logs, Amazon EBS volume data, Kubernetes audit logs, Amazon VPC flow logs, and RDS
login activity. It uses threat intelligence feeds, such as lists of malicious IP addresses and
domains, and machine learning to identify unexpected, potentially unauthorized, and malicious
activity within your AWS environment. This can include issues such as escalation of privileges,
use of exposed credentials, or communication with malicious IP addresses, domains, presence
of malware on your Amazon EC2 instances and container workloads, or discovery of unusual
patterns of login events on your database.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Amazon GuardDuty:

e List Detectors

e Get Detector Details

e Create Trusted IP List

e Delete Trusted IP List

e List Trusted IP List

e Get Trusted IP List Detail

e Add to trusted IP List

e Remove from trusted IP List
e Create Threat Intel List

e Delete Threat Intel List

e List Threat Intel List

e Get Threat Intel List Details
e Add to Threat Intel List

e Remove from Threat Intel List
e List Findings

e Get Finding Detail

e Archive Finding
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¢ Unarchive Finding

e Update Finding Feedback

Prerequisites

You must have access to HTTPS as the ArcSight SOAR connects to Amazon GuardDuty API
through this service.

Configuration

Configuring Amazon GuardDuty

1. Authentication: APl requires Access Key and Secret Key to generate the AWS signature.
Complete the following basic steps to generate the access Key and secret Key to access
the Amazon GuardDuty Rest API:

a. Create your amazon account.

b. Navigate to the Identity and Access Management (IAM) section from your AWS
Management Console to create a new user.

c. Click Add User to create a user.
d. Specifyyour preferred Username and make sure you select Programmatic access.

e. For permissions, you can add existing permission during this step. For most services,
you can also add it from within the service configuration.
Add the following scope to the user:

Scope Required
AmazonGuardDutyFullAccess Yes
IAMFullAccess Yes
AmazonS3ReadOnlyAccess Yes

ﬂ On the last page, you will see the access key id and the secret code. You will need to
save them somewhere securely.

Authentication parameters

Request Headers:

Parameters Data Type Description Required

Access Key String Access Key of the particular user. Yes
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Secret Key String Secret Key Yes

2. Additional Configuration:

Configuration Parameter Description

proxy.id Proxy device to be used while communicating with remote system’s API.
AWS Region The region name to which the AWS server belongs too.

Service Name Name of the AWS service.

Cache.reusing.duration Default cache-reuse parameter.

Configuring SOAR

1. Click Configuration > Credentials > Create Credentials.
2. Specify the following parameter values in the Credential Editor form:
Private
Type Name Username Password Key
Internal Display name of credential set (for N/A The Access Key to Secret
credential  example, Amazon GuardDuty authenticate the Amazon Key
Credentials) GuardDuty APIs
3. Click Configuration > Integrations > Upload plugin.
4. Select your integration plugin zip file and click Save.
5. Select the integration that you have added to Integrations menu.
6. Click Save to complete the integration.
7. Click Test,If the credential and address are valid a success message is displayed.
Capabilities
1. List Detectors
Lists detector IDs of all the existing Amazon GuardDuty detector resources.
Request Headers:
Parameters Datatype Description Required
Access Key String Access key of the particular user Yes
Secret Key String Secret Key Yes

Default Parameter:
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Scope
Query Restricted  Required
Parameter Description Type (Yes/No) (Yes/No)
MaxResults  You can use this parameter to indicate the maximum Integer No No
number of items that you want in the response. The
default value is 50. The maximum value is 50.
NextToken You can use this parameter when paginating results. String No No

Set the value of this parameter to null on your first call
the list action. For subsequent calls to the action, fill
nextToken in the request with the value of NextToken
from the previous response to continue listing data.

Output:

Case Scope:

N/A

Human Readable Output:

Key Value

Detecior lds | “4Bc26416206 1blal34abbBBcaldlaldlc” ]

2. Get Detector Detail
Retrieves an Amazon GuardDuty detector specified by the detectorld.

Request Headers:

Parameters Datatype Description Required
Access Key String Access key of the particular user Yes
Secret Key String Secret Key Yes

Path Parameters:

Path Scope Restricted Required
parameter Description Type (Yes/No) (Yes/No)
detectorld The unique ID of the detector that you String  No Yes
want to get.
Output:

Case Scope: N/A
Human Readable Output
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3. Create Trusted IP List

Creates a new IPSet, which is called a trusted IP list in the console user interface. An IPSet
is a list of IP addresses that are trusted for secure communication with AWS infrastructure
and applications. GuardDuty does not generate findings for IP addresses that are included
in IPSets. Only users from the administrator account can use this operation.

* Rollback: No
¢ Duplicate Control: No

Request Headers:

Parameters Datatype Description Required
Access Key String Access key of the particular user Yes
Secret Key String Secret Key Yes

Path Parameters:

Path Scope Restricted Required
parameter Description Type (Yes/No) (Yes/No)
detectorld The unique ID of the detector that you String  No Yes

want to get.

Request Body Parameters:
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Scope

Request restricted Required
Body Description Type (Yes/No) (Yes/No)
activate A Boolean value that indicates whether GuardDutyisto  Bool No No

start using the uploaded IPSet. (Default is set to True

always)
clientToken  The idempotency token for the create request. String  No No
format The format of the file that contains the IPSet. Valid String  No Yes

Values: TXT | STIX | OTX_CSV | ALIEN_VAULT | PROOF_

POINT | FIRE_EYE
location The URI of the file that contains the IPSet. String  No Yes
name The user-friendly name to identify the IPSet. String No Yes

Output:

Case Scope: N/A

Human Readable Output: N/A
4. Delete Trusted IP List

Deletes the IPSet specified by the ipSetld. IPSets are called trusted IP lists in the console
user interface.

¢ Rollback: No
¢ Duplicate Control: No

Request Headers:

Parameters Datatype Description Required
Access Key String Access key of the particular user Yes
Secret Key String Secret Key Yes

Path Parameters:

Path Scope Restricted Required
Parameter  Description Type (Yes/No) (Yes/No)
detectorld The unique ID of the detector associated String No Yes

with the IPSet.

ipSetld The unique ID of the IPSet to delete. String No Yes

Output:

Case Scope: N/A

Human Readable Output: N/A
5. List Trusted IP List
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Enrichment capability to search for domain names that match your specific search string.
Unlike Domain suggestions, Domain Search finds currently registered or previously
registered domain names that are either currently registered or have been registered in
the past under one of the major gTLDs (.com, .net, .org, .info, .us, or .biz). Many countries
code TLDs, or the new gTLDs.

Request Headers:

Required
Yes

Yes

Required
(Yes/No)

Yes

restricted  Required
(Yes/No) (Yes/No)

Parameters Datatype Description
Access Key String Access key of the particular user
Secret Key String Secret Key
Path Parameters:
Path Scope Restricted
parameter Description Type (Yes/No)
detectorld The unique ID of the detector that you String  No
want to get.
Default Parameters:
Scope
Path Parameter Description Type
MaxResults You can use this parameter to indicate the Integer No
maximum number of items you want in the
response. The default value is 50. The maximum
value is 50.
NextToken You can use this parameter when paginating String No
results. Set the value of this parameter to null on
your first call to the list action. For subsequent
calls to the action, fill nextToken in the request
with the value of NextToken from the previous
response to continue listing data.
Output:

Case Scope: N/A

Human Readable Output

Locaton Format Sams

MNACTIVE

No

No

6. Get Trusted IP List Details

Retrieves the IPSet specified by the ipSetld.

Request Headers:

Capabilities
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Parameters Datatype Description Required
Access Key String Access key of the particular user Yes
Secret Key String Secret Key Yes
Path Parameters:
Path Scope restricted Required
Parameter  Description Type (Yes/No) (Yes/No)
detectorld  The unique ID of the detector that the IPSet is String  No Yes
associated with.
IpSetid The unique ID of the IPSet to retrieve. String  No Yes
Output:

Case Scope: N/A
Human Readable Output

7. Add to Trusted IP List
Add IP to the Trusted IP list detail.
e Rollback: Yes
¢ Duplicate Control: Yes

Request Headers

Parameters Datatype Description
Access Key String Access key of the particular user
Secret Key String Secret Key

Path Parameters:

Path Parameter Description Type
Bucket Name The name of the S3 bucket String

Key The file path of S3 bucket file  String

Request Body Parameters:

Capabilities

Scope Restricted(Yes/No)
No

No

Required

Yes

Yes

Required (Yes/No)
Yes

Yes
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Request Scope restricted Required
Body Description Type (Yes/No) (Yes/No)
IPSET The unique ID that specifies the IPSet that you String No Yes

want to update.

Output:
Case Scope: N/A
Human Readable Output: N/A
8. Remove from Trusted IP List
Remove the IP from Trusted IP list detail.
¢ Rollback: No
¢ Duplicate Control: No

Request Headers:

Parameters Datatype Description Required Parameters
Access Key String Access key of the particular user Yes Access Key
Secret Key String Secret Key Yes Secret Key

Path parameters:

Path Parameter Description Type Scope Restricted(Yes/No) Required (Yes/No)
Bucket Name The name of the S3 bucket String No Yes
Key The file path of S3 bucket file  String No Yes

Request Body Parameters:

Request Scope restricted Required
Body Description Type (Yes/No) (Yes/No)
IPSET The unique ID that specifies the IPSet that you String  No Yes

want to update.

Output:

Case Scope: N/A

Human Readable Output: N/A
9. Create Threat Intel List

Creates a new ThreatIntelSet. ThreatintelSets consist of known malicious IP addresses.
GuardDuty generates findings based on ThreatintelSets. Only users of the administrator
account can use this operation.

¢ Rollback: No

¢ Duplicate Control: No
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Request Headers

Parameters Datatype Description Required
Access Key string Access key of the particular user Yes
Secret Key string Secret Key Yes

Path Parameters:

Scope

Path restricted Required
Parameter  Description Type (Yes/No) (Yes/No)
detectorld The unique ID of the detector of the GuardDuty account String  No Yes

that you want to create a threatintelSet for.

Request Body Parameters
Scope

Request restricted  Required
Body Description Type (Yes/No) (Yes/No)
clinetToken  The idempotency token for the create request. String  No No
format The format of the file that contains the ThreatintelSet. String  No Yes

Valid Values: TXT | STIX | OTX_CSV | ALIEN_VAULT |

PROOF_POINT | FIRE_EYE

location The URI of the file that contains the ThreatIntelSet. String  No Yes
name A user-friendly ThreatintelSet name displayed in all String  No Yes

findings that are generated by activity that involves IP

addresses included in this ThreatintelSet.

Default Request Body Parameters:
Scope
Request restricted Required
Body Description Type (Yes/No) (Yes/No)
activate A Boolean value that indicates whether GuardDuty is to Bool No No
start using the uploaded ThreatintelSet.{Default Keep it as
True}

Output:

Case Scope: N/A

Humnan Readable Output: N/A
10. Delete Threat Intel List
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Deletes the ThreatlIntelSet specified by the ThreatIntelSet ID.
¢ Rollback: No

¢ Duplicate Control: No

Request Headers:

Parameters Datatype Description Required
Access Key string Access key of the particular user Yes
Secret Key string Secret Key Yes

Path Parameters:

Scope
restricted Required
Path Parameter  Description Type (Yes/No) (Yes/No)
detectorld The unique ID of the detector that the String No Yes
threatintelSet is associated with.
threatintelSetld  The unique ID of the threatintelSet that  HOST, No Yes
you want to delete. UNKNOWN,
KEYWORD

Output:
Case Scope: N/A
Human Readable Output

11. List Threat Intel List
Lists the ThreatlIntelSets of the GuardDuty service specified by the detector ID. If you use
this operation from a member account, the ThreatintelSets associated with the
administrator account are returned.

Request Headers:

Parameters Datatype Description Required
Access Key string Access key of the particular user Yes
Secret Key string Secret Key Yes

Path Parameters:

Path Scope restricted Required
Parameter  Description Type (Yes/No) (Yes/No)
detectorld The unique ID of the detector that the IPSetis  String  No Yes

associated with.

Default Parameters:
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Scope
Path restricted  Required
Parameter Description Type (Yes/No) (Yes/No)
MaxResults  You can use this parameter to indicate the maximum integer  No No
number of items you want in the response. The default
value is 50. The maximum value is 50.
NextToken You can use this parameter when paginating results. Set  String No No

the value of this parameter to null on your first call to
the list action. For subsequent calls to the action, fill
nextToken in the request with the value of NextToken
from the previous response to continue listing data.

Output:
Case Scope: N/A
Human Readable Output

Location Faimal Slalis

12. Get Threat Intel Details
Retrieves the ThreatintelSet that is specified by the ThreatIntelSet ID.

Request Headers

Parameters  Datatype  Description Required
Access Key string Access key of the particular user Yes
Secret Key string Secret Key Yes

Path Parameters:

Path Scope restricted Required
Parameter  Description Type (Yes/No) (Yes/No)
detectorld The unique ID of the detector that the String No Yes

IPSet is associated with.

Threat Intel The unique ID of the threatIntelSet that HOST, UNKNON, No Yes
ID you want to get. KEYWORD
Output:

Case Scope: N/A
Human Readable Output
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13.

14.

Add To Threat Intel List
Add IP to the Threat intel List.
¢ Rollback: Yes

¢ Duplicate Control: Yes

Request Headers:

Parameters Datatype Description Required
Access Key string Access key of the particular user Yes
Secret Key string Secret Key Yes

Path Parameters:

Scope restricted Required

Path Parameter Description Type (Yes/No) (Yes/No)

Bucket Name The name of the S3 String  No Yes
bucket

Key The file path of S3 String No Yes
bucket file

Request Body Parameters:

Request Scope restricted Required
Body Description Type (Yes/No) (Yes/No)
IPSET The unique ID that specifies the IPSet that you String  No Yes

want to update.

Output:

Case Scope: N/A

Human Readable Output: N/A
Remove from Threat Intel List
Remove IP from the Threat Intel List.
Rollback: No

Duplicate Control: No

Request Headers:
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15.

Parameters Datatype Description Required
Access Key string Access key of the particular user Yes
Secret Key string Secret Key Yes
Path Parameters:
Path Parameter Description Type Scope restricted (Yes/No) Required (Yes/No)
Bucket Name The name of the S3 bucket String  No Yes
Key The file path of S3 bucket file String  No Yes

Request Body Parameters:

Request

Body Description

IPSET
want to update.

Output:

Case Scope: N/A

Human Readable Output: N/A
List Findings

The unique ID that specifies the IPSet that you

Scope restricted
(Yes/No)

Required

Type (Yes/No)

String No Yes

Lists Amazon GuardDuty findings for the specified detector ID

Request Headers:

Parameters Datatype Description

Access Key string

Secret Key string Secret Key

Path Parameters:

Path
Parameter

Description

detectorld  The unique ID of the detector that the

threatintelSet is associated with.

Case Scope: N/A
Human Readable Output:

Capabilities

Required

Access key of the particular user Yes

Yes

Scope restricted
(Yes/No)

Required
(Yes/No)

Type

String No Yes
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16.

Deicriplion

Createdal Uipsdatedat Saverity

Get Finding Detail
Describes Amazon GuardDuty findings specified by finding IDs.
Request Headers
Parameters Datatype Description Required
Access Key string Access key of the particular user Yes
Secret Key string Secret Key Yes
Path Parameters:
Path Scope restricted  Required
Parameter  Description Type (Yes/No) (Yes/No)
detectorld The unique ID of the detector that the String  No Yes
threatintelSet is associated with.
Request Body Parameters:
Request Scope restricted Required
Body Description Type (Yes/No) (Yes/No)
findingids The IDs of the findings that you want to String No Yes
retrieve.
Output:

Case Scope: N/A
Human Readable Output:

Capabilities
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17. Archive Findings
Archives GuardDuty findings that are specified by the list of finding IDs.
Rollback: Yes
Duplicate Control: No

Request Headers:

Parameters Datatype Description Required
Access Key string Access key of the particular user Yes
Secret Key string Secret Key Yes

Path Parameters:

Path Scope restricted Required
Parameter  Description Type (Yes/No) (Yes/No)
detectorld The unique ID of the detector that the IPSetis  String  No Yes

associated with.

Request Body Parameters:
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18.

19.

Request Scope restricted
Body Description Type (Yes/No)

findinglds The IDs of the findings that you want to String  No
archive.

Output:

Case Scope: N/A

Human Readable Output: N/A

Unarchive Findings

Unarchives GuardDuty findings specified by the findinglds.
e Rollback: Yes

¢ Duplicate Control: No

Request Headers:

Parameters Datatype Description Required
Access Key string Access key of the particular user Yes
Secret Key string Secret Key Yes

Path Parameters:

Path Scope restricted
Parameter  Description Type (Yes/No)

detectorld The unique ID of the detector that the IPSetis  String  No
associated with.

Request Description Type Scope restricted
Body (Yes/No)

findinglds The IDs of the findings that you want to String No
archive.

Output:

Case Scope: N/A

Human Readable Output: N/A

Update Finding Feedback

Marks the specified GuardDuty findings as useful or not useful.
e Rollback: No

¢ Duplicate Control: No

Request Headers:

Capabilities

Required
(Yes/No)

Yes

Required
(Yes/No)

Yes

Required
(Yes/No)

Yes
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Parameters Datatype Description
Access Key string Access key of the particular user
Secret Key string Secret Key

Path Parameters:

Path
Parameter Description

detectorld The unique ID of the detector that the
threatintelSet is associated with.

Request Body Parameters:

Request
Body Description

comments  Additional feedback about the GuardDuty
findings.

Feedback The feedback for the finding.
Valid Values: USEFUL | NOT_USEFUL

findinglds The IDs of the findings that you want to mark as
useful or not useful.

Output:
Case Scope: N/A
Human Readable Output: N/A

Capabilities

Required
Yes

Yes

Type

String

Type

String

String

String

Scope restricted
(Yes/No)

No

Scope restricted
(Yes/No)
No

No

Yes

Required
(Yes/No)

Yes

Required
(Yes/No)

Yes

Yes

Yes
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Integration Guide for Amazon IAM

Integration Overview

Amazon AWS Identity and Access Management (IAM) enables you to manage access to AWS
services and resources securely. Using IAM, you can create and manage AWS users and groups,

and use permissions to allow and deny their access to AWS resources.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with amazon IAM:

Add User to Group

Create Group

Deactivate MFA Device

Delete Access Key

Delete All Access Keys

Delete All SSH Public Keys

Delete All Service Specific Credentials
Delete Group

Delete Login Profile

Delete SSH Public Key

Delete Service Specific Credential
Delete User Policy

Delete Virtual MFA Device
Detach User Policy

Get Access Key Last Used

Get Group (List Group Members)
Get Policy

Get User Policy

Get User

List Access Keys

List Attached User Policies

Integration Guide for Amazon IAM
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e List Entities for Policy

e List Groups

e List Groups for User

* List MFA Devices

e List SSH Public Keys

e List Service Specific Credentials
e List User Policies

e List User Tags

e List Users

e Remove User from Group

Configuration

Prerequisites

* You must have access to HTTPS as the ArcSight SOAR connects to amazon iam API through
this service.

e Access key is required to access this service.

Configuring SOAR

1. Click Configuration > Credential > Create Credential.
2. Specify the following parameter values in the Credential Editor form:
Private
Type Name Username Password Key
Internal Display name of credential set (for example,Amazon Empty Access Key  Secret
credential IAM Credential). Key
3. Click Configuration > Integrations > Create Integration.
4. Specify the following parameter values in the Configuration form.
Parameter Value
Name Display name of the integration.
Type Amazon IAM
Address Address of the integration (the format must be https://iam.amazonaws.com).
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Parameter Value
Configuration Specify the following configuration parameters:

proxy.id ID of the proxy integration if you access amazon web services through
a web proxy device. For example: proxy.id = 12345 .

Credential Credential that has been defined for this integration in the Credentials menu.

Trust Invalid SSL Select this if web server’s certificate is self-signed or is not recognized by

Certificates browsers.

Require Approval From Select user(s) from list to ask the approval before executing actions on this
integration.

Notify Select user(s) from the list to notify when SOAR performs an action on this
integration.

Click Save to save the integration definition.

Navigate to Configuration>Customization Library and edit Amazon IAM Advanced Action
Script Default Template.

Select the integration that you have added in the Integrations menu.
Click Save to complete the integration.

Click Test, an Integration Successful message is displayed if the credential and address are
valid.

Capabilities

1.

Add User to Group
Action capability for adding a user to given group.
¢ Rollback: Yes

¢ Duplicate Control: No
The following table presents the Add User to Group action capability details:

Scope Restricted Required (Yes/

Input Parameter Description Type (Yes/ No) No)

Integration Name of the third party Integration N/A Yes
integration.

Rollback Mode Time to rollback this action. N/A N/A No

Default is no-rollback.
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Scope Restricted

Required (Yes/

Input Parameter Description Type (Yes/ No) No)
User Username to be added to Username Yes Yes
group Keyword
Unknown
Group Name Target group Name String No Yes

Output:
Case Scope: N/A
Human Readable Output: N/A
2. Create Group
Action capability for creating a user group.

¢ Rollback: No
¢ Duplicate Control: False
The following table presents theCreate Group action capability details:

Scope Restricted Required (Yes/

Input Parameter Description Type (Yes/ No) No)

Integration Name of the third party Integration N/A Yes
integration.

Path Prefix Path where the group is String No Yes
created.

Group Name Target group Name String No Yes

Output:
Case Scope: N/A
Human Readable Output: N/A
3. Deactivate MFA
Action capability for deactivating user’s multi factor authentication device.
* Rollback: No

¢ Duplicate Control: Yes

The following table presents the Deactivate MFA action capability details:
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Scope Restricted Required (Yes/
Input Parameter Description Type (Yes/ No) No)
Integration Name of the third party Integration N/A Yes
integration.
User Username Username Yes Yes
Keyword
Unknown
Serial Number MFA Device’s serial String No Yes
number

Output:
Case Scope: N/A
Human Readable Output: N/A
4. Delete Access Key
Action capability for deleting user’s access key.
e Rollback: No

¢ Duplicate Control: Yes

The following table presents the Delete Access Key action capability details:

Scope Restricted Required (Yes/
Input Parameter Description Type (Yes/ No) No)
Integration Name of the third party Integration N/A Yes
integration.

User Username Username Yes Yes

Keyword

Unknown
Access Key ID Access Key ID String No Yes

Output:
Case Scope: N/A
Human Readable Output: N/A

5. Delete All Access Keys
Action capability for deleting user’s all access keys.
¢ Rollback: No

¢ Duplicate Control: No

The following table presents the Delete All Access Keys action capability details:
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Input Parameter Description

Integration Name of the third party
integration.
User Username
Output:

Case Scope: No

Human Readable Output: No

6. Delete All Service Specific Credentials

Type

Integration

Username
Keyword
Unknown

Scope Restricted
(Yes/ No)

N/A

Yes

Action capability for deleting user’s all service specific credentials.

¢ Rollback: No

¢ Duplicate Control: No

Required (Yes/
No)

Yes

Yes

The following table presents the Delete All Service Specific Credentials action capability

details:

Input Parameter Description

Integration Name of the third party
integration.
User Username
Output:

Case Scope: N/A
Human Readable Output: N/A

7. Delete All SSH Public Keys

Action capability for deleting user’s all SSH public keys.

¢ Rollback: No

¢ Duplicate Control: No

Type

Integration

Username
Keyword
Unknown

Scope Restricted

(Yes/ No)

N/A

Yes

Required (Yes/
No)

Yes

Yes

The following table presents the Delete All SSH Public Keys action capability details:

Capabilities
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Input Parameter Description Type
Integration Name of the third party Integration
integration.
User Username
Keyword
Unknown
Output:

Case Scope: N/A
Human Readable Output: N/A

8. Delete Group
Action capability for deleting group.
¢ Rollback: No

¢ Duplicate Control: No

Scope Restricted
(Yes/ No)

N/A

Yes

The following table presents the Delete Group action capability details:

Input Parameter Description Type
Integration Name of the third party Integration
integration.
Group Name Group name to be deleted String
Output:

Case Scope: N/A
Human Readable Output: N/A

9. Delete Login Profile
Action capability for deleting user’s login profile.

¢ Rollback: No

¢ Duplicate Control: No

Scope Restricted
(Yes/ No)

N/A

Yes

Required (Yes/
No)

Yes

Yes

Required (Yes/
No)

Yes

Yes

The following table presents the Delete Login Profile action capability details:

Capabilities
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Scope Restricted

Required (Yes/

Input Parameter Description Type (Yes/ No) No)
Integration Name of the third party Integration N/A Yes
integration.
User Username Username Yes Yes
Keyword
Unknown
Output:

Case Scope: N/A
Human Readable Output: N/A

10. Delete Service Specific Credential
Action capability for deleting user’s service specific credential.
¢ Rollback: No

¢ Duplicate Control: Yes

The following table presents the Delete Service Specific Credential action capability
details:

Scope Restricted Required (Yes/

Input Parameter Description Type (Yes/ No) No)
Integration Name of the third party Integration N/A Yes
integration.
User Username Username Yes Yes
Keyword
Unknown
Credential ID Service specific credential Id  String No Yes
to be deleted
Output:

Case Scope: N/A
Human Readable Output: N/A

11. Delete SSH Public Key
Action capability for deleting user’s SSH public key.
The following table presents the Delete SSH Public Key action capability details:
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Input Parameter Description

Integration Name of the third party
integration.
User Username

SSH Public Key Id SSH Public Key Id to be
deleted.

Output:
Case Scope: N/A
Human Readable Output: N/A

12. Delete User Policy

Action capability for deleting user policy.

¢ Rollback: No

¢ Duplicate Control: No

Type

Integration

Username
Keyword
Unknown

String

Scope Restricted
(Yes/ No)
N/A

Yes

No

Required (Yes/
No)

Yes

Yes

Yes

The following table presents the Delete User Policy action capability details:

Input Parameter Description

Integration Name of the third party
integration.
User Username
Policy Name Policy to be deleted.
Output:

Case Scope: N/A
Human Readable Output: No/A

13. Delete Virtual MFA Device

Action capability for deleting virtual multi factor authentication device.

¢ Rollback: No

¢ Duplicate Control: Yes

Type

Integration

Username
Keyword
Unknown

String

Scope Restricted
(Yes/ No)
N/A

Yes

No

Required (Yes/
No)

Yes

Yes

Yes

The following table presents the Delete Virtual MFA Device action capability details:

Capabilities
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Scope Restricted Required (Yes/

Input Parameter Description Type (Yes/ No) No)

Integration Name of the third party Integration N/A Yes
integration.

Serial Number Serial number of MFA device String No Yes

to be deleted.

Output:
Case Scope: N/A
Human Readable Output: N/A

14. Detach User Policy
Action capability for detaching policy from user.
e Rollback: No

¢ Duplicate Control: No

The following table presents the Detach User Policy action capability details:

Scope Restricted Required (Yes/
Input Parameter Description Type (Yes/ No) No)
Integration Name of the third party Integration N/A Yes
integration.

User Username Username Yes Yes

Keyword

Unknown
Policy arn Policy to be detached. String No Yes

Output:
Case Scope: N/A
Human Readable Output: N/A

15. Get Access Key Last Used
Enrichment capability for retrieving last used information for access key.

The following table presents Get Access Key Last Used action capability details:

Scope Restricted Required (Yes/
Input Parameter Description Type (Yes/ No) No)
Integration Name of the third party Integration N/A Yes
integration.
Access Key ID Key ID to be queried . String No Yes
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Output:

Case Scope:
Enrichment Type Category Value
None N/A N/A

Human Readable Output:

User Namie ‘i L Last Used Date

matt-acq iam 15634811000

16. Get Group
Enrichment capability for retrieving list of group members.

The following table presents the Get Group action capability details:

Scope Restricted

Input Parameter Description Type (Yes/ No)
Integration Name of the third party Integration N/A
integration.
Group Name Group Name String No
Output:
Case Scope:
Enrichment Type Category Value
None N/A N/A

Human Readable Output:

User Mame Arn

lamdey amawsiamesb 251144159 userfla

mdew

immdev? - - s & armawsiamodb 252164159 userfia g
mdew

Required (Yes/
No)

Yes

Yes

17. Get Policy
Enrichment capability for retrieving policy information.

The following table presents the Get Policy action capability details:

Capabilities
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Scope Restricted

Input Parameter Description Type (Yes/ No)
Integration Name of the third party Integration N/A
integration.
Policy arn Policy arn. String No
Output:
Case Scope:
Enrichment Type Category Value
None N/A N/A

Human Readable Output:

Policy Hame

Description WVersion

Comparry-
AllowARPolicy

Allow all policy w1
far Company

LESETS

18. Get User

Artachiment

Policy d Policy Ami Path Count Create Date
ANPAWXMDOF]  arrcawslamcssr 2
T540834TOC

Enrichment capability for retrieving user details.

The following table presents the Get User action capability details:

Scope Restricted

Input Parameter Description Type (Yes/ No)
Integration Name of the third party Integration N/A
integration.
User Username Username Yes
Keyword
Unknown
Output:
Case Scope:
Enrichment Type Category Value
None N/A N/A

Human Readable Output:

Capabilities

14F25296T2

Required (Yes/
No)

Yes

Yes

Update Date

16Z25296T2

Required (Yes/
No)

Yes

Yes
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User Mame Create Date Password Last Used

mndey WBEUA e - - { Value® 1622166842

19. Get User Policy
Enrichment capability for adding a user to given group.

The following table presents the Get User Policy action capability details:

Scope Restricted Required (Yes/
Input Parameter Description Type (Yes/ No) No)
Integration Name of the third party Integration N/A Yes
integration.
User Username to be added to  Username Yes Yes
group Keyword
Unknown
Policy Name Policy name String No Yes
Output:
Case Scope:
Enrichment Type Category Value
None N/A N/A

20. List Access Keys
Enrichment capability for listing user’s access keys.

The following table presents the List Access Keys action capability details:

Scope Restricted Required (Yes/
Input Parameter Description Type (Yes/ No) No)
Integration Name of the third party Integration N/A Yes
integration.
User Username Username Yes Yes
Keyword
Unknown
Output:
Case Scope:
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Enrichment Type Category Value

None N/A N/A

Human Readable Output:

Key id Create Date

A LA ) 3 OO0 a s 156345811053

21. List Attached User Policies
Enrichment capability for listing attached user policies.

The following table presents the List Attached User Policies action capability details:

Scope Restricted Required (Yes/
Input Parameter Description Type (Yes/ No) No)
Integration Name of the third party Integration N/A Yes
integration.
User Username Username Yes Yes
Keyword
Unknown
Output:
Case Scope:
Enrichment Type Category Value
None N/A N/A

Human Readable Output: No

Am

STCIWI M IwE palicy

rcwamEIwE Py TAMUserChangePassword

22. List Entities for User Policy
Enrichment capability for listing entities for given user policy.

The following table presents the List Entities for User Policy action capability details:

Scope Restricted Required (Yes/
Input Parameter Description Type (Yes/ No) No)
Integration Name of the third party Integration N/A Yes
integration.
Policy Arn Policy arn String No Yes
Output:
Case Scope:

Capabilities Page 69 of 626



Integration Guides

Enrichment Type Category Value

None N/A N/A

Human Readable Output:

Type Enitity

Policy User lamdey

Policy User iamdelete

23. List Groups
Enrichment capability for listing groups under given path prefix.

The following table presents the List Groups action capability details:

Scope Restricted

Input Parameter Description Type (Yes/ No)
Integration Name of the third party Integration N/A
integration.
Path Prefix Path Prefix under groups to String No
be listed.
Output:
Case Scope:
Enrichment Type Category Value
None N/A N/A

Human Readable Output:

Group Mamss: Geoup Id | Path Create Dade

Fed Team AGPAWAMOCFITAMU000000 TG e15%%gro  fDevs/ 163 25L5055

Adming AGPAWXMDOFITY & 0 crwiiamch SIS 1641599 e 1634813556

Required (Yes/
No)

Yes

Yes

24. List Groups for User

Enrichment capability for listing user’s groups.

The following table presents the List Groups for User action capability details:

Capabilities
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Scope Restricted

Required (Yes/

Input Parameter Description Type (Yes/ No) No)
Integration Name of the third party Integration N/A Yes
integration.
User Username Username Yes Yes
Keyword
Unknown
Output:
Case Scope:
Enrichment Type Category Value
None N/A N/A

Human Readable Output:

Group Name Group id A

AdminGroup AGPAWMDOFITS: arncawiismehs2 521641595 groupilAdmi

nGroup

BilingGroup AGPAWXMDOFITXND ArrEwEiRToL 52521641599 grounBillia

ghroup

25. List MFA Devices
Enrichment capability for listing user’s MFA devices.

The following table presents the List MFA Devices action capability details:

Scope Restricted Required (Yes/

Input Parameter Description Type (Yes/ No) No)
Integration Name of the third party Integration N/A Yes
integration.
User Username Username Yes Yes
Keyword
Unknown
Output:
Case Scope:
Enrichment Type Category Value
None N/A N/A

Human Readable Output: No

26. List Service Specific Credentials

Enrichment capability for listing user’s service specific credentials.
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The following table presents the List Service Specific Credentials action capability details:

Input Parameter Description

Integration
integration.
User Username
Output:
Case Scope:
Enrichment Type
None N/A

Human Readable Output:

Lised Masrer

codecommitamaronawidom  lamder

catindraamatonawiiem  imdi

Name of the third party

Scope Restricted

Type (Yes/ No)
Integration N/A
Username Yes
Keyword

Unknown

Category Value

N/A

Create Date

ACCAWKMDOFSTYEDY 1633
o

ACCAWXMDOFITAILIO

Required (Yes/
No)

Yes

Yes

27. List SSH Public Keys

Enrichment capability for listing user’s SSH Public Keys..

The following table presents the List SSH Public Keys action capability details:

Input Parameter Description

Integration
integration.
User Username to be added to
group
Output:
Case Scope:
Enrichment Type
None N/A

Human Readable Output:

Capabilities

Name of the third party

Scope Restricted

Type (Yes/ No)
Integration N/A
Username Yes
Keyword

Unknown

Category Value

N/A

Required (Yes/
No)

Yes

Yes
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ey 1 Upload Date

APKAWMDOR 1T 21000000 Ativ 14633008559

28. List Users
Enrichment capability for listing users under the given path.

The following table presents the List Uesrs action capability details:

Scope Restricted

Input Parameter Description Type (Yes/ No)
Integration Name of the third party Integration N/A
integration.
Path Prefix Path Prefix under users to be String No
listed.
Output:
Case Scope:
Enrichment Type Category Value
None N/A N/A

Human Readable Output:

Required (Yes/
No)

Yes

Yes

Create Dade Passwond Lasi Used

1510491504

admin 15EF14THT 15TLBI0F1L

29. List User Policies

Enrichment capability for listing user’s policies.

The following table presents the List User Policies action capability details:

Scope Restricted

Input Parameter Description Type (Yes/ No)
Integration Name of the third party Integration N/A
integration.
User Username Yes
Keyword
Unknown
Output:
Case Scope:
Capabilities

Required (Yes/
No)

Yes

Yes
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Enrichment Type Category Value

None N/A N/A

30. List User Tags
Enrichment capability for listing user’s tags.

The following table presents the List User Tags action capability details:

Scope Restricted Required (Yes/
Input Parameter Description Type (Yes/ No) No)
Integration Name of the third party Integration N/A Yes
integration.
User Username Username Yes Yes
Keyword
Unknown
Output:
Case Scope:
Enrichment Type Category Value
None N/A N/A

Human Readable Output: No

Enginaering

N Expeert

Ahmet Orturk

31. Remove User from Group
Action capability for adding a user to given group.
¢ Rollback: Yes

¢ Duplicate Control: No
The following table presents the Add User to Group action capability details:

Scope Restricted Required (Yes/

Input Parameter Description Type (Yes/ No) No)

Integration Name of the third party Integration N/A Yes
integration.

Rollback Mode Time to rollback this action. N/A N/A No

Default is no-rollback.
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Input Parameter Description

User Username to be added to
group
Group Name Target group Name
Output:

Case Scope: N/A
Human Readable Output: N/A

Capabilities

Type

Username
Keyword
Unknown

String

Scope Restricted
(Yes/ No)

Yes

No

Required (Yes/
No)

Yes

Yes
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Integration Guide for Amazon S3

Integration Overview

Amazon S3 service is offered by Amazon Web Services which provides object storage through a
web service framework.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Amazon S3:

e Create Bucket

Delete Bucket

Download File From Bucket

List Bucket Objects

List Buckets
e Get Bucket Location

These capabilities can be performed automatically within a playbook or manually by an analyst.

Prerequisites

e You must have access to HTTPS as the ArcSight SOAR connects to Amazon S3 API through
this service.

» Access Key ID and Secret Access Key is also required for integration.

Configuration

Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Specify the following parameter values in the Credential Editor form.

Type Name Username Password Private Key

Internal Display name of credential set (for Access Key ID should Secret key should

credential example, Amazon S3 Credential). be filled in this field.  be filled in this
field.
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3. Click Configuration > Integrations > Create Integration.

4. Specify the following parameter values in the Configuration form.

Parameter Value

Name Display name of the integration.

Type Amazon S3

Address Address of the integration (the format must be https://s3.amazonaws.com).
Configuration Specify the following configuration parameters:

proxy.id ID of the Proxy integration if you access Amazon S3 through a web
proxy device. For example: proxy.id = 12345 .

region Default region name that has to be used while working on buckets. For
example, proxy.id = 12345.

Credential Credential that has been defined for this integration in the Credentials menu.

Trust Invalid SSL Select this if web server’s certificate is self-signed or is not recognized by

Certificates browsers.

Require Approval From Select user(s) from list to ask the approval before executing actions on this
integration.

Notify Select user(s) from the list to notify when SOAR performs an action on this
integration.

5. Click Save to save the integration definition.

6. Navigate to Configuration>Customization Library and edit Amazon S3 Advanced Action
Script Default Template.

7. Select the integration that you have added in the Integrations menu.
8. Click Save to complete the integration.

9. Click Test, an Integration Successful message is displayed if the credential and address are
valid.

Capabilities

1. Create Bucket
Action capability for creating a bucket in Amazon S3.

The following table presents the Create Bucket action capability details:
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Input Scope Restricted
Parameter Description Type (Yes/ No)
Bucket Name of the Amazon S3 Bucket that would  String N/A
Name be created.
Region Region name of the bucket that would be List N/A
created
Output:

Case Scope: N/A
Human Readable Output: N/A

Delete Bucket
Action capability for deleting a bucket in Amazon S3.

The following table presents the Delete Bucket action capability details:

Input Scope Restricted
Parameter Description Type (Yes/ No)
Bucket Name of the Amazon S3 Bucket that would String N/A
Name be deleted.

Output:

Case Scope: N/A
Human Readable Output: N/A

Download File From Bucket
Enrichment capability for downloading a file from bucket.

Required (Yes/
No)

Yes

No

Required (Yes/
No)

Yes

The following table presents the Download File From Bucket enrichment capability details:

Input Scope Restricted
Parameter Description Type (Yes/ No)
Integration Name of the third party integration. Integration N/A
Bucket Name of the bucket that contains the file.  String N/A
Name
Key Name of the file to be downloaded. String No
Do not Use SOAR does not use cached results if this Boolean N/A
Cache box is checked.
Region Region name of the bucket that would be  List N/A
created
Output:
Case Scope:
Capabilities

Required
(Yes/ No)

Yes

Yes

Yes

No

No
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Enrichment Type Category/ Value
Download File From Bucket Any File

Download File From Bucket String File Name
Download File From Bucket MD5 #

Download File From Bucket SHA1 #

Human Readable Output:

a few seconds ago - § downloaded AMAZON_S3_2//DOWNLOAD_FILE_FROM_BUCKET-

4. List Bucket Objects
Enrichment capability for listing bucket objects in Amazon S3.

The following table presents the List Bucket Objects enrichment capability details:

Input Scope Restricted Required
Parameter Description Type (Yes/ No) (Yes/ No)
Integration Name of the third party integration. Integration N/A Yes
Bucket Name of the bucket that contains the file. String N/A Yes
Name
Do not Use SOAR does not use cached results if this Boolean N/A No
Cache box is checked.
Region Region name of the bucket that would be List N/A No
created
Output:

Case Scope: N/A
Human Readable Output:

Laas Mocified L Storsge (latt

BO21-0-ETL0:08:11.000F STAMDART!

5. List Buckets
Enrichment capability for listing a buckets in Amazon S3.

The following table presents the List Bucketsenrichment capability details:

Input Scope Restricted (Yes/ Required (Yes/
Parameter Description Type No) No)
Integration Name of the third party Integration N/A Yes
integration.
Output:

Case Scope: N/A
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Human Readable Output:

Buchet Creation Date

T11A57.0
Til:dd:
C-01T11:12:18.0

T11:12

BONF-tiEt DOT1-09-TETOT:AL:

6. Get Bucket Location
Enrichment capability of getting region of the bucket.

The following table presents the List Bucketsenrichment capability details:

Input Scope Restricted (Yes/ Required (Yes/
Parameter Description Type No) No)
Integration Name of the third party Integration N/A Yes
integration.
Bucket Name  Name of the Bucket String No Yes
Output:

Case Scope: N/A
Human Readable Output:
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Integration Guide for APIVoid

Integration Overview

APIVoid is an API service for threat analysis and threat detection and prevention.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with APIVoid:

e |P Reputation

e ThreatLog Domain Query
e Domain Reputation
e URL Screenshot

e URL Reputation

e Domain Age

e Site Trustworthiness
e Parked Domain

e URL Status

e HTTP Tracker

e Email Verify

e DNS Lookup

* DNS Propagation

e SSL Info

e URLto HTML

e URLto PDF

Prerequisites

* You must have the network access through APIVoid

e You must have the APIVoid API key.

Integration Guide for APIVoid
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Configuration

Configuring APIVoid

1. Register to APIVoid. After logging, the API key is available.
2. Click My API Keys and copy the API key.

Configuring SOAR

1. Click Configuration > Integration > Create Integration.

2. Click Create. In Configuration Editor specify following values to create a credential:
Type Name Username  Password Private Key
Internal Display name of credential set (for API Key that you copied
credential example, APIVoid Credential). from APIVoid portal.

3. Click Save to save the integration definition.

4. Navigate to Configuration>Customization Library and edit APIVoid Advanced Action
Script Default Template.

5. Select the integration that you have added in the Integrations menu.
6. Click Save to complete the integration.

7. Click Test, an Integration Successful message is displayed if the credential and address are
valid.

1. IP Reputation
Enrichment capability for retrieving reputation value of given IP address.

Following table presents the IP reputation enrichment capability details:

Capabilities

Input Scope Restricted (Yes/ Required (Yes/
Parameter Description Type No) No)
Integration Name of the third party Integration N/A Yes
integration.
P IP address to retrieve Network Address Yes Yes
reputation. Host
Output:

Case Scope: N/A
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Human Readable Output:

Parameters Details

Field

credits_remained

data_report_anonymity_is_hosting

data_report_anonymity_is_prasy

data_report_anonymity_is_tor

data_report_anonymity_is_vpn

data_report_anonymity_is_webproxy

data_report_blacklists_detection_rate

data_report_blacklists_detections

data_report_blacklists_engines_0_detected

data_report_blacklists_engines_0_elapsed

2. ThreatLog Domain Query
Enrichment capability to query a domain for ThreatLog.

Following table presents the ThreatLog Domian Query enrichment capability details:

Input Scope Restricted (Yes/ Required (Yes/
Parameter Description Type No) No)
Integration Name of the third party Integration N/A Yes
integration.
Domain Host to query HOST Yes Yes
Output:

Case Scope: N/A
Human Readable Output

Paramaters Details

Field Value
elapsed_time 003

Error Host i not valid

Total 2,
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3. Domain Reputation
Enrichment capability to retrieve Domain Reputation.

Following table presents the Domain Reputation enrichment capability details:

Input Scope Restricted (Yes/ Required (Yes/
Parameter Description Type No) No)
Integration Name of the third party Integration N/A Yes
integration.
Domain Host to query HOST Yes Yes
Output:

Case Scope: N/A
Human Readable Output:

Parameters Details

Field
credits_remained
data_report_blacklists_detection_rate

data_report_blacklists_detections

data_report_blacklists_engines_0_confidence

data_report_blacklists_engines_0_detected
dara_report_blacklists_engines_0_elapsed 0.00

data_report_blacklists_engines_0_engine Phishing Tes

4. URL Screenshot
Enrichment capability to take a screenshot for given URL by APIVoid.

Following table presents the URL Screenshot enrichment capability details:

Input Scope Restricted (Yes/ Required (Yes/
Parameter Description Type No) No)
Integration Name of the third party Integration N/A Yes
integration.
URL URL to take screenshot. URL Yes Yes
Output:

Case Scope: N/A
Human Readable Output:
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Parameters Details

Field

elapsed

file_mdS_hash B2B8celPed2BacT 035

file_size_bytes 428154

file_size_readable 418.1KB

format PHG

image_height T6E

image_width 1024

5. URL Reputation
Enrichment capability to retrieve URL reputation.

Following table presents the URL Reputation enrichment capability details:

Input Scope Restricted (Yes/  Required (Yes/
Parameter Description Type No) No)
Integration Name of the third party Integration N/A Yes
integration.
URL URL to retrieve reputation. URL Yes Yes
Output:

Case Scope: N/A
Human Readable Output:

mprget*, sl gt n.roe’, osaey o™ VS 0o

6. Domain Age
Enrichment capability to retrieve domain age information.

Following table presents the Domain Age enrichment details:
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Input Scope Restricted (Yes/  Required (Yes/
Parameter Description Type No) No)
Integration Name of the third party Integration N/A Yes
integration.
Domain Domain to retrieve age HOST Yes Yes
information.
Output:

Case Scope: N/A
Human Readable Output:

Parameters Details

Field

crigdits_remained
data_debug_message
data_domain_age_found
data_domain_age_in_days
data_domain_age_in_months
data_domain_age_in_years

data_domain_creation_date

data_domain_registered

7. Site Trustworthiness
Enrichment capability to retrieve site trustworthiness score / information

Following table presents the Site Trustworthiness enrichment capability details:

Input Scope Restricted Required (Yes/
Parameter Description Type (Yes/ No) No)
Integration Name of the third party integration. Integration N/A Yes
Host Host to retrieve site trustworthiness HOST Yes Yes
information.
Output:

Case Scope: N/A
Human Readable Output:
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8. Parked Domain
Enrichment capability to retrieve information for parked domain.

Following table presents the Parked Domain enrichment capability details:

Input Scope Restricted (Yes/  Required (Yes/
Parameter Description Type No) No)
Integration Name of the third party Integration N/A Yes
integration.
Domain Domain to retrieve information. HOST Yes Yes
Output:

Case Scope: N/A
Human Readable Output:

Parameters Details

Field
credits_remained
data_a_records_found

data_host

data_parked_domain

elapsed_time

estimated_queries

SUCCESS

9. URL Status
Enrichment capability to retrieve URL Status information.

Following table presents the URL Status enrichment capability details:
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Input Scope Restricted (Yes/  Required (Yes/
Parameter Description Type No) No)
Integration Name of the third party Integration N/A Yes
integration.
URL URL to retrieve status. URL Yes Yes
Output:

Case Scope: N/A
Human Readable Output:

Parameters Details

Field

credits_remained
data_report_anahysis_hitp_chent_ernor
data_report_anahysis_hitp_sener_efror
data_report_analysis_hittp_status_code

data_report_analysis_sinkholed_domain

data_report_anahysis_suspended_page

data_report_anahysis_url_status

10. HTTP Tracker
Enrichment capability for tracking http requests per URL.

Following table presents the HTTP Tracker enrichment capability details:

Input Scope Restricted (Yes/  Required (Yes/
Parameter Description Type No) No)
Integration Name of the third party Integration N/A Yes
integration.
URL URL to track http requests. HOST Yes Yes
Output:

Case Scope: N/A
Human Readable Output:
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Paramaren, Dutnis

Vabst

ireh

[ Sormgocgleapincom’, Tontugutatic.con’, ‘prtiaancom” ]

11. Email Verify
Enrichment capability that verifies given E-mail address.

Following table presents the Email Verify enrichment capability details:

Input Scope Restricted (Yes/ Required (Yes/
Parameter Description Type No) No)
Integration Name of the third party Integration N/A Yes
integration.
Email Address Email Address to verify. EMAIL_ Yes Yes
ADDRESS
Output:

Case Scope: N/A
Human Readable Output:

Parameters Details

Field

credits_remained
data_china_free_email
data_did_you_mean
data_dirty_words_domain
data_dirty_words_username

data_disposable

data_dmarc_configured

12. DNS Lookup
Enrichment capability to lookup for DNS per given host.

Following table presents the DNS Lookup enrichment capability details:

Scope
Input Restricted  Required
Parameter Description Type (Yes/ No) (Yes/ No)
Integration Name of the third party integration. Integration N/A Yes
HOST Host or domain to lookup. HOST Yes Yes
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Scope
Input Restricted Required
Parameter Description Type (Yes/ No) (Yes/ No)
Lookup Type DNS Lookup type. Can be one of the following: ENUM No Yes

"dns-a", "dns-aaaa", "dns-mx", "dns-ns", "dns-
dmark", "dns-ptr", "dns-txt", "dns-any","dns-
cname", "dns-soa", "dns-srv", "dns-caa" .

Output:
Case Scope: N/A
Human Readable Output:

P preriens Drteiy

ST TS

HATEEE

13. DNS Propagation
Enrichment capability to check for DNS of the given host.

Following table presents the DNS Propagation enrichment capability details:

Scope

Input Restricted Required
Parameter Description Type (Yes/ No) (Yes/ No)
Integration Name of the third party integration. Integration N/A Yes
Email Host or domain to lookup. HOST Yes Yes
Address
Lookup Type DNS Lookup type. Can be one of the following: ENUM No Yes

IIAll' IIAAAA", IINSII’ llMXll, IITXTII' IISRVIII IIPTRII'

IISOAII, IICNAME"’ IISPF"’ IICAAII .

Output:

Case Scope: N/A
Human Readable Output:
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Parwraren Dol

Fieid

crndity,_remained

dati_divi_Frps
it

Aatn_profagation

14. SSL Info

Enrichment capability to retrieve SSL information.

Following table presents the SSL Info enrichment capability details:

Input
Parameter Description
Integration Name of the third party
integration.
HOST Host or domain to lookup.
Output:

Case Scope: N/A
Human Readable Output:

ermdity_revrured

dara remifane biscibgied

it oertificite_deials eoetdlorn_ssthority inks_stord

dats_oertifcate, detads exteraiona_sathority lory destifur

15. URL to HTML

Type

Integration

HOST

Scope Restricted (Yes/
No)

N/A

Yes

Required (Yes/
No)

Yes

Yes

e TectigeRtADeman aldition o Server A or OCIP

Following table presents the URL to HTML enrichment capability details:

Input
Parameter Description

Integration Name of the third party
integration.

URL URL to retrieve HTML.

Output:
Case Scope: N/A

Capabilities

Type

Integration

URL

Scope Restricted (Yes/
No)

N/A

Yes

Required (Yes/
No)

Yes

Yes
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Human Readable Output:

Paramerters Defally

Fleld Value

clapsed .78

file_md5_hash TR0aZc08E6T40] HedidedbeheseaT1e

file_size_byres 38975
file_sive_readable 38.1K8

format HTHL

Total 5,

h few seconds ago - £, gurkan aslan commented

16. URL to PDF
Enrichment capability to retrieve PDF file from URL.

Following table presents the URL to PDF enrichment capability details:

Input Scope Restricted (Yes/
Parameter Description Type No)
Integration Name of the third party Integration N/A
integration.
URL URL to retrieve PDF. URL Yes
Output:

Case Scope: N/A
Human Readable Output:

Capabilities

Required (Yes/
No)

Yes

Yes
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Pasameters Detaili

Field

wlapsed

file_md5_hash ESERT AT cPes T Aok Taes

file_size_beyies
file_size_readable

Toemmat

Totel 5, 10 w e [ page

inds ago- & gurkan aslan commented
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Integration Guide for Anomali ThreatStream

Integration Overview

Anomali ThreatStream is a Threat Intelligence Platform that enables businesses to integrate
security products and leverage threat data to defend against cyber threats.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Anomali ThreatStream:

¢ Domain Reputation
e Email Reputation

e File Reputation

e Get Incident Details
¢ Get Intelligence

e Get Investigation Details
e |P Reputation

e List Incidents

e List Investigations
e Report Indicator

e Create Investigation
* Close Investigation

e Update Investigation

Use Case: Investigating Phishing Campaigns

SOAR, when integrated with Anomali ThreatStream, helps campaigns that investigate and
mitigate phishing. When a phishing report email comes from a user, SOAR extracts the
indicators such as IP address, URLs and attachments in the message and creates an incident on
the Incident Management Service Desk. SOAR then checks with Anomali ThreatStream, to
know if this is a known attack and whether these indicators were previously analyzed.

This investigation can be either performed automatically within a playbook or manually by an
analyst.
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Configuration

Prerequisites

e SOAR connects to Anomali ThreatStream API via HTTPS. Access to
https://api.threatstream.com/(443/tcp port) is required.

e An APl key is required for SOAR to connect to Anomali ThreatStream Service.

Configuring Anomali ThreatStream

1. Login to https://ui.threatstream.com/.
2. Navigate to Settings > My Profile to get the API Key.

[ ﬂ Note: This key is required by SOAR to access the platform for queries.

1h Ht A S

DASHBOARD MANAGE RESEARCH APP STORE

Settings

MY PROFILE ORGANIZATION MAILBOXES USER ADMIN WHITELIST NTEGRATIONS AUDIT TAXII WORKGROUPS PREFERRED TAGS

ACCOUNT INFORMATION

Your Account Type: Enterprise

ALy c—— —— —— — .
eck-in Date: 2020-03-12 08:40:07

Configuring SOAR

1. Configuration > Credentials > Create Credential.
2. Fill the Credential Editor form with the following details:

a. Internal Credential:

Parameter Value

Type Internal credential

Name Display name of credential set (For example, Anomali ThreatStream Credentials)
Username Your username on Anomali ThreatStream platform

Password Empty

Private Key APl key you have obtained from Anamoli ThreatStream Platform

Configuration Page 95 of 626


https://api.threatstream.com/
https://ui.threatstream.com/

Integration Guides

b. Credential Store:

Parameter Value
Type External credential
Name Name of the credential with full path of the safe on store

3. Configuration > Integrations > Create Integration.

4. Fill the configuration form with the following parameter values:

Parameter Value

Name Display name of Anomali ThreatStream integration on SOAR

Type Anomali ThreatStream

Address Address of the integration (https://api.threatstream.com).
Configuration You need to specify the following configuration parameters:

# Integration ID of the proxy integration to use when connecting to
# current integration.
# If not provided, ATAR will try to use a direct connection.
#proxy.id=123
Credential Name of the credential set you have just created on step 2. (For
example, Anomali ThreatStream Credentials)

Trust Invalid SSL No selection required
Certificates

Require Approval Select user(s) from list to ask her/his approval before executing actions on this

From integration.

Notify Select user(s) from the list to notify when SOAR performs an action on
this integration.
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Integration Editor

Nama

Type Anomali ThreatStresm

Address

Configuration

Cradential Anomall ThreatStream Credantials

Trust Invalid S5L ]
Cartificatas

Require Approval From

Matity

Tags

Show additional perametorsll

5. Click Save to complete integration.

6. Click Test to test the integration.

Additoinal Notes

e Anomali ThreatStream integration on SOAR is an Advanced Script and content of the
default script is accessible under Configuration > Customization Library.

e While defining the integration for the first time, you might encounter the following
warning message, which is the expected behavior for this type of integration.
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#nomall |hreatSiream” Integration must be aaved bafors teating
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Integration Guide for Arbor Networks APS

Integration Overview

Arbor Networks APS is an in-line Distributed Denial of Service(DDoS) protection solution.

Integration Capabilities

ArcSight has the following integration capabilities with Arbor Networks APS:

e Block IP
¢ Block access to IP

Use Case: Blocking malicious IP on peripheral

ArcSight SOAR integrates with Arbor Networks APS to block malicious IP addresses detected
while responding to an incident. SOAR can block both the incoming and outgoing traffic either
automatically within a playbook or manually by an analyst.

Configuration

Prerequisites

* SOAR connects to Arbor Networks APS’ APl via HTTPS. By default, the API interface works
on 443 /tcp port. So access permission to this port is required.

e An APl access token needs to be created for SOAR to connect to Arbor Networks APS.

Configuring Arbor Networks APS

1. Login to Arbor Networks APS device.
2. Add a new API token.

admin@arbos: /# serv aaa local apitoken generate admin ATAR_INTEGRATION
Added token: jwP9JcmZYz4I9QHOLpkDA n5nj_ DNHifc6IwsqOP

[ ﬂ Note: SOAR uses the generated token as the credential password and user name as admin.
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Configuring SOAR

1. Click Configuration > Credentials > Create Credential.

2. Fill the Credential Editor form with the following parameter values:

a. Internal Credential:

Parameter Value

Type Internal credential

Name Display name of the credential set (For example, Arbor APS Credential)

Username admin

Password AP| Token you have created for SOAR on Arbor Networks APS device
Private Key Empty

b. Credential Store:

Parameter Value
Type Extrenal credential
Name Name of the credential with pull path of the safe on store

3. Configuration > Integrations > Create Integration.

4. Fill the configuration form with the following parameter values:

Parameter

Name

Type

Address

Password
Credential

Trust Invalid SSL
Certificates

Require Approval From

Notify

Configuring SOAR

Value
Display name of Arbor Networks APS integration on SOAR

Arbor Networks APS

Address of the integration (the format should be http
(s]://1.1.1.1:1234 or http[s]://abc.example.com:1234)

AP| Token you have created for SOAR on Arbor Networks APS
device

Name of the credential set you have just created on step 2. (For
example, Arbor APS Credential)

Select this if device’s certificate is self-signed or not recognized
by browsers

Select user(s) from list to ask her/his approval before executing
actions on this integration

Select user(s) from the list to notify when ATAR performs an
action on this ntegration
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5. Click Test.The following pop up will be displayed if your credential and address are valid.

6. Click Save to complete integration.

Integration Guide for AWS Network Firewall

Integration Overview

AWS Network Firewall is a managed service that makes it easy to deploy essential network
protections for all of your Amazon Virtual Private Clouds (VPCs). AWS Network Firewall’s
flexible rules engine allows you to define firewall rules that provide fine-grained control over
network traffic, such as blocking outbound Server Message Block (SMB) requests to prevent
the spread of malicious activity. AWS Network Firewall’s stateful firewall can incorporate
context from traffic flows, like tracking connections and protocol identification, to enforce
policies such as preventing your VPCs from accessing domains using an unauthorized protocol.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with AWS Network Firewall:

e Create Stateful Rule Group
e Create Stateless Rule Group
e Add Stateful Rule

e Add Stateless Rule

e Delete Rule Group

e Delete Stateful Rule

e Delete Stateless Rule

e List Firewalls

e List Rule Groups

e List Firewall Policies

e Get Firewall Policies

e Get Firewall Rule Group

Prerequisites

e ArcSight SOAR connects to AWS Network Firewall APl using HTTPS. Access to
https://aws.amazon.com/network-firewall is required.
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* Access key ID and Secret Access key are required for ArcSight SOAR to connect to AWS
Network Firewall.

Configuration

Configuring AWS Network Firewall

1. Loginto Amazon AWS.

2. Navigate to My Security Credentials and select Identity Access Management (IAM)
service.

3. Click Access Management > Users > Add User to add an IAM user.
4. Select Access Type as Programmatic Access.

5. You can skip the next steps until Access Key and Secret Access Key are displayed.

[ ﬂ Download the credentials as the Secret Access Key is not displayed post this step.

6. Add the following action permissions if you require admin permissions for this service or
contact your AWS cloud support:

[

"network-firewall:ListTagsForResource",
"network-firewall:DeleteRuleGroup",
"network-firewall:DescribeloggingConfiguration”,
"network-firewall:CreateRuleGroup”,
"network-firewall:DescribeRuleGroupMetadata”,
"network-firewall:DescribeFirewall",
"network-firewall:UpdateRuleGroup",
"network-firewall:ListRuleGroups"”,
"network-firewall:DescribeRuleGroup",
"network-firewall:DescribeFirewallPolicy",
"network-firewall:ListFirewalls",
"network-firewall:TagResource",
"network-firewall:DescribeResourcePolicy",
"network-firewall:DeleteFirewall”,
"network-firewall:ListFirewallPolicies"

]
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Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Specify the following parameter values in the Credential Editor:

Private
Type Name Username Password Key
Internal Display name of credential set (for Empty Access Key Secret
Credential example, Amazon Network Firewall Key
Credentials).
3. Click Configuration > Integrations > Create Integration.
4. Specify the following parameter values in the Configuration Form:
Parameter Value
Name Display name of the integration
Type Amazon Network Firewall
Address Address of the integration should follow the format
https://networkfirewall.amazonaws.com:443
For specific region,the integration should follow the format https://
network-firewall. region.amazonaws.com
Configuration Specify the following configuration parameter values:
Region Region is required for retrieving the correct endpoint for current
integration.
For example: ap-southeast-1
proxy.id Integration ID of the proxy to use current intergration.
For example:
Proxy.id=12345
Credential Credential that has been defined for this integration under the Credentials

menu

Trust Invalid SSL Certificates Select this option if the firewall’s web certificate is self-signed or if it is not
recognized by browsers

Require Approval From Select user(s) from list who can provide approval before executing actions on
this integration

Notify Select user(s) from the list who can provide approval when SOAR performs
an action on this integration

5. Click Save.
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6. Navigate to Configuration > Customization Library and edit Amazon Network Firewall
Advanced Action Script Default Script Template.

7. Select the integration that you have created in step 4 from the Integrations drop-down
menu and click Save.

8. Click Test, an Integration Successful message is displayed if the credential and address are
valid.

Capabilities
1. Create Stateful Rule Group
Action capability for creating a Stateful Rule Group for blocking IP address.
e Rollback: No
¢ Duplicate Control: No

The following table presents the Create Stateful Rule Group action capabilities details:

Scope Restricted Required

Input Parameter Description Type (Yes/No) (Yes/No)

Integration Name of the third party Integration N/A Yes
integration

Rollback Mode Time to rollback this action. N/A N/A No
Default is no-rollback.

Rule Group Name Name of the Rule Group String No No

Action Action to be taken String No Yes

(PASS,DROP,ALERT)

Header Protocol Header Protocol String No Yes
(TCP,HTTP,ICMP and so on)

Capacity Capacity Integer No Yes
Header Source IP Address String No Yes
Header Source Port Source Port String No Yes
Header Destination IP Address String No Yes
Header Destination Destination Port String No Yes
Port
Direction Direction (FORWARD,ANY) String No Yes
Rule Order Rule Order to be executed String No Yes
Output:
N/A

Human Readable Output
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N/A

2. Create Stateless Rule Group
Action capability for creating a Stateless Rule Group for blocking IP address.

* Rollback: No
¢ Duplicate Control: No

The following table presents the Create Stateless Rule Group action capabilities details:

Scope
Rescticted Required
Input Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third party Integration N/A Yes
integration
Roll Back mode Time to rollback this action. N/A N/A No
Default is no-rollback
Rule Group Name Rule Group Name String No Yes
Rule Group Action Action to be taken String No Yes
(aws:PASS,aws:DROP)
Source Address IP address,range of IP address ~ String No Yes
Definition
Destination Address  IP address,range of IP address  String No Yes
Definition
Header Destination Destination Port String No Yes
Port
Priority Priority for execution Integer No Yes
Capacity Capacity Integer No Yes
Output:
Case Scope
N/A
Human Readable Output
N/A

3. Add Stateful Rule
Action capability for adding a Stateful rule to an existing Rule Group for blocking IP
address.

¢ Rollback: Yes
¢ Duplicate Control: Yes

The following table presents the Add Stateful Rule action capabilities details:
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Input Parameter

Integraion

Rollback Mode

Rule Group Name

Rule Group Action
Name

Header Protocol

Header Source
Header Source Port
Header Destination

Header Destination
Port

Direction

Rule Order

Output:
Case Scope
N/A

Description

Name of the third party
integration

Time to rollback this
action. Default is no-
rollback

Rule Group Name

Action to be taken
(PASS,DROP,ALERT)

Hearder Protocol(TCP,
HTTP, ICMP and so on)

IP Address
Source Port
IP Address

Destination Port

Direction(FORWARD,ANY)

Rule Order to be executed

Human Readable Output

N/A

4, Add Stateless Rule

Type

Integration

String

String

String

String

String
String
String

String

String

String

Scope Restricted

(Yes/No)

N/A

N/A

No

No

No

No
No
No

No

No

No

Required
(Yes/No)

Yes

No

Yes

Yes

Yes

Yes
Yes
Yes

Yes

Yes

Yes

Action capability for adding a Stateless Rule to an existing Rule Group for blocking IP

address.
* Rollback: Yes

® Duplicate Control: Yes

The following table presents the Add Stateless Rule action capabilities details:

Capabilities
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Scope Restricted ~ Required
Input Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third party integration  Integration N/A Yes
Rollback Mode Time to rollback this action. Default  String N/A No
is no-rollback
Rule Group Name Rule Group Name String No Yes
Action Action to be taken String No Yes
(aws:PASS,aws:DROP)

Source Address IP Addess, Range of IP Address String No Yes
Definition
Destination Address IP Addess, Range of IP Address String No Yes
Definition
Priority Priority for execution String No Yes

Output:

Case Scope

N/A

Human Readable Output

N/A

5. Delete Rule Group

Action capability for deleting Rule Group from existing Rule Group.

e Rollback: No

¢ Duplicate Control: Yes

The following table presents the Delete Rule Group action capabilities details:

Scope Restricted ~ Reduired
Input Parameter  Description Type (Yes/No) (Yes/No)
Integration Name of the third party integration Integration N/A Yes
Rollback Mode Time to rollback this action. Defaultis N/A N/A No
norollback.

Rule Group Name Rule Group Name String No Yes
Type Type (STATEFUL or STATELESS) String No Yes

Output:

Case Scope

N/A

Human Readable Output
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N/A

6. Delete Stateful Rule
Action capability for deleting a Stateful Rule from an existing Rule Group .

* Rollback: No
¢ Duplicate Control: No

The following table presents the Delete Stateful Group action capabilities details:

Input Scope Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third party integration Integration N/A Yes
Rollback Mode Time to rollback this action. Default is N/A N/A No
norollback.

Rule Group Rule Group Name String No Yes
Name
Sid Sid Integer No Yes

Output:

Case Scope

N/A

Human Readable Output

N/A

7. Delete Stateless Rule
Action capability for deleting a Stateless Rule from an existing Rule Group.

¢ Rollback: No
* Duplicate Control: No

The following table presents the Delete Stateless Group action capabilities details:

Input Scope Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third party integration Integration N/A Yes
Rollback Mode Time to rollback this action. Default is N/A N/A No
norollback.
Rule Group Rule Group Name String No Yes
Name
Priority Priority for execution Integer No Yes
Output:
Case Scope
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N/A

Human Readable Output

N/A

8. List Firewalls
Enrichment capability for retrieving a list of firewall for the specified VPC identifiers.
Scope Restricted Required
Input Parameter  Description Type (Yes/No) (Yes/No)
Integration Name of the third party Integration N/A Yes
integration

Max result Max result Integration N/A Yes
VPC IDs VPC identifiers String N/A No

Output:

Case Scope

N/A

Human Readable Output

9. List Rule Groups

Enrichment capability for retrieving a list of rule groups.
Input Scope Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third party Integration N/A Yes

integration

Max result Max result Integration N/A Yes
Scope Scope(ACCOUNT,MANAGED) String N/A Yes

Output:

Case Scope

N/A

Human Readable Output

N/A

10. List Firewall Policies
Enrichment capability for retrieving a list of firewall policies.
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Input Scope Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third party Integration N/A Yes
integration
Max result Max result Integration N/A Yes
Output:
Case Scope
N/A
Human Readable Output
N/A

11. Get Firewall Policy
Enrichment capability for retrieving the details of a firewall policy.

Scope Restricted Required
Input Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third party Integration N/A Yes
integration

Firewall Policy Firewall Policy Name String N/A Yes
Name

Output:

Case Scope

N/A

Human Readable Output

N/A

12. Get Firewall Rule Group
Enrichment capability for retrieving the details of a firewall rule group.

Input Scope Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third party Integeration N/A Yes
integration
Max Results Max Results Integer N/A Yes
Scope Scope(ACCOUNT,MANAGED) String N/A Yes
Output:
Case Scope
N/A
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Human Readable Output
N/A

Integration Guide for Azure Network Security
Groups

Integration Overview

Azure Network Security Groups is a service that is used to filter network traffic to and from
Azure resources in an Azure virtual networks. A network security group contains security rules
that allow or deny inbound network traffic to, or outbound network traffic from, several types
of Azure resources. For each rule, you can specify source and destination, port, and protocol.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Azure Network Security Groups:

e Get Network Security Group

e List All Network Security Group

e List Network Security Group in Resource Group
e Create Network Security Group

e Create Network Security Group Rule

e Add Network Security Group Tag

e Remove Network Security Group Tag

Prerequisites

ArcSight SOAR connects to Microsoft Azure Network Security APl using HTTPS. Access to Azure
Portal (https://login.live.com) is required.
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Configuration

Configuring Microsoft Azure Network Security

1. Loginto https://portal.azure.com and Navigate to Azure Active Directory service.

2. Click App Registration > New Registration. Complete the ArcSight SOAR application
registration by specifying the following parameter values in the Register an application

form:
Name Supported Account types Redirected URL
ArcSight SOAR Accounts in this https://localhost/soar

organizational directory only
(Default Directory for single
tenant only)

3. Select your application and Click Add a certificate or secret > New Client Secret. Add a
description and specify the expiry period as 24 months.

[ ﬂ Note down the Secret Key along with Client ID as you may need it later.

a. Click APl Permissions > Add a Permission and select Azure Service Management API.
b. Add the user_impersonation as a permission.

4. Navigate to Home > Subscriptions and note down the subscription ID.

5. Navigate to Home > Resource groups > IAM > Add Role to add role level permissions.

6. Grant following permissions to the users:

Permissions Description

Microsoft.Network/networkSecurityGroups/read Gets a network
security group
definitionAction

Microsoft.Network/networkSecurityGroups/write Creates a
network security
group or updates
an existing
network security
groupAction
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Permissions Description

Microsoft.Network/networkSecurityGroups/securityRules/read Gets a security
rule definition
Action

Microsoft.Network/networkSecurityGroups/securityRules/write Creates a security
rule or updates
an existing
security rule
Action

Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Specify the following parameter values in the Credential Editor:

Type Name Password Private Key
Internal Display name of credential set Client ID of the user that Client secret key of the users
Credential ( for example, Microsoft you have created for that you have created for
Azure Network Security). SOAR on Microsoft Azure SOAR on Microsoft Azure
Network Security. Network Security.

3. Click Configuration > Integrations > Create Integration

4. Specify the following parameter values in the Configuration Form:

Parameter Value

Name Display name of the integration

Type Microsoft Azure Network Security

Address Address of the integration (the format should be

https://management.azure.com)
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Parameter

Configuration

Credential

Notify

5. Click Save.

Value

Specify the following configuration parameters:

tenant.id

subscription

version

proxy.id

Tenant Id on Microsoft Azure. For example: tenant.id =
57faef05-5f3f-4147-a5e1- 5ecd93902c3a

Subscription ID on Microsoft Azure. For example,
subscription = 7ee609fd-4deb4156-826e-7d1796f6e3e7

Microsoft Azure Network Security API version . For
example: version=2021-05-01

ID of the proxy integration if you access Microsoft Azure
through a web proxy device. Forexample: proxy.id =

12345

Credential that has been defined for this integration under Credential

menu.

Select user(s) from the list to notify when SOAR performs an action on this

integration.

6. Navigate to Configuration > Customization Library and edit Amazon Network Firewall

Advanced Action Script Default Script Template.

7. Select the integration that you have created in step 4 from the Integrations drop-down

menu and click Save.

8. Click Test, and Integration Successful message is displayed if the credential and address

are valid.

Capabilities

1. Get Network Security Group
Enrichment capability for retrieving a network security group in a resource group.

Input Parameter

Integration

Network Security
Group Name

Resource Group Name

Output:

Capabilities

Description

Name of the third party
integration

Name of the network security
group

Resource group of the user that
you have created in Microsoft
Azure Network Security Group

Type

Integration

String

String

Scope
Restricted
(Yes/No)

N/A

N/A

N/A

Required
(Yes/No)
Yes

Yes

Yes
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Case Scope
N/A
Human Readable Output
N/A
2. List All Network Security Group

Enrichment capability for retrieving all network security groups from a resource group.

Input Parameter Description

Integration Name of the third party
integration

Network Security Group Name Name of the network security
group

Resource Group Name Resource group of the user in

Microsoft Azure Network
Security Group

Output:

Case Scope

N/A

Human Readable Output
N/A

3. List Network Security Group in Resource Group

Type

Integration

String

String

Scope

Restricted Required
(Yes/No) (Yes/No)

N/A

N/A

N/A

Yes

Yes

Yes

Enrichment capability for listing all network security group in a particular resource group.

Input Parameter  Description
Integration Name of the third party integration
Network Security ~ Name of the network security group
Group Name
Resource Group Resource group of the user in Microsoft
Name Azure Network Security Group
Output:
Case Scope
N/A

Human Readable Output

Capabilities

Type
Integration

String

String

Scope

Restricted Required
(Yes/No) (Yes/No)
N/A Yes

N/A Yes

N/A Yes

Page 115 of 626



Integration Guides

4. Create Network Security Group
Action capability for creating a network security group in a particular resource group.

Scope
Restricted Required
Input Parameter Description Type (Yes/No) (Yes/No)
inNetwork Security ~ Network Security Group Name String  N/A Yes
Group Name
Resource groups Resource group of the users in Microsoft String N/A Yes
Name Azure Network Security Group.
Location Location of the user. String N/A Yes
Output:
Case Scope
N/A
Human Readable Output
N/A

5. Create Network Security Group Rule
Action capability for creating a network security group rule in resource group.

Scope
Input Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Network Name of the network security group name String N/A Yes
Security
Group Name
Resource Resource group of the users in Microsoft Azure Network  String N/A Yes
Group Name  Security Group.
Name Unique Rule Name String N/A Yes
Protocol TCP, UDP, ICMP, ESP, AH, or Any String N/A Yes
Source “*” for all default or 0.0.0.0/0 or AzureLoadBalancer String N/A Yes
Address
Prefix
Destination “*” for all default or 0.0.0.0/0 or AzureLoadBalancer String N/A Yes
Address
Prefix
Source Port  0-65535 String N/A Yes
Range
Destination 0-65535 String N/A Yes
Port Range
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Input
Parameter Description Type
Priority A number in the range 100-4096 to assign a priority. String
Rules are processed in priority order, with lower
numbers processed before higher numbers
Direction Whether the rule applies to inbound, or outbound traffic String
Access Allow or deny. String
Location Location of the user String
Output:
Case Scope
N/A

Human Readable Output

N/A

6. Add Network Security Group Tags

Scope
Restricted
(Yes/No)

N/A

N/A
N/A

N/A

Required
(Yes/No)

Yes

Yes
Yes

Yes

Action capability for updating a network security group tag in the specified resource group.

Input Parameter

Network Security
Group Name

Resource group
Name

Tag Name
Tag Value
Output:

Case Scope
N/A

Description

Network Security Group Name

Resource group of the user in Microsoft Azure
Network Security Group.

Resource Tag Key

Resource Tag Value

Human Readable Output

N/A

7. Remove Network Security Group Tags

Type

String

String

String

String

Scope
Restricted
(Yes/No)

N/A

N/A

N/A

N/A

Required
(Yes/No)

Yes

Yes

Yes

Yes

Action capability for Updating network security group tag in the specified resource group.

Capabilities
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Input Parameter

Network Security
Group Name

Resource group
Name

Tag Name
Tag Value
Output:

Case Scope
N/A

Description

Network Security Group Name

Resource group of the user in Microsoft Azure
Network Security Group.

Resource Tag Key

Resource Tag Value

Human Readable Output

N/A

Capabilities

Type

String

String

String

String

Scope
Restricted
(Yes/No)

N/A

N/A

N/A

N/A

Required
(Yes/No)
Yes

Yes

Yes

Yes
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Integration Guide for Bind RPZ DNS

Integration Overview

ArcSight SOAR uses BIND DNS servers to block malicious domains using incident scope.

Integration Capabilities

Action

e Block

Configuration

Prerequisites

¢ You must enable the DNS Zone Transfer on the server as SOAR uses DNS Zone Transfer
Protocol to connect to the BIND DNS server.

¢ Remote Name Daemon Control (RNDC)

Configuring SOAR

1. To create the integration, navigate to Configuration > Integrations.

2. Specify the following parameter values in the Integration Editor window:

Parameter Value

Name Display name of the integration

Type BIND RPZ DNS

Address Address of the integration (the format must be 1.1.1.1).
Configuration You must specify the following configuration parameters:

e ZONE: Name of the RPZ configured on the BIND server

e BLOCK_IP: IP address to which malicious domains need to be redirected
¢ TTL: Time-to-live for the DNS record

e KEY_NAME: Name of the RNDC key

Integration Guide for Bind RPZ DNS Page 119 of 626



Integration Guides

Parameter Value
Credential Specify the Credential that was defined for this integration under the Credentials
menu

Trust Invalid SSL  Select this if Engine’s certificate is self-signed or is not recognized by browsers.
Certificates

Require Approval Select users from list who can provide approval before executing
From action on this integration

Notify Select user(s) from the list to notify when SOAR performs an action on this integration

niagration Edrtor

Heris

Typa Bind AFT DME

Ackiraas

Lol i it oen

Crmclaniinl Ranil APT [NS

Tiromsl Brrwibicl 551 [ ]

artdicnins

Mapiire &pproyel From T TirnaoiFey Dalon

B il ity | el Lise

Taga

Wi aad il nionsl paramate rell

3. Click Test. The following pop up will be displayed if your credential and address are valid.

4. Click Save to complete integration.
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Integration Guide for BMC Discovery

Integration Overview

BMC Discovery products automate the process of populating BMC Discovery CMDB. When
these products discover IT hardware and software, they create Configuration ltems and
relationships from the discovered data.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with BMC Discovery:

¢ Get Cl Details

e Get Installed Software

Prerequisites

You must have access to HTTPS as ArcSight SOAR connects to BMC Discovery APl through this
service.

Configuration

Configuring BMC Discovery

Basic Authentication:

To configure a service and fetch a token from the BMC Discovery endpoint, follow these steps :

[ ﬂ Your service can use the token to call Discovery query APIs under its own identity.

1. Log in to create an authorization key which will be used in all subsequent calls In the login
page, specify the following details:

Authentication Parameters
Parameters  Description
Username Username of the BMC Discovery

Password Password of the BMC Discovery
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Client creates a POST call and passes the username, password, and the Request headers
using the /x-www-form-urlencoded content type.

Additional Configuration:
Configuration Parameter Description
proxy.id Proxy device to be used while communicating with the remote system’s API

cache.reusing.duration Default cache-reuse parameter

Configuring SOAR

1. Click Configuration > Credentials > Create Credentials.

2. Specify the following parameters values in the Credential Editor form.

Private
Type Name Username Password Key
Internal Display name of credential set (for Username of the Password of the N/A

credential  example, BMC Discovery Credentials). BMC Discovery BMC Discovery

Click Configuration > Integrations > Upload plugin.
Select your integration plugin zip file and click on Save.
Select the integration that you have added to the Integrations menu.

Click Save to complete the integration.

N o v kAW

Click Test, If the credential and address are valid a success message is displayed.

Integration Capabilities:

1. Get Cl Details

Enrichment capability to retrieve the Cl details from the BMC discovery search by
hostname.

Request headers:

Header Value Required

Authorization Bearer <token generated> Yes
Input Parameters:

Parameter  Description Type Scope restricted (Yes/No) Required (Yes/No)

Host Name  Host name to be provide String  Yes Yes
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Output:
Case Scope: N/A
Human Readable Output:

4 minutes ago - 5 men executed Get I Detaills enrchment on B

P mrartery Dortade

Type

Hardware Vendo

Vinual

DNS Domsin

Local FODM Incalhost

Business Owne juilee. e

Ubuntu 14045 LTS
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05 Class UNEX

Ui Linee
QS Version 14.04
OS Architeciure xB6_B4
OS Basid Trusty Tahr
OS Vendor Candnical
Kemel 4.2 0-42-generic

Mode VirtualBox
Host Running on Environment | “Mode.js", “Java Virtual Machine®, "Java Virtual Machine®, “Java
Wirtual Machine™ |

Metwork Interface Names | "silk-viep on agent-i-pcidew.0, IPwa: 100255.6.0, IPvG
leBi:addb 3TH: leSe-bas5, MAC Addr: ee-ee-0ai:06:00°, “ethl on
agent-id-poidev-, IPvd: 10,204, 11,11, 1PvE: feBl:alic2TH-ied3: 1048
MAL Addr: 08:00:27:43: 1c487, "ethd on agent-ad-pcidev-0, IPv4
10000215, IPwE: feB0::a00: 27 leSacaliod, MAC Addr
080027 Sasaled )

Software InStance Names | “Nginx Websenser on agent-id-pcidev-0 Ports:None™, "Cloud Foundrny
MyS0QL Broker 35 on agent-id-poidev-0 Ports:None™, “Apache Tomoat
Application Server 8.0 kstening on 8085, 8443, 8389 on apent-id
pcldery-0 Ports:[B08S5, 8443, B9E9]", “etcd on agent-id-pcidey-0 Ports
(2379, 23807, "Cloud Foundry Diego Database 1.16 on agent-id-
pcidev-0 Posts:None™, “Nginx Websenver 1.11 on agent-id-pcidev-0
Ports:None™, "Cloud Foundry Deego Cell on agent-kd-pcfde-0
Ports:None™, "Cloud Foundry Cloud Controlier 128 on agen-id-

Software Instance Names [ “Mginx Webserver on agent-id-pofdey-0 Ports:None™, "Cloud Foundry
MySOL Broker 35 on agent-id-pcidev-0 Posts:None™, “Apache Tomcat
Apphcation Server 8.0 kstening on 8085, 8443, 8989 on agent-id
pcidev-0 Ports:[B08S5, B443, BI89], “etcd on agent-d-pefdev-0 Ports
[2375, 23807, "Cloud Foundry Diego Database 1.16 on agent-id-
poidey-0 Ports:Mone”, “Ngine Webserver 1.11 on agent-id-pcidev-0
Pons-None”™, “Cloud Foundry Deego Cell on agent-id-poidev-0
Pors-None™, "Clowd Foundry Cloud Controler 1.28 on agent-id-
pcidey-0 PortscMone”, "Cloud Foundry Redis Broker 429.3 on agent-
id-pcidev-0 Ports:None™, “Redis Server listening on 35877 on agent-
d=pcidev-0 Pores:[358 71T, "Npnx Websenver 1.11 on agent-id-pcidey.
0 Pons:MNomne™, “Cloud Foundry Dsego Bram 116 on agent-id-pciidev.0
Ports-None®, "Cloud Foundry Dsego Access 1.16 on agent-id-pciidev-0
PorscNone™, "Cloud Foundry CC-Bridpe 1,28 on agend-id-pcidey-0
Porns-None™, "Clowsd Foundry Metworking 0.25 on agent-ud-pcidey-0
Pons-None™, "HAPnoxy 1.5 on agent-d-pcidev-0 Pors:Mone™,

MariaDB Database Server 10.1 on agent-id-pcidev-0 Ponts[3306)
“Cloud Foundry Diego Metron on agent-id-pcidev-0 PortsdNone”,
“Cloud Foundry Loggregator 87 on agent-id-poidev-0 Ports: None™,
“Cloud Foundry Messaging 16 on agent-id-pefdev-0 Poms: Mone™

Cloud Foundry Garden 16 on agent-id-pcide-0 Ports:None™,
“HashiCorp Consul Agent on agent-id-pcidev-0 Ports:f]". “Clouwd
Foundry (UHouber 0.154 on agent-id-pcidev-0 Ports:None™, TiNginx
Webserver 1.8 on agent-id-peidevd Posts: Mone™, "Cloud Foundny
RabbitMQ) Broker 226.7 on agend-id-pcidev.0 Pois:None", "Preotal
RabbitM ) Server rabbit on agend-id-pofdev-0 Poris: {7, “Clowd
Foundry Diegn Emstter on agent-sd-pcidev-0 Ports:MNone™ |

Yirtual Machine Names. A

L

Tatal 25 , items | page
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2. Get Installed Software

Enrichment capability to retrieve the information for the installed application on the
server.

Request headers:

Header Value Required

Authorization Bearer {token} Yes

Input Parameters:

Parameter  Description Type Scope restricted (Yes/No) Required (Yes/No)
Host Name  Host name to be provide String  Yes Yes
Output:

Case Scope: N/A
Human Readable Output:

4 minutes ago - s enxetuted t Inst frwares enrichment on

Value

cim-gdel-srThes

Total 12 , ftems | page
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Integration Guide for BMC Helix ITSM

Integration Overview

BMC Helix ITSM is a comprehensive Cognitive Service Management cloud offering, that consists
of robust cognitive capabilities such as intelligent chatbots and predictive capabilities.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with BMC Helix ITSM:

¢ Create Incident

Update Incident

Get an Incident

Close Incident
Add Work Note to Incident

Prerequisites

You must have HTTPS access as ArcSight SOAR connects to BMC Helix API through this service.
Configuration

Configuring BMC Helix ITSM

To configure a service and get a jwt token from the BMC Helix platform endpoint, complete
the following steps:

[ ﬂ Your service can use the token to call ITSM APIs under its own identity.

1. Login to create an authorization key used in all subsequent calls.

2. Inthe login page, specify the following details:

ﬂ Client creates a POST call and passes the user name, password, and Auth String in the
Request headers using the /x-www-form-urlencoded content type.
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Body Parameters for the JWT (JSON Web Tokens) Token generation:
Parameter Description Data Type Required
Username < username> String Yes

Password < password>  String Yes
Additional Configurations:

Configuration
Parameters Description

proxy.id Proxy device to be used while communicating with the remote system’s API
cache.reusing.duration Default cache-reuse parameter

list.name List name that is used for mapping ArcSight SOAR cases to MC Helix ITSM incidents.
For example, list.name=bmcMapList

Configuring SOAR

1. Click Configuration > Credentials > Create Credentials.

2. Specify the following parameters values in the Credential Editor form.

Private
Type Name Username Password Key
Internal Display name of credential set (for Your username Your password Empty

credential example, BMC Helix Credentials). from BMC Helic from BMC Helic

Click Configuration > Integrations > Upload plugin
Select your integration plugin zip file and click Save.
Select the integration that you have added to the Integrations menu.

Click Save to complete the integration.

N o v kAW

Click Test. A successful message is displayed if the credential and address are valid.

Integration Capabilities:

1. Create Incident
Action capability to create incident records with severity, priority, descriptions etc.

¢ Rollback: No
¢ Duplicate Control: No

Request headers:
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Parameter Value Required

Authorization ~ AR-JWT <token generated> Yes

Input Parameters:

Parameter Description

Urgency The level if incident. The level, for example, can be
critical, low or high.

Impact The type of issue.

Service Type The type of service incident. The type, for example,
can be ‘User Service Restoration.

Description Description of the incident.

Output:
Case Scope: N/A
Human Readable Output: N/A
2. Update Incident
Action capability to update the incident.
* Rollback: No

¢ Duplicate Control: No
Request headers:

Parameter Value Required

Authorization ~ AR-JWT <token generated> Yes

Input Parameters:

Parameter Description

Request ID RequestID Of An IncidentOn
HPD:IncidentInterface

Status The status of the incident (Ex Status:”Resolved”
* Closed
* In Progress
e Assigned

¢ Canceled

Integration Capabilities:

Type

Array

Array

Array

String

Type

String

Array

Scope
restricted
(Yes/No)

No

No

No

No

Required
(Yes/No)

Yes

Yes

Yes

Yes

Scope restricted Required
(Yes/No)

No

No

(Yes/No)

Yes

Yes
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Scope restricted Required
Parameter Description Type (Yes/No) (Yes/No)

Urgency The level if incident. The level, for example, can Array No Yes
be critical, low or high.

Impact The type of issue. Array No Yes

Status The status of the reason. Array No Yes

Reason

Description Description of the incident. String  No No
Output:

Case Scope: N/A
Human Readable Output: N/A

3. Get an Incident
Enrichment capability to fetch the incident details for a given incident ID.

Request headers:

Parameter Value Required

Authorization ~ AR-JWT <token generated> Yes

Input Parameters:

Scope restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Incident Incident number Of An IncidentOn String  No Yes
Number HPD:IncidentInterface
Output:

Case Scope: N/A
Human Readable Output:

Integration Capabilities: Page 129 of 626



Integration Guides

Key

Request ID
Incident Number
Submitter

Submit Date
Assignee Login ID
Reported Date
Responded Date
Last Modified By
Last Modified Date
Last Resolved Date

Close Date
[t P

Status

Status History
Assignee Groups
Department

Site Group

Region

Entry ID

Customer Login ID
Description
Company

Country

State Province
City

Last Name

First Name
Contact Client Type

VIP

Integration Capabilities:

Value
INCO00000005318|INC000000005318
INCO00000005587

Sam_Agent
2023-03-03T11:32:12.000+0000
Arthur Agent
2023-03-03T11:32:12.000+0000
2023-03-03T11:32:12.000+0000
Sam_Agent
2023-03-03T12:24:32.000+0000
2023-03-03T12:16:36.000+0000

2023-03-03T12:16:36.000+0000

Mamad

N/A
15032;"Sam_Agent’;
BMCOpsMonitoring Dept
United States

Americas
INCOD0000005318
Sam_Agent

Changed Status
BMCOpsMonitoring
United States

Texas

Houston

Agent

Sam

Office-Based Employee

No
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Contact Sensitivity
Street

Zip/Postal Code
Internet E-mail
Corporate ID
Phone Number
Service Type
Status Reason
Detailed Decription
Resolution
Urgency

Impact

Priority

Reported Source

4. Close Incident
Action capability to update existing incident.

e Rollback: No

¢ Duplicate Control: No
Request headers:

Parameter Value Required
Authorization AR-JWT <token generated> Yes

Input Parameters:

Parameter Description
Request ID RequestID Of An IncidentOn
HPD:IncidentInterface
Resolution Detailed note of the updating incident
Note
Output:

Case Scope: N/A
Human Readable Output: N/A

Integration Capabilities:

Standard

2103 CityWest Bivd.
77042-2828

N/A

N/A

it

Infrastructure Restoration

Automated Resolution Reported

N/A

Closed Incident
4-Low
2-Significant/Large

Low

Systems Management

Scope restricted
Type (Yes/No)

String No

String No

Required
(Yes/No)

Yes

Yes
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5. Add Work note to Incident

Action capability to create a work note to existing incident.

¢ Rollback: No
¢ Duplicate Control: No

Request headers:

Parameter Value Required

Authorization ~ AR-JWT <token generated> Yes

Input Parameters:
Parameter Description
Incident Number Incident number of work note

Work Note Work note for the Incident
Output:

Case Scope: N/A
Human Readable Output: N/A

Scope restricted (Yes/No) Required (Yes/No)
No Yes

No Yes

Integration Guide for BMC Helix Remedyforce

Integration Overview

BMC Helix Remedyforce is a cloud service management solution on Salesforce for IT service
operations. It improves service delivery with incident and asset management capabilities.

Integration Capabilities

SOAR has the following integration capabilities with BMC Helix Remedyforce:

e Add Client Note to Incident

e Add Client Note to Service Request
e Close Incident

e Close Service Request

e Create Incident

e Create Service Request

e Update Incident

e Update Service Request

Integration Guide for BMC Helix Remedyforce
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Get Incident Details

Get Service Request Details

List Request Definition Questions

List Request Definitions

Configuration

Configuring BMC Helix Remedyforce

e You must have access to HTTPS as the ArcSight SOAR connects to
https://nal.salesforce.com APl through this service.

e BMC Helix Remedyforce requires a Username, Password, and Security Token for access.

e Users must have APl access enabled.

Configuring SOAR

1. Click Configuration > Credentials > Create Credential.

2. Specify the following parameter values in the Credential Editor:

Parameter Value
Type Internal Credential
Name Display name of credential set (For example, BMC Helix Remedyforce

Credentials)

Username <Username>
Password <password>
Private Key <security token>

3. Click Configuration > Integrations > Create Integration.

4. Specify the following parameter values in the Configuration form:

Parameter Value

Name Display name of BMC Helix Remedyforce Integration on SOAR
Type Advanced Scriptable Device
Address Address of the Integration (address should be in the format( https://nal.salesforce.com)
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Parameter Value

Configuratio Specify the following configuration parameters:

n # Integration ID of the proxy integration to use when connecting to current
integration.
# If not provided, ArcSight SOAR will try to use a direct connection.
#tproxy.id=123
# Name of the list mapping SOAR Case IDs to Salesforce IDs of incidents and
service requests
list.name=SOAR_to_Remedyforce_List

Credential Name of the credential set created in step 2 (For example, BMC Helix Remedyforce

Credentials)

Trust Invalid  Select this if the certificate of the engine is self-signed or is not recognized by browsers
SSL
Certificates

Require Select users from the list who can provide approval before executing actions on this integration
Approval

From

Notify Select users from the list to notify when SOAR performs an enrichment on this integration

5. Click Test to test whether the configuration and credentials used can successfully
authenticate.

6. Click Save to complete the integration.

7. Click Configuration > Lists > Create List.
Parameter Value
List Name Name of list corresponding to list.name in configuration (ie. SOAR_to_Remedyforce_List)

8. Specify the following in the List Editor form:

Type Column Name
Keyword Key
Keyword Salesforce ID

Capabilities

1. Add Client note to Incident

Action capability for adding a client note to an incident.
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Input Parameter Description
Summary Summary of the note

Notes Note to add to the incident

Output:
Case Scope
N/A
Human Readable Output
N/A
2. Add Client Note to Service Request

Action capability for adding a client note to a service request.

Input Parameter Description
Summary Summary of the note

Notes Note to add to the incident

Output:

Case Scope

N/A

Human Readable Output
N/A

3. Close Incident

Type Scope Restricted (Yes/ No)

String No

String No

Type Scope Restricted (Yes/ No)

String No

String No

Action capability to close an incident given its status.

Input
Parameter Description Type
Status Status of the Dropdown menu with the following
incident options:
CLOSED, CLOSED/NO CONTACT,
COMPLETED, REJECTED
Output:
Case Scope
N/A
Human Readable Output
N/A

4. Close Service Request

Action capability to create a service request.

Capabilities

Required (Yes/ No)

Yes

Yes

Required (Yes/ No)

Yes

Yes

Scope Restricted
(Yes/ No)

No

Required
(Yes/ No)

Yes
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Input
Parameter Description Type
Status Status of the Dropdown menu with the
incident following options:
¢ CLOSED
e CLOSED/NO CONTACT
¢ COMPLETED
e REJECTED
Output:
Case Scope
N/A
Human Readable Output
N/A

Create Incident

Action capability to create a new incident.

Input
Parameter Description
Client Username of the client for which the
Username incident is created
Account Name of the account for the incident
Status Status of the incident

Capabilities

Scope Restricted

(Yes/ No)

No

Type

Email Address

Dropdown menu
with options:

e Account A
e AccountB

e AccountC

Dropdown menu
with options:

* IN PROGRESS
¢ PENDING

e ACCEPTED

¢ ASSIGNED

* OPENED

Required (Yes/
No)

Yes
Scope
Restricted  Required
(Yes/ No) (Yes/ No)
No Yes
No No
No No
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Input
Parameter

Category

Impact

Urgency

Queue

Staff
Username

Description

Due Date
Time

Capabilities

Description

Category of the incident

Impact of the incident

Urgency of the incident

Name of the queue to assign the incident to

Username of the staff to assign the incident

to.

Description of the incident

Date time when the incident is due, can be
static (format yyyy-mm-dd HH:MM:SS) or

relative (ex: 1d, 2h, 3m)

Scope

Restricted  Required
Type (Yes/ No) (Yes/ No)
Dropdown menu No No

with the options:

¢ HR-Separation
- Disable
Systems Access

¢ Email
Distribution

e Human
Resource
Inquiries

¢ Building Access

Dropdown menu No
with the options:

HIGH,
MEDIUM,
LOW
Dropdown menu No
with the options:
e HIGH
* MEDIUM
s LOW
Dropdown menu No
with the options:

e Change
Management

¢ Client Services

¢ Application
Development
¢ Desk Side
Support
Email Address No
String No
String No

No

No

No

No

No

No
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Output:
Case Scope
N/A
Human Readable Output
N/A
6. Create Service Request

Action capability to create a service request.

Scope
Input Restricted  Required
Parameter Description Type (Yes/ No) (Yes/ No)
Request Salesforce ID of the request definition. String No Yes
Definition ID
Request Questions and answers for the request String No No
Definition definition in the format
Questions questionID1=valuel;questionID2=value2
Client Username of the client for which the Email Address No Yes
Username service request is created
Account Name of the account for the service Dropdown menu with No No
requested options:

e Account A

e AccountB

e AccountC
Status Status of the service requested Dropdown menu with No No

options:
* IN PROGRESS
* PENDING
e ACCEPTED

ASSIGNED
* OPENED
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Parameter

Category

Impact

Urgency

Queue

Staff
Username

Description

Due Date
Time

Output:

Case Scope

Capabilities

Integration Guides

Scope
Restricted
(Yes/ No)

Description Type

Dropdown menu with No
the options:

Category of the service requested

¢ HR-Separation -
Disable Systems
Access

¢ Email
Distribution

e Human Resource
Inquiries

¢ Building Access

Dropdown menu with No
the options:

¢ HIGH

Impact of the service request

¢ MEDIUM
¢ LOW

Dropdown menu with No
the options:

¢ HIGH

Urgency of the service request

¢ MEDIUM
¢ LOW

Dropdown menu with No
the options:

Name of the queue to which the service
request is assigned

e Change
Management,

¢ Client Services,
¢ Application
Development,

¢ Desk Side
Support

Username of the staff to which the service Email Address No
request is assigned

Description of the service request String No

Date time when the service request is
due, can be static (format yyyy-mm-dd
HH:MM:SS) or relative (ex: 1d, 2h, 3m)

String No

Required
(Yes/ No)

No

No

No

No

No

No

No
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N/A

Human Readable Output

N/A

7. Update Incident

Action capability to acquire the client username, account, status, category, impact,
urgency, queue, staff username, description, and due date time and updates the incident.
At least one of the following parameter must be updated:

Input Parameter

Client Username

Account

Status

Category

Impact

Capabilities

Description

(Optional) Username
of the client for
which the service
request is created

Name of the account

Status of the incident

Category of the
incident

Impact of the
incident

Type

Email Address

Dropdown menu with options:

e Account A
e Account B

e AccountC

Dropdown menu with options:

* IN PROGRESS
* PENDING

* ACCEPTED

e ASSIGNED

e OPENED

Dropdown menu with the options:

e HR-Separation - Disable
Systems Access

¢ Email Distribution

* Human Resource Inquiries

e Building Access

Dropdown menu with the options:

* HIGH
* MEDIUM
. LOW

Scope

Restricted Required
(Yes/ No) (Yes/ No)

No

No

No

No

No

Yes

No

No

No

No

Page 140 of 626



Integration Guides

Scope
Restricted Required
Input Parameter  Description Type (Yes/ No) (Yes/ No)
Urgency Urgency of the Dropdown menu with the options: No No
incident e HIGH
e MEDIUM
e LOW
Queue Name of the queue Dropdown menu with the options: No No
to which the service « Change Management
request is assigned
e Client Services
* Application Development
¢ Desk Side Support
Staff Username Username of the Email Address No No
staff to which the
incident is assigned
Description Description of the String No No
incident
Due Date Time Date time when the  String No No

service request is
due, can be static
(format yyyy-mm-dd

HH:MM:SS) or
relative (ex: 1d, 2h,
3m)

Output:

Case Scope

N/A

Human Readable Output

N/A

8. Update Service Request

Action capability that takes the client email address, status, category, impact, urgency,
gueue, staff username, description, and due date time and updates the service request. At
least one of the following parameters must be updated:
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Scope
Restricted Required
Input Parameter  Description Type (Yes/ No) (Yes/ No)

Client Username (Optional) Username of the client to Email Address No Yes
which the service request is created

Account Name of the account for the service Dropdown menu No No
requested with options:

* Account A
* AccountB
* AccountC
Status Status of the service request Dropdown menu No No
with options:
* IN PROGRESS
* PENDING
e ACCEPTED
e ASSIGNED
e OPENED
Category Category of the service request Dropdown menu No No
with the options:

* HR-Separation
- Disable
Systems Access

e Email
Distribution

e Human
Resource
Inquiries

e Building Access

Impact Impact of the service request Dropdown menu No No
with the options:
* HIGH
¢ MEDIUM
s LOW
Urgency Urgency of the service request Dropdown menu No No
with the options:
* HIGH
¢ MEDIUM
s LOW
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Scope
Restricted Required
Input Parameter  Description Type (Yes/ No) (Yes/ No)
Queue Name of the queue to which the Dropdown menu No No
service request is assigned with the options:
e Change
Management
¢ Client Services
e Application
Development
e Desk Side
Support
Staff Username Username of the staff to which the Email Address No No
incident is assigned
Description Description of the service request String No No
Due Date Time Date time when the service request is String No No

due, can be static (format yyyy-mm-dd
HH:MM:SS) or relative (ex: 1d, 2h, 3m)

9. Get Incident Details

Enrichment capability to retrieve incident details given by the Salesforce ID. Salesforce ID
will be retrieved from the list on the SOAR.

Input Parameter Description Type Scope Restricted (Yes/ No) Required (Yes/ No)
Integration BMC Helix Remedyforce Integration N/A Yes
Output:
Case Scope
Action Type Category/Value
N/A N/A N/A

Human Readable Output:
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Field

Incident I
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Ungency MEDILB

ol Name

10. Get Service Request Details

Enrichment capability to retrieves service request details given the Salesforce ID.
Salesforce ID will be retrieved from the list on the SOAR.

Input Parameter Description Type Scope Restricted (Yes/ No) Required (Yes/ No)
Integration BMC Helix Remedyforce Integration N/A Yes
Output:
Case Scope:
Action Type Category/value
N/A N/A N/A

Human Readable Output
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Field

Sarvices Fequest I
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11. List Request Definition Questions

I naad o sorwar for 3 progect
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sy b e syitem, Opssrating Syitem Rogqosdted Instal Windcws 7 on niew fystes,
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FIOEDS toad norvice requaos!

Enrichment capability to list the questions associated with a request definition.

Input Parameter

Integration

Request
Definition ID

Output:
Case Scope:

Action

N/A

Description

BMC Helix Remedyforce

Salesforce ID of the request

definition

Type
N/A

Human Readable Output:

Capabilities

Scope Restricted Required (Yes/
Type (Yes/ No) No)
Integration ~ N/A Yes
String No Yes
Category/Value

N/A
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Question Prompt RHequired Input Values
# of CPUrs needad true Option: Allocate 1 CPU to ne slem,
Valee: 1, Dafault: true | OpSion: Allocate 2
CPUs to new system, Value: 2, Default
false | Option: Allocate 4 CPUs to new
system, Value: 4, Defaull: fakse

Memory required

to new system,
Value: 1024, Default: false | Option: Allocate
2 GB memory to new system, Value: 2048,
Default: fals jon: Allocate 4 GB
jemn, Value: 4096,

Operating System Requested "
Default true | Option: Install
on mew system, Value: Linux,

Default: false

Other details Enter tesx

12. List Request Definitions

Enrichment capability to list all available request definitions that can be used for service

request creation.
Input Parameter Description Type Scope Restricted (Yes/ No) Required (Yes/ No)

Integration BMC Helix Remedyforce Integration N/A Yes

Output:

Case Scope
Action Type Category/Value
N/A N/A N/A

Human Readable Output:

Name
I need a server for a project

Request a CopylLicense of AutoCAD 2015

Cannot Access Imagine

Request Employee Separation (Ofi-boarding / Termination)

Client Services: Request for Change

Capabilities

Description
Request for a new project server

Use this to request a copy of Autodesk AutoCAD 2015 to be
installed on your computer. You will be charged for the cost
of the license associated with the software install

NIA

Starts the separation process as an employee leaves the

organization

Need a report? Marketing materials? An enhancement
request for one of our solutions?

Page 146 of 626



Integration Guides

Integration Guide for Carbon Black Response
(EDR)

Integration Overview

Carbon Black Response (EDR)is a next-generation antivirus and end point detection response
application. It's sophisticated detection combines custom and cloud-delivered threat intel,
automated watchlists, and integrations with other platforms to efficiently scale hunt across the
enterprise. It consolidates threat intelligence for your environment to automatically detect
suspicious behavior.

Integration Capabilities

e Block Hash

e Unblock Hash

e Quarantine

e Unquarantine

e Computer Info

e Download Binary

e Get Binary Metadata

* List Process Connections

e Process Event Details

e Search Binaries

e Search Processes
Use Case: Investigating and Blocking Malware Spread
ArcSight SOAR integrates with Carbon Black Response (EDR), to help investigation and
mitigation of malware attacks. When a suspicious file or malware is detected, SOAR lets you to
search malware across endpoints, isolates PCs from network, and blocks relevant hashes. This

investigation can either be performed automatically within a playbook or manually by an
analyst.
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Configuration

Prerequisites

e Access to port 443/tcp as SOAR connects to Carbon Black Response(EDR) API through
HTTPS.

* An APl key is required for SOAR to connect to Carbon Black Response(EDR).

Configuring Carbon Black Response(EDR)

1. Log in to Carbon Black Server.

2. Navigate to User Profile > APl Token and make a note of the API key.

Configuring SOAR

1. Click Configuration > Credentials > Create Credential.
2. Specify the Crenetial Editor form with the following parameter values:

a. Internal credential:

Parameter Value

Type Internal credential

Name Display name of the credential set (For example, Carbon Black Credential)
Username Empty

Password Empty

Private Key API Key obtained from Carbon Black Response (EDR)-

b. Credential Store:

Parameter Value
Type External credential
Name Name of the credential with full path of the safe on store.

3. Click Configuration > Integrations > Create Migration.
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4. Specify the Configuration form with the following parameter values:

Parameter Value

Name Display name of Carbon Black Response (EDR) integration on SOAR
Type Carbon Black Response

Address Address of the integration (in the format: https://192.168.2.26)
Configuration Specify the following configuration parameters:

# Integration ID of the proxy integration to use when connecting to
# current integration.

# If not provided, SOAR will try to use a direct connection.
#proxy.id=123

Credential Name of the credential set created on step 2. (For example, Carbon Black Credentials)

Trust Invalid SSL Not Applicable

Cerificates

Require Approval Select users from list who can provide approval before executing actions on this
From integration.

Notify Select users from the list to notify when SOAR performs an action on this integration
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Integration Editor

Mama

Type Carbon Black Responsa

Address

Configuration

Credential Carbon Black Credentiasls

Trust Invalid 551
Cartificates

Require Approval From

MNotity

Tags

Show sdditional parsmetersil

5. Navigate to Configuration > Customization Library and edit Carbon Black Response
Advanced Action Script Default Template.

6. Select the integration that you have added to Integrations menu.
7. Click Save to complete the integration.

8. Click Test, an Integration Successful message is displayed if the credential and address are
valid.

Additional Notes

e Carbon Black Response integration on SOAR is an Advanced Script, and the content of
default script is accessible under Configuration > Customization Library.

* While defining the integration for the first time, you will encounter the following warning
message, which is expected behavior for this type of integration.
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Integration Guide for Check Point R80

Integration Overview

Check Point R80 is an integrated solution for advanced threat prevention and security
management.

This integration was tested with Check Point R80.20.

Integration Capabilities

e Block Email Sender
e Block Hash

e Block Host

e Block IP

e Block URL

Prerequisites

You must have access to HTTPS as the ArcSight SOAR connects to Check Point Smart Console
API through this service.

Configuration

Configuring Check Point R80

1. Login to Management Console and navigate to Manage & Settings > Blades >
Management APl Advanced Settings and select All IP addresses that can be used for GUI
clients in the Access Settings section.

2. Restart the API service by executing the following command in the command prompt:
api restart

3. SOAR requires standard read/write access for the necessary policy and objects. To install
policy automatically, the user must have the rights in its permission profile. You must
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configure the required access rights for SOAR user as follows:

Type Permission

Access Control ¢ Policy
¢ Data Loss Prevention
¢ Access Control Objects and Settings
¢ Install Policy
Threat Prevention ¢ Policy Layers
¢ Policy Exceptions
e Profiles
* Protections
¢ |Install Policy

Management Management API Login

Others Common Objects

4. Create an Object Group to be used by SOAR. The ArcSight SOAR adds the objects that you
want to block in the Object Group.

Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Specify the following values in the Credential Editor:

Parameter Value

Type Internal Credential

Name Display name of credential set, for example, Check Point R80 Credentials.
Username User that you have created for SOAR on Check Point R80

Password Password of the user you have created for SOAR on Check Point R80
Private Key Empty

3. Click Configuration > Integrations > Create Integration.

4. Specify the following values in the Configuration Form:

Parameter Value

Name Display name of the integration.

Type Check Point R80 Next Generation Firewall.

Address Address of the integration (the format must be 10.0.0.1 or abc.example.com)

Configuring SOAR Page 153 of 626



Integration Guides

Parameter

Configuration

Credentials

Trust Invalid SSL
Certificates

Require Approval From

Notify

Value

Specify the following configuration parameters:

group.name

products

install.policy

policy.package

targets

access

threat.prevention

proxy.id

Object Group’s name created in Check Point configuration steps. For
example:

group.name = SOAR
Possible values are AV (Anti Virus) for external threats and AB (Anti Bot) for

internal threats. Please put “|” separator for more than one product. For
example:

Product = AV|AB

If you would like to install policy automatically, set this variable true:
install.policy = true

Policy which SOAR installs on target systems. Required if install.policy is
true. For example:

policy.package = standard

Name of the target gateways. Required if install.policy is true. Please use “|”
as separator if you have more than one target. For example:

targets = CP_Cluster

Required for blocking IP addresses on access policy. Required if install.policy
is true.

access = true

Required for blocking indicators on Threat Prevention policy (Domain,
Email, Hash, URL). Required if install.policy is true.

threat.prevention = true

ID of the Proxy integration if you access Check Point R80 through a web
proxy device. For example:

proxy.id = 12345

Credential that has been defined for this integration under the Credentials menu.

Select this if Engine’s certificate is self-signed or is not recognized by browsers.

Select user(s) from list to ask her/his approval before executing actions on this

integration

Select user(s) from the list to notify when SOAR performs an action on this

integration

5. Click Show Additional Parameters checkbox and select the frequency of policy install in
Maintenance dropdown.

Configuring SOAR
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(

ﬂ As the firewall might get overloaded, in case of frequent attacks or misconfiguration, thus,

SOAR does not install the policy after every action. Instead, you can define the frequency of

the policy install in Maintenance menu by either selecting pre-defined values or by defining

a custom Cron expression for scheduling.

The ArcSight SOAR uses spring-framework’s Cron expression format. For the format and
similar example, refer to the Spring Framework-Cron Expression

6. Click Test. An Integration Successful message is displayed if your credential and address
are valid.

7. Click Save to complete the integration.

Capabilities

1. Block Email Sender
Action capability for blocking malicious email addresses.
¢ Rollback: Yes

¢ Duplicate Control: Yes

[ ﬂ Only supported on AV product. AB product doesn’t support this capability.

Scope
Input Restricted  Required
Parameter Description Type Yes/No Yes/No
Integration Name of the third party integration Integration N/A Yes
Rollback Time to rollback this action. Default is no- N/A N/A No
rollback.
Email Address Email address to be blocked Email Yes Yes

Address
Output:
Case Scope: N/A
Human Readable Output: N/A
2. Block Hash
Action capability for blocking hash values of malicious files.

¢ Rollback: Yes

¢ Duplicate Control: Yes
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[ ﬂ Only supported on AV product. AB product doesn’t support this capability.

Scope

Restricted Required

Input Parameter Description Type Yes/No Yes/No
Integration Name of the third party integration Integration N/A Yes
Rollback Time to rollback this action. Default is no- N/A N/A No
rollback.
Hash Hash to be blocked Hash Yes Yes
Output:

Case Scope: N/A
Human Readable Output: N/A
3. Block Host
Action capability for blocking malicious hosts.

¢ Rollback: Yes

¢ Duplicate Control: Yes

[ ﬂ Only supported on AV product. AB product doesn’t support this capability.

Scope
Input Restricted Required
Parameter Description Type Yes/No Yes/No
Integration Name of the third party Integration N/A Yes
integration
Rollback Time to rollback this action. N/A N/A No
Default is no-rollback.
Host Host to be blocked Host Yes Yes

(It is mentioned as domain
object on Check Point)

Output:

Case Scope: N/A

Human Readable Output: N/A
4. Block IP

Action capability for blocking malicious IP addresses.
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¢ Rollback: Yes

¢ Duplicate Control: Yes

[ ﬂ Only supported on AV product. AB product doesn’t support this capability.

Scope
Input Restricted  Required
Parameter Description Type Yes/No Yes/No
Integration Name of the third party integration Integration N/A Yes
Rollback Time to rollback this action. Default is no- N/A N/A No
rollback.
IP Address IP address to be blocked Network Yes Yes

Address
Output:
Case Scope: N/A
Human Readable Output: N/A
5. Block URL
Action capability for blocking URLs.
e Rollback: Yes

¢ Duplicate Control: Yes

[ ﬂ Only supported on AV product. AB product doesn’t support this capability.

Scope

Restricted  Required

Input Parameter Description Type Yes/No Yes/No
Integration Name of the third party integration Integration N/A Yes
Rollback Time to rollback this action. Default is no- N/A N/A No
rollback.
URL URL to be blocked URL Yes Yes
Output:

Case Scope: N/A
Human Readable Output: N/A
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Integration Guide for Check Point SandBlast

Integration Overview

Check Point SandBlast provides advanced threat protection against known threats, zero-day
malware, and sophisticated attacks.

Integration Capabilities

Threat Emulation capability prevents infections from undiscovered exploits, zero-day and
targeted attacks by inspecting files, and running them in a virtual sandbox to discover malicious
behavior.

ArcSight SOAR has the following integration capabilities with Check Point SandBlast:
e Threat Emulation & AV Scan
Use Case: Investigating suspicious file

With Check Point SandBlast integration, during the investigation of an incident, SOAR can send
a suspicious file to Check Point SandBlast to emulate threats and run an anti virus scan for the

file. This investigation can either be performed automatically within a playbook or manually by
an analyst.

Configuration

Prerequisites

» Make sure you have access to 443/tcp port as SOAR connects to Check Point SandBlast’s
APl through HTTPS. If cloud-based threat emulation service is used, the APl interface works
on https://te.checkpoint.com/api/bla/bla

* If alocal gateway is used, typically access permission to 18194/tcp port is required.

e An APl key is required for SOAR to connect to Check Point SandBlast.

Configuring Check Point SandBlast

1. If you are using cloud-based threat emulation service, contact Check Point to get the API
key.

Integration Guide for Check Point SandBlast Page 158 of 626



Integration Guides

2. If you are using local gateway, the following link provides you with the document for
creating API key:

http://supportcontent.checkpoint.com/solutions?id=sk113599

Configuring SOAR

1. Configuration > Integrations > Create Integration.
2. Fill the Credential Editor form with the following parameter values:

a. Internal Credential:

Parameter Value

Type Internal Credential

Name Display name of credential set (For example, Check Point SandBlast Credential)

Username Empty

Password Empty

Private Key APl key you have created for SOAR on local gateway or you have obtained from
Check Point.

b. Credential Store:

Parameter Value
Type External credential
Name Name of the credential with full path of the safe on store

3. Configuration > Integrations > Create Integration.

4. Fill the configuration form with the following parameter values:

Parameter Value
Name Display name of Check Point SandBlast integration on SOAR
Address Address of the integration (the format must be https://192.168.1.1:18194

or https://te.checkpoint.com)

Credential Name of the credential set you have just created on step 2. (For example, Check Point
SandBlast Credential).

Trust Invalid Select this if Engine’s certificate is self-signed or is not recognized by browsers.
SSL Certificates
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Parameter Value

Configuration  Specify the following configuration parameters:

# Set local_instance true if you use local gateway.
local_instance=false#

configure how far (in minutes) into the past this enrichment will look.
cache.reusing.duration=60

# Set proxy id if necessary for SOAR to reach the SandBlast instance.
proxy.id=123

Require Select user(s) from list to ask her/his approval before executing actions on this s.
Approval Form

Notify Select user(s) from the list to notify when SOAR performs an action on this integration.

Integration Editor
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5. Click Test. The following pop up will be displayed if your credential and address are valid.

6. Click Save to complete integration.
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Integration Guide for CiscoASA Firewall

Cisco ASA is a security technology that combines firewall, antivirus , intrusion prevention and
virtual private network (VPN) capabilities. It provides proactive threat defence and stops
attacks before they spread in the network.

Integration Capabilities

e Block Host
e Block IP

Prerequisites

* You must have access to 443/tcp port for HTTPS as the ArcSight SOAR connects to Cisco
ASA Firewall REST-API interface through this service.

e SOAR must have a user account to connect to Cisco ASA Firewall.

Configuration

Configuring Cisco ASA Firewall

1. Log in to Cisco ASA Firewall device command line console.
2. Create a user account with privilege level 15 as follows:

# configure terminal

# username soar password choose_a_complex_password privilege 15
3. Enable the REST API services by running the following commands:

# rest-api image

# rest-api agent
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Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Specify the following parameter values in the Credential Editor form.

Private
Type Name Username Password Key
Internal Display name of credential set User you have Password of the user you Empty.
credential (for example, Cisco ASA created for SOAR on  have created for SOAR on
Firewall Credential). Cisco ASA Firewall. Cisco ASA Firewal.

3. Click Configuration > Integrations > Create Integration.

4. Specify the following parameter values in the Configuration form.

Parameter Value

Name Display name of the integration.

Type Cisco ASA Firewall

Address Address of the integration (the format should be https://10.0.0.1)
Configuration Specify the following configuration parameters:

NETWORK_OBJECT_ IP Object Group name used by SOAR. For example:
GROUP_NAME_FOR_ NETWORK_OBJECT_GROUP_NAME_FOR_IP=SOAR_IP_LIST
IP

NETWORK_OBIJECT_ FQDN Object Group name used by SOAR. For example:
GROUP_NAME_FOR_ NETWORK_OBJECT_GROUP_NAME_FOR_DOMAIN=SOAR_

DOMAIN DOMAIN_LIST.
proxy.id ID of the Proxy integration if you access Cisco ASA Firewall
through a web proxy device. For example: proxy.id =
12345
Credential Credential that has been defined for this integration in the Credentials menu.
Trust Invalid SSL Select this if firewall's web certificate is self-signed or is not recognized by
Certificates browsers.
Require Approval From Select user(s) from list to ask the approval before executing actions on this
integration.
Notify Select user(s) from the list to notify when SOAR performs an action on this
integration.

5. Click Save to save the integration definition.

6. Navigate to Configuration>Customization Library and edit Cisco ASA Firewall Advanced
Action Script Default Template.
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7. Select the integration that you have added in the Integrations menu.

8. Click Save to complete the integration.

Capabilities

1. Block Host
Action capability for blocking malicious host.

¢ Rollback: Yes

¢ Duplicate Control: Yes

Scope
Input Restricted Required
Parameter Description Type (Yes/ No) (Yes/ No)
Integration Name of the 3rd party Integration N/A Yes
integration
Rollback Time to rollback this action. N/A N/A No
Mode Default is no-rollback
FQDN Host to be blocked Host (It is written as domain Yes Yes
object on Cisco ASA Firewall)
Output:
Case Scope: N/A
Human Readable Output: N/A
2. Block IP
Action capability for blocking malicious IP addresses.
¢ Rollback: Yes
e Duplicate Control: Yes
Input Scope Restricted Required (Yes/
Parameter Description Type (Yes/ No) No)
Integration Name of the 3rd party integration. Integration N/A Yes
Rollback Time to rollback this action. Defaultis  N/A N/A No
Mode no-rollback.
IP Address IP address to be blocked Network Yes Yes
Address
Output:

Case Scope: N/A
Human Readable Output: N/A
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Integration Guide for Cisco Firepower
Management Center

Integration Overview

Cisco Firepower Management Center (formerly Sourcefire Firepower Management Center) is
an administrative center node of the Firepower Threat Defense systems and manages critical
Cisco network security solutions. It provides complete and unified management over firewalls,
application control, intrusion prevention, URL filtering, and advanced malware protection.

This integration is tested with Cisco Firepower Management Center version 6.3.0 (build83).

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Cisco Firepower Management
Center:

e Block IP
e Block URL

Prerequisites

You must have access to HTTPS as the ArcSight SOAR connects to Cisco Firepower
Management Center REST API through this service.

Configuration

Configuring Cisco Firepower Management Center

1. Login to Management Center and navigate to System > Configuration > REST API
Preferences and enable REST API.

2. Navigate to System > Users > User Roles and create a new role with the following
permissions:
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¢ Object Manager>Modify Object Manager

¢ Deploy Configuration to Devices

Name SOAR AFI Role

Description

Menu-Based Permissions

@O Overview
® U analysis
O policies
O pevices
Object Manager
® [J Rule Editor
Modify Object Manager
O cisco AMP

De&

] Intelligence
Deploy Configuration to Devices
@® [ system

System Permissions

[ External Database Access

Save Cancel

3. Navigate to System > Users > Users and create a new user account with user role that you
have created in the previous step.

User Configuration

User Name soar
Authentication [J Use External Authentication Method
Password

Confirm Password 00000 |sesses

Maximum Number of Failed Logins 5 {0 = Unlimited)
Minimum Password Length 8
Days Until Password Expiration ] {0 = Unlimited)
Days Before Password Expiration Warning 0
[) Force Password Reset on Login
Options [) Check Password Strength
O Exempt from Browser Session Timeout
User Role Configuration
() Administrator
() External Database User
L) Security Analyst
[ security Analyst (Read Only)
[ Ssecurity Approver
Default User Roles [ Intrusion Admin
[J Access Admin
[J Metwork Admin
[J Maintenance User
) Dpiscovery Admin
[J Threat Intelligence Director (TID) User
Custom User Roles SOAR APL Role

Save Cancel

4. Navigate to Objects > Object Management and create two object groups with the
following configurations.
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Name
SOAR_BLOCK_IP

SOAR_BLOCK_URL

Description Allow Overrides
Object Group for IPs blocked by ArcSight SOAR. True
Object Group for URLs blocked by ArcSight SOAR. True

[ ﬂ Note: You can use these object groups in required rules.

Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Specify the following parameter values in the Credential Editor form.

Private
Type Name Username Password Key
Internal Display name of User you have created Password of the user that you
credential  credential set (for for SOAR on Cisco have created for SOAR on Cisco
example, Cisco FMC Firepower Management Firepower Management Center.
Credential). Center.
3. Click Configuration > Integrations > Create Integration.
4. Specify the following parameter values in the Configuration form.
Parameter Value
Name Display name of the integration.
Type Cisco Firepower Management Center.
Address Address of the integration (the format must be https://10.10.20.40).
Configuration Specify the following configuration parameters:
proxy.id ID of the Proxy integration if you access Cisco

Credential

Configuring SOAR

Firepower Management Center through a web
proxy device. For example: proxy.id = 12345 .

network.object.group.name  Name of the object group SOAR adds IP addresses
into. network.object.group.name = SOAR_BLOCK_IP

url.object.group.name Name of the object group SOAR adds IP addresses
into. url.object.group.name=SOAR_BLOCK_URL.

Credential that has been defined for this integration under the Credentials
menu.
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Parameter Value

Trust Invalid SSL Select this if web server’s certificate is self-signed or is not recognized by

Certificates browsers.

Require Approval From Select user(s) from list to ask the approval before executing actions on this
integration.

Notify Select user(s) from the list to notify when SOAR performs an action on this
integration.

5. Click Show Additional Parameters checkbox and select the frequency of policy install in
Maintenance dropdown.

(

ﬂ As the devices managed by Cisco Firepower Management Center might get overloaded, in
case of frequent attacks or misconfiguration, thus, SOAR does not deploy the changes after
every action. Instead, you can define the frequency of the deployments in Maintenance
menu by either selecting pre-defined values or by defining a custom Cron expression for
scheduling.

The ArcSight SOAR uses spring-framework’s Cron expression format. For the format and
similar example, refer to the Spring Framework-Cron Expression.

N
6. Click Save to save the integration definition.

7. Navigate to Configuration>Customization Library and edit Cisco Firepower Management
Center Advanced Action Script Default Template.

8. Select the integration that you have added to Integrations menu.
9. Click Save to complete the integration.

10. Click Test, an Integration Successful message is displayed if the credential and address are
valid.

Capabilities

1. Block IP
Action capability for adding an IP to given object group.

¢ Rollback: Yes
¢ Duplicate Control: No

This table presents the Block IP action capability details:
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Input

Parameter Description

Integration Name of the third party integration

Rollback Time to rollback this action. Default is

Mode no-rollback

IP IP address to be added to object group
Output:

Case Scope: N/A
Human Readable Output: N/A
2. Block URL

Action capability for adding an URL to given object group.

¢ Rollback: Yes

¢ Duplicate Control: No

This table presents the Block URL action capability details:

Input

Parameter Description

Integration Name of the third party integration

Rollback Time to rollback this action. Default is

Mode no-rollback

URL URL to be added to object group
Output:

Case Scope: N/A
Human Readable Output: N/A

Capabilities

Type
Integration

N/A

Network
Address

Type

Integration

N/A

URL

Scope Restricted
(Yes/ No)

N/A

N/A

Yes

Scope Restricted
(Yes/ No)

N/A

N/A

Yes

Required (Yes/
No)

Yes

No

Yes

Required (Yes/
No)

Yes

No

Yes
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Integration Guide for Cisco Identity Service
Engine

Integration Overview

The Cisco Identity Services Engine (ISE) offers a network-based approach for adaptable, trusted
access everywhere, based on the context. It provides intelligent, integrated protection through
intent-based policy and compliance solutions.This integration has been tested with Cisco
Identity Services Engine 2.3.0.238 version.

Integration Capabilities

ArcSight SOAR has the following integration capability with Cisco Identity Services Engine:
Action:

e Block MAC Address

Configuration

Prerequisites

Make sure to check the following prerequisites:

e Access to 443/tcpport as SOAR connects to Identity Services Engine APl through HTTPS.

e An user account for SOAR to connect to Identity Services Engine

Configuring Cisco ldentity Services Engine

1. Create a user account and the user must be a member of MnT Admin.

Configuring SOAR

1. Click Configuration > Credentials > Create Credential

2. Fill the Credential Editor form with following parameter values:
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a. Internal Credential:

Parameter Value

Type Internal Credential

Name Display name of credential set (For example, Cisco ISE credentials)
Username User you have created for SOAR on Cisco Identity Services Engine
Password Password of the user that you have created for SOAR on Cisco Identity

Services Engine.
Private Key Empty

b. Credential Store:

Parameter Value
Type External Credential
Name Name of the credential with pull path of the safe on store.

3. Click Configuration > Integrations > Create Integration.

4. Fill the configuration form with the following parameter values:

Parameter Value

Name Display name of Cisco Identity Services Engine integration on SOAR

Type Cisco Identity Services Engine

Address Address of the integration (the format must be https://192.168.2.3)
Credential Name of the credential set you have just created on step 2 (For example, Cisco

ISE Credentials)

Trust Invalid SSL Certificates Select this if Firewall’s certificate is self-signed or is not recognized by browsers

Configuration You must specify the following configuration parameters.
serverHost =
Require Approval From Select user(s) from list to ask her/his approval before executing actions on this
integration
Notify Select user(s) from the list to notify when SOAR performs an action on this
integration.

5. Click Test. The following pop up will be displayed if your credential and address are valid.

6. Click Save to complete integration.
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Integration Guide for Cisco Ironport Email
Security

Integration Overview

Cisco Ironport Email Security is one of Cisco Ironport products to prevent phishing, business e-
mail compromise, ransomeware and spam. This integration has been tested with Cisco
Ironport Email Security 11.0.0-264 version.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Cisco Ironport Email Security:

* Block sender IP/Host
e Block email that includes a keyword
e Block sender email

Use Case: Stopping phishing campaigns

With this integration, SOAR can block emails based on sender, IP address or a keyword while
responding to cyber-attacks. Blocking can be either performed automatically within a playbook
or manually by an analyst.

Configuration

Prerequisites

Make sure to check the following prerequisites:.

e Access to 22/tcp port as SOAR connects to Cisco Ironport Email Security via SSH.

* A user account for SOAR to connect to Cisco Ironport Email Security.

Configuring Cisco lronport Email Security

1. To access the Cisco Inroport Email Security resources, create a user account with
minimum operator role.
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Configuring SOAR

1. Click Configuration > Credentials > Create Credential.
2. Fill the Credential Editor form with the following parameter values:

a. Internal Credential:

Parameter Value
Type Internal Credential
Name Display name of credential set (For example, Cisco Firepower Management

Credentials)
Username User you have created for SOAR on on Cisco Firepower Management Center

Password Password of the user that you have created for SOAR on Cisco Firepower
Management Center.

Private Key Empty

b. Credential Store:

Parameter Value
Type External Credential
Name Name of the credential with pull path of the safe on store.

3. Click Configuration > Integrations > Create Integration.

4. Fill the configuration form with the following parameter values:

Parameter Value

Name Display name of Cisco Ironport Email Security integration on SOAR

Type Cisco Ironport Email Security

Address Address of the integration (the format must be 192.168.200.43)

Credential Name of the credential set you have just created on step 2 (For example, Cisco

Ironport Credentials)

Require Approval From Select user(s) from list to ask her/his approval before executing actions on this
integration

Notify Select user(s) from the list to notify when SOAR performs an action on this
integration.

5. Click Save to complete integration.

6. Click Test to test the integration.

Additional Notes
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e Cisco Ironport Email Security integration on SOAR is an Advanced Action Script, and you
can access the content of the default script under Configuration > Customization Library.

¢ While defining integration for the first time, you might encounter the following warning
message, which is the expected behavior for this type of integration.

'Clsco IronPaort Emall Security’ integration must be saved before teating

Integration Guide for Cisco Umbrella

Integration Overview

Cisco Umbrella provides resolution of threats to cloud protection. Cisco paragliding provides
flexible cloud protection when and how you ask for it. It combines various security features
into one solution, helping you to optimize your data on incident response and rapidly improve
safety across devices and locations.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Cisco Umbrella:

e Get Domain Status

e Get Security Score Information
e Get Risk Score

e Get WHOIS Domain

e Get Related Domain

* Get Co-occurrences

e Get Passive DNS Record
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Prerequisites

You must have HTTPS access as ArcSight SOAR connects to Cisco Umbrella APl through this
service.

Configuration

Configuring Cisco Umbrella

API requires Token authentication which can be extracted from the dashboard.

1. Navigate to Investigate > AP| Keys > Create New Token.

2. Enter a token name and click Create.

(

ﬂ The generated token includes the email address of the person who created it and the token
creation date. To revoke the token, click the delete icon.

L
(

ﬂ You can use any number of valid Investigate APl access tokens to authorize and Investigate
API requests.

Configuring SOAR

1. Click Configuration > Credential > Create Credential.
2. Specify the following parameter values in the Credential Editor form:
Private

Type Name Username Password Key
Internal Display name of credential set (for example, Cisco N/A N/A Bearer
credential Umbrella Credentials) {token}

3. Click Configuration > Integrations > Upload plugin.

4. Select your integration plugin zip file and click Save.

5. Select the integration that you have added to the Integrations menu.

6. Click Save to complete the integration.

7. Click Test. A successful message is displayed if the credential and address are valid.
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Integration Capabilities

1. Get Domain Status

Enrichment capability to look up the status, and security and content category IDs for the
domain.

Input Parameters:

Scope Restricted Required

Parameter  Description Type (Yes/No) (Yes/No)
Domain A domain name. For example, HOST, UNKNOWN, Yes Yes
‘microfocus.com’. KEYWORD

Default Parameters:

Scope Restricted Required
Parameter Description Type (Yes/No) (Yes/No)

showLabels Include the showlabels query parameter to Boolean No No
display the human-readable
or named category labels in the response.

Output:
Case Scope:
N/A

Human Readable :

Conient Categories “SoftwereTechnology”, "Busl “Compuiers and Intemet” |

2. Get Security Score Information
Enrichment capability to list multiple scores or security features of a domain

Input Parameters:

Scope Restricted Required

Parameter  Description Type (Yes/No) (Yes/No)
Domain A domain name. For example, HOST, UNKNOWN, Yes Yes
‘microfocus.com’. KEYWORD
Output:
Case Scope:
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N/A

Human Readable :
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3. Get Risk Score

Enrichment capability to get the risk score for a domain. The risk score is scaled from 0 to
100, with 100 being the highest risk and 0 being no risk at all.

Input Parameters:
Parameter Description

Domain A domain name. For example,
‘microfocus.com’.

Integration Capabilities

Scope Restricted Required

Type (Yes/No) (Yes/No)
HOST, UNKNOWN, Yes Yes
KEYWORD
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Output:
Case Scope:
Action Type Category / Value

Domain  Scope Item Property Cisco Umbrella Risk Score

Human Readable Output:

4. Get WHOIS Domain
Enrichment capability to fetch WHOIS information for the specified domain

Input Parameters:

Scope
Restricted Required
Parameter  Description Type (Yes/No) (Yes/No)
Domain A domain name without wildcard and HOST, Yes Yes
including top-level domain (TLD) UNKNOWN,
KEYWORD

Output:

Case Scope:

N/A

Human Readable Output:
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act Email
Technical Contact Email
Technical Contad Fax
Mame Servers

Administrative Contact City San Jose

REqsirant Narme MarkManitar, Inc

Dormain Mame

Technical Co

Mark
Technical Contact Crganization Cisco Technology Inc
Emauls | “mlosecEesco com” |
Audit Updated Date 2023-03-06 DOC19:3T UTC

Record Expired False

5. Get Related Domain
Enrichment capability to get a list of domain names that have been frequently requested
around the same time (up to 60 seconds before or after) as the given domain name, but
that are not frequently associated with other domain names.

Input Parameters:

Scope Restricted Required

Parameter  Description Type (Yes/No) (Yes/No)
Domain A domain name. For example, HOST, UNKNOWN, Yes Yes
‘microfocus.com’. KEYWORD
Output:

Case Scope:
N/A
Human Readable Output:
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6. Get Co-occurrences

Enrichment capability to list the co-occurrences for the specified domain.
Input Parameters:

Scope Restricted Required

Parameter  Description Type (Yes/No) (Yes/No)
Domain A domain name. For example. HOST, UNKNOWN, Yes Yes
‘cisco.com’ KEYWORD
Output:
Case Scope:
N/A

Human Readable Output:
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7. Get Passive DNS Record
Enrichment capability returns the Resource Record (RR) data for DNS responses, and
categorization data, where the answer (or data) is the domain(s).

Input Parameters:

Parameter Description Type
Domain A domain name. For example, HOST, UNKNOWN,
‘cisco.com’. KEYWORD

Query Parameters:

Parameter

limit

offset

sortorder

sortby

recordType

includefeatures

minFirstSeen

maxFirstSeen

minLastSeen

Integration Capabilities

Description

The number of records to return in the
collection.

The default limit is 500 records. The maximum
number of records returned for all requests to
the endpoint is 10,000.

A number that represents an index into the
collection. By default, the offset is O (the first
record).

Sort records by ascending (asc) or descending
(desc) order. By default, the records are
returned in descending order.

Sort records by one of the following fields:
minTtl, maxTtl, firstSeen, or lastSeen.

The type of records. For example: 'A', 'CNAME',
'NS', 'MX'".

Use commas to separate multiple types of
record.

Specify 'true' to add feature sections to the
response. The default value is 'false’.

Returns only records with firstSeen >=
minFirstSeen.

Returns only records with firstSeen <=
maxFirstSeen.

Returns only records with lastSeen >=
minLastSeen.

Scope Restricted

(Yes/No)

Yes

Type

integer

integer

string

string

string

boolean

integer

integer

integer

Scope

Required
(Yes/No)

Yes

Restricted  Required
(Yes/No) (Yes/No)

No

No

No

No

No

No

No

No

No

Yes

No

No

No

No

No

No

No

No
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Scope
Restricted  Required
Parameter Description Type (Yes/No) (Yes/No)
maxLastSeen Returns only records with lastSeen <= integer No No
maxLastSeen.
sortCategories Comma-separated list of security categories or  string No No
'All'. 'All' stands for all security categories.
Records which have at least one of these
security categories will be first in the ordering.
The rest of the sorting parameters are applied
within the records with and without any of
the security categories.
requiredCategories Filter for records with security categories. string No No

The case-sensitive security category strings are
Drive-by Downloads/Exploits, Mobile Threats,
Dynamic DNS, High Risk Sites and Locations,
Command and Control, Malware, Phishing,
Newly Seen Domains, Potentially Harmful,
DNS Tunneling VPN, and Cryptomining. Use
commas to separate multiple security category
strings.

Output:

Case Scope:

N/A

Human Readable Output:
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Integration Guide for CrowdStrike Falcon

Integration Overview

CrowdStrike is a cloud based cybersecurity tool that allows organizations to leverage its
lightweight agent. The agent is an all-encompassing EDR and antivirus software.

Integration Capabilities

* Isolate Machine

e Unisolate Machine

e Add Comment to Detection
e Update Detection Status

e Assign Detection

e Get I0C Details

e Get Hosts by I0C

e Get Process by 10C
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e List Host Vulnerabilities

¢ Get Host Details

Prerequisites

» ArcSight SOAR connects to https://falcon.crowdstrike.com/login/ APls through HTTPS.
Access to this service is required.

e CrowdStrike requires an API key for access.

Configuration

Configuring CrowdStrike

e CrowdStrike requires a Client ID and Client secret for access.

e Users with the Falcon Administrator role can create a Client ID and Client secret from
https://falcon.crowdstrike.com/ after logging in with valid credentials.

Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Specify the following parameter values in the Credential Editor:

Type Name Username Password Private Key

Internal Display name of credential set Empty Client ID created  Client Secret for the Client

credential (for example, CrowdStrike on CrowdStrike ID crea