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Integration Guide for AbuselPDB

Integration Overview

Abuse Intelligence Production Data Base ( Abuse IPDB) is a project dedicated to help
combating the spread of hackers, spammers, and abusive activity on the internet.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with AbuselPDB:

e Check IP
e Report IP

Prerequisites

You must have access to HTTPS as the ArcSight SOAR connects to AbuselPDB API through this
service.

Configuration

Configuring AbuselPDB

1. Navigate to AbuselPDB create an account.

2. Click APl tab and create an API key.

Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Specify the following parameter values in the Credential Editor:

Private
Type Name Username Password Key
Internal Display name of credential set (for example, Create API
credential AbuselPDB Credential). key

3. Click Configuration > Integrations > Create Integration.
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4. Specify the following parameter values in the Configuration Form.

Parameter Value
Name Display name of the integration.
Type AbuselPDB
Address https://api.abuseipdb.com
Configuration Specify the following configuration parameters:
max.age.in.days The max.age.in.days parameter determines how far

back in time go to fetch reports [1, 365]. For example,
max.age.in.days=30

cache.reusing.duration configure how far (in minutes) into the past this
enrichment will look. For example,
cache.reusing.duration=20

proxy.id ID of the Proxy integration if you access AbuselPDB
through a web proxy device. For example, proxy.id =
12345
Credential Credential that has been defined for this integration in the Credentials menu.
Trust Invalid SSL Select this option if web server’s certificate is self-signed or is not recognized by
Certificates browsers.

Require Approval From Select user(s) from list to ask the approval before executing actions on this
integration.

Notify Select user(s) from the list to notify when SOAR performs an action on this
integration.

5. Click Save to save the integration definition.

6. Navigate to Configuration>Customization Library and edit AbuselPDB Advanced Action
Script Default Template.

Select the integration that you have added in Integrations menu.
8. Click Save to complete the integration.

9. Click Test, an Integration Successful message is displayed if the credential and address are
valid.

Capabilities

1. Check IP
Enrichment capability for getting details about the IP.

The following table presents the Check IP capability details:
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Scope
Input Rescticted Required
Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third party integration. Integration No Yes
Max Age in  The max.age.in.days parameter determines how  Text No No
Days far back in time go to fetch reports.
P IP to be checked. Network Yes Yes
Address

Output:

Case Scope:
Action Type Category/ Value
Add Scope Item Keyword (Related)

Human Readable Output:

2. ReportIP

Action capability for reporting an IP address:

Rollback : No

Duplicate Check: No

The following table provides the Report IP action capability details:
Input Scope Rescticted Required
Parameter Description Type (Yes/No) (Yes/No)
IP IP to be reported. Network Yes Yes

Access
Category Category of reported IP.  Enum No Yes
Comment Comment for reported Text No No
IP.

Output:

Case Scope:

Action Type Category/ Value

Add Scope Item Keyword (Related)

Human Readable Output: N/A
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Integration Guide for AlientVault OTX

Integration Overview

AlienVault OTX is an open threat exchange platform supported by AlienVault and the
community.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with AlienVault OTX:

¢ |P Indicator
Hash Indicator
URL Indicator

Domain Indicator

Hostname Indicator

Use Case: Enrichment of artifacts detected in the organization

SOAR, when integrated with AlienValut OTX, can search for an artifact and gather information
such as related threats and recent detections. This information may lead the investigation into
a different path, and analysts can investigate and root out malicious activities in their
networks.

This integration can be performed automatically within a playbook or manually by an analyst.

Configuration

Prerequisites

* SOAR connects to AlienVault OTX API via HTTPS. Typically it runs on 443/tcp port. So access
to this service is required.

e A user account is required for SOAR to connect to AlienVault OTX. It can be created from
the following link:

https://otx.alienvault.com
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Configuring AlienVault OTX

e AlienVault OTX requires an API key for access. Users can retrieve it from
https://otx.alienvault.com/api after logging in with a valid credential.

Configuring SOAR

1. Click Configuration > Credentials > Create Credential

2. Fill in the Credential Editor form with the following information:

Type Name Username Password
Internal Display name of credential set (i.e., Empty Empty
Credential AlienVault OTX Credentials)

3. Click Configuration > Integrations > Create Integration

4. Fill in the configuration form with the following information:

Parameter Value

Name Display name of AlienVault OTX integration on SOAR.

Type AlienVault OTX.

Address Address of the cloud service is standard: https://otx.alienvault.com.

Configuring SOAR

Private Key

API Key
retrieved
from the
AlienVault
OTX
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Parameter Value

Configuration You need to specify the following configuration parameters:

# Integration ID of the proxy integration to use when co

nnecting to current

# integration.

# If not provided, SOAR will try to use a direct connection.
#proxy.id=123

#Max count of fetching NIDS list for IP Indicator enrichment

#If not provided, SOAR will fetch last 10 NIDS(s)
#ip.indicator.nids.list.entry.count=10

#Max count of fetching URL list for IP Indicator enrichment

#If not provided, SOAR will fetch last 50 URL(s)
#ip.indicator.url.list.entry.count=50

#Max count of fetching URL list for Domain Indicator enrichment
#If not provided, SOAR will fetch last 50 URL(s)
#domain.indicator.url.list.entry.count=50

#Max count of fetching Malware list for Hostname Indicator enrichment
#If not provided, SOAR will fetch last 50 Malware(s)
#thostname.indicator.malware.list.entry.count=50

#Max count of fetching URL list for Hostname Indicator enrichment
#If not provided, SOAR will fetch last 50 URL(s)
#hostname.indicator.url.list.entry.count=50

# configure how far (in minutes) into the past this enrichment will look.
#tcache.reusing.duration=20

Credential Name of the credential set you’ve just created on step 2. (i.e., AlienVault OTX Credentials).

Trust Invalid SSL  Select this if Engine’s certificate is self-signed or not recognized by browsers. Not selected.
Certificates

Require Select user(s) from list to ask her/his approval before

Approval From executing enrichments on this integration.

Notify Select user(s) from the list to notify when SOAR performs an enrichment on this
integration.

5. Click Save to complete integration.

6. When you click the Test button the following pop up should be displayed if your
credentials and address are valid.

Additional Notes

e AlienVault OTX integration on SOAR is an Advanced Action Script, and the content of the
default script is accessible under Configuration > Customization Library.

¢ While defining the integration for the first time, you will encounter the following warning
message, which is expected behavior for this type of integration.
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Integration Guide for Amazon Amazon AWS
CloudTrail

Overview of the Plugin

Amazon AWS CloudTrail is an AWS service that helps you enable operational and risk auditing,
governance, and compliance of your AWS account. Actions taken by a user, role, or an AWS
service are recorded as events in CloudTrail. CloudTrail is enabled on your AWS account when
you create it. When activity occurs in an AWS account, that activity is recorded in a CloudTrail
event. You can easily view recent events in the CloudTrail console by going to Event history. For
an ongoing record of activity and events in your AWS account.

Integration Capabilities

Amazon AWS CloudTrail Logs Features/Functionalities to be Integrated:

e List Trails

e Get Trail

e Create Trail

e Delete Trail

e Start Logging

* Stop Logging

e Get Trail Status
e Lookup Events

e List Queries
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Prerequisites

You must have access to HTTPS as the ArcSight SOAR connects to Amazon CloudTrail Logs API
through this service

Configuration

Configuring Amazon CloudTrail Logs

1. Authentication: APl requires Access key and Secret Key to generate the AWS signature.

Follow these basic steps to generate the access key and secret key to access the Amazon
AWS CloudTrail Logs Rest API.

a. Create your Amazon account.

b. Create a new user by navigating to the Identity and Access Management (IAM) section
from your AWS Management Console.

c. Click Add User button to create a new user.
d. Choose your preferred username and make sure you select Programmatic access.

e. When it comes to permissions, you can add existing permission during this step. For
most services, you can also do this from within the service configuration.

Add the below scope to the user.
Scope Required
AWSCloudTrail_FullAccess Yes

AmazonS3FullAccess Yes

On the last page, you will see the access key id and the secret code. You will need to save
them somewhere securely.

Authentication Parameters

a. Request Headers:

Parameter Data type Description Required

Access Key  String Access key of the Yes

particular user.

Secret Key String Secret key of the Yes

particular user.
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b. Additional Configuration:

Configuration Parameter Description

proxy.id Proxy device to be used while communicating with the remote system’s API.
AWS Region The region name to which the AWS server belongs too.

Cache.reusing.duration Default cache-reuse parameter

Configuring SOAR

1. Click Configuration > Credentials > Create Credentials.

2. Specify the following parameter values in the Credential Editor form.

Private
Type Name Username Password Key
Internal Display name for credential set N/A The Access Key to authenticate The
credential (for example, AWS CloudWatch the Amazon AWS CloudTrail Logs Secret
Logs APIs. Key.

Credentials).

Select your integration plugin zip file and click on Save.
Select the integration that you have added to the Integrationsmenu.

Click Save to complete the integration.

I

Click Test, and an Integration Successful message is displayed if the credential and address
are valid.

Integration Capabilities:

1. List Trails
Enrichment capability to list trails that are in the current account.
Input Parameters: N/A

Request Headers:
X-Amz-Target CloudTrail_20131101.ListTrails
Content-Type application/x-amz-json-1.1

Default Parameters:

Key Description Data Type Scope Restricted Required
NextToken The token for the next set of items to return.  String No No
Output:
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Case Scope: N/A
Human Readable Output:
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2. Get Trail
Enrichment capability to return settings information for a specified trail.

Input Parameters:

Scope
Path restricted Required
Parameter  Description Type (Yes/No) (Yes/No)
Trail Name  The name or the Amazon Resource Name (ARN) of  UNKNOWN,  Yes Yes
the trail for which you want to retrieve settings KEYWORD
information.

Request Headers:
X-Amz-Target com.amazonaws.cloudtrail.v20131101.CloudTrail_20131101.GetTrail

Content-Type application/x-amz-json-1.1

Output:
Case Scope: N/A
Human Readable Output:
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3. Create Trail

Action capability to Create a trail that specifies the settings for delivery of log data to an
Amazon S3 bucket.

Rollback: No
Duplicate Control: Yes

Input Parameters:

Scope Required
Key Description Type restricted (Yes/No)
Trail Name Specifies the name of the trail. String  No Yes
S3 Bucket  Specifies the name of the Amazon S3 bucket designated  String  No Yes
Name for publishing log files.
Start Specifies if logging needs to start on the newly created Array No Yes
Logging trail of not of

string

Request Headers:
X-Amz-Target com.amazonaws.cloudtrail.v20131101.CloudTrail_20131101.CreateTrail

Content-Type application/x-amz-json-1.1

Default Parameters:
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Scope
Query Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Enable Log Specifies whether log file integrity validation is enabled. Bool No No
File Validation (Default: True)
Include Global Specifies whether the trail is publishing events from Bool No No
Service Events global services such as IAM to the log files.(Default
Value: True)
Output:

Case Scope: N/A
Human Readable Output: N/A
4. Delete Trail

Action capability to delete a trail. This operation must be called from the Region in which
the trail was created. DeleteTrail cannot be called on the shadow trails (replicated trails in
other Regions) of a trail that is enabled in all Regions.

Rollback: No
Duplicate Control: No

Input Parameters:

Scope
Path restricted Required
Parameter  Description Type (Yes/No) (Yes/No)
Trail Name  The name or the Amazon Resource Name UNKNOWN, Yes Yes

(ARN) of the trail to be deleted. KEYWORD

Request Headers:

X-Amz-Target com.amazonaws.cloudtrail.v20131101.CloudTrail_20131101.DeleteTrail

Content-Type application/x-amz-json-1.1

Output:

Case Scope: N/A

Human Readable Output: N/A
5. Start Logging

Action capability to Start the recording of AWS API calls and log file delivery for a trail. For
a trail that is enabled in all Regions, this operation must be called from the Region in which
the trail was created. This operation cannot be called on the shadow trails (replicated trails
in other Regions) of a trail that is enabled in all Regions.

Rollback: Yes

Duplicate Control: No
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Input Parameters:

Scope
Path restricted Required
Parameter  Description Type (Yes/No) (Yes/No)
Trail Name  Specifies the name or the CloudTrail ARN of the UNKNOWN, Yes Yes

trail for which CloudTrail logs AWS API calls. KEYWORD

Request Headers:

X-Amz-Target com.amazonaws.cloudtrail.v20131101.CloudTrail_20131101.StartLogging

Content-Type application/x-amz-json-1.1

Output:

Case Scope: N/A

Human Readable Output: N/A
6. Stop Logging

Action capability to suspend the recording of AWS API calls and log file delivery for the
specified trail. Under most circumstances, there is no need to use this action. You can
update a trail without stopping it first. This action is the only way to stop recording.

Rollback: Yes
Duplicate Control: No

Input Parameters:

Scope
Path restricted Required
Parameter  Description Type (Yes/No) (Yes/No)
Trail Name  Specifies the name or the CloudTrail ARN of the UNKNOWN,  Yes Yes

trail for which CloudTrail logs AWS API calls. KEYWORD

Request Headers:

X-Amz-Target com.amazonaws.cloudtrail.v20131101.CloudTrail_20131101.StopLogging

Content-Type application/x-amz-json-1.1

Output:

Case Scope: N/A

Human Readable Output: N/A
7. Get Trail Status

Enrichment capability which returns a JSON-formatted list of information about the
specified trail. Fields include information on delivery errors, Amazon SNS and Amazon S3
errors, and start and stop logging times for each trail. This operation returns trail status
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from a single Region. To return trail status from all Regions, you must call the operation on
each Region.

Input Parameters:

Scope Required
Key Description Type restricced  (Yes/No)
Name  Specifies the name or the CloudTrail ARN of the trail for String  Yes Yes

which you are requesting status.
Request Headers:
X-Amz-Target com.amazonaws.cloudtrail.v20131101.CloudTrail_20131101.GetTrailStatus
Content-Type application/x-amz-json-1.1

Output:
Case Scope: N/A
Human Readable Output:
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8. Lookup Events

Enrichment capability to Look up management events or cloudTrail Insights events that are
captured by CloudTrail. You can look up events that occurred in a Region within the last 90
days.

Input Parameters:
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Scope
Key Description Data Type Restricted Required
Time Specifies that only events that occur before or at the Datetime No No
Range specified time are returned. Range
Event Specifies the event category. (Default Value: Insight, Array No Yes

Category  Management )

Request Headers:
X-Amz-Target com.amazonaws.cloudtrail.v20131101.CloudTrail_20131101.LookupEvents
Content-Type application/x-amz-json-1.1

Default Parameters:

Data Scope
Key Description Type Restricted  Required
NextToken The token for the next set of items to return. String No No
MaxResults  The number of events to return. Possible values are 1 Integer No No

through 50. The default is 50.

Output:
Case Scope: N/A
Human Readable Output:
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9. List Queries

Enrichment capability to return a list of queries and query statuses for the past seven days.

Input Parameters:

Scope
Key Description Data Type
Time Specifies that only events that occur before or at the Datetime  No
Range  specified time are returned. Range
Event The ARN (or the ID suffix of the ARN) of an event data String No
Data store on which queries were run.
Store ID
Query  The status of queries that you want to return in results. Array No

Status Valid values for QueryStatus include "ALL", "CANCELLED",
"FAILED", "FINISHED", "QUEUED", "RUNNING", "TIMED
ouT"

Request Headers:

X-Amz-Target com.amazonaws.cloudtrail.v20131101.CloudTrail_20131101.ListQueries

Content-Type application/x-amz-json-1.1

Default Parameters:

Data
Key Description Type
NextToken The token for the next set of items to return. String
MaxResults ~ The maximum number of queries to show on a String

page.
Output:
Case Scope: N/A
Human Readable Output:
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Restricted Required

No

Yes

Yes

Required
No

No
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Integration Guide for Amazon AWS Lambda

Integration Overview

AWS Lambda is an event-driven, server-less computing platform provided by Amazon as a part
of Amazon Web Services. It is a computing service that runs code in response to events and
automatically manages the computing resources required by that code.

Integration Capabilities

e Get Function
e List Function

¢ |Invoke Function

Prerequisites

e ArcSight SOAR connects to lambda.region.api.aws APIs through HTTPS. Access to this
service is required.

e Access key ID and Secret Access key are required for ArcSight SOAR to connect to Amazon
AWS Lambda.

Configuring Amazon AWS Lambda

Log in to https://aws.amazon.com.
Navigate to My Security Credentials > Identity Access Management (IAM).
Click Access Management > Users > Add Users.

Select Access Type as Programmatic Access.

A T

You can skip the next steps until Access Key and Secret Access Key are displayed.
[ ﬂ Download the credentials as the Secret Access Key is not displayed post this step.

6. Add the following action permissions if you require admin permissions for this service or
contact your AWS cloud support:

{
"Version": “2012-18-17",

"Statement": [
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"Sid”: "VisualEditoreo”,

"Effect": “Allow”,

"Action": [
"lambda:ListFunctions”,
"lambda: InvokeFunction”,
"lambda:GetFunction"

1B

"Resource": "*"

Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Specify the following parameter values in the Credential Editor:

Private
Type Name Username Password Key
Internal Display name of credential set ( for Empty Access Key Secret
Credential example, Amazon AWS Lambda Key
Credentials).
3. Click Configuration > Integrations > Create Integration.
4. Specify the following parameter values in the Configuration Form:
Parameter Value
Name Display name of the integration
Type Amazon Lambda Integration
Address Address of the integration should follow the format https://lambda.ap-

southeast-1.api.aws for specific region

Configuration Specify the following configuration parameter values:
proxy.id Integration ID of the proxy to use current intergration.
For example:

Proxy.id=12345

Configuring SOAR

Page 43 of 690


https://lambda.ap-southeast-1.api.aws/
https://lambda.ap-southeast-1.api.aws/

Integration Guides

Parameter

Credential
Trust Invalid SSL Certificates
Require Approval From

Notify

Capabilities

1. Get Function

Value

Credential that has been defined for this integration under the Credentials
menu

Select this option if the firewall’s web certificate is self-signed or if it is not
recognized by browsers

Select user(s) from list who can provide approval before executing actions
on this integration

Select user(s) from the list who can provide approval when SOAR performs
an action on this integration

Enrichment capability for creating Lambda function.

Required
Input Parameter Description Type Scope Restricted(Yes/No) (Yes/No)
Integration Name of the third party Integration N/A Yes
integration
Region Region to be specified for String No Yes
creating the Lambda function
Function name Function Name, Function String No Yes
ARN, Partial ARN
Qualifier Ex: SLATEST String No Yes
Output:
Case Scope
N/A

Human Readable Output

2. List Functions

Enrichment capability for retrieving list of Lambda Functions

Input Scope Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Integrations Name of the third party integrations Integer N/A Yes
Region Region to be specified for creating the String No Yes
Lambda function
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Input
Parameter Description
Function All Version of the function, ex: ALL, LATEST
Versions
Max ltem Maximum value of item must be fetched
from range 1-1000
Case Scope
N/A

Human Readable Output
3. Invoke Action

Action capability for invoking Lambda function.

Input

Parameter Description

Integration Name of the third party integration.
Rollback Time to rollback this action. Default is no
Mode rollback

Region Region to be specified for creating the

Lambda function

Function Function Name, Function ARN, Partial ARN
name
Qualifier Ex: ALL SLATEST
Invocation Invocation Type Ex: RequestResponse,
Type Event, DryRun
Payload Json payload

Output:

Case Scope

N/A

Human Readable Output

N/A

Capabilities

Type

Boolean

Integer

Type
Integration

N/A

String

String

String

String

Json

Scope Restricted
(Yes/No)
No

No

Scope Restricted
(Yes/No)

N/A

N/A

No

No

No

No

No

Required
(Yes/No)
No

Yes

Required
(Yes/No)

Yes

No

Yes

Yes

No

No

No
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Integration Guide for Amazon EC2

Integration Overview

Amazon EC2 (Elastic Compute Cloud) forms a central part of Amazon.com’s cloud-computing
platform, Amazon Web Services, by allowing users to establish virtual networks and rent virtual
computers on which they can run their own applications. Amazon EC2 REST-API supports the
following Amazon Web Services:

e Amazon EC2

e Amazon EBS

e Amazon VPC

e AWS VPN

Please note that this integration is in Beta.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Amazon EC2:

e Add Network ACL Entry (VPC)
* Delete Network ACL Entry (VPC)

Use Case: Blocking Attackers

SOAR when integrated with Amazon EC2, blocks the attacker's IP addresses while responding
to a cyber-attack. The blocking can be performed automatically within a playbook or manually
by an analyst.

Configuration

Prerequisites

e SOAR connects to Amazon EC2 APl via HTTPS. Access to https://ec2.amazonaws.com
(443 /tcp port) is required.

e AWS Access Key and AWS Access Key Secret are required for SOAR to connect

Amazon Web Services.

Configuring on Amazon AWS
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1. Login to Amazon Console (https://aws.amazon.com). Navigate to My Security Credentials,
and select Identity Access Management (IAM) service:

L o o & console.aws.amazon.com/consale/home?nc2=h_ctlregions=us-sast-18src=header -signing =

dws

Services ~ Resource Groups ~

AWS Management Console

AWS services o

Console

Find Services
¥ou can Enter names, keywords 4obile App.

¥ Recently visited services Explore AWS
w VPC I 1AM

! Amazon Redshift
| EC2 & Billing

2. To add an IAM(identity and access management) user, click Access Management > Users >
Add User. While adding new user account, it is important to select Access Type as
Programmatic Access.
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i« ' & console.aws.amazon.com/iam/hometregion=us-east-1#jusers o

Resource Groups ~

ldentity and Access m
Management (IAM) 1 —

Dashboard
v Access managemennt User nama » | Groups Access key age Password age Last activity MFA

Groups & 8 days Nare Today Mat enabled
e Hona Nane Nona Hat enabled
Rolas

Policies

Identity providers

Aconnt

a5
» AcGeas reports
Access analyzer
Archive rules

Anilyzer delails

o c # console.aws.amazon.com/iam/homairegion=us st-1#/users $new*step=details

aws

Services ~ Resource Groups ~ *

Set user details

You can add multiple users at once with the same access I',upe and PEnTISSIONS. Leam mone
User nama* AWE-E1aF-pos

O Add another user

Select AWS access type

Selact how these usars will access AWS. Access keys and autogenerated passwords are provided in the last step. Learm more

Access typs* |« Programmatic scceas

Enables an sccess key ID and secret access key for the AWS AP, CLI, SDK, and
athar

palopmant tools,

AWS Management Console access

Enablas a password that allows LSars 19 sign-in to the AWS Management Conscle

3. You can skip the next steps in the Add User process until Access Key and Access Key Secret
are displayed.

[ ﬂ Note: Download the credentials as the Access Key Secret is never displayed post this step.

€ C @ console.aws.amazan.com/iam/ham

18/userssnew?step=rinal&a

serNames=aws-atar-poc k]

® Success

You succasstully creatad the users shown balow. You can view and downboad user security credentials. You can also emall usars
instructions for signing in fo the AWS Management Console. This is the last time thess credentials will be available o download. However,
you can create new credentials at amy tme

Users with AWS Management Conscle access can sign-in at

& Download oev

User Access key ID Secret access key

¥ @ aws-atar-poc e Show
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4. To arrange access policy, click > Access Management > Policies, and search for the required
policy in previously defined policies list.

For example, the following image shows the policy AmazonVPCFullAccess.

L # console.aws amazon.comiam/ home fregior

e us-gast-18jpolicies * o0& {
."1‘."‘1'{-‘. Services ~  Resource Groups -

Identity and Access Paliey actions = s o
Managemant (LAM) b
Filter policies Q, vpe
Dashboard
w Access management FOIIQ! —— T\.p. Uned e p"QH
Groups »

Usans

¥
Aoles
¥
. - AWS managed Panmissians paliay (1) Provides full sccess 1o Amazon VPG via the AWS Manage
providers
witings AmazonVPCFullAccess
Provides full sccess to Amazan VPG va the AWS Maragsment Conaale
JEON
ACCaEE analyzer i
T
Q Fitt
A el
Credential repornt Service v Agcess level Rescurce Ruquest sendhion
ncitivity Allow (1 of 222 sarvices) Shaw rermaining 221

arvice corirol policies [SCPs)

5. Select AmazonVPCFullAccess and open the Policy Summary.

a. Click Policy Usage > Attach.

b. In the Attach Policy menu, select the user that you have created in the previous steps,
from the available users list in the system.
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<« C & console.aws.amazon.com/fiam/home?region=us-east-1#/pol

Services ~  Resource Groups ~ %

Identity and Access Policies » AmazonVPCFullAccess
Management (IAM A
ot SAMY Summary
Dashboard Policy ARN  arm:aws:iam::aws-policy/AmazonVPCFulliccess (2
= Access management Description Provides full access to Amazon VPC via the AWS Management Console.
Groups e ———
Permissions Policy usage Puolicy versions Access Advisor
Users
Roles ~ Permissions (1)
Policies Artach this policy to an |AM entity to apply ts permissions to the entity. Learn mare

Identity providers
e

Aczount settings

Access reports Filter: Fitter Q, Ses

4

Access analyzer
Name - Type -
Archive rules
User
Analyzer detalls
Credential report Sl i
+ Permissions boundaries
Organization activity

Service control policies (SCPs)

L. C & console.aws. amazon.com/lam/hameragion =us-sast-18/policles/armawslam:aws:policy/ AmazenVPCFullAccess SattachTsaction=attached_entitieslstep=antities

Services ~ Resource Group

Attach the policy to users, groups, or roles in your account

Filter: Filter - Q, Search

Hame = Type -

|  aws-atar-poc Usar

Usar

Group

6. You can verify if the permission is successful for the user account that you’ve created on
the Policy Usage page.

ciesfarn:aws:iam:aws:policy/AmazonVPCFullAccess$serviceLevelSummary?section=attached_ei
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& console.aws.amazon.com/iam/home?ragion=us-east-1#

Services ~ Resource Groups ~

» AmazorVPCFUlAccess

Identity and Access Policies
Management (IAM 1
b Summary
Dashboard Policy ARM B aws: iam;-awspolicy/AmazonVPCFullAccess £

» Access management Description  Provides fus

Groups e
Parmissions Policy usage Policy varsions Access Advisor

= Permissions (2)

Attach this policy to an LAM antity to apply its parmissions to the entity. Leam more

ins
Identity providers m

Account ssthings

w Acoess reports Filter: Filter Q) Sear
Accass analyzer
Mame ~ Type ~
Archive rules
L
Analyzer details i
Aws-atar User
Cradential report
Cirganization activity i
+ Permissions boundaries

Sarvice control policies (SC

Configuring on SOAR
1. Click Configuration > Credentials > Create Credential.
2. Fill the Credential Editor form with the following information:

a. Internal Credential:

Type Name Username:

Internal Display name of credential set  Access Key of IAM user you have

credential (i.e., Amazon AWS Credentials) created

b. Credential Store:

Type Name

External credential

3.
the following information:
Parameter Value
Type Amazon EC2
Address Address of the integration

Configuring on SOAR

access to Amazon VFC via the AWS Management Console.

Name of the credential with full path of the safe on store

(https://ec2.amazonaws.com)

Showin

Private
Password Key

Secret of Empty
Access Key

of IAM user

you have

created

Click Configuration > Integrations > Create Integration. Fill the Configuration form with
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Parameter Value

Configuration You need to specify the following configuration
parameters

Credential Name of the credential set you have just created on

step 2. (i.e., Amazon AWS Credentials)

Trust Invalid SSL Certificates No need to select

Require Approval From Select user(s) from list to ask her/his approval before
executing actions on this integration

Notify Select user(s) from the list to notify when SOAR
performs an action on integration

4. Click Save to complete integration.

5. Click the Test button. The following pop up will be displayed if your credential and address
are valid.

Additional Notes

e Amazon EC2 integration on SOAR is an Advanced Script, and the content of the default
script is accessible under Configuration > Customization Library.

» While defining the integration for the first time, you might encounter the following
warning message, which is the expected behavior for this type of integration.

Amazon ECZ2' imtegralion musat ba saved balors iasting

Additional Notes Page 52 of 690



Integration Guides

Integration Guide for Amazon GuardDuty

Integration Overview

Amazon GuardDuty is a security monitoring service that analyses and processes data sources,
such as Amazon AWS CloudTrail data events for Amazon S3 logs, CloudTrail management event
logs, DNS logs, Amazon EBS volume data, Kubernetes audit logs, Amazon VPC flow logs, and
RDS login activity. It uses threat intelligence feeds, such as lists of malicious IP addresses and
domains, and machine learning to identify unexpected, potentially unauthorized, and malicious
activity within your AWS environment. This can include issues such as escalation of privileges,
use of exposed credentials, or communication with malicious IP addresses, domains, presence
of malware on your Amazon EC2 instances and container workloads, or discovery of unusual
patterns of login events on your database.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Amazon GuardDuty:

e List Detectors

e Get Detector Details

e Create Trusted IP List

e Delete Trusted IP List

e List Trusted IP List

e Get Trusted IP List Detail

e Add to trusted IP List

e Remove from trusted IP List
e Create Threat Intel List

e Delete Threat Intel List

e List Threat Intel List

e Get Threat Intel List Details
e Add to Threat Intel List

e Remove from Threat Intel List
e List Findings

e Get Finding Detail

e Archive Finding
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¢ Unarchive Finding

e Update Finding Feedback

Prerequisites

You must have access to HTTPS as the ArcSight SOAR connects to Amazon GuardDuty API
through this service.

Configuration

Configuring Amazon GuardDuty

1. Authentication: APl requires Access Key and Secret Key to generate the AWS signature.
Complete the following basic steps to generate the access Key and secret Key to access
the Amazon GuardDuty Rest API:

a. Create your amazon account.

b. Navigate to the Identity and Access Management (IAM) section from your AWS
Management Console to create a new user.

c. Click Add User to create a user.
d. Specifyyour preferred Username and make sure you select Programmatic access.

e. For permissions, you can add existing permission during this step. For most services,
you can also add it from within the service configuration.
Add the following scope to the user:

Scope Required
AmazonGuardDutyFullAccess Yes
IAMFullAccess Yes
AmazonS3ReadOnlyAccess Yes

ﬂ On the last page, you will see the access key id and the secret code. You will need to
save them somewhere securely.

Authentication parameters

Request Headers:

Parameters Data Type Description Required

Access Key String Access Key of the particular user. Yes
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Secret Key String Secret Key Yes

2. Additional Configuration:

Configuration Parameter Description

proxy.id Proxy device to be used while communicating with remote system’s API.
AWS Region The region name to which the AWS server belongs too.

Service Name Name of the AWS service.

Cache.reusing.duration Default cache-reuse parameter.

Configuring SOAR

1. Click Configuration > Credentials > Create Credentials.
2. Specify the following parameter values in the Credential Editor form:
Private
Type Name Username Password Key
Internal Display name of credential set (for N/A The Access Key to Secret
credential  example, Amazon GuardDuty authenticate the Amazon Key
Credentials) GuardDuty APIs
3. Click Configuration > Integrations > Upload plugin.
4. Select your integration plugin zip file and click Save.
5. Select the integration that you have added to Integrations menu.
6. Click Save to complete the integration.
7. Click Test,If the credential and address are valid a success message is displayed.
Capabilities
1. List Detectors
Lists detector IDs of all the existing Amazon GuardDuty detector resources.
Request Headers:
Parameters Datatype Description Required
Access Key String Access key of the particular user Yes
Secret Key String Secret Key Yes

Default Parameter:
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Scope
Query Restricted  Required
Parameter Description Type (Yes/No) (Yes/No)
MaxResults  You can use this parameter to indicate the maximum Integer No No
number of items that you want in the response. The
default value is 50. The maximum value is 50.
NextToken You can use this parameter when paginating results. String No No

Set the value of this parameter to null on your first call
the list action. For subsequent calls to the action, fill
nextToken in the request with the value of NextToken
from the previous response to continue listing data.

Output:

Case Scope:

N/A

Human Readable Output:

Key Value

Detecior lds | “4Bc26416206 1blal34abbBBcaldlaldlc” ]

2. Get Detector Detail
Retrieves an Amazon GuardDuty detector specified by the detectorld.

Request Headers:

Parameters Datatype Description Required
Access Key String Access key of the particular user Yes
Secret Key String Secret Key Yes

Path Parameters:

Path Scope Restricted Required
parameter Description Type (Yes/No) (Yes/No)
detectorld The unique ID of the detector that you String  No Yes
want to get.
Output:

Case Scope: N/A
Human Readable Output
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3. Create Trusted IP List

Creates a new IPSet, which is called a trusted IP list in the console user interface. An IPSet
is a list of IP addresses that are trusted for secure communication with AWS infrastructure
and applications. GuardDuty does not generate findings for IP addresses that are included
in IPSets. Only users from the administrator account can use this operation.

* Rollback: No
¢ Duplicate Control: No

Request Headers:

Parameters Datatype Description Required
Access Key String Access key of the particular user Yes
Secret Key String Secret Key Yes

Path Parameters:

Path Scope Restricted Required
parameter Description Type (Yes/No) (Yes/No)
detectorld The unique ID of the detector that you String  No Yes

want to get.

Request Body Parameters:
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Scope

Request restricted Required
Body Description Type (Yes/No) (Yes/No)
activate A Boolean value that indicates whether GuardDutyisto  Bool No No

start using the uploaded IPSet. (Default is set to True

always)
clientToken  The idempotency token for the create request. String  No No
format The format of the file that contains the IPSet. Valid String  No Yes

Values: TXT | STIX | OTX_CSV | ALIEN_VAULT | PROOF_

POINT | FIRE_EYE
location The URI of the file that contains the IPSet. String  No Yes
name The user-friendly name to identify the IPSet. String No Yes

Output:

Case Scope: N/A

Human Readable Output: N/A
4. Delete Trusted IP List

Deletes the IPSet specified by the ipSetld. IPSets are called trusted IP lists in the console
user interface.

¢ Rollback: No
¢ Duplicate Control: No

Request Headers:

Parameters Datatype Description Required
Access Key String Access key of the particular user Yes
Secret Key String Secret Key Yes

Path Parameters:

Path Scope Restricted Required
Parameter  Description Type (Yes/No) (Yes/No)
detectorld The unique ID of the detector associated String No Yes

with the IPSet.

ipSetld The unique ID of the IPSet to delete. String No Yes

Output:

Case Scope: N/A

Human Readable Output: N/A
5. List Trusted IP List
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Enrichment capability to search for domain names that match your specific search string.
Unlike Domain suggestions, Domain Search finds currently registered or previously
registered domain names that are either currently registered or have been registered in
the past under one of the major gTLDs (.com, .net, .org, .info, .us, or .biz). Many countries
code TLDs, or the new gTLDs.

Request Headers:

Required
Yes

Yes

Required
(Yes/No)

Yes

restricted  Required
(Yes/No) (Yes/No)

Parameters Datatype Description
Access Key String Access key of the particular user
Secret Key String Secret Key
Path Parameters:
Path Scope Restricted
parameter Description Type (Yes/No)
detectorld The unique ID of the detector that you String  No
want to get.
Default Parameters:
Scope
Path Parameter Description Type
MaxResults You can use this parameter to indicate the Integer No
maximum number of items you want in the
response. The default value is 50. The maximum
value is 50.
NextToken You can use this parameter when paginating String No
results. Set the value of this parameter to null on
your first call to the list action. For subsequent
calls to the action, fill nextToken in the request
with the value of NextToken from the previous
response to continue listing data.
Output:

Case Scope: N/A

Human Readable Output

Locaton Format Sams

MNACTIVE

No

No

6. Get Trusted IP List Details

Retrieves the IPSet specified by the ipSetld.

Request Headers:

Capabilities
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Parameters Datatype Description Required
Access Key String Access key of the particular user Yes
Secret Key String Secret Key Yes
Path Parameters:
Path Scope restricted Required
Parameter  Description Type (Yes/No) (Yes/No)
detectorld  The unique ID of the detector that the IPSet is String  No Yes
associated with.
IpSetid The unique ID of the IPSet to retrieve. String  No Yes
Output:

Case Scope: N/A
Human Readable Output

7. Add to Trusted IP List
Add IP to the Trusted IP list detail.
e Rollback: Yes
¢ Duplicate Control: Yes

Request Headers

Parameters Datatype Description
Access Key String Access key of the particular user
Secret Key String Secret Key

Path Parameters:

Path Parameter Description Type
Bucket Name The name of the S3 bucket String

Key The file path of S3 bucket file  String

Request Body Parameters:

Capabilities

Scope Restricted(Yes/No)
No

No

Required

Yes

Yes

Required (Yes/No)
Yes

Yes
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Request Scope restricted Required
Body Description Type (Yes/No) (Yes/No)
IPSET The unique ID that specifies the IPSet that you String No Yes

want to update.

Output:
Case Scope: N/A
Human Readable Output: N/A
8. Remove from Trusted IP List
Remove the IP from Trusted IP list detail.
¢ Rollback: No
¢ Duplicate Control: No

Request Headers:

Parameters Datatype Description Required Parameters
Access Key String Access key of the particular user Yes Access Key
Secret Key String Secret Key Yes Secret Key

Path parameters:

Path Parameter Description Type Scope Restricted(Yes/No) Required (Yes/No)
Bucket Name The name of the S3 bucket String No Yes
Key The file path of S3 bucket file  String No Yes

Request Body Parameters:

Request Scope restricted Required
Body Description Type (Yes/No) (Yes/No)
IPSET The unique ID that specifies the IPSet that you String  No Yes

want to update.

Output:

Case Scope: N/A

Human Readable Output: N/A
9. Create Threat Intel List

Creates a new ThreatIntelSet. ThreatintelSets consist of known malicious IP addresses.
GuardDuty generates findings based on ThreatintelSets. Only users of the administrator
account can use this operation.

¢ Rollback: No

¢ Duplicate Control: No

Capabilities Page 61 of 690



Integration Guides

Request Headers

Parameters Datatype Description Required
Access Key string Access key of the particular user Yes
Secret Key string Secret Key Yes

Path Parameters:

Scope

Path restricted Required
Parameter  Description Type (Yes/No) (Yes/No)
detectorld The unique ID of the detector of the GuardDuty account String  No Yes

that you want to create a threatintelSet for.

Request Body Parameters
Scope

Request restricted  Required
Body Description Type (Yes/No) (Yes/No)
clinetToken  The idempotency token for the create request. String  No No
format The format of the file that contains the ThreatintelSet. String  No Yes

Valid Values: TXT | STIX | OTX_CSV | ALIEN_VAULT |

PROOF_POINT | FIRE_EYE

location The URI of the file that contains the ThreatIntelSet. String  No Yes
name A user-friendly ThreatintelSet name displayed in all String  No Yes

findings that are generated by activity that involves IP

addresses included in this ThreatintelSet.

Default Request Body Parameters:
Scope
Request restricted Required
Body Description Type (Yes/No) (Yes/No)
activate A Boolean value that indicates whether GuardDuty is to Bool No No
start using the uploaded ThreatintelSet.{Default Keep it as
True}

Output:

Case Scope: N/A

Humnan Readable Output: N/A
10. Delete Threat Intel List
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Deletes the ThreatlIntelSet specified by the ThreatIntelSet ID.
¢ Rollback: No

¢ Duplicate Control: No

Request Headers:

Parameters Datatype Description Required
Access Key string Access key of the particular user Yes
Secret Key string Secret Key Yes

Path Parameters:

Scope
restricted Required
Path Parameter  Description Type (Yes/No) (Yes/No)
detectorld The unique ID of the detector that the String No Yes
threatintelSet is associated with.
threatintelSetld  The unique ID of the threatintelSet that  HOST, No Yes
you want to delete. UNKNOWN,
KEYWORD

Output:
Case Scope: N/A
Human Readable Output

11. List Threat Intel List
Lists the ThreatlIntelSets of the GuardDuty service specified by the detector ID. If you use
this operation from a member account, the ThreatintelSets associated with the
administrator account are returned.

Request Headers:

Parameters Datatype Description Required
Access Key string Access key of the particular user Yes
Secret Key string Secret Key Yes

Path Parameters:

Path Scope restricted Required
Parameter  Description Type (Yes/No) (Yes/No)
detectorld The unique ID of the detector that the IPSetis  String  No Yes

associated with.

Default Parameters:
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Scope
Path restricted  Required
Parameter Description Type (Yes/No) (Yes/No)
MaxResults  You can use this parameter to indicate the maximum integer  No No
number of items you want in the response. The default
value is 50. The maximum value is 50.
NextToken You can use this parameter when paginating results. Set  String No No

the value of this parameter to null on your first call to
the list action. For subsequent calls to the action, fill
nextToken in the request with the value of NextToken
from the previous response to continue listing data.

Output:
Case Scope: N/A
Human Readable Output

Location Faimal Slalis

12. Get Threat Intel Details
Retrieves the ThreatintelSet that is specified by the ThreatIntelSet ID.

Request Headers

Parameters  Datatype  Description Required
Access Key string Access key of the particular user Yes
Secret Key string Secret Key Yes

Path Parameters:

Path Scope restricted Required
Parameter  Description Type (Yes/No) (Yes/No)
detectorld The unique ID of the detector that the String No Yes

IPSet is associated with.

Threat Intel The unique ID of the threatIntelSet that HOST, UNKNON, No Yes
ID you want to get. KEYWORD
Output:

Case Scope: N/A
Human Readable Output

Capabilities Page 64 of 690



Integration Guides

13.

14.

Add To Threat Intel List
Add IP to the Threat intel List.
¢ Rollback: Yes

¢ Duplicate Control: Yes

Request Headers:

Parameters Datatype Description Required
Access Key string Access key of the particular user Yes
Secret Key string Secret Key Yes

Path Parameters:

Scope restricted Required

Path Parameter Description Type (Yes/No) (Yes/No)

Bucket Name The name of the S3 String  No Yes
bucket

Key The file path of S3 String No Yes
bucket file

Request Body Parameters:

Request Scope restricted Required
Body Description Type (Yes/No) (Yes/No)
IPSET The unique ID that specifies the IPSet that you String  No Yes

want to update.

Output:

Case Scope: N/A

Human Readable Output: N/A
Remove from Threat Intel List
Remove IP from the Threat Intel List.
Rollback: No

Duplicate Control: No

Request Headers:
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Parameters Datatype Description Required
Access Key string Access key of the particular user Yes
Secret Key string Secret Key Yes

Path Parameters:

Path Parameter Description Type Scope restricted (Yes/No) Required (Yes/No)
Bucket Name The name of the S3 bucket String  No Yes
Key The file path of S3 bucket file String  No Yes

Request Body Parameters:

Request Scope restricted Required
Body Description Type (Yes/No) (Yes/No)
IPSET The unique ID that specifies the IPSet that you String No Yes

want to update.

Output:
Case Scope: N/A
Human Readable Output: N/A
15. List Findings
Lists Amazon GuardDuty findings for the specified detector ID

Request Headers:

Parameters Datatype Description Required
Access Key string Access key of the particular user Yes
Secret Key string Secret Key Yes

Path Parameters:

Path Description Type Scope restricted  Required
Parameter (Yes/No) (Yes/No)
detectorld  The unique ID of the detector that the String  No Yes

threatintelSet is associated with.

Case Scope: N/A
Human Readable Output:
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16.

Deicriplion

Createdal Uipsdatedat Saverity

Get Finding Detail
Describes Amazon GuardDuty findings specified by finding IDs.
Request Headers
Parameters Datatype Description Required
Access Key string Access key of the particular user Yes
Secret Key string Secret Key Yes
Path Parameters:
Path Scope restricted  Required
Parameter  Description Type (Yes/No) (Yes/No)
detectorld The unique ID of the detector that the String  No Yes
threatintelSet is associated with.
Request Body Parameters:
Request Scope restricted Required
Body Description Type (Yes/No) (Yes/No)
findingids The IDs of the findings that you want to String No Yes
retrieve.
Output:

Case Scope: N/A
Human Readable Output:

Capabilities
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17. Archive Findings
Archives GuardDuty findings that are specified by the list of finding IDs.
Rollback: Yes
Duplicate Control: No

Request Headers:

Parameters Datatype Description Required
Access Key string Access key of the particular user Yes
Secret Key string Secret Key Yes

Path Parameters:

Path Scope restricted Required
Parameter  Description Type (Yes/No) (Yes/No)
detectorld The unique ID of the detector that the IPSetis  String  No Yes

associated with.

Request Body Parameters:
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18.

19.

Request Scope restricted
Body Description Type (Yes/No)

findinglds The IDs of the findings that you want to String  No
archive.

Output:

Case Scope: N/A

Human Readable Output: N/A

Unarchive Findings

Unarchives GuardDuty findings specified by the findinglds.
e Rollback: Yes

¢ Duplicate Control: No

Request Headers:

Parameters Datatype Description Required
Access Key string Access key of the particular user Yes
Secret Key string Secret Key Yes

Path Parameters:

Path Scope restricted
Parameter  Description Type (Yes/No)

detectorld The unique ID of the detector that the IPSetis  String  No
associated with.

Request Description Type Scope restricted
Body (Yes/No)

findinglds The IDs of the findings that you want to String No
archive.

Output:

Case Scope: N/A

Human Readable Output: N/A

Update Finding Feedback

Marks the specified GuardDuty findings as useful or not useful.
e Rollback: No

¢ Duplicate Control: No

Request Headers:

Capabilities

Required
(Yes/No)

Yes

Required
(Yes/No)

Yes

Required
(Yes/No)

Yes
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Parameters Datatype Description
Access Key string Access key of the particular user
Secret Key string Secret Key

Path Parameters:

Path
Parameter Description

detectorld The unique ID of the detector that the
threatintelSet is associated with.

Request Body Parameters:

Request
Body Description

comments  Additional feedback about the GuardDuty
findings.

Feedback The feedback for the finding.
Valid Values: USEFUL | NOT_USEFUL

findinglds The IDs of the findings that you want to mark as
useful or not useful.

Output:
Case Scope: N/A
Human Readable Output: N/A

Capabilities

Required
Yes

Yes

Type

String

Type

String

String

String

Scope restricted
(Yes/No)

No

Scope restricted
(Yes/No)
No

No

Yes

Required
(Yes/No)

Yes

Required
(Yes/No)

Yes

Yes

Yes
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Integration Guide for Amazon IAM

Integration Overview

Amazon AWS Identity and Access Management (IAM) enables you to manage access to AWS
services and resources securely. Using IAM, you can create and manage AWS users and groups,

and use permissions to allow and deny their access to AWS resources.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with amazon IAM:

Add User to Group

Create Group

Deactivate MFA Device

Delete Access Key

Delete All Access Keys

Delete All SSH Public Keys

Delete All Service Specific Credentials
Delete Group

Delete Login Profile

Delete SSH Public Key

Delete Service Specific Credential
Delete User Policy

Delete Virtual MFA Device
Detach User Policy

Get Access Key Last Used

Get Group (List Group Members)
Get Policy

Get User Policy

Get User

List Access Keys

List Attached User Policies

Integration Guide for Amazon IAM
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e List Entities for Policy

e List Groups

e List Groups for User

* List MFA Devices

e List SSH Public Keys

e List Service Specific Credentials
e List User Policies

e List User Tags

e List Users

e Remove User from Group

Configuration

Prerequisites

* You must have access to HTTPS as the ArcSight SOAR connects to amazon iam API through
this service.

e Access key is required to access this service.

Configuring SOAR

1. Click Configuration > Credential > Create Credential.
2. Specify the following parameter values in the Credential Editor form:
Private
Type Name Username Password Key
Internal Display name of credential set (for example,Amazon Empty Access Key  Secret
credential IAM Credential). Key
3. Click Configuration > Integrations > Create Integration.
4. Specify the following parameter values in the Configuration form.
Parameter Value
Name Display name of the integration.
Type Amazon IAM
Address Address of the integration (the format must be https://iam.amazonaws.com).
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Parameter Value
Configuration Specify the following configuration parameters:

proxy.id ID of the proxy integration if you access amazon web services through
a web proxy device. For example: proxy.id = 12345 .

Credential Credential that has been defined for this integration in the Credentials menu.

Trust Invalid SSL Select this if web server’s certificate is self-signed or is not recognized by

Certificates browsers.

Require Approval From Select user(s) from list to ask the approval before executing actions on this
integration.

Notify Select user(s) from the list to notify when SOAR performs an action on this
integration.

Click Save to save the integration definition.

Navigate to Configuration>Customization Library and edit Amazon IAM Advanced Action
Script Default Template.

Select the integration that you have added in the Integrations menu.
Click Save to complete the integration.

Click Test, an Integration Successful message is displayed if the credential and address are
valid.

Capabilities

1.

Add User to Group
Action capability for adding a user to given group.
¢ Rollback: Yes

¢ Duplicate Control: No
The following table presents the Add User to Group action capability details:

Scope Restricted Required (Yes/

Input Parameter Description Type (Yes/ No) No)

Integration Name of the third party Integration N/A Yes
integration.

Rollback Mode Time to rollback this action. N/A N/A No

Default is no-rollback.
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Scope Restricted

Required (Yes/

Input Parameter Description Type (Yes/ No) No)
User Username to be added to Username Yes Yes
group Keyword
Unknown
Group Name Target group Name String No Yes

Output:
Case Scope: N/A
Human Readable Output: N/A
2. Create Group
Action capability for creating a user group.

¢ Rollback: No
¢ Duplicate Control: False
The following table presents theCreate Group action capability details:

Scope Restricted Required (Yes/

Input Parameter Description Type (Yes/ No) No)

Integration Name of the third party Integration N/A Yes
integration.

Path Prefix Path where the group is String No Yes
created.

Group Name Target group Name String No Yes

Output:
Case Scope: N/A
Human Readable Output: N/A
3. Deactivate MFA
Action capability for deactivating user’s multi factor authentication device.
* Rollback: No

¢ Duplicate Control: Yes

The following table presents the Deactivate MFA action capability details:
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Scope Restricted Required (Yes/
Input Parameter Description Type (Yes/ No) No)
Integration Name of the third party Integration N/A Yes
integration.
User Username Username Yes Yes
Keyword
Unknown
Serial Number MFA Device’s serial String No Yes
number

Output:
Case Scope: N/A
Human Readable Output: N/A
4. Delete Access Key
Action capability for deleting user’s access key.
e Rollback: No

¢ Duplicate Control: Yes

The following table presents the Delete Access Key action capability details:

Scope Restricted Required (Yes/
Input Parameter Description Type (Yes/ No) No)
Integration Name of the third party Integration N/A Yes
integration.

User Username Username Yes Yes

Keyword

Unknown
Access Key ID Access Key ID String No Yes

Output:
Case Scope: N/A
Human Readable Output: N/A

5. Delete All Access Keys
Action capability for deleting user’s all access keys.
¢ Rollback: No

¢ Duplicate Control: No

The following table presents the Delete All Access Keys action capability details:
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Input Parameter Description

Integration Name of the third party
integration.
User Username
Output:

Case Scope: No

Human Readable Output: No

6. Delete All Service Specific Credentials

Type

Integration

Username
Keyword
Unknown

Scope Restricted
(Yes/ No)

N/A

Yes

Action capability for deleting user’s all service specific credentials.

¢ Rollback: No

¢ Duplicate Control: No

Required (Yes/
No)

Yes

Yes

The following table presents the Delete All Service Specific Credentials action capability

details:

Input Parameter Description

Integration Name of the third party
integration.
User Username
Output:

Case Scope: N/A
Human Readable Output: N/A

7. Delete All SSH Public Keys

Action capability for deleting user’s all SSH public keys.

¢ Rollback: No

¢ Duplicate Control: No

Type

Integration

Username
Keyword
Unknown

Scope Restricted

(Yes/ No)

N/A

Yes

Required (Yes/
No)

Yes

Yes

The following table presents the Delete All SSH Public Keys action capability details:

Capabilities
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Input Parameter Description Type
Integration Name of the third party Integration
integration.
User Username
Keyword
Unknown
Output:

Case Scope: N/A
Human Readable Output: N/A

8. Delete Group
Action capability for deleting group.
¢ Rollback: No

¢ Duplicate Control: No

Scope Restricted
(Yes/ No)

N/A

Yes

The following table presents the Delete Group action capability details:

Input Parameter Description Type
Integration Name of the third party Integration
integration.
Group Name Group name to be deleted String
Output:

Case Scope: N/A
Human Readable Output: N/A

9. Delete Login Profile
Action capability for deleting user’s login profile.

¢ Rollback: No

¢ Duplicate Control: No

Scope Restricted
(Yes/ No)

N/A

Yes

Required (Yes/
No)

Yes

Yes

Required (Yes/
No)

Yes

Yes

The following table presents the Delete Login Profile action capability details:

Capabilities
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Scope Restricted

Required (Yes/

Input Parameter Description Type (Yes/ No) No)
Integration Name of the third party Integration N/A Yes
integration.
User Username Username Yes Yes
Keyword
Unknown
Output:

Case Scope: N/A
Human Readable Output: N/A

10. Delete Service Specific Credential
Action capability for deleting user’s service specific credential.
¢ Rollback: No

¢ Duplicate Control: Yes

The following table presents the Delete Service Specific Credential action capability
details:

Scope Restricted Required (Yes/

Input Parameter Description Type (Yes/ No) No)
Integration Name of the third party Integration N/A Yes
integration.
User Username Username Yes Yes
Keyword
Unknown
Credential ID Service specific credential Id  String No Yes
to be deleted
Output:

Case Scope: N/A
Human Readable Output: N/A

11. Delete SSH Public Key
Action capability for deleting user’s SSH public key.
The following table presents the Delete SSH Public Key action capability details:
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Input Parameter Description

Integration Name of the third party
integration.
User Username

SSH Public Key Id SSH Public Key Id to be
deleted.

Output:
Case Scope: N/A
Human Readable Output: N/A

12. Delete User Policy

Action capability for deleting user policy.

¢ Rollback: No

¢ Duplicate Control: No

Type

Integration

Username
Keyword
Unknown

String

Scope Restricted
(Yes/ No)
N/A

Yes

No

Required (Yes/
No)

Yes

Yes

Yes

The following table presents the Delete User Policy action capability details:

Input Parameter Description

Integration Name of the third party
integration.
User Username
Policy Name Policy to be deleted.
Output:

Case Scope: N/A
Human Readable Output: No/A

13. Delete Virtual MFA Device

Action capability for deleting virtual multi factor authentication device.

¢ Rollback: No

¢ Duplicate Control: Yes

Type

Integration

Username
Keyword
Unknown

String

Scope Restricted
(Yes/ No)
N/A

Yes

No

Required (Yes/
No)

Yes

Yes

Yes

The following table presents the Delete Virtual MFA Device action capability details:

Capabilities
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Scope Restricted Required (Yes/

Input Parameter Description Type (Yes/ No) No)

Integration Name of the third party Integration N/A Yes
integration.

Serial Number Serial number of MFA device String No Yes

to be deleted.

Output:
Case Scope: N/A
Human Readable Output: N/A

14. Detach User Policy
Action capability for detaching policy from user.
e Rollback: No

¢ Duplicate Control: No

The following table presents the Detach User Policy action capability details:

Scope Restricted Required (Yes/
Input Parameter Description Type (Yes/ No) No)
Integration Name of the third party Integration N/A Yes
integration.

User Username Username Yes Yes

Keyword

Unknown
Policy arn Policy to be detached. String No Yes

Output:
Case Scope: N/A
Human Readable Output: N/A

15. Get Access Key Last Used
Enrichment capability for retrieving last used information for access key.

The following table presents Get Access Key Last Used action capability details:

Scope Restricted Required (Yes/
Input Parameter Description Type (Yes/ No) No)
Integration Name of the third party Integration N/A Yes
integration.
Access Key ID Key ID to be queried . String No Yes
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Output:

Case Scope:
Enrichment Type Category Value
None N/A N/A

Human Readable Output:

User Namie ‘i L Last Used Date

matt-acq iam 15634811000

16. Get Group
Enrichment capability for retrieving list of group members.

The following table presents the Get Group action capability details:

Scope Restricted

Input Parameter Description Type (Yes/ No)
Integration Name of the third party Integration N/A
integration.
Group Name Group Name String No
Output:
Case Scope:
Enrichment Type Category Value
None N/A N/A

Human Readable Output:

User Mame Arn

lamdey amawsiamesb 251144159 userfla

mdew

immdev? - - s & armawsiamodb 252164159 userfia g
mdew

Required (Yes/
No)

Yes

Yes

17. Get Policy
Enrichment capability for retrieving policy information.

The following table presents the Get Policy action capability details:

Capabilities
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Scope Restricted

Input Parameter Description Type (Yes/ No)
Integration Name of the third party Integration N/A
integration.
Policy arn Policy arn. String No
Output:
Case Scope:
Enrichment Type Category Value
None N/A N/A

Human Readable Output:

Policy Hame

Description WVersion

Comparry-
AllowARPolicy

Allow all policy w1
far Company

LESETS

18. Get User

Artachiment

Policy d Policy Ami Path Count Create Date
ANPAWXMDOF]  arrcawslamcssr 2
T540834TOC

Enrichment capability for retrieving user details.

The following table presents the Get User action capability details:

Scope Restricted

Input Parameter Description Type (Yes/ No)
Integration Name of the third party Integration N/A
integration.
User Username Username Yes
Keyword
Unknown
Output:
Case Scope:
Enrichment Type Category Value
None N/A N/A

Human Readable Output:

Capabilities

14F25296T2

Required (Yes/
No)

Yes

Yes

Update Date

16Z25296T2

Required (Yes/
No)

Yes

Yes
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User Mame Create Date Password Last Used

mndey WBEUA e - - { Value® 1622166842

19. Get User Policy
Enrichment capability for adding a user to given group.

The following table presents the Get User Policy action capability details:

Scope Restricted Required (Yes/
Input Parameter Description Type (Yes/ No) No)
Integration Name of the third party Integration N/A Yes
integration.
User Username to be added to  Username Yes Yes
group Keyword
Unknown
Policy Name Policy name String No Yes
Output:
Case Scope:
Enrichment Type Category Value
None N/A N/A

20. List Access Keys
Enrichment capability for listing user’s access keys.

The following table presents the List Access Keys action capability details:

Scope Restricted Required (Yes/
Input Parameter Description Type (Yes/ No) No)
Integration Name of the third party Integration N/A Yes
integration.
User Username Username Yes Yes
Keyword
Unknown
Output:
Case Scope:
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Enrichment Type Category Value

None N/A N/A

Human Readable Output:

Key id Create Date

A LA ) 3 OO0 a s 156345811053

21. List Attached User Policies
Enrichment capability for listing attached user policies.

The following table presents the List Attached User Policies action capability details:

Scope Restricted Required (Yes/
Input Parameter Description Type (Yes/ No) No)
Integration Name of the third party Integration N/A Yes
integration.
User Username Username Yes Yes
Keyword
Unknown
Output:
Case Scope:
Enrichment Type Category Value
None N/A N/A

Human Readable Output: No

Am

STCIWI M IwE palicy

rcwamEIwE Py TAMUserChangePassword

22. List Entities for User Policy
Enrichment capability for listing entities for given user policy.

The following table presents the List Entities for User Policy action capability details:

Scope Restricted Required (Yes/
Input Parameter Description Type (Yes/ No) No)
Integration Name of the third party Integration N/A Yes
integration.
Policy Arn Policy arn String No Yes
Output:
Case Scope:
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Enrichment Type Category Value

None N/A N/A

Human Readable Output:

Type Enitity

Policy User lamdey

Policy User iamdelete

23. List Groups
Enrichment capability for listing groups under given path prefix.

The following table presents the List Groups action capability details:

Scope Restricted

Input Parameter Description Type (Yes/ No)
Integration Name of the third party Integration N/A
integration.
Path Prefix Path Prefix under groups to String No
be listed.
Output:
Case Scope:
Enrichment Type Category Value
None N/A N/A

Human Readable Output:

Group Mamss: Geoup Id | Path Create Dade

Fed Team AGPAWAMOCFITAMU000000 TG e15%%gro  fDevs/ 163 25L5055

Adming AGPAWXMDOFITY & 0 crwiiamch SIS 1641599 e 1634813556

Required (Yes/
No)

Yes

Yes

24. List Groups for User

Enrichment capability for listing user’s groups.

The following table presents the List Groups for User action capability details:

Capabilities
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Scope Restricted

Required (Yes/

Input Parameter Description Type (Yes/ No) No)
Integration Name of the third party Integration N/A Yes
integration.
User Username Username Yes Yes
Keyword
Unknown
Output:
Case Scope:
Enrichment Type Category Value
None N/A N/A

Human Readable Output:

Group Name Group id A

AdminGroup AGPAWMDOFITS: arncawiismehs2 521641595 groupilAdmi

nGroup

BilingGroup AGPAWXMDOFITXND ArrEwEiRToL 52521641599 grounBillia

ghroup

25. List MFA Devices
Enrichment capability for listing user’s MFA devices.

The following table presents the List MFA Devices action capability details:

Scope Restricted Required (Yes/

Input Parameter Description Type (Yes/ No) No)
Integration Name of the third party Integration N/A Yes
integration.
User Username Username Yes Yes
Keyword
Unknown
Output:
Case Scope:
Enrichment Type Category Value
None N/A N/A

Human Readable Output: No

26. List Service Specific Credentials

Enrichment capability for listing user’s service specific credentials.
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The following table presents the List Service Specific Credentials action capability details:

Input Parameter Description

Integration
integration.
User Username
Output:
Case Scope:
Enrichment Type
None N/A

Human Readable Output:

Lised Masrer

codecommitamaronawidom  lamder

catindraamatonawiiem  imdi

Name of the third party

Scope Restricted

Type (Yes/ No)
Integration N/A
Username Yes
Keyword

Unknown

Category Value

N/A

Create Date

ACCAWKMDOFSTYEDY 1633
o

ACCAWXMDOFITAILIO

Required (Yes/
No)

Yes

Yes

27. List SSH Public Keys

Enrichment capability for listing user’s SSH Public Keys..

The following table presents the List SSH Public Keys action capability details:

Input Parameter Description

Integration
integration.
User Username to be added to
group
Output:
Case Scope:
Enrichment Type
None N/A

Human Readable Output:

Capabilities

Name of the third party

Scope Restricted

Type (Yes/ No)
Integration N/A
Username Yes
Keyword

Unknown

Category Value

N/A

Required (Yes/
No)

Yes

Yes
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ey 1 Upload Date

APKAWMDOR 1T 21000000 Ativ 14633008559

28. List Users
Enrichment capability for listing users under the given path.

The following table presents the List Uesrs action capability details:

Scope Restricted

Input Parameter Description Type (Yes/ No)
Integration Name of the third party Integration N/A
integration.
Path Prefix Path Prefix under users to be String No
listed.
Output:
Case Scope:
Enrichment Type Category Value
None N/A N/A

Human Readable Output:

Required (Yes/
No)

Yes

Yes

Create Dade Passwond Lasi Used

1510491504

admin 15EF14THT 15TLBI0F1L

29. List User Policies

Enrichment capability for listing user’s policies.

The following table presents the List User Policies action capability details:

Scope Restricted

Input Parameter Description Type (Yes/ No)
Integration Name of the third party Integration N/A
integration.
User Username Yes
Keyword
Unknown
Output:
Case Scope:
Capabilities

Required (Yes/
No)

Yes

Yes
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Enrichment Type Category Value

None N/A N/A

30. List User Tags
Enrichment capability for listing user’s tags.

The following table presents the List User Tags action capability details:

Scope Restricted Required (Yes/
Input Parameter Description Type (Yes/ No) No)
Integration Name of the third party Integration N/A Yes
integration.
User Username Username Yes Yes
Keyword
Unknown
Output:
Case Scope:
Enrichment Type Category Value
None N/A N/A

Human Readable Output: No

Enginaering

N Expeert

Ahmet Orturk

31. Remove User from Group
Action capability for adding a user to given group.
¢ Rollback: Yes

¢ Duplicate Control: No
The following table presents the Add User to Group action capability details:

Scope Restricted Required (Yes/

Input Parameter Description Type (Yes/ No) No)

Integration Name of the third party Integration N/A Yes
integration.

Rollback Mode Time to rollback this action. N/A N/A No

Default is no-rollback.
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Input Parameter Description

User Username to be added to
group
Group Name Target group Name
Output:

Case Scope: N/A
Human Readable Output: N/A

Capabilities

Type

Username
Keyword
Unknown

String

Scope Restricted
(Yes/ No)

Yes

No

Required (Yes/
No)

Yes

Yes
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Integration Guide for Amazon S3

Integration Overview

Amazon S3 service is offered by Amazon Web Services which provides object storage through a
web service framework.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Amazon S3:

e Create Bucket

Delete Bucket

Download File From Bucket

List Bucket Objects

List Buckets
e Get Bucket Location

These capabilities can be performed automatically within a playbook or manually by an analyst.

Prerequisites

e You must have access to HTTPS as the ArcSight SOAR connects to Amazon S3 API through
this service.

» Access Key ID and Secret Access Key is also required for integration.

Configuration

Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Specify the following parameter values in the Credential Editor form.

Type Name Username Password Private Key

Internal Display name of credential set (for Access Key ID should Secret key should

credential example, Amazon S3 Credential). be filled in this field.  be filled in this
field.
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3. Click Configuration > Integrations > Create Integration.

4. Specify the following parameter values in the Configuration form.

Parameter Value

Name Display name of the integration.

Type Amazon S3

Address Address of the integration (the format must be https://s3.amazonaws.com).
Configuration Specify the following configuration parameters:

proxy.id ID of the Proxy integration if you access Amazon S3 through a web
proxy device. For example: proxy.id = 12345 .

region Default region name that has to be used while working on buckets. For
example, proxy.id = 12345.

Credential Credential that has been defined for this integration in the Credentials menu.

Trust Invalid SSL Select this if web server’s certificate is self-signed or is not recognized by

Certificates browsers.

Require Approval From Select user(s) from list to ask the approval before executing actions on this
integration.

Notify Select user(s) from the list to notify when SOAR performs an action on this
integration.

5. Click Save to save the integration definition.

6. Navigate to Configuration>Customization Library and edit Amazon S3 Advanced Action
Script Default Template.

7. Select the integration that you have added in the Integrations menu.
8. Click Save to complete the integration.

9. Click Test, an Integration Successful message is displayed if the credential and address are
valid.

Capabilities

1. Create Bucket
Action capability for creating a bucket in Amazon S3.

The following table presents the Create Bucket action capability details:
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Input Scope Restricted
Parameter Description Type (Yes/ No)
Bucket Name of the Amazon S3 Bucket that would  String N/A
Name be created.
Region Region name of the bucket that would be List N/A
created
Output:

Case Scope: N/A
Human Readable Output: N/A

Delete Bucket
Action capability for deleting a bucket in Amazon S3.

The following table presents the Delete Bucket action capability details:

Input Scope Restricted
Parameter Description Type (Yes/ No)
Bucket Name of the Amazon S3 Bucket that would String N/A
Name be deleted.

Output:

Case Scope: N/A
Human Readable Output: N/A

Download File From Bucket
Enrichment capability for downloading a file from bucket.

Required (Yes/
No)

Yes

No

Required (Yes/
No)

Yes

The following table presents the Download File From Bucket enrichment capability details:

Input Scope Restricted
Parameter Description Type (Yes/ No)
Integration Name of the third party integration. Integration N/A
Bucket Name of the bucket that contains the file.  String N/A
Name
Key Name of the file to be downloaded. String No
Do not Use SOAR does not use cached results if this Boolean N/A
Cache box is checked.
Region Region name of the bucket that would be  List N/A
created
Output:
Case Scope:
Capabilities

Required
(Yes/ No)

Yes

Yes

Yes

No

No
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Enrichment Type Category/ Value
Download File From Bucket Any File

Download File From Bucket String File Name
Download File From Bucket MD5 #

Download File From Bucket SHA1 #

Human Readable Output:

a few seconds ago - § downloaded AMAZON_S3_2//DOWNLOAD_FILE_FROM_BUCKET-

4. List Bucket Objects
Enrichment capability for listing bucket objects in Amazon S3.

The following table presents the List Bucket Objects enrichment capability details:

Input Scope Restricted Required
Parameter Description Type (Yes/ No) (Yes/ No)
Integration Name of the third party integration. Integration N/A Yes
Bucket Name of the bucket that contains the file. String N/A Yes
Name
Do not Use SOAR does not use cached results if this Boolean N/A No
Cache box is checked.
Region Region name of the bucket that would be List N/A No
created
Output:

Case Scope: N/A
Human Readable Output:

Laas Mocified L Storsge (latt

BO21-0-ETL0:08:11.000F STAMDART!

5. List Buckets
Enrichment capability for listing a buckets in Amazon S3.

The following table presents the List Bucketsenrichment capability details:

Input Scope Restricted (Yes/ Required (Yes/
Parameter Description Type No) No)
Integration Name of the third party Integration N/A Yes
integration.
Output:

Case Scope: N/A

Capabilities Page 94 of 690



Integration Guides

Human Readable Output:

Buchet Creation Date

T11A57.0
Til:dd:
C-01T11:12:18.0

T11:12

BONF-tiEt DOT1-09-TETOT:AL:

6. Get Bucket Location
Enrichment capability of getting region of the bucket.

The following table presents the List Bucketsenrichment capability details:

Input Scope Restricted (Yes/ Required (Yes/
Parameter Description Type No) No)
Integration Name of the third party Integration N/A Yes
integration.
Bucket Name  Name of the Bucket String No Yes
Output:

Case Scope: N/A
Human Readable Output:
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Integration Guide for APIVoid

Integration Overview

APIVoid is an API service for threat analysis and threat detection and prevention.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with APIVoid:

e |P Reputation

e ThreatLog Domain Query
e Domain Reputation
e URL Screenshot

e URL Reputation

e Domain Age

e Site Trustworthiness
e Parked Domain

e URL Status

e HTTP Tracker

e Email Verify

e DNS Lookup

* DNS Propagation

e SSL Info

e URLto HTML

e URLto PDF

Prerequisites

* You must have the network access through APIVoid

e You must have the APIVoid API key.

Integration Guide for APIVoid
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Configuration

Configuring APIVoid

1. Register to APIVoid. After logging, the API key is available.
2. Click My API Keys and copy the API key.

Configuring SOAR

1. Click Configuration > Integration > Create Integration.

2. Click Create. In Configuration Editor specify following values to create a credential:
Type Name Username  Password Private Key
Internal Display name of credential set (for API Key that you copied
credential example, APIVoid Credential). from APIVoid portal.

3. Click Save to save the integration definition.

4. Navigate to Configuration>Customization Library and edit APIVoid Advanced Action
Script Default Template.

5. Select the integration that you have added in the Integrations menu.
6. Click Save to complete the integration.

7. Click Test, an Integration Successful message is displayed if the credential and address are
valid.

1. IP Reputation
Enrichment capability for retrieving reputation value of given IP address.

Following table presents the IP reputation enrichment capability details:

Capabilities

Input Scope Restricted (Yes/ Required (Yes/
Parameter Description Type No) No)
Integration Name of the third party Integration N/A Yes
integration.
P IP address to retrieve Network Address Yes Yes
reputation. Host
Output:

Case Scope: N/A
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Human Readable Output:

Parameters Details

Field

credits_remained

data_report_anonymity_is_hosting

data_report_anonymity_is_prasy

data_report_anonymity_is_tor

data_report_anonymity_is_vpn

data_report_anonymity_is_webproxy

data_report_blacklists_detection_rate

data_report_blacklists_detections

data_report_blacklists_engines_0_detected

data_report_blacklists_engines_0_elapsed

2. ThreatLog Domain Query
Enrichment capability to query a domain for ThreatLog.

Following table presents the ThreatLog Domian Query enrichment capability details:

Input Scope Restricted (Yes/ Required (Yes/
Parameter Description Type No) No)
Integration Name of the third party Integration N/A Yes
integration.
Domain Host to query HOST Yes Yes
Output:

Case Scope: N/A
Human Readable Output

Paramaters Details

Field Value
elapsed_time 003

Error Host i not valid

Total 2,
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3. Domain Reputation
Enrichment capability to retrieve Domain Reputation.

Following table presents the Domain Reputation enrichment capability details:

Input Scope Restricted (Yes/ Required (Yes/
Parameter Description Type No) No)
Integration Name of the third party Integration N/A Yes
integration.
Domain Host to query HOST Yes Yes
Output:

Case Scope: N/A
Human Readable Output:

Parameters Details

Field
credits_remained
data_report_blacklists_detection_rate

data_report_blacklists_detections

data_report_blacklists_engines_0_confidence

data_report_blacklists_engines_0_detected
dara_report_blacklists_engines_0_elapsed 0.00

data_report_blacklists_engines_0_engine Phishing Tes

4. URL Screenshot
Enrichment capability to take a screenshot for given URL by APIVoid.

Following table presents the URL Screenshot enrichment capability details:

Input Scope Restricted (Yes/ Required (Yes/
Parameter Description Type No) No)
Integration Name of the third party Integration N/A Yes
integration.
URL URL to take screenshot. URL Yes Yes
Output:

Case Scope: N/A
Human Readable Output:
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Parameters Details

Field

elapsed

file_mdS_hash B2B8celPed2BacT 035

file_size_bytes 428154

file_size_readable 418.1KB

format PHG

image_height T6E

image_width 1024

5. URL Reputation
Enrichment capability to retrieve URL reputation.

Following table presents the URL Reputation enrichment capability details:

Input Scope Restricted (Yes/  Required (Yes/
Parameter Description Type No) No)
Integration Name of the third party Integration N/A Yes
integration.
URL URL to retrieve reputation. URL Yes Yes
Output:

Case Scope: N/A
Human Readable Output:

mprget*, sl gt n.roe’, osaey o™ VS 0o

6. Domain Age
Enrichment capability to retrieve domain age information.

Following table presents the Domain Age enrichment details:
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Input Scope Restricted (Yes/  Required (Yes/
Parameter Description Type No) No)
Integration Name of the third party Integration N/A Yes
integration.
Domain Domain to retrieve age HOST Yes Yes
information.
Output:

Case Scope: N/A
Human Readable Output:

Parameters Details

Field

crigdits_remained
data_debug_message
data_domain_age_found

data_domain_age_in_days

data_domain_age_in_months

data_domain_age_in_years
data_domain_creation_date

data_domain_registered

7. Site Trustworthiness

Enrichment capability to retrieve site trustworthiness score / information

Following table presents the Site Trustworthiness enrichment capability details:

Input
Parameter Description Type
Integration Name of the third party integration. Integration
Host Host to retrieve site trustworthiness HOST
information.
Output:

Case Scope: N/A
Human Readable Output:

Capabilities

Scope Restricted Required (Yes/
(Yes/ No) No)
N/A Yes
Yes Yes
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8. Parked Domain
Enrichment capability to retrieve information for parked domain.

Following table presents the Parked Domain enrichment capability details:

Input Scope Restricted (Yes/  Required (Yes/
Parameter Description Type No) No)
Integration Name of the third party Integration N/A Yes
integration.
Domain Domain to retrieve information. HOST Yes Yes
Output:

Case Scope: N/A
Human Readable Output:

Parameters Details

Field
credits_remained
data_a_records_found

data_host

data_parked_domain

elapsed_time

estimated_queries

SUCCESS

9. URL Status
Enrichment capability to retrieve URL Status information.

Following table presents the URL Status enrichment capability details:
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Input Scope Restricted (Yes/  Required (Yes/
Parameter Description Type No) No)
Integration Name of the third party Integration N/A Yes
integration.
URL URL to retrieve status. URL Yes Yes
Output:

Case Scope: N/A
Human Readable Output:

Parameters Details

Field

credits_remained
data_report_anahysis_hitp_chent_ernor
data_report_anahysis_hitp_sener_efror
data_report_analysis_hittp_status_code

data_report_analysis_sinkholed_domain

data_report_anahysis_suspended_page

data_report_anahysis_url_status

10. HTTP Tracker
Enrichment capability for tracking http requests per URL.

Following table presents the HTTP Tracker enrichment capability details:

Input Scope Restricted (Yes/  Required (Yes/
Parameter Description Type No) No)
Integration Name of the third party Integration N/A Yes
integration.
URL URL to track http requests. HOST Yes Yes
Output:

Case Scope: N/A
Human Readable Output:
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Paramaren, Dutnis

Vabst

ireh

[ Sormgocgleapincom’, Tontugutatic.con’, ‘prtiaancom” ]

11. Email Verify
Enrichment capability that verifies given E-mail address.

Following table presents the Email Verify enrichment capability details:

Input Scope Restricted (Yes/ Required (Yes/
Parameter Description Type No) No)
Integration Name of the third party Integration N/A Yes
integration.
Email Address Email Address to verify. EMAIL_ Yes Yes
ADDRESS
Output:

Case Scope: N/A
Human Readable Output:

Parameters Details

Field

credits_remained
data_china_free_email
data_did_you_mean
data_dirty_words_domain
data_dirty_words_username

data_disposable

data_dmarc_configured

12. DNS Lookup
Enrichment capability to lookup for DNS per given host.

Following table presents the DNS Lookup enrichment capability details:

Scope
Input Restricted  Required
Parameter Description Type (Yes/ No) (Yes/ No)
Integration Name of the third party integration. Integration N/A Yes
HOST Host or domain to lookup. HOST Yes Yes
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Scope
Input Restricted Required
Parameter Description Type (Yes/ No) (Yes/ No)
Lookup Type DNS Lookup type. Can be one of the following: ENUM No Yes

"dns-a", "dns-aaaa", "dns-mx", "dns-ns", "dns-
dmark", "dns-ptr", "dns-txt", "dns-any","dns-
cname", "dns-soa", "dns-srv", "dns-caa" .

Output:
Case Scope: N/A
Human Readable Output:

P preriens Drteiy

ST TS

HATEEE

13. DNS Propagation
Enrichment capability to check for DNS of the given host.

Following table presents the DNS Propagation enrichment capability details:

Scope

Input Restricted Required
Parameter Description Type (Yes/ No) (Yes/ No)
Integration Name of the third party integration. Integration N/A Yes
Email Host or domain to lookup. HOST Yes Yes
Address
Lookup Type DNS Lookup type. Can be one of the following: ENUM No Yes

IIAll' IIAAAA", IINSII’ llMXll, IITXTII' IISRVIII IIPTRII'

IISOAII, IICNAME"’ IISPF"’ IICAAII .

Output:

Case Scope: N/A
Human Readable Output:
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Parwraren Dol

Fieid

crndity,_remained
dati_divi_Frps
it

Aatn_profagation

14. SSL Info

Enrichment capability to retrieve SSL information.

Following table presents the SSL Info enrichment capability details:

Input
Parameter Description

Integration Name of the third party
integration.

HOST Host or domain to lookup.
Output:

Case Scope: N/A
Human Readable Output:

ermdity_revrured

dara remifane biscibgied

it oertificite_deials eoetdlorn_ssthority inks_stord

dats_oertifcate, detads exteraiona_sathority lory destifur

15. URL to HTML

Scope Restricted (Yes/
Type No)

Integration ~ N/A

HOST Yes

Required (Yes/
No)

Yes

Yes

e TectigeRtADeman aldition o Server A or OCIP

Following table presents the URL to HTML enrichment capability details:

Input
Parameter Description

Integration Name of the third party
integration.

URL URL to retrieve HTML.

Output:
Case Scope: N/A

Capabilities

Scope Restricted (Yes/
Type No)

Integration ~ N/A

URL Yes

Required (Yes/
No)

Yes

Yes
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Human Readable Output:

Paramerters Defally

Fleld Value

clapsed .78

file_md5_hash TR0aZc08E6T40] HedidedbeheseaT1e

file_size_byres 38975
file_sive_readable 38.1K8

format HTHL

Total 5,

h few seconds ago - £, gurkan aslan commented

16. URL to PDF
Enrichment capability to retrieve PDF file from URL.

Following table presents the URL to PDF enrichment capability details:

Input Scope Restricted (Yes/
Parameter Description Type No)
Integration Name of the third party Integration N/A
integration.
URL URL to retrieve PDF. URL Yes
Output:

Case Scope: N/A
Human Readable Output:

Capabilities

Required (Yes/
No)

Yes

Yes
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Pasameters Detaili

Field

wlapsed

file_md5_hash ESERT AT cPes T Aok Taes

file_size_beyies
file_size_readable

Toemmat

Totel 5, 10 w e [ page

inds ago- & gurkan aslan commented
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Integration Guide for Anomali ThreatStream

Integration Overview

Anomali ThreatStream is a Threat Intelligence Platform that enables businesses to integrate
security products and leverage threat data to defend against cyber threats.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Anomali ThreatStream:

¢ Domain Reputation
e Email Reputation

e File Reputation

e Get Incident Details
¢ Get Intelligence

e Get Investigation Details
e |P Reputation

e List Incidents

e List Investigations
e Report Indicator

e Create Investigation
* Close Investigation

e Update Investigation

Use Case: Investigating Phishing Campaigns

SOAR, when integrated with Anomali ThreatStream, helps campaigns that investigate and
mitigate phishing. When a phishing report email comes from a user, SOAR extracts the
indicators such as IP address, URLs and attachments in the message and creates an incident on
the Incident Management Service Desk. SOAR then checks with Anomali ThreatStream, to
know if this is a known attack and whether these indicators were previously analyzed.

This investigation can be either performed automatically within a playbook or manually by an
analyst.
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Configuration

Prerequisites

e SOAR connects to Anomali ThreatStream API via HTTPS. Access to
https://api.threatstream.com/(443/tcp port) is required.

e An APl key is required for SOAR to connect to Anomali ThreatStream Service.

Configuring Anomali ThreatStream

1. Login to https://ui.threatstream.com/.
2. Navigate to Settings > My Profile to get the API Key.

[ ﬂ Note: This key is required by SOAR to access the platform for queries.

1h Ht A S

DASHBOARD MANAGE RESEARCH APP STORE

Settings

MY PROFILE ORGANIZATION MAILBOXES USER ADMIN WHITELIST NTEGRATIONS AUDIT TAXII WORKGROUPS PREFERRED TAGS

ACCOUNT INFORMATION

Your Account Type: Enterprise

ALy c—— —— —— — .
eck-in Date: 2020-03-12 08:40:07

Configuring SOAR

1. Configuration > Credentials > Create Credential.
2. Fill the Credential Editor form with the following details:

a. Internal Credential:

Parameter Value

Type Internal credential

Name Display name of credential set (For example, Anomali ThreatStream Credentials)
Username Your username on Anomali ThreatStream platform

Password Empty

Private Key APl key you have obtained from Anamoli ThreatStream Platform
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b. Credential Store:

Parameter Value
Type External credential
Name Name of the credential with full path of the safe on store

3. Configuration > Integrations > Create Integration.

4. Fill the configuration form with the following parameter values:

Parameter Value

Name Display name of Anomali ThreatStream integration on SOAR

Type Anomali ThreatStream

Address Address of the integration (https://api.threatstream.com).
Configuration You need to specify the following configuration parameters:

# Integration ID of the proxy integration to use when connecting to
# current integration.
# If not provided, ATAR will try to use a direct connection.
#proxy.id=123
Credential Name of the credential set you have just created on step 2. (For
example, Anomali ThreatStream Credentials)

Trust Invalid SSL No selection required
Certificates

Require Approval Select user(s) from list to ask her/his approval before executing actions on this

From integration.

Notify Select user(s) from the list to notify when SOAR performs an action on
this integration.
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Integration Editor

Nama

Type Anomali ThreatStresm

Address

Configuration

Cradential Anomall ThreatStream Credantials

Trust Invalid S5L ]
Cartificatas

Require Approval From

Matity

Tags

Show additional perametorsll

5. Click Save to complete integration.

6. Click Test to test the integration.

Additoinal Notes

e Anomali ThreatStream integration on SOAR is an Advanced Script and content of the
default script is accessible under Configuration > Customization Library.

e While defining the integration for the first time, you might encounter the following
warning message, which is the expected behavior for this type of integration.
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#nomall |hreatSiream” Integration must be aaved bafors teating
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Integration Guide for Arbor Networks APS

Integration Overview

Arbor Networks APS is an in-line Distributed Denial of Service(DDoS) protection solution.

Integration Capabilities

ArcSight has the following integration capabilities with Arbor Networks APS:

e Block IP
¢ Block access to IP

Use Case: Blocking malicious IP on peripheral

ArcSight SOAR integrates with Arbor Networks APS to block malicious IP addresses detected
while responding to an incident. SOAR can block both the incoming and outgoing traffic either
automatically within a playbook or manually by an analyst.

Configuration

Prerequisites

* SOAR connects to Arbor Networks APS’ APl via HTTPS. By default, the API interface works
on 443 /tcp port. So access permission to this port is required.

e An APl access token needs to be created for SOAR to connect to Arbor Networks APS.

Configuring Arbor Networks APS

1. Login to Arbor Networks APS device.
2. Add a new API token.

admin@arbos: /# serv aaa local apitoken generate admin ATAR_INTEGRATION
Added token: jwP9JcmZYz4I9QHOLpkDA n5nj_ DNHifc6IwsqOP

[ ﬂ Note: SOAR uses the generated token as the credential password and user name as admin.
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Configuring SOAR

1. Click Configuration > Credentials > Create Credential.

2. Fill the Credential Editor form with the following parameter values:

a. Internal Credential:

Parameter Value

Type Internal credential

Name Display name of the credential set (For example, Arbor APS Credential)

Username admin

Password AP| Token you have created for SOAR on Arbor Networks APS device
Private Key Empty

b. Credential Store:

Parameter Value
Type Extrenal credential
Name Name of the credential with pull path of the safe on store

3. Configuration > Integrations > Create Integration.

4. Fill the configuration form with the following parameter values:

Parameter

Name

Type

Address

Password
Credential

Trust Invalid SSL
Certificates

Require Approval From

Notify

Configuring SOAR

Value
Display name of Arbor Networks APS integration on SOAR

Arbor Networks APS

Address of the integration (the format should be http
(s]://1.1.1.1:1234 or http[s]://abc.example.com:1234)

AP| Token you have created for SOAR on Arbor Networks APS
device

Name of the credential set you have just created on step 2. (For
example, Arbor APS Credential)

Select this if device’s certificate is self-signed or not recognized
by browsers

Select user(s) from list to ask her/his approval before executing
actions on this integration

Select user(s) from the list to notify when ATAR performs an
action on this ntegration
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5. Click Test.The following pop up will be displayed if your credential and address are valid.

6. Click Save to complete integration.

Integration Guide for AWS Network Firewall

Integration Overview

AWS Network Firewall is a managed service that makes it easy to deploy essential network
protections for all of your Amazon Virtual Private Clouds (VPCs). AWS Network Firewall’s
flexible rules engine allows you to define firewall rules that provide fine-grained control over
network traffic, such as blocking outbound Server Message Block (SMB) requests to prevent
the spread of malicious activity. AWS Network Firewall’s stateful firewall can incorporate
context from traffic flows, like tracking connections and protocol identification, to enforce
policies such as preventing your VPCs from accessing domains using an unauthorized protocol.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with AWS Network Firewall:

e Create Stateful Rule Group
e Create Stateless Rule Group
e Add Stateful Rule

e Add Stateless Rule

e Delete Rule Group

e Delete Stateful Rule

e Delete Stateless Rule

e List Firewalls

e List Rule Groups

e List Firewall Policies

e Get Firewall Policies

e Get Firewall Rule Group

Prerequisites

e ArcSight SOAR connects to AWS Network Firewall APl using HTTPS. Access to
https://aws.amazon.com/network-firewall is required.
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* Access key ID and Secret Access key are required for ArcSight SOAR to connect to AWS
Network Firewall.

Configuration

Configuring AWS Network Firewall

1. Loginto Amazon AWS.

2. Navigate to My Security Credentials and select Identity Access Management (IAM)
service.

3. Click Access Management > Users > Add User to add an IAM user.
4. Select Access Type as Programmatic Access.

5. You can skip the next steps until Access Key and Secret Access Key are displayed.

[ ﬂ Download the credentials as the Secret Access Key is not displayed post this step.

6. Add the following action permissions if you require admin permissions for this service or
contact your AWS cloud support:

[

"network-firewall:ListTagsForResource",
"network-firewall:DeleteRuleGroup",
"network-firewall:DescribeloggingConfiguration”,
"network-firewall:CreateRuleGroup”,
"network-firewall:DescribeRuleGroupMetadata”,
"network-firewall:DescribeFirewall",
"network-firewall:UpdateRuleGroup",
"network-firewall:ListRuleGroups"”,
"network-firewall:DescribeRuleGroup",
"network-firewall:DescribeFirewallPolicy",
"network-firewall:ListFirewalls",
"network-firewall:TagResource",
"network-firewall:DescribeResourcePolicy",
"network-firewall:DeleteFirewall”,
"network-firewall:ListFirewallPolicies"

]
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Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Specify the following parameter values in the Credential Editor:

Private
Type Name Username Password Key
Internal Display name of credential set (for Empty Access Key Secret
Credential example, Amazon Network Firewall Key
Credentials).
3. Click Configuration > Integrations > Create Integration.
4. Specify the following parameter values in the Configuration Form:
Parameter Value
Name Display name of the integration
Type Amazon Network Firewall
Address Address of the integration should follow the format
https://networkfirewall.amazonaws.com:443
For specific region,the integration should follow the format https://
network-firewall. region.amazonaws.com
Configuration Specify the following configuration parameter values:
Region Region is required for retrieving the correct endpoint for current
integration.
For example: ap-southeast-1
proxy.id Integration ID of the proxy to use current intergration.
For example:
Proxy.id=12345
Credential Credential that has been defined for this integration under the Credentials

menu

Trust Invalid SSL Certificates Select this option if the firewall’s web certificate is self-signed or if it is not
recognized by browsers

Require Approval From Select user(s) from list who can provide approval before executing actions on
this integration

Notify Select user(s) from the list who can provide approval when SOAR performs
an action on this integration

5. Click Save.
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6. Navigate to Configuration > Customization Library and edit Amazon Network Firewall
Advanced Action Script Default Script Template.

7. Select the integration that you have created in step 4 from the Integrations drop-down
menu and click Save.

8. Click Test, an Integration Successful message is displayed if the credential and address are
valid.

Capabilities
1. Create Stateful Rule Group
Action capability for creating a Stateful Rule Group for blocking IP address.
e Rollback: No
¢ Duplicate Control: No

The following table presents the Create Stateful Rule Group action capabilities details:

Scope Restricted Required

Input Parameter Description Type (Yes/No) (Yes/No)

Integration Name of the third party Integration N/A Yes
integration

Rollback Mode Time to rollback this action. N/A N/A No
Default is no-rollback.

Rule Group Name Name of the Rule Group String No No

Action Action to be taken String No Yes

(PASS,DROP,ALERT)

Header Protocol Header Protocol String No Yes
(TCP,HTTP,ICMP and so on)

Capacity Capacity Integer No Yes
Header Source IP Address String No Yes
Header Source Port Source Port String No Yes
Header Destination IP Address String No Yes
Header Destination Destination Port String No Yes
Port
Direction Direction (FORWARD,ANY) String No Yes
Rule Order Rule Order to be executed String No Yes
Output:
N/A

Human Readable Output
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N/A

2. Create Stateless Rule Group
Action capability for creating a Stateless Rule Group for blocking IP address.

* Rollback: No
¢ Duplicate Control: No

The following table presents the Create Stateless Rule Group action capabilities details:

Scope
Rescticted Required
Input Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third party Integration N/A Yes
integration
Roll Back mode Time to rollback this action. N/A N/A No
Default is no-rollback
Rule Group Name Rule Group Name String No Yes
Rule Group Action Action to be taken String No Yes
(aws:PASS,aws:DROP)
Source Address IP address,range of IP address ~ String No Yes
Definition
Destination Address  IP address,range of IP address  String No Yes
Definition
Header Destination Destination Port String No Yes
Port
Priority Priority for execution Integer No Yes
Capacity Capacity Integer No Yes
Output:
Case Scope
N/A
Human Readable Output
N/A

3. Add Stateful Rule
Action capability for adding a Stateful rule to an existing Rule Group for blocking IP
address.

¢ Rollback: Yes
¢ Duplicate Control: Yes

The following table presents the Add Stateful Rule action capabilities details:
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Input Parameter

Integraion

Rollback Mode

Rule Group Name

Rule Group Action
Name

Header Protocol

Header Source
Header Source Port
Header Destination

Header Destination
Port

Direction

Rule Order

Output:
Case Scope
N/A

Description

Name of the third party
integration

Time to rollback this
action. Default is no-
rollback

Rule Group Name

Action to be taken
(PASS,DROP,ALERT)

Hearder Protocol(TCP,
HTTP, ICMP and so on)

IP Address
Source Port
IP Address

Destination Port

Direction(FORWARD,ANY)

Rule Order to be executed

Human Readable Output

N/A

4, Add Stateless Rule

Type

Integration

String

String

String

String

String
String
String

String

String

String

Scope Restricted

(Yes/No)

N/A

N/A

No

No

No

No
No
No

No

No

No

Required
(Yes/No)

Yes

No

Yes

Yes

Yes

Yes
Yes
Yes

Yes

Yes

Yes

Action capability for adding a Stateless Rule to an existing Rule Group for blocking IP

address.
* Rollback: Yes

® Duplicate Control: Yes

The following table presents the Add Stateless Rule action capabilities details:

Capabilities
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Scope Restricted ~ Required
Input Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third party integration  Integration N/A Yes
Rollback Mode Time to rollback this action. Default  String N/A No
is no-rollback
Rule Group Name Rule Group Name String No Yes
Action Action to be taken String No Yes
(aws:PASS,aws:DROP)

Source Address IP Addess, Range of IP Address String No Yes
Definition
Destination Address IP Addess, Range of IP Address String No Yes
Definition
Priority Priority for execution String No Yes

Output:

Case Scope

N/A

Human Readable Output

N/A

5. Delete Rule Group

Action capability for deleting Rule Group from existing Rule Group.

e Rollback: No

¢ Duplicate Control: Yes

The following table presents the Delete Rule Group action capabilities details:

Scope Restricted ~ Reduired
Input Parameter  Description Type (Yes/No) (Yes/No)
Integration Name of the third party integration Integration N/A Yes
Rollback Mode Time to rollback this action. Defaultis N/A N/A No
norollback.

Rule Group Name Rule Group Name String No Yes
Type Type (STATEFUL or STATELESS) String No Yes

Output:

Case Scope

N/A

Human Readable Output
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N/A

6. Delete Stateful Rule
Action capability for deleting a Stateful Rule from an existing Rule Group .

* Rollback: No
¢ Duplicate Control: No

The following table presents the Delete Stateful Group action capabilities details:

Input Scope Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third party integration Integration N/A Yes
Rollback Mode Time to rollback this action. Default is N/A N/A No
norollback.

Rule Group Rule Group Name String No Yes
Name
Sid Sid Integer No Yes

Output:

Case Scope

N/A

Human Readable Output

N/A

7. Delete Stateless Rule
Action capability for deleting a Stateless Rule from an existing Rule Group.

¢ Rollback: No
* Duplicate Control: No

The following table presents the Delete Stateless Group action capabilities details:

Input Scope Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third party integration Integration N/A Yes
Rollback Mode Time to rollback this action. Default is N/A N/A No
norollback.
Rule Group Rule Group Name String No Yes
Name
Priority Priority for execution Integer No Yes
Output:
Case Scope
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N/A

Human Readable Output

N/A

8. List Firewalls
Enrichment capability for retrieving a list of firewall for the specified VPC identifiers.
Scope Restricted Required
Input Parameter  Description Type (Yes/No) (Yes/No)
Integration Name of the third party Integration N/A Yes
integration

Max result Max result Integration N/A Yes
VPC IDs VPC identifiers String N/A No

Output:

Case Scope

N/A

Human Readable Output

9. List Rule Groups

Enrichment capability for retrieving a list of rule groups.
Input Scope Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third party Integration N/A Yes

integration

Max result Max result Integration N/A Yes
Scope Scope(ACCOUNT,MANAGED) String N/A Yes

Output:

Case Scope

N/A

Human Readable Output

N/A

10. List Firewall Policies
Enrichment capability for retrieving a list of firewall policies.
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Input Scope Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third party Integration N/A Yes
integration
Max result Max result Integration N/A Yes
Output:
Case Scope
N/A
Human Readable Output
N/A

11. Get Firewall Policy
Enrichment capability for retrieving the details of a firewall policy.

Scope Restricted Required
Input Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third party Integration N/A Yes
integration

Firewall Policy Firewall Policy Name String N/A Yes
Name

Output:

Case Scope

N/A

Human Readable Output

N/A

12. Get Firewall Rule Group
Enrichment capability for retrieving the details of a firewall rule group.

Input Scope Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third party Integeration N/A Yes
integration
Max Results Max Results Integer N/A Yes
Scope Scope(ACCOUNT,MANAGED) String N/A Yes
Output:
Case Scope
N/A
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Human Readable Output
N/A

Integration Guide for Azure Network Security
Groups

Integration Overview

Azure Network Security Groups is a service that is used to filter network traffic to and from
Azure resources in an Azure virtual networks. A network security group contains security rules
that allow or deny inbound network traffic to, or outbound network traffic from, several types
of Azure resources. For each rule, you can specify source and destination, port, and protocol.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Azure Network Security Groups:

e Get Network Security Group

e List All Network Security Group

e List Network Security Group in Resource Group
e Create Network Security Group

e Create Network Security Group Rule

e Add Network Security Group Tag

e Remove Network Security Group Tag

Prerequisites

ArcSight SOAR connects to Microsoft Azure Network Security APl using HTTPS. Access to Azure
Portal (https://login.live.com) is required.
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Configuration

Configuring Microsoft Azure Network Security

1. Loginto https://portal.azure.com and Navigate to Azure Active Directory service.

2. Click App Registration > New Registration. Complete the ArcSight SOAR application
registration by specifying the following parameter values in the Register an application

form:
Name Supported Account types Redirected URL
ArcSight SOAR Accounts in this https://localhost/soar

organizational directory only
(Default Directory for single
tenant only)

3. Select your application and Click Add a certificate or secret > New Client Secret. Add a
description and specify the expiry period as 24 months.

[ ﬂ Note down the Secret Key along with Client ID as you may need it later.

a. Click APl Permissions > Add a Permission and select Azure Service Management API.
b. Add the user_impersonation as a permission.

4. Navigate to Home > Subscriptions and note down the subscription ID.

5. Navigate to Home > Resource groups > IAM > Add Role to add role level permissions.

6. Grant following permissions to the users:

Permissions Description

Microsoft.Network/networkSecurityGroups/read Gets a network
security group
definitionAction

Microsoft.Network/networkSecurityGroups/write Creates a
network security
group or updates
an existing
network security
groupAction
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Permissions Description

Microsoft.Network/networkSecurityGroups/securityRules/read Gets a security
rule definition
Action

Microsoft.Network/networkSecurityGroups/securityRules/write Creates a security
rule or updates
an existing
security rule
Action

Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Specify the following parameter values in the Credential Editor:

Type Name Password Private Key
Internal Display name of credential set Client ID of the user that Client secret key of the users
Credential ( for example, Microsoft you have created for that you have created for
Azure Network Security). SOAR on Microsoft Azure SOAR on Microsoft Azure
Network Security. Network Security.

3. Click Configuration > Integrations > Create Integration

4. Specify the following parameter values in the Configuration Form:

Parameter Value

Name Display name of the integration

Type Microsoft Azure Network Security

Address Address of the integration (the format should be

https://management.azure.com)
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Parameter

Configuration

Credential

Notify

5. Click Save.

Value

Specify the following configuration parameters:

tenant.id

subscription

version

proxy.id

Tenant Id on Microsoft Azure. For example: tenant.id =
57faef05-5f3f-4147-a5e1- 5ecd93902c3a

Subscription ID on Microsoft Azure. For example,
subscription = 7ee609fd-4deb4156-826e-7d1796f6e3e7

Microsoft Azure Network Security API version . For
example: version=2021-05-01

ID of the proxy integration if you access Microsoft Azure
through a web proxy device. Forexample: proxy.id =

12345

Credential that has been defined for this integration under Credential

menu.

Select user(s) from the list to notify when SOAR performs an action on this

integration.

6. Navigate to Configuration > Customization Library and edit Amazon Network Firewall

Advanced Action Script Default Script Template.

7. Select the integration that you have created in step 4 from the Integrations drop-down

menu and click Save.

8. Click Test, and Integration Successful message is displayed if the credential and address

are valid.

Capabilities

1. Get Network Security Group
Enrichment capability for retrieving a network security group in a resource group.

Input Parameter

Integration

Network Security
Group Name

Resource Group Name

Output:

Capabilities

Description

Name of the third party
integration

Name of the network security
group

Resource group of the user that
you have created in Microsoft
Azure Network Security Group

Type

Integration

String

String

Scope
Restricted
(Yes/No)

N/A

N/A

N/A

Required
(Yes/No)
Yes

Yes

Yes
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Case Scope
N/A
Human Readable Output
N/A
2. List All Network Security Group

Enrichment capability for retrieving all network security groups from a resource group.

Input Parameter Description

Integration Name of the third party
integration

Network Security Group Name Name of the network security
group

Resource Group Name Resource group of the user in

Microsoft Azure Network
Security Group

Output:

Case Scope

N/A

Human Readable Output
N/A

3. List Network Security Group in Resource Group

Type

Integration

String

String

Scope

Restricted Required
(Yes/No) (Yes/No)

N/A

N/A

N/A

Yes

Yes

Yes

Enrichment capability for listing all network security group in a particular resource group.

Input Parameter  Description
Integration Name of the third party integration
Network Security ~ Name of the network security group
Group Name
Resource Group Resource group of the user in Microsoft
Name Azure Network Security Group
Output:
Case Scope
N/A

Human Readable Output

Capabilities

Type
Integration

String

String

Scope

Restricted Required
(Yes/No) (Yes/No)
N/A Yes

N/A Yes

N/A Yes
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4. Create Network Security Group
Action capability for creating a network security group in a particular resource group.

Scope
Restricted Required
Input Parameter Description Type (Yes/No) (Yes/No)
inNetwork Security ~ Network Security Group Name String  N/A Yes
Group Name
Resource groups Resource group of the users in Microsoft String N/A Yes
Name Azure Network Security Group.
Location Location of the user. String N/A Yes
Output:
Case Scope
N/A
Human Readable Output
N/A

5. Create Network Security Group Rule
Action capability for creating a network security group rule in resource group.

Scope
Input Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Network Name of the network security group name String N/A Yes
Security
Group Name
Resource Resource group of the users in Microsoft Azure Network  String N/A Yes
Group Name  Security Group.
Name Unique Rule Name String N/A Yes
Protocol TCP, UDP, ICMP, ESP, AH, or Any String N/A Yes
Source “*” for all default or 0.0.0.0/0 or AzureLoadBalancer String N/A Yes
Address
Prefix
Destination “*” for all default or 0.0.0.0/0 or AzureLoadBalancer String N/A Yes
Address
Prefix
Source Port  0-65535 String N/A Yes
Range
Destination 0-65535 String N/A Yes
Port Range

Capabilities Page 131 of 690



Integration Guides

Input
Parameter Description Type
Priority A number in the range 100-4096 to assign a priority. String
Rules are processed in priority order, with lower
numbers processed before higher numbers
Direction Whether the rule applies to inbound, or outbound traffic String
Access Allow or deny. String
Location Location of the user String
Output:
Case Scope
N/A

Human Readable Output

N/A

6. Add Network Security Group Tags

Scope
Restricted
(Yes/No)

N/A

N/A
N/A

N/A

Required
(Yes/No)

Yes

Yes
Yes

Yes

Action capability for updating a network security group tag in the specified resource group.

Input Parameter

Network Security
Group Name

Resource group
Name

Tag Name
Tag Value
Output:

Case Scope
N/A

Description

Network Security Group Name

Resource group of the user in Microsoft Azure
Network Security Group.

Resource Tag Key

Resource Tag Value

Human Readable Output

N/A

7. Remove Network Security Group Tags

Type

String

String

String

String

Scope
Restricted
(Yes/No)

N/A

N/A

N/A

N/A

Required
(Yes/No)

Yes

Yes

Yes

Yes

Action capability for Updating network security group tag in the specified resource group.

Capabilities
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Input Parameter

Network Security
Group Name

Resource group
Name

Tag Name
Tag Value
Output:

Case Scope
N/A

Description

Network Security Group Name

Resource group of the user in Microsoft Azure
Network Security Group.

Resource Tag Key

Resource Tag Value

Human Readable Output

N/A

Capabilities

Type

String

String

String

String

Scope
Restricted
(Yes/No)

N/A

N/A

N/A

N/A

Required
(Yes/No)
Yes

Yes

Yes

Yes

Page 133 of 690



Integration Guides

Integration Guide for Bind RPZ DNS

Integration Overview

ArcSight SOAR uses BIND DNS servers to block malicious domains using incident scope.

Integration Capabilities

Action

e Block

Configuration

Prerequisites

¢ You must enable the DNS Zone Transfer on the server as SOAR uses DNS Zone Transfer
Protocol to connect to the BIND DNS server.

¢ Remote Name Daemon Control (RNDC)

Configuring SOAR

1. To create the integration, navigate to Configuration > Integrations.

2. Specify the following parameter values in the Integration Editor window:

Parameter Value

Name Display name of the integration

Type BIND RPZ DNS

Address Address of the integration (the format must be 1.1.1.1).
Configuration You must specify the following configuration parameters:

e ZONE: Name of the RPZ configured on the BIND server

e BLOCK_IP: IP address to which malicious domains need to be redirected
¢ TTL: Time-to-live for the DNS record

e KEY_NAME: Name of the RNDC key
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Parameter Value
Credential Specify the Credential that was defined for this integration under the Credentials
menu

Trust Invalid SSL  Select this if Engine’s certificate is self-signed or is not recognized by browsers.
Certificates

Require Approval Select users from list who can provide approval before executing
From action on this integration

Notify Select user(s) from the list to notify when SOAR performs an action on this integration

niagration Edrtor

Heris

Typa Bind AFT DME

Ackiraas

Lol i it oen

Crmclaniinl Ranil APT [NS

Tiromsl Brrwibicl 551 [ ]

artdicnins

Mapiire &pproyel From T TirnaoiFey Dalon

B il ity | el Lise

Taga

Wi aad il nionsl paramate rell

3. Click Test. The following pop up will be displayed if your credential and address are valid.

4. Click Save to complete integration.
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Integration Guide for BMC Discovery

Integration Overview

BMC Discovery products automate the process of populating BMC Discovery CMDB. When
these products discover IT hardware and software, they create Configuration ltems and
relationships from the discovered data.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with BMC Discovery:

¢ Get Cl Details

e Get Installed Software

Prerequisites

You must have access to HTTPS as ArcSight SOAR connects to BMC Discovery APl through this
service.

Configuration

Configuring BMC Discovery

Basic Authentication:

To configure a service and fetch a token from the BMC Discovery endpoint, follow these steps :

[ ﬂ Your service can use the token to call Discovery query APIs under its own identity.

1. Log in to create an authorization key which will be used in all subsequent calls In the login
page, specify the following details:

Authentication Parameters
Parameters  Description
Username Username of the BMC Discovery

Password Password of the BMC Discovery
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Client creates a POST call and passes the username, password, and the Request headers
using the /x-www-form-urlencoded content type.

Additional Configuration:
Configuration Parameter Description
proxy.id Proxy device to be used while communicating with the remote system’s API

cache.reusing.duration Default cache-reuse parameter

Configuring SOAR

1. Click Configuration > Credentials > Create Credentials.

2. Specify the following parameters values in the Credential Editor form.

Private
Type Name Username Password Key
Internal Display name of credential set (for Username of the Password of the N/A

credential  example, BMC Discovery Credentials). BMC Discovery BMC Discovery

Select your integration plugin zip file and click on Save.
Select the integration that you have added to the Integrations menu.

Click Save to complete the integration.

o v MW

Click Test, If the credential and address are valid a success message is displayed.

Integration Capabilities:

1. Get Cl Details

Enrichment capability to retrieve the Cl details from the BMC discovery search by
hostname.

Request headers:

Header Value Required

Authorization Bearer <token generated> Yes

Input Parameters:

Parameter  Description Type Scope restricted (Yes/No) Required (Yes/No)
Host Name  Host name to be provide String  Yes Yes
Output:
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Case Scope: N/A
Human Readable Output:

4 minuies ago - 5 man executed Get CI [ 1i1s ennchment on B

P mrartery Dortade

Key

o N
Type

Hardware Vendor
Virual

DNS Domain
Local FQDN
Business Chmer
Rool=

Phone
Empiloyes ID

Descripsion

Business Continuity Critkcal

O35 Version

OS Architeciure

OS Basid

OS Vendor

Kol

Mode

Host Running on Environment

Metsork Interface Names

Software Instance Naméas

Integration Capabilities:

Value
Bpeni-id-poidey-0
LMY Server

innbek GmbH

e

M

localhost

juilee. rraneeT

Manager Apphcation Crwamed
w44 (0) 2079 460 BE2
MiA

MiA

MA

Ubuntu 14045 LTS

UNEX

Uibiaibin L i
14.04

xBE_G4

Trusty Tahr
Canonical

4.2 0-42-generic

VirtualBaox

| “Mode. =", “Java Virtual Maching™, "Java Virtual Maching™, "Java
Virtual Machine™ |

| “silk-viep on agent-ad-poidev.0, IPvE: 10.255.6.0, IPvG
leBi:addbcITH: leSc-5a5, MAC Addr: ee-ee-0ai:06:00°, “sthl on
agent-id-pcfdev-0, 1IPwd: 10,204, 1111, 1PvE: feB0call: 2T fed3: 1c48
MAC Addr: 08:00:2T:43: 148", “ethl) on agent-ad-pcidev-0, 1Py
1000.2.15, IPvE: feB0::a00:2 T leSacalod, MAC Addr

080027 5a:alod” |

| "Nginx Websenser on agent-id-poidev-0 Pors:None™, "Cloud Foundrny
MySOL Broker 35 on agent-id-poidev-0 Ports:None™, “Apache Tomoat
Application Server 8.0 kstening on 8085, B443, 8989 on apent-id
pcidev-D Ports:JB08S, 8443, BSE]", “eicd on agent-id-poide:-0 Ports
(2379, 23807, "Cloud Foundry Diego Database 1.16 on

pcidev-0 Posts:None™, “Nginx Webserver 1.11 on agen

Ports:None™, "Cloud Foundry Dego Cell on agent.id-pcidev-0
Ports:None™, "Cloud Foundry Cloud Controlier 1.28 on agent-id-
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Virtua

Total 25 , items | page

2. Get Installed Software

Enrichment capability to retrieve the information for the installed application on the
server.

Request headers:

Header Value Required

Authorization Bearer {token} Yes

Input Parameters:

Parameter  Description Type Scope restricted (Yes/No) Required (Yes/No)
Host Name  Host name to be provide String  Yes Yes
Output:

Case Scope: N/A
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Human Readable Output:

4 minutes ago- s executed L Inst frware enrichment on g

SCD Agent 89,01 on cim-del-srThel

Wirtuad Washine B ame

Total 12 , ibems | page

Integration Guide for BMC Helix ITSM

Integration Overview

BMC Helix ITSM is a comprehensive Cognitive Service Management cloud offering, that consists
of robust cognitive capabilities such as intelligent chatbots and predictive capabilities.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with BMC Helix ITSM:

¢ Create Incident

Update Incident

Get an Incident

Close Incident

Add Work Note to Incident
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Prerequisites

You must have HTTPS access as ArcSight SOAR connects to BMC Helix API through this service.
Configuration

Configuring BMC Helix ITSM

To configure a service and get a jwt token from the BMC Helix platform endpoint, complete
the following steps:

[ ﬂ Your service can use the token to call ITSM APIs under its own identity.

1. Login to create an authorization key used in all subsequent calls.

2. Inthe login page, specify the following details:

ﬂ Client creates a POST call and passes the user name, password, and Auth String in the
Request headers using the /x-www-form-urlencoded content type.

Body Parameters for the JWT (JSON Web Tokens) Token generation:
Parameter Description Data Type Required
Username <username> String Yes
Password < password>  String Yes

Additional Configurations:

Configuration
Parameters Description

proxy.id Proxy device to be used while communicating with the remote system’s API

cache.reusing.duration Default cache-reuse parameter

list.name List name that is used for mapping ArcSight SOAR cases to MC Helix ITSM incidents.
For example, list.name=bmcMapList

Configuring SOAR

1. Click Configuration > Credentials > Create Credentials.

2. Specify the following parameters values in the Credential Editor form.
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Private
Type Name Username Password Key
Internal Display name of credential set (for Your username Your password Empty
credential example, BMC Helix Credentials). from BMC Helic from BMC Helic
3. Click Configuration > Integrations > Upload plugin
4. Select your integration plugin zip file and click Save.
5. Select the integration that you have added to the Integrations menu.
6. Click Save to complete the integration.
7. Click Test. A successful message is displayed if the credential and address are valid.
Integration Capabilities:
1. Create Incident
Action capability to create incident records with severity, priority, descriptions etc.
¢ Rollback: No
¢ Duplicate Control: No
Request headers:
Parameter Value Required
Authorization ~ AR-JWT <token generated> Yes
Input Parameters:
Scope
restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Urgency The level if incident. The level, for example, can be Array No Yes
critical, low or high.
Impact The type of issue. Array No Yes
Service Type The type of service incident. The type, for example, Array No Yes
can be ‘User Service Restoration.
Description  Description of the incident. String No Yes

Output:
Case Scope: N/A
Human Readable Output: N/A
2. Update Incident
Action capability to update the incident.

Integration Capabilities: Page 142 of 690



Integration Guides

e Rollback: No
¢ Duplicate Control: No
Request headers:

Parameter Value Required

Authorization ~ AR-JWT <token generated> Yes
Input Parameters:

Scope restricted Required
Parameter Description Type (Yes/No) (Yes/No)

Request ID RequestID Of An IncidentOn String No Yes
HPD:IncidentInterface

Status The status of the incident (Ex Status:”Resolved” Array No Yes
¢ Closed
* In Progress
e Assigned

¢ Canceled

Urgency The level if incident. The level, for example, can Array No Yes
be critical, low or high.

Impact The type of issue. Array No Yes

Status The status of the reason. Array No Yes

Reason

Description Description of the incident. String No No
Output:

Case Scope: N/A
Human Readable Output: N/A

3. Get anIncident
Enrichment capability to fetch the incident details for a given incident ID.

Request headers:

Parameter Value Required

Authorization ~ AR-JWT <token generated> Yes

Input Parameters:
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Parameter Description

Incident Incident number Of An IncidentOn
Number HPD:IncidentInterface
Output:

Case Scope: N/A
Human Readable Output:

Key

Request ID
Incident Number
Submitter
Submit Date

Assignee Login ID

Reported Date

Responded Date
Last Modified By
Last Modified Date
Last Resolved Date

Close Date

[ R

Integration Capabilities:

Scope restricted
Type (Yes/No)

String No

Value

Required
(Yes/No)

Yes

INCO00000005318|INCO00000005318

INCO00000005587

Sam_Agent
2023-03-03T11:32:12.000+0000
Arthur Agent
2023-03-03T11:32:12.000+0000
2023-03-03T11:32:12.000+0000
Sam_Agent
2023-03-03T12:24:32.000+0000
2023-03-03T12:16:36.000+0000

2023-03-03T12:16:36.000+0000

Mlanad
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Status

Status History
Assignee Groups
Department

Site Group

Region

Entry ID

Customer Login ID
Description
Company

Country

State Province

City

Last Name

First Name

Contact Client Type

VIP

Integration Capabilities:

NFA
15032;'Sam_Agent';
EMCOpsMonitoring Dept
United States

Americas
INCO00000005318
Sam_Agent

Changed Status
BMCOpsMonitoring
United States

Texas

Houston

Agent

Sam

Office-Based Employee

No
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Contact Sensitivity
Street

Zip/Postal Code
Internet E-mail
Corporate ID
Phone Number
Service Type
Status Reason
Detailed Decription
Resolution
Urgency

Impact

Priority

Reported Source

4. Close Incident
Action capability to update existing incident.

e Rollback: No

¢ Duplicate Control: No
Request headers:

Parameter Value Required
Authorization AR-JWT <token generated> Yes

Input Parameters:

Parameter Description
Request ID RequestID Of An IncidentOn
HPD:IncidentInterface
Resolution Detailed note of the updating incident
Note
Output:

Case Scope: N/A
Human Readable Output: N/A

Integration Capabilities:

Standard

2103 CityWest Bivd.
77042-2828

N/A

N/A

it

Infrastructure Restoration

Automated Resolution Reported

N/A

Closed Incident
4-Low
2-Significant/Large

Low

Systems Management

Scope restricted
Type (Yes/No)

String No

String No

Required
(Yes/No)

Yes

Yes
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5. Add Work note to Incident

Action capability to create a work note to existing incident.

¢ Rollback: No
¢ Duplicate Control: No

Request headers:

Parameter Value Required

Authorization ~ AR-JWT <token generated> Yes

Input Parameters:
Parameter Description
Incident Number Incident number of work note

Work Note Work note for the Incident
Output:

Case Scope: N/A
Human Readable Output: N/A

Scope restricted (Yes/No) Required (Yes/No)
No Yes

No Yes

Integration Guide for BMC Helix Remedyforce

Integration Overview

BMC Helix Remedyforce is a cloud service management solution on Salesforce for IT service
operations. It improves service delivery with incident and asset management capabilities.

Integration Capabilities

SOAR has the following integration capabilities with BMC Helix Remedyforce:

e Add Client Note to Incident

e Add Client Note to Service Request
e Close Incident

e Close Service Request

e Create Incident

e Create Service Request

e Update Incident

e Update Service Request

Integration Guide for BMC Helix Remedyforce
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Get Incident Details

Get Service Request Details

List Request Definition Questions

List Request Definitions

Configuration

Configuring BMC Helix Remedyforce

e You must have access to HTTPS as the ArcSight SOAR connects to
https://nal.salesforce.com APl through this service.

e BMC Helix Remedyforce requires a Username, Password, and Security Token for access.

e Users must have APl access enabled.

Configuring SOAR

1. Click Configuration > Credentials > Create Credential.

2. Specify the following parameter values in the Credential Editor:

Parameter Value
Type Internal Credential
Name Display name of credential set (For example, BMC Helix Remedyforce

Credentials)

Username <Username>
Password <password>
Private Key <security token>

3. Click Configuration > Integrations > Create Integration.

4. Specify the following parameter values in the Configuration form:

Parameter Value

Name Display name of BMC Helix Remedyforce Integration on SOAR
Type Advanced Scriptable Device
Address Address of the Integration (address should be in the format( https://nal.salesforce.com)
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Parameter Value

Configuratio Specify the following configuration parameters:

n # Integration ID of the proxy integration to use when connecting to current
integration.
# If not provided, ArcSight SOAR will try to use a direct connection.
#tproxy.id=123
# Name of the list mapping SOAR Case IDs to Salesforce IDs of incidents and
service requests
list.name=SOAR_to_Remedyforce_List

Credential Name of the credential set created in step 2 (For example, BMC Helix Remedyforce

Credentials)

Trust Invalid  Select this if the certificate of the engine is self-signed or is not recognized by browsers
SSL
Certificates

Require Select users from the list who can provide approval before executing actions on this integration
Approval

From

Notify Select users from the list to notify when SOAR performs an enrichment on this integration

5. Click Test to test whether the configuration and credentials used can successfully
authenticate.

6. Click Save to complete the integration.

7. Click Configuration > Lists > Create List.
Parameter Value
List Name Name of list corresponding to list.name in configuration (ie. SOAR_to_Remedyforce_List)

8. Specify the following in the List Editor form:

Type Column Name
Keyword Key
Keyword Salesforce ID

Capabilities

1. Add Client note to Incident

Action capability for adding a client note to an incident.
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Input Parameter Description
Summary Summary of the note

Notes Note to add to the incident

Output:
Case Scope
N/A
Human Readable Output
N/A
2. Add Client Note to Service Request

Action capability for adding a client note to a service request.

Input Parameter Description
Summary Summary of the note

Notes Note to add to the incident

Output:

Case Scope

N/A

Human Readable Output
N/A

3. Close Incident

Type Scope Restricted (Yes/ No)

String No

String No

Type Scope Restricted (Yes/ No)

String No

String No

Action capability to close an incident given its status.

Input
Parameter Description Type
Status Status of the Dropdown menu with the following
incident options:
CLOSED, CLOSED/NO CONTACT,
COMPLETED, REJECTED
Output:
Case Scope
N/A
Human Readable Output
N/A

4. Close Service Request

Action capability to create a service request.

Capabilities

Required (Yes/ No)

Yes

Yes

Required (Yes/ No)

Yes

Yes

Scope Restricted
(Yes/ No)

No

Required
(Yes/ No)

Yes
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Input
Parameter Description Type
Status Status of the Dropdown menu with the
incident following options:
¢ CLOSED
e CLOSED/NO CONTACT
¢ COMPLETED
e REJECTED
Output:
Case Scope
N/A
Human Readable Output
N/A

Create Incident

Action capability to create a new incident.

Input
Parameter Description
Client Username of the client for which the
Username incident is created
Account Name of the account for the incident
Status Status of the incident

Capabilities

Scope Restricted

(Yes/ No)

No

Type

Email Address

Dropdown menu
with options:

e Account A
e AccountB

e AccountC

Dropdown menu
with options:

* IN PROGRESS
¢ PENDING

e ACCEPTED

¢ ASSIGNED

* OPENED

Required (Yes/
No)

Yes
Scope
Restricted  Required
(Yes/ No) (Yes/ No)
No Yes
No No
No No
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Input
Parameter

Category

Impact

Urgency

Queue

Staff
Username

Description

Due Date
Time

Capabilities

Description

Category of the incident

Impact of the incident

Urgency of the incident

Name of the queue to assign the incident to

Username of the staff to assign the incident

to.

Description of the incident

Date time when the incident is due, can be
static (format yyyy-mm-dd HH:MM:SS) or

relative (ex: 1d, 2h, 3m)

Scope

Restricted  Required
Type (Yes/ No) (Yes/ No)
Dropdown menu No No

with the options:

¢ HR-Separation
- Disable
Systems Access

¢ Email
Distribution

e Human
Resource
Inquiries

¢ Building Access

Dropdown menu No
with the options:

HIGH,
MEDIUM,
LOW
Dropdown menu No
with the options:
e HIGH
* MEDIUM
s LOW
Dropdown menu No
with the options:

e Change
Management

¢ Client Services

¢ Application
Development
¢ Desk Side
Support
Email Address No
String No
String No

No

No

No

No

No

No
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Output:
Case Scope
N/A
Human Readable Output
N/A
6. Create Service Request

Action capability to create a service request.

Scope
Input Restricted  Required
Parameter Description Type (Yes/ No) (Yes/ No)
Request Salesforce ID of the request definition. String No Yes
Definition ID
Request Questions and answers for the request String No No
Definition definition in the format
Questions questionID1=valuel;questionID2=value2
Client Username of the client for which the Email Address No Yes
Username service request is created
Account Name of the account for the service Dropdown menu with No No
requested options:

e Account A

e AccountB

e AccountC
Status Status of the service requested Dropdown menu with No No

options:
* IN PROGRESS
* PENDING
e ACCEPTED

ASSIGNED
* OPENED
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Input
Parameter

Category

Impact

Urgency

Queue

Staff
Username

Description

Due Date
Time

Output:

Case Scope

Capabilities

Integration Guides

Scope
Restricted
(Yes/ No)

Description Type

Dropdown menu with No
the options:

Category of the service requested

¢ HR-Separation -
Disable Systems
Access

¢ Email
Distribution

e Human Resource
Inquiries

¢ Building Access

Dropdown menu with No
the options:

¢ HIGH

Impact of the service request

¢ MEDIUM
¢ LOW

Dropdown menu with No
the options:

¢ HIGH

Urgency of the service request

¢ MEDIUM
¢ LOW

Dropdown menu with No
the options:

Name of the queue to which the service
request is assigned

e Change
Management,

¢ Client Services,
¢ Application
Development,

¢ Desk Side
Support

Username of the staff to which the service Email Address No
request is assigned

Description of the service request String No

Date time when the service request is
due, can be static (format yyyy-mm-dd
HH:MM:SS) or relative (ex: 1d, 2h, 3m)

String No

Required
(Yes/ No)

No

No

No

No

No

No

No
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N/A

Human Readable Output

N/A

7. Update Incident

Action capability to acquire the client username, account, status, category, impact,
urgency, queue, staff username, description, and due date time and updates the incident.
At least one of the following parameter must be updated:

Input Parameter

Client Username

Account

Status

Category

Impact

Capabilities

Description

(Optional) Username
of the client for
which the service
request is created

Name of the account

Status of the incident

Category of the
incident

Impact of the
incident

Type

Email Address

Dropdown menu with options:

e Account A
e Account B

e AccountC

Dropdown menu with options:

* IN PROGRESS
* PENDING

* ACCEPTED

e ASSIGNED

e OPENED

Dropdown menu with the options:

e HR-Separation - Disable
Systems Access

¢ Email Distribution

* Human Resource Inquiries

e Building Access

Dropdown menu with the options:

* HIGH
* MEDIUM
. LOW

Scope

Restricted Required
(Yes/ No) (Yes/ No)

No

No

No

No

No

Yes

No

No

No

No
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Scope
Restricted Required
Input Parameter  Description Type (Yes/ No) (Yes/ No)
Urgency Urgency of the Dropdown menu with the options: No No
incident e HIGH
e MEDIUM
e LOW
Queue Name of the queue Dropdown menu with the options: No No
to which the service « Change Management
request is assigned
e Client Services
* Application Development
¢ Desk Side Support
Staff Username Username of the Email Address No No
staff to which the
incident is assigned
Description Description of the String No No
incident
Due Date Time Date time when the  String No No

service request is
due, can be static
(format yyyy-mm-dd

HH:MM:SS) or
relative (ex: 1d, 2h,
3m)

Output:

Case Scope

N/A

Human Readable Output

N/A

8. Update Service Request

Action capability that takes the client email address, status, category, impact, urgency,
gueue, staff username, description, and due date time and updates the service request. At
least one of the following parameters must be updated:
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Scope
Restricted Required
Input Parameter  Description Type (Yes/ No) (Yes/ No)

Client Username (Optional) Username of the client to Email Address No Yes
which the service request is created

Account Name of the account for the service Dropdown menu No No
requested with options:

* Account A
* AccountB
* AccountC
Status Status of the service request Dropdown menu No No
with options:
* IN PROGRESS
* PENDING
e ACCEPTED
e ASSIGNED
e OPENED
Category Category of the service request Dropdown menu No No
with the options:

* HR-Separation
- Disable
Systems Access

e Email
Distribution

e Human
Resource
Inquiries

e Building Access

Impact Impact of the service request Dropdown menu No No
with the options:
* HIGH
¢ MEDIUM
s LOW
Urgency Urgency of the service request Dropdown menu No No
with the options:
* HIGH
¢ MEDIUM
s LOW
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Scope
Restricted Required
Input Parameter  Description Type (Yes/ No) (Yes/ No)
Queue Name of the queue to which the Dropdown menu No No
service request is assigned with the options:
e Change
Management
¢ Client Services
e Application
Development
e Desk Side
Support
Staff Username Username of the staff to which the Email Address No No
incident is assigned
Description Description of the service request String No No
Due Date Time Date time when the service request is String No No

due, can be static (format yyyy-mm-dd
HH:MM:SS) or relative (ex: 1d, 2h, 3m)

9. Get Incident Details

Enrichment capability to retrieve incident details given by the Salesforce ID. Salesforce ID
will be retrieved from the list on the SOAR.

Input Parameter Description Type Scope Restricted (Yes/ No) Required (Yes/ No)
Integration BMC Helix Remedyforce Integration N/A Yes
Output:
Case Scope
Action Type Category/Value
N/A N/A N/A

Human Readable Output:
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10. Get Service Request Details

Enrichment capability to retrieves service request details given the Salesforce ID.
Salesforce ID will be retrieved from the list on the SOAR.

Input Parameter Description Type Scope Restricted (Yes/ No) Required (Yes/ No)
Integration BMC Helix Remedyforce Integration N/A Yes
Output:
Case Scope:
Action Type Category/value
N/A N/A N/A

Human Readable Output
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Enrichment capability to list the questions associated with a request definition.

Input Parameter

Integration

Request
Definition ID

Output:
Case Scope:

Action

N/A

Description

BMC Helix Remedyforce

Salesforce ID of the request

definition

Type
N/A

Human Readable Output:

Capabilities

Scope Restricted Required (Yes/
Type (Yes/ No) No)
Integration ~ N/A Yes
String No Yes
Category/Value

N/A
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Question Prompt RHequired Input Values
# of CPUrs needad true Option: Allocate 1 CPU to ne slem,
Valee: 1, Dafault: true | OpSion: Allocate 2
CPUs to new system, Value: 2, Default
false | Option: Allocate 4 CPUs to new
system, Value: 4, Defaull: fakse

Memory required

to new system,
Value: 1024, Default: false | Option: Allocate
2 GB memory to new system, Value: 2048,
Default: fals jon: Allocate 4 GB
jemn, Value: 4096,

Operating System Requested "
Default true | Option: Install
on mew system, Value: Linux,

Default: false

Other details Enter tesx

12. List Request Definitions

Enrichment capability to list all available request definitions that can be used for service

request creation.
Input Parameter Description Type Scope Restricted (Yes/ No) Required (Yes/ No)

Integration BMC Helix Remedyforce Integration N/A Yes

Output:

Case Scope
Action Type Category/Value
N/A N/A N/A

Human Readable Output:

Name
I need a server for a project

Request a CopylLicense of AutoCAD 2015

Cannot Access Imagine

Request Employee Separation (Ofi-boarding / Termination)

Client Services: Request for Change

Capabilities

Description
Request for a new project server

Use this to request a copy of Autodesk AutoCAD 2015 to be
installed on your computer. You will be charged for the cost
of the license associated with the software install

NIA

Starts the separation process as an employee leaves the

organization

Need a report? Marketing materials? An enhancement
request for one of our solutions?
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Integration Guide for Carbon Black Response
(EDR)

Integration Overview

Carbon Black Response (EDR)is a next-generation antivirus and end point detection response
application. It's sophisticated detection combines custom and cloud-delivered threat intel,
automated watchlists, and integrations with other platforms to efficiently scale hunt across the
enterprise. It consolidates threat intelligence for your environment to automatically detect
suspicious behavior.

Integration Capabilities

e Block Hash

e Unblock Hash

e Quarantine

e Unquarantine

e Computer Info

e Download Binary

e Get Binary Metadata

* List Process Connections

e Process Event Details

e Search Binaries

e Search Processes
Use Case: Investigating and Blocking Malware Spread
ArcSight SOAR integrates with Carbon Black Response (EDR), to help investigation and
mitigation of malware attacks. When a suspicious file or malware is detected, SOAR lets you to
search malware across endpoints, isolates PCs from network, and blocks relevant hashes. This

investigation can either be performed automatically within a playbook or manually by an
analyst.

Integration Guide for Carbon Black Response (EDR) Page 162 of 690



Integration Guides

Configuration

Prerequisites

e Access to port 443/tcp as SOAR connects to Carbon Black Response(EDR) API through
HTTPS.

* An APl key is required for SOAR to connect to Carbon Black Response(EDR).

Configuring Carbon Black Response(EDR)

1. Log in to Carbon Black Server.

2. Navigate to User Profile > APl Token and make a note of the API key.

Configuring SOAR

1. Click Configuration > Credentials > Create Credential.
2. Specify the Crenetial Editor form with the following parameter values:

a. Internal credential:

Parameter Value

Type Internal credential

Name Display name of the credential set (For example, Carbon Black Credential)
Username Empty

Password Empty

Private Key API Key obtained from Carbon Black Response (EDR)-

b. Credential Store:

Parameter Value
Type External credential
Name Name of the credential with full path of the safe on store.

3. Click Configuration > Integrations > Create Migration.
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4. Specify the Configuration form with the following parameter values:

Parameter Value

Name Display name of Carbon Black Response (EDR) integration on SOAR
Type Carbon Black Response

Address Address of the integration (in the format: https://192.168.2.26)
Configuration Specify the following configuration parameters:

# Integration ID of the proxy integration to use when connecting to
# current integration.

# If not provided, SOAR will try to use a direct connection.
#proxy.id=123

Credential Name of the credential set created on step 2. (For example, Carbon Black Credentials)

Trust Invalid SSL Not Applicable

Cerificates

Require Approval Select users from list who can provide approval before executing actions on this
From integration.

Notify Select users from the list to notify when SOAR performs an action on this integration
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Integration Editor

Mama

Type Carbon Black Responsa

Address

Configuration

Credential Carbon Black Credentiasls

Trust Invalid 551
Cartificates

Require Approval From

MNotity

Tags

Show sdditional parsmetersil

5. Navigate to Configuration > Customization Library and edit Carbon Black Response
Advanced Action Script Default Template.

6. Select the integration that you have added to Integrations menu.
7. Click Save to complete the integration.

8. Click Test, an Integration Successful message is displayed if the credential and address are
valid.

Additional Notes

e Carbon Black Response integration on SOAR is an Advanced Script, and the content of
default script is accessible under Configuration > Customization Library.

* While defining the integration for the first time, you will encounter the following warning
message, which is expected behavior for this type of integration.
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Integration Guide for Cofense Triage

Integration Overview

Cofense Triage is an automated malware analysis platform that enables security teams to
quickly identify and respond to threats. It uses advanced machine learning algorithms and
behavioral analysis to automatically detect and classify malware, phishing scams, and other
malicious activities. It also enables security teams to prioritize and classify threats based on
severity, allowing them to focus on the most critical security issues. With its user-friendly
interface, Cofense Triage provides valuable insights into the nature and scope of a security
breach, making it an indispensable tool for security teams looking to bolster their defenses
against cyber threats.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Cofense Triage:

Get URL Details

Get Domain Details

Get Report Details

List Report Attachments
Download Attachment Payload
Get Reporter Details

Update Report Category

List Threat Indicators

o N Uk W DN R

Get Threat Indicator Details
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Prerequisites

You must have access to HTTPS as ArcSight SOAR connects to the Cofense Triage API
through this service.

All the APIs documentation links can only be accessible from the whitelisted IP address.

Configuration

Configuring Cofense Triage

1. Authentication: Cofense Triage APl Version 2 uses Open Authentication (OAuth) to allow
access to the API. All resource requests, unless otherwise stated, require authorization to
access them. You supply this authorization by adding a bearer access token to an
Authorization header in each request.

2. To get an access token, a superuser must first create an API application. Doing so will
generate a Client ID and Secret for the APl application. You must exchange these
credentials for your access token.

Authentication Parameters:

Parameters Description Data Type Required
client id Client ID of the APl application String Yes
client_secret Client secret of the API application String Yes
grant_type Grant type of the API application. String Yes

For Client Credentials, this must be client_credentials

Additional Configuration:

Configuration Parameter Description
proxy.id Proxy device to be used while communicating with the remote system’s API.
Cache.reusing.duration Default cache-reuse parameter

Configuring SOAR

1. Click Configuration > Credentials > Create Credentials.

2. Specify the following parameters values in the Credential Editor form.
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Private
Type Name Username Password Key
Internal Display name of credential set (for Client id has to be Client secret hasto be N/A

credential  example, Cofense Triage Credentials). enter in this field enter in this field
4. Select your integration plugin zip file and click on Save.
5. Select the integration that you have added to the Integrations menu.
6. Click Save to complete the integration.

7. Click Test, an Integration Successful message is displayed if the credential and address are
valid.

Integration Capabilities

1. Get URL Details
Enrichment capability to get URL details, relations and risk score.
Request headers:
Header Value Required
Authorization Bearer {token} Yes

Input Parameters:

Parameter Description Data Type Scope Restricted Required
ID ID of the url String Yes Yes
Output:
Case Scope:
Action Type Category/ Value
Set Scope Item Property Cofense Triage URL Risk Score

Human Readable Output:
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2. Get Domain Details
Enrichment capability to get Domain details and relations.
Request headers
Header Value Required
Authorization Bearer{token} Yes

Input Parameters

Parameter Description Data Type Scope Restricted Required
Domain name Name of the domain to enter USERNAME, KEYWORD,UNKNOWN Yes Yes
Output:

Case Scope: N/A

Human Readable Output:
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Domain
Created AL
Updated At
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3. Get Report Details

ennchment on

Walue

5
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mikt 7655, com
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Enrichment capability to get report details, relations.

Request headers

Header

Authorization

Input Parameters

Parameter Description

Report ID Id of the report
Output:
Case Scope:

Action Type

Set Scope Item Property

Integration Capabilities

Value Required

Bearer{token} Yes
Data Type Scope Restricted Required
KEYWORD, UNKNOWN Yes Yes

Category/ Value

Cofense Triage Report Risk Score
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Human Readable Output:
4. List Report Attachments
Enrichment capability to list the report attachments.

Request headers

Header Value Required

Authorization Bearer{token} Yes

Input Parameters

Parameter Description Data Type Scope Restricted Required

Report ID Id of the report KEYWORD, UNKNOWN Yes Yes

Default Parameters

Data
Parameter Description Type Required
Page[size] This page will get the 200 latest data. but internally we set it page size as String No
200
Sort The sort keyword used to get the latest data so internally we set it sort as String No
latest.

Output:
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Case Scope: N/A

Human Readable Output:

a lew seconds ago - S EXECLUIRG E ALL ts @nrichment on

Created At Updated At

Total 6 . Hems | page

5. Download Attachment Payload
Enrichment capability to download attachment payload.

Request headers

Header Value Required

Authorization Bearer{token} Yes

Input Parameters

Parameter Description Data Type Scope Restricted Required

Attachment ID attachment Id needs to be provide String No Yes
Output:
Case Scope:

Action Type Category/Value

Automatically Set Scope ltem Property Hash Algorithm

Automatically Set Scope ltem Property Hash Algorithm

Automatically Set Scope Item Property

Automatically Set Scope ltem Property

Integration Capabilities Page 172 of 690



Integration Guides

Human Readable Output:

= e s

Flle - 2023-00-0.... ZD3FGECTEFL.. CEASESDI01AE. ..

6. Get Reporter Details
Enrichment capabilities to get details of a reporter user

Request headers

Header Value Required

Authorization Bearer{token} Yes

Input Parameters

Parameter Description Data Type Scope Restricted Required
Email ID Email id of the reporter EMAIL_ADDRESSUNKNOWN, Yes Yes
USERNAME,
KEYWORD,
Output:
Case Scope:
Action Type Category/Value
Set Scope Item Property Cofense Triage Reporter Reputation Score
Set Scope Item Property Cofense Triage Reporter VIP

Human Readable Output:
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7. Update Report Category
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Action capability to update the category of a report.

Rollback: No
Duplicate Control: No

Request headers

Header

Authorization

Input Parameters

Parameter Description

Tags Email id of the reporter

Report ID ID of the resource
Output:

Case Scope: N/A
Human Readable Output: N/A

8. List Threat Indicators

Value

Bearer{token}

Data Type
EMAIL_ADDRESSUNKNOWN,
USERNAME,

KEYWORD,

UNKNOWN, KEYWORD

Enrichment capability to list all threat indicators.

Integration Capabilities

Required

Yes

Scope Restricted Required

Yes Yes

Yes Yes
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Request headers

Header Value Required

Authorization Bearer{token} Yes

Default Parameters:

Data
Parameter Description Type Required
Page[size] This page will get the 200 latest data. but internally we set it page size as String No
200
Sort The sort keyword used to get the latest data so internally we set it sort as String No
latest.

Output:
Case Scope: N/A

Human Readable Output:

gxecuted List Threat I icators ennchmant on

Threat Level Threat Type Threat Value Threat Source Created At Upsdated At

Benign SHADSE [ t b SenaceMNow- Ui

Benign

Hosiname oA CIOHTY Genenc inkel

1:39.108

Suspiciouws Hostname W =y Generic Threat
Irvted

9. Get Threat Indicator Details
Enrichment capability to get details of a given threat indicator (email, url, domain, hash).

Request headers
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Header Value

Authorization Bearer{token}

Input Parameters:

Parameter Description

Threat Threat value name to be proved it can (URL
Indicator name,Hostname,email,hash)
Output:
Case Scope:

Action Type

Set Scope Item Property

Set Scope Item Property

Human Readable Output:

a few second executed

Relatormteg Repots

Relahorsh

Integration Capabilities

Required
Yes
Scope
Data Type Restricted Required
KEYWORD, Yes Yes
USERNAME,
UNKNOWN,
HOST
Category/Value

Cofense Triage Threat Level

Cofense Triage Threat Type

enrichment on

ihmecioud comfapiipubbcty 2nhneat_indicaton

hishmecloud com/apiipublich @ thneat_indicaton
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Integration Guide for Check Point R80

Integration Overview

Check Point R80 is an integrated solution for advanced threat prevention and security
management.

This integration was tested with Check Point R80.20.

Integration Capabilities

e Block Email Sender
e Block Hash

e Block Host

e Block IP

e Block URL

Prerequisites

You must have access to HTTPS as the ArcSight SOAR connects to Check Point Smart Console
API through this service.

Configuration

Configuring Check Point R80

1. Login to Management Console and navigate to Manage & Settings > Blades >
Management APl Advanced Settings and select All IP addresses that can be used for GUI
clients in the Access Settings section.

2. Restart the API service by executing the following command in the command prompt:
api restart

3. SOAR requires standard read/write access for the necessary policy and objects. To install
policy automatically, the user must have the rights in its permission profile. You must
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configure the required access rights for SOAR user as follows:

Type Permission

Access Control ¢ Policy
¢ Data Loss Prevention
¢ Access Control Objects and Settings
¢ Install Policy
Threat Prevention ¢ Policy Layers
¢ Policy Exceptions
e Profiles
* Protections
¢ |Install Policy

Management Management API Login

Others Common Objects

4. Create an Object Group to be used by SOAR. The ArcSight SOAR adds the objects that you
want to block in the Object Group.

Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Specify the following values in the Credential Editor:

Parameter Value

Type Internal Credential

Name Display name of credential set, for example, Check Point R80 Credentials.
Username User that you have created for SOAR on Check Point R80

Password Password of the user you have created for SOAR on Check Point R80
Private Key Empty

3. Click Configuration > Integrations > Create Integration.

4. Specify the following values in the Configuration Form:

Parameter Value

Name Display name of the integration.

Type Check Point R80 Next Generation Firewall.

Address Address of the integration (the format must be 10.0.0.1 or abc.example.com)
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Parameter

Configuration

Credentials

Trust Invalid SSL
Certificates

Require Approval From

Notify

Value

Specify the following configuration parameters:

group.name

products

install.policy

policy.package

targets

access

threat.prevention

proxy.id

Object Group’s name created in Check Point configuration steps. For
example:

group.name = SOAR
Possible values are AV (Anti Virus) for external threats and AB (Anti Bot) for

internal threats. Please put “|” separator for more than one product. For
example:

Product = AV|AB

If you would like to install policy automatically, set this variable true:
install.policy = true

Policy which SOAR installs on target systems. Required if install.policy is
true. For example:

policy.package = standard

Name of the target gateways. Required if install.policy is true. Please use “|”
as separator if you have more than one target. For example:

targets = CP_Cluster

Required for blocking IP addresses on access policy. Required if install.policy
is true.

access = true

Required for blocking indicators on Threat Prevention policy (Domain,
Email, Hash, URL). Required if install.policy is true.

threat.prevention = true

ID of the Proxy integration if you access Check Point R80 through a web
proxy device. For example:

proxy.id = 12345

Credential that has been defined for this integration under the Credentials menu.

Select this if Engine’s certificate is self-signed or is not recognized by browsers.

Select user(s) from list to ask her/his approval before executing actions on this

integration

Select user(s) from the list to notify when SOAR performs an action on this

integration

5. Click Show Additional Parameters checkbox and select the frequency of policy install in
Maintenance dropdown.

Configuring SOAR
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(

ﬂ As the firewall might get overloaded, in case of frequent attacks or misconfiguration, thus,

SOAR does not install the policy after every action. Instead, you can define the frequency of

the policy install in Maintenance menu by either selecting pre-defined values or by defining

a custom Cron expression for scheduling.

The ArcSight SOAR uses spring-framework’s Cron expression format. For the format and
similar example, refer to the Spring Framework-Cron Expression

6. Click Test. An Integration Successful message is displayed if your credential and address
are valid.

7. Click Save to complete the integration.

Capabilities

1. Block Email Sender
Action capability for blocking malicious email addresses.
¢ Rollback: Yes

¢ Duplicate Control: Yes

[ ﬂ Only supported on AV product. AB product doesn’t support this capability.

Scope
Input Restricted  Required
Parameter Description Type Yes/No Yes/No
Integration Name of the third party integration Integration N/A Yes
Rollback Time to rollback this action. Default is no- N/A N/A No
rollback.
Email Address Email address to be blocked Email Yes Yes

Address
Output:
Case Scope: N/A
Human Readable Output: N/A
2. Block Hash
Action capability for blocking hash values of malicious files.

¢ Rollback: Yes

¢ Duplicate Control: Yes
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[ ﬂ Only supported on AV product. AB product doesn’t support this capability.

Scope

Restricted Required

Input Parameter Description Type Yes/No Yes/No
Integration Name of the third party integration Integration N/A Yes
Rollback Time to rollback this action. Default is no- N/A N/A No
rollback.
Hash Hash to be blocked Hash Yes Yes
Output:

Case Scope: N/A
Human Readable Output: N/A
3. Block Host
Action capability for blocking malicious hosts.

¢ Rollback: Yes

¢ Duplicate Control: Yes

[ ﬂ Only supported on AV product. AB product doesn’t support this capability.

Scope
Input Restricted Required
Parameter Description Type Yes/No Yes/No
Integration Name of the third party Integration N/A Yes
integration
Rollback Time to rollback this action. N/A N/A No
Default is no-rollback.
Host Host to be blocked Host Yes Yes

(It is mentioned as domain
object on Check Point)

Output:

Case Scope: N/A

Human Readable Output: N/A
4. Block IP

Action capability for blocking malicious IP addresses.
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¢ Rollback: Yes

¢ Duplicate Control: Yes

[ ﬂ Only supported on AV product. AB product doesn’t support this capability.

Scope
Input Restricted  Required
Parameter Description Type Yes/No Yes/No
Integration Name of the third party integration Integration N/A Yes
Rollback Time to rollback this action. Default is no- N/A N/A No
rollback.
IP Address IP address to be blocked Network Yes Yes

Address
Output:
Case Scope: N/A
Human Readable Output: N/A
5. Block URL
Action capability for blocking URLs.
e Rollback: Yes

¢ Duplicate Control: Yes

[ ﬂ Only supported on AV product. AB product doesn’t support this capability.

Scope

Restricted  Required

Input Parameter Description Type Yes/No Yes/No
Integration Name of the third party integration Integration N/A Yes
Rollback Time to rollback this action. Default is no- N/A N/A No
rollback.
URL URL to be blocked URL Yes Yes
Output:

Case Scope: N/A
Human Readable Output: N/A
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Integration Guide for Check Point SandBlast

Integration Overview

Check Point SandBlast provides advanced threat protection against known threats, zero-day
malware, and sophisticated attacks.

Integration Capabilities

Threat Emulation capability prevents infections from undiscovered exploits, zero-day and
targeted attacks by inspecting files, and running them in a virtual sandbox to discover malicious
behavior.

ArcSight SOAR has the following integration capabilities with Check Point SandBlast:
e Threat Emulation & AV Scan
Use Case: Investigating suspicious file

With Check Point SandBlast integration, during the investigation of an incident, SOAR can send
a suspicious file to Check Point SandBlast to emulate threats and run an anti virus scan for the

file. This investigation can either be performed automatically within a playbook or manually by
an analyst.

Configuration

Prerequisites

» Make sure you have access to 443/tcp port as SOAR connects to Check Point SandBlast’s
APl through HTTPS. If cloud-based threat emulation service is used, the APl interface works
on https://te.checkpoint.com/api/bla/bla

* If alocal gateway is used, typically access permission to 18194/tcp port is required.

e An APl key is required for SOAR to connect to Check Point SandBlast.

Configuring Check Point SandBlast

1. If you are using cloud-based threat emulation service, contact Check Point to get the API
key.
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2. If you are using local gateway, the following link provides you with the document for
creating API key:

http://supportcontent.checkpoint.com/solutions?id=sk113599

Configuring SOAR

1. Configuration > Integrations > Create Integration.
2. Fill the Credential Editor form with the following parameter values:

a. Internal Credential:

Parameter Value

Type Internal Credential

Name Display name of credential set (For example, Check Point SandBlast Credential)

Username Empty

Password Empty

Private Key APl key you have created for SOAR on local gateway or you have obtained from
Check Point.

b. Credential Store:

Parameter Value
Type External credential
Name Name of the credential with full path of the safe on store

3. Configuration > Integrations > Create Integration.

4. Fill the configuration form with the following parameter values:

Parameter Value
Name Display name of Check Point SandBlast integration on SOAR
Address Address of the integration (the format must be https://192.168.1.1:18194

or https://te.checkpoint.com)

Credential Name of the credential set you have just created on step 2. (For example, Check Point
SandBlast Credential).

Trust Invalid Select this if Engine’s certificate is self-signed or is not recognized by browsers.
SSL Certificates
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Parameter Value

Configuration  Specify the following configuration parameters:

# Set local_instance true if you use local gateway.
local_instance=false#

configure how far (in minutes) into the past this enrichment will look.
cache.reusing.duration=60

# Set proxy id if necessary for SOAR to reach the SandBlast instance.
proxy.id=123

Require Select user(s) from list to ask her/his approval before executing actions on this s.
Approval Form

Notify Select user(s) from the list to notify when SOAR performs an action on this integration.

Integration Editor

Marime
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i rerhem He Chack Pont Saraifiasi

Trust Inalisd 5L [ ]

Lariificaies
FAasjisira Apgirowsl Fom T Timoshy Dafton

Ml iy T Tim Les

Fugm.

Sl e BT Bl Pl i 70 6 PR

5. Click Test. The following pop up will be displayed if your credential and address are valid.

6. Click Save to complete integration.
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Integration Guide for CiscoASA Firewall

Cisco ASA is a security technology that combines firewall, antivirus , intrusion prevention and
virtual private network (VPN) capabilities. It provides proactive threat defence and stops
attacks before they spread in the network.

Integration Capabilities

e Block Host
e Block IP

Prerequisites

* You must have access to 443/tcp port for HTTPS as the ArcSight SOAR connects to Cisco
ASA Firewall REST-API interface through this service.

e SOAR must have a user account to connect to Cisco ASA Firewall.

Configuration

Configuring Cisco ASA Firewall

1. Log in to Cisco ASA Firewall device command line console.
2. Create a user account with privilege level 15 as follows:

# configure terminal

# username soar password choose_a_complex_password privilege 15
3. Enable the REST API services by running the following commands:

# rest-api image

# rest-api agent
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Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Specify the following parameter values in the Credential Editor form.

Private
Type Name Username Password Key
Internal Display name of credential set User you have Password of the user you Empty.
credential (for example, Cisco ASA created for SOAR on  have created for SOAR on
Firewall Credential). Cisco ASA Firewall. Cisco ASA Firewal.

3. Click Configuration > Integrations > Create Integration.

4. Specify the following parameter values in the Configuration form.

Parameter Value

Name Display name of the integration.

Type Cisco ASA Firewall

Address Address of the integration (the format should be https://10.0.0.1)
Configuration Specify the following configuration parameters:

NETWORK_OBJECT_ IP Object Group name used by SOAR. For example:
GROUP_NAME_FOR_ NETWORK_OBJECT_GROUP_NAME_FOR_IP=SOAR_IP_LIST
IP

NETWORK_OBIJECT_ FQDN Object Group name used by SOAR. For example:
GROUP_NAME_FOR_ NETWORK_OBJECT_GROUP_NAME_FOR_DOMAIN=SOAR_

DOMAIN DOMAIN_LIST.
proxy.id ID of the Proxy integration if you access Cisco ASA Firewall
through a web proxy device. For example: proxy.id =
12345
Credential Credential that has been defined for this integration in the Credentials menu.
Trust Invalid SSL Select this if firewall's web certificate is self-signed or is not recognized by
Certificates browsers.
Require Approval From Select user(s) from list to ask the approval before executing actions on this
integration.
Notify Select user(s) from the list to notify when SOAR performs an action on this
integration.

5. Click Save to save the integration definition.

6. Navigate to Configuration>Customization Library and edit Cisco ASA Firewall Advanced
Action Script Default Template.

Configuring SOAR Page 187 of 690



Integration Guides

7. Select the integration that you have added in the Integrations menu.

8. Click Save to complete the integration.

Capabilities

1. Block Host
Action capability for blocking malicious host.

¢ Rollback: Yes

¢ Duplicate Control: Yes

Scope
Input Restricted Required
Parameter Description Type (Yes/ No) (Yes/ No)
Integration Name of the 3rd party Integration N/A Yes
integration
Rollback Time to rollback this action. N/A N/A No
Mode Default is no-rollback
FQDN Host to be blocked Host (It is written as domain Yes Yes
object on Cisco ASA Firewall)
Output:
Case Scope: N/A
Human Readable Output: N/A
2. Block IP
Action capability for blocking malicious IP addresses.
¢ Rollback: Yes
e Duplicate Control: Yes
Input Scope Restricted Required (Yes/
Parameter Description Type (Yes/ No) No)
Integration Name of the 3rd party integration. Integration N/A Yes
Rollback Time to rollback this action. Defaultis  N/A N/A No
Mode no-rollback.
IP Address IP address to be blocked Network Yes Yes
Address
Output:

Case Scope: N/A
Human Readable Output: N/A
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Integration Guide for Cisco Firepower
Management Center

Integration Overview

Cisco Firepower Management Center (formerly Sourcefire Firepower Management Center) is
an administrative center node of the Firepower Threat Defense systems and manages critical
Cisco network security solutions. It provides complete and unified management over firewalls,
application control, intrusion prevention, URL filtering, and advanced malware protection.

This integration is tested with Cisco Firepower Management Center version 6.3.0 (build83).

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Cisco Firepower Management
Center:

e Block IP
e Block URL

Prerequisites

You must have access to HTTPS as the ArcSight SOAR connects to Cisco Firepower
Management Center REST API through this service.

Configuration

Configuring Cisco Firepower Management Center

1. Login to Management Center and navigate to System > Configuration > REST API
Preferences and enable REST API.

2. Navigate to System > Users > User Roles and create a new role with the following
permissions:
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¢ Object Manager>Modify Object Manager

¢ Deploy Configuration to Devices

Name SOAR AFI Role

Description

Menu-Based Permissions

@O Overview
® U analysis
O policies
O pevices
Object Manager
® [J Rule Editor
Modify Object Manager
O cisco AMP

De&

] Intelligence
Deploy Configuration to Devices
@® [ system

System Permissions

[ External Database Access

Save Cancel

3. Navigate to System > Users > Users and create a new user account with user role that you
have created in the previous step.

User Configuration

User Name soar
Authentication [J Use External Authentication Method
Password

Confirm Password 00000 |sesses

Maximum Number of Failed Logins 5 {0 = Unlimited)
Minimum Password Length 8
Days Until Password Expiration ] {0 = Unlimited)
Days Before Password Expiration Warning 0
[) Force Password Reset on Login
Options [) Check Password Strength
O Exempt from Browser Session Timeout
User Role Configuration
() Administrator
() External Database User
L) Security Analyst
[ security Analyst (Read Only)
[ Ssecurity Approver
Default User Roles [ Intrusion Admin
[J Access Admin
[J Metwork Admin
[J Maintenance User
) Dpiscovery Admin
[J Threat Intelligence Director (TID) User
Custom User Roles SOAR APL Role

Save Cancel

4. Navigate to Objects > Object Management and create two object groups with the
following configurations.
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Name
SOAR_BLOCK_IP

SOAR_BLOCK_URL

Description Allow Overrides
Object Group for IPs blocked by ArcSight SOAR. True
Object Group for URLs blocked by ArcSight SOAR. True

[ ﬂ Note: You can use these object groups in required rules.

Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Specify the following parameter values in the Credential Editor form.

Private
Type Name Username Password Key
Internal Display name of User you have created Password of the user that you
credential  credential set (for for SOAR on Cisco have created for SOAR on Cisco
example, Cisco FMC Firepower Management Firepower Management Center.
Credential). Center.
3. Click Configuration > Integrations > Create Integration.
4. Specify the following parameter values in the Configuration form.
Parameter Value
Name Display name of the integration.
Type Cisco Firepower Management Center.
Address Address of the integration (the format must be https://10.10.20.40).
Configuration Specify the following configuration parameters:
proxy.id ID of the Proxy integration if you access Cisco

Credential

Configuring SOAR

Firepower Management Center through a web
proxy device. For example: proxy.id = 12345 .

network.object.group.name  Name of the object group SOAR adds IP addresses
into. network.object.group.name = SOAR_BLOCK_IP

url.object.group.name Name of the object group SOAR adds IP addresses
into. url.object.group.name=SOAR_BLOCK_URL.

Credential that has been defined for this integration under the Credentials
menu.
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Parameter Value

Trust Invalid SSL Select this if web server’s certificate is self-signed or is not recognized by

Certificates browsers.

Require Approval From Select user(s) from list to ask the approval before executing actions on this
integration.

Notify Select user(s) from the list to notify when SOAR performs an action on this
integration.

5. Click Show Additional Parameters checkbox and select the frequency of policy install in
Maintenance dropdown.

(

ﬂ As the devices managed by Cisco Firepower Management Center might get overloaded, in
case of frequent attacks or misconfiguration, thus, SOAR does not deploy the changes after
every action. Instead, you can define the frequency of the deployments in Maintenance
menu by either selecting pre-defined values or by defining a custom Cron expression for
scheduling.

The ArcSight SOAR uses spring-framework’s Cron expression format. For the format and
similar example, refer to the Spring Framework-Cron Expression.

N
6. Click Save to save the integration definition.

7. Navigate to Configuration>Customization Library and edit Cisco Firepower Management
Center Advanced Action Script Default Template.

8. Select the integration that you have added to Integrations menu.
9. Click Save to complete the integration.

10. Click Test, an Integration Successful message is displayed if the credential and address are
valid.

Capabilities

1. Block IP
Action capability for adding an IP to given object group.

¢ Rollback: Yes
¢ Duplicate Control: No

This table presents the Block IP action capability details:
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Input

Parameter Description

Integration Name of the third party integration

Rollback Time to rollback this action. Default is

Mode no-rollback

IP IP address to be added to object group
Output:

Case Scope: N/A
Human Readable Output: N/A
2. Block URL

Action capability for adding an URL to given object group.

¢ Rollback: Yes

¢ Duplicate Control: No

This table presents the Block URL action capability details:

Input

Parameter Description

Integration Name of the third party integration

Rollback Time to rollback this action. Default is

Mode no-rollback

URL URL to be added to object group
Output:

Case Scope: N/A
Human Readable Output: N/A

Capabilities

Type
Integration

N/A

Network
Address

Type

Integration

N/A

URL

Scope Restricted
(Yes/ No)

N/A

N/A

Yes

Scope Restricted
(Yes/ No)

N/A

N/A

Yes

Required (Yes/
No)

Yes

No

Yes

Required (Yes/
No)

Yes

No

Yes
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Integration Guide for Cisco Identity Service
Engine

Integration Overview

The Cisco Identity Services Engine (ISE) offers a network-based approach for adaptable, trusted
access everywhere, based on the context. It provides intelligent, integrated protection through
intent-based policy and compliance solutions.This integration has been tested with Cisco
Identity Services Engine 2.3.0.238 version.

Integration Capabilities

ArcSight SOAR has the following integration capability with Cisco Identity Services Engine:
Action:

e Block MAC Address

Configuration

Prerequisites

Make sure to check the following prerequisites:

e Access to 443/tcpport as SOAR connects to Identity Services Engine APl through HTTPS.

e An user account for SOAR to connect to Identity Services Engine

Configuring Cisco ldentity Services Engine

1. Create a user account and the user must be a member of MnT Admin.

Configuring SOAR

1. Click Configuration > Credentials > Create Credential

2. Fill the Credential Editor form with following parameter values:
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a. Internal Credential:

Parameter Value

Type Internal Credential

Name Display name of credential set (For example, Cisco ISE credentials)
Username User you have created for SOAR on Cisco Identity Services Engine
Password Password of the user that you have created for SOAR on Cisco Identity

Services Engine.
Private Key Empty

b. Credential Store:

Parameter Value
Type External Credential
Name Name of the credential with pull path of the safe on store.

3. Click Configuration > Integrations > Create Integration.

4. Fill the configuration form with the following parameter values:

Parameter Value

Name Display name of Cisco Identity Services Engine integration on SOAR

Type Cisco Identity Services Engine

Address Address of the integration (the format must be https://192.168.2.3)
Credential Name of the credential set you have just created on step 2 (For example, Cisco

ISE Credentials)

Trust Invalid SSL Certificates Select this if Firewall’s certificate is self-signed or is not recognized by browsers

Configuration You must specify the following configuration parameters.
serverHost =
Require Approval From Select user(s) from list to ask her/his approval before executing actions on this
integration
Notify Select user(s) from the list to notify when SOAR performs an action on this
integration.

5. Click Test. The following pop up will be displayed if your credential and address are valid.

6. Click Save to complete integration.

Configuring SOAR Page 195 of 690



Integration Guides

Integration Guide for Cisco Ironport Email
Security

Integration Overview

Cisco Ironport Email Security is one of Cisco Ironport products to prevent phishing, business e-
mail compromise, ransomeware and spam. This integration has been tested with Cisco
Ironport Email Security 11.0.0-264 version.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Cisco Ironport Email Security:

* Block sender IP/Host
e Block email that includes a keyword
e Block sender email

Use Case: Stopping phishing campaigns

With this integration, SOAR can block emails based on sender, IP address or a keyword while
responding to cyber-attacks. Blocking can be either performed automatically within a playbook
or manually by an analyst.

Configuration

Prerequisites

Make sure to check the following prerequisites:.

e Access to 22/tcp port as SOAR connects to Cisco Ironport Email Security via SSH.

* A user account for SOAR to connect to Cisco Ironport Email Security.

Configuring Cisco lronport Email Security

1. To access the Cisco Inroport Email Security resources, create a user account with
minimum operator role.
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Configuring SOAR

1. Click Configuration > Credentials > Create Credential.
2. Fill the Credential Editor form with the following parameter values:

a. Internal Credential:

Parameter Value
Type Internal Credential
Name Display name of credential set (For example, Cisco Firepower Management

Credentials)
Username User you have created for SOAR on on Cisco Firepower Management Center

Password Password of the user that you have created for SOAR on Cisco Firepower
Management Center.

Private Key Empty

b. Credential Store:

Parameter Value
Type External Credential
Name Name of the credential with pull path of the safe on store.

3. Click Configuration > Integrations > Create Integration.

4. Fill the configuration form with the following parameter values:

Parameter Value

Name Display name of Cisco Ironport Email Security integration on SOAR

Type Cisco Ironport Email Security

Address Address of the integration (the format must be 192.168.200.43)

Credential Name of the credential set you have just created on step 2 (For example, Cisco

Ironport Credentials)

Require Approval From Select user(s) from list to ask her/his approval before executing actions on this
integration

Notify Select user(s) from the list to notify when SOAR performs an action on this
integration.

5. Click Save to complete integration.

6. Click Test to test the integration.

Additional Notes
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e Cisco Ironport Email Security integration on SOAR is an Advanced Action Script, and you
can access the content of the default script under Configuration > Customization Library.

¢ While defining integration for the first time, you might encounter the following warning
message, which is the expected behavior for this type of integration.

'Clsco IronPaort Emall Security’ integration must be saved before teating

Integration Guide for Cisco SecureX

Integration Overview

Cisco SecureX is designed to provide visibility, threat detection, and response capabilities
across the entire security infrastructure of an organization. Cisco SecureX integrates various
security products and services, both from Cisco and third-party vendors, into a unified
platform. It aims to simplify security operations by bringing together different security tools
and technologies, allowing security teams to manage and monitor them from a single interface.

Supported Integration Capabilities

ArcSight SOAR has the following integration capabilities withCisco SecureX:

¢ Get Observable Details

Get Observable Score

Get Event Details

Get Threat Context (Targets)

Respond observable
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Prerequisites

You must have access to HTTPS as the ArcSight SOAR connects to Cisco SecureX APl through
this service.

Configuration

Configuring Cisco SecureX

Authentication: Access the Cisco SecureX REST API basic auth. To begin, a user must obtain a
client ID and client password from Cisco secureX Administrator. Following the basic steps
shown below.

1. Click the Administration tab and choose API Clients in the navigation pane (“API Clients -
Cisco”)as shown.

| Admin

Dashboard Incidents Integration Modules Orcl tion Insights Administration

Administration
Your Account e and automate Cisco SecureX
Date [ Time Format
Devices
Description

API Clients
For Development

;  Users

dding one client

25 |perpage 1-30f3

2. Click Generate API Client to create a new API client and client password for access token.

Dashboard  Incidents  Integration Modules Orchestration  Insights  Administration @ @ Sacumen|Admin

API Clientsess

API Clients allow you to integrate and automate Cisco SecureX

Generate API Client

sourabh is adding one client

25 |perpage  1-30f 3

3. Enter a Client Name and optionally, choose a Client Preset from the drop-down list.
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4. While creating the client id and client password, make sure to click on Select All for Scopes.

Add New Client with 6 scopes

ould be here

gin

AP Clients OAuth Code Clients

Scopes

5. If you did not choose a Client Preset, check the check boxes for the scopes for which you
want to grant privileges to the client. You can also click Select All to grant all scopes to the
client.

6. Optionally, enter a Description and click Add New Client.

ﬂ On the last page, you will see the access key id and the secret code. You will need to save
them somewhere securely.

Configuring SOAR

1. Click Configuration > Credentials > Create Credentials.

2. Specify the following parameters values in the Credential Editor form.

Private
Type Name Username Password Key
Internal Display name of credential The client ID obtained The client password obtained N/A
credential  set (for example, Cisco from the API from the APl administrator
SecureX Credentials). administrator client. for Reset client.

Select your integration plugin zip file and click Save.
Select the integration that you have added to Integrations menu.
Click Save to complete the integration.

Click Test,If the credential and address are valid a success message is displayed.

N o v k~w

Parameters for the Token generation:
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Parameters Datatype Description Required

client_id String The client ID that's assigned to the user while generating an api Yes
client.

client_ String The Client secret that was generated for the user while generating Yes

password an API client.

grant_type String The client_credentials will be passed internally No

Integration Capabilities:

1. Get Observable Details

Enrichment capability to get all enabled modules supporting the enrichment protocol with
the supplied Observables to get any related Threat Context.

Request headers:
Header Value Required
Authorization Bearer {token} Yes
Content-type application/json No

Input Parameters:

Scope

Restricted  Required

Parameter Description Type (Yes/No) (Yes/No)

Observable  An Observable name and if user wants give HOST, KEYWORD, Yes Yes

Name multiple names with comma(,) example USERNAME
(google.com,example@domain.com) COMPUTER NAME

MAC_ADDRESS,
NETWORK_ADDRESS,

UNKNOWN, EMAIL_
ADDRESS,

HASH
Output:
Case Scope: N/A
Limitation: N/A

Human Readable output:
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exaciled cet TR 3 enrichment an

FaraTeriern Du=nin

Value

Judgements

Module AMP File Reputation

Verdicis hlaabcwcns

Total 10, items | page

2. Get Observable Score

Enrichment capability to get fast Verdicts from all your integrations.
Request headers:

Header Value Required
Authorization Bearer {token} Yes
Content-type application/json No

Input Parameters:
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Scope
Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Observable An Observable names with comma(,) HOST, KEYWORD, Yes Yes
Name example

USERNAME, COMPUTER _
NAME, MAC_ADDRESS,
NETWORK_ADDRESS,

UNKNOWN, EMAIL_

(google.com,example@domain.com)

ADDRESS,
HASH
Output:
Case Scope:
Category/ Value
Action Type
Set Scope Item Property  Cisco SecureX Observable DispositionScore
Set Scope Item Property  Cisco SecureX Observable DispositionName

Case Scope Property Output:

®

6. github.com,google.com [

Source Alert
Role Related
Other Roles Related

CISCO SECUREX OBSERVABLE Linknown
DISPOSITION NAME

CISCO SECUREX OBSERVABLE
DISPOSITION SCORE

Alerts

Limitation: None

Human Readable Output:
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a few seconds ago- s Necuie L Brva enrnchment on

Pasamanary Derads

Dizposition Score Disposstion Name Stanied Time

Total 4 , items | page

3. Get Event Details
Enrichment capability to get event details.
Request headers:
Header Value Required
Authorization Bearer {token} Yes

Content-type application/json No

Input Parameters:

Parameter  Description Type Scope Restricted(Yes/No) Required (Yes/No)
Event ID Event Id need to be entered  String No Yes
Output:

Case Scope: N/A

Limitation: None

Integration Capabilities: Page 204 of 690



Integration Guides

Human Readable Output:

afew seconds ago - = en  executed cer Event | enrichment on

Key

Event 1D

Module Instance 1D

Module Type ID

Module Instance Visility
ST IRCH
2abeE T4

Tel4abcS-082d-5433-boe B-ald Se T3 cmE

Total § . items | page

4. Get Threat Context (Targets)

Enrichment capability to This route queries all enabled modules supporting the enrichment
protocol with the supplied Observables to get any related Threat Context

Request headers:

Header Value Required
Authorization Bearer {token} Yes

Content-type application/json No

Input Parameters:

Scope
Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Observable  An Observable names with comma(,) HOST, KEYWORD, Yes Yes
Name example

USERNAME, COMPUTER_
NAME, MAC_ADDRESS,
NETWORK_ADDRESS,

UNKNOWN, EMAIL_
ADDRESS,

HASH

(google.com,example@domain.com)

Output:
Case Scope: N/A
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Limitation: N/A
Human Readable Output:

enrichment on

ervnbie treeat
Miodule

Total 19 , items | page

5. Respond Observable

Action capability to Respond Observables helps security teams to apply necessary
response actions, such as containment, blocking, or isolation of affected entities.

Rollback: Yes

Duplicate Control: No
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Request headers:
Header Value Required
Authorization Bearer {token} Yes

Content-type application/json No

Input Parameters:

Scope
Parameter Description Type Restricted (Yes/No) Required (Yes/No)
Observable Hash Value An observable hash KEYWORD Yes Yes
UNKNOWN,
HASH

API Method Documentation:
Output:

Case Scope: N/A

Limitation: N/A

Human Readable Output:

2 hours ago - Respond Observable action for ervable

on executed successiully by 5

2 hiours ago - commenied

Added SHA256 from custom detections Simple Custom Detection List

Integration Guide for Cisco Umbrella

Integration Overview

Cisco Umbrella provides resolution of threats to cloud protection. Cisco paragliding provides
flexible cloud protection when and how you ask for it. It combines various security features
into one solution, helping you to optimize your data on incident response and rapidly improve
safety across devices and locations.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Cisco Umbrella:
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e Get Domain Status

e Get Security Score Information
e Get Risk Score

e Get WHOIS Domain

e Get Related Domain

* Get Co-occurrences

¢ Get Passive DNS Record

Prerequisites

You must have HTTPS access as ArcSight SOAR connects to Cisco Umbrella APl through this
service.

Configuration

Configuring Cisco Umbrella

APl requires Token authentication which can be extracted from the dashboard.

1. Navigate to Investigate > API Keys > Create New Token.

2. Enter a token name and click Create.
(
ﬂ The generated token includes the email address of the person who created it and the token
creation date. To revoke the token, click the delete icon.

L
(

ﬂ You can use any number of valid Investigate APl access tokens to authorize and Investigate
API requests.

Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Specify the following parameter values in the Credential Editor form:

Private
Type Name Username Password Key
Internal Display name of credential set (for example, Cisco N/A N/A Bearer
credential Umbrella Credentials) {token}
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Click Configuration > Integrations > Upload plugin.
Select your integration plugin zip file and click Save.
Select the integration that you have added to the Integrations menu.

Click Save to complete the integration.

N o v o k~w

Click Test. A successful message is displayed if the credential and address are valid.

Integration Capabilities

1. Get Domain Status

Enrichment capability to look up the status, and security and content category IDs for the
domain.

Input Parameters:

Scope Restricted Required

Parameter  Description Type (Yes/No) (Yes/No)
Domain A domain name. For example, HOST, UNKNOWN, Yes Yes
‘opentext.com’. KEYWORD

Default Parameters:

Scope Restricted Required
Parameter Description Type (Yes/No) (Yes/No)

showLabels Include the showlabels query parameter to Boolean No No
display the human-readable
or named category labels in the response.

Output:
Case Scope:
N/A

Human Readable :

Content Catagories “SoftwersTechnolingy”, “Business

2. Get Security Score Information
Enrichment capability to list multiple scores or security features of a domain

Input Parameters:
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Scope Restricted Required

Parameter  Description Type (Yes/No) (Yes/No)
Domain A domain name. For example, HOST, UNKNOWN, Yes Yes
‘opentext.com’. KEYWORD
Output:
Case Scope:
N/A

Human Readable :

-
Pafplealy
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3. Get Risk Score

Enrichment capability to get the risk score for a domain. The risk score is scaled from 0 to
100, with 100 being the highest risk and 0 being no risk at all.

Input Parameters:
Parameter Description

Domain A domain name. For example,
‘opentext.com’.

Integration Capabilities

Scope Restricted Required

Type (Yes/No) (Yes/No)
HOST, UNKNOWN, Yes Yes
KEYWORD
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Output:
Case Scope:
Action Type Category / Value

Domain  Scope Item Property Cisco Umbrella Risk Score

Human Readable Output:

4. Get WHOIS Domain
Enrichment capability to fetch WHOIS information for the specified domain

Input Parameters:

Scope
Restricted Required
Parameter  Description Type (Yes/No) (Yes/No)
Domain A domain name without wildcard and HOST, Yes Yes
including top-level domain (TLD) UNKNOWN,
KEYWORD

Output:

Case Scope:

N/A

Human Readable Output:

Integration Capabilities Page 212 of 690



Integration Guides

act Email
Technical Contact Email
Technical Contad Fax
Mame Servers

Administrative Contact City San Jose

REqsirant Narme MarkManitar, Inc

Dormain Mame

Technical Co

Mark
Technical Contact Crganization Cisco Technology Inc
Emauls | “mlosecEesco com” |
Audit Updated Date 2023-03-06 DOC19:3T UTC

Record Expired False

5. Get Related Domain
Enrichment capability to get a list of domain names that have been frequently requested
around the same time (up to 60 seconds before or after) as the given domain name, but
that are not frequently associated with other domain names.

Input Parameters:

Scope Restricted Required

Parameter  Description Type (Yes/No) (Yes/No)
Domain A domain name. For example, HOST, UNKNOWN, Yes Yes
‘opentext.com’. KEYWORD
Output:

Case Scope:
N/A
Human Readable Output:
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6. Get Co-occurrences

Enrichment capability to list the co-occurrences for the specified domain.
Input Parameters:

Scope Restricted Required

Parameter  Description Type (Yes/No) (Yes/No)
Domain A domain name. For example. HOST, UNKNOWN, Yes Yes
‘cisco.com’ KEYWORD
Output:
Case Scope:
N/A

Human Readable Output:
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7. Get Passive DNS Record
Enrichment capability returns the Resource Record (RR) data for DNS responses, and
categorization data, where the answer (or data) is the domain(s).

Input Parameters:

Parameter Description Type
Domain A domain name. For example, HOST, UNKNOWN,
‘cisco.com’. KEYWORD

Query Parameters:

Parameter

limit

offset

sortorder

sortby

recordType

includefeatures

minFirstSeen

maxFirstSeen

minLastSeen

Integration Capabilities

Description

The number of records to return in the
collection.

The default limit is 500 records. The maximum
number of records returned for all requests to
the endpoint is 10,000.

A number that represents an index into the
collection. By default, the offset is O (the first
record).

Sort records by ascending (asc) or descending
(desc) order. By default, the records are
returned in descending order.

Sort records by one of the following fields:
minTtl, maxTtl, firstSeen, or lastSeen.

The type of records. For example: 'A', 'CNAME',
'NS', 'MX'".

Use commas to separate multiple types of
record.

Specify 'true' to add feature sections to the
response. The default value is 'false’.

Returns only records with firstSeen >=
minFirstSeen.

Returns only records with firstSeen <=
maxFirstSeen.

Returns only records with lastSeen >=
minLastSeen.

Scope Restricted

(Yes/No)

Yes

Type

integer

integer

string

string

string

boolean

integer

integer

integer

Scope

Required
(Yes/No)

Yes

Restricted  Required
(Yes/No) (Yes/No)

No

No

No

No

No

No

No

No

No

Yes

No

No

No

No

No

No

No

No
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Scope
Restricted  Required
Parameter Description Type (Yes/No) (Yes/No)
maxLastSeen Returns only records with lastSeen <= integer No No
maxLastSeen.
sortCategories Comma-separated list of security categories or  string No No
'All'. 'All' stands for all security categories.
Records which have at least one of these
security categories will be first in the ordering.
The rest of the sorting parameters are applied
within the records with and without any of
the security categories.
requiredCategories Filter for records with security categories. string No No

The case-sensitive security category strings are
Drive-by Downloads/Exploits, Mobile Threats,
Dynamic DNS, High Risk Sites and Locations,
Command and Control, Malware, Phishing,
Newly Seen Domains, Potentially Harmful,
DNS Tunneling VPN, and Cryptomining. Use
commas to separate multiple security category
strings.

Output:

Case Scope:

N/A

Human Readable Output:
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SeurTy
£ alegories

Integration Guide for CrowdStrike Falcon

Integration Overview

CrowdStrike is a cloud based cybersecurity tool that allows organizations to leverage its
lightweight agent. The agent is an all-encompassing EDR and antivirus software.

Integration Capabilities

* Isolate Machine

e Unisolate Machine

e Add Comment to Detection
e Update Detection Status

e Assign Detection

e Get I0C Details

e Get Hosts by I0C

e Get Process by 10C
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e List Host Vulnerabilities

¢ Get Host Details

Prerequisites

» ArcSight SOAR connects to https://falcon.crowdstrike.com/login/ APls through HTTPS.
Access to this service is required.

e CrowdStrike requires an API key for access.

Configuration

Configuring CrowdStrike

e CrowdStrike requires a Client ID and Client secret for access.

e Users with the Falcon Administrator role can create a Client ID and Client secret from
https://falcon.crowdstrike.com/ after logging in with valid credentials.

Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Specify the following parameter values in the Credential Editor:

Type Name Username Password Private Key

Internal Display name of credential set Empty Client ID created  Client Secret for the Client

credential (for example, CrowdStrike on CrowdStrike ID created on CrowdStrike
Falcon). Falcon Falcon

3. Click Configuration > Integrations > Create Integration.

4. Specify the following parameter values in the Configuration Form:

Parameter Value

Name Display name of the integration
Type Advanced Scriptable Device
Address Address of the integration (the format should be https://api.crowdstrike.com/)
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Parameter

Configuratio
n

Credential

Trust Invalid
SSL
Certificates

Require
Approval
From

Notify

Value

Specify the following configuration parameters:

Specify the following configuration parameters:

# Integration ID of the proxy integration to use when connecting to current
integration.

# If not provided, ArcSight SOAR will try to use a direct connection.
#proxy.id=123

# Maximum number of results to return from the API

# If not provided, the integration will gather all results
#max.result.count = 100

Credential that has been defined for this integration under Credential menu.

Select this if Engine’s certificate is self-signed or not recognized by browsers. Not selected.

Select user(s) from the list to ask their approval before executing enrichments on this
integration.

Select user(s) from the list to notify when SOAR performs an action on this integration.

5. Select the integration that you have added in the Integrations menu.

6. Click Save to complete the integration.

7. Click Test, an Integration Successful message is displayed if the credential and address are

valid.

Capabilities

1. Isolate Machine
Action capability for isolating a machine.

¢ Rollback: Yes

¢ Duplicate Control: Yes

Input
Parameter

Host

Output:
Case Scope
N/A

Scope

Restricted Required
Description Type (Yes/No) (Yes/No)
Network address, hostname or  Network Address Computer Yes Yes

agent ID of the machine. Name Keyword Unknown

Human Readable Output

Capabilities
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N/A

2. Unisolate Machine
Action capability to unisolate a machine.

¢ Rollback: Yes

¢ Duplicate Control: Yes

Scope
Input Restricted Required
Parameter  Description Type (Yes/No) (Yes/No)
Input Description Type Scope Required
Parameter Restricted (Yes/No)
(Yes/No)
Host Network address, hostname or  Network Address Computer Yes Yes
agent ID of the machine. Name Keyword Unknown
Output:
Case Scope
N/A
Human Readable Output
N/A
3. Add Comment to Detection
Action capability for adding a comment to a detection.
¢ Rollback: No
¢ Duplicate Control: No
Input Scope Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Detection ID CrowdStrike Detection ID. Unknown Yes Yes
Comment Comment added to the String No Yes
detection.
Output:
Case Scope
N/A
Human Readable Output
N/A

4. Update Detection Status
Action capability for updating detection status.

¢ Rollback: No
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¢ Duplicate Control: No

Scope
Input Restricted Required
Parameter  Description Type (Yes/No) (Yes/No)

Detection CrowdStrike Detection ID. Unknown Yes Yes
ID

Status Status from the following drop down menu options: String No Yes
New, In Progress, Closed, True Positive, False Positive,
Ignored.

Output:

Case Scope

N/A

Human Readable Output
N/A

5. Assign Detection
Action capability for assigning a detection to a user.

¢ Rollback: No

¢ Duplicate Control: No

Input Parameter Description Type Scope Restricted (Yes/No) Required(Yes/No)
Detection ID CrowdStrike Detection ID.  Unknown Yes Yes

Email Address User email String No Yes

Output:

Case Scope

N/A

Human Readable Output
N/A

6. Get I0C Details
Enrichment capability used to get the details of an IOC.
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Input Scope Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the 3rd party integration. Integration N/A Yes
10C SHA256 or MD5 hash value, network Hash Yes Yes
address or domain. Network
Address
Host
URL
Do not Use SOAR does not use cached results if this Boolean N/A No
Cache box is checked.
Output:
Case Scope
Action Type Category/Value
Set Scope Item Property CrowdStrike Severity

Human Readable Output
N/A

7. Get Hosts by 10C
Enrichment capability used to retrieve hosts where the I0C has been observed.

Input Scope Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the 3rd party integration. Integration N/A Yes
10C SHA256 or MD5 hash value, network Hash Yes Yes
address or domain. Network
Address
Host
URL
Do not Use SOAR does not use cached results if this Boolean N/A No
Cache box is checked.
Output:
Case Scope
Action Type Category/Value
Set Scope Item/Related Hostname (Computer Name)

Human Readable Output
N/A
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8. Get Process by 10C
Enrichment capability used to retrieve the process name of the I0C on the devices where
the 10C has triggered a detection.

Input
Parameter

Integration

Hash

Host

Do not Use
Cache

Output:

Case Scope

Action

Set

Description
Name of the 3rd party integration.

SHA256 or MD5 hash value, network
address or domain.

Network address, hostname or agent ID
of the machine.

SOAR does not use cached results if this
box is checked.

Type

Scope Item Property

Human Readable Output

N/A

9. List Host Vulnerabilities
Enrichment capability used to list the vulnerabilities on a host.

Input
Parameter

Integration

Status

Capabilities

Description
Name of the 3rd party integration.

Status from the following options: All, Open,
Closed, Reopen, Expired

Type
Integration

Hash

Network
Address

Computer
Name

Keyword

Unknown

Boolean

Scope Restricted Required
(Yes/No)

N/A

Yes

Yes

N/A

Category/Value

CrowdStrike Process Name

Type
Integration

String

(Yes/No)
Yes

Yes

No

No

Scope Restricted Required

(Yes/No)
N/A

No

(Yes/No)
Yes

Yes
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Input

Parameter Description Type

Host Network address, hostname or agent ID of the Network

machine. Address

Computer
Name
Keyword
Unknown

Do not Use SOAR does not use cached results if this box is Boolean

Cache checked.

Output:

Case Scope
Action Type
None None

Human Readable Output
N/A
10. Get Host Details

Category/Value

None

Enrchment capability used to get the details of a host.

Input
Parameter Description

Integration Name of the 3rd party integration.

Host Network address, hostname or agent ID
of the machine.

Do not use SOAR does not use cached results if this

cache box is checked.
Output:
Case Scope

Action Type

Set Scope Item/Related

Human Readable Output
N/A

Capabilities

Type
Integration

Network
Address

Computer
Name

Keyword

Unknown

Boolean

Category/Value

Scope Restricted Required

(Yes/No)

Yes

N/A

(Yes/No)

No

No

Scope Restricted Required

(Yes/No)
N/A

Yes

N/A

Hostname (Computer Name)

(Yes/No)
Yes

No

No
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Integration Guide for Cyberark Central Credential
Provider

Integration Overview

CyberArk Application Identity Manager is a central credential provider that stores passwords
and other credentials used by systems, applications, and scripts by eliminating embedded
credentials. SOAR might use encrypted credentials stored on its database and CyberArk AIM
vault to connect to other systems and applications while investigating and responding to an
incident.

Configuration

Prerequisites

e Make sure to check the access to CyberArk Application Identity Manager APl as SOAR
connects to it through HTTPS.

e Define a new application for SOAR on CyberArk’s PVYWA (Password Vault Web Access)
Interface.

Configuring CyberArk Application Identity Manager

1. Login to Password Vault Web Access interface as a user with Manage Users authorization
permission.

2. Navigate to Applicationsand click Add Application.

3. Fill the Add Application form with the following parameter values:

Parameter Value
Name Specify SOAR as the unique name (ID) of the application.
Description Specify a short description of the application (For example, Application for

Automated Threat Analysis&Response)

Business Owner Specify contact information about the application’s Business owner

Location Specify the location of the application in the Vault hierarchy.

Note: If the location is not selected, the application gets added to the user
location who creates it.
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4. To specify unlimited number of machines and Windows OS users for a single application,
select Allow extended authentication restrictions.

5. Navigate to Allowed Machines and specify the application’s Allowed Machines.

ﬂ Note: This information enables the Credential Provider to check only applications that run
from specified machines can access their passwords.

Configuring SOAR

1. Click Configuration > Credentials > Create Credential.
2. Fill the Credential Editor form with the following parameter values:

a. Internal Credential:

Parameter Value

Type Internal Credential

Name Display name of credential set (For example, CyberArk AIM Credential)
Username Application Name you have created on CyberArk Password Vault Web Access
Password Empty

Private Key Empty

3. Click Configurations > Integrations > Create Integration.

4. Fill the Configuration form with the following details:

Parameter Value

Name Display name of CyberArk AIM integration on SOAR

Type CyberArk Central Credential Provider

Address Address of the integration (the format must be https://192.168.1.1:1234 or

https://abc.example.com:1234)

Credential Name of the credential set you have just created on step 2 (For example,
CyberArk AIM Credential).

Trust Invalid SSL Select this if device’s certificate is self-signed or is not recognized by browsers
Certificates

Require Approval From Select user(s) from list to ask her/his approval before executing actions on this
integration

Notify Select user(s) from the list to notify when SOAR performs an action on this
integration

5. Click Save to complete integration.
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6. Click Test to test the integration.

Additional Notes

Following are the steps to use CyberArk AIM as central credential store:

1. Navigate to Configuraiton > Parameters.

2. Modify the ExternalCredentialStorelntegrationID parameter value to ID of the CyberArk
AIM integration that you have defined in the above procedure.

3. To define the new name for a credential:

a. Navigate to Configuration > Credentials.

b. Select External Credential from the drop down and it automatically uses CyberArk AIM
integration.

ﬂ Note: The name of the credential must be the same as the account name defined in
CyberArk. Make sure to follow the naming convention of SOAR as Safe and Folder

separated by | character. Else, SOAR automatically searches all Safes for the given
credential name.
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Integration Guide for CYMRU Malware Hash
Registry Query

Integration Overview

CYMRU is a look-up service that checks if the hash code is malware. If the hashcode belongs to
malware, then the latest timestamp of the malware and the rough antivirus package detection
rate is returned. ArcSight SOAR uses CYMRU Malware Hash Registry Query to query computed
MDS5 or SHA-1 hash of a file to check for malware.

Integration Capabilities

Action

» Hash registry query

Configuration

Configuring CYMRU Malware Hash Registry Query

1. Make sure SOAR has access to CYMRU Malware Hash Registry Query integration’s APl as it
connects to it through HTTPS.

Configuring SOAR

1. To create the integration, navigate to Configuration > Integrations.

2. Specify the following parameter values in the Integrations Editor:

Parameter Value

Name Display name of the integration

Type CYMRU malware hash registry query

Address Address of the integration (in the following format

http[s]://malware.cymru.hash.com)
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Parameter Value

Trust Invalid SSL Select this if Engine’s certificate is self-signed or is not recognized by browsers.
Certificates

Require Approval From Select users from the list who can provide approval before executing actions on
this integration

Notify Select users from the list to notify when SOAR performs an action on this
integration.

Integration Editor
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3. Click Test to test the integration.

4. Click Save to complete the integration.

Integration Guide for Cymru Malware Hash
Registry

Integration Overview

CYMRU MHR is a malware validation tool that searches against 30+ antivirus databases and
malware databases to serve as a force multiplier for malware detection and validation.
Researchers and analysts can submit their malware hashes via the MHR portal to get near-real-
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time results that tell them the percentage of malware databases containing signature matches.
Developers and networks security teams can integrate MHR into existing workflows to
augment malware detection.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Team Cymru Malware Hash
Registry V2:

e Single Lookup Hash Query
e Bulk Lookup Hash Query

Prerequisites

You must have access to HTTPS as the ArcSight SOAR connects to CYMRU MHR API through this
service.

Configuration

Configuring Team Cymru Malware Hash Registry V2

Authentication: API requires Basic Authentication as username and password.

1. Create an account in Cymru MHR platform. Create Account.

2. The mail received to your registered mail address contains login credentials to MHR
account.

Basic Authentication Parameters:

Parameter Name Data type Description Required (Yes/No)

UserName String Username of the CYMRU account Yes

Additional Configuration:

Configuration Parameter Description
proxy.id Proxy device to be used while communicating with the remote system’s API.
Cache.reusing.duration Default cache-reuse parameter

Configuring SOAR

1. Click Configuration > Credentials > Create Credentials.
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2. Specify the following parameters values in the Credential Editor form.

Type Name

Internal Display name of credential set (for example, Cymru Malware

credential Hash Registry v2 Credentials).

3. Click Configuration > Integrations > Upload plugin.

4. Select your integration plugin zip file and click on Save.

Username

Username
of the

CYMRU
account

5. Select the integration that you have added to the Integrations menu.

6. Click Save to complete the integration.

Private
Password Key

Password N/A
of the

CYMRU
account

7. Click Test, an Integration Successful message is displayed if the credential and address are

valid.

Integration Capabilities:

1. Single Lookup Hash Query

Enrichment capability to lookup for one hash at a time, by providing the hash value.

Request headers:

Header Value
Authorization Basic {Credentials}
Content-type application/json

Input Parameters:

Parameter Description

Hash Value  Provide hash value which supports md5, shal,
sha256

Output:

Case Scope:

Integration Capabilities:

Type

HASH

Required

Yes

No
Scope
Restricted Required
(Yes/No) (Yes/No)
Yes Yes
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Action Type Category/ Value

Create Scope ltem Scope ltem MDS5 Hash Algorithm

Create Scope Item Scope Iltem SHA1 Hash Algorithm

Create Scope ltem Scope ltem Scope Item SHA256 Hash Algorithm

Action Type Category/ Value

Add Scope Item Property Scope Item Property Cymru Antivirus Detection Rate

Limitation: N/A

Human Readable output:

2howrsago - 5 executed kup K envichment on TEAH

2. Bulk Lookup Hash Query
Enrichment capability for multiple hashes in a single request by submitting hashes

Request headers:

Header Value Required
Authorization Basic {Credentials} Yes
Content-type text/plain; charset=utf-8 No

Input Parameters:

Scope Restricted Required
Parameter  Description Type (Yes/No) (Yes/No)

Hash Values Provide a list of multiple hash values which supports HASH  Yes Yes
md5, shal, sha256
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APl Method Reference

https://hash.cymru.com/docs_

Output:
Case Scope:
Action Type Category/ Value
Create Scope Item Scope Item MDS5 Hash Algorithm
Create Scope ltem Scope ltem Scope Item SHA1 Hash Algorithm
Create Scope Item Scope ltem Scope Item SHA1 Hash Algorithm
Action Type Category/Value
Add Scope Item Property Scope Item Property Cymru Antivirus Detection Rate

Limitation: N/A

Human Readable output:
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CyberRes Galaxy Threat Acclerator

Integration Overview

CyberRes Galaxy Threat Accelerator Program (GTAP) Plus is a Threat Intelligence feed, available
as a subscription service from Micro Focus CyberRes. Please talk to your Sales Representative
to request a 60-day evaluation license or purchase an annual subscription. The license key
provided will be the MISP API key that will be used in the CyberRes Galaxy Threat Accelerator
(GTAP) Plus integration.

Integration Capabilities

e Domain Reputation
e File Reputation

e |P Reputation

e URL Reputation

Prerequisites

ArcSight SOAR connects to “https://threatfeed.cyberres.com” APIs through HTTPS. Access to
this service is required.

Configuring CyberRes Galaxy Threat Accelerator

You need to get the API key from CyberRes.

Configuring SOAR

1. Click Configuration > Integration > Upload Plugin and upload the plugin zip file.
2. Edit the configuration to modify the name in the Configuration Form.

3. Click Configuration > Credentials and edit the credential .

Type Internal credential
Name Display name of credential set (i.e CyberRes Galaxy Threat Accelerator Credentials)
Username Empty
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Type Internal credential
Password Empty

Private Key API key

4. Click Configuration > Scope Item Property and Create 2 new scope item property
definitions with the following properties:

Property Visible Name Data Type

CyberRes Galaxy Domain Reputation TEXT

CyberRes Galaxy File Reputation TEXT

CyberRes GalaxylIP Reputation TEXT

CyberRes Galaxy URL Reputation TEXT
Capabilities

1. Domain Reputation

Enrichment capability for retrieving details of domain reputation.

Scope
Restricted Required
Input Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third party  Integration N/A Yes
integration
Domain Domain to be queried Host Yes Yes
from CyberRes Galaxy
Threat Accelerator
Do not use cache SOAR does not use Boolean N/A No
cached results if this box
is checked.
Output:
Case Scope
Action Type Category/value
Set Scope Item Property CyberRes Galaxy Domain Reputation

Human Readable Output
2. File Reputation

Enrichment capability for retrieving details of file hash and reputation.
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Input Scope Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third party integration Integration N/A Yes
Hash Hash to be queried from CyberRes Galaxy Host Yes Yes

Threat Accelerator

Do not use SOAR does not use cached results if this box Boolean N/A No
cache is checked.
Output:
Case Scope:
Action Type Category/value
Set Scope Item Property CyberRes Galaxy File Reputation

Human Readable Output
3. IP Reputation

Enrichment capability for retrieving IP Address details and reputation.

Input Scope Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third party integration Integration N/A Yes
IP Address IP Address to be queried from CyberRes Network Yes Yes
Galaxy Threat Accelerator Address

Do not use SOAR does not use cached results if this box  Boolean N/A No
cache is checked.

Output:

Case Scope
Action Type Category/value
Set Scope ltem Property CyberRes Galaxy IP Reputation

Human Readable Output
4. URL Reputation

Enrichment capability for retrieving URL details and reputation.

Input Scope Restricted  Required
Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third party integration Integration N/A Yes
URL URL to be queried from CyberRes Galaxy URL Yes Yes

Threat Accelerator
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Input Scope Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Do not use SOAR does not use cached results if this Boolean N/A No
cache box is checked.

Output:

Case Scope
Action Type Category/value
Set Scope Item Property CyberRes Galaxy URL Reputation

Human Readable Output

Capabilities
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Integration Guide for CyThreat Threat
Intelligence

Integration Overview

CyThreat provides cyber threat intelligence data. These data feeds are enriched with subject
and event-based reports as compiled by STM analysts.

CyThreat collects data from various open and commercial sources (deep/dark web, social
media, blogs, forums, etc.) automatically. This allows the detection of the activities of the
threat actors, proactive prevention of cyber-attacks before they occur and also allows
applications to take preventive measures.

SOAR can seek benefit from CyThreat intelligence from both Integration and as Alert Source.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with CyThreat Threat Intelligence:

e Domain Query
e Hash Query
e |P Query

Alert Source Capability

ArcSight SOAR has the following alert source capability with CyThreat Threat Intelligence:

e Consume Threat Intelligence feeds from CyThreat(default)

Prerequisites

e You must have access to HTTPS as the ArcSight SOAR connects to CyThreat APl through this
service.

e API token and password to connect to CyThreat Threat Intelligence API.
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Configuration

Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Specify the following parameters in the Credential Editor form:

Type Name Username  Password Private Key

Internal Display name of credential Empty APl password that you  API token that you have

credential  set (for example, CyThreat have received from received from the
Credentials). CyThreat service. CyThreat service.

3. Click Configuration > Integrations > Create Integration.

4. Specify the following parameter values in the Configuration Form.

Parameter
Name
Type
Address

Configuration

Credential

Trust Invalid SSL
Certificates

Require Approval
From

Notify

Value

Display name of the CyThreart integration.

CyThreat

Address of the integration (the format should be https://cti.stm.com.tr).
Specify the following configuration parameters:

proxy.id  ID of the Proxy integration if you access https://cti.stm.com.tr through a
web proxy device. For example: proxy.id = 12345 .

Credential that has been defined for this integration under the Credentials menu.

Select this if web server’s certificate is self-signed or is not recognized by browsers.
The SSL certificate of CyThreat service is going to known by SOAR, so you do not
need to check this box.

Select user(s) from list to ask the approval before executing actions on this
integration.

Select user(s) from the list to notify when SOAR performs an action on this
integration.

5. Click Save to save the integration definition.

6. Navigate to Configuration>Customization Library and edit CyThreat Advanced Action
Script Default Script Template.

Select the integration that you have added to Integrations menu.

8. Click Save to complete the integration.

Configuration
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[ ﬂ Note: Steps 7-9 are required only for Advanced Action Script Default Templates.

9. Navigate to Configuration > Integrations > CyThreat integration.

10. Click Test. Integration Successful message is displayed if the credential and address are
valid.

Configuring CyThreat as an Alert Source

1. Navigate to Configuration > Alert Source > Create Alert Source Configuration.

2. Select CyThreat Threat Intelligence and specify the following parameters in the Alert
Source Configuration Editor:

Parameter

Name

Type

Address

Alert Severities
enable.ip.risk.source
enable.domain.risk.source
enable.hash.risk.source
enable.usom.blacklist.source

ip.min.risk

domain.min.risk

hash.min.risk

proxy.id

days.to.look.back.at.initial.sync

Credential

Visible Alert Fields

Trust Invalid SSL Certificates

Value

Display name of the CyThreart alert source.

CyThreat Threat Intelligence

https://cti.stm.com.tr/api/

Arrangement table of severity mapping.

Uncomment and change to true to consume IP Source.
Uncomment and change to true to consume Domain Source.
Uncomment and change to true to consume Hash Source.
Uncomment and change to true to consume Usom Blacklist Source.

SOAR is not going to create case if risk level of the incoming alarm is
below of the value.

SOAR is not going to create case if risk level of the incoming alarm is
below of the value.

SOAR is not going to create case if risk level of the incoming alarm is
below of the value.

ID of the Proxy integration if you access https://cti.stm.com.tr through a
web proxy device. For Example: proxy.id = 12345.

How far (in days) into the past SOAR will look for remote incidents at the
initial sync task.

Name of the credential set created on step 2 Configuring SOAR part (For
example, CyThreat Credentials).

Field names from the alert if you want to show them on case.

The SSL certificate of CyThreat service is going to known by SOAR, so you
do not need to check this box.
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3. Click Test. The Alert Source tested successfully message is displayed if your credentials are

valid.
4. Click Save.

Integration Capabilities

1. Domain Query

Enrichment capability for retrieving domain information.

The following table presents the Domain Query action capability details:

Scope Restricted

Input Parameter  Description Type (Yes/ No)
Integration Name of the third party Integration N/A
integration.
Domain Domain that you want to Host Yes
query.
Output:

Case Scope: N/A
Human Readable Output: Yes
2. Hash Query

Enrichment capability for retrieving hash information.

The following table presents the Hash Query action capability details:

Scope Restricted

Input Parameter  Description Type (Yes/ No)
Integration Name of the third party Integration N/A
integration.
Hash Hash value that you wantto  Hash Yes
query.
Output:

Case Scope: N/A
Human Readable Output: Yes
3. IP Query
Enrichment capability for retrieving domain information.

The following table presents the IP Query action capability details:

Integration Capabilities

Required (Yes/
No)

Yes

No

Required (Yes/
No)

Yes

Yes
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Input Parameter  Description

Integration Name of the third party
integration.
IP Ip that you want to query.
Output:

Case Scope: N/A
Human Readable Output: Yes

Type

Integration

Host

Scope Restricted
(Yes/ No)

N/A

Network Address

Integration Guide for DomainTools

Integration Overview

Required (Yes/
No)

Yes

Yes

DomainTools is a leading provider of Whois and other DNS profile data for threat intelligence
enrichment. It is a part of Datacenter Group (DCL and SA). DomainTools data helps security

analysts investigate malicious activity on their networks.

Integration Capabilities

e Get Domain Profile

* Get Domain Reputation
e Get Domain Risk

e Domain Hosting History
* Recent Domain

e Reverse IP Lookup

e Reverse IP Whois

e Whois Lookup

e |ris Investigate

Integration Guide for DomainTools
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Configuration

Configuring DomainTools

e You must have access to HTTPS as the ArcSight SOAR connects to DomainTools API through
this service.

Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Specify the following parameter values in the Credential Editor:

Credential

Trust Invalid SSL
Certificates

Require Approval
From

Notify

Configuration

Private
Type Name Username Password Key
Internal Display name of credential set (for Valid API Valid API Key to N/A
Credential example, DomainTools username authenticate the
Credentials) DomainTools APIs
3. Click Configuration > Integrations > Create Integration.
4. Specify the following parameter values in the Configuration Form:
Parameter Value
Name Display name of the integration
Type DomainTools
Address Address of the integration (https://api.domaintools.com)
Configuration Specify the following configuration parameter values:
proxy.id ID of the Proxy integration if you access DomainTools through a web proxy

device.

For example, proxy.id = 12345

Credential that has been defined for this integration under the Credential menu

Select this option if the web server's certificate is self-signed or if it is not recognized
by browsers

Select user(s) from list who can provide approval before executing actions on this
integration

Select user(s) from the list who can provide approval when SOAR performs an action
on this integration
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5. Click Save to save the integration definition.

6. Navigate to Configuration > Customization Library and edit DomainTools Advanced
Action Script Default Template.

7. Select the integration that you have added to Integrations menu.
8. Click Save to complete the integration

9. Click Test, an Integration Successful message is displayed if the credential and address are
valid.

Capabilities

1. Get Domain Profile

Enrichment capability for retrieving the basic domain name registration details and a
preview of additional data available from DomainTools membership and report products.

Required
Input Parameter Description Type Scope Restricted(Yes/No) (Yes/No)
Integration Name of the third-party Integration N/A Yes
integration
Domain Domain name to be queried HOST Yes Yes
UNKNOWN
KEYWORD
Output:
Case Scope
N/A

Human Readable Output:
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2. Get Domain Reputation

Enrichment capability for retrieving domain details and reputation.

Input Scope Restricted Required
Parameter  Description Type (Yes/No) (Yes/No)
Integration Name of the third-party integration Integration N/A Yes
Domain Domain name to be queried for which the HOST, Yes Yes
risk score is desired UNKNOWN,
KEYWORD
Output:
Case Scope:
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Action Type Category/Value

Set Scope item Property Risk Score

Human Readable Output:

Kay

Dhpimiain

Risk Soore

Reasons

3. Get Domain Risk
Enrichment capability for deeper investigation of individual domains and to retrieve the

risk score.
Input Scope Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third-party integration Integration N/A Yes
Domain Domain name to be queried for which the HOST, Yes Yes
risk score is desired UNKNOWN,
KEYWORD
Output:
Case Scope
Action Type Category/Value
Set Scope item Property Risk Score

Human Readable Output:

Key

Risk (overall)

Risk (zerolist)

4. Domain Hosting History

Enrichment capability for retrieving a list of changes that have occurred in a Domain
Name’s registrar, IP address, and name servers. IP and name server's events include the
value before and after the change and indicate the type of action that triggered the event.
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Input
Parameter Description

Integration Name of the third-party integration

Domain Domain name to be queried to get
hosting history

Output:

Case Scope

N/A

Human Readable Output:

2004-08- 29

5. Recent Domain

Type
Integration

HOST,
UNKNOWN,
KEYWORD

Scope Restricted
(Yes/No)

N/A

Yes

Deetails

Required
(Yes/No)

Yes

Yes

Enrichment capability to search for domain names that match your specific search string.
Unlike Domain suggestions, Domain Search finds currently registered or previously
registered domain names that are either currently registered or have been registered in
the past under one of the major gTLDs (.com, .net, .org, .info, .us, or .biz) many countries

code TLDs, or the new gTLDs.

Capabilities
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Input Scope Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third-party Integration N/A Yes
integration
Query Query string for the search Host Yes Yes
Unkown
Keyword
Output:
Case Scope
N/A

Human Readable Output:

Has Deleled

6. Reverse IP Lookup

Enrichment capability to retrieve a list of domain names that share the same Internet host
(I.e., the same IP address).

Capabilities Page 248 of 690



Integration Guides

domain name, and if a domain name is provided the system would return a list of all
domains that share the same IP address.

[ ﬂ The users can request an IP address or a domain name. It is recommended to provide a

Input
Parameter

Integration

Domain

Output:

Case Scope

N/A

Description
Name of the third-party integration

Domain name to be queried for which the
risk score is desired

Human Readable Output:

Domain Count

41944

7. Reverse IP Whois

Type
Integration
HOST

UNKNOWN
KEYWORD

Scope Restricted Required

(Yes/No) (Yes/No)
N/A Yes
Yes Yes

Enrichment capability to retrieve a list of IP ranges that are owned by an organization.

Capabilities
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Input Scope Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third-party Integration N/A Yes
integration
Query Name of the organization to be String Yes Yes
queried
Output:
Case Scope
N/A

Human Readable Output:

Recond Ip Record Date Organization

8. Whois Lookup

Enrichment capability to retrieve the ownership record for a domain name or IP address
with basic registration details.

Input Scope Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third-party Integration N/A Yes
integration
Domain Domain name to be queried. HOST Yes Yes
UNKNOWN
KEYWORD
Output:
Case Scope
N/A

Human Readable Output:
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9. Iris Investigate

Enrichment capability is ideally suited for investigating and orchestrating use cases at a
human scale.

These are typically triggered on-demand by an analyst seeking additional context on a
single indicator, with the best result available for investigations.

Input Scope Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third-party Integration N/A Yes
integration
Domain Domain name to be queried. HOST Yes Yes
UNKNOWN
KEYWORD
Output:
Case Scope
N/A
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Human Readable Output:
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Integration Guide for DNS Service

Integration Overview

DNS Server is used to resolve and translate the IP addresses, host names and queries to various
DNS records.

Integration Capabilities

SOAR has the following integration capabilities with DNS Server.

e DNS Lookup

Configuration

Prerequisites

» Make sure SOAR has access to DNS Server through 53/udp port

Configuring DNS Service

* No specific configuration is needed on DNS Server.

Configuring SOAR

1. Click Configuration > Integrations > Create Integrations.

2. Specify the following parameter values in the Configuration form:

Parameter Value

Name Display name of DNS Server integration on SOAR.

Type DNS Service

Address Address of the integration (in the format: 192.168.2.53)
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Parameter Value

Trust Invalid SSL Not applicable
Certificates

Require Approval From Select users from the list who can provide approval before executing actions on
this integration. As SOAR only executes enrichment on DNS Server, leave it
empty

Notify Select users from the list to notify when SOAR performs an action on this

integration. As SOAR only executes enrichment on DNS Server, leave it empty

Integration Editor

Type DMS5 Sarvice

Address

Trust lnwalid SSL
Certificates

Ragulre Approval From

Matify

Tags

Show additional parametersill

3. Click Test. The following pop up will be displayed if your credential and address are valid.

4. Click Save to complete integration.
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Integration Guide for EmailRep

Integration Overview

EmailRep consists of crawlers, scanners and enrichment services that collect data from email
addresses, domains, and internet personas.

EmailRep uses hundreds of data points from social media profiles, professional networking
sites, dark web credential leaks, data breaches, phishing kits, phishing emails, spam lists, open
mail relays, domain age and reputation, and deliverability to predict the risk on an email
address.

This integration enables ArcSight SOAR to report and query an email address.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with EmailRep:

e Email Query

e Report Email

Prerequisite

e An APl key is required for accessing EmailRep.

Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Specify the following parameter values in the Credential Editor form:

Private
Type Name Username Password Key
Internal Display name of credential set (for example, EmailRep API| Key

credential Credentials).

3. Click Configuration > Integration > Create Integrations Specify the following parameter
values in the Configuration form:
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Parameter
Name
Type

Address

Configuration

Credential

Trust Invalid SSL

Certificates

Require Approval From

Notify

Value

Display name of the integration.

EmailRep

Address of the integration (https://emailrep.io).

Specify the following configuration parameters:

proxy.id

device. For example, proxy.id = 12345 .

ID of the Proxy integration if you access EmailRep through a web proxy

Credential that has been defined for this integration under the Credentials

menu.

browsers.

integration.

Select this if web server’s certificate is self-signed or is not recognized by

Select user(s) from list to ask the approval before executing actions on this

Select user(s) from the list to notify when SOAR performs an action on this

integration.

4. Click Save to save the integration definition.

5. Navigate to Configuration>Customization Library and edit Emailrep Advanced Action
Script Default Template.

6. Select the integration that you have added to Integrations menu.

7. Click Save to complete the integration.

8. Click Test, an Integration Successful message is displayed if the credential and address are

valid.

Capabilities

1. Email Query

Enrichment capability for getting reputation of email addresses.

The following table presents the Email Query enrichment capability details:

Input
Parameter

Integration

Email
Address

Do not Use
Cache

Output:

Capabilities

Description
Name of the third party integration.

Email address to be queried.

SOAR does not use cached results if this
box is checked.

Type
Integration

Email
Address

Checkbox

Scope Restricted
(Yes/ No)

N/A

Yes

N/A

Required
(Yes/ No)

Yes

Yes

No
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Case Scope:
Action Type Category/ Value
Set Scope item value EmailRep Suspicious
Set Scope item value EmailRep Reputation

Human Readable Output:

Koy

Rispurtation

Suspicious

2. Report Email

3. Action capability for reporting malicious email addresses.
¢ Rollback: No

¢ Duplicate Control: Yes

[ ﬂ Note: This capability requires Professional or Enterprise APl membership to EmailRep.

The following table presents Report Email action capability details:

Output:
Scope Restricted Required (Yes/
Description Type (Yes/ No) No)
Integration Name of the third party integration. Integration N/A Yes
Rollback Time to rollback this action. Default is N/A N/A No
Mode no-rollback.
Email Email address to be reported. Email Yes Yes
Address Address
Tag Report tag. String N/A No
Description Description/ reason to report. String No Yes

Case Scope: N/A
Human Readable Output: N/A
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Integration Guide for EnCase Endpoint Security

Integration Overview

EnCase Endpoint Security detects, validates and prioritizes unknown threats, assess the scope
and impact of a compromise, and returns devices to a trusted state. With EnCase Endpoint
Security, you can:

Collect, aggregate and baseline all endpoint activity
Proactively address the gaps in your security framework
Detect unknown risks or threats even before data exfiltration has begun

Respond to any events for validation and triage

Perform manual or automated incident response with forensic-level investigations of

endpoints

Automate the recovery of endpoints to a trusted state through remediation

Integration Capabilities

ArcSight SOAR has the following integration capabilities with EnCase Endpoint Security:

List Investigations

Find Hosts with I0Cs

Standard Agent Timeline (Snapshot)
Collect Memory

Create Snapshot

Find Hosts with Items of Interest
Get Investigation Job Status

Get Event Status

Collect Data - Pre Defined Filter
Collect Data -Custom Filter
Isolate

Reconnect

Create Event

Remediate

Integration Guide for EnCase Endpoint Security
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Prerequisites

You must have access to HTTPS as the ArcSight SOAR connects to Encase API through this
service.

Configuration

Configuring EnCase Endpoint Security

e Authentication: Encase REST APIs supports authentication using an Integration Key.
Integration Key Authentication

e To authenticate using an Integration Key, a new Integration Account needs to be created in
the Account Management page of the web application.

* The Integration Key can be viewed or regenerated from the Manage Integration Key action.

» The Base URL for Integration Key APIs is: http(s)://server:port/integration. The Integration
Key should be passed in a Request Parameter called Key.

Authentication Parameters

Request Headers:

Parameters Datatype Description Required

Key string The Encase REST APl Key Yes

Configuration Parameter Description
proxy.id Proxy device to be used while communicating with the remote system’s API
cache.reusing.duration Default cache-reuse parameter

investigation.name Default case name we want to create in Encase.

For Example: SOAR

Additional Configuration:
(
ﬂ In the Address configuration, replace the server-port with your server-port.
For example: https://<server_name>:<server_port>
where,
<server_name>: Name of the server
<server_port>: Port number of the server
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Configuring SOAR

1. Click Configuration > Credentials > Create Credentials.

2. Specify the following parameters values in the Credential Editor form.

Type

Internal
credential

N o v ~w

valid.

Name Username Password

Display name of credential set (for N/A N/A
example, Encase v1

Credentials).

Click Configuration > Integrations > Upload plugin
Select your integration plugin zip file and click Save.
Select the integration that you have added to Integrations menu.

Click Save to complete the integration.

Integration Capabilities:

1. List Investigations:

Enrichment capability to get the list of Investigations.

Input Parameters:

N/A
Output:
Case Scope:
N/A

Configuring SOAR

Private

Key

The Encase REST API
vl Key

Click Test. an Integration Successful message is displayed if the credential and address are
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Human Readable Output:

Endpoint Securityl

Parameters Details

=

2. Find Hosts with 10Cs
The Enrichment capability queues a search for file-based indicators of compromise.

Input Parameters:

Scope

Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Target IP addresses, The name of the target ["COMPUTER_NAME", Yes No
FQDNSs or hostnames address, FQDNs or "HOST", "NETWORK_

hostnames ADDRESS"]

Target IP ranges, IP The rage of IP address, String No No
addresses, FQDNs or FQDNs or hostnames
hostnames
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Parameter

Name of existing filter

Stop the search after the

first hit

Output:
Case Scope:
N/A

Description
Filter name for search

Whether to stop or not
after the first search

Human Readable Output

Standard Agent Timeline (Snapshot)

Type
String

Boolean

Scope
Restricted
(Yes/No)

Yes

Yes

Required
(Yes/No)

Yes

Yes

The enrichment capability triggers a collection of automatic snapshots which are then
stitched together to create a timeline.

Input Parameters:

Parameter

Target IP addresses,
FQDNSs or hostnames

Target IP ranges, IP
addresses, FQDNs or
hostnames

Output:
Case Scope:
N/A

Description

The name of the target
address, FQDNs or
hostnames

The rage of IP address,
FQDNs or hostnames

Human Readable Output

Collect Memory

Type

['COMPUTER_NAME",
"HOST", "NETWORK_
ADDRESS"]

String

Scope
Restricted
(Yes/No)

Yes

No

Required
(Yes/No)

No

No

The enrichment capability triggers a collection of physical memory to an evidence file(.EO1
or .RAW) which can later be analysed in a memory forensics tool such as Volatility.

Input Parameter

Integration Capabilities:
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Parameter

Memory Output Format

Target IP addresses,
FQDNs or hostnames

Target IP ranges, IP
addresses, FQDNs or
hostnames

Output:
Case Scope: N/A

Description

Memory Out put format
like "RAW", "EO1"

The name of the target
address, FQDNs or
hostnames

The rage of IP address,
FQDNSs or hostnames

Human Readable Output

Create Snapshot

Type

String

['COMPUTER_NAME",
"HOST", "NETWORK_
ADDRESS"]

String

Scope

Restricted Required
(Yes/No) (Yes/No)
No Yes

Yes No

No No

The enrichment capability is used to queue a new snapshot of the specified targets within
a specified investigation. A snapshot captures the state of a machine at a given time,
including the running processes, open ports, network cards, and logon information.

Input Parameter

Parameter

Target IP addresses,
FQDNs or hostnames

Target IP ranges, IP
addresses, FQDNs or
hostnames

Case Scope: N/A

Description

The name of the target
address, FQDNs or
hostnames

The rage of IP address,
FQDNs or hostnames

Human Readable Output

Find Hosts with Items of Interest

Type

['COMPUTER_NAME",
"HOST", "NETWORK_
ADDRESS"]

String

Scope

Restricted Required
(Yes/No) (Yes/No)
Yes No

No No

The Enrichment capability queues a scan of your network for indicators including running
processes, loaded DLLs, network connections, DNS cache entries, and more. This search

relies only on live snapshots, as opposed to forensically searching filesystems. This search
can efficiently sweep large IP ranges.

Input Parameter

Integration Capabilities:
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Parameter

Target IP addresses,
FQDNs or hostnames

Target IP ranges, IP
addresses, FQDNs or
hostnames

MD5 and SHA1 Hashes
of Interest

IP Addresses of Interest
Domains of Interest

URLs of Interest will
derive Domain Name

Output:
Case Scope: N/A

Description

The name of the target
address, FQDNs or
hostnames

The rage of IP address,
FQDNs or hostnames

MD5 and SHA1 Hashes of
Interest

IP Address
Domains of Interest

List of URLs

Human Readable Output

Get Investigation Job Status

Scope

Restricted Required
Type (Yes/No) (Yes/No)
["COMPUTER_NAME", Yes No
"HOST", "NETWORK_
ADDRESS"]
String No No
Hash Yes No
["NETWORK_ADDRESS"] Yes No
["HOST"] Yes No
["URL"] Yes No

The enrichment capability | is used to get the status of an investigation job.

Input Parameter

Parameter

Description

Type

Scope Restricted (Yes/No)

Valid Job Type Valid Job Type to get the status String  No

Job ID

Output:
Case Scope: N/A

Job ID to get the status

Human Readable Output

Get Event Status

String No

Required (Yes/No)
Yes

Yes

The Enrichment Capability | is used to get the status of an event created using the

CreateEvent API
Input Parameter
Parameter
Job ID
Output:
Case Scope: N/A

Integration Capabilities:

Description

Job ID to get the status String

Type

Scope Restricted (Yes/No)

No

Yes

Required (Yes/No)
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Human Readable Output:

a few seconds ago -

£

point Securityl

Parameters Details

Field
Jobid
JobMarme
JobStatus

TargetStatus

swarna dash

9. Collect Data - Pre Defined Filter

executed Get Event

Value
GB625
Snapshot Test-527

Pending

Status ennchment on Encase End

[ { "Status™ "Pending”, "Target™: "IR518W-WIN10" }]

The enrichment capability queues a file collection using any existing web or desktop filter.

Input Parameter

Parameter

Target IP addresses,
FQDNs or hostnames

Target IP ranges, IP
addresses, FQDNs or
hostnames

Name of existing filter

Endpoint Investigator Case
Collection

Endpoint Investigator Case
Name

Endpoint Investigator Base
Case Folder

Endpoint Investigator Case
Backup Location

Endpoint Investigator Case
Maximum Backup Size
(GB)

Integration Capabilities:

Description

The name of the target
address, FQDNs or
hostnames

The rage of IP address,
FQDNs or hostnames

Name of existing filter

Endpoint Investigator Case
Collection value need to
select

Case Name

Base Case Folder Name

Endpoint Investigator Case
Backup Location path

Endpoint Investigator Case
Maximum Backup Size
(GB)

Type

["COMPUTER_NAME",
"HOST", "NETWORK_
ADDRESS"]

String

String

Boolean

String

String

String

Number

Scope

Restricted  Required
(Yes/No) (Yes/No)
Yes No

No No

No Yes

No Yes

No No

No No

No No

No No
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10.

Parameter

Endpoint Investigator Case
Backup Every Interval

Endpoint Investigator Case
Number. Use SOAR Case
Number?

Endpoint Investigator User
Defined Case Number

Endpoint Investigator Case
Examiner Name

Endpoint Investigator Case
Description

Output:
Case Scope: N/A

Description

Endpoint Investigator Case
Backup Every Interval

Endpoint Investigator Case
Number. Use SOAR Case
Number?

If SOAR Case Number not
used specify a case
number

Name of person doing the
investigation.

Endpoint Investigator Case
Description

Human Readable Output

Collect Data -Custom Filter

Type

String

Number

Number

String

String

Scope

Restricted  Required
(Yes/No) (Yes/No)
No Yes

No Yes

No No

No No

No No

The enrichment capability queues a file collection using user-supplied EnDef filter

Input Parameter

Parameter

Target IP addresses,
FQDNs or hostnames

Target IP ranges, IP
addresses, FQDNs or
hostnames

EnDefFilter

Endpoint Investigator Case
Collection

Endpoint Investigator Case
Name

Integration Capabilities:

Description

The name of the target
address, FQDNs or
hostnames

The rage of IP address,
FQDNs or hostnames

Name of existing filter

Endpoint Investigator Case
Collection value need to
select

Case Name

Type

['COMPUTER_NAME",
"HOST", "NETWORK_
ADDRESS"]

String

Is supported only for
application/json

Boolean

String

Scope

Restricted Required
(Yes/No) (Yes/No)
Yes No

No No

No Yes

No Yes

No No
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11.

Parameter

Endpoint Investigator Base
Case Folder

Endpoint Investigator Case
Backup Location

Endpoint Investigator Case
Maximum Backup Size
(GB)

Endpoint Investigator Case
Backup Every Interval

Endpoint Investigator Case
Number. Use SOAR Case
Number?

Endpoint Investigator User
Defined Case Number

Endpoint Investigator Case
Examiner Name

Endpoint Investigator Case
Description

Output:
Case Scope: N/A

Description

Base Case Folder Name

Endpoint Investigator Case
Backup Location path

Endpoint Investigator Case
Maximum Backup Size
(GB)

Endpoint Investigator Case
Backup Every Interval

Endpoint Investigator Case
Number. Use SOAR Case
Number?

If SOAR Case Number not
used specify a case
number.

Name of person doing the
investigation.

Endpoint Investigator Case
Description

Human Readable Output

Isolate

Type

String

String

Number

String

Number

Number

String

String

Scope

Restricted  Required
(Yes/No) (Yes/No)
No No

No No

No No

No Yes

No Yes

No No

No No

No No

The Action capability used to isolate an endpoint, which prevents an endpoint from
communicating across the network

Input Parameter

Parameter

A single target name that
can be: HostName, IP
Address, or FQDN

Output
Case Scope: N/A

Description

A single target name that
can be: HostName, IP
Address, or FQDN

Human Readable Output:

Integration Capabilities:

Type

["COMPUTER_NAME",
"HOST", "NETWORK_
ADDRESS"]

Scope

Restricted  Required
(Yes/No) (Yes/No)
Yes Yes
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a few seconds ago - Isolate action for A single target name that can be: HostName, IP Address
FQDN: ir518w-winl® ON EnCas : y1 executed successfully by S swarna dash

a few seconds ago - commented

12. Reconnect

The Action capability s used to reconnect a previously isolated endpoint (using Isolate)
back to the network.

Input Parameter

Scope
Restricted  Required
Parameter Description Type (Yes/No) (Yes/No)
Assingle target name that A single target name that ["COMPUTER_NAME", Yes Yes
can be: HostName, IP can be: HostName, IP "HOST", "NETWORK_
Address, or FQDN Address, or FQDN ADDRESS"]
Output

Case Scope: N/A
Human Readable Output:

2 hours ago - Reconnect action for A single target name that can be: HostName, IP Address, or |
QDN: ir518w-winl® on En : ¢1 executed successfully by 5 swarna dash

2 hours ago - Reconnect acltion for A single target name that cam be: HostMame, IP Address, or |

QDN: irS51Bw-winl@ On Er s v1 created by S swarna dash (waiting for

execution)

2 hours ago - commentad

13. Create Event

The Action capability is used by SIEMs or other security software to queue a new
snapshot of the specified target, and it subsequently create a new event to be triaged
within EnCaseEndpoint Security. A snapshot captures the state of a machine at a given
time, including the running processes, open ports, network cards, and logon information.

Input Parameter

Integration Capabilities: Page 268 of 690



Integration Guides

Parameter

Source

Comment

Id

Score Enter a value between 1

Description
Source
Comment
Id

Sore value

and 100. 1-30 = assess, 31-69 =
suspicious, 70-100 = malicious

A single target name that can be:
HostName, IP Address, or FQDN

Output
Case Scope: N/A

A single target name

IP Address, or FQDN

Human Readable Output:

a few seconds ago -

a few seconds ago - Create Event action for Score

w-winl@,

craated by 5

14. Remediate

SWwWarna I:.I'-ull

commented

Id: Test Id,

that can be: HostName,

Type

String
String
String

Number

["COMPUTER_
NAME", "HOST",
"NETWORK_
ADDRESS"]

Enter :
Target
Comment :

(waiting for execution)

Scope

Restricted  Required
(Yes/No) (Yes/No)
No Yes

No No

No Yes

No Yes

Yes Yes

The action capability queues a remediation of processes and files using a combination of

hash and size.

Input Parameter

Parameter
Remediation Option

Target IP ranges, IP
addresses, FQDNs or
hostnames

A single target name that
can be: HostName, IP
Address, or FQDN

MD5 Hashes

Integration Capabilities:

Description
Remediation Option

Target IP ranges, IP
addresses, FQDNs or
hostnames

A single target name that
can be: HostName, IP
Address, or FQDN

Type
String

String

["COMPUTER_NAME",
"HOST", "NETWORK_
ADDRESS"]

["HASH“], ["MD5"]

Scope

Restricted  Required
(Yes/No) (Yes/No)
No Yes

No No

Yes Yes

Yes Yes
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Output
Case Scope: N/A
Human Readable Output:

, Target IP addresses, FQDNs or hostnames: irS518w-winl®, MDS Hashes: 87411

JEAFDD ON EnCase Er rityl executed successfully by

% swarna dash

a few seconds ago - Remediate action for Remediation Option: Kill running processes o
i for IP r ), Target IP addresses, | s or hostnames: ir518w

'O9EAFDD ON Er r r rityl created by
for execution)

a few seconds ago - commented
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Integration Guide for ESB Karar

1. To create the alert source, click Configuration > Alert Source.

2. Specify the following parameter values in the Configuration Editor:

Parameter Value

Name Display name of the alert source

Type ESB Karar

Address Address of the alert source. (in the format imap[s]://host:port/FOLDER).
Configuration Content esb.imap.host=

esb.imap.port=
esb.imap.secure=true
esb.imap.folder=INBOX

esb.mail.from=info@esb.org.tr
Credential Credential defined for this alert source under the Credentials menu

Visible Alert Field - details.description

- details.allowed
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Alert Source Configuration Editor

Creantial
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3. Click Test. The following pop up will be displayed if your credential and address are valid.

4. Click Save to complete integration.
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Integration Guide for F5 Big-IP Advanced Firewall
Manager

Integration Overview

Big IP AFM protects the network against incoming threats, even the most massive and complex
DDoS attacks.

Big IP AFM keeps bad traffic away from some specific network addresses and protects the data
center against DDoS attacks, and other network or application attacks. It also brings visibility
and control to SSH, and SSL connections, providing against back door threats that use the SSH
channel for data breaches and app attacks.

Integration Capabilities

Action

e Add address to specific address list

Configuration

Configuring F5 Big-IP Advanced Firewall Manager

* Make sure SOAR has access to F5 Big-IP Advanced Firewall Manager integration’s API as it
connects to it using HTTPS.

Configuring SOAR

1. To create the integration, navigate to Configuration > Integrations.

2. Specify the following parameter values in the Integrations Editor form.

Parameter Value
Name Display name of integration
Type F5 Big-IP Advanced Firewall Manager
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Parameter Value

Address Address of the integration (in the format 1.1.1.1:1234 or

abc.example.com:1234)
Credential Credential that was defined for this integration under the Credentials menu
Trust Invalid SSL Certificates Select this if device’s certificate is self-signed or is not recognized by browsers

Require Approval From Select users from the list who can provide approval before executing actions on
this integration

Notify Select user(s) from the list to notify when SOAR performs an action on this
integration

Infagration Editor

Tiypes F& Big-IF Acvancod Frovsnl Manace
L el 2
Creente Fi Big-IP

Trumt irveslicd 581 [ ]

Lesrifacates

Reguars Anprowal From

Maisty

Tiags

Shao Badkdibs tk.,q-q aited s el

3. Click Test. The following pop up will be displayed if your credential and address are valid.

4. Click Save to complete integration.
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Integration Guide for FireEye HX

Integration Overview

FireEye HX is an endpoint threat detection and prevention solution. ArcSight SOAR integrates
with FireEye HX through REST API to give enrichment and action capabilities to the users.

Integration Capabilities

Enrichment

e loC Scan: HX can scan a given scope item in a target system and return information.
¢ Detailed System Information: HX can gather a target system information.

e Script Execution: HX supports different forensic data gathering scripts. These are XML
formatted files that exist on HX installation. If customer wishes, they can import these
script like files into Customization Library and then execute them through SOAR.

Action

Quarantine: HX quarantines a target system and reverts the quarantine if required.

Configuration

Configuring FireEye HX

e Make sure API services are enabled and create a api_admin user.To enable the service,
please see product documentation

* Access to the port number defined in the HX during installation as SOAR connects to
FireEye HX.

e Define required access control rules if SOAR and FireEye HX are segregated.

Configuring SOAR

SOAR configuration is standard and users need to specify Name, Address and Credential fields.
Rest of the fields can be changed as required.
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[ ﬂ Note: Configuration field must not be changed by users.

1. To create the integration, navigate to Configuration > Integrations.

2. Specify the following parameter values in the Integration Editor form:

Parameter Value

Name Display name of the integration

Type FireEye HX

Address Address of the alert source (in the format http[s]://1.1.1.1:3000 or

http[s]://abc.example.com:3000)

Configuration Specify the following configuration parameter:

server.address.suffix=/hx/api/v3
Credential Credential defined under the Credentials menu

Trust Invalid SSL Select this if device’s certificate is self-signed or is not

Certificates recognized by browsers

Require Approval From Select users from the list who can provide approval before executing actions on
this integration

Notify Select users from the list to notify when SOAR performs an action on this
integration
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3. Click Test to test the integration.

4. Click Save to complete integration.
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Integration Guide for Forcepoint Cloud Services

Integration Overview

SOAR works with Forcepoint Cloud Services to report uncategorized sites.

Integration Capabilities

Action

e Report

Configuration

Configuring Forcepoint Cloud Services

e Make sure SOAR has access to HTTPS as it connects to Forcepoint Cloud Services URL
https://www.websense.com).

e A user account on Forcepoint/WebSense to use the Sitelookup tool.

Configuring SOAR

1. To create the integration, navigate to Configuration > Integrations.

2. Specify the following parameter values in the Integrations Editor.

Parameter Value

Name Display name of the integration

Type Forcepoint Cloud Services

Address Address of the integration (in the format

http[s]://abc.example.com:3000)

Credential Credential defined for this integration under the Credentials menu.
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Parameter Value

Trust Invalid SSL Certificates Select this if device’s certificate is self-signed or is not

recognized by browsers

Require Approval From Select users from the list who can provide approval before executing actions on
this integration

Notify Select users from the list to notify when SOAR performs an action on this
integration

Integration Editor

i
Tyoa Forcaport Cloud Sonnces
riress
Camclmrilinl Forcapant

Trusl Iralid SSL [ ]

Cartiflcales
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Tags
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3. Click Test to test the integration.

4. Click Save to complete the integration.
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Integration Guide for Forcepoint Content
Gateway

Integration Overview

Forcepoint Web Content Gateway is a web proxy and cache that analyzes HTTP(S) requests in
real-time and passes the traffic to Filtering Service for policy enforcement.

Integration Capabilities

ArcSight SOAR has the following integration capability with Forcepoint Web Content Gateway:

e Block Access to IP Addresses, URLs and Hosthames
Use Case: Blocking Phishing Domains
SOAR checks the inbox of user's email, for phishing reports and automatically creates an
incident record on the service desk. During the investigation, SOAR extracts the malicious IP
addresses, domains, and URLs in the message body and blocks access to Forcepoint Web

Content Gateway. This can either be performed automatically within a playbook or manually
by an analyst.

Also, SOAR uses threat intelligence (TI) feeds as an Alert Source and automatically blocks
malicious domains/IP addresses reported by Tl source on Forcepoint Web Content Gateway
before any attack occurs.

Configuration

Prerequisites

e Current version of Forcepoint Web Content Gateway.
e Access to HTTPS as SOAR connects to Forcepoint Web Content Gateway Policy API
e Access to 15873 /tcp port
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Configuring Facepoint Web Content Gateway

1. Forcepoint Management APl does not get installed by default. To complete the
integration, install this service on the server or appliance. Also, the configuration steps
differ with the usage of the server. For the complete instructions, see Management API
Installation Guide.

2. After installing Management APl components, use the Forcepoint Security Manager to
configure the account used for authentication. To enable the communication, see Enabling
communication between Management API clients and servers in the Management API
Installation Guide.

Configuring SOAR

1. Click Configurtion > Credentials > Create Credential.

2. Specify the following parameter values in the Credential Editor form:

a. Internal credential:

Parameter Value

Type Internal credential

Name Display name of the credential set (For example, Forcepoint WCG Credentials)
Username Username configured on Forcepoint Management API

Password Password for the user configured on Forcepoint Management API.

Private Key Empty

b. Credential Store:

Parameter Value
Type External credential
Name Name of the credential with pull path of the safe on store.

3. Click Configuration > integrations > Create Integration.

4. Specify the following configuration parameter values in the Configuration form:

Parameter Value

Name Display name of Forcepoint Web Content Gateway integration on SOAR
Type Forcepoint Web Content Gateway

Address Address of the integration (in the format

https://192.168.2.99:15:15873).
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Parameter Value

Configuration  Specify the following configuration parameters:

# The Category name cannot include any of the following characters:

#* <> {}~1$%80¢%#.

# SOAR is going to automatically add new category name if it doesn't exist

categoryName=SOAR_BLOCK

Credential Name of the credential set created on step 2. (For example, Forcepoint WCG Credentials)
Trust Invalid Select this if Engine’s certificate is self-signed or is not recognized by browsers.

SSL Cerificates

Require Select users from the list who can provide approval before executing actions on this

Approval From integration.

Notify Select users from the list to notify when SOAR performs an action on this integration

Integration Editor
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6. Click Save to complete integration.

Configuring SOAR
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5. Click Test. The following pop up will be displayed if your credentials and address are valid.
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Additional Notes

* The categoryName you provide in the Configuration section is API-Managed but not
managed by Ul. If the category does not exist on the device, SOAR creates it automatically.
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Integration Guide for ForeScout CounterACT NAC

Integration Overview

ForeScout CounterACT NAC provides virtual insight into any device connected across the
enterprise and gives a single-pane-of-glass perspective. ForeScout discovers devices in real-
time, then classifies, assesses, and monitors these devices. Also, this platform provides agent-
less control and continuous monitoring across heterogeneous environments. Enables to trigger
actions to notify, monitor, and remediation.

Integration Capabilities

SOAR has the following integration capability with ForeScout CounterACT NAC:
Action Capabilities

* Assign Policy to Host

Enrichment Capabilities

e Host information query by Network Address
* Host information query by Username
e Host information query by MAC Address
e Host information query by Computer Name
Use Case: Isolating Mal-behaving PC
SOAR integrates with ForeScout CounterACT NAC, while responding to an incident it applies a

policy to mal-behaving computers and prevents further spread of the attack. A policy to the
host can either be applied automatically within a playbook or manually by an analyst.

Configuration

Prerequisites

e Current version of ForeScout CounterACT NAC

e Access to SSH protocol(22/tcp port) as SOAR connects to ForeScout CounterACT NAC using
SSH protocol.

» Access to 443/tcp port as enrichment plugin connects to ForeScout CounterACT NAC server

¢ A shell user account needs to be created for SOAR to connect to ForeScout
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CounterACT NAC

Configuring ForeScout CounterACT NAC

1. Login to ForeScout CounterACT NAC appliance.
2. Create a shell account by executing the following command in the command prompt:
$ useradd -s /bin/bash -m -d /home/soar soar

$ passwd atar

3. To allow new user to execute fstool command without the need to enter the password,
add the following line to sudo configuration (/etc/sudoers)

soar ALL=(root) NOPASSWD: /usr/local/forescout/bin/fstool

4. To use enrichment capabilities, add or use an existing web management user with the
following permission:

Configuring ForeScout CounterACT NAC Page 285 of 690



Integration Guides

Add User Profile

Permissions

@ General Allow/block user access to specific Console tools.
il Permissions

Scope

Assets Portal permissions only

Search

Select All

o

Permissions «

Assets Portal - Host State

Assets Portal - Login Information
Assets Portal - Network Services
Assets Portal - Security Information

Dashboard

=
SHN-N-N-N-IE

Policy Control

6 items (1 selected)

5. Login to Forescout Management Interface.

6. Enable CEF service.
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e

Options

Modules

[

A

CounterACT Options 192.168.200.30

7. Navigate to Policy and edit one of the existing policies or create a new one.

8. To edit condition of a rule, add “SIEM Message” as Criteria and select desired action.

[ ﬂ Note: Make a note or save the SIEM message to use while configuring SOAR.

Configuring SOAR

1. Click Configuration > Credentials > Create Credential.

2. Specify the following parameter values in the Credential Editor form:

a. Internal Credential
Parameter

Type

Name

Username

Password

Private Key

b. Internal Credential

Configuring SOAR

Value

Internal Credential

Display name of credential set (For example, ForeScout CounterACT NAC
Credential)

Username created for SOAR on ForeScout CounterACT NAC

Password of the user that was created for SOAR on ForeScout CounterACT

NAC

Empty
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Parameter Value

Type Internal Credential

Name Display name of credential set (For example, ForeScout CounterACT NAC
Credential)

Username Username created for SOAR on ForeScout CounterACT NAC for web

management user (2.2.3).

Password Password of the user you have created for SOAR on ForeScout for web
management user (2.2.3).

Private Key Empty
[ ﬂ Note: Make a note or save the credential ID to use it in device configuration (2.3.4).

c. Credential Store:

Parameter Value
Type External Credential
Name Name of the credential with pull path of the safe on store.

3. Click Confiugration > Integrations > Create Integration.

Specify the following parameter values in the Configuraiton form:

Parameter Value

Name Display name of Database Server integration on SOAR
Type ForeScout CounterACT NAC
Address Address of the integration (in the format 192.168.1.1)

Configurati  Specify the following configuration parameters.

on # Supported versions are: vl (for version 8.0) and v2 (for version 8.1.3).

Default version is vi1

#version=

# Siem messages should be separate with comma

# For Example:

# policy.siem.messages=MSG1l,MSG2,MSG3

policy.siem.messages=

# please provide the credential id if the ForeScout query page has a
# different username & password

webui_credential_id=(Credential id that you made a note in step 2.3.4)

Credential Name of the credential set created on step 2. (For example, ForeScout CounterACT NAC
Credential)
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Parameter Value

Trust Select this if device’s certificate is self-signed or is not recognized by browsers

Invalid SSL
Certificates

Require Select users from the list who can provide approval before executing actions on this integration

Approval
from

Notify Select users from the list to notify when SOAR performs an action on this integration.
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4. Click Save to complete integration.

5. Click Testto test the integration.

Additional Notes

e ForeScout CounterACT NAC integration is an Advanced Script, and the content of the
default script is accessible under Configuration > Customization Library.

Additional Notes
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¢ While defining the integration for the first time, you might encounter the following
warning message, which is the expected behavior for this type of integration.

FomSooul CountarAl T NAL" ntegration must be seved bedore testing

3

Integration Guide for Fortinet Forti Manager V2

Integration Overview

FortiManager is a management tool for Fortify Firewalls. It can manage multiple firewalls in a
row from its central user interface.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Forti Manager:

e Add to Address Group
e List Devices
e List Firewall Address Groups

e List Firewall Addresses

Prerequisites

* You must have access to HTTPS as the ArcSight SOAR connects to Forti Manager IP through
this service.

¢ You must have a super user credentials.
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Configuration

Configuring Forti Manager

SSH to FortigateManager with admin user credential and execute the following command on
ssh terminal:

FW # config system admin user
(user)# edit admin
(admin)# set rpc-permit read-write

Configuring SOAR

1. Click Configuration > Integration > Create Integration.
2. In Configuration Editor, select FortiManager in the Type list.

3. Click Create to create a new credential and specify the following parameters in the
Credential Editor form:

Private
Type Name Username Password Key
Internal Display name of credential set (for example, FortiManager FortiManager  Empty

credential Fortin Manager Credentials). Username Password

4. Check the Clear Text Accesscheckbox .
5. Click Save to save the integration definition.

6. Navigate to Configuration>Customization Library and edit FortiManager Advanced Action
Script Default Template.

7. Select the integration that you have added to Integrations menu.
8. Click Save to complete the integration.

9. Click Test. Integration Successful message is displayed if the credential and address are
valid.
Capabilities

1. Add To Address Group

2. Adds Ip address to given group for specified ADOM.
The following table presents the Add To Address Group action capability details:
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Scope Restricted Required (Yes/
Input Parameter  Description Type (Yes/ No) No)
IP A valid IP Address to Network Yes Yes
retrieve data. Address Host
ADOM Administrative Domain. String No Yes

Output:

Case Scope: N/A

Human Readable Output: N/A
3. List Firewall Address Groups

4. List of firewall address groups on FortiManager.
The following table presents the List Firewall Address Groups action capability details:

Scope Restricted (Yes/ Required (Yes/

Input Parameter  Description Type No) No)
ADOM Administrative Domain. String No Yes
Output:

Case Scope: N/A
Human Readable Output:

5. List Firewall Addresses

6. List of Firewall Addresses on FortiManager.
The following table presents the List Firewall Addresses action capability details:

Scope Restricted (Yes/ Required (Yes/

Input Parameter  Description Type No) No)
ADOM Administrative Domain. String No Yes
Output:

Case Scope: N/A
Human Readable Output:
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Integration Guide for Fortinet FortiAnalyzer

Integration Overview

Fortinet FortiAnalyzer is a central log collection and analysis tool for Fortinet products. SOAR
can query FortiAnalyzer (FAZ) for scope items to enrich incident data and to search the past
events for emerging threats.

Integration Capabilities

ArcSight SOAR has the following enrichment capabilities with Fortinet FortiAnalyzer:
e Accepted Traffic Logs : This query returns accepted traffic logs to or from the selected
scope item and the time frame might be between 1 hour to 12 hours.

e URL Access Logs : This query returns the events that record access to the selected URL and
the time frame might be between 1 hour to 12 hours.

Configuring Fortinet FortiAnalyzer

Web services must be enabled on the network interface to which the client connects.
1. To enable web services for an interface, navigate to System Settings > Network >

Interface.

Select Edit for the interface for which you need to enable the web services.

In the Administrative Access section, select Web Service.

Select OK to apply the changes.

oA W

Create a user with a custom profile.

ﬂ Note: This user profile requires access to Log View/FortiView/NOC - SOC component and
ADOM'’s SOAR.

Configuring SOAR

1. Click Configurtion > Credentials > Create Credential.

2. Specify the following parameter values in the Credential Editor form:
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a. Internal credential:

Parameter Value

Type Internal credential

Name Display name of the credential set (For example, Fortinet FortiAnalyzer)
Username API Key created on Fortinet FortiAnalyzer

Password API Password for the key created on Fortinet FortiAnalyzer

Private Key Empty

b. Credential Store:

Parameter Value
Type External credential
Name Name of the credential with pull path of the safe on store

3. Click Configuration > integrations > Create Integration.

4. Specify the following configuration parameter values in the Configuration form:

Parameter Value

Name Display name of Fortinet FortiAnalyzer integration on SOAR
Type Fortinet FortiAnalyzer

Address Address of the integration (in the following format:

1.1.1.1 or http[s]://abc.example.com)

Credential Name of the credential set created on step 2 (for example, Fortinet FortiAnalyzer
Credentials)

Configuration Specify the following configuration parameters:
maxNumMatches: Define the number of results SOAR shows per page of query

adom: ADOM'’s SOAR query to get logs from

Require Approval Select users from the list who can provide approval before executing actions on this
From integration
Notify Select users from the list to notify when SOAR performs an action on this integration
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Integration Editor

artiet Forftisnalyzer
Typa FartiMat Forifnalyrer
Ardragn FATRE:ARE, BXEMAk Com

Configurailan

Credemntinl Farti Anolyzor

Truct Invalid SEL [ ]
Eartificotes

Fequire Approval From
Naity

Taga

Show gdditinnal perametarsl

5. Click Test to test the integration.

6. Click Save to save the integration.
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Integration Guide for Fortinet FortiDDoS

Integration Overview

FortiDDoS is a network behavior anomaly (NBA) prevention system that detects and blocks
attacks that intend to disrupt network service (distributed denial of service (DDoS) attacks) by
over utilizing server resources.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with FortiDDoS:

e Block IP and Hostname
Use Case: Blocking malicious IP on peripheral
SOAR integrates with FortiDDoS to block malicious IP addresses detected while responding tp

an incident. Blocking can be performed automatically within a playbook or manually by an
analyst.

Configuration

Prerequisites

e FortiDDoS version 4.7 and 5.1
e Access to tcp port 443 as SOAR connects to FortiDDoS’ APl using HTTPS

e An administrator user account for SOAR to connect to FortiDDoS

Configuring FortiDDoS

1. To add a new SOAR user with the required access profile permissions, navigate to System >
Admin > Access Profile.

2. Inthe Access profile form, select Global Settings and Protection profileswith Read &
Write permissions.

3. Navigate to System > Admin > Administrator.

4. To add an administrator with the profile created in the previous step, select Enable for
Allow API Access.
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5. (Optional) To specify Remote Authentication and Idle timeout values, navigate to

Centralized Management > Admin.

FortiDDoS-CM

e CM Dashboard

Manage FortiDDoS
Sync Now

Ratriave Config
Backup & Restore Config
eswork

Admin
Aulbeniication
SNMP
Maintanance

Event Log

Daily Canfig Backup
Local Log Settings
Evant Lag Remate
Certificate

() Dasnboard
ForiView

i
£ system
@

Global Settings

Admin

Admiristrator Aroass Profis Sattings

Wab Administration Ports

HTTP Port

S8H Port

Wab Adminisiration

Language

Remate Authantication Time:

English

out

Remate Authtentication
Timsout

6. Click Save to save the changes.

Configuring SOAR

1. Click Configuration > Credentials > Create Credential.

2. Specify the Credential Editor with the following parameter values:

a. Internal Credential

Parameter
Type
Name
Username
Password

Private Key

b. Credential Store:

Parameter

Type

Name

Value

Internal Credential

FRafrech

HTTPS Port

Telnet Port

O Consale 9 Help & -

Idle Timeaut

Display name of credential set (For example, FortiDDoS Credentials)

User created on FortiMail for SOAR

Password of the user that was created for SOAR on FortiMail

Empty

Value

External Credential

Name of the credential with pull path of the safe on store

3. Click Configuration > Integrations > Create Integration.

Configuring SOAR
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4. Specify the following parameter values in the Configuration form:

Parameter Value

Name Display name of FortiDDoS integration on SOAR

Type FortiDDoS

Address Address of the integration ( in the following format: https://192.168.3.99)
Configuration Specify the following configuration parameters:

# Supported API versions are: vl (for 4.x versions)
and v2 (for 5.x versions). Default api.version=v2
#proxy.id=123

Credential Name of the credential set created on step 2 (For example, FortiDDoS Credentials)
Trust Invalid SSL Select this if Integrations’s certificate is self-signed or is not recognized by
Certificates browsers.

Require Approval From  Select users from the list who can provide approval before executing actions on this
integration

Notify Select users from the list to notify when SOAR performs an action on this
integration
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Integration Editor

Name Fortinet FortiD

Type
+

Address

FortiDDoS

Configuration : ) VErs (for 4.x versions) and v2 (for 5

Credential FortiDDoS Credentials

Trust Invalid SSL
Certificates

Require Approval From J Jennifer McGratt

Notify J Jennifer McGratt

Tags

Show additional parameters@

5. Click Test to test the integration.

6. Click Save to complete the integration.
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Integration Guide for Fortinet FortiGate API

Integration Overview

Fortinet FortiGate is an industry leading next generation security platform.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Fortinet FortiGate API:

e Action
e Block IP
e Block FQDN
e Block URL
Use Case: Blocking malicious artifacts detected through alerts

SOAR automatically executes playbooks and blocks malicious artifacts on FortiGate
platform. The artifacts IP, Domain and URL can be blocked using SOAR.

Configuration

Prerequisites

e Access to tcp port 443 as SOAR connects to Fortinet FortiGate APl using HTTPS

e A user account with necessary permissions on the FortiGate platform

Configuring Fortinet FortiGate

1. To create a user, navigate to System > Administrators.

2. Click Create New and select REST APl Admin.

3. Specify the following values in the New REST APl Admin form:
Username: <SOAR user name>
Administrator Profile: <profile name>

Trusted Hosts: A subnet that covers SOAR's APl address
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New REST API Admin

Username atar_api

Comments /| wass
Administrator Profile | APL_Profile -
PKI Group >

CORS Allow Origin O

Restrict login to trusted hosts

Trusted Hosts | 192.168.1.1/32

[ ﬂ Note: Use the IP address that SOAR uses and 0.0.0.0/0 must not be used as an IP address.

4. To create a profile, click + in the Admin Profile window.
5. Select Read/Write persmissions for the following groups:
Firewall > Address

Security > Web Filter
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Edit Admin Profile

Access Permissions

Access Control

Security Fabric

FortiView

User & Device

Firewall

Palicy

Address

Service

Schedule

Log & Report

Metwork

System

Security Profile

Antivirus

IPS

Web Filter

Antispam Filter

Permissions Set All -

® Read

(LN @ Read

(ZN N @ Read
@ MNone @ Read

(ZN G @ Read

# Read/Write

# Read/Write

# Read/Write

# Read/Write

# Read/Write

@ MNone & Read BaALGE il

(RN @ Read

[ZN N @ Read
© None Bl
ZR LN @ Read
ZR S @ Read
@ None @ Read
@ None ROYEET
(2R LTS @ Read
@ Mone @ Read

@ None EXEEL

# Read/Write

# Read/Write

# Read/Write

# Read/Write

# Read/Write

& Custorn

£ Custom

& Customn

# Read/Write m

# Read/Write
# Read/Write
# Read/Write

# Read/Write

Cancel

Configuring Fortinet FortiGate

6. Click OK to save the profile and save the API key.
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Configuring SOAR

1. Click Configuration > Credentials > Create Credential.

2. Specify the Credential Editor with the following parameter values:

a. Internal Credential
Parameter
Type
Name
Username
Password

Private Key

Value

Internal Credential

Display name of credential set (For example, Fortinet FortiGate Credentials)
Empty

Empty

Enter the API Key generated by FortiGate

[ ﬂ Note:Fortinet FortiGate requires private key and External Credential is not used.

3. Click Configuration > Integrations > Create Integration.

4. Specify the following parameter values in the Configuration form:

Parameter
Name

Type
Address

Configuration

Credential

Trust Invalid SSL Certificates

Require Approval From

Configuring SOAR

Value

Display name of Fortinet FortiGate integration on SOAR
Fortinet FortiGate 6.0

Address of the firewall

Specify the following configuration parameters:

group.name: Group name for adding objects to be blocked. This Address
Group will be created on FortiGate and then can be used in policies as the
admin see fit

policy.names: Policy names to be used to block URL. ‘|’ is used as separator
for policies and SOAR writes the URL to all the policies defined

Name of the credential set that was created on step 2 (For example, Fortinet
FortiGate Credentials)

Select this if Integrations’s certificate is self-signed or is not recognized by
browsers

Select users from the list who can provide approval before executing actions
on this integration
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Integration Editor

Hame Fortnet FortiGeta 8.0
Typo Fortinet FortiGato 8.0
Addrens

Configerstion

" mare than one go

Credantial Fortnet FortiGata B

Trust Invalid 551 [ |
Ceartificatss

Raiguire Approval From
Modify

Tags

Show Bdditional parameersi

5. Click Save to complete the integration.

Additional Notes

e The APl Key to work properly requires access to HTTPS and for security reasons as well.

ﬂ Note: By default, HTTP access is enabled in FortiGate. However, in production
environment, it is recommneded to disable the HTTP access.

e If you have multiple policies on the integration configuration and if one of the policy's URL

filter is disabled, SOAR with Fortinet integration displays no specific error message. In such
case, you might encounter the following error message:

None of policy names in t he configuration are present in the Fortinet FortiGate server.
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Integration Guide for Fortinet FortiMail

Integration Overview

Fortinet FortiMail secure email gateway utilizes the latest technologies and security services
from FortiGuard Labs to protect from common and advanced threats while integrating robust
data protection capabilities to avoid data loss.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with FortiMail:

¢ Add to Block List
e Block

Use Case: Blocking malicious sender

SOAR integrates with FortiMail to block malicious email addresses detected while responding
to an incident. The blocking can either be performed automatically within a playbook or
manually by an analyst.

Configuration

Prerequisites

e FortiMail version 6.2.2(GA) and later
e Access to tcp port 443 as SOAR connects to FortiMail APl using it

e An administrator user account for SOAR to connect to FortiMail

Configuring FortiMail

1. By default, REST-API service is disabled on FortiMail. To enable it, use the following CLI
command:
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config system global
set rest-api enable
end

2. Navigate to System > Administrator > Admin Profile.

3. Select Policy, Block/Safe List with Read-Write support and create an admin profile in the
Admin Profile form.

Admin Profile

Profile name:

Access Control Mone Read Only Read-Write
- Select All- (+] 4+ ]
System *
Policy
Block/Safe List s
Greylist

System Quarantine [All folders]

Personal Quarantine

Archive .
Mail Queue e
Others .

Cancel

5. Create a new administrator account with the profile that you have created in the previous
step.

4. Navigate to System > Administrator > Administrator.
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Administrator

Enable O

Administrator:

Domain: --System-- v | Change Password
Admin profile: atar_profile v | 4+ New. [ Edit.
Access mode: @ cu @ Gul O RESTAPI
Authentication type: Local bl
Trusted hosts: 0.0.0.0 /10 + -
:J —-—
Language: English -
Theme: Green -
m Cancel
Configuring SOAR
1. Click Configuration > Credentials > Create Credential.
2. Specify the Credential Editor with the following parameter values:
a. Internal Credential

Parameter Value
Type Internal Credential
Name Display name of credential set (For example, FortiMail Credentials)
Username User created on FortiMail for SOAR
Password Password of the user created on FortiMail for SOAR
Private Key Empty

b. Credential Store:

Parameter Value
Type External Credential
Name Name of the credential with pull path of the safe on store

3. Click Configuration > Integrations > Create Integration.

4. Specify the following parameter values in the Configuration form:
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Parameter

Name

Type
Address

Configuration

Credential

Trust Invalid SSL Certificates

Require Approval From

Notify

Integration Editor

Maome
H Typo
Addraen

Configuration

Credontial

Tin

Racuiing Appraval Frien
Matify

Tags

Sherw acditianad paramalorsm

Value

Display name of FortiMail integration on SOAR

FortiMail

Address of the integration ( in the following format: https://192.168.3.100)

Specify the following configuration parameters:
#proxy.id=5433

Name of the credential set created on step 2 (For example, FortiMail
Credentials)

Select this if Integrations’s certificate is self-signed or is not recognized by
browsers.

Select users from the list who can provide approval before executing actions on
this integration

Select users from the list to notify when SOAR performs an action on this
integration

ortinat Fortika

Fortikial

Fortmal Credaentials

B Janniler MeGratl

2 Jennifer MoGratt

5. Click Test to test the integration.

Configuring SOAR
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6. Click Save to complete the integration.

Additional Notes
Add to Block List capability uses the Security > System > Blocklist, whereas Block capability

uses the Policy > Access Control.
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Integration Guide for Fortinet FortiManager

Integration Overview

Fortinet FortiManager is a centralized management unit for Fortinet family devices. It provides
best compliance practices and workflow automation. This integration has been tested with
Fortinet FortiManager v5.6.2-build1631 180124 (GA) firmware version.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with FortiManager:

» Block file on an connected Fortinet family device (For example, Fortinet NGFW, Fortinet
FortiMail, etc)

e Block IP address on an connected Fortinet family device (For example, Fortinet NGFW,
Fortinet FortiMail, etc)

* Block username on an connected Fortinet family device (For example, Fortinet NGFW)
* Block email on an connected Fortinet family device (For example, Fortinet FortiMail)

Use case: Mitigating Compromised Account Cases

SIEM, with the help of intelligence sources, creates an alarm. It compromises the suspected
email accounts of the employees. SOAR integrates with Fortinet FortiManager and
automatically blocks the outgoing emails and the incoming and outgoing traffic. This blocking
can either be performed automatically within a playbook or manually by an analyst.

Prerequisites

e Access to tcp port 443 as SOAR connects to Fortinet FortiManager using HTTPS

e A user account for SOAR to connect to Forti Manager

Integration Guide for Fortinet FortiManager Page 311 of 690



Integration Guides

Configuration

Configuring FortiManager

1. Navigate to System Settings > Admin > Administrators.

2. To create a profile with Super_User account, specify the following values in the New

Administrator form:

e Username: <SOAR username>

Admin Type: Local

New Password: <Specify the password>

Admin Profile: Super_User

New Administrator

User Name ataruser
Avatar o == Change Photo =~ == Remove Photo
Comments
Admin Type LOCAL
New Password [ TITIIIIY]
Confirm Password sessssene
Admin Profile _!Super_User
]
Administrative Domain Vsl Wil All ADOMSs except specified ones
Policy Package Access LN ETn ET-  Specify
Trusted Hosts OFF
Meta Fields >

3. Navigate to System Settings > Network.

4. Enable the Web Service in the Administrative Access.

Configuring FortiManager

Confirm Password:< Confirm the password entered in the Password field>

~ 07127

¥

Specify
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E:E System Settings v

€3 Dashboard System Network Management Interface

@ All ADOMs Name portl

m IP Address/Netmask 192.168.2.3/255.255.255.0

afi HA IPvé Address )

& Admin _i_ | Administrative Access EHTTPS EHTTP B PING B2 5SH B TELNET (I SNMP B Web Service
Administrators ' IPvé Administrative Access  [JHTTPS CJHTTP [JPING (] 8SH (J TELNET () SNMP [ Web Service
Profile Service Access FortiGate Updates E3 Web Filtering
Remote Authentication Server Default Gateway 192.168.2.1
Admin Settings Primary DNS Server 192.168.2.2

Configuring SOAR

1. Click Configuration > Credentials > Create Credential.
2. Specify the following parameter values in the Credential Editor:

a. Internal Credential

Parameter Value

Type Internal Credential

Name Display name of credential set (For example, Forti Manager Credentials)
Username User that was created for SOAR on Forti Manager

Password Password of the user that was created for SOAR on Forti Manager
Private Key Empty

b. Credential Store:

Parameter Value
Type External Credential
Name Name of the credential with pull path of the safe on store

3. Click Configuration > Integrations > Create Integration.

4. Specify the following parameter values in the Configuration form:

Parameter Value

Name Display name of FortiMail integration on SOAR

Type Forti Manager

Address Address of the integration ( in the following format: https://192.168.2.2:8080)
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Parameter Value

Credential Name of the credential set created on step 2 (For example, Forti Manager
Credentials)

Trust Invalid SSL Certificates Select this if Forti Manager’s certificate is self signed or is not recognized by
browsers

Require Approval From Select users from the list who can provide approval before executing actions on
this integration

Notify Select users from the list to notify when SOAR performs an action on this
integration

Integration Editor

Forti Manager
Type Forti Manager
Address 19
Credential Forti Manager Credentials

Trust Invalid SSL
Certificates

Require Approval From ® Jennifer McGratt
Notify & Jennifer McGratt

Tags

Show additional parametersil

5. Click Test to test the integration.

6. Click Save to complete the integration.

Additional Notes

Commands to be run on Forti Gate firewall devices are defined as Advanced Action Script. To
access the default scripts navigate to Configuration > Customization Library.
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Integration Guide for Fortinet FortiSandbox

Integration Overview

Fortinet Sandbox is a zero-day malware behavior analysis system. It enables organizations to
defend against advanced threats such as ransomware by integrating various Fortinet
technologies and other security products. Or is used as an extension to their on-premise
security architectures to leverage complete control. This integration has been tested with
Fortinet FortiSandbox 3.1.0 version.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Fortinet Sandbox:

e Query File Hash
e Analyze File
e Analyze URL

Use Case: Investigating Suspicious Files

During the investigation of a suspicious endpoint behavior, SOAR integrated with Fortinet
Sandbox analyzes the behavior of potential malware and hashes and URLs detected on
suspicious network traffic. This investigation can either be performed automatically within a
playbook or manually by an analyst.

Configuration

Prerequisites

e Access to tcp port 443 as SOAR connects to Fortinet Sandbox API using HTTPS
e A user account is required for SOAR to connect to Fortinet Sandbox

Configuring Fortinet Sandbox

1. Navigate to System > Admin Profiles.

2. Create an Admin Profile with Read/Write permission for SCAN INPUT and select Enable
for JSON API.
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FortiSandbox VM

&

Cashboard

|iha

Fortilion

Pezwark

Administrator Profile

Menu Access
Dashioard
FortiView
Network
System
Virtual Machine
Scan Policy
Scan Input
HACIuIster
File D-eie-cticm
Netwark Alerts

URL Detectiens
Logs & Reports
¥5 Control Access
Mark FRN

Dowmnload Original File

JSON API

None Read Only

Disable Enable

-

.

Navigate to System > Administrators.

4. Create an Administrator account with the profile that is created in the previous step and

specify the following values:

¢ Administrator: SOAR_LABS

Configuring Fortinet Sandbox

Type: Select Local

Password: <Specify the password>

Admin Profile: <Specify the profile name>

Confirm Password: <Confirm the password spcified in the Password field>
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=8 FortiSandbox VM

ﬂ New Administrator

Dasboad
Administrator:
i
Fortiview Password:
.*, Confirm Password:
Hetwins Type:
ﬁ Device User
Admin Profile:
ﬁ Assigned Devices:
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5 Trusted Host #1:
Trusted Host #2:
Scan Policy
- Trusted Host #3:
'
~ IPv5 Trusted Host #1:
scan gt
@ IPvé Trusted Host #2:
= IPvé Trusted Host #3:
==
Comments:
AI;;D.‘
Language:

Configuring SOAR

& Administrators

® ~  admin

ATAR_LABS
TTTTTITT
srerrennen

® Local LDAR RADIUS LDAPWILDCARD RADIUS WILDCARD

Atar_Labs_Profile
Super Admin
Read COnly
Deevice

Lobe Batle ]

255255255 255/255.255. 255255
255.255255.255/255255.255 255
w0
w0

=0

English d

[]4 Cancel

1. Click Configuration > Credentials > Create Credential.

2. Specify the following parameter values in the Credential Editor:

a. Internal Credential
Parameter
Type
Name
Username
Password

Private Key
b. Credential Store:

Parameter

Type

Name

Value

Internal Credential

Display name of credential set (For example, Fortinet Sandbox Credentials)
User that was created on Fortinet Sandbox for SOAR

Password of the user that was created for SOAR on Fortinet Sandbox

Empty

Value
External Credential

Name of the credential with pull path of the safe on store

3. Click Configuration > Integrations > Create Integration.

4. Specify the following parameter values in the Configuration form:

Configuring SOAR
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Parameter Value

Name Display name of Fortinet Sandbox integration on SOAR

Type Fortinet Sandbox

Address Address of the integration ( in the following format: https://192.168.2.75)
Configuration Specify the following configuration parameters:

#proxy.id=5442

Credential Name of the credential set created on step 2 (For example, Fortinet Sandbox
Credentials)

Trust Invalid SSL Certificates  Select this if Web Ul’s certificate certificate is self-signed or is not recognized
by browsers

Require Approval From Select users from the list who can provide approval before executing actions
on this integration

Notify Not Applicable

Integration Editor

Name

Type

Address

Configuration #proxy.id=123

Cradential Fortinet Sandbax Cradentials

Trust Invalid SSL

Certificates

Require Approval From & Jennifer McGratt
Motify & Jennifer McGratt

Tags

Show additional parametersll

5. Click Test to test the integration.

6. Click Save to complete the integration.
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Additional Notes

Fortinet Sandbox supports the following compressed file types:

tar, .z, .xz, .gz, .tar.gz, .tgz, .zip, .bz2, .tar.bz2, .tar.Z, .7z, .rar, .Izh, .ace

Integration Guide for FraudGuard

FraudGuard is a service designed to provide an easy way to validate usage by continuously
collecting and analyzing real-time internet traffic. Utilizing just a few simple APl endpoints we
make integration as simple as possible and return data such as: Risk Level, Threat Type, Geo
Location

Integration Capabilities

e Geo Lookup

e Get Host Reputation

e Get IP Reputation

e Add to Custom Blacklist

e Add to Custom Whitelist

e Delete From Custom Blacklist

¢ Delete From Custom Whitelist

Prerequisites

You must have access to HTTPS as the ArcSight SOAR connects to FraudGuard APl through this
service.

Configuring FraudGuard

1. Navigate to https://api.fraudguard.io.

2. Create a user account by setting your username and password.
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Configuring SOAR

1. Click Configurations > Credentials > Create crendentials.

2. Specify the following parameter values in the Credential Editor:
* Internal Credential

Parameter Value

Type Internal credential

Name Display name of credential set(i.e, FraudGuard credentials)
Username Username that you have noted from the service

Password Password that you have noted from the service

Private Key Empty

3. Click Configuration > Integrations > Create Integration.

4. Specify the following parameter values in the Configuration form:

Parameter Value
Name Display name of FraudGuard integration on SOAR.
Type FraudGuard
Address https://api.fraudguard.io
Configuration Specify the following configuration parameters:
proxy.id ID of the Proxy integration if you access

Fraudguard through a web proxy device.
For example: proxy.id = 12345

cache.reusing.duration configure how far (in minutes) into the
past this enrichment will look.

Credential Credential that has been defined for this integration
under the credentials menu.

Notify Select user(s) from the list to notify when SOAR
performs an action on this integration

5. Click Save to save the integration definition.

6. Navigate to Configuration > Customization Library” and edit Fraudguard Action Script
Default Template.

7. Select the integration you have added to Integrations dropdown menu.

8. Click Save to complete the integration.
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Capabilities

1. Geo Lookup

Enrichment capability for lookup of IP address.

Input Required
Parameter Description  Type Scope Restricted(Yes/No) (Yes/No)
Integration Name of the Integration N/A Yes
3rd party
integration
IP Address Scoped String N/A Yes
variable to
store IP
address
Output:
Case Scope
N/A

Human Readable Output
Yes
2. Get Host Reputation

Enrichment capability for get host reputation and details.

Input Required
Parameter Description  Type Scope Restricted(Yes/No) (Yes/No)
Integration Name of the Integration N/A Yes
3rd party
integration
Hostname Scoped String N/A Yes
Parameter to
store host
address.
Output:
Case Scope
N/A

Human Readable Output
Yes
3. Get IP Reputation
Enrichment capability for Getting IP details from fraudguard.
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Input

Parameter Description  Type Scope Restricted(Yes/No)

Integration Name of the Integration N/A

3rd party
integration
IP Address Scoped String N/A

Parameter IP
Address.

Output:

Case Scope

N/A

Human Readable Output
Yes
4. Add to Custom Blacklist

Action capability for Adding an IP to blacklist.

¢ Rollback: Yes

Input Parameter Description  Type
Rollback Mode Time to N/A
rollback this
action.
Default is no-
rollback.
IP Address IP Address to  String
be added to
the blacklist
eg: 0.0.0.0/0
Output:
Case Scope
N/A
Human Readable Output
N/A

5. Add to Custom Whitelist

Action capability for Adding an IP to whitelist.

¢ Rollback: Yes

Capabilities

Scope Restricted(Yes/No)

Required
(Yes/No)

Yes

Yes

Required
(Yes/No)

No

Yes
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Input
Parameter  Description Type

Rollback Time to rollback N/A
Mode this action.
Default is no-
rollback.

IP Address  IP Address to be String
added to the
whitelist eg:
0.0.0.0/0

Output:

Case Scope

N/A

Human Readable Output
N/A

6. Delete From Custom Blacklist

Scope Restricted(Yes/No)

N/A

N/A

Action capability for Deleting an IP from blacklist.

¢ Rollback: Yes
Input
Parameter Description Type

Rollback Time to rollback N/A
Mode this action.

Default is no-

rollback.

IP Address  IP Address to be String
removed from
the blacklist eg:
0.0.0.0/0

Output:
Case Scope
N/A
Human Readable Output
N/A
7. Delete From Custom Whitelist

Scope Restricted(Yes/No)

N/A

N/A

a. Action capability for Deleting an IP from whitelist.

e Rollback: Yes

Capabilities

Required
(Yes/No)

No

Yes

Required
(Yes/No)

No

Yes
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Input Required
Parameter  Description Type Scope Restricted(Yes/No) (Yes/No)
Rollback Time to rollback N/A N/A No
Mode this action.

Default is no-

rollback.
IP Address IP Address to be  String N/A Yes

removed from
the whitelist eg:
0.0.0.0/0

Output:

Case Scope

N/A

Human Readable Output
N/A

Capabilities Page 324 of 690



Integration Guides

Integration Guide for FTP Server

Integration Overview

ArcSight SOAR uses FTP Servers to put or transfer files to remote machines using incident
scope.

Integration Capabilities

Action

e Put File

Configuration

Prerequisites

* Access to File Transfer Protocol or SFTP as SOAR connects to FTP Server using it

e A user’s credential

Configuring SOAR

1. To create the integration, navigate to Configuration > Integrations.

2. Specify the following parameter values in the Integrations Editor form.

Parameter Value

Name Display name of the integration

Type FTP Server

Address Address of the integration (in the format: 1.1.1.1 or abc.example.com)
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Parameter Value

Configuration Specify the following configuration parameters:

connection.port is the listening port of the FTP/SFTP service running.

connection.protocol could be FTP or SFTP.

remote.file.filename.appenduuid specifies whether the UUID will be
appended to the filename. It can be either “true” or “false”.
remote.folder is the folder relative to the FTP home directory.

Credential Credential that was defined for this integration under the Credentials menu

Trust Invalid SSL Select this if device’s certificate is self-signed or is not recognized by browsers

Certificates

Require Approval Select users from the list who can provide approval before executing actions on this
From integration
Notify Select users from the list to notify when SOAR performs an action on this integration

Integration Editor

Mame

Type

Address

Configuration

Credential

Trust Invalid SSL
Cartificates

Raguire Approval From

Naotify

Tags

Show additional parametersi

Configuring SOAR
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3. Click Test to test the integration.

4. Click Save to complete integration.

Integration Guide for Google Cloud Compute

Integration Overview

Google Cloud Compute, also known as Google Compute Engine (GCE), is a part of the Google

Cloud Platform (GCP) that provides scalable and flexible virtual machine (VM) instances in the
cloud. It enables users to run their applications and workloads on virtual machines hosted on
Google's infrastructure.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Google Cloud Compute:

e List Instance

* Get Instance Details
e Get IAM Policy

e Get Screenshot

e Start Instance

e Stop Instance

e Suspend Instance

Prerequisites

e You must have access to HTTPS as the ArcSight SOAR connects to Google Cloud Compute
APl through this service.

Configuration

Configuring Google Cloud Compute

Authentication: This integration includes OAuth 2.0 flow. OAuth 2.0 flow is specifically for user
authorization.it is designed for applications that can store confidential information and
maintain state.
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A properly authorized web server application can access an APl while the user interacts with
the application.

Any application that uses OAuth 2.0 to access Google APls must have authorization credentials
that identify the application to Google's OAuth 2.0 server.

To create credentials perform the following steps:

1
2
3.
4

Click Credentials page.
Click Create credentials > OAuth client ID.
Select Web application.

Fill in the form and click Create. Applications that use languages and frameworks like PHP,
Java, Python, Ruby, and .NET must specify authorized redirect URIs. The redirect URIs are
the endpoints to which the OAuth 2.0 server can send responses. These endpoints must
adhere to Google’s validation rules.

For testing, you can specify URIs that refer to the local machine, such as
https://localhost/arcsightsoar. With that in mind, please note that all the examples in this
document use https://localhost/arcsightsoar as the redirect URI.

After creating your credentials, download the client_secret.json file from the APl Console.
Securely store the file in a location that only your application can access.

Authorization Parameters:

Parameters Description DataType Required

client_id The client ID for your application. You can find this value in the API String Yes

Console Credentials page.

scope A space-delimited list of scopes that identify the resources that your String No

application could access on the user's behalf. These values inform the
consent screen that Google displays to the user.

redirect_uri  Determines where the API server redirects the user after the user String Yes

completes the authorization flow. The value must exactly match one of
the authorized redirect URIs for the OAuth 2.0 client, which you
configured in your client's APl Console Credentials page. If this value
doesn't match an authorized redirect URI for the provided client_id you
will get a redirect_uri_mismatch error.

Note that the http or https scheme, case, and trailing slash ('/') must all
match.

response_ Determines whether the Google OAuth 2.0 endpoint returns an code. Yes No

type

Set the parameter value to code for web server applications.
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Parameters Description DataType Required
grant_type Must be set to client credentials. String Yes
access_type Indicates whether your application can refresh access tokens when the  String No

prompt

user is not present at the browser. Valid parameter values are online,
which is the default value, and offline.

consent Prompt the user for consent. String No

On the last page, you will see the access key id and the secret code. You will need to save them
somewhere securely.

1. To Obtain refresh token follow the below steps:

a.
b.

e.

This plugin has an Oauth 2.0 mechanism.

The users should get Authorization Code obtaining Authorization Code User must
follow these below steps.

The Authorization Code is needed to get the Refresh Token. For this the below URL can
be used.

Copy the below command URL and update your <client_id>.

ﬂ It is advisable to copy the URL to a text editor and the modifications made. After
making the changes, copy and paste the URL to a browser.

https://accounts.google.com/o/oauth2/auth?response_type=code&client_id=<client_
id>&scope=https://www.googleapis.com/auth/compute
https://www.googleapis.com/auth/compute.readonly https://www.googleapis.com/auth/cloud-platform
https://www.googleapis.com/auth/iam&redirect_uri=https://localhost/arcsightsoar&access_
type=offline&prompt=consent

The browser would redirect to the redirect_uri with a code in the address bar. Refer to
the below image

f. Exchange authorization code for refresh token and access tokens:

[ ﬂ Authorization code is short lived. Typically, they expire after about 10 minutes or one
time use.

Parameters Description DataType Required

client_id The client ID obtained from the API Console Credentials page. Yes Yes

client_secret The client secret obtained from the APl Console Credentials Yes Yes
page.
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code The authorization code returned from the initial request. Yes Yes
(brower) Note: - Authorization codes are short lived. Typically,
they expire after about 10 minutes or one time use.

grant_type This field's value must be set to authorization_code. Yes No

redirect_uri  One of the redirect URIs listed for your project in the API Yes No
Console Credentials page for the given inside OAuth 2.0 Client
ID and you must to create this redirect uri
https://localhost/arcsightsoar and Internally we are kept the
redirect uri static

g. Download the Curl_commandfile and provide below mentioned key values.

h. Provide the values client_id,client_secret and Authorization code based on the
organization specific configurations. It would be better than the CURL command file.
Download and provide key values (client_id,client_secret and Authorization code).
After making the changes, copy and paste the command to the terminal.

i. Check for the key word refresh_token in the command response and copy the values of
the refresh token.

j. After copying refresh token values from the command, paste the refresh token values
to the ArcSight SOAR configuration in the credential section. Now you can see your
plugin name credential. This is done on the private key section under the credentials
section. Refer to the screen image given below.

k. Save the Credential Editor
Additional Configuration:

Configuration Parameter Description
proxy.id Proxy device to be used while communicating with the remote system’s API

cache.reusing.duration Default cache-reuse parameter

Configuring SOAR

1. Click Configuration > Credentials > Create Credentials.

2. Specify the following parameters values in the Credential Editor form.

Private
Type Name Username Password Key
Internal Display name of credential The client ID obtained The client secret Refresh token
credential  set (for example, Google from the APl Console  obtained from the APl here
Cloud Compute Credentials). Credentials page. Console Credentials generating
page. from Curl
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Select your integration plugin zip file and click on Save.
Select the integration that you have added to the Integrations menu.

Click Save to complete the integration.

o v A w

Click Test, an Integration Successful message is displayed if the credential and address are
valid.

Integration Capabilities:

1. List Instance

Enrichment capability to retrieve the list of instances contained within the specified zone.

Input Parameters:

Data Scope

Parameter  Description Type Restricted  Required
Zone The name of the zone for this request. String No Yes
Project Project ID for this request.id will get it from Google cloud  String No Yes

compute plugin integration configuration section

Query Parameters:

Data Scope
Parameter Description Type Restricted  Required
maxResults  The maximum number of results per page that should Integer No No
be returned.
pageToken Specifies a page token to use. Set pageToken to the String No No

nextPageToken returned by a previous list request to
get the next page of results.

Request headers:

Header Value Required

Authorization Bearer {token} Yes

Output:
Case Scope: N/A
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Human Readable Output:

afew seconds ago- 5 sa en executed List Instance enrichmenton G

Last
Name Created Status Tags Last Started Last Stopped  Suspended

Siance-1 MU TERMINATED [ "heip-serer” |

stance-2 2 - If TERMINATED [ “hetp-senver |

Total 2 , items [ page

2. Get Instance Details

Enrichment capability to return the specified Instance resource.

Input Parameters:

Scope
Parameter Description Data Type Restricted Required
Instance Name of the instance = COMPUTERNAME,KEYWORD,UNKNOWN Yes Yes
Name scoping this request.
Zone The name of the zone  String No Yes
for this request.
Project Project ID for this String No Yes

request.id will get it
from integration
configuration

Request headers

Header Value Required

Authorization Bearer {token} Yes

Output:
Case Scope: N/A
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Human Readable Output:

& rmnLe ELishe] = execuled et ta ennchment on

Tag:

Machine Type

[ [ “ntersce Mame:ncd", "Interiace Metwork IP:10.128.0.7

3. Get IAM Policy

Enrichment Capability Gets the access control policy for a resource. May be empty if no
such policy or resource exists.

Input Parameters:

Scope
Parameter  Description Data Type Restricted Required
Instance Name of the instance COMPUTERNAME,KEYWORD,UNKNOWN Yes Yes
Name scoping this request.
Zone The name of the zone  String No Yes
for this request.
Project Project ID for this String No Yes

request.id will get it
from integration
configuration

Request headers

Header Value Required

Authorization Bearer {token} Yes

Output:
Case Scope: N/A
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Human Readable Output:

onrichrmaent on

Membesis Caomdithon

Total 4 , tems § pegs

4. Get Screenshot

Enrichment capability to get the screenshot from the specified instance.

[ ﬂ Obtain the instance screenshot only if the Display Device is enabled and the instance is
running.

Input Parameters:

Scope
Parameter Description Data Type Restricted Required
Instance Name of the instance COMPUTERNAME,KEYWORD,UNKNOWN Yes Yes
Name scoping this request.
Zone The name of the zone  String No Yes
for this request.
Project Project ID for this String No Yes

request.id will get it
from integration
configuration

Request headers:

Header Value Required

Authorization Bearer {token} Yes

Output:
Case Scope: N/A
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Human Readable Output:

17 hours ago -

5. Start Instance

Action Capability to start the specified instance.
Rollback: Yes
Duplicate Control: No

Input Parameters:

Scope
Parameter  Description Data Type Restricted  Required
Instance Name of the instance COMPUTERNAME,KEYWORD,UNKNOWN Yes Yes
Name scoping this request.
Zone The name of the zone  String No Yes
for this request.
Project Project ID for this String No Yes

request.id will get it
from integration
configuration

Request headers:

Header Value Required

Authorization ~ Bearer {token} Yes
Output:

Case Scope: N/A

Human Readable Output: N/A

6. Stop Instance

Action Capability to stop the specified instance.
Rollback: Yes

Start Instance Page 335 of 690



Integration Guides

Duplicate Control: No

Input Parameters:

Parameter

Instance
Name

Zone

Project

Description

Name of the instance
scoping this request.

The name of the zone
for this request.

Project ID for this
request.id will get it
from integration
configuration

Request headers

Header

Authorization

Output:

Data Type

COMPUTERNAME,KEYWORD,UNKNOWN

String

String

Value Required

Bearer {token} Yes

Case Scope: N/A
Human Readable Output: N/A

7. Suspend Instance

Action Capability to Suspend the specified instance.

started instance.
Rollback: Yes

Scope
Restricted
Yes

No

No

Required

Yes

Yes

Yes

[ ﬂ If the already started instance has Confidential VM service set as disabled, only suspend the

Duplicate Control: No

Input Parameters:

Parameter

Instance
Name

Zone

Project

Description

Name of the instance
scoping this request.

The name of the zone
for this request.

Project ID for this
request.id will get it
from integration
configuration

Suspend Instance

Data Type

COMPUTERNAME,KEYWORD,UNKNOWN

String

String

Scope
Restricted
Yes

No

No
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Request headers
Header Value Required

Authorization Bearer {token} Yes

Output:
Case Scope: N/A
Human Readable Output: N/A
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Integration Guide for Have | Been Pwned

Integration Overview

Have | Been Pwned is a web service that allows to check if the emails/usernames are exposed
as part of previous data breaches.

This integration supports Have | Been Pwned API v3.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Have | Been Pwned:

¢ Check Pwned Accounts
e Check Pwned Pastes

¢ Check Pwned Domains

Prerequisites

Have | Been Pwned requires an API key for access.

Configuration

Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Specify the following parameter values in the Credential Editor form:

Private
Type Name Username Password Key
Internal Display name of credential set (i.e., Have | Been API| Key

credential Pwned Credentials)

3. Click Configuration > Integrations > Create Integration.
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4. Specify the following parameter values in the Configuration Form:

Parameter Value

Name Display name of the integration

Type Have | Been Pwned

Address Address of the integration (https://haveibeenpwned.com/)
Configuration Specify the following configuration parameters:

proxy.id Access the ID of the Proxy integration Have | Been Pwned through a web
proxy device. For example: proxy.id = 12345

Credential Credential that has been defined for this integration under the Credentials
menu.

Trust Invalid SSL Select this if web server’s certificate is self-signed or is not recognized by

Certificates browsers.

Require Approval From Since there is no action capability in this plugin, please leave it empty.

Notify Since there is no action capability in this plugin, please leave it empty.

5. Click Save to save the integration definition.

6. Navigate to Configuration>Customization Library and edit Have | Been Pwned Advanced
Action Script Default Template.

.Select the integration you have added to Integrations menu.
8. Click Save to complete the integration.

9. Click Test. Integration Successful message is displayed if your credential and address are
valid.

Capabilities

1. Check Pwned Accounts
Enrichment capability for gathering pwned account details.

The following table presents the Check Pwned Accounts action capability details:

Scope

Input Restricted (Yes/ Required
Parameter Description Type No) (Yes/ No)
Integration Name of the third party Integration N/A Yes

integration
Email Email address to be queried Email Address Username Yes Yes
Address Keyword Unknown
Do not Use SOAR does not use cached Checkbox N/A No
Cache results if this box is checked
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Output:

Case Scope: N/A
Human Readable Output:

2018-07-23

2. Check Pwned Domains
Enrichment capability for gathering pwned domain details.

Description

In December 2014, a huge [ ermail address and

word pairs appeaned in a Gquot

braadly gir

lated and uted fof EQuatorsde

stuffingSquot, that is atta

hrefs"hitp

binkedir-sabesfonoe

rel="riopener™>Apolla left a database containing

researcher <a href="hitpof

targe
who sub

‘Contain

has & contad
rowch with the

=" noopen

Following is the Check Pwned Domains enrichment capability details.

Input
Parameter

Integration

Domain

Do not Use
Cache

Output:

Capabilities

Description
Name of the third party integration

Domain to be queried

SOAR does not use cached results if
this box is checked

Type
Integration

Domain Keyword
Unknown

Checkbox

Scope Restricted
(Yes/ No)

N/A

Yes

N/A

bsite

fim

Required
(Yes/ No)

Yes

Yes

No
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Case Scope: N/A

Human Readable Output:

Breach

ACTEONG

3. Check Pwned Pastes

Dite Dasoription

2014-11-25 wembar 2004, the ac

"Rrtpafwwwacre

a data breach that ¢ ed ower &30k
fonum membe ounts. The data
was being actively fraded on
underground forums and included
email sddrestes, birth dates and
passwords,

Enrichment capability for listing the paste sites that pwned account is mentioned.

Following is the Check Pwned Pastes enrichment capability details:

Input

Parameter Description

Integration Name of the third party

integration

Email Email address to be queried

Address

Do not Use SOAR does not use cached
Cache results if this box is checked

Output:

Human Readable Output:

Source
AdHoclrl
Pastebin
Pastebin
Pastebin
Paitebin
Paitebin
Pastebin
Pastebin
Pasiebin
Pasiebin

Pastebin

Capabilities

Faste Title

wearw pemiblanc.com

Braydocon

abudgoadgn

something

'WARZ ACCOUNTS

Funrry Pastwords

[ R [=3G5

H3x0 R [=3G5.

10k+ US Combolist

Scope

Restricted (Yes/ Required
Type No) (Yes/ No)
Integration N/A Yes
Email Address Username Yes Yes

Keyword Unknown

Checkbox N/A No

]
hitp e pemiblanc comfPest fxt
SvZRIMTL 2014-05-12T22:05:00Z
HOgAZLT 2004-07-04T22:07:002
T L-07-12T21:07:002
LMt 2014-13-05
mUKYLALS 2014-13-30T19:15:00Z
1a3SmzkW J015-01-06TOR:S4:00F
2015-03-123T15:02:00Z
WEpdpyEM 2015-02-12T1%:03:00Z
Ly Qi 2015-07-12T03:33:10Z

WITG 2018-08-12T15:1%:1462

Page 341 of 690



Integration Guides

Integration Guide for Generic HTTP SMS Gateway

Integration Overview

ArcSight SOAR uses Generic HTTP SMS (Short Message Service) Gateway to send SMS.

Integration Capabilities

¢ None

Configuration

Configuring Generic HTTP SMS Gateway

e Access to File HTTPS service as SOAR uses it to connect to Generic HTTP SMS Gateway

¢ A SOAR user account

Configuring SOAR

1. To create the integration, navigate to Configuration > Integrations.

2. Specify the following parameter values in the Integrations Editor form.

Parameter Value

Name Display name of the integration

Type Generic HTTP SMS Gateway

Address Address of the integration (in the following format: 1.1.1.1 or abc.example.com)
Configuration Specify the following configuration parameters:

http.method = POST

http.auth.enabled = false

params.jobID = ${credential.privateKey}

params.url = http://dev.swh.soarlabs.io/atar/
params.username = ${credential.username}

params.text = ${text}

params.gsmNumber = ${recipient}

http.header.User-Agent = SOAR

http.header.Content-Type = application/x-www-form-urlencode
sms.stripCountryCode = +90
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Parameter Value
Credential Credential that was defined for this integration under the Credentials menu
Trust Invalid SSL Select this if device’s certificate is self-signed or is not recognized by browsers

Certificates

Require Approval From  Select users from the list who can provide approval before executing actions on this
integration

Notify Select users from the list to notify when SOAR performs an action on this integration

3. Click Test to test the integration.

4. Click Save to complete integration.
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Integration Guide for HTTP Proxy

Integration Overview

ArcSight SOAR uses HTTP proxies to access HTTP services. Some integration plugins are capable
of accessing resources on the Internet or other networks through a proxy device configuration.
See the respective integration guides for configuring the proxy.

Configuration

Prerequisites

e Access to proxy service for SOAR

e A user account to connect to proxy if proxy authentication enabled

Configuring HTTP Proxy

HTTP Proxy software must be configured to get the access to SOAR. You can consult the system
to know the HTTP Proxy used in the network.

Configuring SOAR

1. Click Configuration > Credentials > Create Credential.
2. Specify the following parameter values in the Credential Editor:

Internal Credential

Parameter Value

Type Internal Credential

Name Display name of credential set (for example, HTTP Proxy Credentials)
Username User that was created on HTTP proxy software for SOAR

Password Password of the user that was created on HTTP proxy software for SOAR
Private Key Empty
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3. Click Configuration > Integrations > Create Integration.

4. Specify the following parameter values in the Configuration form:

Parameter Value

Name Display name of HTTP Proxy integration on SOAR

Type HTTP Proxy

Address Address of the integration (in the following format: https://192.168.1.3:8081)
Configuration Specify the following configuration parameters:

# Supported values: basic, ntlm, none

# For NTLM, username in credential should be specified
like: username@domain

authentication.type=basic

# URL to use when testing availability of this proxy
integration.

# Defaults to the value of HttpProxyCheckURL
configuration parameter.

Credential Name of the credential set created on step 2 (For example, HTTP Proxy
Credentials)

Trust Invalid SSL Select this if Web Ul’s certificate certificate is self-signed or is not recognized by
Certificates browsers
Require Approval From Select users from the list who can provide approval before executing actions on

this integration

Notify Select users from the list to notify when SOAR performs an action on this
integration

5. Click Test to test the integration.

6. Click Save to complete the integration.

Additional Notes

For SOAR to perform Automatic Update Checks, navigate to Configuration > Parameters and
set ProxyIntegrationIdForAutomaticUpdateCheck.
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Integration Guide for IBM Security X-Force

Integration Overview

IBM X-Force Exchange is a cloud-based threat intelligence platform that enables users to
research security threats, search attack indicators, aggregate actionable intelligence, and
collaborate with peers.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with IBM X-Force Exchange:

e DNS Records

e |P Report

e Malware for File Hash

e Send File for Analysis

e URL Report
Use Case: Investigating Phishing Campaigns
SOAR follows the user’s email inbox for phishing reports and automatically creates an incident
record on its service desk. While investigating the attack, SOAR extracts the sender address, IP
address, URLs in the message body, files in the attachment, and checks with IBM X-Force

Exchange if these attacks are previously analyzed. This investigation can either be performed
automatically within a playbook or manually by an analyst.

Configuration

Prerequisites

e Access to https://api.xforce.ibmcloud.com (443/tcp port) for SOAR to connect to IBM X-
Force Exchange API

* An API key for SOAR to connect to IBM X-Force Exchange
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Configuring IBM X-Force Exchange

1. Loginto https://exchange.xforce.ibmcloud.com.

2. To create a new API key, navigate to Settings > APl Access.
(

ﬂ Note: Save the generated API key and the password.
\

Settings

Notifications
APl Keys
I APl Access
APl Usage IFyau de nat have a basic authentication AP kay, ar if yau last the passward, you san generate mew
APl Kay Generation

Account
Ent2r a name and aenerate a new AP ey,

Inkax
ATAR AF| Access Generate
Watchlist

Imearations APl Instructinna

Configuring SOAR

1. Click Configuration > Credentials > Create Credential.
2. Specify the following parameter values in the Credential Editor:

a. Internal Credential

Parameter Value
Type Internal Credential
Name Display name of credential set (For example, IBM X-Force Exchange

Credentials)

Username API Key created on IBM X-Force Exchange
Password API Password for the key created on IBM X-Force Exchange
Private Key Empty

b. Credential Store:

Parameter Value
Type External Credential
Name Name of the credential with pull path of the safe on store

3. Click Configuration > Integrations > Create Integration.
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4. Specify the following parameter values in the Configuration form:

Parameter Value

Name Display name of IBM X-Force Exchange integration on SOAR
Type IBM X-Force Exchange

Address Address of the integration (https://api.xforce.ibmcloud.com)
Configuration Specify the following configuration parameters:

# Integration ID of the proxy integration

to use when connecting

# to current integration.

# If not provided, SOAR will try to use

a direct connection.

#proxy.id=123

# configure how far (in minutes) into the
past this enrichment will look.
cache.reusing.duration=60

Credential Name of the credential set created on step 2 (For example, IBM XForce
Exchange Credentials)

Trust Invalid SSL Select this if Web Ul’s certificate is self-signed or is not recognized by browsers
Certificates

Require Approval From Select users from the list who can provide approval before executing actions on
this integration

Notify Select users from the list to notify when SOAR performs an action on this
integration
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Integration Editor

Type

Addraas

Gonfiguration

Crecantial

Trust |nvalid 551
Gartificates

Raouire Approvel From

Moty

Tags

Shew addibonal parametersill

Configuring SOAR

M ¥-Force

5. Click Test to test the integration.

6. Click Save to complete the integration.
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Integration Guide for Infoblox DNS Firewall

Integration Overview

Infoblox DNS Firewall defends DNS servers from the comprehensive range of DNS-based
attacks while maintaining service availability and business continuity. The Grid Manager web
interface provides access to the appliance for network and IP address management.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Infoblox DNS Firewall:

* Block IP address (No Data)

e Block IP Address (No Such Domain)
¢ Block Host (No Data)

* Block Host (No Such Domain)
 Substitute DNS A Record

Use Case: Blocking malicious IP addresses on DNS

SOAR integrates with Infoblox DNS firewall to block malicious IP addresses and hosts on DNS
firewall to stop malware attacks and protect users. These actions can either be performed
automatically within a playbook or manually by an analyst.

Configuration

Prerequisites

¢ Infoblox NIOS 8.4 version
» Access to tcp port 443 as SOAR connects to Infoblox DNS Firewall API

e A SOAR user account to connect Infoblox DNS Firewall

Configuring Infoblox DNS Firewall

1. Navigate to Administration > Administrators > Admins.
2. To add an account, specify the following values in the Add Administrator Wizard:

Authentication Type: Local
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Login: <Specify the username>

Password: <Specify the password>

Confirm Password: <confirm the password specified in Password field>
Admin Group: Select admin-group

3. To create a new Response Policy Zone, navigate to Data Management > DNS > Response
Policy Zones.

Configuring SOAR

1. Click Configuration > Credentials > Create Credential.
2. Specify the following parameter values in the Credential Editor:

a. Internal Credential

Parameter Value

Type Internal Credential

Name Display name of credential set (For example, Infoblox DNS FW Credentials)
Username User created for SOAR on Infoblox DNS FW

Password API Password for the key created for SOAR on Infoblox DNS FW

Private Key Empty

b. Credential Store:

Parameter Value
Type External Credential
Name Name of the credential with pull path of the safe on store

3. Click Configuration > Integrations > Create Integration.
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4. Specify the following parameter values in the Configuration form:

Parameter

Name

Type
Address

Configuration

Credential
Trust Invalid SSL
Certificates

Require Approval From

Notify

Configuring SOAR

Value

Display name of Infoblox DNS Firewall integration on SOAR

Infoblox DNS Firewall

Address of the integration (in the following format: https://192.168.2.53)

Specify the following configuration parameters:

# Name of View under which rp_zone is located.
view=default

# Name of Response Policy Zone that SOAR will
write block rules

rp_zone=mitigated.local

# Default name and value of extensible attrbute
which SOAR uses to write comment for block
extensible.attribute.name=
extensible.attribute.value=

# IP address that SOAR uses to substitute in
DNS A records.

substitute.ip.address=127.0.0.1
#proxy.id=5442

Name of the credential set created on step 2 (For example, Infoblox DNS FW

Credentials)

Select this if Web Ul’s certificate is self-signed or is not recognized by browsers

Select users from the list who can provide approval before executing actions on

this integration

Select users from the list to notify when SOAR performs an action on this

integration.
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Integration Editor

':"S‘:‘ Name
Type
Address

Configuration

Credential Infoblcx DNS PW Credentials *  Create

Trust Invalid S5L
Cenrtificates

Require Approval From = Jannifer McGratt
Notify 5 Jennifer McGratt

Tags

Show additional parametersll

5. Click Test to test the integration.

6. Click Save to complete the integration.

Additional Notes

Infoblox DNS Firewall allows blocking IP and host with only one rule type (either No Data or No
Such Domain). If you try to block an IP or host that already got blocked with another rule type,
you might get an error.

Integration Guide for Intezer

Integration Overview

Intezer is a malware analysis tool that automates alert triage, incident response and threat
hunting.
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Integration Capabilities

ArcSight SOAR has the following integration capabilities with Intezer:

e Analyze Hash

Get Sub-Analyses
Get File Metadata

Code Reuse Families

Get Related Files

Prerequisites

» ArcSight SOAR connects to the https://analyze.intezer.com/ API through HTTPS. Access to
this service is required.

e Intezer requires an API key for access.

Configuration

Configuring Intezer

e Intezer requires an API key for access.

e Users can obtain an APl key from intezer.com after logging in with valid credentials.

Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Specify the following parameter values in the Credential Editor:

Private
Type Name Username Password Key
Internal Display name of credential Empty Empty API Key
Credential set ( for example Intezer). created

on

Intezer

3. Click Configuration > Integrations > Create Integration
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Parameter
Name
Type
Address

Configuratio
n

Credential

Trust Invalid
SSL
Certificates

Require
Approval
From

Notify

Click Save.
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4. Specify the following parameter values in the Configuration Form:

Value

Display name of the integration.

Intezer.

Address of the integration (the format must be https://s3.amazonaws.com).

Specify the following configuration parameters:

# Integration ID of the proxy integration to use when connecting to current
integration.

# If not provided, ArcSight SOAR will try to use a direct connection.
#proxy.id=123

# configure how far (in minutes) into the past this enrichment will look.
#tcache.reusing.duration=20

Name of the credential set created in step 2. (i.e. Intezer Credentials).

Select this if Engine’s certificate is self-signhed or not recognized by browsers. Not selected.

Select user(s) from list to ask the approval before executing actions on this integration.

Select user(s) from the list to notify when SOAR performs an action on this integration.

Navigate to Configuration > Customization Library and edit Intezer Advanced Action
Script Default Script Template.

Select the integration that you have created in step 4 from the Integrations drop-down
menu and click Save.

Click Test, an Integration Successful message is displayed if the credential and address are

valid.

Capabilities

1. Analyze Hash

Enrichment capability for retrieving details of a file hash.

Input
Parameter

Integration
Hash

Do not Use
Cache

Capabilities

Scope Restricted Required
Description Type (Yes/No) (Yes/No)
Name of the 3rd party integration. Integration N/A Yes
SHA256, SHA1, or MD5 hash value. Hash Yes Yes
SOAR does not use cached results if this Boolean N/A No

box is checked.
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Output:
Case Scope
Action Type Category/Value
Add Scope Item Intezer Hash Value (SHA1, SHA256, MD5)
Set Scope Item Property Intezer Verdict
Set Scope Item Property Intezer Malware Family

Human Readable Output

2. Get Sub-Analyses
Enrichment capability for retrieving all sub-analyses of an Intezer analysis ID.

Scope
Input Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the 3rd party integration. Integration N/A Yes
Analysis ID Intezer analysis ID. Can be retrieved from the String No Yes
human readable output of the 'Analyze Hash'
enrichment.
Do not Use SOAR does not use cached results if this box is Boolean N/A No
Cache checked.
Output:
Case Scope
N/A

Human Readable Output
3. Get File Metadata

Enrichment capability for retrieving the file metadata for an Intezer analysis ID and sub-

analysis ID.
Scope

Input Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the 3rd party integration. Integration N/A Yes
Analysis ID Intezer analysis ID. Can be retrieved from the String No Yes

human readable output of the '‘Analyze Hash'

enrichment.
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Sub-Analysis
ID

Do not Use
Cache

Output:
Case Scope

Action

None

Integration Guides

Description Type

Intezer sub-analysis ID. Can be retrieved from the String
human readable output of the 'Get Sub-Analyses'
enrichment.

SOAR does not use cached results if this box is Boolean
checked.

Type Category/Value

N/A N/A

Human Readable Output

Code Reuse Families

Scope

Restricted Required
(Yes/No) (Yes/No)

No

N/A

Yes

No

Enrichment capability for retrieving the malware family code reuse data for an Intezer
analysis ID and sub-analysis ID.

Input
Parameter

Integration

Analysis ID

Sub-Analysis
ID

Output:
Case Scope
Action

None

Description Type
Name of the 3rd party integration. Integration
Intezer analysis ID. Can be retrieved from the String
human readable output of the 'Analyze Hash'

enrichment.

Intezer sub-analysis ID. Can be retrieved from the String
human readable output of the 'Get Sub-Analyses'
enrichment.

Type Category/Value

N/A N/A

Human Readable Output

Capabilities

5. Get Related Files

Scope

Restricted Required
(Yes/No) (Yes/No)

N/A

No

No

Yes

Yes

Yes
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Scope
Input Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the 3rd party integration. Integration N/A Yes
Analysis ID Intezer analysis ID. Can be retrieved from the String No Yes
human readable output of the '‘Analyze Hash'
enrichment.
Sub-Analysis Intezer sub-analysis ID. Can be retrieved from the String No Yes
ID human readable output of the 'Get Sub-Analyses'
enrichment.
Family ID Intezer family ID. Can be retrieved from the human  String No Yes
readable output of the 'Code Reuse Families'
enrichment.
Output:
Case Scope
N/A

Human Readable Output
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Integration Guide for Invictus USTA
ThreatlIntelligence

Integration Overview

Invictus USTA is a threat intelligence service which delivers cyber-threat insights in real time.

Integration Capabilities

e Ingest Threat Intelligence Feed as Alert
e Check Identity Leak
e Check Stolen Client Account
e Check Domain Info
e Check Hash Info
e Check IP Info
e Check URL Info
e Submit Bad Sender
e Submit Referer URL
Use Case: Blocking malicious URLs and IPs before they harm

ArcSight SOAR integrates with USTA intelligence feed to block malicious entities on your
perimeter protection before they harm.

Use Case #2: Investigating Fraud and ID Theft

SOAR integrates with USTA Threat Intelligence to investigate fraud cases, possible ID theft, and
cases of client account compromises.

Configuration

Prerequisites

e Access to https://ustaOl.invictuseurope.com/api/ (443/tcp port) for SOAR to connect to
USTA API

e An APl Key for SOAR to connect to Invictus USTA API
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Configuring Invictus USPA

Invictus USTA requires no specific configuration.

Configuring SOAR

1. Click Configuration > Credentials > Create Credential.

2. Specify the following parameter values in the Credential Editor:

a. Internal Credential

Parameter
Type
Name
Username
Password

Private Key
b. Credential Store:

Parameter

Type

Name

Value

Internal Credential

Display name of credential set (For example,Invictus USTA Credentials)
Empty

Empty

API Key obtained from Invictus USTA platform

Value
External Credential

Name of the credential with pull path of the safe on store

Configuring Invictus USTA as Alert Source

1. Click Configuration > Alert Source > Create Alert Source Configuration.

2. Specify the following parameter values in the Configuration form:

Parameter
Name

Type
Address

Alert Severities

Configuring Invictus USPA

Value
Display name of Invictus USTA Alert Source on SOAR
USTA

Address of the Invictus USTA Threat Intelligence Service
(https://usta0l.invictuseurope.com/api/)

Mapping of alert severity values to SOAR incident severities
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Parameter Value

Configuration Specify the following configuration parameters:

# Ignore events older than specified date. If empty,
date based filtering is disabled.

# Example: filterOlderThanDate=2017-01-01
filterOlderThanDate=2020-01-10

# Integration ID of the proxy integration to use
when connecting to current source.

# If not provided, SOAR will try to use a direct
connection.

#proxy.id=5523

Credential Name of the credential set just created. (For example, Invictus USTA Credentials)

Trust Invalid SSL Select this if Web Ul’s certificate is self-signed or is not recognized by browsers
Certificates

Visible Alert Fields Define the alarm fields to be displayed on Incident Management Service Desk

3. Click Test to test the integration.
4. Click Save to complete the integration.

Configuring Invictus USTA as Integration

1. Click Configuration > Integrations > Create Integration.

2. Specify the following parameter values in the Configuration form:

Parameter Value

Name Display name of Invictus USTA integration on SOAR
Type USTA

Address Address of the Invictus USTA Threat Intelligence Service

(https://usta01.invictuseurope.com)

Configuration Specify the following configuration parameters:

# Integration ID of the proxy integration to use

when connecting to current source.

# If not provided, SOAR will try to use a direct connection.
#proxy.id=5523#proxy.id=5523

Credential Name of the credential set created on step 2 (For example, Invictus USTA Credentials)

Trust Invalid SSL Select this if Web Ul’s certificate is self-signed or is not recognized by browsers
Certificates

Require Approval Select users from the list who can provide approval before executing actions on this
From integration
Notify Select users from the list to notify when SOAR performs an action on this integration.
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3. Click Test to test the integration.

4. Click Save to complete the integration.

Additional Notes

USTA permits connection requests from specific network addresses for each customer. Hence,
make sure to check the access permission by USTA before integration.
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Integration Guide for IPInfo

Integration Overview

IPinfo is a solution for IP data which offers both free and paid APl tokens to put IP geolocation,
ASN, IP to company, mobile carrier, and many more.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with IPinfo:

e |P Query

Configuration

Prerequisites

e You must have access to HTTPS as ArcSight SOAR connects to IPinfo through this service.
e |Pinfo requires an API key for access.
Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Specify the following parameter values in the Credential Editor form:

Private
Type Name Username Password Key
Internal Display name of credential set (for example, IPinfo Access
credential Credential). token

a. Click Configuration > Integrations > Create Integration.

b. Specify the following parameter values in the Configuration form:

Parameter Value

Name Display name of the integration.

Type IPinfo.io

Address Address of the integration (the format should be https://ipinfo.io).
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Parameter Value
Configuration Specify the following configuration parameters:

proxy.id 1D of the Proxy integration if you access ipinfo.io through a web
proxy device. For example: proxy.id = 12345 .

Credential Credential that has been defined for this integration under the Credentials
menu.

Trust Invalid SSL Select this if web server’s certificate is self-signed or is not recognized by

Certificates browsers.

Require Approval From Select user(s) from list to ask the approval before executing actions on this
integration.

Notify Select user(s) from the list to notify when SOAR performs an action on this
integration.

c. Click Save to save the integration definition.

d. Navigate to Configuration>Customization Library and edit IPinfo Advanced Action
Script Default Template.

e. Select the integration that you have added to Integrations menu.
f. Click Save to complete the integration.

g. Click Test, an Integration Successful message is displayed if the credential and address
are valid.

Capabilities

a. IP Query
Enrichment capability for retrieving information regarding an IP.

The following table presents the IP Query enrichment capability details:

Input Scope Restricted  Required
Parameter Description Type (Yes/ No) (Yes/ No)
Integration Name of the third party integration. Integration N/A Yes
IP Network address to be queried from Network Yes Yes
IPInfo . Address

Do not Use SOAR does not use cached results if Boolean N/A No
Cache this box is checked.

Output:

Case Scope:

Capabilities Page 364 of 690



Integration Guides

Enrichment Type Category/ Value

None N/A N/A

Human Readable Output:
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Integration Guide for Jira

Integration Overview

Jira is an ITSM service that provides issue management to users.

Unlike our other plugins, this plugin consists of two modules. One was developed as a custom
script in SOAR to perform actions on lJira, and the other as an add-on in Jira to perform actions
on the SOAR product. We aimed that both products keep each other informed of certain
changes on each other. SOAR is using Jira APl to perform operations on lJira, and Jira is using
our newly developed SOAR API to perform operations on SOAR through the add-on we
developed. Issue creation must be initiated with SOAR, so we can mark the issue and track it
both sides.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Jira:

e Create Issue
¢ Send Comment
e Update Issue

e Update Issue Status

Prerequisites

You must have access to HTTPS as the ArcSight SOAR connects to Jira API through this service
and Jira connects to SOAR through this service.

Configuration

Configuring SOAR

1. Navigate to ITOM Management and click the Three dots button for deployment and select
Reconfigure.

2. Click SOAR tab. On the REST API fields, specify values for one of them and keep a note of
it, as shown in the following figure:
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[ ﬂ Note: You can note down the Client Id Suffix and Client Secret values to be used later.

3. Click Save

4. Navigate to SOAR application and click Configuration > Credentials > Create Credential.

5. Specify the following parameter values in the Credential Editor:

Parameter
Type
Name
Username
Password

Private Key

6. Click Save.

Value

Internal credential.

Jira User Username.

Jira User Password.

Display name of credential set (for example, Jira Credentials)

7. Click Configuration > Lists > Create List. Give the list a name (for example, jiraLookup).

[ ﬂ Note: SOAR is going to map SOAR cases and Jira issues on this list for both sides.

8. Click Save

Click Configuration > Integration > Create Integration

10. Specify the following parameter values in the Configuration Form:

Parameter

Name

Type
Address

proxy.id

list.name

Configuring SOAR

Value
Display name of Jira integration on SOAR.

Jira

Address of the integration (for example, https://192.168.200.231:8080).

ID of the Proxy integration if accessing the jira service through a web proxy device. For

Example: proxy.id = 12345.

Parameter must be equal to list name that is given at step 8. (for example,

list.name=jiraLookup).
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11.
12.
13.
14.
15.

Parameter Value
Credential Name of the credential set created on step 5(for example, Jira Credentials).
Trust Invalid SSL Select this if service’s certificate is self-signed or is not recognized by browsers.

Certificates

Required Approval Select users from the list who can provide approval before executing actions on this
From integration.
Notify Select user(s) from the list to notify when SOAR performs an action on this
integration.
Click Save.

Navigate to Configuration > Customization Library > Open lJira Script.
Select integration that is newly created in the Integrations field.
Click Save to complete the integration.

Click Test, an Integration Successful message is displayed if the address and credential are
valid.

Configuring Jira

1. Navigate to Jira Administration<Manage apps.

2. Click Upload app and choose the Jira add-on jar file that is provided. After the installation
completion, the plugin is visible in the User-installed apps.

[ ﬂ Note:You can also download the Jira add-on jar file from Marketplace.

3. Click Configure. Specify the values for Base URL, Client ID, Client Secret (as noted during
creating an API user in Configuring SOAR part) and SOAR username (SOAR needs a JIRA
user to access Jira service).

4. Click Save.

[ ﬂ Note: Now you can start creating issue on Jira by Create Issue capability on SOAR.
Capabilities
1. Create Issue

Action capability for creating issue on Jira.

The following table presents the Create Issue action capability details:
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Input Scope Restricted Required (Yes/
Parameter Description Type (Yes/ No) No)
Project Key Key of the project that you want to create Text No Yes
issue in it.
Issue Type Type of the issue. Text No Yes
Summary Summary of the issue. Text No Yes
Description Description of the issue. Text No Yes
Output:

Case Scope: N/A
Human Readable Output: N/A

2. Send Comment
Action capability for sending comment to related issue.

The following table presents the Send Comment action capability details:

Input Scope Restricted (Yes/  Required (Yes/
Parameter Description Type No) No)
Comment Comment that you want to add to the ~ Text No Yes
issue.
Output:

Case Scope: N/A
Human Readable Output: N/A

3. Update Issue
Action capability for updating attributes of the issue

The following table presents the Update Issue action capability details:

Input Parameter  Description Type Scope Restricted (Yes/ No) Required (Yes/ No)
Summary Summary of the issue. Text No No
Description Description of the issue. Text No No
Assignee Assignee of the issue. Text No No
Priority Priority of the issue. Text No No
Output:

Case Scope: N/A
Human Readable Output: N/A

4. Update Issue Status
Action capability for updating status of the issue.

The following table presents the Update Issue Status action capability details:

Capabilities Page 369 of 690



Integration Guides

Scope
Input Restricted (Yes/ Required
Parameter  Description Type No) (Yes/ No)
Status Status of the ComboBox (Elements of the combobox are No Yes

issue changeable by the script code)

Output:
Case Scope: N/A
Human Readable Output: N/A

(

ﬂ Note: We are supporting Update Status, Update Severity, Update Description, Update
Subject and Add Comment capabilities through SOAR application. If the Jira user changes
any of the related items in the lJira issue, and if that issue description contains SoarCaseld
then the prepared API requests are sent to SOAR.

SOAR then adds the SOAR Caseld into description-field during the creation of the lJira Issue.
The Add-On uses this SoarCaseld for SOAR API requests.
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Integration Guide for JDBC(Database) Server

Integration Capabilities

ArcSight SOAR has the following integration capability with database servers:

e JDBC Query
Use Case: Querying HR Database

With this integration, while investigating an incident SOAR can run a query on HR database to
see if they are logged on the user on a suspicious endpoint. This can either be performed
automatically within a playbook or manually by an analyst.

Configuration

Prerequisites

e A database listener or service for SOAR to access.

* Create a DB user account for SOAR to run the SQL queries.

Configuring Database Server

Please contact database administrator for user account and access permissions.

Configuring SOAR

1. Click Configuration > Credentials > Create Credential.

2. Specify the following parameter values in the Credential Editor:
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a. Internal Credential

Parameter Value

Type Internal Credential

Name Display name of credential set (For example, JDBC Credentials)
Username User account that was configured on database server

Password Password for user account that was configured on database server
Private Key Empty

b. Credential Store

Parameter Value
Type External Credential
Name Name of the credential with pull path of the safe on store.

3. Click Configuration > Integrations > Create Integration.

4. Specify the following parameter values in the Configuration form:

Parameter Value

Name Display name of Database Server integration on SOAR
Type Database Server

Address Address of the integration ( in the format

jdbc:driverName://192.168.3.10:5432/databaseName).

Configuration  Specify the following configuration parameters:

# For MySQL: db.driverClass=com.mysql.jdbc.Driver

# For Oracle: db.driverClass=oracle.jdbc.OracleDriver

# For PostgreSQL: db.driverClass=org.postgresql.Driver

# For MSSQL Server:
db.driverClass=com.microsoft.sqlserver.jdbc.SQLServerDriver
db.driverClass= db.driverClass=org.postgresql.Driver

# Absolute path where you put the JDBC driver's JAR file.

db.driverPath=

# configure how far (in minutes) into the past this enrichment will look.
cache.reusing.duration=30

Credential Name of the credential set created on step 2. (For example, Database Server Credentials).

Trust Invalid Select this if device’s certificate is self-signed or is not recognized by browsers
SSL
Certificates

Require Select users from the list who can provide approval before executing actions on this
Approval from integration

Notify Select users from the list to notify when SOAR performs an action on this integration.
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5. Click Test. The following pop up will be displayed if your credential and address are valid.

6. Click Save to complete integration.
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Integration Guides for Kannel SMS Gateway

Integration Overview

Kannel is an open source SMS Gateway which is used widely for sending in either single or bulk
SMS(Short Message Service). Kannel links HTTP based services to various SMS centers using
various protocols.

Integration Capabilities

Supported Action Capabilities

Kannel SMS Gateway allows user notifications using SMS messages which was set when
creating the Playbook involving this integration.

Configuration

Configuring Kannel SMS Gateway

e Configure the integration to send SMS messages.

Configuring SOAR

Following are the steps to create the integration:

1. Navigate to Configuration > Parameters.

2. Configure SMS Device to be used as the ID of Kannel SMS Gateway integration.
3. To configure the integration, navigate to Configuration > Integrations.
4

. Specify the following parameter values in the Integration Editor:

Parameter Value

Name Display name of Kannel SMS Gateway integration on SOAR

Type Kannel SMS Gateway

Address Address of the integration (in the following format: 1.1.1.1:1234)
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Parameter Value
Configuration sms . sender=<Specify the value configured in the SMS Device field>
Credential Name of the credential set created on step 2

Trust Invalid SSL Certificates  Select this if Integrations’s certificate is self-signed or is not recognized by
browsers.

Require Approval From Select users from the list who can provide approval before executing actions
on this integration

Notify Select users from the list to notify when SOAR performs an action on this
integration

Integration Editor

Type Kannel BME Gotoway

Address

Configuration

Cradential Kznnel SMS Getowsy

Trust Invwalid 551
Cortificatss

Require Approval From

Modify

Tags

Show addtional paremeters

5. Click Test to test the integration.

6. Click Save to complete the integration.

Configuring SOAR Page 375 of 690



Integration Guides

Integration Guide for Kaspersky Security Center

Integration Overview

ArcSight SOAR is capable of communicating with Kaspersky Security Center through WinRM
and Powershell to block hashes, add tags to hosts, run tasks, move hosts to groups and retrieve
information about various management objects.

Integration Capabilities

* Block (blacklist) SHA-256 or MD5 hash, with rollback support
e Add tag to host, with rollback support

e Move host to group

e Run task

e Retrieve host information

Configuration

Configuration on Kaspersky Security Center

e To define a Kaspersky Security Center installation as an integration on your
SOAR, following integration specific configuration should be performed.
e SOAR should be able to access the server with Kaspersky Security Center through WinRM

on the network; usually with TCP port 5985 or 5986 (if SSL is enabled on WinRM). See
WinRM Integration Guide for details on how to configure WinRM access.

e Alocal or domain administrator user account is required execute various capabilities.

» 32-bit version of Windows Scripting Host (which is available on a default Windows
installation) is required to execute built-in scripts, which is usually located at
C:\Windows\SYSWOW64\cscript.exe.

Configuring SOAR

* While creating this integration via Integrations tab of Configuration menu:

¢ Name: Display name of the integration.
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e Address: Address of the integration. Format of the address should be

IP, IP:port, dns.hostname.localnet, or dns.hostname.localnet:port for HTTP;
or prefixed with https:// if HTTPS/SSL listener was enabled on WinRM.

¢ Credential: Credential that has been defined for this integration under the Credentials

menu.

Optional configuration

e blockhash.categoryname: Category name to add block hashes into; if unspecified
defaults to SOAR. If specified category name doesn’t exist, it will be automatically created.

e path.cscriptexe: Location of the 32-bits version of the cscript.exe on server.

If unspecified, defaults to "C:\\Windows\\SysWOW&64\\cscript.exe".

[ ﬂ Note: The backslashes must be escaped and double-backslash is required.

Overriding built-in scripts

SOAR allows overriding built-in scripts using Customization Library. Create a new customization
of Basic plugin script, take note of its ID, and set the value of the script you’d like to override in
the integration configuration by specifying its identifier as specified below:

Parameter Name Description

enrichment.gettasknames Retrieve names of tasks available for Run task capability

enrichment.getgroupnames Retrieve names of groups available for Move host to group
capability

enrichment.gettagnames Retrieve names of tags available for Add tag to host capability

enrichment.hostinfo Retrieve host information enrichment script

execute.blockhash Block hash capability

rollback.blockhash Rollback block hash capability

execute.addtag Add tag capability

rollback.addtag Rollback add tag capability

execute.movesystem Move host to group capability

execute.runtask Run task capability
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Important points

e When these parameters are specified, built-in scripts will be ignored and the customization
with specified ID will be used instead as the script. All scripts should target Windows
Scripting Host with Javascript language, unless a different/compatible interpreter is
specified in path.cscriptexe parameter in integration configuration. See
[https://support.kaspersky.com/9291](Kaspersky Enterprise Security Administration Kit
Automation10) for reference on using its COM/ActiveX API.

e SOAR’s implementation is sensitive to the expected output of these scripts; overriding a
capability with a script that doesn’t write expected output to stdout may break existing
functionality.

e Scripts are automatically evaluated as StringTemplate and various parameters are injected
into the template for block hash, run task, move host into group, add tag and host
information capabilities. See built-in scripts below for example usage and
[http://www.stringtemplate.org](String Template Website) for more details on how to
make use of the ST engine.

Example:
#4214 is the ID of the customization to override this capability.

execute.runtask=4214

Built-in Tasks

Get Task Names

function obj(name) {
return new ActiveXObject("klakaut.K1lAk" + name);

}

try {
var oConnectProps = obj("Params"), oAdmServer = obj("Proxy"),

oSrvView = obj("SrvVview"),

oTasks = obj("Tasks2"), item, enumObj;
oConnectProps.Add("Address", "127.0.0.1:13291");
oAdmServer.Connect(oConnectProps);

oTasks.AdmServer = oSrvView.AdmServer = oAdmServer;
enumObj = new Enumerator(oTasks.EnumTasks(-1));
WScript.Echo('[OK] [BEGIN]');

for (; !enumObj.atEnd(); enumObj.moveNext()) {

item = enumObj.item();
WScript.Echo(item.item( 'TASK UNIQUE ID') + '=' + item.item('DisplayName'));
}

WScript.Echo('[END]");
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} catch (e) {
WScript.Echo("[Error] " + e.number +

}

occured !!! + e.description);

Get Group Names

function obj(name) {

return new ActiveXObject("klakaut.K1lAk" + name);
}

function EnumerateGroups(oSubgroupsEnum) {

var enumObj = new Enumerator(oSubgroupsEnum);
for (;!enumObj.atEnd();enumObj.moveNext()) {
var o0Obj = enumObj.item();
WScript.Echo(oObj.Item("id") + '=' + oObj.Item("name"));
if (oObj.Check("groups")) {
EnumerateGroups(oObj.Item("groups"));

}

}

}

try {
var oConnectProps = obj("Params"), oAdmServer = obj("Proxy"),

oGroups = obj("Groups");
oConnectProps.Add("Address", "127.0.0.1:13291");
oAdmServer.Connect(oConnectProps);

oGroups .AdmServer = oAdmServer;

WScript.Echo('[OK] [BEGIN]');

EnumerateGroups (oGroups.GetSubgroups (oGroups.GroupIdGroups, 0));
WScript.Echo('[END]");

} catch (e) {

WScript.Echo("[Error] " + e.number +

occured !!! + e.description);

}

Get Tag Names

function obj(name) {
return new ActiveXObject("klakaut.K1lAk" + name);

}

try {
var oConnectProps = obj("Params"), oAdmServer = obj("Proxy"),

oTagsControl = obj("TagsControl"), oProps = obj("Params"), oTags,
enumOb7j;
oConnectProps.Add("Address", "127.0.0.1:13291");
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oAdmServer.Connect(oConnectProps);
oTagsControl.AdmServer = oAdmServer;
oTagsControl.Prop("ListName") = "HostsTags";

oTags = oTagsControl.GetAllTags(oProps);
WScript.Echo('[0K] [BEGIN]');

if (oTags != null) {

enumObj = new Enumerator(oTags);

for (; !enumObj.atEnd(); enumObj.moveNext()) {
WScript.Echo(enumObj.item() + "=" + enumObj.item());
}

¥
WScript.Echo('[END]");

} catch (e) {
WScript.Echo("[Error] " + e.number +

}

occured !!! + e.description);

Host Information Enrichment

function obj(name) {

return new ActiveXObject("klakaut.K1Ak" + name);

}

function ip2long(IPaddress) {

var ip = IPaddress.match(/~(\d+)\.(\d+)\.(\d+)\.(\d+)$/);

return ip ? (+ip[1] << 24) + (+ip[2] << 16) + (+ip[3] << 8) + (+ip[4]) : null;
}

function long2ip(l) {

return ((1 >> 24) & 255) + "." + ((1 >> 16) & 255) + "." + ((1 >> 8) & 255) +
"." + (1 & 255);

}

function coll() {

var ret = obj("Collection"), len = arguments.length, args = arguments;
if (len == 1) {

args = arguments[0].split('|");

len = args.length;

}

ret.SetSize(len);

for (var i=0; i<len; i++) {

ret.SetAt(i, (arguments.length == 1 ? "KLHST_WKS_ " : "") + args[i]);

}

return ret;

}

function g(a, e) {

var r = e.item('KLHST _WKS_' + a);

if (r === undefined) {

r="";

}

return r;
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}
var rtpState = ["Unknown", "Stopped", "Suspended", "Starting", "Running",

"Running (Maximum protection)", "Running (Maximum speed)",
"Running (Recommended settings)", "Running (Custom settings)",
"Failure"];

function getStatus(v) {

var r = [];

if ((v & 1) == 1) {

r.push("Visible");

}

if ((v & 4) == 4) {

r.push("Agent:Installed");

}

if ((v & 8) == 8) {

r.push("Agent:Alive");

}

if ((v & 16) == 16) {
r.push("Real-Time-Protection:Installed");

return r.join(",");

}

try {
var oConnectProps = obj("Params"), oAdmServer = obj("Proxy"),

oHosts = obj("Hosts"), c=0;

oConnectProps.Add("Address", "127.0.0.1:13291");
oAdmServer.Connect(oConnectProps);

oHosts.AdmServer = oAdmServer;

var fieldsToReturn = "LAST VISIBLE|STATUS|RTP_STATE|LAST_UPDATE |LAST_FULLSCAN|
WINHOSTNAME | WINDOMAIN |OS_NAME |0S_VER_MAJOR|0S_VER_MINOR|IP_LONG|PRODUCT TAG
NAME" ;

var ftr = fieldsToReturn.split('|"');

var enumObj = new Enumerator(oHosts.FindHosts("(KLHST_WKS_IP_LONG=" +
ip2long('%host%') + ")", coll(fieldsToReturn), coll()));
WScript.Echo('[OK]");

for (; !enumObj.atEnd(); enumObj.moveNext()) {

var e = enumObj.item();

WScript.Echo('[' + c++ + ']" +

"LAST_VISIBLE=' + Date.parse(g('LAST_VISIBLE', e)) +

'"| LAST_UPDATE="' + Date.parse(g('LAST_UPDATE', e)) +

'|LAST_FULLSCAN=' + Date.parse(g('LAST_FULLSCAN', e)) +

' INKINHOSTNAME=" + g( 'WINHOSTNAME', e) +

' ININDOMAIN=" + g('WINDOMAIN', e) +

"|0S=' + g('OS_NAME', e) + ' (' + g('OS_VER_MAJOR', e) + '.' +
g('0S_VER_MINOR', e) + ')' +

"|IP=" + longip(g('IP_LONG', e)) +

' |RTP_STATE=' + rtpState[g('RTP_STATE', e)] +

"|STATUS=' + getStatus(g('STATUS', e)) +

' |PRODUCT_TAG_NAME=' + g('PRODUCT_TAG_NAME', e)
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)s
}
WScript.Echo("[END] Retrieved information for
} catch (e) {

WScript.Echo("[Error] " + e.number +

}

+ ¢ + " hosts.");

occured !!! + e.description);

Block Hash Action Capability

var hashes = [%hashes: {h | "%h%"}; separator=", "%];
function obj(name) {
return new ActiveXObject("klakaut.K1Ak" + name);

}

try {
var oConnectProps = obj("Params"), oAdmServer = obj("Proxy"),

oCategory = obj("FileCategorizer"), oFields2Return = obj("Collection"),
oSrvView = obj("SrvView");

oConnectProps.Add("Address", "127.0.0.1:13291");
oAdmServer.Connect(oConnectProps);

oCategory.AdmServer = oSrvView.AdmServer = oAdmServer;
oFields2Return.SetSize(2);

oFields2Return.SetAt(@, "id");

oFields2Return.SetAt(1, "name");

var enumObj = new Enumerator(oSrvView.GetChunkAccessor
('customcategories’,

"(name = "*")', oFields2Return, obj("Collection"))), catFound = null;
for (; !enumObj.atEnd(); enumObj.moveNext()) {

var item = enumObj.item();

if (item.item('name') === '%categoryname%') {
catFound = item.item('id");
}

// dump("", "", item, false);

// dump("", "", oCategory.GetCategory(item.item('id"')), false);

}

var oCatToAdd, oInclProps, i, oCatProps = obj("Params"), oCatData = catFound ?
oCategory.getCategory(catFound) : null, oInclusions = catFound ?
oCatData.Item('inclusions') : obj("Collection");

for (i=0; i<hashes.length; i++) {

oInclProps = obj("Params");

oInclProps.Add('ex_type', 3);

oInclProps.Add(hashes[i].length == 32 ? 'str' : 'str2', hashes[i]);
oInclProps.Add('str_op', 0);

oInclusions.SetSize(oInclusions.Count + 1);
oInclusions.setAt(oInclusions.Count - 1, oInclProps);

}

if (!catFound) {

oCatProps.Add( 'name', '%categoryname%');
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oCatProps.Add('CategoryType', 0);
oCatProps.Add('inclusions', oInclusions);

oCatToAdd = oCategory.CreateCategory(oCatProps);
WScript.Echo("[OK] [CREATED] Added " + hashes.length +

' hashes to newly created category: %categoryname%’);

} else {

oCategory.UpdateCategory(catFound, oCatData);

WScript.Echo("[OK] [UPDATED] Added " + hashes.length +

' hashes to existing category: %categoryname% its current size is:
+ oInclusions.Count);

}

} catch (e) {

WScript.Echo("[Error] " + e.number +

}

occured !!! + e.description);

Rollback of block hash capability

var hashes = [%hashes: {h | "%h%"}; separator=", "%];
function obj(name) {
return new ActiveXObject("klakaut.K1Ak" + name);

}

try {
var oConnectProps = obj("Params"), oAdmServer = obj("Proxy"),

oCategory = obj("FileCategorizer"), oFields2Return = obj("Collection"),
oSrvView = obj("SrvView");

oConnectProps.Add("Address", "127.0.0.1:13291");
oAdmServer.Connect(oConnectProps);

oCategory.AdmServer = oSrvView.AdmServer = oAdmServer;
oFields2Return.SetSize(2);

oFields2Return.SetAt(@, "id");

oFields2Return.SetAt(1, "name");

var enumObj = new Enumerator(oSrvView.GetChunkAccessor('customcategories’,
"(name = "*")', oFields2Return, obj("Collection"))), catFound = null;
for (; !enumObj.atEnd(); enumObj.moveNext()) {

var item = enumObj.item();

if (item.item('name') === 'Y%categoryname%') {
catFound = item.item('id');

}

}

if (!catFound) {

WScript.Echo("[OK] [DOESNTEXIST] Category %categoryname’% doesn't exist,
no need to remove anything.");

} else {

var oCatData = oCategory.getCategory(catFound),

oInclusions = oCatData.Item('inclusions'),

oNewInclusions = obj("Collection"), i, j, k=0;

for (j=0; j<oInclusions.Count; j++) {
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for (i=0; i<hashes.length; i++) {

var incl = oInclusions.Item(j);

if (incl.Item('str') !== hashes[i] && incl.Item('str2') !== hashes[i]) {
oNewInclusions.SetSize(oNewInclusions.Count + 1);
oNewInclusions.setAt(oNewInclusions.Count - 1, incl);

} else {

k++;

}

}

}

oCatData.Item('inclusions') = oNewInclusions;
oCategory.UpdateCategory(catFound, oCatData);

WScript.Echo("[OK] [UPDATED] Removed " + k + " of " + hashes.length +
' hashes from category: %categoryname’% its current size is: ' +
oNewInclusions.Count);

}

} catch (e) {

WScript.Echo("[Error] " + e.number +

}

occured !!! + e.description);

Add tag to host capability

function obj(name) {

return new ActiveXObject("klakaut.K1Ak" + name);

}

function ip2long(IPaddress) {

var ip = IPaddress.match(/~(\d+)\.(\d+)\.(\d+)\.(\d+)$/);

return ip ? (+ip[1] << 24) + (+ip[2] << 16) + (+ip[3] << 8) + (+ip[4]) : null;
}

try {
var oConnectProps = obj("Params"), oAdmServer = obj("Proxy"),

oTagsControl = obj("TagsControl"), oHosts = obj("Hosts"),
oFields2Return = obj("Collection"), enumObj, taggedHosts = ©;
oConnectProps.Add("Address", "127.0.0.1:13291");
oAdmServer.Connect(oConnectProps);
oTagsControl.Prop("ListName") = "HostsTags";
oTagsControl.AdmServer = oHosts.AdmServer = oAdmServer;
oFields2Return.SetSize(1);

oFields2Return.SetAt(0, "KLHST_WKS_HOSTNAME");

enumObj = new Enumerator(oHosts.FindHosts("(KLHST WKS IP_LONG=" +
ip2long('%host%"') +

")", oFields2Return, obj("Collection")));

for (; !enumObj.atEnd(); enumObj.moveNext()) {

var oTagArrayItem = obj("Params");
oTagArrayItem.Add("KLTAGS_VALUE", "%tag%");
oTagArrayItem.Add("KLTAGS_SET", true);

var oTagArray = obj("Collection");
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oTagArray.SetSize(1);
oTagArray.SetAt(0, oTagArrayItem);
var oHostsArrayItem = obj("Params");
oHostsArrayItem.Add("KLTAGS _ITEM ID", enumObj.item().item( 'KLHST
WKS_HOSTNAME'));

oHostsArrayItem.Add("KLTAGS_TAGS", oTagArray);

var oHostsArray = obj("Collection");

oHostsArray.SetSize(1);

oHostsArray.SetAt (0, oHostsArraylItem);

var oSetTagsCallProps = obj("Params");
oSetTagsCallProps.Add("KLTAGS_FULL_REPLACE", false);
oTagsControl.SetTags(oHostsArray, oSetTagsCallProps);
taggedHosts++;

}

WScript.Echo("[OK] Added '%tagk%' to " + taggedHosts + " hosts.");
} catch (e) {

WScript.Echo("[Error] " + e.number +

}

occured !!! + e.description);

Rollback of Add Tag to Host Capability

function obj(name) {

return new ActiveXObject("klakaut.K1lAk" + name);

}

function ip2long(IPaddress) {

var ip = IPaddress.match(/~(\d+)\.(\d+)\.(\d+)\.(\d+)$/);

return ip ? (+ip[1] << 24) + (+ip[2] << 16) + (+ip[3] << 8) + (+ip[4]) : null;
}

try {
var oConnectProps = obj("Params"), oAdmServer = obj("Proxy"),

oTagsControl = obj("TagsControl"), oHosts = obj("Hosts"),
oFields2Return = obj("Collection"), enumObj, tagRemovedHosts = O,
removedTagCount;

oConnectProps.Add("Address", "127.0.0.1:13291");
oAdmServer.Connect(oConnectProps);

oTagsControl.Prop("ListName") = "HostsTags";
oTagsControl.AdmServer = oHosts.AdmServer = oAdmServer;
oFields2Return.SetSize(1);

oFields2Return.SetAt (@, "KLHST_WKS_HOSTNAME");

enumObj = new Enumerator(oHosts.FindHosts("(KLHST WKS IP_LONG=" +
ip2long('%host%') + ")", oFields2Return, obj("Collection")));

for (; !enumObj.atEnd(); enumObj.moveNext()) {

var hostId = enumObj.item().item('KLHST_WKS_HOSTNAME');

var oHostIds = obj("Collection");

oHostIds.setSize(1);

oHostIds.SetAt(@, hostId);

var oExistingTagArray = oTagsControl.GetTags(oHostIds, obj("Params"));
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var oTagArray = obj("Collection");

removedTagCount = 0;

for (var i = @; i < oExistingTagArray.Count; i++) {
var oTagEntry = oExistingTagArray.Item(i);

var oTagValues = oTagEntry.Item("KLTAGS TAGS");

for (var j = @; j < oTagValues.Count; j++) {

var tag = oTagValues.Item(j);

if (tag != '%tagk') {
oTagArray.SetSize(oTagArray.Count + 1);

var oTagArrayItem = obj("Params");
oTagArrayItem.Add("KLTAGS_VALUE", tag);
oTagArrayItem.Add("KLTAGS SET", true);
oTagArray.SetAt(oTagArray.Count - 1, oTagArrayItem);
} else {

removedTagCount++;

}

}

}

var oHostsArrayItem = obj("Params");
oHostsArrayItem.Add("KLTAGS _ITEM ID", hostId);
oHostsArrayItem.Add("KLTAGS TAGS", oTagArray);

var oHostsArray = obj("Collection");
oHostsArray.SetSize(1);

oHostsArray.SetAt (9, oHostsArrayItem);

var oSetTagsCallProps = obj("Params");
oSetTagsCallProps.Add("KLTAGS_FULL_REPLACE", true);
oTagsControl.SetTags(oHostsArray, oSetTagsCallProps);
if (removedTagCount > @) {

tagRemovedHosts++;

}

}
WScript.Echo("[OK] Removed '%tagk%' from " + tagRemovedHosts + "

hosts.");
} catch (e) {
WScript.Echo("[Error] " + e.number +

}

occured !!! + e.description);

Move system to group capability

function obj(name) {
return new ActiveXObject("klakaut.K1lAk" + name);

}
function ip2long(IPaddress) {

var ip = IPaddress.match(/~(\d+)\.(\d+)\.(\d+)\.(\d+)$/);

return ip ? (+ip[1] << 24) + (+ip[2] << 16) + (+ip[3] << 8) + (+ip[4]) : null;
}

try {
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var oConnectProps = obj("Params"), oAdmServer = obj("Proxy"),
oHosts = obj("Hosts"), oFields2Return = obj("Collection"), enumObj,
hostsToMove = obj("Collection");

oConnectProps.Add("Address", "127.0.0.1:13291");
oAdmServer.Connect(oConnectProps);

oHosts.AdmServer = oAdmServer;

oFields2Return.SetSize(1);

oFields2Return.SetAt(@, "KLHST_WKS_HOSTNAME");

enumObj = new Enumerator(oHosts.FindHosts (" (KLHST WKS IP LONG=" +
ip2long('%host%') + ")", oFields2Return, obj("Collection")));

for (; !enumObj.atEnd(); enumObj.moveNext()) {
hostsToMove.SetSize(hostsToMove.Count + 1);
hostsToMove.SetAt(hostsToMove.Count - 1,

enumObj.item().item( 'KLHST_WKS_HOSTNAME'));

}

oHosts.MoveHostsToGroup(parselInt('%group%'), hostsToMove);
WScript.Echo("[OK] " + hostsToMove.Count + " hosts moved to group
#%group%") ;

} catch (e) {

WScript.Echo("[Error] " + e.number +

}

occured !!! + e.description);

Run task capability

function obj(name) {
return new ActiveXObject("klakaut.K1lAk" + name);
}

try {
var oConnectProps = obj("Params"), oAdmServer = obj("Proxy"),

oTasks = obj("Tasks2"), item, enumObj, taskFound=false;
oConnectProps.Add("Address", "127.0.0.1:13291");
oAdmServer.Connect(oConnectProps);
oTasks.AdmServer = oAdmServer;

enumObj = new Enumerator(oTasks.EnumTasks(-1));
for (; !enumObj.atEnd(); enumObj.moveNext()) {
item = enumObj.item();

if (item.item('TASK UNIQUE ID') == '%task%') {
oTask = oTasks.GetTask(parseInt('%task%"'));
oTasks.RunTask(parseInt('%task%"'));

taskFound = oTask;

}

}
WScript.Echo(taskFound ? '[OK] Task #%task%:' + taskFound.item

('DisplayName’) +
' successfully started.' : '[ERROR] Specified task #%task% was not found.');
} catch (e) {
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WScript.Echo("[Error] " + e.number + " occured !!! + e.description);

}
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Integration Guide for MAY Siber Scop NET

Integration Overview

MAY Siber Scop NET is a NAC platform that provides visibility to any connected device across
the network by integrating switches, routers and firewalls. This integration has been tested
with MAY Siber Scop NET 7.1.17 version.

Integration Capabilities

ArcSight SOAR has the following integration capability with MAY Siber Scop NET:
Block
Use Case: Isolating Mal-behaving PC

With MAY Siber Scop NET integration, while responding an incident ATAR may block
malbehaving computers’ network access in order to contain the attack and prevent further
spread of the attack. Blocking the host can be performed automatically within a playbook or
manually by an analyst.

Configuration

Prerequisites

* SOAR connects to MAY Siber Scop NET API via HTTPS. Typically it runs on 443/tcp port. So
access to this service is required.

e An APl key is required for SOAR to connect to MAY Siber Scop NET.

Configuring MAY Siber Scop NET

Login to MAY Siber Scop NET and create Web service key under Settings > Global Settings >
Web Service Key menu.

Configuring SOAR

1. Navigate to Configuration > Credentials and click Create Credential.

2. Fill the Credential Editor form as follows:
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a. Internal Credential:

Private
Type Name Username Password Key
Internal Display name of credential Empty. Web Service Key you Empty.
credential. set (i.e., MAY Siber Scop NET have created for ATAR

Credential). on MAY Siber Scop
NET.
b. Credential Store:

Type Name
External credential. Name of the credential with pull path of the safe on store.

3. Navigate to Configuration > Integrations and click Create Integration.

4. Fill the configuration form as follows:

Parameter Value

Name: Display name of MAY Siber Scop NET integration on SOAR.

Type: MAY Siber Scop NET.

Address: Address of the integration (the format should be https://1.1.1.1 or

https://abc.example.com).

Configuration:  You need to specify the following configuration parameters:

# Blocked by message customization

# $incident. for incident, $rule. for rule ,$alert. for alert

# $incident. for incident, $rule. for rule ,$alert. for alert

# $incident. for incident, $rule. for rule ,$%$alert. for alert

# $incident.serial$ for incident serial, $incident.subject$ for incident

# subject

# $rule.id$ for rule id, $rule.name$ for rule name

# for customize reasons followings can be uncomment

#block.reason=Blocked by ATAR - $incident.serial$ $incident.subject$
#trollback.reason=Rollbacked by ATAR - $incident.serial$ $incident.subject$

Credential: Name of the credential set you’ve just created on step 2. (i.e., MAY Siber Scop NET
Credential).

Trust Invalid Select this if Engine’s certificate is self-signed or not recognized by browsers. Not selected.

SSL Certificates:

Require Select user(s) from list to ask her/his approval before executing actions on this integration.

Approval From:

Notify: Select user(s) from the list to notify when ATAR performs an action on this integration.

5. When you click the Test button a success message is displayed.

6. Click Save to complete integration.
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Integration Guide for McAfee ePolicy
Orchestrator

Integration Overview

McAfee ePolicy Orchestrator (ePQO) is a management server for McAfee products which are
used to protect endpoints from malware and network threats. It provides a centralized
management console to simplify and accelerate the security effectiveness with visibility and
control from device to cloud. This integration has been tested with McAfee ePolicy
Orchestrator NET 5.10 version.

Integration Capabilities

¢ SOAR has the following integration capabilities with McAfee ePolicy Orchestrator:
 Assign Policy
e Apply Tag
e Host Information
* Move Host
e Run Task
e Set TIE Reputation
Use Case: Examining suspicious endpoint
With this integration, during the investigation of an incident SOARmay start an on-demand
scan on a suspicious endpoint and may force new policy or move host to other place in system

tree regarding scan result. This can be performed automatically within a playbook or manually
by an analyst.

Configuration

Prerequisites

e SOAR connects to McAfee ePolicy Orchestrator APl through HTTPS. Typically it runs on
8443 /tcp port. So access to this service is required.

e An user account is required for SOAR to connect McAfee ePolicy Orchestrator.
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Configuration on McAfee ePolicy Orchestrator

1. Navigate to User Management > Permission Sets and create a permission set for SOAR
with the following permissions:

Endpoint Security Threat Prevention View and change task settings

McAfee Agent View and change policy settings
McAfee TIE Reputations View and change reputations

Queries and Reports Use public groups.

Systems Edit System Tree groups and systems &

Apply, exclude, and clear tags

System Tree access Can search on the following nodes and
portions of the System

Tree My Organization & Can access the following
nodes and portions of the System

2. View and change policy settings for the products that you want SOAR to chance policies for
(for example: Endpoint Security Threat Prevention, Endpoint Security Firewall, Active
Response, etc.)

3. Navigate User Management > Users and create a user with permission set you in previous
step.

Configuring SOAR

1. Navigate to Configuration > Credentials and click Create Credential.
2. Fill the Credential Editor form as follows:

a. Internal Credential:

Private
Type Name: Username: Password: Key:
Internal Display name of credential set Username you have  Password for the user Empty.
credential. (i.e., McAfee ePO Credentials). configured on you have configured
McAfee ePolicy on McAfee ePolicy
Orchestrator. Orchestrator.

b. Credential Store:

Type: Name:

External credential. Name of the credential with pull path of the safe on store.

3. Navigate to Configuration > Integrations and click Create Integration.

4. Fill the configuration form as follows:
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Parameter Value

Name Display name of McAfee ePolicy Orchestrator
integration on ATAR.

Type McAfee ePolicy Orchestrator.

Address Address of the integration (the format should be
https://192.168.2.100:8443).

Configuration You need to specify the following configuration
parameters. For the first integration these values can be
left as is:

system.move.autoSort=false
clienttask.run.retryAttempts =
clienttask.run.retryIntervalInSeconds =
clienttask.run.abortAfterMinutes =
clienttask.run.useAllAgentHandlers =
clienttask.run.stopAfterMinutes=
clienttask.run.randomizationInterval =
policy.assignToSystem.resetInheritance=

Credential Name of the credential set you’ve just created on step
2. (i.e., McAfeeePO Credentials).

Trust Invalid SSL Certificates Select this if Engine’s certificate is self-signed ornot
recognized by browsers.

Require Approval From Select user(s) from list to ask her/his approval
beforeexecuting actions on this integration.

Notify Select user(s) from the list to notify when
SOARperforms an action on thisintegration.

5. When you click the Test button a success message is displayed.

6. Click Save to complete integration.
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Integration Guide for McAfee Network Security
Platform (IPS)

Integration Overview

McAfee Network Security Platform is an intrusion prevention system (IPS) to identify malicious
network traffic and stops never-before-seen attacks for which no signatures exist. This
integration has been tested with McAfee Network Security Platform 9.2.7.22 version.

Integration Capabilities

SOAR has the following integration capabilities with McAfee Network Security Platform:

e Blacklist MD5 Hash

e Quarantine IP address

Configuration

Prerequisites

* SOAR connects to McAfee Network Security Platform’s API via HTTPS. By default McAfee
Network Security Platform REST-API interface works on 443/tcp port. So access permission
to this port is required.

e Auser account is required for SOAR to connect McAfee Network Security Platform.

Configuration on McAfee Network Security Platform
(IPS)

1. Navigate to Manager > Users and Roles > Users and create a user account with Super User
role. In order to access API, Super User role is needed.

2. Navigate to Devices and note the device/sensor names.
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Configuring SOAR

1. Navigate Configuration > Credentials and click Create Credential.
2. Fill the Credential Editor form as follows:

a. Internal Credential:

Private
Type Name Username Password Key
Internal Display name of credential set  User you have created Password of the user Empty.

credential. (i.e., McAfee NSP Credentials). for SOAR on McAfee
Network Security

Platform.

you have created for
SOAR on McAfee
Network Security

b. Credential Store:

Type Name

External credential.

Platform.

Name of the credential with pull path of the safe on store.

3. Navigate to Configuration > Integrations and click Create Integration.

4. Fill the configuration form as follows:

Parameter

Name

Type

Address

Credential

Trust Invalid SSL Certificates

Configuration

Require Approval From

Notify

Configuring SOAR

Value

Display name of McAfee Network Security Platform
integration on SOAR.

McAfee Network Security Platform.

Address of the integration (the format should be
https://192.168.2.2).

Name of the credential set you’ve just created on step
2. (i.e., McAfee NSP Credentials).

Select this if Platform’s certificate is self-signed or not
recognized by browsers.

You need to specify the following configuration
parameters.

# Name of ISP Devices/Sensors.
SENSOR_NAME=SENSOR
#proxy.id=5442

Select user(s) from list to ask her/his approval before
executing actions on this integration.

Select user(s) from the list to notify when SOAR
performs an action on this integration.
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5. When you click on the Test button a success message is displayed.

6. Click Save to complete integration.
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Integration Guide for McAfee Web Gateway

Integration Overview

McAfee Web Gateway is a web filtering solution which utilizes both reputation and
categorybased filtering and protection against zero-day malware as well. This integration has
been tested with McAfee Web Gateway 7.7.2.8.0 version.

Integration Capabilities

SOAR has the following integration capability with McAfee Web Gateway:
e Block URL

Use Case: Blocking access to malicious URL
SOAR can integrate with McAfee Web Gateway to block malicious URLs detected while

responding an incident. Blocking can be performed automatically within a playbook or
manually by an analyst.

Configuration

Prerequisites

e SOAR connects to McAfee Web Gateway’s API through HTTPS. By default McAfee Web
Gateway REST-API interface works on 4712/tcp port. So access permission to this port is
required.

* A user account for SOAR to connect to McAfee Web Gateway.

Configuration on McAfee Web Gateway

1. Navigate to Accounts menu and add a new Role to be used for SOAR user. The new role
should have at least “Rest-Interface Accessible” permission.

2. Navigate through Accounts menu and add an Internal Administrator Account with the role
you have created in previous step.

3. Create a Wildcard Expression List under Policy > Lists.

4. Create a new rule and enable it under Policy > Rule Sets > URL Filtering menu to use list
created in previous step. Rule criteria should be:
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URL.Host matches in list ATARBlock

5. Save changes.

Configuration on SOAR

1. Navigate Configuration > Credentials and click Create Credential.
2. Fill the Credential Editor form as follows:

a. Internal Credential:

Private
Type Name Username Password Key
Internal Display name of credential User you have created Password of the user Empty.
credential. set (i.e., McAfee Web GW for SOAR on McAfee you have created for
Credential). Web Gateway. SOAR on McAfee Web
Gateway.

b. Credential Store:
Type Name

External credential. Name of the credential with pull path of the safe on store.

3. Navigate Configuration > Integrations and click Create Integration.

4. Fill the configuration form as follows:

Parameter Value

Name Display name of McAfee Web Gateway integration on SOAR

Type McAfee Web Gateway

Address Address of the integration (the format should be 192.168.1.1:4712)
Configuration You need to specify the following configuration parameters:

# Use the McAfee Web Gateway management interface to create the

# list in Policy -> Rule set -> URL filtering section. SOAR will use
# specified list name when adding blocked items.
block.list.name=ATARBlock

Credential Name of the credential set you’ve just created on step 2. (i.e., McAfeeWeb GW
Credential)

Trust Invalid SSL Select this if the certificate of the engine is self-signed or is not recognized by

Certificates browsers

Require Approval From Select users from the list who can provide approval before executing actions on this
integration

Notify Select users from the list to notify when SOAR performs an enrichment on this
integration
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5. On Integration editor, click Show Additional Parameters checkbox and set
ConnectionLimit to “1” . Because of a limitation of McAfee Web Gateway, this value
should never be greater than “1”.

6. When you click the Test button the following popup should be displayed if yourcredential
and address is valid.

7. Click Save to complete integration.

Integration Guide for McAfee Web Gateway v2

Integration Overview

McAfee Web Gateway is a web filtering solution which utilizes both reputation and category-
based filtering and protection against zero-day malware as well.

Integration Capabilities

SOAR has the following integration capability with McAfee Web Gateway v2:

e Add Entry to List
e Remove Entry from List

Get List Entries

Get List Entry Details

Get Lists

Configuration

Configuring McAfee Web Gateway v2

e Configure the Username and Password for McAfee Web Gateway v2.

e Enable REST-Interface accessiblepermission for the administrator role.

Configuring SOAR

1. Navigate Configuration > Credentials and click Create Credential.

2. Specify the following parameter values in the Credential Editor form:
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Parameter Value

Type Internal Credential

Name Display name of credential set (For example,McAfee Web Gateway v2
Credential)

Username <Username>

Password <password>

Private Key Empty

3. Click Configuration > Integrations > Create Integration.

4. Specify the following parameter values in the Configuration form:

Parameter Value

Name Display name of McAfee Web Gateway v2 integration on SOAR
Type Advanced Scriptable Device

Address https://{base_url:port}

Configuratio  Specify the following configuration parameters:

n ## Please use the McAfee Web Gateway management interface to create the list.
# ArcSight SOAR will use the specified list name when no List parameter is
specified
# for the enrichment and action capabilities.
default.list.name=ATARBlockList
# Integration ID of the proxy integration to use when connecting to current
integration.
# If not provided, ArcSight SOAR will try to use a direct connection.
#proxy.id=123
# Maximum number of results to return from the API.
# If not provided, the integration will gather all results.
#max.result.count=100

Credential Name of the credential set that you just created in step 2. (i.e., McAfeeWebGateway v2

Credentials)

Trust Invalid  Select this if the certificate of the engine is self-signed or is not recognized by browsers
SSL
Certificates

Require Select users from the list who can provide approval before executing actions on this
Approval integration

From

Notify Select users from the list to notify when SOAR performs an enrichment on this integration
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5. Click Show Additional Parametersand specify the following parameters in the
Configuration form.

Parameter Value
Batch Size 1
Connection Limit 1

6. Click Test, an Integration Successful message is displayed if the credential and address are
valid.

7. Click Save to complete the integration.

Capabilities

1. Add Entry to List
Action capability to take the List name/ID to be added, Value to be added, and Description
of the entry being added, and adds entry to the list. An asterisk can be added to the
beginning and/or end of the value.

Scope
Input Restricted Required
Parameter Description Type (Yes/ No) (Yes/ No)
Value Entry value to add to the list Network Address, Yes Yes
Host, URL, Keyword,
Unknown
List Name or ID of the list. If not specified, String No No
the default list in the configuration will
be used.
Description Description of the list entry String No No
Prefix Add asterisk to the beginning of the Checkbox No No
Asterix 'Value' input
Suffix Asterix Add asterisk should be added to the end  Checkbox No No

of the 'Value' input

Output:

Case Scope

N/A

Human Readable Input
N/A

2. Remove Entry from list
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Action capability that takes the List name/ID and the Value of the entry to remove, then
removes the entry from the list. An asterisk can be added to the beginning and/or end of

the value.
Scope
Restricted Required
Input Parameter Description Type (Yes/ No) (Yes/ No)
Value Entry valueto  Network Yes Yes
remove from Address,
the list Host, URL,
Keyword,
Unknown
List Name or ID of  String No No
the list. If not
specified, the
default list in
the
configuration
will be used.
Prefix Asterix Add asteriskto  Checkbox No No
the beginning
of the Value
input
Suffix Asterix Add asteriskto  Checkbox No No
the end of the
Value input

[ ﬂ Note: Suffix Asterix parameter is optional.

Output:
Case Scope:
N/A
Human Readable Output
N/A
3. Get List Entries

Takes the List name and returns the entries.
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Input Scope Restricted Required
Parameter Description Type (Yes/ No) (Yes/ No)
Integration McAfee Web Gateway v2 N/A No Yes
List Name or ID of the list String  No No

If not specified, the default list in the
configuration will be used

Output:

Case Scope
Action Type Category/Value
N/A N/A N/A

Human Readable Output:

Entry Description

217.94.215.154 Potentially malicious IP from Germany (source:
Abuse IPDB)

43.155.113.200 Potentially malicious IP from Hong Kong (source:
Abuse IPDB)

173.231.197.16 Potentially malicious IP from United States (source:
Abuse IPDB)

20.19.121.168 Potentially malicious IP from France (source:
Abuse IPDB)

41.57.134 48 Potentially malicious IP from South Africa (source:
Abuse IPDB)

4. Get List Entry Details

Takes the entry Value and List and retrieves the entry details.

Scope
Input Restricted Required
Parameter Description Type (Yes/ No) (Yes/ No)
Integration McAfee Web Gateway v2 N/A No Yes
Value Entry value to fetch details Network Address, Host, Yes Yes
URL, Keyword, Unknown
List Name or ID of the list String No No

If not specified, the default list in
the configuration will be used
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Output:

Case Scope
Action Type Category/Value
N/A N/A N/A

Human Readable Output:

Field Value
List 1D CONTLSCUT typa ap 4552
List Title Allowed Clients

List Type i)

Eniry Value 8888

Eniry Descripbon Google [P

5. Get Lists

Enrichment capability that takes the list types and retrieves all available lists for the list
type specified.

Input Scope Restricted Required

Parameter Description Type (Yes/ No) (Yes/ No)

Integration  McAfee Web N/A No Yes
Gateway v2

Type Type of the list ~ Type of the list such as All, IP, IP Range, No Yes

Number, Regex, String

Output:

Case Scope:
Action Type Category/Value
N/A N/A N/A

Human Readable Output:
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Id
com.scur.type.regex.272

com.scur.type.string.263

com.scur.list.applentrl.data_analy
tics

5145

5146

Capabilities

Title
ATARBIlockList
ATARBlock

Data Analytics

Category Blocklist

Upload Media Type Blocklist

Type
regex
string

applcontrol

category

mediatype
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Integration Guide for Micro Focus ArcSight ESM

See Integrating SOAR with ESM

Integration Guide for ArcSight Intelligence

See Integrating SOAR with Intelligence.
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Integration Guide for Micro Focus ArcSight
Logger

Integration Overview

ArcSight Logger is a log management solution for compliance, efficient log search, and secure
storage.

Integration Capabilities

ArcSight SOAR has the following integration capability with Micro Focus ArcSight Logger:

e Search Query

Use Case: Investigating Cyber-attacks

Integrated with Micro Focus ArcSight Logger, ATAR queires logs collected from various
enterprise systems to enrich incident ticket, and improve analyst’s understanding of incident.

Configuration

Prereqisites

e Currently SOAR supports Micro Focus ArcSight Logger version 6.3.1.7874.0 and later.SOAR
connects to Micro Focus ArcSight Logger APl using HTTPS. By default REST-API interface
works on 443/tcp port. So access permission to this port is required.

e A user account is required for ATAR to connect Micro Focus ArcSight Logger.

Configuration on Micro Focus ArcSight Logger

* Click System Admin > Users/Groups > User Management and add a user account with
Default Logger Search Group.
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Configuring SOAR

Configuring SOAR

1. Click Configuration > Credentials > Create Credential.
2. Specify the following parameter values in the Credential Editor:

a. Internal Credential

Parameter Value

Type Internal Credential

Name Display name of credential set (For example, ArcSight Logger Credentials)

Username User you have created for ATAR on Micro Focus ArcSight Logger.

Password Password of the user you have created for ATAR on Micro Focus ArcSight
Logger.

Private Key Empty

b. Credential Store:

Parameter Value
Type External Credential
Name Name of the credential with pull path of the safe on store

3. Click Configuration > Integrations > Create Integration.

4. Specify the following parameter values in the Configuration form:

Parameter Value

Name Display name of Micro Focus ArcSight Logger integration on SOAR
Type Micro Focus ArcSight Logger

Address Address of the integration (the format must be https://192.168.12.6)
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Parameter Value

Configuration Specify the following configuration parameters:

events.pagelLength=10000

# configure how far (in minutes) into the past this enrichment will look.
#tcache.reusing.duration=20

# local search enabling parameter for Search Query capability.

# If this is set false, ATAR will perform searches on all nodes.
#local.search.enabled=false

# use master session while fetching events from peers for Search Query.

# If this is set true, ATAR will use the same session ID while performing
# searches on the other nodes.

#reuse.master.session=false

# peers credential list (if master session won't be shared)

# peer address and credential ID values must be separated with :

# additional peer-credential pairs must be separated with |
#peer.credential.list=1.1.1.1:Credentialld|2.2.2.2:Credentialld

Credential Name of the credential set created on step 2 (For example, ArcSight Logger Credentials)

Trust Invalid SSL  Select this if Engine's certificate is self-signed or is not recognized by browsers
Certificates

5. Click Test to test the integration.

6. Click Save to complete the integration.

Additional Notes

e In order to execute queries on Micro Focus ArcSight Logger, you should create query
scripts with ArcSight Logger Query type under Configuration -> Customization Library.

* SOAR extracts scope items on columns defined as Artifact in the query script. For example,
// Artifact: deviceCustomNumberllLabel | KEYWORD | RELATED
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Integration Guide for Microsoft Active Directory

Integration Overview

Microsoft Active Directory is an umbrella title for directory-based identity related services that
Microsoft developed for the Windows domain networks.

ArcSight SOAR has the following integration capabilities with Microsoft Active Directory:

e Add user to a group

e Remove user from a group

e Lock user acoount

* Get user information

e Get user’s groups

e Get group list

e Get group information

e Get computer information

e List computers on domain

e Fetch a domain object
Use Case: Compromised user account
During the investigation of the attack SOAR can ask Microsoft Active Directory the details of
theuser account suspicious to be compromised, check the groups account belongs to, locks the

account, fetches her/his manager’s information and send a notification e-mail to manager if
needed.

This can be performed automatically within a playbook or manually by an analyst.

Configuration

Prerequisites

* SOAR connects to Microsoft Active Directory using LDAPS protocols. Access to 636/tcp
e portis required.

e A domain user account is required for SOAR to connect Microsoft Active Directory.
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Configuration on Microsoft Active Directory

e Create a user account on Domain Controller with no password expiry.

e Add this user into “Account Operators” group. Members of this group can manage groups
and accounts on domain except domain admins.

Configuring SOAR

1. Navigate Configuration > Credentials and click Create Credential.
2. Fill the Credential Editor form as follows:

a. Internal Credential:

Private
Type Name: Username Password Key
Internal Display name of credential ~ User you have created for Password of the Empty.
credential. set (i.e., Microsoft AD SOAR on Microsoft Active user you have
Credentials). Directory (the format should created for SOAR
be username@domain). on Microsoft

ActiveDirectory.

b. Credential Store:
Type Name

External credential. Name of the credential with pull path of the safe on store.

3. Navigate to Configuration > Integrations and click Create Integration.

4. Fill the configuration form as follows:

Parameter Value

Name Display name of Microsoft Active Directory integration on SOAR.
Type Microsoft Active Directory.

Address Address of the integration (the format should be 192.168.2.2:636).
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Parameter Value

Configuration You need to specify the following configuration parameters.

# SOAR will search objects under LDAP searchbase specified.
# Format should be "DC=EXAMPLE,DC=COM"
ldap.searchbase=DC=EXAMPLE,DC=COM

# LDAP domain should be like "example.com"
ldap.domain=example.com

# LDAP NT domain name should be like "EXAMPLE"
ldap.ntdomain=EXAMPLE

# Username for LDAP service availability check.

# SOAR will try to bind LDAP service as this user.
ldap.checkavailabilityuser=testuser@l@example.com

# configure how far (in minutes) into the past this enrichment will look.

cache.reusing.duration=30
Credential Name of the credential set you’ve just created on step 2. (i.e., Microsoft AD Credentials).

Trust Invalid SSL  Select this if Engine’s certificate is self-signed or not recognized by browsers.
Certificates

Require Approval Select user(s) from list to ask her/his approval before executing actions on this integration.
From

Notify Select user(s) from the list to notify when SOAR performs an action on this integration.

5. Click on the Test button.

6. Click Save to complete integration.
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Integration Guide for Microsoft Azure Active
Directory

Integration Overview

Azure Active Directory (Azure AD) is Microsoft’s cloud-based identity and access management
service. It helps users to sign-in and access both external and internal resources, for example
Microsoft 365, Azure portal, SaaS applications and many more.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Azure Active Directory:

e Add User to Group
 Disable User

e Enable User

e Get User Details

e Get User’s Manager
e List Groups

e List User’s Groups

e List Users

e Remove User from Group
e Revoke Sessions

e Create Group

e Delete Group

e List Delegated Permissions

Prerequisites

You must have access to HTTPS as the ArcSight SOAR connects to Azure Active Directory API
through this service.
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Configuration

Configuring Microsoft Azure

1. Loginto Azure Portal and navigate to Azure Active Directory service.

2. Click App Registrations tab to create a new registration with the following values:

Name Supported Account Types Redirect URL
ArcSight Accounts in the organizational directory (Default Directory only - (Web)
SOAR Single tenant) https://localhost/soar

3. Navigate to Add a certificate or secret> Client secretto create a client secret. Add ArcSight
SOAR as description and specify the expiry period as 24 months.

4. Note down the Secret Key value and Client ID.

5. Navigate to APl Permissions and add the following permissions:

Permission Type Permission Description

Delegated Directory Access directory as the signed in user
Access as user

All

Application Directory Read and write directory data
Read write

All

Application User Read and write all users’ full profiles.
Read write

All

6. Click Yes to grant admin consent for Default Directory.

Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Specify the following parameter values in the Credential Editor form:

Private
Type Name Username Password Key
Internal Display name of credential Client ID of the application (for Secret
credential  set (for example, Azure AD example, ArcSight SOAR) that you Key

Credentials). registered on Azure portal.

3. Click Configuration > Integrations > Create Integration.
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4. Specify the following parameter values in the Configuration form:

Parameter Value

Name Display name of the integration.

Type Microsoft Azure Active Directory.

Address Address of the integration (for example, https://graph.microsoft.com/v1.0).
Configuration Specify the following configuration parameters:

list.name Tenant ID on Microsoft Azure tenant.id = ff1f0000-c600-4500-0038-
9d4000000000

proxy.id ID of the Proxy integration if you access Microsoft Azure Active
Directory through a web proxy device. For example, proxy.id = 12345 .

Credential Credential that has been defined for this integration under the Credentials menu.

Trust Invalid SSL Select this if web server’s certificate is self-signed or is not recognized by browsers.
Certificates

Require Approval From  Select users from the list who can provide approval before executing actions on
this integration

Notify Select users from the list to notify when SOAR performs an enrichment on this
integration

5. Click Save to save the integration definition.

6. Navigate to Configuration>Customization Library and edit Microsoft Azure Active
Directory Advanced Action Script Default Template.

7. Select the integration that you have added to Integrations menu.
8. Click Save to complete the integration

Click Test, an Integration Successful message is displayed if the credential and address are
valid.

Capabilities
1. Add User to Group
Action capability for adding a user to given AD group.
* Rollback: Yes
¢ Duplicate Control: No

The following table provides the Add User to Group action capability details:
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Parameter Description
Integration Name of the third-party integration.
Rollback Time to rollback this action. Default is
Mode no-rollback.
User Username to be added to group
Group ID Target group ID

Output:

Case Scope: N/A
Human Readable Output: N/A
2. Disable User

Action capability for disabling user account by blocking the sign-in procedure.

¢ Rollback: Yes

¢ Duplicate Control: No

Type
Integration

N/A

Username

Email
Address

Keyword

Unknown

String

Scope Restricted
(Yes/ No)

N/A

N/A

Yes

No

The following table provides the Disable User action capability details:

Parameter Description
Integration Name of the third-party integration.
Rollback Time to rollback this action. Default is
Mode no-rollback.
User Username to be disabled.

Output:

Case Scope: N/A
Human Readable Output: N/A
3. Enable User

Type
Integration

N/A

Username

Email
Address

Keyword

Unknown

Scope Restricted
(Yes/ No)

N/A

N/A

Yes

Action capability for enabling user account by removing sign-in block.

* Rollback: Yes

¢ Duplicate Control: No

Capabilities

Required
(Yes/ No)

Yes

No

Yes

Yes

Required
(Yes/ No)

Yes

No

Yes
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The following table provides the Enable User action capability details:

Scope Restricted

Parameter Description Type (Yes/ No)
Integration Name of the third-party integration. Integration N/A
Rollback Time to rollback this action. Default is N/A N/A
Mode no-rollback.
User Username to be enabled Username Yes

Email

Address

Keyword

Unknown

Output:

Case Scope: N/A
Human Readable Output: N/A
4. Get User Details

Enrichment capability for retrieving user details.

Required
(Yes/ No)

Yes

No

Yes

The following table provides the Get User Details enrichment capability details:

Parameter Description
Integration Name of the third-party
integration.
User User to be queried from Active
Directory
Output:
Case Scope:
Action Type
None N/A

Human Readable Output:

Capabilities

Scope Restricted (Yes/ Required (Yes/

Type No)

Integration N/A

Username Yes

Email
Address

Keyword

Unknown

Category/ Value

N/A

No)

Yes

Yes
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5. Get User’s Manager
Enrichment capability for retrieving user’s manager.

The following table provides the Get User's Manager enrichment capability details:

Scope Restricted Required (Yes/
Parameter Description Type (Yes/ No) No)
Integration Name of the third-party integration.  Integration N/A Yes
User User to be queried for manager’s Username Yes Yes
information. Email
Address
Keyword
Unknown
Output:
Case Scope:
Action Type Category/ Value
None N/A N/A

Human Readable Output:

O Manager

T T

3T 3 e LT L S

6. List Groups
Enrichment capability for retrieving AD group list.

The following table provides the List Groups enrichment capability details:

Scope Restricted (Yes/  Required (Yes/

Parameter Description Type No) No)
Integration Name of the third-party Integration N/A Yes
integration.
Output:

Capabilities Page 418 of 690



Integration Guides

Case Scope:
Action Type Category/ Value
None N/A N/A

Human Readable Output:

Decription

A s Ten Toam

Dwveicperani T

s e

B Teem

7. List User’s Groups
Enrichment capability for retrieving the list of groups for a specified username.

The following table provides the List User's Group enrichment capability details:

Scope Restricted Required (Yes/
Parameter Description Type (Yes/ No) No)
Integration Name of the third-party integration. Integration N/A Yes
User User to be queried for group Username Yes Yes
memberships. Email
Address
Keyword
Unknown
Output:
Case Scope:
Action Type Category/ Value
None N/A N/A

Human Readable Output:

8. List Users
Enrichment capability for retrieving list of users.

The following table provides the List Users enrichment capability details:
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Parameter

Integration

Output:
Case Scope:
Action

None

Scope Restricted (Yes/

Description Type No)
Name of the third-party Integration N/A
integration.
Type Category/ Value
N/A N/A

Human Readable Output:

Princical M

[T Sy S

b Manage

Required (Yes/
No)

Yes

9. Remove User from Group

Action capability for removing a user from given AD group.

* Rollback: Yes

¢ Duplicate Control: No

The following table provides the Remove Users Group action capability details:

Parameter
Integration

Rollback
Mode

User

Group ID

Output:

Description
Name of the third-party integration.

Time to rollback this action. Default is
no-rollback.

Username to be removed from group

Target group ID

Case Scope: N/A
Human Readable Output: N/A

Capabilities

Type
Integration

N/A

Username

Email
Address

Keyword

Unknown

String

Scope Restricted
(Yes/ No)

N/A

N/A

Yes

No

Required
(Yes/ No)

Yes

No

Yes

Yes
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10. Revoke Sessions
Action capability to revoke all the refresh action of the user and session tokens issued to
applications, by resetting the signinSessionsValidFromDateTime user property to the
current date.

This forces the user to sign in to those applications again.
¢ Rollback: No
¢ Duplicate Control: Yes

The following table presents the Revoke Sessions enrichment capabilities details:

Scope Restricted Required

Parameter Description Type (Yes/ No) (Yes/ No)
Integration Name of the third-party integration. Integration N/A Yes
Rollback Time to rollback this action. Default is no- N/A N/A No
Mode rollback.
User Username to be forced to revoke Username Yes Yes
(terminate) sign-in sessions. Email

Address

Keyword

Unknown

Output:
Case Scope: N/A
Human Readable Output: N/A

11. Create Group
Action capability for creating a new group from a given AD.

¢ Rollback: No
* Duplicate Control: No

The following table provides the Create Group action capability details:

Scope

Restricted  Required
Parameter Description Type (Yes/ No) (Yes/ No)
Integration Name of third-party integration Integration N/A Yes
Group The mail alias for the group, unique for Microsoft String No Yes

Nickname 365 groups in the organization.
Maximum length is 64 characters.

This property can contain only characters in the
ASCII character set 0 - 127 except the following: @
ON[";:.<>,SPACE.
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Parameter Description

Group Name The name to display in the address book for the
group.

Maximum length: 256 characters

Description A brief description about the group

Output:
Case Scope: N/A
Human Readable Output: N/A

12. Delete Group
Action capability to delete a group from a given AD.

* Rollback: No

¢ Duplicate Control: Yes

Type

String

String

Scope

Restricted  Required
(Yes/ No) (Yes/ No)

No

No

The following table provides the Delete Group action capability details:

Yes

Yes

Scope Restricted Required

(Yes/ No)

No

Parameter Description Type
Integration Name of the third-party integration Integration
Group Nickname of the group to be queried from  String
Nickname Active Directory

Output:

Case Scope:

N/A

Human Readable Output:

N/A

13. List Delegated Permissions
Enrichment capability to list delegated permissions.

N/A

(Yes/ No)
Yes

Yes

The following table represents the List Delegated Permissions enrichment capabilities

details:

Capabilities
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Parameter Description Type
Integration Name of the third-party Integration
integration
User User to be queried from Active Username
Directory Email
Address
Keyword
Unknown
Output:

Case Scope: N/A
Human Readable Output:

Scope Restricted (Yes/ Required (Yes/

No)

N/A

Yes

Client id Consent Type Principal Name Resource Name

Bcf-419a-3414- Principal hirenpatedi@sacuman.onmicro  Microsofi Graph

0 soft.com

No)

Yes

Yes

Integration Guide for Microsoft Defender for

CloudApps

Integration Overview

Microsoft Defender for Cloud Apps is a Cloud Access Security Broker (CASB) that supports
various deployment modes including log collection, APl connectors, and reverse proxy. It
provides visibility, control over data travel, and sophisticated analytics to identify and combat

cyber threats across all your Microsoft and third-party cloud services.

Integration Capabilities

¢ Close Alert as Benign

e Close Alert as False Positive
e Close Alert as True Positive
e Get Alert by ID

¢ Get Entity Details

e List Activities

Integration Guide for Microsoft Defender for CloudApps
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e List Activities by IP

e List Activities by User
e List Activities by User Domain
e List Alerts

e List Alerts by IP

e List Alerts by Severity
e List Alerts by Status

e List Entities

e List IP Ranges

e Mark Alert as Read

e Mark Alert as Unread

Prerequisites

ArcSight SOAR connects to login.microsoft.com and *.portal.cloudappsecurity.com APIs
through HTTPS. Access to these services is required.

Configuration

Configuring Microsoft Defender for CloudApps

1. Log in to portal.azure.com.

2. Navigate to Azure Active Directory service > App Registrations to create a New
Registration with the following values:

Name Supported Account Types Redirected URL
ArcSight Accounts in this organizational directory only (Default Directory only -  https://localhost/soar
SOAR Single tenant) (web)

ﬂ If you have already defined an application for other integrations and want to use it, you can
skip steps 1-4.

3. Click Add a certificate or secret to create a new Client Secret for the application you have
registered and specify the following fields:

Description Expiry

ArcSight SOAR 24 months

4. Note down the Secret Key along with Client ID.
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5. Navigate to APl Permissions and add the following permissions from Microsoft Cloud App
Security:

Permission Permission Description

Type

Application Investigation.manage Manage alerts, activities, policies, and other investigation-related
information

Application Investigation.read View alerts, activities and policies

6. Grant admin consent for Default Directory.

7. Login to Defender for cloudsApps portal and click on ? icon. Under About, please note the
portal URL value (for example, https://<tenant_id><tenant_
region>.portal.cloudappsecurity.com”). This will be used as Integration address.

Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Fill the Crdential Editor form with following parameter values:

Type Internal credential

Name Display name of credential set ( i.e, Microsoft Defender for Cloud Apps Credentials)
Username <Empty>

Password Client ID of the application (i.e., ArcSight SOAR) you’ve registered on Azure Portal.

Private Key Secret Key

3. Click Configuration > Integrations > Create Integration.

4. Fill the configuration form with the following parameter values:

Parameter Value

Name Display name of the Integration

Type Microsoft Defender for CloudApps

Address Address of the integration (https://<tenant_id><tenant_

region>.portal.cloudappsecurity.com)
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Parameter Value
Configuration Specify the following configuration parameter:
tenant.id Tenant ID on Microsoft Azure
tenant.id = ff1f0000-c600-4500-0038-
9d4000000000
proxy.id ID of the Proxy integration if you access
Cisco Firepower Management Center
through a web proxy device.
For example:
proxy.id = 12345
cache.reusing.duration Configure how far (in minutes) into the
past this enrichment will look.
cache.reusing.duration=20
Credential Credential that has been defined for this integration under the Credentials menu.
Trust Invalid SSL Select this if web server’s certificate is self-signed or is not recognized by browsers

Certificates

Require Approval From  Select user(s) from list to ask her/his approval before executing actions on this
integration

Notify Select user(s) from the list to notify when SOAR performs an action on this
integration

5. Click Save to save the integration definition.

6. Navigate to Configuration > Customization Library and edit Microsoft Defender for Cloud
Apps Advanced Action Script Default Template.

Select the integration you have added to Integrations dropdown menu.
8. Click Save to complete the integration

Edit the integration under Configuration > Integrations and Click Test. A Integration
Successfull message will be displayed if your credential and address are valid.

[ ﬂ Steps 6-8 are required only for Advanced Action Script Default Templates.

Capabilities

1. Close Alert as Benign

Action capability for closing security alert as benign on Microsoft Defender for Cloud Apps
portal.

¢ Rollback: No

¢ Duplicate Control: No
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Input
Parameter  Description

Alert ID Alert ID on Defender for Cloud Apps portal.

Comment Comment added to the alert on Defender
for Cloud Apps portal

Reason Closing reason added to the alert on
Defender for Cloud Apps portal

Output:

Case Scope

N/A

Human Readable Output
N/A

2. Close Alert as False Positive

Type
String

String

String

Actual severity
is lower

Confirmed with
end user

Triggered by
test Other

Scope Restricted
(Yes/ No)

No

No

No

Required
(Yes/ No)

Yes

Yes

Yes

Action capability for closing security alert as false positive on Microsoft Defender for Cloud

Apps portal
e Rollback: No

¢ Duplicate Control: No

Input
Parameter Description

Alert ID Alert ID on Defender for Cloud Apps portal.

Comment Comment added to the alert on Defender
for Cloud Apps portal

Reason Closing reason added to the alert on
Defender for Cloud Apps portal

Output:
Case Scope
N/A

Capabilities

Type
String

String

String

Alert is not
accurate

Not of interest

Too many
similar alerts

Other

Scope Restricted
(Yes/ No)

No

No

No

Required
(Yes/ No)

Yes

Yes

Yes
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Human Readable Output
N/A
3. Close Alert as True Positive

Action capability for closing security alert as true positive on Microsoft Defender for Cloud
Apps portal

* Rollback: No

¢ Duplicate Control: No

Input Scope Restricted Required
Parameter  Description Type (Yes/ No) (Yes/ No)
Alert ID Alert ID on Defender for Cloud Apps portal. String No Yes
Comment Comment added to the alert on Defender for String No Yes

Cloud Apps portal

Output:
Case Scope
N/A
Human Readable Output
N/A
4. Mark Alert as Read
Action capability for marking the security alert as read.
e Rollback: No

¢ Duplicate Control: No

Scope
Input Restricted Required
Parameter Description Type (Yes/ No) (Yes/ No)
Integration Name of the third party integration Integration N/A Yes
Alert ID Alert ID on Defender for Cloud Apps portal String No Yes
Output:
Case Scope
N/A
Human Readable Output
N/A

5. Mark Alert as Unread
Action capability for marking the security as unread.
e Rollback: No
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¢ Duplicate Control: No

Scope
Input Restricted  Required
Parameter  Description Type (Yes/ No) (Yes/ No)
Integration Name of the third party integration Integration N/A Yes
Alert ID Alert ID on Defender for Cloud Apps portal String No Yes
Output:
Case Scope
N/A
Human Readable Output
N/A

6. Get Alert by ID

Enrichment capability for querying & retrieving security alert details by alert ID.

Scope

Input Restricted  Required

Parameter  Description Type (Yes/ No) (Yes/ No)

Integration Name of the third party integration Integration N/A Yes

Alert ID Alert ID on Defender for Cloud Apps portal. String No Yes
Output:
Case Scope

Action Type Category/Value

None N/A N/A

Human Readable Output

Key Value

Title Logon from a risky IP address

Description Activity policy 'Logon from a risky IP address' was triggered by 'Ahmet Ozturk (st onmicrosoft.com)'
Severity High

Status Read

Resolution Status Open

Stories [ "Threat Detection® |

Evidence N/A

Intent [ "Unknown?" |

Entities [{ "label": "Logon from a risky IP address", "ty) “policyType": "AUDIT, *id":
"62fb850c455e6c2f7bd12af2" }, { "entityTyy
“type": "account”, "pa”; "musng sam.onmicrosoft.co

Threat Score
Aert Id 63046032c48ddd3377278e2

Alert Time 2022-08-23T05:05:51.0Z

Alert Timestamp 1661231151874
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7. List IP Ranges

Enrichment capability for getting list of IP Ranges defined. Query returns maximum 100

items.
Scope
Input Restricted  Required
Parameter  Description Type (Yes/ No) (Yes/ No)
Integration Name of the third party integration Integration N/A Yes
Output:
Case Scope
Action Type Category/Value
None N/A N/A

Human Readable Output

Id Name Subnets Location Tags Last Modified

621b849edig07614b4a52a16  Sydney-HQ [ - = = - { "latitude": -25.72810364, [ "Custom_tag1", 2022-08-18T13:16:38.0Z
"countryCode": "AU", "name":  "Custom_tag2" |
intryName":
“Australia®, "longitude":
134.4901886 }

62fe31e6199de67916075ae8 Risky IP Ranges i, 2022-08-18T12:34:46.0Z

8. Get Entity Details

Enrichment capability for retrieving entity details.

Scope
Input Restricted  Required
Parameter  Description Type (Yes/ No) (Yes/ No)
Integration Name of the third party integration Integration N/A Yes
Entity Entity queried on Defender for Cloud Apps portal. Username Yes Yes

It is represented as a dictionary with the entity ID, Keyword

Saa$, and instance details. For example: Unknown

{"id":"3fa9f28b-eb0e-463a-ba7b-
8089fe9991e2","saas":11161,"inst":0}

Output:

Case Scope
Action Type Category/Value
None N/A N/A

Human Readable Output
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Key Value

Name Neil Young

Email N@il.young @ e
Role User

Groups [ "External users” ]
Domain - -
Organization N/A

Threat Score N/A

App. Name Okta Dev-14556012

Status Active

9. List Activities

Enrichment capability for getting list of activities in given time range. Results are ordered
by create time from newest to oldest. Query returns maximum 100 items.

Scope
Input Restricted  Required
Parameter Description Type (Yes/ No) (Yes/ No)
Integration Name of the third party integration Integration N/A Yes
Time Range  Time range filter for query Time range. N/A Yes

Relative: e.g.
Last 5 days

Absolute:
e.g. 2022-
08-14 15:10
—2022-08-
14 15:32

Output:

Case Scope
Action Type Category/Value
None N/A N/A

Human Readable Output:

Activity Date App. Name Description Client Ip Id

2022-09-07T02:55:56.0Z Microsoft Azure Write Settings: resource —tas w.onmicrosoft  49. 224c1af7881131ea2b6863faa3
<b>myusage</b> - 62ef5a418e367a818317d0eeb4
<b>Succeeded</b> 812662175265

2022-09-07T02:55:54.02 Microsoft Azure Write Settings: resource - - pe.ONMicrosoft . 0753b2c4eal16fcBc649a3319db
<b>myusage</b> - K a82e1a6d9e30a20065eb50355
<b>Started</b> 9ae741d5ba78

2022-09-07T02:55:36.0Z Microsoft Azure GetEntities E s OnNmicrosoft 1 cbd1beee16f4fabsgas5a01beel
Microsoft. Management: K 1ead9862ef0fa7d9dedb6Beed
resource 4a8e989550df
<b>/providers/Microsoft Manag
ement</b> -
<b>Succeeded</b>

2022-09-07T02:65:35.0Z Microsoft Azure GelEntities - - s ONMICroSOM . e7d46a1fce9810cbc4918i54ddd
Microsoft.Management: £ 60e7ab2648babe61270984d92
resource 8c66b8753b71
<b>/providers/Microsoft.Manag
ement</b> - <b>Started</b>

2022-09-07T02:33:38.0Z Microsoft Azure GelEntities 500e4652-daBd-478d-a730- Y b8ia206917ica32841584e29168
Microsoft. Management: e9d4a1996cad 6e8ab53bcedc0373Hc3db1b92
resource 8tib02eeded
<b>/providers/Microsoft.Manag
ement</b> -
<b>Succeeded</b>
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10. List Activities by IP

Enrichment capability for getting list of activities by IP address in given time range. Results
are ordered by create time from newest to oldest. Query returns maximum 100 items.

Scope
Input Restricted  Required
Parameter  Description Type (Yes/ No) (Yes/ No)
Integration Name of the third party integration Integration N/A Yes
IP Address Client IP address to filter activities Network Yes Yes
Address
Time Range  Time range filter for query Timerange. N/A Yes
Relative: e.g.
Last 5 days
Absolute:
e.g. 2022-
08-14 15:10
—2022-08-
14 15:32

Output:

Action Type Category/Value

None N/A N/A

Human Readable Output:

Activity Date

App. Name Description User Client Ip Device Type ]

2022-09-07T02:33:38.0Z Microsoft Azure GetEntities
Microsoft Management:
resource
<b>/fproviders/Microsoft Manag
ement</b> -

<b>Succeeded</b>

509e4652-da8d-478d-a730- 52, N/A
e9d4a1996cad

b91a2069171ca32841584629168
Be8ab53bce9c0373f1c9db1b92
8f1b02eeda3

2022-09-07T02:33:38.0Z Microsoft Azure GelEntities

Microsoft Management:
resource
<b>/providers/Microsoft.Manag

ement</b> - <b>Started</b>

509e4652-da8d-478d-a730-
e9d4a1996cad

4c18491d4934c8a77c070312c4
017db4eaeceat15b6i42b8%e8e
d5423d442162

2022-09-06T14:33:37.0Z Microsoft Azure GelEntities 509e4652-da8d-478d-a730- 17776964be7af0ff01a11b16782

2022-09-06T14:33:37.0Z

2022-09-06T02:33:38.0Z

Microsoft Azure

Microsoft Azure

11. List Activities by User

Microsoft. Management
resource
<b>fproviders/Microsoft. Manag
ement</b> -
<b>Succeeded</b>

GetEntities

Microsoft. Management:
resource
<b>/providers/Microsoft. Manag
ement</b> - <b>Started</b>

GelEntities

Microsoft. Management:
resource
<b>fproviders/Microsoft. Manag
ement</b> -
<b>Succeeded</b>

e9d4a1996cad

509e4652-dagd-478d-a730-
e9d4a1996cad

509e4852-daBd-478d-a730-
e9d4a1996cad

4c15ef10ac735b1a52ae0a1d9d
dda2132e2bb

df614fe388a02bd3dc3d7713764
c1e5dbab4a34d991680b074239
de6aBa5d79d

8f730d550d44de6ee2cfib128da
d22426c92e990c02ed5a43461
89bc18872015

Enrichment capability for getting list of activities for a username in given time range.
Results are ordered by create time from newest to oldest. Query returns maximum 100

items.

Capabilities
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Scope

Input Restricted  Required
Parameter  Description Type (Yes/ No) (Yes/ No)
Integration Name of the third party integration Integration N/A Yes
Username Username to filter activities. Username Yes Yes

Email

Address

Keyword

Unknown
Time Range  Time range filter for query Timerange. N/A Yes

Relative: e.g.
Last 5 days
Absolute:
e.g. 2022-
08-14 15:10
—2022-08-
14 15:32

Output:
Action Type Category/Value

None N/A N/A

Human Readable Output

Activity Date App. Name Description User Client Ip Device Type Id

2022-08-16T13:53:39.02 Okta Dev-14556012 Log out ursula.ross @ gy com DESKTOP 108670475_10980_d5295d1f-
1dBa-11ed-babé-
75033b9afa52

2022-08-16T11:57:13.0Z Okta Dev-14556012 Single sign-on log on ursula.ross @ - L DESKTOP 106670475_10980_90e3492c-
1d5a-11ed-8281-
01b31e9a4283

2022-08-16T11:57:09.0Z Okia Dev-14556012 Logon ursula.ross @pe = L DESKTOP 106670475_10980_8ed7e8fc-
1d5a-11ed-ac90-afSccad2bfle

2022-08-16T11:57:09.0Z Okta Dev-14556012 Change password: user ursula.ross @ e NA 108670475_10980_8ed095fb-
<b>ursula.ross @ e 1d5a-11ed-ac90-afSccad2bfle
com</b>

2022-08-16T11:57:03.0Z Okta Dev-14556012 user.authentication.verify ursula.ross @ ws DESKTOP 106670475_10980_8ae4dc81-
1d5a-11ed-9b61-
5db44adedaac

2022-08-16T11:57:03.0Z Okta Dev-14556012 policy.evaluate_sign_on ursula.ross @ h DESKTOP 106670475_10980_8ae3{220-
1d5a-11ed-9b61-
Sdb44adedaac

2022-08-16T11:56:48.0Z Okta Dev-14556012 user.authentication.verify ursula.ross @ e 106670475_10980_821eeb99-
1d5a-11ed-a282-
17dd4534b614

12. List Activities by User Domain

Enrichment capability for getting list of activities for a user domain in given time range.
Results are ordered by create time from newest to oldest. Query returns maximum 100
items.
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Scope
Input Restricted  Required
Parameter  Description Type (Yes/ No) (Yes/ No)
Integration Name of the third party integration Integration N/A Yes
User User domain to filter activities. Host Yes Yes
Domaiin Keyword
Unknown
Time Range  Time range filter for query Time range. N/A Yes
Relative: e.g.
Last 5 days
Absolute:
e.g. 2022-
08-14 15:10
—2022-08-
14 15:32
Output:
Case Scope
Action Type Category/Value
None N/A N/A

Human Readable Output

Activity Date App. Name Description User Client Ip Device Type ]

2022-08-16T13:53:40.0Z Okta Dev-14556012 Log out ahmet.ozturk @ geisssmiom ¢ 49. DESKTOP 106670475_10980_d558aa80-
om 1d6a-11ed-bfdc-
874258736628

2022-08-16T13:53:39.0Z Okta Dev-14556012 ursula.ross @ = 9. DESKTOP 106670475_10980_d5295d1{-
1d6a-11ed-babs-
75033b8afa52

2022-08-16T11:57:13.0Z Okta Dev-14556012 Single sign-on log on ursula.ross@g X 9. DESKTOP 106670475_10980_90e3492¢c-
1d5a-11ed-8281-
01b31e9a4283

2022-08-16T11:57:09.0Z Okta Dev-14556012 Log on ursula.ross@ s - 1 DESKTOP 106670475_10980_8ed7e8fc-
1d5a-11ed-ac90-af9ccad2bi0e

2022-08-16T11:57:09.0Z Okta Dev-14556012 Change password: user ursula.ross@yg K N/A 106670475_10980_8ed095fb-
<b>ursula.ross@ e = 1d5a-11ed-ac80-af9ccad2bi0e
com</b>

2022-08-16T11:57:03.0Z Okta Dev-14556012 user.authentication.verify Ursula.ross@ e gl .cOM X DESKTOP 106670475_10980_8ae4dc81-
1d5a-11ed-9b61-
5db44adedaac

13. List Alerts
Enrichment capability for getting list of security alerts created in given time range. Results
are ordered by create time from newest to oldest. Query returns maximum 100 items.
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Scope
Input Restricted  Required
Parameter  Description Type (Yes/ No) (Yes/ No)
Integration Name of the third party integration Integration N/A Yes
Time Range  Time range filter for query Time range. N/A Yes
Relative: e.g.
Last 5 days
Absolute:
e.g. 2022-
08-14 15:10
—2022-08-
14 15:32
Output:
Case Scope
Action Type Category/Value
None N/A N/A

Human Readable output

Alert Date Title Description Status Risk Category Intent ]

2022-08-26T12:57:13.0Z System alert: Okta (Okta The Okta (Okta Dev- Open NIA [ "Unknown" 6308c32cab79153e82b7a8
Dev-14556012) App 14556012) App connector df
connecor error has not been working
properly for more than 72
hours. This may be due to
a timeout in the
connection test or a
connection problem with
the app.

2022-08-24T00:57:05.0Z System alert: Okta (Okta The Okta (Okta Dev- [ *Unknown" ] 63057763bb527f38dI6cb7f
Dev-14556012) App 14556012) App connector 4
connector error has not been working
properly for more than 12
hours. This may be due to
a timeout in the
connection test or a
connaction problem with
the app.

2022-08-23T05:05:51.02

2022-08-23T03:45:20.0Z

Logon from a risky IP
address

Logon from a risky IP
address

14. List Alerts by IP

Activity policy "Logon from
arisky IP address' was
friggered by 'Ahmet Ozturk
[(SY S
crosoft.com)'

Activity policy "Logon from
a risky IP address' was
triggered by ‘Ahmet Ozturk
(e g m.onmi
crosoft.com)'

[ "Threat Detection" ]

[“Threat Detection" |

[ "Unknown" }

[ "Unknown" |

63046032c48ddda3f77278
e2

63044d51092d0a774ca41
22c

Enrichment capability for getting list of security alerts with the specified IP field, created in
given time range. Results are ordered by create time from newest to oldest. Query returns
maximum 100 items.

Capabilities

Page 435 of 690



Integration Guides

Scope
Input Restricted  Required
Parameter  Description Type (Yes/ No) (Yes/ No)
Integration Name of the third party integration Integration N/A Yes
IP Address IP Address to filter alerts Network Yes Yes
Address
Time Range  Time range filter for query Timerange. N/A Yes
Relative: e.g.
Last 5 days
Absolute:
e.g. 2022-
08-14 15:10
—2022-08-
14 15:32
Output:
Case Scope
Action Type Category/Value
None N/A N/A

Human Readable output

Alert Date Title Description Status Risk Category Intent Id

2022-09-08T08:09:55.02  Logon from a risky IP Activity policy ‘Logon from Open [ "Threat Detection" | ["Unknown® | 6319a356bb28275¢55bda
address arisky IP address' was bag
triggered by 'Ahmet Ozturk
(rerSermr.onmi
crosoft.com)’

2022-09-08T06:49:30.0Z  Logon from a risky IP Activity policy 'Logon from [ "Threat Detection" ] [ "Unknown" ] 6319907cefed093babalas
address arisky IP address’ was 47
triggered by "

[

crosoft.com)’

2022-09-08T01:17:58.02 Logen from a risky IP Activity policy ‘Logon from [ "Threat Detection” | [ "Unknown" ] 631942c81ef9c55bbe34a7
address arisky IP address' was 51
triggered by "Ahmet Ozturk
(=g s OO
crosoft.com)'

2022-09-07T15:49:29.0Z  Logon from a risky IP Activity policy 'Logon from [ "Threat Detection" | [ "Unknown" | 6318bd8aafff332edc75306
address arisky IP address' was 6
triggered by 'Ahmet Ozturk
crosoft.com)'
2022-08-07T14:47:58.0Z Logon from a risky IP Activity policy ‘Logon from [ "Threat Detection" | [ "Unknown" ] 6318af1e8335c039713997
address arisky IP address' was 84
triggered by ‘Ahmet Ozturk

crosoft.com)’

15. List Alerts by Severity

Enrichment capability for getting list of security alerts with the specified severity value,
created in given time range. Results are ordered by create time from newest to oldest.
Query returns maximum 100 items.
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Scope
Input Restricted  Required
Parameter  Description Type (Yes/ No) (Yes/ No)

Integration Name of the third party integration Integration N/A Yes

Alert Alert severity set by vendor/provider String No Yes
Severity High

Medium

Low

Informational

Time Range  Time range filter for query Time range. N/A Yes

Relative: e.g.
Last 5 days

Absolute: e.g.
2022-08-14
15:10-2022-
08-14 15:32

Output:

Case Scope
Action Type Category/Value
None N/A N/A

Human Readable Output

Alert Date Title Description Severity Risk Category Intent Id

2022-08-22T04:45:02.0Z Logon from a risky IP Activity policy 'Logon from  High [ "Threat Detection” ] [ "Unknown" ] 630309d07b8dad32bcd4a
address arisky IP address' was 961
triggered by 'Ahmet Ozturk
(Pl B i R ONME
crosoft.com)’

2022-08-22T03:24:26.0Z Logon from a risky IP Activity policy 'Logon from [ "Threat Detection™ ] [ "Unknown"™ 6302f6ecBafe46488b0b35
address arisky IP address' was 8d
triggered by 'Ahmet Ozturk
(T e ma A Onmi
crosoft.com)"

2022-08-22T02:03:54.0Z  Logon from a risky IP Activity policy Logon from [ “Threat Detection® ] [ “Unknown" | 6302840b8242ab20473c10
address arisky IP address' was 72
triggered by 'Ahmet Ozturk
[CRiry P —— onmi
crosoft.com)'

2022-08-22T00:43:13.0Z  Logon from a risky IP Activity policy 'Logon from [ "Threat Detection” ] [ "Unknown" ] 6302d12384381753eb19d
address arigky IP address' was 204

triggered by 'Ahmet Ozturk
(i i e OO
crosoft.com)"

2022-08-21T11:12:19.0Z  Logon from a risky IP Activity policy ‘Logon from [ "Threat Detection® ] [ "Unknown" 630213148e36546156e44.
address arisky IP address’ was ad1
triggered by 'Ahmet Ozturk
(et B e b ONMI
crosoft.com)"

16. List Alerts by Status

Enrichment capability for getting list of security alerts with the specified status value,
created in given time range. Results are ordered by create time from newest to oldest.
Query returns maximum 100 items.
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Scope
Input Restricted  Required
Parameter  Description Type (Yes/ No) (Yes/ No)
Integration Name of the third party integration Integration N/A Yes
Alert Status  Alert resolution status String No Yes
Benign
Dismissed
False
Positive
Open
Resolved
True Positive
Time Range  Time range filter for query Timerange. N/A Yes
Relative: e.g.
Last 5 days
Absolute:
e.g. 2022-
08-14 15:10
—2022-08-
14 15:32
Output:
Case Scope
Action Type Category/Value
None N/A N/A

Human Readable Output

Alert Date Title Description Severity Status Risk Category Intent id

2022-08-18T05:49:51.0Z  Logon from a risky IP Activity policy 'Logon from  High Benign [ "Threat Detection" ] [ "Unknown" | 621dd300ec29cB666eacib
address arisky IP address' was 00
triggered by 'Ahmet Ozturk
(e ramr——onmi
crosoft.com)'

2022-08-17T06:23:24.0Z Logon from a risky IP Activity policy 'Logon from [ "Threat Detection" ] [ "Unknown" ] 62fc895cbb37140ef4bSe8
address a risky IP address' was 8e

triggered by 'Ahmet Ozturk
e monmi
crosoft.com)'

2022-08-17T01:08:23.0Z  Logon from a risky IP Activity policy Logon from [ "Threat Detection" ] [ "Unknown" | 621c3182821917098c79284
address arisky IP address' was 2
triggered by "Ahmet Ozturk

17. List Entities

Enrichment capability for getting list of entities. Query returns maximum 100 items.
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Scope
Input Restricted  Required
Parameter  Description Type (Yes/ No) (Yes/ No)
Integration Name of the third party integration Integration N/A Yes
Output:
Case Scope
Action Type Category/Value
None N/A N/A

Human Readable Output

Name App. Name Groups Role Threat Score Username

Ahmet Ozturk o Offica 365 [ "Office 365 administrator® ] Global Administrator 400 {"id": "d9ace34f-e0ce-4a3a-
9921-2680f11169a0", "saas":
11161, "inst": 0}

{"id": "660f7c2-c8f3-4905-
a022-e0b59a9a34bb", "saas™:
11161, "inst": 0}

Nestor Wilke

osoft.com

{fid": "173ac479-70e0-474d-
b292-8c2110dde3e3", "saas":
11161, "inst": 0}

Alex Wilber — e i onmicros
oft.com

{"id": "02e9474e-bde3-4430-
815b-bf06cd5900e6", "saas™:
11181, "inst": 0}

Martin Heidegger —— s —— ONMICTO
soft.com

Ursula Ross = = Okta Dev-14556012 [ "External users” ] {rid™:
"00u21zvz0uW3gkIBISd7",

"saas": 10980, "inst": 0}

Martin Heidegger z LI Okta Dev-14556012 [ "External users” ] {id”
"00u21zwiB6kaOeEt45d7",
"saas": 10880, "inst": 0}

Integration Guide for Microsoft Defender
Endpoint

Integration Overview

Microsoft Defender for Endpoint is an enterprise endpoint security platform designed to help
enterprise networks prevent , detect, investigate, and respond to advanced threats.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Micro Focus ArcSight Intelligence:

e Get Alert by ID
e Get Domain Statistics
¢ Get File Information

¢ Get File Related Machines
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e Get File Statistics

e Get Installed Software

e Get IP Statistics

e Get Logon Users

e Get Machine Details

e List Alerts

e List Alerts by Severity

e List Alerts by Status

e List File Related Alerts

e List Machines

e List User Related Alerts

e Add Machine Tag

e Assign Alert

* Isolate Machine

e Remove Machine Tag
 Restrict Code Execution

e Stop & Quarantine File

e Integrate Machine

e Unrestrict Code Execution
e Update Alert Classification
e Update Alert Comment

e Update Alert Determination

e Update Alert Status

Prerequisites

ArcSight SOAR connects to Microsoft Defender API using HTTPS. Access to Microsoft portal
login.microsoft.com is required.

Configuring Microsoft Defender

1. Login to https://portal.azure.com and Navigate to Azure Active Directory service.

ﬂ If an application is defined for other integrations, skip steps 1-3 to use it.
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2. Click App Registration > New Registration. Complete the ArcSight SOAR application
registration by specifying the following parameter values in the Register an application

form:
Name Supported Account Types Redirected URL
ArcSight SOAR Accounts in this organizational directory only (Default  https://localhost/soar

Directory for single tenant only)

3. Select your application and Click Add a certificate or secret > New Client Secret. Add a
description and specify the expiry period as 24 months.

[ ﬂ Note down the Secret Key value along with Client ID and tenant ID.

4. Click API Permissions > Add a Permission and select Windows Defender API. Add the
following permissions from WindowsDefender ATP:

Permission

Type Permission Description

Application Alert.Read.All, File.Read.All, Machine.lsolate, Machine.Read.All, Read and update
Machine.RestrictEx, User.Read.All, Alert.ReadWrite.All, your organisation's
Ip.Read.All,Url.Read.All,Machine.StopAndQuarantine, Machine.Scan security events.

5. Click Yes to grant admin consent for Default Directory.

Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Specify the following parameter values in the Configuration Form:

Parameter Value

Name Display name of the credential set

Type Internal credential

Username Empty

Password client_id of the application created above for SOAR on Azure portal.
Private Key Secret key of the application created above for SOAR on Azure portal.

3. Click Configuration > Integrations > Create Integration.

4. Specify the following parameter values in the Configuration Form:

Parameter Value

Name Display name of the integration

Type Microsoft Defender for Endpoint

Address Address of the integration ((the format should be https://api.securitycenter.microsoft.com)
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Parameter Value

Configuration Specify the following configuration parameters:

proxy.id ID of the Proxy integration if you access Microsoft Azure
through a web proxy device. For example: proxy.id =
12345

tenant.id Global Unique Identifier (GUID) for your Microsoft 365
Tenant.

cache.reusing.duration Configure how far (in minutes) into the past this

enrichment will look.

Credential Credential that has been defined for this integration under the Credentials menu
Notify Select user(s) from the list to notify when SOAR performs an action on this integration
5. Click Save.

6. Navigate to Configuration > Customization Library and edit Microsoft Defender for
Endpoint Advanced Action Script Default Template

7. Select the integration that you have created in step 4 from the Integrations drop-down
menu and click Save.

8. Click Test, and Integration Successful message is displayed if the credential and address
are valid.

Capabilities

1. GetAlert by ID
Enrichment capability for getting details of an alert by Alert ID.

Scope
Restricted Required
Input Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third party Integration N/A Yes
integration
Alert ID Alert ID that has been String N/A Yes

created by the User.

Output:

Case Scope

N/A

Human Readable Output
N/A

2. Get Domain Statistics
Enrichment capability for retrieving statistics on a domain.
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Scope
Restricted Required
Input Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third party Integration N/A Yes
integration
Domain Host that you have created String Yes Yes
from case scope
Output:
Case Scope
N/A
Human Readable Output
N/A
3. Get File Information
Enrichment Capability for getting file details
Scope
Restricted Required
Input Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third party Integration N/A Yes
integration
File Hash SHA1 & SHA256 file hash String Yes Yes

from case scope
Output:
Case Scope
Human Readable Output
4. Get File Related Machines

Enrichment capability for Retrieving a collection of machines related to a given file hash

Scope
Restricted Required
Input Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third party Integration N/A Yes
integration
File Hash SHA1 file hash from case String Yes Yes
scope
Output:
Case Scope

Human Readable Output
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N/A

5. Get File Statistics

Enrichment capability for Retrieving the statistics for given file.

Input Parameter

Integration

File Hash

Output:

Case Scope

Description

Name of the third party

integration

SHAZ1 file hash from case

scope

Human Readable Output

N/A

6. Get Installed Software

Scope

Restricted
Type (Yes/No)
Integration N/A
String Yes

Required
(Yes/No)

Yes

Yes

Enrichment capability for Retrieving a collection of installed software related to a given

device ID.

Input Parameter

Integration

IP Address

Output:

Case Scope

Description

Name of the third party

integration

Network Address from case

scope

Human Readable Output

N/A

7. Get IP Statistics

Scope

Restricted
Type (Yes/No)
Integration N/A
String Yes

Enrichment capability for Retrieving the statistics for given IP.

Input
Parameter

Integration

IP Address

Capabilities

Description

Name of the third party
integration

Network Address from case
scope

Type

Integration

String

Scope Restricted
(Yes/No)

N/A

Yes

Required
(Yes/No)

Yes

Yes

Required
(Yes/No)

Yes

Yes
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Output:
Case Scope
Human Readable Output
N/A
8. Get Logon Users

Enrichment capability for Retrieving collection of logged on users on a specific device

Scope
Restricted Required
Input Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third party Integration N/A Yes
integration
IP Address Network Address from case  String Yes Yes
scope
Output:
Case Scope

Human Readable Output
N/A

9. Get Machine Details
Enrichment capability for retrieving machine details for given IP address.

Scope
Restricted Required
Input Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third party Integration N/A Yes
integration
IP Address Network Address from case  String Yes Yes
scope
Output:
Case Scope

Human Readable Output
N/A

10. List Alerts
Enrichment capability for retrieving a collection of alerts in a given time-range.
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Input Parameter

Integration

Time range

Output:
Case Scope
N/A
Human Readable Output
N/A
11. List Alerts by Severity

Description

Name of the third party
integration

Time range

Type

Integration

String

Scope
Restricted
(Yes/No)

N/A

No

Required
(Yes/No)

Yes

Yes

Enrichment Capability for retrieving a collection of alerts for a given severity value in a

given time-range.

Input Parameter

Integration

Time range

Severity

Output:
Case Scope
N/A
Human Readable Output
N/A
12. List Alerts by Status

Description

Name of the third party
integration

Time range

Severity of the alert

Type

Integration

String

String

Scope
Restricted
(Yes/No)

N/A

No

No

Required
(Yes/No)

Yes

Yes

Yes

Enrichment Capability for retrieving a collection of alerts for a given status value in a given

time-range.

Input Parameter

Integration

Time range

Alert Status

Capabilities

Description

Name of the third party
integration

Time range

Alert Status

Type

Integration

String

String

Scope
Restricted
(Yes/No)

N/A

No

No

Required
(Yes/No)

Yes

Yes

Yes
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13.

14.

15.

Output:

Case Scope

N/A

Human Readable Output
N/A

List File Related Alerts

Enrichment capability for retrieving a collection of alerts related to a given file hash.

Input Parameter

Integration

Domain

Output:

Case Scope

Human Readable Output
N/A

List Machines

Description

Name of the third party
integration

Domain host from case
scope

Type

Integration

String

Scope

Restricted Required
(Yes/No) (Yes/No)
N/A Yes

Yes Yes

Enrichment capability for retrieving a list of machines that have communicated with

Microsoft

Defender for Endpoint cloud.

Input Parameter

Integration

Output:

Case Scope

N/A

Human Readable Output
N/A

List User Related Alerts

Description

Name of the third party
integration

Type

Integration

Scope

Restricted Required
(Yes/No) (Yes/No)
N/A Yes

Enrichment capability for retrieving a collection of alerts related to a given username.

Capabilities
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Input Parameter Description Type
Integration Name of the third party Integration
integration
Username Username from case scope String
Output:
Case Scope

Human Readable Output
N/A

16. List Machines By Tag
Enrichment capability for finding machines by a given tag.
Input Parameter Description Type
Integration Name of the third party Integration
integration
Tag Input Tag String
Output:
Case Scope
Human Readable Output
N/A
17. Add Machine Tag
Action capability for adding a tag to specific machine.
Input Parameter Description Type
IP Address Network address from case Network
scope Address
Tag Input Tag String
Output:
Case Scope
Human Readable Output
N/A
18. Assign Alert
Action capability for assigning an alert.
Capabilities

Scope
Restricted
(Yes/No)

N/A

Yes

Scope
Restricted
(Yes/No)

N/A

Yes

Scope
Restricted
(Yes/No)

Yes

Yes

Required
(Yes/No)

Yes

Yes

Required
(Yes/No)

Yes

Yes

Required
(Yes/No)

Yes

Yes
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Scope Restricted Required

Input Parameter Description Type (Yes/No) (Yes/No)
Alert ID Alert ID String No Yes
Assignee Assighee String No Yes
Output:
Case Scope
N/A
Human Readable Output
N/A
19. Isolate Machine
Action capability for isolating device from accessing external network.
Scope
Restricted Required
Input Parameter Description Type (Yes/No) (Yes/No)
IP Address Network address from case Network Yes Yes
scope Address
Comment Comment String No Yes
Output:
Case Scope
Human Readable Output
N/A
20. Remove Machine Tag
Action capability for removing a tag from a specific machine.
Scope
Restricted Required
Input Parameter Description Type (Yes/No) (Yes/No)
IP Address Network address from case Network Yes Yes
scope Address
Tag Input Tag String No Yes
Output:
Case Scope
Human Readable Output
N/A
21. Restrict Code Execution
Action capability for restricting execution of all applications on the device except a
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predefined set.

Input Parameter Description Type
IP Address Network address from case Network
scope Address
Output:
Case Scope

Human Readable Output
N/A
22. Stop & Quarantine File

Action capability for stopping execution of a file on a device and deleting it.

Input Parameter

IP Address

File Hash (SHA1)

Output:

Case Scope

N/A

Human Readable Output
N/A

23. Unisolate Machine

Description Type
Network address from Network
case scope Address
File Hash (SHA1) from String

case scope

Action capability for releasing machine from isolation.

Input Parameter Description Type
IP Address Network address from case Network
scope Address
Output:
Case Scope
N/A

Human Readable Output
N/A

Capabilities

Scope
Restricted
(Yes/No)

Yes

Scope
Restricted
(Yes/No)

Yes

Yes

Scope
Restricted
(Yes/No)

Yes

Required
(Yes/No)

Yes

Required
(Yes/No)

Yes

Yes

Required
(Yes/No)

Yes
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24. Unrestrict Code Execution
Action capability for removing app restrictions on a device.

Scope
Restricted Required
Input Parameter Description Type (Yes/No) (Yes/No)
IP Address Network address from case Network Yes Yes
scope Address
Output:
Case Scope
N/A

Human Readable Output
N/A
25. Update Alert Classification

Action capability for updating alert classification.

Scope Restricted Required

Input Parameter Description Type (Yes/No) (Yes/No)
Alert ID Alert ID String No Yes
Alert Classification Alert classification String No Yes
Output:
Case Scope

Human Readable Output
N/A

26. Update Alert Comment
Action capability for adding comment to an alert.

Scope Restricted Required

Input Parameter Description Type (Yes/No) (Yes/No)
Alert ID Alert ID String No Yes
Alert Comments Alert comment String No Yes

Output:

Case Scope

N/A

Human Readable Output
N/A
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27. Update Alert Determination
Action capability for updating an alert determination.

Input Parameter Description Type
Alert ID Alert ID String

Alert Determination Alert determination String

Output:

Case Scope

N/A

Human Readable Output
N/A

28. Update Alert Status
Action capability for updating alert status.

Input Parameter Description Type
Alert ID Alert ID String
Alert Status Alert status String

Output:

Case Scope

N/A

Human Readable Output

N/A

Capabilities

Scope Restricted Required

(Yes/No)
No

No

(Yes/No)
Yes

Yes

Scope Restricted Required

(Yes/No)
No

No

(Yes/No)
Yes

Yes
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Integration Guide for OpenText IT Service
Manager

Integration Overview

OpenText Service Manager is an IT Service Management (ITSM) Tool that uses the Information
Technology Infrastructure Library (ITIL) framework to provide a web interface for corporate
changes, releases and interactions (request fulfillment) that is supported by a service catalog
and Configuration Management Database (CMDB).

Integration Capabilities

ArcSight SOAR has the following integration capabilities with OpenText IT Service Manager:

¢ Close Incident
e Create Incident

e Update Incident

Prerequisites

You must have access to HTTPS as the ArcSight SOAR connects to OpenText IT Service Manager
API through this service.

Configuration
Configuring OpenText IT Service Manager

1. Create a user on IT Service Manager with admin role. This user must be able to and
consume the rest APIs of the IT Service Manager.
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Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Specify the following parameter values in the Credential Editor form.

Private
Type Name Username Password Key
Internal Display name of credential set Username of the Password of the
credential (for example, OpenText IT created user on created user on
Service Manager Credentials). OpenText IT Service OpenText IT Service
Manager. Manager.

3. Click Configuration > Lists > Create List. The list must have two columns with the type
keyword. Add a name to the list and save it. The name of the list is used during integration
configuration.

4. Click Configuration > Integrations > Create Integration.

5. Specify the following parameter values in the Configuration form.

Parameter Value

Name Display name of the integration.

Type OpenText IT Service Manager

Address URL of the OpenText IT Service Manager integration (for example,

http://15.113.165.82:13080).
Configuration Specify the following configuration parameters:

list.name List name that is used for mapping ArcSight SOAR cases to OpenText IT
Service Manager incidents. For example, list.name=mfitsmMaplList

proxy.id ID of the Proxy integration if you access OpenText IT Service Manager
through a web proxy device. For example, proxy.id = 12345 .

Credential Credential that has been defined for this integration under the Credentials menu.

Trust Invalid SSL Select this if web server’s certificate is self-signed or is not recognized by browsers.
Certificates

Require Approval From  Select user(s) from list to ask the approval before executing actions on this
integration.

Notify Select user(s) from the list to notify when SOAR performs an action on this
integration.

6. Click Save to save the integration definition.

7. Navigate to Configuration>Customization Library and edit OpenText IT Service Manager
Advanced Action Script Default Template.

8. Select the integration that you have added to Integrations menu.
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9. Click Save to complete the integration.

10. Click Test, an Integration Successful message is displayed if the credential and address are
valid.

Capabilities

1. Create Incident
Action capability for creating incident on OpenText IT Service Manager
Rollback : No
Duplicate Check: Yes

The following table presents the Create Incident action capability details:

Scope Restricted (Yes/ Required (Yes/

Input Parameter Description Type No) No)
Category Category information of created Enum No Yes
incident.

Description MF ITSM Incident Description. Text No Yes
Title Incident Title Text No Yes
Service Service Type Enum No Yes
Impact Incident Impact Enum No Yes
Urgency Incident Urgency Enum No Yes
Status Incident Status Enum No No
Alert Status Incident Alert Status Text No No
Area Incident Area Text No No
Subarea Incident Subarea Text No No
Assignment Incident Assignee Text No No
Group

Affected CI Incident Affected ClI Text No No
Company Incident Company Text No No
Phase Incident Phase Text No No

2. Close Incident
Action capability for closing incident on OpenText IT Service Manager.

Rollback : No
Duplicate Check: Yes

The following table presents the Close Incident action capability details:
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Input Parameter Description Type Scope Restricted (Yes/ No) Required (Yes/ No)

Solution Solution Note Text No Yes

3. Update Incident
Action capability for updating incident on OpenText IT Service Manager.
Rollback : No
Duplicate Check: No

The following table presents the update incident action capability details:

Scope Restricted (Yes/ Required (Yes/
Input Parameter Description Type No) No)
Description MF ITSM Incident Description. Text No Yes
Title Incident Title Text No Yes
Service Service Type Enum No Yes
Impact Incident Impact Enum No Yes
Urgency Incident Urgency Enum No Yes
Status Incident Status Enum  No No
Alert Status Incident Alert Status Text No No
Area Incident Area Text No No
Subarea Incident Subarea Text No No
Assignment Group Incident Assignee Text No No
Affected Cl Incident Affected CI Text No No
Company Incident Company Text No No
Phase Incident Phase Text No No
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Integration Guide for OpenText UCMDB

Integration Overview

OpenText Universal Configuration Management Database (UCMDB) generates and maintains
a Configuration Management Database of information technology items. It includes a
mechanism for automated discovery of IT infrastructure components, such as computers and
network devices.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with OpenText UCMDB:

e Expose Cl Information
e GetCl
e Get Related Cls

Prerequisites

You must have access to HTTPS as the ArcSight SOAR connects to OpenText UCMDB API
through this service.

Configuration

Configuring OpenText UCMDB

Create a user with privileges to use REST API. The username and password of the user is used
as credential in the ArcSight SOAR.
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Configuring SOAR

1. Click Configuration > Credential > Create Credential

2. Specify the following parameter values in the Credential Editor form:

Private
Type Name Username Password Key
Internal Display name of credential set (for example, OpenText Username Password
credential UCMDB Credentials).
Click Configuration > Integrations > Create Integration.
4. Specify the following parameter values in the Configuration form:
Parameter Value
Name Display name of the integration.
Type OpenText UCMDB
Address URL of UCMDB (ie. https://cms.smax.swdemos.net:8443)
Configuration Specify the following configuration parameters:
cache.reusing.duration  Configure how far (in minutes) into the past this
enrichment will look. For example,
cache.reusing.duration=20 -
max.result.count Maximum result count for Get Observed Attack Techniques
capability.For example: max.result.count=200
proxy.id ID of the Proxy integration if you access OpenText

UCMDB through a web proxy device. For example,
proxy.id = 12345

Credential Credential that has been defined for this integration under the Credentials
menu.

Trust Invalid SSL Select this if web server’s certificate is self-signed or is not recognized by

Certificates browsers.

Require Approval From Select user(s) from list to ask the approval before executing actions on this
integration.

Notify Select user(s) from the list to notify when SOAR performs an action on this
integration.

5. Click Save to save the integration definition.

6. Navigate to Configuration>Customization Library and edit OpenText UCMDB Advanced
Action Script Default Template.

7. Select the integration that you have added to Integrations menu.

8. Click Save to complete the integration.
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9. Click Test, an Integration Successful message is displayed if the credential and address are
valid.

Capabilities

1. Expose Cl Information
Enrichment capability for information related to the Cls of a certain type.

The following table presents the Cl Enrichment capability details:

Scope
Input Restricted (Yes/ Required
Parameter Description Type No) (Yes/ No)
Integration Name of the third party integration. Integration No Yes
Layout The comma seperated columns that are Text No Yes
displayed in the output, for example, display_
label, name, description, node_role
Type The Cl Type. For example, node, sqlserver, unix. Text No Yes
Column The value of this column is checked against the  Text No No
value you provided,for example, application_ip
or name
Value Value, that is going to used during filtering. Scopeltem Yes No
Output:
Case Scope:
Action Type Category/ Value
Add Scope Item Keyword(Related)

Human Readable Output:

2. GetCl
Enrichment capability for returning details of a CI.
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The following table presents the Get Cl enrichment capability details:

Scope
Input Restricted (Yes/ Required
Parameter Description Type No) (Yes/ No)
Integration Name of the third party integration. Integration No Yes
ID Clid. If provided this value will be used Keyword Yes No

regardless of the IP and Type values.

Output:

Case Scope:
Action Type Category/ Value
None N/A N/A

Human Readable Output:

3. Get Related Cls
Enrichment capability for returning the details of the Cls related to the specified CI.

The following table presents the Get Related ClI enrichment capability details:

Scope
Input Restricted Required
Parameter Description Type (Yes/ No) (Yes/ No)
Integration Name of the third party integration. Integration No Yes
ID Clid. If provided this value will be used no matter Keyword Yes Yes
type or ip provided or not.
Type The string that represents the name of a valid Text No Yes

configuration item type from the UCMDB. The name
of the Cl Type can be found inside the Cl Type
Manager.

Output:
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Case Scope:
Action Type Category/ Value
None N/A N/A

Human Readable Output:
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Integration Guide for Microsoft Exchange

Integration Overview

Exchange Server is a mail server developed by Microsoft.
SOAR has the following integration capabilities with Microsoft Exchange Server :

e Delete email

e Mark email

e Quarantine email
Use Case: Deleting already delivered phishing emails
SOAR can follow email inboxes for user’s phishing reports and automatically creates an
incident record on its service desk. During the investigation of the attack SOAR can extract the
sender address and subject and using these values performs a search on Microsoft Exchange

Server to mark or delete already delivered malicious messages. This can be performed
automatically within a playbook or manually by an analyst.

Configuration

Prerequisites

» SOAR connects to Microsoft Exchange Web Service APl via HTTPS. So access to 443/tcp
port is required.

e A user account with impersonation role is required for SOAR to connect Microsoft
Exchange.

Configuration on Microsoft Exchange

1. Login to Microsoft Exchange admin center and add a user mailbox for SOAR.

2. Open Exchange Management Shell and give the user Application Impersonation role using
the following command:

New-ManagementRoleAssignment \
-Name:<impersonation Assignment Name> \
-Role:ApplicationImpersonation \
-User:<account name>
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Configuration on SOAR

1. Navigate Configuration > Credentials and click Create Credential.
2. Specify the parameter values in the Credential Editor form as follows:

a. Internal Credential:

Type Name Username Password Private Key
Internal Display name of User you have configured Password of the user Empty
credential credential set (i.e., SOAR on Microsoft Exchange  you have configured

Microsoft Exchange (the format should be for SOAR on

Credentials). username@domain). Microsoft Exchange.

b. Credential Store:
Type: External credential.
Name: Name of the credential with pull path of the safe on store.
3. Navigate toConfiguration -> Integrations and click Create Integration.

4. Specify the parameter values in the Configuration form as follows:

Require Require
Configura Credentia Approval Approv
Address tion | Trust Invalid SSL Certificated from Notify al from  Notify
Display  Microsoft Address  You need to specify the Name of  Select Select Select
name of Exchange of the following configuration the this if user(s)  user(s)
Microso integratio parameters credenti  certifica fromlist from the
ft n (the . . . alset teused toask list to
requests.impersonation.di . .
Exchang format sable=false you’'ve on her/his  notify
e should be just Exchang approva when
integrat 192.168.  requests.cookies.enable=t created e Server |before SOAR
ion on 2.8). rue on step is self- executi  perform
SOAR. 2. (i.e., signed ng san
mail.store.protocol=excha \jicrosof ornot  actions action
nege t recogni onthis  on this
mail.incoming.pollerperio Exchange zed by integrat integrati
d=10000 Credenti  browser ion on.
als). s.

mail.incoming.folder=Inbo
X

5. Click Test to test the integration.

6. Click Save to complete integration.
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Additional Notes

e To customize warning messages for Quarantine and Mark actions, edit the following
parameters under Configuration > Parameters:

° MSExchangeMarkWarningText
° MSExchangeQuarantineWarningText

e To customize the mail folder to be used for Quarantine actions, edit the following
parameter under Configuration > Parameters:

° MSExchangeQuarantineEMailBox

e In some environments with multiple CAS deployments Exchange uses a request cookie to
track the environment. The requests.cookies.enable configuration can help track the
cookie so that SOAR won’t have any mismatch and Subscription was not found error. It is
by default true and should stay that way in most environments.
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Integration Guide for Microsoft Office365
Exchange EWS

Integration Overview

Exchange Server EWS provide access to mailbox data stored in Exchange Online, Exchange
Online as part of Office 365, and on-premises versions of Exchange starting with Exchange
Server 2007, and enable you to manage that information according to the requirements of
your organization.

[ ﬂ Note: This is the new version of Microsoft Exchange integration and old one will be phased out.

Users are encouraged to use this integration.
ArcSight SOAR has the following integration capabilities with Microsoft Exchange EWS :

¢ Block Email Sender

Delete Email

Delete Attachment

Get Attachments

Get Emails

e Search Emails

Use Case: Deleting already delivered phishing emails

SOAR follows email inboxes for user’s phishing reports and automatically creates an incident
record on its service desk. During the investigation of the attack ATAR can extract the sender
address and subject and using these values performs a search on Microsoft Exchange Server to
delete already delivered malicious messages and block malicious senders. This can be
performed automatically within a playbook or manually by an analyst.

Configuration

Prerequisites

» SOAR connects to Microsoft Exchange Web Service APl using HTTPS. So access to 443/tcp
port is required.
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e A user account with the following permissions is required for SOAR to connect MS
Exchange EWS Server:

° Applicationimpersonation (Authorized to make operations for other users’ accounts)

° MailboxSearch (Authorized to search all mailboxes).

Configuration on Microsoft Exchange

1. Login to Microsoft Exchange Admin Center (For example, https://exchangeserver/ecp) and
add a user mailbox for SOAR.

2. Navigate to Permissions > Cloud Migrator Impersonation, edit and add user account you
have created in first step to “Members” to give Account Impersonation permission.

3. Navigate to Permissions > Discovery Management, edit and add user account you have
created in first step to “Members” to give Mailbox Search permission

Using OAuth2 with Microsoft Exchange online
Integrtations

You can use the OAuth authentication service provided by Azure Active Directory to enable
your EWS Managed API applications to access Exchange Online in Office 365. To use OAuth
with your application complete the following:

1. Register the application for OAuth2. For more information see Microsoft Documenation.

After the application registered, it appears in the Application list. Click the application to
view details.

2. Copy the values for Application(client) ID, Directory(tenant) ID and Client Credentials fields
to create credentials in SOAR.

]ﬁ[ Delete @ Endpoints Preview features

 Essentials

Display name : SOAR Dev — Client credentials : 0 certificate, 1 secret

Redirect URIs : 0 web, 0 spa, 1 public client

Application (client) ID
ObjectID . Application ID URI : Add an Application ID URI

{y Directory (tenant) ID Managed application in |... : SOAR Dev

Supported account types : My organization only
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3. Configure the following permissions for registered Application:

 Microsoft Graph (5)

Mail Read Application  Read mail in all mailboxes Yes @ Granted for gordioncyb,

Mail ReadWrite Application  Read and write mail in all mailboxes Yes @ Granted for gordioncyb,

Mail Send Application  Send mail as any user Yes @ Granted for gordioncyb, «++ For SMTP & IMAP operations
UserRead Delegated ~ Sign in and read user profile No @ Granted for gordioncyb,, <+

UserRead Al Application Read all users' full profiles Yes @ Granted for gordioncyb,
v Office 365 Exchange Online (1)

full_access_as_app Application  Use Exchange Web Services with full access to all mailboxes Yes @ Granted for gordioncyb |+ =P For EWS Capabilities

Configuring SOAR

1. Navigate Configuration > Credentials and click Create Credential.
Fill the Credential Editor form as follows:

a. Internal Credential:

Type Internal credential.

Name Display name of credential set (i.e., MS Exchange EWS Credentials).
Username Application(client) ID value that has been copied from the application.
Password Client Credentialsvalue that has been copied from the application.
Private Key: Directory(tenant) IDvalue that has been copied from the application.

b. Credential Store:
Type External credential.

Name Name of the credential with pull path of the safe on store.

2. Navigate Configuration > Integrations and click Create Integration.

3. Fill the configuration form as follows:

Name: Display name of Microsoft Exchange EWS integration on ATAR.
Type: Microsoft Exchange EWS.
Address: Address of the integration (the format should be outlook.office365.com or 192.168.2.7).
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Configurati  You need to specify the following configuration parameters:

on: . . .
# Maximum record number per paginated response. Default value is 1000

page.size=200

# Connect time out in seconds. Default value is 200

connect.timeout=7200

# Request time out in seconds. Default value is 200

request.timeout=7200

# Trash folder name. Default value is Deleted Items

#trash.folder=

# Junk folder name. Default value is Junk Email

#junk.folder=

# Maximum record number per paginated attachment detail response. Default
value is 10

t#tattachment.page.size=

# Microsoft Exchange Server enrichment API timezone, if not specified GMT will
be used as default

#timezone=

# Maximum number of email id list per request. Default value is 5
#temail.id.size=

# Maximum record number per paginated item detail response. Default value is
10

#temail.page.size=

# Maximum email item limit for each enrichment. Default value is 1000
#email.limit=

# Maximum attachment item limit for each enrichment. Default value is 100
#tattachment.limit=

# Authentication methods for the integration. Supported options: Basic,
OAuth2, default is Basic

#auth. type=

A Set auth.type=0OAuth2in integration configurations to enable OAuth2.

Credential  Select newly created OAuth2 credential for credential field. (i.e., Microsoft Exchange
Credentials).

Trust Select this if certificate used on Exchange Server is self-signed or not recognized by browsers.
Invalid SSL
Certificates

Require Select user(s) from list to ask approval before executing actions on this integration
Approval
From:

Notify Select user(s) from the list to notify when ATAR performs an action on this integration.

4. Click the Test button.

5. Click Save to complete integration.

Additional Notes

For Delete capability, at least one of the following parameters should be given:
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Integration Guide for Microsoft Teams

e Email From

¢ Email Subject
e Email ID

e Attachment D

And there are 3 deletion methods:

¢ Hard Delete: Deletes permanently (default)
¢ Move To Trash: Moves to trash folder (such as Deleted Items folder)

¢ Soft Delete: Moves to dumpster if it is enabled.

Integration Overview

Microsoft Teams is a messaging and collaboration app for organizations. It allows users to
communicate and collaborate in real-time. It also allows users to conduct online meetings and

share files among other features for business communications.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Microsoft Teams:

List Teams

List Channels
Create Team
Create Channel

List Team Members
Add Team Member
Delete Member
Send Message
Retrieve Message
Archive Team

Unarchive Team

Integration Guide for Microsoft Teams
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Prerequisites

You must have HTTP access as ArcSight SOAR connects to Microsoft Team API through this

service.

Configuration

Configuring Microsoft Teams

To authenticate to Microsoft Teams, you must get a token from the Microsoft identity platform
endpoint. Your service can use the token to call Microsoft Graph under its own identity.

Register your app.
. Add redirect_uri (for send message channel)

Configure permissions for Microsoft Graph on your app.

1
2
3
4. Get administrator consent.
5. Get an access token.

6

Use the access token to call Microsoft Graph.

Parameters Description

client_id The application ID that's assigned to your app. You can find this information in the portal

where you registered your app.

client_secret The client secret that you generated for your app in the app registration portal. The client
secret must be URL-encoded before being sent. The Basic auth pattern of instead providing

credentials in the Authorization header, per RFC 6749 is also supported.

grant_type Must be set to client credentials.

7. On the last page, you will see the access key ID and the secret code.Save the details in a

secure place.

Authentication Parameters

Request Headers:

Parameters Datatype Description
Access Key string Access key of the user
Secret Key string Secret Key

Additional Configuration:

Prerequisites

Required
Yes

Yes
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Configuration
Parameter

proxy.id
cache.reusing.duration

tenant_id

owner_email.id

redirect.uri

Description
Proxy device to be used while communicating with the remote system’s API
Default cache-reuse parameter

The directory tenant against which the application plans to operate, in GUID or domain-
name format.

The email of a user who has owner access.

The redirect_uri of your app, where authentication responses can be sent and received
by your app. It must exactly match one of the redirect_uris you registered in the portal,
but it must be URL-encoded.

Configuring SOAR

1. Click Configuration > Credentials > Create Credential.

2. Specify the following parameters values in the Credential Editor form:

Private
Type Name Username Password Key
Internal Display name of The application ID (Client_id) that is assigned
credential  credential set (for to your app. You can find this information in
example, Microsoft the portal where you have registered the
Teams credentials) app.

N o v ok~ w

Click Configuration > Integrations > Upload plugin.

Select your integration plugin zip file and click Save.

Select the integration that you have added to the Integrations menu.
Click Save to complete the integration.

Click Test. A successful message is displayed if the credential and address are valid.

Integration Capabilities

1. List Teams

Enrichment capability to fetch the list of teams in an organization (tenant). To get a list of
all groups in the organization that has Teams, get a list of all groups, and then in code find
the ones that have a resourceProvisioningOptions property that contains Team.

Required Permissions

Permission Type

Application

Configuring SOAR

Permissions (from least to most privileged)

GroupMember.Read.All, Group.Read.All, Directory.Read.All,
Group.ReadWrite.All, Directory.ReadWrite.All
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Request headers

Header Value Required
Authorization Bearer{Token} Yes
Content-type application/json No
Default Parameters
Data Scope
Parameter  Description Type Restricted  Required
Stop This parameter is internally used to get the group item Integer No No
per page (default set it to 999) Eg: /users?Stop=999
Sfilter Filters results (rows). (Default is set to 'Team’). E.g.: String No No
/groups?Sfilter=resourceProvisioningOptions/Any(x:x eq
'"Team')
Output:
Case Scope
N/A

Human Readable Output

Id Display Name

D24b4efl- Microfocus

Architecture
Team

0B809e34c- MicroFocus
dc 9da-

2. List Channels

Dascription

final test

The team for
those in

architecture

Visibility

Pubiic

Public

Public

Mail Enabled

frue

Mall
Nickname

Microfocus

ArchitectureTe
am

MicroFocus 78

4

Enrichment capability to get the list of channels either in this team or shared with this

team (incoming channels).

Required Permissions:

Integration Capabilities
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Permission type

Application

Path Parameters:

Path

Parameter  Description

Team The name of the Team. (Team ID will be fetched
Display internally by using the given team’s name).
Name

Request headers:

Header Value

Authorization Bearer{token}

Content-type application/json

Output:
Case Scope: N/A
Human Readable Output

Channel Id Created Date Time Dispaly Name
2022-12-

20T12:21:00.8

Microsoft Postman
collection

My Private Channel
:18.08Z

2022-12-
29T09:44:25.4117

My Channel

e37aldd3
l4Geaddd]l

2023-01-
19T12:23:41.3522

Demo channel

Sacumen Microfocus
Channel

3. Create Team

Action capability to create a new team.
¢ Rollback: No

¢ Duplicate Control: Yes

Integration Capabilities

Permissions (from least to most privileged)

Scope
restricted
(Yes/No)

Type

String No

Channel.ReadBasic.All, ChannelSettings.Read.All, ChannelSettings.ReadWrite.All

Required
(Yes/No)

Yes

Required

Yes

No

Description

This channel is where
we have 1o collect all
microsoft apis
I':!'rl{||_K:II:rI|:':'. n p-:_]l:.';;l:n.;-':n

This is my first private

channels

This is my first private
channels

demo channel

Only Microfocus

realted discussion

Membership Type

standard

private

standard

standard

standard
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Required Permissions:

Permission type Permissions (from least to most privileged)

Application Team.Create, Teamwork.Migrate.All, Group.ReadWrite.All**, Directory.ReadWrite. All**

recommend that you update your solutions to use an alternative permission listed in the

ﬂ Permissions marked with ** are supported only for backward compatibility. It is
previous table and avoid using these permissions going forward.

Path Parameters:

Path Parameter Description Type Scope restricted (Yes/No) Required (Yes/No)
Display Name The name of the team. String No Yes
Description A description for the team. String  No Yes

Output:

Case Scope: N/A
Human Readable Output: N/A
4. Create Channel
Create a new channel in a team, as specified in the request body.
Rollback: No

Duplicate Control: Yes

[ ﬂ You can add a maximum of 200 members when you create a private channel.

Required Permissions

Permission
type Permissions (from least to most privileged)

Application Channel.Create.Group*, Channel.Create,Teamwork.Migrate.All, Group.ReadWrite.All**,
Directory.ReadWrite.All**

recommend that you update your solutions to use an alternative permission listed in the

ﬂ Permissions marked with ** are supported only for backward compatibility. It is
previous table and avoid using these permissions going forward.

Request headers
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Header Value Required

Authorization Bearer {token} Yes

Content-type application/json No

Path Parameters:

Path Parameter Description Type

Team Display Name The name of the Team. String

(Team Id will be identified
internally)

Channel Display Name Channel name as it will String
appear to the user in
Microsoft Teams. The
maximum length is 50
characters.

Description Textual description for the  String
channel.

Default Parameters

Parameter Description

Scope
restricted
(Yes/No)

Yes

DataType

membershipType  The type of channel. Can be set during creation String

and can't be changed. The possible values are
standard, private, unknownFutureValue,
shared. The default value is standard. Note
that you must use the Prefer: include-
unknown-enum-members request header to
get the following value in this evolvable enum:
shared.

(Default is set to “private".)
Output:
Case Scope: N/A
Human Readable Output: N/A
5. List Team Members
Enrichment Capability to list given team members.

Required Permissions

Integration Capabilities

Required
(Yes/No)

Yes

Yes

Yes

Scope

Restricted Required

No No
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Permission type Permissions (from least to most privileged)

Application TeamMember.Read.Group* , TeamMember.Read.All, TeamMember.ReadWrite.All

recommend that you update your solutions to use an alternative permission listed in the

ﬂ Permissions marked with ** are supported only for backward compatibility. It is
previous table and avoid using these permissions going forward.

Request headers
Header Value Required
Authorization Bearer {token} Yes
Content-type application/json No
Path Parameters:

Path Parameter Description Type Scope restricted (Yes/No) Required (Yes/No)

Team Display Name The name of the team String Yes Yes

Default Parameters:

Scope
Path restricted  Required
Parameter Description Type (Yes/No) (Yes/No)
MaxResults  You can use this parameter to indicate the maximum integer No No
number of items you want in the response. The default
value is 50. The maximum value is 50.
NextToken You can use this parameter when paginating results. Set  String No No

the value of this parameter to null on your first call to
the list action. For subsequent calls to the action, fill
nextToken in the request with the value of NextToken
from the previous response to continue listing data.

Output:
Case Scope: N/A
Human Readable Output
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Team Membership
User Id Name Email Id Role

aacch40a-16e2- deepak.b deepak.b@mfs . MCMjMSMjMWOAY]  NA

d4aad-9457- onmicrosoft.com VimMZUtMWIwiAy 002

0785145abe3a JRALWEYNTOLZWMA
OGMLIGZINT ZllyMS
ZDIYOGFIZC040TVIL
TREYTMIOTJjMiOwWO
TMZMWFMZDMyYW
Eji2ZFhY2NINDBhLTE
27 TINGFhZCOSNDLU
SLTAIODVmNDVRhY
muUzY Q==

3b37f154-675-4019-  Akash MCMjMSMMWQ4Y]
Sfa54bdbor2 VmM2ZLtMWIwii L
JRALWEYNTOLZWMA
OGM1ZGZINTZIlyMS
ZDIyOGFZC040
TREYTMIOTIMIOWO
TMZMWEmZ DMy W
EjlzNiMzdmMTUOLT
Y3ZjUiNDAxOS1hO

6. Add Team Member

Action capability to add a member to a given team.

(

ﬂ The roles property will be empty by default for all members. This property only contains
additional qualifiers when relevant - for example, if the member has owner privileges, the
roles property contains owner as one of the values. Similarly, if the member is a guest, the
roles property contains a guest as one of the values. A basic member should not have any
values specified in the roles property.

L

Rollback: No
Duplicate Control: Yes

Required Permissions:
Permission type Permissions (from least to most privileged)
Application TeamMember.ReadWrite.All

Request headers:

Header Value Required
Authorization Bearer {token} Yes

Content-type application/json No

Default Parameters:
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Scope
Parameter Description DataType  Restricted Required
@odata.type It’s value should be: String No No

“#microsoft.graph.aadUserConversationMember®

ﬂ Do not add any guest to the team using this action capability as the name only suggests
adding a member to the team. If you are trying to add guests, you will get an access denied
error.

Path Parameters:

Scope
Path restricted Required
Parameter  Description Type (Yes/No) (Yes/No)
Team The name of the team USERNAME, Yes Yes
Display UNKNOWN,
Name KEYWORD
Member The user object that needs to be added. String. No Yes
Mail

EMAIL_ADDRESS
Eg:

‘https://graph.microsoft.com/v1.0/users
('8b081ef6-4792-4def-b2c9-c363albf41d5')’

Internally member id will generate

Output:
Case Scope: N/A
Human Readable Output: N/A

7. Delete Member
Action Capability to delete team members.

Rollback: No

Duplicate Control: No
Required Permissions

Permission type Permissions (from least to most privileged)
Application TeamMember.ReadWrite.All
Request headers

Header Value Required

Authorization Bearer {token} Yes

Content-type application/json No
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Path Parameters:

Path Scope restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Team Display  The name of the team USERNAME, Yes Yes
Name UNKNOWN, KEYWORD

Member The name of the team member. USERNAME, Yes Yes
Display Name (The team membership Id will be UNKNOWN, KEYWORD

identified internally).

Output:
Case Scope: N/A
Human Readable Output: N/A

8. Send Message
Action Capability to Send a message in the specified channel.
Rollback: No

Duplicate Control: No

ﬂ Application permissions are supported for migration only. In the future, Microsoft may
require an additional fees to be paid based on the amount of data imported.

Therefore, for the above note, a different authentication mechanism called auth_code
flow has been added. Here, the user must perform several steps.

To get auth code url, perform the following:

a. The user must call the Get Auth Code URL enrichment capability.

[ ﬂ The Auth URL is present in ArcSight SOAR case timeline.

[ ﬂ This has to be done before performing send message in channel action capability.

b. Copy the Auth URL from ArcSight SOAR case timeline and paste it into a web browser.
On pasting this URL, the browser would be redirected to the Permissions page. Check
the Consent on behalf of your organization checkbox and click Accept.

c. After accepting the permissions, the browser will redirect to the redirect_uri with a
code in the address bar.
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B Rocalhost ok [ A

B Devo docs I Mirosoft e BMC Googlekeep [ LoginPage o M@ MicoFor.. B Calendar-mu

This site cant be reached

localbost

[ ﬂ Authorization codes typically expire after about 10 minutes.

d. Use the following CURL command to get the Auth Code, which is required to get the

Refresh Token.

curl --location --request POST

"https://login.microsoftonline.com/common/oauth2/v2.0/token"' \

--header ‘Content-Type: application/x-www-form-urlencoded' \
--data-urlencode 'client_id=<client id>' \

--data-urlencode 'scope=https://graph.microsoft.com/mail.read’ \

--data-urlencode 'redirect_uri=<redirect_uri>"' \
--data-urlencode 'grant_type=authorization_code' \
--data-urlencode 'client_secret=<client secret>' \
--data-urlencode 'code=<auth_code>"'

curl -'

Parameters for the refresh token generation

Parameters  Description DataType

client_id The application ID that is assigned to your app. You can find String
this information in the portal where you registered your app.

scope Default set as:-https://graph.microsoft.com/mail.read String

client_secret The client secret that you generated for your app in the app String
registration portal. The client secret must be URL-encoded
before being sent. instead of providing credentials in the
Authorization header, per RFC 6749 providing basic auth
pattern is also supported.

Required

Yes

Yes

Yes
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Parameters  Description DataType Required

grant_type Must be authorization_code for the authorization code flow. String Yes

Default set it as: Authorization_code

redirect_uri  The redirect_uri of your app, where authentication responses  String Yes
can be sent and received by your app. It must exactly match
one of the redirect URIs you registered in the portal .

code The authorization_code that the app requested. The app can String Yes
use the authorization code to request an access token for the
target resource. Authorization codes are short lived. Typically,
they expire after about 10 minutes.

e. Click Credential Editor > Private Key and paste the referesh token value.

Cheartea? Acesy

ﬂ This step is only required if and only if the user gets the unauthorized code message while
performing Send message in channel action capability.

Required Permissions:

Permission type Permissions (from least to most privileged)

Delegated Required permissions already added in authorized code URLs.
Request headers

Header Value Required
Authorization Bearer {token} Yes

Content-type application/json No

Path Parameters:
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Scope restricted Required
Path Parameter Description Type (Yes/No) (Yes/No)
Team Display Name The name of the team String No Yes
Content The text message to send to String No Yes

channel
Channel Display The name of the channel String  Yes Yes
Name
Output:

Case Scope: N/A
Human Readable Output: N/A
9. Retrieve Message
Enrichment Capability to retrieve messages from a given channel.

Permissions for channel:

Permission
type Permissions (from least to most privileged)

Application ChannelMessage.Read.Group, ChannelMessage.Read.All, Group.Read.All**,
Group.ReadWrite.All**

recommend that you update your solutions to use an alternativepermission listed in the

ﬂ Permissions marked with ** are supported only for backward compatibility. It is
previous table and avoid using these permissions going forward.

Request headers

Header Value Required
Authorization Bearer {token} Yes

Content-type application/json No

Default Request Body Parameters:

Scope restricted Required
Request Body Description Type (Yes/No) (Yes/No)
Team Display The name of the String No Yes
Name team
Channel Display Name of the HOST, UNKNOWN, Yes Yes
Name channel KEYWORD

Limitations: Retrieve Message is a Protected API
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Microsoft Teams APIs in Microsoft Graph that access sensitive data are considered
protected APls. These APIs require that you have additional validation, beyond permissions
and consent, before you can use them. For more information see, Protected APIs.

To request access to these protected APIs, fill the request form to connect with the
Microsoft support team.

L

Output:
Case Scope: N/A
Human Readable Output:

Created Date Time Sender Name Content Content Type

Abdul Shuaib MS Team Auth code text
required only

1674981579526 2023-01- Abdul Shuaib yep

Abdul Shuaib See you

Abdul Shuaib thank you bye

Abdul Shuaib Mice to talk with you!!

Abdul Shuaib okay

10. Archive Team
Action capability to archive a given team.
Rollback: Yes
Duplicate Control: No

Required Permissions

Permission
type Permissions (from least to most privileged)

Application TeamSettings.ReadWrite.Group*, TeamSettings.ReadWrite.All,Group.ReadWrite.All**,
irectory.ReadWrite.All**

recommended that you update your solutions to use an alternative permission listed in the

ﬂ Permissions marked with ** are supported only for backward compatibility. It is
previous table and avoid using these permissions going forward.

Request headers
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Header Value Required
Authorization Bearer {token} Yes

Content-type application/json No
Path Parameters:

Path Parameter Description Type

Team Display Name The name of the team String

Output:
Case Scope: N/A
Human Readable Output: N/A
11. Unarchive Team
Action capability to archive a given team.
Rollback: Yes
Duplicate Control: No

Required Permissions

Permission

Scope restricted (Yes/No) Required (Yes/No)

No

type Permissions (from least to most privileged)

Yes

Application TeamSettings.ReadWrite.Group*, TeamSettings.ReadWrite.All,Group.ReadWrite.All**,

irectory.ReadWrite.All**

recommend that you update your solutions to use an alternative permission listed in the

previous table and avoid using these permissions going forward.

[ﬂ Permissions marked with ** are supported only for backward compatibility. It is

Path Parameters:

Path Parameter Description Type

Display Name The name of the team. String

Description A description for the team.  String
Output:

Case Scope: N/A
Human Readable Output: N/A

Integration Capabilities

Scope restricted (Yes/No) Required (Yes/No)

No

No

Yes

Yes
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Integration Guide for Microsoft Windows DNS
Server

Integration Overview

ArcSight SOAR uses Microsoft Windows DNS Server to redirect IP address to another IP
address.

SOAR checks connection.secure parameter to connect via WinRM over http or https protocol.

Integration Capabilities

e Action
e Block

Configuration

Configuration on Microsoft Windows DNS Server

¢ SOAR connects to Microsoft Windows DNS Server’s integration APl via WinRM services.
Therefore SOAR should be able to connect this service.

e WinRM credential is required.

Configuring ATAR

1. While creating this integration via Integrations tab of Configuration menu:
Name: Display name of the integration.
Type: Microsoft Windows DNS Server.
Address: Address of the integration (the format should be http[s]://1.1.1.1:1234).

Credential: WinRM credential is required. Credential that has been defined for this
integration under the Credentials menu.

Configuration: You need to specify the following configuration parameters.

dns.zone.name: Redirected DNS server zone name
dns.block.ip: Redirection address
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dns.server.name: DNS server name

#Use https:// instead of http:// on WinRM connection
connection.secure=true : For secure connections, otherwise set to false.
#Parameters:

WindowsDNSCommandExecPath: Windows DNS command execution path.

Trust Invalid SSL Certificates: Select this if Engine’s certificate used for the service is self-
signed or not recognized by browsers.

Require Approval From: Select user(s) from list to ask her/his approval before executing
actions on this integration.

Notify: Select user(s) from the list to notify when ATAR performs an action on this
integration.

2. Click the Test button.

3. Click Save to complete integration.

Configuring ATAR Page 486 of 690



Integration Guides

Integration Guide for Microsoft Windows
Services (WinRM)

Integration Overview

Integration Capabilities

e Action

¢ None

Configuration

Configuration on Microsoft Windows Services

* SOAR connects to Microsoft Windows Service’s integration APl via WinRM services.
e Therefore SOAR should be able to connect this service.

e WinRM credential is required.

Configuring SOAR

1. While creating this integration via Integrations tab of Configuration menu:
Name: Display name of the integration.
Type: Microsft Windows Services.
Address: Address of the integration (the format should be 1.1.1.1 or abc.example.com).
Configuration: You need to specify the following configuration parameters.
putfile.generateuuid =
putfile.defaultfolder =
connection.secure = true

Credential: Credential that has been defined for this integration under the Credentials
menu.

Trust Invalid SSL Certificates: Select this if certificate used for the service is selfsigned or
not recognized by browsers.
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Require Approval From: Select user(s) from list to ask her/his approval before executing
actions on this integration.

Notify: Select user(s) from the list to notify when SOAR performs an action on this
integration.

2. Click the Test button.

3. Click Save to complete integration.
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Integration Guide for Microsoft Graph Security

Integration Overview

Microsoft Graph Security is an intermediary service (or broker) that provides a single
programmatic interface to connect multiple Microsoft Graph Security providers such as Azure
Security Center, Microsoft Defender APT, Microsoft Cloud App. Security, etc. Microsoft Graph
Security integration lets you to search and manage security alerts created by those providers.
This integration supports Microsoft Graph APl v1.0.

Integration Capabilities

e Assign Alert

e GetAlert by ID

e List Alerts

e List Alerts by Category
e List Alerts by Destination
e List Alerts by Provider
e List Alerts by Severity

e List Alerts by Source IP
e List Alerts by Status

e Update Alert Comment
e Update Alert Feedback
e Update Alert Status

Prerequisites

ArcSight SOAR connects to ”login.microsoft.com” and “graph.microsoft.com” APIs through
HTTPS. Access to these services is required
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Configuration

Configuring Microsoft Azure

1. Login to https://portal.azure.com and navigate to Azure Active Directory service.

2. Create a new registration in App Registrations menu following values.

[ ﬂ Note: If an application is defined for other integrations, skip steps 1-3 to use it.

Name Supported Account Types Redirect URI

ArcSight Accounts in this organizational directory only (Default Directory only -  (Web)
SOAR Single tenant) https://localhost/soar

3. Click Add a certificate or secret link and create a new client secret. Specify the description
and expiry period as 24 months.

4. Note the created Secret Key value along with Client ID.

5. Navigate to API Permissions and add the following permissions from Microsoft Graph:
Permission Type  Permission Description

Application SecurityEvents, ReadWrite, All.  Read and update your organization’s security events.

6. Click Yes to grant admin consent for Default Directory.

Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Specify the following parameter values in the Credential Editor form:

Private
Type Name Username Password Key
Internal Display name of credential set Client ID of the application (for Secret
credential (for example, Azure AD example, ArcSight SOAR) that is Key

Credential). registered on Azure Portal.

3. Click Configuration > Integrations > Create Integration.

4. Specify the following parameter values in the Configuration form:

Parameter Value
Name Display name of the integration.
Type Microsoft Graph Security
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Parameter
Address

Configuration

Credential

Trust Invalid SSL
Certificates

Require Approval From

Notify

Value
Address of the integration (https://graph.microsoft.com/v1.0/security).
Specify the following configuration parameters:

tenant.id Tenant ID on Microsoft Azure tenant.id = ff1f0000-c600-4500-0038-
9d4000000000

proxy.id ID of the Proxy integration if you access Microsoft Graph Security
through a web proxy device. For example, proxy.id = 12345 .

Credential that has been defined for this integration under the Credentials
menu.

Select this if web server’s certificate is self-signed or is not recognized by
browsers.

Select user(s) from list to ask the approval before executing actions on this
integration.

Select user(s) from the list to notify when SOAR performs an action on this
integration.

5. Click Save to save the integration definition.

6. Navigate to Configuration>Customization Library and edit Microsoft Graph Security
Advanced Action Script Default Template.

Select the integration that you have added to Integrations menu.

8. Click Save to complete the integration.

Click Test, an Integration Successful message is displayed if the credential and address are

valid.

Capabilities

1. Assign Alert

Action capability for assigning security alert to a person on Azure Security Center.

¢ Rollback: No
¢ Duplicate Co

ntrol: No

The following table presents the assign alert action capability details:

Input
Parameter

Integration

Assign to

Capabilities

Scope Restricted (Yes/  Required (Yes/

Description Type No) No)
Name of the third party Integration N/A Yes
integration.

Person this alert to be assigned  String No Yes
to.
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Output:
Case Scope: N/A
Human Readable Output: N/A

2. Get Alert by ID
Enrichment capability for querying & retrieving security alert details by alert ID.

The following table presents the get alert ID enrichment capability details:

Input Scope Restricted (Yes/  Required (Yes/
Parameter Description Type No) No)
Integration Name of the third party Integration N/A Yes
integration.
Alert ID Alert ID on Azure Security String No Yes
Center.
Output:
Case Scope:
Action Type Category/ Value
None N/A N/A

Human Readable Output:

Following image provides the Human Readable Output:

L0en i Ihe Pkl a4

ol e ines Sample-App,

3. List Alerts
Enrichment capability for getting list of security alerts created in given time range. Results
are based on the alerts creation time, displayed in newest to oldest manner..

The following table presents thelist alerts enrichment capability details:
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Scope
Input Restricted Required
Parameter Description Type (Yes/ No) (Yes/ No)
Integration Name of the Integration N/A Yes
third party
integration.
Time Range Time range filter Time range. Relative: e.g. Last 5 days Absolute: ~ N/A Yes
for query. For example, 2021-08-14 15:10 — 2021-08-14
15:32
Output:
Case Scope:
Action Type Category/ Value
None N/A N/A

Human Readable Output:

Following image provides the Human Readable Output:

Created Time:

F02U-08-F0TOL:A2: 24 BEFL 04T [SAMPLE ALERT] Posenfial S0L

InProgress

20021-08-30T04:42:24 BEY] 4042 MPLE ALERT] Ex

iy from & sur

4. List Alerts by Category
Enrichment capability for getting list of security alerts of a certain category created in given
time range. Results are based on the alerts creation time, displayed in newest to oldest
manner.

The following table presents the list alert by category enrichment capability details:

Scope
Input Restricted Required
Parameter Description Type (Yes/ No) (Yes/ No)
Integration Name of the Integration N/A Yes
third party
integration.
Alert Category name  String No Yes

Category
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Scope
Input Restricted Required
Parameter Description Type (Yes/ No) (Yes/ No)
Time Range Time range filter Time range. Relative: e.g. Last 5 days Absolute:  N/A Yes
for query. For example, 2021-08-14 15:10 — 2021-08-14
15:32
Output:
Case Scope:
Action Type Category/ Value
None N/A N/A

Human Readable Output:

Following image provides the Human Readable Output:

Craated Timne Tl Servarity

2001-08-20T04:42: 24 BET1406T [SAMPLE ALERT] Digital eurrensy high

mising relased Behavicr dirte:

2021-08-13T10:38:16. 27400447 [SAMPLE ALERT) Cégit
mising relafed behavior

5. List Alerts by Destination
Enrichment capability for getting list of security alerts with the specified destination field,
created in given time range. Results are based on the alerts creation time, displayed in
newest to oldest manner.

The following table presents the list alerts by destination enrichment capability details:

Scope
Input Restricted Required
Parameter Description Type (Yes/ No) (Yes/ No)
Integration Name of the Integration N/A Yes
third party
integration.
Destination Destination Host Network Address URL . Yes Yes
Address.
Time Range  Time range filter Time range. Relative: e.g. Last 5 days Absolute:  N/A Yes
for query. For example, 2021-08-14 15:10 — 2021-08-14
15:32
Output:
Case Scope:
Action Type Category/ Value
None N/A N/A

Human Readable Output:
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Following image provides the Human Readable Output:

Created Time Tisle

2021-00-20T044 224, B0914062  [SAMPLE ALERT) Potential S0L

20044 2:24 RAT1L0AT T] Podaible dats & Farea Al

wfiltration el (Privview]

AMPLE ALERT] M

-20T04:42:24 88914042 [SAMPLE ALERT] Suspacted

duccaiiful Brute for

021-08-20T0&:42:24 BT 00T

6. List Alerts by Provider

IinProgress

Enrichment capability for getting list of security alerts originated from the specified
security provider, created in given time range. Results are based on the alerts creation
time, displayed in newest to oldest manner.

The following table presents the list alerts by provider enrichment capability:

Input
Parameter Description

Integration Name of the
third party
integration.

Provider One of the
Microsoft
Security
Providers.

Time Range  Time range filter

Scope

Restricted Required
Type (Yes/ No) (Yes/ No)
Integration N/A Yes
String No Yes

Azure Active

Directory ldentity

Protection

Azure Advanced Threat Protection
Azure Security Center

Azure Sentinel

Microsoft Cloud App Security

Microsoft Defender Advanced Threat Protection

Time range. Relative: For example, Last 5 days N/A

for query. Absolute: For example, 2021-08-14 15:10 —
2021-08-14 15:32
Output:
Case Scope:
Action Type Category/ Value
None N/A N/A

Human Readable Output:

Capabilities

Yes
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Following image provides the Human Readable Output:

Created Time: Tite

2021-08-J0T0L:LT 24 BEFL 404 [SAMPLE ALERT] Podential S0L

IOT04:42: 24 BAVLA0GT o vl

L IOTO4:4A2: 24 BETLA0GT [SAMPLE ALERT] Susapected

ncrenshul Brute fon

-20T04:42: 24 BBV1L06T [SAMPLE ALERT] Exeoutabile o

7. List Alerts by Severity
Enrichment capability for getting list of security alerts with the specified severity value,
created in given time range. Results are based on the alerts creation time, displayed in
newest to oldest manner.

The following table presents the list alerts by severity enrichment capability details:

Scope
Input Restricted  Required
Parameter Description Type (Yes/ No) (Yes/ No)
Integration Name of the Integration N/A Yes
third party
integration.
Alert Alert severity String No Yes
Severity set b-y vendor/ High
provider.
Medium
Low
Informational
Unknown
Time Range Time range filter Time range. Relative: For example, Last 5 days N/A Yes
for query. Absolute: For example, 2021-08-14 15:10 —
2021-08-14 15:32
Output:
Case Scope:
Action Type Category/ Value
None N/A N/A

Human Readable Output:

Following image provides the Human Readable Output:
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-20TO4:42:24 BTS5717T

0Tk 62128 ATISTITT

8. List Alerts by Source IP
Enrichment capability for getting list of security alerts with the specified source IP field,
created in given time range.Results are based on the alerts creation time, displayed in
newest to oldest manner.

The following table presents the list alerts by source IP enrichment capability details:

Scope
Input Restricted Required
Parameter Description Type (Yes/ No) (Yes/ No)
Integration Name of the Integration N/A Yes
third party
integration.
Source IP Source IP Network Address Yes Yes
Address.
Time Range Time range Time range. Relative: For example, Last 5 days N/A Yes
filter for query. Absolute: For example, 2021-08-14 15:10 — 2021-
08-14 15:32
Output:
Case Scope:
Action Type Category/ Value
None N/A N/A

Human Readable Output:

Following image provides the Human Readable Output:

1a 224 BATLA0ST [5 " rarwlert

InProgress

(4224 BETIA0ST  [SAMPLE ALERT] Suspecie: nPragrens

sueesaful Brute fon

-I0T0L:42:24 88914061 [SAMPLE ALERT] E

Frgams
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9. List Alerts by Status
Enrichment capability for getting list of security alerts with the specified status value,
created in given time range. Results are based on the alerts creation time, displayed in

newest to oldest manner.

The following table presents the list alerts by source enrichment capability details:

Input
Parameter

Integration

Alert Status

Time Range

Output:

Case Scope:

Action

None

Human Readable Output:

Description

Name of the
third party
integration.

Alert lifecycle
status (stage).

Time range

filter for query.

Scope

Restricted Required
Type (Yes/ No) (Yes/ No)
Integration N/A Yes
String No Yes
NewAlert
InProgess
Resolved
Unknown
Time range. Relative: For example, Last 5 days N/A Yes

Absolute: For example, 2021-08-14 15:10 — 2021-
08-14 15:32

Type Category/ Value

N/A N/A

Following image provides the Human Readable Output:

57172

2031-08-30T04:42:24 BTISTITZ

20Q1-08-30TOL L2128 BTSSTITE

10. Update Alert Comment
Action capability for adding/updating comment feild of the security alert.

¢ Rollback: No

¢ Duplicate Control: No

Capabilities
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The following table presents the update alert comments action capability details:

Input

Parameter Description

Integration Name of the third party
integration.

Alert ID Alert ID on Azure Security
Center.

Alert Comment to be added to

Comment security alert.

Output:

Case Scope: N/A

Human Readable Output: N/A
11. Update Alert Feedback

Scope Restricted

Type (Yes/ No)
Integration N/A
String No
String No

Closed in IPC Closed in

MCAS

Action capability for adding/updating feedback feild of the security alert.

¢ Rollback: No

¢ Duplicate Control: No

Required
(Yes/ No)
Yes

Yes

Yes

The following table presents the update alert feedback action capability details:

Input
Parameter Description

Integration Name of the third party

integration.
Alert ID Alert ID on Azure Security
Center.
Alert Comment to be added to
Feedback security alert.

Output:

Case Scope: N/A

Human Readable Output: N/A
12. Update Alert Status

Scope Restricted
Type (Yes/ No)

Integration N/A

String No

String No

Benign
Positive

False
Positive

True Positive

Unknown

Action capability for updating status of the security alert.

Capabilities

Required (Yes/
No)
Yes

Yes

Yes
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¢ Rollback: No

¢ Duplicate

Control: No

The following table presents the update alert status action capability details:

Input
Parameter

Integration

Alert ID

Alert Status

Output:

Description

Name of the third party
integration.

Alert ID on Azure Security Center.

Comment to be added to security
alert.

Case Scope: N/A
Human Readable Output: N/A

Capabilities

Type

Integration

String

String

In Progress
New Alert
Resolved

Unknown

Scope Restricted (Yes/ Required (Yes/

No)

N/A

No

No

No)

Yes

Yes

Yes
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Integration Guide for MISP

Integration Overview

The MISP threat sharing platform is a free and open source software helping information
sharing of threat intelligence including cyber security indicators.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with MISP.

¢ File Reputation

e |P Reputation

e URL Reputation

* Get Event

e Add Attribute to Event

e Add Tag to Event

* Create Event

e Create Event with Attribute

e Remove Attribute from Event
e Remove Tag from Event

ArcSight SOAR integrates with MISP to gather, store threat information and can query to loCs.
The capabilities can either be performed automatically within a playbook or manually by an
analyst.

Configuration

Prerequisites

e Access to tcp port 443 as SOAR connects to MISP using HTTPS

* An API key for SOAR to connect to MISP

[ ﬂ Note: To gather the API key for SOAR, navigate to MISP Interface > Event Actions > Automation.
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Configuring SOAR

1. Click Configuration > Credentials > Create Credential.

2. Specify the following parameter values in the Credential Editor form:

a. Internal Credential

Parameter
Type
Name
Username
Password

Private Key

Value

Internal Credential

Display name of credential set (For example, MISP Credentials)
Empty

Empty

API Key retrieved from the MISP

Click Configuration > Integrations > Create Integration.

4. Specify the following parameter values in the Configuration form:

Parameter

Name

Type
Address

Credential

Prerequisites

Value
Display name of MISP integration on ArcSight SOAR
MISP

Address of the cloud service, in the following format: https://<misp_
environement_ip>

Name of the credential set created in the previous step(For example, MISP
Credentials)
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Parameter Value
Trust Invalid SSL Certificates Not Applicable

Require Approval From Select users from the list who can provide approval before executing
enrichments on the integration

Notify Select users from the list to notify when SOAR performs an enrichment on the
integration

5. Click Save to complete the integration.
6. Navigate to Configuration > Customization Library.

7. In the Customization Editor, Edit MISP Advanced Action Script Default Script Template
and for the Integrations field select the integration you saved (for example, MISP
Integration).

Customization Editor

Pz Mame
Plugin Vikle Mame
Imtegrations HEP inlegration

Juon
time

cepabilities():

8. Navigate to Configuration > Integrations.
9. Click Edit for the MISP integration you created.
10. Click Test to test the integration.
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Integration Guide for MxToolBox

Integration Overview

MxToolBox is a service that helps customers to make a query for domains and run the lookups.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with MxToolBox:

¢ Domain Blacklist Check

e Domain MX Check

Prerequisites

You must have access to HTTPS as the ArcSight SOAR connects to MxToolBox API through this
service.

Configuration

Configuring MxToolBox

1. Login to MxToolBox and navigate to Settings, as shown in the following figure:

Pricing Tools Delivery Center  Monitoring  Products  Support ‘ barkanerdogduGhacetiepe.edu.ir =

2. Click Automation API Access Settings in the Setting and add a new application.
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3. Click API Tab and note the API Key to use on SOAR as shown in the following figure:

Pricing Tools DelveryCenler  Monforing  Products  Suppor  Ulse

ABOUT MXTOOLEOX API

Apd Lmagn
Dnia Regueits Remainkeg Today: 84 of 84 Matwark Regesdis Remalning Todey: 0ol O
===
MxToolbox APl Available Methods
Configuring SOAR

1. Click Configuration > Credentials > Create Credential.
2. Specify the following parameter values in the Credential Editor

Type Name Username Password Private Key

Internal Display name of credential set (for API Key that is noted

credential example, MxToolBox Credential). from the service

Click Configuration > Integrations > Create Integration.

4. Specify the following parameter values in the Configuration Form.

Parameter Value

Name Display name of MxToolBox integration on SOAR.

Type MxToolBox

Address https://mxtoolbox.com

proxy.id ID of the Proxy integration if you access mxtoolbox.com through a web proxy device.

For Example: proxy.id = 12345.

Credential Name of the credential set created on step 2(For example, MxToolBox Credentials).
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Parameter Value
Trust Invalid SSL The SSL certificate of MxToolBox service is going to known by SOAR, so you do not
Certificates need to check this box.
Required Approval Select users from the list who can provide approval before executing actions on this
From integration.
Notify Select users from the list to notify when SOAR performs an action on this integration.
5. Click Save to save the integration definition.
6. Navigate to Configuration > Customization Library > Open MxToolBox Script
7. Select integration that is created at step 4 for Integrations field.
8. Click Save to complete the integration.
9. Click Test, an Integration Successful message is displayed if the credential and address are
valid.
Capabilities

1. Domain Blacklist Check
Enrichment capability for retrieving blacklist domain information.

The following table provides the Domain Blacklist Check enrichment capability details:

Input Scope Restricted (Yes/ Required (Yes/
Parameter Description Type No) No)
Domain Domain that you want to Host Yes Yes
query.
Integration Name of the integration. Integration N/A Yes
Output:

Case Scope: N/A
Human Readable Output: Yes

2. Domain MX Check
Enrichment capability for retrieving MX record information.

The following table provides the Domain MX Check enrichment capability details:

Input Scope Restricted (Yes/ Required (Yes/
Parameter Description Type No) No)
Domain Domain that you want to Host Yes Yes
query.
Integration Name of the integration. Integration N/A Yes
Output:
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Case Scope: N/A
Human Readable Output:

Atribute

OiNS Recond Published DS Recond mot found

Tetal2, 100 - iemdf page

Integration Guide for Netskope v1

Overview of the Plugin

Netskope is a Cloud Security/Security Service Edge (SSE) platform which secures access to the
web, cloud services. Netskope provides solutions to help organizations discover, understand,
and secure cloud usage across all their users, devices, apps, and data. Their offerings include
cloud security posture management, cloud access security broker (CASB), data loss prevention,
and threat protection to help organizations safely embrace cloud services and meet
compliance requirements.

Supported Integration Capabilities

ArcSight SOAR has the following integration capabilities with Netskope V1:

e List Quarantined Files
¢ Allow Quarantined File

¢ Block Quarantined File

Prerequisites

You must have access to HTTPS, as the ArcSight SOAR connects to Netskope API through HTTPS
service.
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Configuration

Configuring Netskope

1. Authentication:Netskope REST APIs use an auth token to make authorized calls to the API.
Netskope REST APIs provide access to resources via URI paths. The auth token must be
used in every REST API call for the tenant. Click Settings > Tools > Rest API v1 to generate
or revoke a token in the Netskope Ul.

e Click Generate New Token and note down the token generated.
* To set the token expiration, click the pencil icon next to the expiration date.

e From the dropdown list, select the number of hours, days, weeks or months to keep the
token valid, or to never expire it, and then click Save.

Authentication Parameters

Request Headers:
Parameters Datatype Description Required
Access Key string The Netskope REST API vl token Yes
2. Additional Configuration:

Configuration Parameter Description

proxy.id Proxy device to be used while communicating with the remote system’s API

cache.reusing.duration Default cache-reuse parameter

ﬂ In the Address configuration, replace the tenant-name with your tenant name.
Eg:https://alliances.goskope.com

Configuring SOAR

1. Click Configuration > Credentials > Create Credentials.

2. Specify the following parameter values in the Credential Editor form.

Private
Type Name Username Password Key
Internal Display name of credential set (for N/A N/A The Netskope REST
credential example, Netskope v1 APl v1 token

Credentials).
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Click Configuration > Integrations > Upload plugin.
Select your integration plugin zip file and click Save.
Select the integration that you have added to the Integrations menu.

Click Save to complete the integration.

N o v o k~w

Click Test, an Integration Successful message is displayed if the credential and address are
valid.

Integration Capabilities:

1. List Quarantined Files
Enrichment capability to get the list of quarantined files.
Input Parameters:
N/A

Default Parameters:

Scope Restricted Required
Parameter  Description Type (Yes/No) (Yes/No)
op The operation to be performed. String  No Yes
Allowed values: get-files | download-url |
take-action

Default value: get-files (Will get list of
quarantined files.)

Output:

Case Scope:

N/A

Human Readable Output:
2. Block Quarantined File

The action capability to block a quarantined file. This capability deletes the quarantined
file.

Rollback: No
Duplicate Control: Yes

Input Parameters:
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Parameter

Quarantine
Profile Name

File Name

Description

The profile name of the
quarantined file.

The name of the
quarantined file.

Default Parameters:

Type

String

[FILE NAME, UNKNOWN,
KEYWORD]

Parameter  Description

op The operation to be performed.
Allowed values: get-files | download-url | take-action
Default value: “take-action® (Action to be take on a
SINGLE quarantined file.)

action Action to be performed on a quarantined file.
Allowed values: block | allow
Default value: “block’

Output:

Case Scope: N/A
Human Readable Output: N/A

3. Allow Quarantined File

Scope Restricted Required
(Yes/No) (Yes/No)
No Yes
Yes Yes
Scope
Restricted  Required
Type (Yes/No) (Yes/No)
String No Yes
String No Yes

The action capability to allow a quarantined file. This capability restores the quarantined

file.
Rollback: No

Duplicate Control: Yes

Input Parameters:

Parameter

Quarantine
Profile Name

File Name

Description

The profile name of the
quarantined file.

The name of the
quarantined file.

Default Parameter:

Integration Capabilities:

Type

String

[FILE NAME, UNKNOWN,
KEYWORD]

Scope Restricted

(Yes/No)

No

Yes

Required
(Yes/No)

Yes

Yes
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Scope
Restricted  Required
Parameter  Description Type (Yes/No) (Yes/No)
op The operation to be performed. String No Yes
Allowed values: get-files | download-url | take-
action Default value: “take-action’ (Action to be
take on a SINGLE quarantined file.)
action Action to be performed on a quarantined file. [FILE NAME, No Yes
Allowed values: block | allow UNKNOWN,
KEYWORD]

Default value: " allow *

Output:
Case Scope: N/A
Human Readable Output: N/A

Integration Guide for Netskope V2

Integration Overview

Netskope is a Cloud Security/Security Service Edge (SSE) platform which secures access to the
web and cloud services. Netskope provides solutions to help organizations discover,
understand, and secure cloud usage across all their users, devices, apps, and data. The
offerings include cloud security posture management, cloud access security broker (CASB),
data loss prevention, and threat protection to help organizations safely embrace cloud services
and meet compliance requirements.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Netskope V2:

e Search Alerts

List URL Lists

Get URL List Details
Add to URL List

Remove from URL List
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Prerequisites

You must have access to HTTPS as the ArcSight SOAR connects to Netskope API through HTTPS
service.

Configuration

Configuring Netskope

1. Authentication:

Netskope REST APIs use an auth token to make authorized calls to the API.Click Settings >
Tools > Rest APl v2 to create the token for specific APIs.

2. Click New Token to create a new token on the REST API v2.

3. Enter a token name and the token expiration time, and then click Add Endpoint to select
the APl endpoints to use with the token.

4. Specify the privileges for each of the endpoints added.

Read privileges include GET, and Read+Write privileges include GET, PUT, POST, PATCH,
and DELETE.

5. ClickSave.

6. A confirmation box appears showing whether the token creation was successful. If yes,
click Copy Token to save it for later use in your API requests.

[ ﬂ Add the token to the Netskope-Api-Token header.

Authentication Parameters

Request Headers:
Parameters Datatype Description Required
Access Key string The Netskope REST APl v2 token Yes

2. Additional Configuration:

Configuration Parameter Description
proxy.id Proxy device to be used while communicating with the remote system’s API
cache.reusing.duration Default cache-reuse parameter

url_list_name Name of the URL list
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For example: https://alliances.goskope.com

[ ﬂ Note: Replace tenant-name with your tenant name in the Address configuration

Configuring SOAR

1.
2.

N o v kAW

Click Configuration > Credentials > Create Credentials.

Specify the following parameters values in the Credential Editor form.

Private
Type Name Username Password Key
Internal Display name of credential set (for N/A N/A The Netskope REST
credential example, Netskope v2 APl v2 token

Credentials).

Click Configuration > Integrations > Upload plugin.

Select your integration plugin zip file and click Save.

Select the integration that you have added to Integrations menu.
Click Save to complete the integration

Click Test, an Integration Successful message is displayed if the credential and address are
valid.

Integration Capabilities:

1.

Search Alerts

Enrichment capability to a list of alerts generated by Netskope. You can filter Search Alerts
based on the time period.

Required Scopes
Endpoint Name Required Privilege

/api/v2/events/data/alert  Read
[ ﬂ These privileges are specified while creating the REST API Token.

Input Parameters:
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Scope
Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Time Range The relative or absolute time range for the Integer/ No Yes
alerts to retrieve. Datetime
The required starttime and endtime will
be calculated internally based on the given
Time range.
Username/User  Filter alerts by the username or user IP ["USERNAME", Yes Yes
IP Address address. "NETWORK
ADDRESS",
"UNKNOWN",
“KEYWORD"]
Severity Filter alerts by severity. String No Yes
Default Parameters:
Scope Restricted Required
Parameter  Description Type (Yes/No) (Yes/No)
limit Maximum number of records to retrieve.  Integer  No No
Default value is 5000
offset Used to shift the window of alerts if limit  Integer  No No

is reached.

Default value is 0

Output:

Case Scope:

N/A

Human Readable Output:
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Alert Mame Afack Severity

Anron Elherige

S OganCS. CO

2. List URL Lists
Enrichment capability to get all applied and pending URL lists.
Required Scopes
Endpoint Name Required Privilege

/api/v2/policy/urllist ~ Read
[ ﬂ These privileges are specified while creating the REST API Token.

Input parameters:
N/A

Output:

Case Scope:

N/A
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Human Readable Output:

Uvis Count Modifed By Maodified Times Migdified Type Pending

3. Get URL List Details
Enrichment capability to get details of the given URL list by name.

Input Parameters:

Name Description Type Scope restricted (Yes/No) Required (Yes/No)
URL List Name Name of the URL List. String  No Yes
Output:

Case Scope: N/A
Human Readable Output:
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4. Add to URL List
Action capability to add a new URL to an existing URL list by updating it.
Rollback: Yes

Duplicate Control: No

[ ﬂ Update URL List API is used to implement this feature and it does not support Duplicate
Control.

Required Scopes

Endpoint Name Required Privilege

/api/v2/policy/urllist Read+Write
[ ﬂ These privileges are specified while creating the REST API Token.

Input Parameters:

Scope restricted Required
Parameter Description Type (Yes/No) (Yes/No)
URL/HOST/ The url to be added. ["URL", "HOST", Yes Yes
IP Eg: “NETWORK ADDRESS”,
‘www.example.com”  nNKNOWN"
“KEYWORD"]
Default Parameters:
Scope restricted Required
Parameter  Description Type (Yes/No) (Yes/No)
action The action to be performed on URL String No Yes

list.
Default value: append
Output:
Case Scope: N/A
Human Readable Output: N/A
5. Remove from URL List
Action capability to remove a specific URL from an existing URL list by updating it.
Rollback: Yes

Duplicate Control: No

[ ﬂ Update URL List API is used to implement this feature and it does not support Duplicate
Control.
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Required Scopes
Endpoint Name Required Privilege

/api/v2/policy/urllist Read+Write
[ ﬂ These privileges are specified while creating the REST API Token.

Input Parameters:

Scope restricted Required
Parameter Description Type (Yes/No) (Yes/No)
URL/HOST/ The URLto be ["URL", "HOST", Yes Yes
IP removed. “NETWORK ADDRESS”,
Ee: "UNKNOWN?",
‘www.example.com’ “KEYWORD”]
Default Parameters:
Scope restricted Required
Parameter  Description Type (Yes/No) (Yes/No)
action The action to be performed on URL String No Yes

list.

Default value: replace

Output:
Case Scope: N/A
Human Readable Output: N/A

Integration Guide for Okta

Integration Overview

Okta provides cloud software that helps organizations to manage and secure user
authentication into applications.

This integration supports Okta APl v1.0.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Okta:
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* Activate User

e Add User Into Group

e Clear User Sessions

* Deactivate User

e Expire Password

e Get Group Members

e Get Groups For User

e Get User Details

e Get User Logs

e List Groups

e Remove User From Group
e Reset Password

e Set Temporary Password
e Suspend User

e Unlock User

e Unsuspend User

* List Devices

e Get Device Details

e Suspend Device

e Unsuspend Device

Prerequisites

e You must have access to HTTPS as the ArcSight SOAR connects to Okta APl through this
service.

e AP| Token is needed to access Okta REST API.
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Configuration

Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Specify the following parameters in the Credential Editor form:

Type Name Username Password Private Key
Internal Display name of credential set (for example, SSWS<space>API
credential Okta API Credentials). token

ﬂ Note: The API token must be specified in the Private Key field by adding SSWS term
(SSWS<space><apitoken>).

3. Click Configuration > Integrations > Create Integration.

4. Specify the following parameter values in the Configuration Form.

Parameter Value

Name Display name of the integration.

Type Okta

Address Address of the integration (the format should be https://dev-1423.okta.com/).
Configuration Specify the following configuration parameters:

proxy.id  ID of the Proxy integration if you access Okta through a web proxy
device. For example: proxy.id = 12345 .

Credential Credential that has been defined for this integration under the Credentials
menu.

Trust Invalid SSL Select this if web server’s certificate is self-signed or is not recognized by

Certificates browsers.

Require Approval From Select user(s) from list to ask the approval before executing actions on this
integration.

Notify Select user(s) from the list to notify when SOAR performs an action on this
integration.

5. Click Save to save the integration definition.

6. Navigate to Configuration>Customization Library and edit Okta Advanced Action Script
Default Template.

7. Select the integration that you have added to Integrations menu.

8. Click Save to complete the integration.
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9. Click Test. Integration Successful message is displayed if the credential and address are
valid.

Capabilities
1. Activate User
Action capability for activating an inactive user account.
¢ Rollback: Yes

¢ Duplicate Control: Yes
The following table presents the Activate User action capability details:

Scope Restricted  Required (Yes/
Input Parameter  Description Type (Yes/ No) No)

Rollback Mode Time to rollback this action. N/A N/A No
Default is no-rollback.

Username Username to be added to group.  Username Yes Yes
Email Address
Output:
Case Scope: N/A
Human Readable Output: N/A

2. Add User into Group
Action capability for adding user account into a group.

e Rollback: Yes
¢ Duplicate Control: Yes

The following table presents the Add User into Group action capability details:

Input Scope Restricted Required (Yes/
Parameter Description Type (Yes/ No) No)
Rollback Time to rollback this action. Default is N/A N/A No
Mode no-rollback.
Username Username to be added to group. Username  Yes Yes
Email
Address
Group Name of the group. String No Yes
Output:

Case Scope: N/A
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Human Readable Output: N/A

3. Clear User Session
Action capability for clearing user’s active sessions.

¢ Rollback: No
¢ Duplicate Control: No

The following table presents the Clear User Session action capability details:

Input Scope Restricted (Yes/  Required (Yes/
Parameter Description Type No) No)
Username User whose sessions will be Username Yes Yes
cleared. Email
Address
Output:

Case Scope: N/A
Human Readable Output: N/A

4. Deactivate User
Action capability for deactivating a user account.

¢ Rollback: Yes
¢ Duplicate Control: Yes

The following table presents the Deactivate User action capability details:

Input Scope Restricted Required
Parameter  Description Type (Yes/ No) (Yes/ No)
Rollback Time to rollback this action. Default  N/A N/A No
Mode is no-rollback.
Username Username to be deactivated. Username Email Yes Yes
Address
Output:

Case Scope: N/A
Human Readable Output: N/A

5. Expire Password
Action capability for expiring user’s password.

¢ Rollback: No
¢ Duplicate Control: No

The following table presents the Expire Password action capability details:
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Input Scope Restricted (Yes/ Required (Yes/
Parameter Description Type No) No)
Username User whose password will be set Username Yes Yes
expired. Email
Address
Output:

Case Scope: N/A
Human Readable Output: N/A

Get Groups Members
Enrichment capability for retrieving list of users belong to a group.

The following table presents the Get Groups Members action capability details:

Input Scope Restricted Required
Parameter Description Type (Yes/ No) (Yes/ No)
Integration Name of the third party integration. Integration N/A Yes
Group Group name to be queried for group String No Yes

memberships.

Output:

Case Scope
Action Type Category/ Value
Add Scope Item Username [Related]

Human Readable Output:

Last Updated

[T —

martinsagan@example.com martinsagan@examehe.com

Get Groups for User
Enrichment capability for retrieving list of groups which user is member of.

The following table presents the Get Groups for User enrichment capability details:

Input Scope Restricted Required

Parameter Description Type (Yes/ No) (Yes/ No)

Integration Name of the third party Integration N/A Yes
integration.

User User to be queried for group Username Email Yes Yes
memberships. Address
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Output:

Case Scope:
Action Type Category/ Value
None N/A N/A

Human Readable Output:

43 minutes ago -

Parameters Details

Id
guo26deyyOuP
UOQep697

guo26durabeyb
3Fmr697

S soar executed List Devices enrichmenton okta Integration

Display Name

Iphone

Nokia 6.1 Plus

SUSPENDED

Registered

TRUE

Created

2022-09-
127T05:13:39.00
(174

2022-09-
12707:33:13.00
(174

Last Updated

2022-09-
12708:53:24.00
0Z

2022-09-
19709:31:45.00
0Z

100 N

Total 2, items / page

8. Get User Details
Enrichment capability for retrieving user account details.

The following table presents the Get User Details enrichment capability details:
Output:

Input Scope Restricted (Yes/  Required (Yes/
Parameter Description Type No) No)
Integration Name of the third party Integration N/A Yes
integration.
User User to be queried. Username Yes Yes
Email
Address
Case Scope
Action Type Category/ Value
None N/A N/A

Human Readable Output:
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Key

Full Mame

Last Login

Created

Last Updated 2021-09-30T01:24: 14,0007

9. Get User Logs
Enrichment capability for retrieving log records for user account.

The following table presents the Get User Logs enrichment capability details:

Input Scope Restricted (Yes/  Required (Yes/
Parameter Description Type No) No)
Integration Name of the third party Integration N/A Yes
integration.
User User to be queried. Username Yes Yes
Email
Address
Output:
Case Scope:
Action Type Category/ Value
None N/A N/A

Human Readable Output:

Everit Type Actor

userlfecycle create martinnorthoutt@exsmple.com

(User)

10. List Groups
Enrichment capability for retrieving list of user groups.

The following table presents the List Groups enrichment capability details:
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Scope Restricted Required (Yes/
Input Parameter  Description Type (Yes/ No) No)
Integration Name of the third party Integration N/A Yes
integration.
Output:
Case Scope:
Action Type Category/ Value
None N/A N/A

Human Readable Output:

Description ypu Last Membership Updated

Admirigtratens

Dev Team

Everyone Al users In your organization

Cuarantine Quarantined Users

Test Test and A Team 00gbhghfr2TDoloE0Sds 2021-09-30T01:19:00,000Z

11. Remove User from Group
Action capability for removing user account from a group.

¢ Rollback: Yes
¢ Duplicate Control: Yes
The following table presents the Remove User from Group enrichment capability details:

Scope Restricted Required (Yes/
Input Parameter  Description Type (Yes/ No) No)

Rollback Mode Time to rollback this action. N/A N/A No
Default is no-rollback.

User User to be queried. Username Email Yes Yes
Address
Group Name of the group String No Yes
Output:

Case Scope: N/A
Human Readable Output: N/A

12. Reset Password
Action capability for resetting user’s password. A password reset mail is sent to user by

Okta.
¢ Rollback: No

¢ Duplicate Control: No

The following table presents the Reset Password action capability details:
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13.

14.

Scope Restricted Required (Yes/
Input Parameter  Description Type (Yes/ No) No)
Username User whose password will Username Email Yes Yes

be reset Address

Output:

Case Scope: N/A

Human Readable Output: N/A
Set Temporary Password

Action capability for expiring user’s password. This capabiliry sets tempPassword value of
the user as true.

¢ Rollback: No
¢ Duplicate Control: No

The following table presents the Set Temporary Password enrichment capability details:

Scope
Input Restricted Required
Parameter Description Type (Yes/ No) (Yes/ No)
Username User whose password will be expired and Username Yes Yes

“tempPassword” will be set to “True”. Email Address

Output:

Case Scope: N/A

Human Readable Output: N/A

Suspend User

Action capability for suspending user account.
* Rollback: Yes

¢ Duplicate Control: Yes

The following table presents the Suspend User enrichment capability details:

Input Scope Restricted Required (Yes/
Parameter Description Type (Yes/ No) No)
Rollback Time to rollback this action. Default is N/A N/A No
Mode no-rollback.
Username User account to be suspended. Username  Yes Yes
Email
Address
Output:
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15.

16.

17.

Case Scope: N/A
Human Readable Output: N/A

Unlock User
Action capability for unlocking user account.

¢ Rollback: No
¢ Duplicate Control: No

The following table presents the Unlock User enrichment capability details:

Input Scope Restricted (Yes/ Required (Yes/
Parameter Description Type No) No)
Username User account to be Username Yes Yes
unlocked. Email Address
Output:

Case Scope: N/A
Human Readable Output: N/A

Unsuspended User
Action capability for unsuspending user account.

¢ Rollback: Yes
¢ Duplicate Control: Yes

The following table presents the Unlock User enrichment capability details:

Input Scope Restricted Required (Yes/
Parameter Description Type (Yes/ No) No)
Rollback Time to rollback this action. Default is N/A N/A No
Mode no-rollback.
Username User account to be suspended. Username  Yes Yes
Email
Address
Output:

Case Scope: N/A
Human Readable Output: N/A
List Devices

Action capability for listing devices.
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Scope

Input Restricted Required
Parameter Description Type (Yes/ No) (Yes/ No)
Integration Name of the third party integration. Integration N/A Yes
Status Status from the following options: ALL, CREATED, String No No

ACTIVE, SUSPENDED, DEACTIVATED OR DELETED
Last Starting date to filter the device's last updated date. String No No
Updated It can be absolute (format yyyy-mm-dd HH:MM:SS)
From or relative (ex: 1d, 2h, 3m)
Last Starting date to filter the device's last updated date. String No No
Updated To It can be absolute (format yyyy-mm-dd HH:MM:SS)

or relative (ex: 1d, 2h, 3m)

Output:

Case Scope: N/A
Human Readable Output:

43 minutes ago- S soar executed List Devices enrichmenton Okta Integration

Parameters Details

o~

18. Get Device Details

Id

guo26deyyOuP
UOQep697

Display Name

Iphone

guo26durabeyb Nokia 6.1 Plus

3Fmr697

100

~

Total 2, items / page

SUSPENDED

Action capability to get device details.

Input

Parameter

Integration

Device

Description

Name of the third party

integration.

name

Capabilities

Device ID or display

Type

Integration

Registered

TRUE

Computer Name, Host,
keyword, Unknown

Created

2022-09-
127T05:13:39.00
(174

2022-09-
12707:33:13.00
(174

Scope Restricted

(Yes/ No)

N/A

Yes

Last Updated

2022-09-
12708:53:24.00
0Z

2022-09-
19709:31:45.00
0Z

Required
(Yes/ No)

Yes

Yes
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Output:
Case Scope:
Type/Role Category/Property Value
Scope ltem Property Okta Device ID Device ID found in Okta.

Human Readable Output:

afewseconds ago- S soar executed Get Device Details enrichmenton okta Integ

T A
ration

Parameters Details

Value
guo26deyyQuPUOQep697
Status ACTIVE
Created 2022-09-12T05:13:39.000Z
Last Updated 2022-09-12T08:53:24.000Z
Resource Type UDDevice
Resource ID guo26deyyQuPUOQep697
Display Name Iphone
Platform 10S

Registered true

Secure Hardware Present true

19. Suspend Device

Action capability to suspend user.

Input Scope Restricted Required
Parameter  Description Type (Yes/ No) (Yes/ No)
Rollback Time to rollback this action. N/A N/A No
Mode Default is no-rollback.
Device Display name or Device ID of the Computer Name, Host, Yes Yes
device to suspend Keyword, Unknown
Output:

Case Scope: N/A
20. Unsuspend Device

Action capability to unsuspend the user.
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Input
Parameter

Rollback
Mode

Device

Output:

Case Scope:

Capabilities

Description

Time to rollback this action.
Default is no-rollback.

Display name or Device ID of the
device to unsuspend

N/A

Type
N/A

Computer Name, Host,
Keyword, Unknown

Scope

Restricted (Yes/ Required

No)

N/A

Yes

(Yes/ No)

No

Yes
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Integration Guide for Ones BioAffix

Integration Overview

Ones BioAffix is a biometric single sign on (Biometric SSO) and biometric identity verification
solution which lets organizations to manage their physical security and access. This integration
has been tested with Ones BioAffix 4.20.10.1 version.

Integration Capabilities

ArcSight SOAR has the following integration capability with Ones BioAffix:

e Change User Status (Block & Unblock)
e User Details (Info & Logs)

Use Case: Blocking Suspicious Employees

Integrated with Ones BioAffix ATAR lets users to investigate suspicious employee traffic
through building and block access if needed. This can be performed automatically within a
playbook or manually by an analyst.

Configuration

Prerequisites

* SOAR connects to Ones BioAffix APl via HTTPS. Typically it runs on 8443/tcp* port. So
access to this service is required.

e Credentials of administrator is required for SOAR to connect Ones BioAffix.

Configuration on Ones BioAffix

¢ No specific configuration is needed on Ones BioAffix server.

Configuring SOAR

1. Navigate Configuration > Credentials and click Create Credential.
2. Fill the Credential Editor form as follows:

a. Internal Credential:
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Type: Internal credential.
Name: Display name of credential set (i.e., Ones BioAffix Credentials)
Username: Administrator username you have on Ones BioAffix.
Password: Password for the administrator user you have on Ones BioAffix.
Private Key: Empty.
b. Credential Store:
Type: External credential.
Name: Name of the credential with pull path of the safe on store.
3. Navigate to Configuration > Integrations and click Create Integration.
4. Fill the configuration form as follows:
Name: Display name of Ones BioAffix integration on ATAR.
Type: Ones BioAffix Server.
Address: Address of the integration (the format should be https://192.168.12.77:8443).

Credential: Name of the credential set you’ve just created on step 2. (i.e., Ones BioAffix
Credentials).

Trust Invalid SSL Certificates: Select this if Engine’s certificate is self-signed or not
recognized by browsers.

Require Approval From: Select user(s) from list to ask her/his approval before executing
actions on this integration.

Notify: Select user(s) from the list to notify when ATAR performs an action on this
integration.

5. Click the Test button.

6. Click Save to complete integration.

Additional Notes

Due to API behaviour of Ones BioAffix integration, “Date of Birth”, “Phone” and “Profile Photo”
of users should be set to execute actions.
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Integration Guide for OpenText Network
Detection and Response

Integration Overview

OpenText NDR gives you access to all of your metadata and PCAPs. Your rapid threat
investigation is enabled by an intuitive user interface along with workflows, visualization,
analytics, and reports. The result is a single, powerful platform that efficiently and effectively
protects enterprise network environments in real-time.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Opentext Network Detection and
Response :

e List Alerts

e Get Alert Details

e Get SmartPcap

e List Meta Data Activity

Prerequisites

You must have access to HTTPS as the ArcSight SOAR connects to Opentext NDR NDR API
through this service.

Configuration

Configuring Opentext Network Detection and Response

1. Authentication:Opentext NDR APIs use an access token to make authorized calls to the API.
Opentext NDR REST APIs provide access to resources via URI paths. The token must be
used in every REST API call for the tenant.

Authentication Parameters

Request Body:
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Parameters Datatype Description Required

Bearer string The Bicata REST API v1 access token Yes

2. Additional Configuration:

Configuration Parameter Description
proxy.id Proxy device to be used while communicating with the remote system’s API

cache.reusing.duration Default cache-reuse parameter

[ ﬂ In the Address configuration, replace the server name with your server name or address.

Configuring SOAR

1. Click Configuration > Credentials > Create Credentials.

2. Specify the following parameters values in the Credential Editor form.

Type Name Username Password Private Key
Internal Display name of credential set (for Opentext NDR  Opentext NDR N/A
credential example, Netskope v1 Username password

Credentials).

3. Click Configuration > Integrations > Upload plugin
4. Select your integration plugin zip file and click on Save.
5. Select the integration that you have added to Integrations menu.
6. Click Save to complete the integration
7. Click Test, an Integration Successful message is displayed if the credential and address are
valid.
Capabilities
1. List Alerts

Enrichment capability to get the list of Alerts.

Input Parameters:
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Scope Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Source IP Source IP ["NETWORK_ Yes Yes
Address Address ADDRESS"]
Time Range Time Range String No Yes
Output:
Case Scope:
N/A

Human Readable Output:

afewsecondsago- A admin executed List Alerts enrichmenton Bricata CMC

Parameters Details

Timestamp  Src Ip Sre Port Dest Ip DestPort  Severity Signature  Uuid

2023-08- 162.241.149 443 10.2.8.101 49736 1 ET 62fc8543-
08T12:01:12 195 PHISHING 4bB8-Beac-
6127992 Lets Encrypt  5c9b-

Free SSL ac459d5916

Cert 28

Observed

with

IDN/Punyco

de Domain -

Possible

Phishing

2023-08- 162.241.149 443 10.2.8.101 ET 4f48c1dd-
07T12:01:12 .195 PHISHING 4053-91ec-
5588172 Lets Encrypt feal-

Free SSL 703499bacsf

Cert a

Observed

with

IDN/Punyco

de Domain -

2. Get Alert Details
Enrichment capability for Getting a single alert

Input Parameters:

Parameter  Description Type Scope Restricted (Yes/No) Required (Yes/No)

uuid Alert UUID ["KEYWORD"] Yes Yes
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Output:

Case Scope:

N/A

Human Readable Output:

afew seconds ago- A admin executed Get Alert Details enrichment on Bricata CMC

Parameters Details

3. Get SmartPcap

Input Parameters:

Parameter  Description  Type Scope Restricted (Yes/No) Required (Yes/No)
uuid Alert UUID ["KEYWORD"] Yes Yes

Output:

Case Scope:

Human Readable Output:
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afew seconds ago - A admin executed Get SmartPcap enrichment on Bricata cMC File

Parameters
Description:
L A58 L7L T Ok G QLGS QO IO
QLGOI @k G PUOSGP 9O QIO

QO+ SOO; 0009 OO QLOOVOreOeLe QOOORIEY

©i) [ QOPEHT § © L3 2g. L2

4. Get Meta Data Activity

Input Parameter

Scope Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Hunt By Source IP Source IP Address  ["NETWORK_ Yes No
Address ADDRESS"]
Hunt By Destination IP Destination IP ["NETWORK_ Yes No
Address Address ADDRESS"]
Time Range Time Range String No Yes

Human Readable Output:
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afew seconds ago- S Swarna Dash executed List Metadata Activity enrichmenton OPENTEXT

NDR

Parameters Details

Event
TimestamgBre Ip Dest Ip Uuid

2024- 10.1.21. 193.239 c5501d0
01- 101 .84.250 a-4712-
18T08:3 9536-
9:40.19 4cBf-
4443+0 3959112
0:00 fa894

2024- 10.1.21. 193.239 56314c3
01- 101 .84.250 5-deci-
18T08:3 87ae-
9:38.71 dbac-
8639+0 4d1fcad
0:00 d4d09

2024- 193.239 arb8fee 0.37463
01- .84.250 9-4f70- 5
18T708:3 b885-

4:38.72 7d92-

5906+0 ecd6a3g

0:00 0bsfo
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Integration Guide for Palo Alto Networks
AutoFocus

Integration Overview

Palo Alto Networks AutoFocus is a threat intelligence platform which allows to search attack
indicators and access to details of them. AutoFocus provides the intelligence, analytics, and
context required to understand which attacks require immediate response and take decisive
action to prevent future attacks.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Palo Alto Networks AutoFocus:

e Search Email Address

Search File Hash

Search File Name
Search IP Address
Search URL

Use Case: Investigating Phishing Campaigns

SOAR integrates with Palo Alto Networks AutoFocus to search attack indicators. SOAR can
follow email inboxes for user’s phishing reports and automatically creates an incident record
on its service desk. During the investigation of the attack SOAR can extract the sender address,
IP address, files in the attachment and ask these indicators to Palo Alto Networks AutoFocus if
this is a known attack and previously analyzed. This can be performed automatically within a
playbook or manually by an analyst.

Configuration

Prerequisites

e SOAR connects to Palo Alto Networks AutoFocus API via HTTPS. Access
(https://autofocus.paloaltonetworks.com (443/tcp port) is required.

e An APl key is required for SOAR to connect Palo Alto Networks AutoFocus.
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Configuration on Palo Alto Networks AutoFocus

No specific configuration is needed. Login to https://autofocus.paloaltonetworks.com and note
the APl key under Settings > General menu.

Configuring SOAR

1. Navigate Configuration > Credentials and click Create Credential.
2. Fill the Credential Editor form as follows:
a. Internal Credential:
Type: Internal credential.
Name: Display name of credential set (i.e., PAN AutoFocus Credential).
Username: Empty.
Password: API Key.
Private Key: Empty.
b. Credential Store:
Type: External Credential.
Name: Name of the credential with pull path of the safe on store.
3. Navigate Configuration > Integrations and click Create Integration.
4. Fill the configuration form as follows:
Name: Display name of Palo Alto Networks AutoFocus integration on SOAR.
Type: Palo Alto Networks AutoFocus.
Address: Address of the integration (https://autofocus.paloaltonetworks.com).

Credential: Name of the credential set you’ve just created on step 2. (i.e., PAN AutoFocus
Credential).

Configuration: You need to specify the following configuration parameters

# Integration ID of the proxy integration to use when connecting to

# current integration.

# If not provided, SOAR will try to use a direct connection.
#proxy.id=123

# configure how far (in minutes) into the past this enrichment will look.
# cache.reusing.duration=20

Trust Invalid SSL Certificates: Select this if Engine’s certificate is self-signed or not
recognized by browsers.
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Require Approval From: Select user(s) from list to ask approval before executing actions
on this integration.

Notify: Select user(s) from the list to notify when SOAR performs an action on this
integration.

5. The EnrichmentFixedDelay configuration parameter value must be set to less than 120
seconds because of AutoFocus’ requirement. Otherwise AutoFocus APl cookie will be
expired.

6. Click the Test button.

7. Click Save to complete integration.

Integration Guide for Palo Alto Networks Firewall

Integration Overview

Palo Alto Networks Next Generation Firewall is a security technology that combines firewall,
antivirus, intrusion prevention, and virtual private network (VPN) capabilities to provide
proactive threat defense that stops attacks before they spread through the network. This
integration has been tested with Palo Alto Networks NGFW 9.0.1 version.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Palo Alto Firewall (API):

e Block IP
e Block Host
e Block URL
* Disconnect
Use Case: Blocking access to malicious IP addresses and hosts
Integrated with Palo Alto Networks NGFW, SOAR blocks malicious IP addresses and hosts on

perimeter while responding cyber-attacks. Blocking can be performed automatically within a
playbook or manually by an analyst.
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Configuration

Prerequisites

» SOAR connects to Palo Alto Networks NGFW API via HTTPS. Access to 443/tcp port is

required.

e An APl key is required for SOAR to connect Palo Alto Networks Firewall.

Configuration on Palo Alto Networks Firewall (API)

1.

Navigate Device menu and create a new Admin Role for SOAR. New role must be restricted
to only specific XML APl operations. Only required permissions are: "Configuration”,
"Operational Requests" and "Commit".

Do not forget to disable all Web Ul and Command Line permissions since they are
unnecessary.

Create an Administrator account with SOAR API Role you have created in first step.

Navigate to Objects > Address Groups and add an address group for IPs to be populated by
SOAR actions.

Similarly add an address group for hosts/FQDNs to be populated by SOAR.

Navigate **Objects > Custom Objects and add a Custome URL Category to be populated
by SOAR.

Commit all changes.

To obtain API key run the following request from command line.

curl -k -X GET 'https://PaloAlto NGFW_IP/api/?type=keygen& \
user=atarapi&password=password’

Configuring SOAR

1.
2.

Navigate Configuration > Credentials and click Create Credential.

Fill the Credential Editor form as follows:

a. Internal Credential:

Type: Internal credential.

Name: Display name of credential set (i.e., Palo Alto Firewall Credential).
Username: User you have created for SOAR on Palo Alto NGFW.

Password: Password of the user you have created for SOAR on Palo Alto NGFW.

Private Key: API Key you have created for SOAR.

Prerequisites Page 543 of 690



Integration Guides

b. Credential Store:
Type: External credential.
Name: Name of the credential with pull path of the safe on store.
3. Navigate Configuration > Integrations and click Create Integration.
4. Fill the configuration form as follows:
Name: Display name of Palo Alto Networks Firewall integration on SOAR.
Type: Palo Alto Networks Firewall (API)
Address: Address of the integration (the format should be https://192.168.2.78).

Credential: Name of the credential set you’ve just created on step 2. (i.e., Palo Alto
Firewall Credential).

Trust Invalid SSL Certificates: Select this if web Ul’s certificate is self-signed or not
recognized by browsers.

Configuration: You need to specify the following configuration parameters.

# Address group to use when blocking IP addresses.

# This address group should be created in Palo Alto device before use.
addressgroup.ip=ATAR_BLOCK_IP

# Address group to use when blocking host names.

# This address group should be created in Palo Alto device before use.
addressgroup.host=ATAR_BLOCK_HOST

# Custom URL category to use when blocking URLs.

# This custom URL category should be created in Palo Alto device before
use.

custom.url.category=ATAR_BLOCK_URL

Require Approval From: Select user(s) from list to ask her/his approval before executing
actions on this integration.

Notify: Select user(s) from the list to notify when SOAR performs an action on this
integration.

5. Click on the Test button.

6. Click Save to complete integration.

Additional Notes

Palo Alto Networks NGFW integration supports multiple “vsys”. If your firewall has more than
one “vsys” SOAR will ask you to choose one while taking action.
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Integration Guide for Palo Alto Networks
Panorama

Integration Overview

The Panorama management server provides centralized monitoring and management of
multiple Palo Alto Networks next-generation firewalls and of WildFire appliances and appliance
clusters. This integration has been tested with Palo Alto Network Panorama 8.1.0 version.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Palo Alto Networks Panorama:

e Block IP address
e Block Host
e Block URL
Use Case: Blocking malicious IP addresses on multiple firewall appliances
With this integration, SOAR can block malicious IP addresses, hosts and URL addresses on

multiple firewall devices simultaneously while responding cyber-attacks. This can be performed
automatically within a playbook or manually by an analyst.

Configuration

Prerequisites

e SOAR connects to Palo Alto Networks Panorama APl using HTTPS. Access to 443/tcp port is
required.

e An APl key is required for SOAR to connect Palo Alto Networks Panorama.

 |f users want to use multiple devicegroup, they should write devicegroup names comma
separated, for ex: Ankara, Istanbul, lzmir

Configuration on Palo Alto Networks Panorama

1. Navigate to Panorama menu and create a new Admin Role for SOAR. The new role should
be
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restricted to only specific XML API operations. Only required permissions are:
"Configuration", "Operational Requests" and "Commit". Do not forget to disable all Web Ul
and Command Line permissions since they are unnecessary.

2. Create an Administrator account with Custom Panorama Admin type and SOAR API Role
you have created in first step.

3. Commit all changes.
4. In order to obtain API key run the following request from command line.

curl -k -X GET 'https://Panorama_IP/api/?type=keygen& \
user=atarapi&password=password’

Configuration on SOAR

1. Navigate Configuration > Credentials and click Create Credential.
2. Fill the Credential Editor form as follows:
a. Internal Credential:
Type: Internal credential.
Name: Display name of credential set (i.e., PAN Panorama Credential).
Username: Empty.
Password: Empty.
Private Key: AP| Key you have created for SOAR.
b. Credential Store:
Type: External credential.
Name: Name of the credential with pull path of the safe on store.
3. Navigate Configuration > Integrations and click Create Integration.
4. Fill the configuration form as follows:
Name: Display name of Palo Alto Networks Panorama integration on SOAR.
Type: Palo Alto Networks Panorama.
Address: Address of the integration (https://10.0.2.254).

Credential: Name of the credential set you’ve just created on step 2. (i.e., PAN Panorama
Credential).

Trust Invalid SSL Certificates: Select this if Engine’s certificate is self-signed or not
recognized by browsers.

Configuration: You need to specify the following configuration parameters.
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# Device group to use when adding and address object.

# This device group should be created in Palo Alto device before use.
# If users want to use multiple devicegroups, they should write
devicegroup

# names comma separated, for ex: Ankara, Istanbul, Izmir
devicegroup.name=HeadQuarters

# Address group to use when blocking IP addresses.

# This address group should be created in Palo Alto device before use.
addressgroup.ip=ATAR_BLOCK IP

# Address group to use when blocking host names.

# This address group should be created in Palo Alto device before use.
addressgroup.host=ATAR_BLOCK_HOST

# Custom URL category to use when blocking URLs.

# This custom URL category should be created in Palo Alto device before

use.
custom.url.category=ATAR_BLOCK_ URL

Require Approval From: Select user(s) from list to ask her/his approval before executing
actions on this integration.

Notify: Select user(s) from the list to notify when SOAR performs an action on
thisintegration.

5. Click the Test button.

6. Click Save to complete integration.

Integration Guide for Qualys VM

Integration Overview

Qualys, Inc. is a pioneer and leading provider of cloud-based security and compliance solutions.
The Qualys Cloud Platform and its integrated apps help businesses simplify security operations
and lower the cost of compliance by delivering critical security intelligence on demand and
automating the full spectrum of auditing, compliance, and protection for IT systems and web
applications.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Qualys VM:

e List Scans

e List Reports
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e Download Report

e Get Host Details

e Start Scan

e Scan Status

e Get Vulnerability Report

e Get Compliance Report

Prerequisites

You must have access to HTTPS as the ArcSight SOAR connects to Qualys VM API through this
service.

Configuration

Configuring Qualys VM

1. Authentication: Integration requires an address, username, and password to connect and
authenticate to Qualys APIs.

Follow these basic steps to generate a username and password, to access the Qualys VM
Rest API:

a. To create a Qualys account, perform the following steps:

i. Goto Qualys and click on Try it free. You can also use the Qualys credentials
provided by your organisation.

ii. Fill out the form with all the required information and click on “Sign up”
iii. An email will be sent to you from Qualys with a link and username with an OTP.
iv. Follow the instructions in your email to set up your account.
v. On the final page, you will see “Address”, and “Password”.
b. You should save address, username, and password somewhere securely.
Authentication Parameters

1. Request Headers:

Parameter Data type Description Required
Username String Username of the user. Yes
Password String Password of user account Yes
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2. Additional Configuration:

Configuration Parameter Description

proxy.id Proxy device to be used while communicating with the remote system’s API.

Cache.reusing.duration Default cache-reuse parameter

Configuring SOAR

1. Click Configuration > Credentials > Create Credentials.

2. Specify the following parameter values in the Credential Editor form.

Type Name Username Password
Internal Display name of credential set ~ The username to your The password to your
credential  (for example, Qualys VM Qualys VM account Qualys VM account

Credentials).

Select your integration plugin zip file and click on Save.
Select the integration that you have added to the Integrations menu.

Click Save to complete the integration.

o v MW

are valid.

Integration Capabilities:

1. List Scans

Private

Key

N/A

Click Test, and an Integration Successful message is displayed if the credential and address

Enrichment capability to list vulnerability scans in the user’s account. By default the XML

output lists scans launched in the past 30 days.

Request Headers:
Username  Password
String String

Input Parameters:

Path Scope restricted
Parameter  Description Type (Yes/No)
Time Range  Fetch the scan details the Datetime Range No

specified datetime range.

IP Address Filter the scan details based on NETWORK_ADDRESS, Yes
IP address provided KEYWORD, UNKNOWN

Required
(Yes/No)

Yes

Yes
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Default Input Parameter:

Query Scope Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
action Action value Fetch. To fetch the String No No

[Default=fetch] ~ report

show_args To show all the arguments in the Bool No No

[Default: True] response
show_status Shows the status of scan result Bool No No
Output:

Case Scope: N/A
Human Readable Output:

a few seconds ago - 5 exacuted [ ins enfnchment on

Reference Number Launch Date Status Target
scan/1é % SpIe 20 Z3TO6:42:562 Finished 49,205,219.95
Finished 49.705.219.95
Finishad - 5. 219,95
Finished 49.205.219.95
Finished
Finished
1T12-24:272 Finished
Z1T12:21:23F Finished
-2 1 TOB- 211687 F i 48.205.219.95
06-21T07 6 Finished 48.205.219.95

2023-06-20T08:34:23Z Finished 49.205.219.95

2023-06-19T 4L Finished 489.205.219.95

2. List Reports

Enrichment capability to View a list of reports in the user’s account when Report Share
feature is enabled. The report list output includes all report types, including scorecard
reports.

Request Headers:
Username Password

String String
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Input Parameters:

Scope
Path restricted Required
Parameter  Description Type (Yes/No) (Yes/No)
Report Type The type of report to filter [All, Scorecard, Remediation,  Array No Yes
Authentication, Scan, Compliance, Patch, Map, Asset of
search] string
Default Parameters:
Path Scope restricted Required
Parameter Description Type (Yes/No) (Yes/No)
action Action value Fetch. To fetch the String  No No
[Default= report
fetch]
Output:

Case Scope : N/A
Human Readable Output:

5 minutes aAgo - s ! executed List Re rts ennchment on

Expiration
Output Format  Size Sintus Deabetimae

40,14 KB Finished

143.48 KB

Compliance

y wiun report]

ew_patch_rep

3. Download report

Enrichment capability to Download a saved report in the user’s account. You can download
all report types (map, scan, patch, authentication, scorecard, remediation, compliance).
This option is available when the Report Share feature is enabled in the user’s subscription.
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Request Headers:
Username Password
String String

Input Parameters:

Scope
Path restricted Required
Parameter  Description Type (Yes/No) (Yes/No)
Report Specifies the report name of a saved report that you String  No Yes
name want to download. The status of the report must be
“finished”.
Output:
Case Scope:

Category/ Value
Action Type

Automatically Set  Scope Item Property  Hash Algorithm
Automatically Set  Scope Item Property  Hash Algorithm
Automatically Set  Scope Item Property  File Name

Automatically Set  Scope Item Property  File Name with Attachment

Human Readable Output:

a few seconds ago - 5 sacumen executed Download Report entchmenton QUALYS
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Filter: al = 4 £dd New Scope Item L

# ' #

10173662A200.. HUALY . DO014F300G6D0. ..

QA 'M_0A_Final{D
=

File= - 2022-00-2... 9.20%.2189. 0.0u0

Download Report

Related

_Final//DOWMLC
06-23 11:0 2023-06-23 11:0

6 scope items

4. Get host details

Enrichment capability to list of scanned hosts in the user’s account. By default, all scanned
hosts in the user account are included and basic information about each host is provided.

Request Headers:

Username  String

Password String

Input Parameters:

Path Scope restricted Required
Parameter  Description Type (Yes/No) (Yes/No)
IP Address The Address to get the NETWORK_ADDRESS, Yes Yes
host detail KEYWORD, UNKNOWN
Output:

Case Scope: N/A
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Human Readable Output:

a few seconds AQ0 - 5 execLiad t Host Detai ennchment on QUALY

Tracking Method

Last Vulnerabiity Scan Daletime

Total & , iterns | page

5. Start scan
Enrichment capability to Launch vulnerability scan in the user’s account.
Request Headers:
Username  Password

String String

Input Parameters:

Path Parameter Description Type Scope restricted (Yes/No) Required (Yes/No)
Scan name Name of the scan String  No Yes
Output:

Case Scope: N/A
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Human Readable Output:

-

a few seconds ago- 35 n executed Start ennchment on QUALY

Vilue
Scan Name final 1=l ga scan
10

Relereme scanl6ET519665. 49049

Total 3 , items | page

6. Scan status
Enrichment capability to check the status of scan initiated.

Request Headers:
Username  Password
String String

Input Parameters:

Path Parameter Description Type Scope restricted (Yes/No) Required (Yes/No)
Scan Name Name of the scan  String No Yes
Output:

Case Scope: N/A
Human Readable Output:

13 minutes ago - 5 E executed tat enrchment on

Lot Dhadetime
Sante Finished

L

Total 3 , Fems | page
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7. Get vulnerability report

Enrichment capability to Launch a vulnerability report in the user's account. The Report
Share feature must be enabled in the user's subscription.

Request Headers:
Username Password
String String

Input Parameters:

Scope

Path restricted  Required
Parameter  Description Type (Yes/No) (Yes/No)
Template Name of the template you want to use for your String No Yes
Name report.
Report Title A user-defined report title. The title may have a String No Yes

maximum of 128 characters. For a PCl compliance

report, the report title is provided by Qualys and

cannot be changed.
Output One output format may be specified. Supported Array of string  No Yes
Format formats for various reports are below scan report:

pdf, html (a zip file), mht, xml, csv, or docx
IP Address Specify IPs/ranges to change (overwrite) the report NETWORK_ Yes Yes

target, as defined in the report template ADDRESS,

KEYWORD,
UNKNOWN
Output:
Case Scope:
Category/ Value

Action Type

Automatically Set  Scope Item Property  Hash Algorithm
Automatically Set  Scope Item Property  Hash Algorithm
Automatically Set  Scope Item Property  File Name

Automatically Set  Scope Item Property  File Name with Attachment

Human Readable Output:
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a few seconds ago - g 1 n executed Get Vulnerability R rt enrhchment on QUALYS VM Q& _Fi

Parame

O BT PEOR

Filters an ~ + add New Ll

CEEEFZSDEILS.. TADEFECZ30A. . %

- QUALYS_ VM_QA_Final /GET_VULNERABILITY_REM
G # -06-23 12:40:31

TIDABGIETEED ...

#

DDGTEDICCIF ...

#

QAL | EADFSEDLOO0A. . Related

Get Vulnerability Report

Related
22059025TFOA. . 101 7368ZAZ00.. AL

e

# QUALYS_VM_QA_Final/iGET _WUI
DO0D1AFZC0OE0. . .
06-23 12:40:33) - (2023-06-23 12:4

19 scope items

8. Get compliance report

Enrichment capability to Launch a Compliance report in the user's account. The Report
Share feature must be enabled in the user's subscription.
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Request Headers:
Username Password
String String

Input Parameter:

Scope

Path restricted  Required
Parameter  Description Type (Yes/No) (Yes/No)
Template Name of the template you want to use for your String No Yes
Name report.
Report Title A user-defined report title. The title may have a String No Yes

maximum of 128 characters. For a PCl compliance

report, the report title is provided by Qualys and

cannot be changed.
Output One output format may be specified. Supported Array of string  No Yes
Format formats for various reports are below scan report:

pdf, html (a zip file), mht, xml, csv, or docx
IP Address Specify IPs/ranges to change (overwrite) the report NETWORK_ Yes Yes

target, as defined in the report template ADDRESS,

KEYWORD,
UNKNOWN
Output:
Case Scope:
Category/ Value

Action Type

Automatically Set  Scope Item Property  Hash Algorithm
Automatically Set  Scope Item Property  Hash Algorithm
Automatically Set  Scope Item Property  File Name

Automatically Set  Scope Item Property  File Name with Attachment

Human Readable Output:
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a few seconds ago- S T i i ro¢ enmnchment an

¥

200EFBADSTSF. .

S613COEDDTE.. QL = CEBEFZBDELSR. ..
TADEFEL
TODAEEIETIEZ...

DOSTEDDDCIF ..

BADFIEDIOO0A. ..

23 scope items

9. Get patch report

Source

Role

Other
Roles

File
Name

Alerts

Enrichment capability to Launch a patch report in the user's account. The Report Share

feature must be enabled in the user's subscription.

Request Headers:

Integration Capabilities:
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Username  Password
String String

Input Parameter:

Scope

Path restricted Required
Parameter  Description Type (Yes/No) (Yes/No)
Template Name of the template you want to use for your String No Yes
Name report.
Report Title A user-defined report title. The title may have a String No Yes

maximum of 128 characters. For a PCl compliance

report, the report title is provided by Qualys and

cannot be changed.
Output One output format may be specified. Supported Array of string  No Yes
Format formats for various reports are below scan report:

pdf, html (a zip file), mht, xml, csv, or docx
IP Address Specify IPs/ranges to change (overwrite) the report  NETWORK_ Yes Yes

target, as defined in the report template ADDRESS,

KEYWORD,
UNKNOWN
Output:
Case Scope:
Category/ Value

Action Type

Automatically Set  Scope Item Property  Hash Algorithm
Automatically Set  Scope Item Property  Hash Algorithm
Automatically Set  Scope Item Property  File Name

Automatically Set  Scope Item Property  File Name with Attachment

Human Readable Output:
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TADEFEC2IDA... Role

# Other

TSOABGZETSEZ. .. Flle - 2023-06-2... Rol
oles

File QUALYS VM
MName  06-23 13:04.56) -

27 scope items
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Integration Guide for Recorded Future

Integration Overview

Recorded Future is a threat intelligence service which collects and analyzes vast amounts of
data to deliver relevant cyber threat insights in real time.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Recorded Future:

e Lookup Domain

e Lookup Hash

e Lookup IP Address

e Lookup URL

e Lookup Vulnerability

e Search Entity Lists

e Search Malware
Use Case: Investigating Phishing Campaigns
SOAR is integrated with Recorded Future, to help investigation and mitigation of phishing
campaigns. When a phishing report email comes from user, SOAR extracts the indicators such
as IP address, URLs and attachments in message and a new incident is created on SOAR’s own
Incident Management Service Desk. SOAR then asks these indicators to Recorded Future if this

is a known attack and previously analyzed. This can be performed automatically within a
playbook or manually by an analyst.

Configuration

Prerequisites

¢ SOAR connects to Recorded Future API via HTTPS. Access to
https://api.recordedfuture.com/v2/ (443/tcp port) is required.

e An APl key is required for SOAR to connect Recorded Future service.
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Configuration on Recorded Future

Login to https://api.recordedfuture.com/v2/ and create a new API key under user Settings >
API Access menu and note the APl Key and API Password generated. This token is required by
SOAR to access the platform for queries.

Configuring SOAR

1. Navigate Configuration > Credentials and click Create Credential.
2. Fill the Credential Editor form as follows:
a. Internal Credential:
Type: Internal credential.
Name: Display name of credential set (i.e., Recorded Future Credentials).
Username: API Key you have created on Recorded Future.
Password: API Password for the key you have created on Recorded Future.
Private Key: Empty.
b. Credential Store:
Type: External credential.
Name: Name of the credential with full path of the safe on store.
3. Navigate Configuration > Integrations and click Create Integration.
4. Fill the configuration form as follows:
Name: Display name of Recorded Future integration on SOAR.
Type: Recorded Future.
Address: Address of the integration (https://api.recordedfuture.com/v2/).

Configuration: You need to specify the following configuration parameters.

# Integration ID of the proxy integration to use when connecting to

# current integration.

# If not provided, SOAR will try to use a direct connection.
#proxy.id=123

# configure how far (in minutes) into the past this enrichment will look.
#cache.reusing.duration=20

Credential: Name of the credential set you’ve just created on step 2. (i.e., Recorded Future
Credentials)

Trust Invalid SSL Certificates: No need to select.
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Require Approval From: Select user(s) from list to ask her/his approval before executing
actions on this integration. Since SOAR only executes enrichments on Recorded Future,
leave it empty.

Notify: Select user(s) from the list to notify when SOAR performs an action on this
integration. Since SOAR only executes enrichments on Recorded Future, leave itempty.

5. Click on the Test button.

6. Click Save to complete integration.
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Integration Guide for Robtex Lookup

1. Integration Overview

Robtex is used for various kinds of research of IP numbers, domain names, etc.
Robtex uses various sources to gather public information about IP numbers, domain names,
host names, Autonomous systems,routes, etc. It indexes the data in a big database and provide

free access for the data

2. Integration Capabilities

Action

Lookup

Configuration

Configuration on Robtex Lookup

SOAR connects to Robtex Lookup integrations via HTTPS. Therefore ATAR should be able to
connect this service.

Configuring SOAR

1. While creating this integration via Integrations tab of Configuration menu:
Name: Display name of Robtex lookup integration on SOAR.
Type: Robtex lookup.
Address: Address of the integration (the address should be https://www.robtex.com).

Configuration: You need to specify the following configuration parameters

# Integration ID of the proxy integration to use when connecting to

# current integration.

# If not provided, ATAR will try to use a direct connection.
#proxy.id=123

# configure how far (in minutes) into the past this enrichment will look.
#cache.reusing.duration=20
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Credential: Name of the credential set.

Trust Invalid SSL Certificates: Select this if Engine’s certificate is self-signed or not
recognized by browsers.

Require Approval From: Select user(s) from list to ask her/his approval before executing
actions on this integration.

Notify: Select user(s) from the list to notify when ATAR performs an action on this
integration.

2. Click the Test button.

3. Click Save to complete integration.
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Integration Guide for Roksit DNS Firewall

Integration Overview

Roksit DNS Firewall is cloud-based cybersecurity service which provides web security and
application control by analyzing DNS traffic.

Integration Capabilities

ArcSight SOAR has the following integration capability with Roksit DNS Firewall:

¢ Block hosthame

Use Case: Blocking malicious hosts on DNS

With this integration, SOAR can block malicious hostnames on Roksit DNS Firewall service while
responding cyber-attacks. This can be performed automatically within a playbook or manually
by an analyst.

Configuration

Prerequisites

e SOAR connects to Roksit DNS Firewall APl via HTTPS. So access to https://api.roksit.com
(443 /tcp port) is required.

e An APl key is required to be created for SOAR to connect to Roksit DNS Firewall. Please
contact to service provider.

Configuration on Roksit DNS Firewall

e No further configuration is needed.

Configuring SOAR

1. Navigate to Configuration > Credentials and click Create Credential.
2. Fill the Credential Editor form as follows:
a. Internal Credential:

Type: Internal credential.
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Name: Display name of credential set (i.e., Roksit DNS FW Credentials).

Username: Empty.

Password: AP| Key you have obtained from Roksit.

Private Key: Empty.

b. Credential Store:

Type: External credential.

Name: Name of the credential with pull path of the safe on store.
3. Navigate to Configuration > Integrations and click Create Integration.
4. Fill the configuration form as follows:

Name: Display name of Roksit DNS Firewall integration on SOAR

Type: Roksit DNS Firewall

Address: Address of the integration (address should be https://api.roksit.com).

Credential: Name of the credential set you’ve just created on step 2. (i.e., Roksit DNS FW
Credentials)

Trust Invalid SSL Certificates: Select this if Engine’s certificate is self-signed or not
recognized by browsers.

Require Approval From: Select user(s) from list to ask her/his approval before executing
actions on this integration.

Notify: Select user(s) from the list to notify when SOAR performs an action on this
integration.

5. Click Save to complete integration.

6. Click Test to test the integration.

Additional Notes

* Roksit DNS Firewall integration on SOAR is defined as Advanced Action Script and content
of the default script is accessible under Configuration > Customization Library.

» While defining the integration first time, you get a warning message as follows. For this
type of integration this is the expected behaviour.
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Integration Guide for RSA Security Analytics

Integration Overview

RSA Security Analytics provides real-time visibility into network traffic with full packet
capture—on premises, in the cloud and across virtual infrastructure. It helps to detect threats
as they traverse in the network, monitor the timing and movement of attackers across the
network and reconstruct entire network sessions to support forensic investigations. This
integration has been tested with RSA Security Analytics 11.0.0.0 version.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with RSA Security Analytics:

e Network Packet Capture (Time range)

* Network Packet Capture (Relative time)
Use Case: Investigating suspicious cases using packet captures
SOAR integrates with RSA Security Analytics to collect full packet capture for a given
timeframe.During the investigation of an incident, SOAR can gather packet-capture from RSA
Security Analytics with specified parameters such as offender IP, affected usernames,
suspicious end-user machines, etc and put the related pcap file into incident timeline for

further analysis and keeping evidence purposes. Collecting pcap files can be performed
automatically within a playbook or manually by an analyst.

Configuration

Prerequisites

e SOAR connects to RSA Security Analytics Network Concentrator’s APl via HTTP/HTTPS.

» By default APl interface works on 50105/tcp port. So access permission to this port is
required.

e A user account is required to be created for SOAR to connect to RSA Security Analytics
Network Concentrator API.
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Configuration on RSA Security Analytics Suite

1. Login to Security Analytics Suite and navigate to ADMIN > Services and then select
Concentrator service and open up Security View by clicking Actions icon.

2. Add a new Role to be used for SOAR user. New role should have at least

n

“sdk.content”,“sdk.manage” and “sdk.meta” permissions".

3. Add a new user with the role you have created in previous step.

Configuring SOAR

1. Navigate Configuration > Credentials and click Create Credential.
2. Fill the Credential Editor form as follows:
a. Internal Credential:
Type: Internal credential.
Name: Display name of credential set (i.e., RSA Security Analytics Credential).
Username: Username you have created for SOAR on RSA Security Analytics Suite.

Password: Password of the user you have created for SOAR on RSA Security Analytics
Suite.

Private Key: Empty.

b. Credential Store:

Type: External credential.

Name: Name of the credential with pull path of the safe on store.
3. Navigate Configuration > Integrations and click Create Integration.
4. Fill the configuration form as follows:

Name: Display name of RSA Security Analytics integration on SOAR.

Type: RSA Security.

Address: Address of the integration (the format should be http[s]://192.168.1.10:50105 or
http[s]://abc.example.com:50105).

Credential: Name of the credential set you’ve just created on step 2. (i.e., RSA Security
Analytics Credential)

Trust Invalid SSL Certificates: Select this if device’s certificate is self-signed or not
recognized by browsers.

Require Approval From: Select user(s) from list to ask her/his approval before executing
actions on this integration.
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Notify: Select user(s) from the list to notify when SOAR performs an action on
thisintegration.

Click the Test button.

Click Save to complete integration.

Integration Guide for SailPoint

Integration Overview

SailPoint's Identity Security product provides a comprehensive platform for managing and
governing accounts, roles, and entitlements across applications, systems, data, and cloud
services. It enables organizations to identify risks, monitor behaviors, and refine roles, while
providing visibility into access across the entire organization.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with SailPoint:

Disable Account

Enable Account

Get Account Activity

Get Account Details

Get Account Entitlements

Get Account IDs

Configuration

Configuring on SailPoint

* SailPoint requires a Client ID and Client Secret with the ORG_ADMIN role for access.

e Users with the ORG_ADMIN role can create a Client ID and Client secret from https://

{tenant_ name}.api.identitynow.com after logging in with valid credentials.
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Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Specify the following parameter values in the Credential Editor:

Private
Type Name Username Password Key
Internal Display name of credential set (for Empty Client ID Client
Credential example, SailPoint Credentials). Secret

3. Click Configuration > Integrations > Create Integration.

4. Specify the following parameter values in the Configuration Form:

Parameter Value

Name Display name of SailPoint integration on SOAR
Type Advanced Scriptable Device
Address https://{tenant_name}.api.identitynow.com

Configuratio  Specify the following configuration parameter values:

n # Integration ID of the proxy integration to use when connecting to current
integration.
# If not provided, ArcSight SOAR will try to use a direct connection.
#proxy.id=123
# Maximum number of results to return from the API.
# If not provided, the integration will gather all results.
#max.result.count = 100

Credential Name of the credential set created in step 2. (i.e. SailPoint Credentials).

Trust Invalid  Select this if Engine’s certificate is self-signed or not recognized by browsers. Not selected.
SSL
Certificates

Require Select user(s) from list to ask their approval before executing enrichment on this integration.
Approval

From

Notify Select user(s) from the list who can provide approval when SOAR performs an enrichment on

this integration.

5. Click Test, an Integration Successful message is displayed if the credential and address are
valid.

6. Click Save.
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Capabilities

1. Disable Account
Action capability for disabling an account.

The following table presents the Disable Account action capabilities details:

Scope Restricted Required
Input Parameter Description Type (Yes/No) (Yes/No)
Account ID ID of the account Keyword, Yes Yes
Unknown

Output:

N/A

Human Readable Output

N/A

2. Enable Account
Action capability for enabling an account.

The following table presents the Enable Account action capabilities details:

Scope
Rescticted  Required
Input Parameter Description Type (Yes/No) (Yes/No)
Account ID ID of the account Keyword, Unknown Yes Yes
Output:
Case Scope
N/A
Human Readable Output
N/A

3. Get Account Activity
Enrichment capability for getting account activity.

The following table presents the Get Account Activity enrichment capabilities details:

Scope Restricted Required
Input Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third party  N/A No Yes
integration
Username Identity Username Unknown, Username, Yes Yes

Keyword
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Input Parameter

Time Range

Type

Output:
Case Scope
N/A

Description

Time range picker that
filters activities by the
time they were created

Type of account activity

Human Readable Output

Capabilities

Type

Relative or absolute
time from time range
picker

List option from drop
down menu: All,
Access Request,
Account Attribute
Update, Account
State Update,
Attribute
Synchronization

Refresh, Certification,

Cloud Automated,
Cloud Password
Request, Identity
Attribute Update,
Identity Refresh,
Lifecycle Change
Refresh, Lifecycle
State Change

Scope Restricted Required
(Yes/No) (Yes/No)
No Yes
No Yes
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DISABLE
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Requester Name:

Target Name:

Requesier Name:

Target Mame:

Requesier Name:

Target Name:

The following table presents the Get Account Details enrichment capabilities details:

Input
Parameter

Integration

Account ID

Output:
Case Scope
N/A

Description

Name of the third-party

integration

ID of the account

Human Readable Output

Capabilities

Type
N/A

Unknown,
Keyword

Scope Restricted

(Yes/No)

No

Yes

Required
(Yes/No)

Yes

Yes
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MName
Account ID
Created
Modified
Source Name
Source |D

Identity ID

Altributes i g F
phoneNumber: || famiyName: i name:
I -

idMowDescription:

Mative Identity
Authoritative
Disabled
Locked

System Account

Uncorrelated
Manually Correlated

Has Entitlements

5. Get Account Entitlements
Enrichment capability for getting account entitlements.

The following table presents the Get Account Entitlements enrichment capabilities details:

Scope Restricted Required
Input Parameter  Description Type (Yes/No) (Yes/No)
Integration Name of the third party N/A No Yes
integration
Account ID ID of the account Unknown, Yes Yes
Keyword

Output:

Case Scope

N/A
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Human Readable Output

Entitlement Description Created Meodified Privileged Cloud Governed

ORG_ADMIN Full administrative  2021-07- 2022-09- false false

access to 09715:38:41.024 28T20:38:13.501
IdentityNow z z

6. Get Account IDs
Enrichment capability for getting account IDs.

The following table presents the Get Account IDs enrichment capabilities details:

Input Scope Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third party N/A No Yes
integration
Username Identity Username Unknown, Username, Yes No
Keyword

Output:

Case Scope
Action Type Category/Value
Add Keyword Related/ Account ID(s)

Human Readable Output
Created Modified Source Name
2022-09- 2022-09- IDN Admin

09T19:41:23.773  09T19:41:23.848
Fa Z

202200 2022-10- IdentityMow
09T19:41:24.473  05T16:26:33.002
Fa Fa

Integration Guide for SentinelOne

Overview of the Plugin

SentinelOne Singularity platform is an industry-first data lake that seamlessly fuses together
the data, access, control, and integration planes of its endpoint protection (EPP), endpoint
detection and response (EDR), loT security, and cloud workload protection (CWPP) into a
centralized platform. With Singularity, organizations gain access to back-end data across the
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organization through a single solution, providing a cohesive view of their network and assets by
adding a real time, autonomous security layer across all enterprise assets.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with SentinelOne:

e Disconnect from Network

e Connect to Network

» Get Agent Status/ Get Endpoint Details
e List Installed Applications

e List Events for Endpoint

e List Groups

e Get Group Details

e Get Hash Reputation

* Move Agent to Group

e Add to Blacklist

e Delete from Blacklist

e Get Blacklist

e List Threats

e Get Threat Details

e Update Threat

e Add to Exclusion List

e Remove from Exclusion List
¢ Scan (Full Disk Scan)

Prerequisites

You must have access to HTTPS as ArcSight SOAR connects to SentinelOneAPI through this
service.

Configuration

Configuring SentinelOne

APl requires Token authentication which can be extracted from dashboard.
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1. Login to Dashboard https://<instance url>/dashboard.

2. Click Profile > get User > API Token Generation erate APl extract > Regen.

3. Select Regenerate APl Token and Extract the Token.

[ ﬂ APl Token is valid for 6 months, it needs to be regenerated every 6 months.

Configuring SOAR

N =

Type Name

. Click Configuration > Credential > Create Credential.

. Specify the following parameter values in the Credential Editor form:

Username password Private Key

Internal Display name of credential set (for example, N/A N/A ApiToken

credential SentinelOne

Credentials).

Click Save to complete the integration.

N o v ok~ w

valid.

Integration Capabilities:

1. Disconnect from Network

{token}

Click Configuration > Integrations > Upload plugin.
Select your integration plugin zip file and click on save.

Select the integration that you have added to Integrations menu.

Click Test, an Integration Successful message is displayed if the credential and address are

Use this command to isolate (quarantine) endpoints from the network. The agent can
communicate with the Management, which lets you analyze and mitigate threats.

¢ Rollback: Yes
¢ Duplicate Control: No

Input Parameters

Parameter Description

Computer Valid Agent Computer Name or IP
Name/ Address

IP Address

Configuring SOAR

Scope
Type Restricted Required
COMPUTER NAME, Yes Yes
NETWORK
ADDRESS,
KEYWORD,
UNKNOWN
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Output:
Case Scope: N/A
Human Readable Output: N/A

2. Reconnect to Network

After running the Disconnect from network on endpoints, analyze the issue, and mitigate
threats. Use this command to reconnect to the network all the endpoints that match the

filter.
¢ Rollback: No

¢ Duplicate Control: No

Input Parameters

Parameter Description
Computer Valid Agent Computer Name or IP
Name/ Address
IP Address
Output:

Case Scope: N/A
Human Readable Output: N/A

3. GetAgent Status/ Get Endpoint Detail
Fetch the details of the Agent.

Input Parameters

Parameter Description
Computer Valid Agent Computer Name or IP
Name/ Address
IP Address
Output:

Case Scope: N/A

Integration Capabilities:

Scope

Type Restricted Required

COMPUTER Yes Yes

NAME,

NETWORK

ADDRESS,

KEYWORD,

UNKNOWN

Scope

Type Restricted Required
COMPUTER NAME, Yes Yes

NETWORK
ADDRESS,
KEYWORD

UNKNOWN
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Human Readable Output:

Key

Acoount ID

Agent

Computer Name

Arch
0% Name
CPU Count
CPUID
[
Crealed Al
Extermal IP

rewall Enabled

Last Logged n Usemame
License Key

k Imerfaces

4. List Installed Applications

Value

150445166055

CACLIMTHEN ol Clanon Tech

159,

3T64e16b BG-cha0-5ed 1 b

150445166100

Default Group

31

Gaun-inspiron-15-3511

Mia

NIA

[{ 7inet™ [ "192.168.18 |. "ga

Get the installed applications for a specific Agent/Endpoint.

Input Parameters

Computer Valid Agent Computer Name or IP

Parameter Description
Name/ Address
IP Address

Output:

Case Scope: N/A

Integration Capabilities:

Scope
Type Restricted

COMPUTER Yes

NAME,
NETWORK
ADDRESS
KEYWOR

UNKNOWN

I~ "192.168.1.1°, "gs

Required

Yes
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Human Readable Output:

Application Mame Version Instalbed Date Publisher

MANDAGES B 10-1ubirtinl

openssl 3.0.2-0ubumniul B 2023-02-08T0 2102212 it Dey
&Mt ubuntu-d

Hucomagl
VET-COMMon
s uburtu.comagt
221.1.3-Jubuniu2. 7 2 2-0BTOT: 25232 T SR ubuniy-

221 1.3-2ubuniu2.7

1 Zubuniad 27 04,1 202301-24TO4 47552

5. List Events for Endpoints

Get Deep Visibility results from the query that matches the given event type. Valid values
for Event Type are:

Because of some limitation with the SentinelOne account, only the "events" event type is
supported.

Input Parameters
Input Parameter Description Data type Scope Restricted Required

Event Type The event type to query the event. string No Yes

Supported event type: events

Time Range The time range to fetch the events String No Yes

Output:
Case Scope: N/A
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Human Readable Output:

Process |d Agent Ip Dines Ciount Endpoint 0% File Md5S File Sha2Sh

4492 b i MR i MNA

python3. 10

dragent

cheome

6. List Groups
Get a list of groups with details of each group.
Input Parameters: N/A

Default Parameters

Scope
Parameter Description Type Restricted Required
cursor Cursor position returned by the last request. Use to String No Yes
iterate over more than 1000 items.
Example: “YWdlbnRfaWQ6NTgwMjkzODE="
limit Limit number of returned items (1-1000). Integer No Yes

Example: “10”

Output:
Case Scope: N/A
Human Readable Output:

Hame Creator Name  Created At Updated At Total Agents

Default Group 1 SeninelOne

35 Maveen Kumar
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7. Get Group Details

Get data of a given Group. To get a Group ID, run groups. This command responds with the
ID of the Site of the Group, Group name, type (dynamic or static), and similar data. The
username provided must have permission for the Site.

Input Parameters

Parameter  Description Type ScopeRestricted Required
Group Name Valid group Name to fetch the details String  No Yes
Output:

Case Scope: N/A
Human Readable Output

Created Al F OFTATS653. 67307 TS

realon Senaneng

Q2TORCSTI19.TTTIESE

Feank

Regitraton Token

8. Get Hash Reputation

Get the reputation of a hash, given the required SHA1. To get a hash, run threats
(preferably filtered for a Group or Site) and take the file Content Hash value.

Input Parameters

Scope
Parameter  Description Data type Restricted Required
Hash Value  Avalid hash value String Yes Yes
Output:
Case Scope
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Action  Type Category/ Value

Set Scope Item Property Hash Reputation Rank

Human Readable Output:

9. Move Agent to Group

Move Agents that match the filter to a group. To get the Group ID, run groups is required
and there can be only one. This will move the matched agents that are on the same site as
the given group.

e Rollback: No
¢ Duplicate Control: No

Input Parameters

Scope

Parameter Description Type Restricted Required
Group Name Valid Group Name String No Yes
Computer Name / IP Valid Agent Computer Name COMPUTER NAME,  Yes Yes
Address NETWORK ADDRESS,

KEYWORD

UNKNOWN

Output:

Case Scope: N/A
Human Readable Output: N/A

10. Add to Blacklist

Action capability to add threats that have a SHA1 hash and that match the filter to the
Blacklist of the target scope: Global, Account, Site, or Group.

¢ Rollback: Yes
¢ Duplicate Control: Yes

Input Parameters
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11.

Integration Capabilities:

Scope
Parameter  Description Type Restricted Required
Hash Value  Shal Hash Value  string Yes Yes
Os Type Os Type No Yes
enum = [ Array|[String]
“linux”,
“windows”,
“macos”,
“windows_legacy”
]
Default parameters:
Scope
Restricted Required
Parameter  Description Type (Yes/No) (Yes/No)
accountld Get unique Account id from configuration file. Array No Yes
[strings]
type Select Blacklist type as black hash (This would be  string No Yes
default option in blacklist type)
Output:
Case Scope: N/A
Human Readable Output: N/A
Delete from Blacklist
Action capability to delete the threat from the blacklist.
¢ Rollback: No
¢ Duplicate Control: Yes
Input Parameters
Scope
Parameter Description Type Restricted Required
Hash Value  Hash Value of the threat String  Yes Yes
Default parameters
Scope Restricted  Required
Parameter  Description Type (Yes/No) (Yes/No)
type Select Blacklist type as black hash (This would be  string  No Yes
default option in type)
Output:
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Case Scope: N/A
Human Readable Output: N/A
12. Get Blacklist
Enrichment capability to get a list of all the items in the blacklist.
Input Parameters: N/A

Default Parameters

Scope
Parameter Description Type Restricted Required
cursor Cursor position returned by the last request. Used to String No No
iterate over more than 1000 items.
Example: “YWdlbnRfaWQ6NTgwMjkzODE="
limit Limit number of returned item (1-1000) Integer No No

Example: “10”

Output:
Case Scope: N/A
Human Readable Output:

Sheald Value Croated A1 Uiplatied AL

13. List Threats
Get data of threats.
Input Parameters: N/A

Default Parameters
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Parameter  Description

cursor Cursor position returned by the last request. Use to
iterate over more than 1000 items.
Example: “YWdIbnRfaWQ6NTgwMjkzODE="

limit Limit the number of returned items (1-1000).
Example: “10”

Output:
Case Scope: N/A
Human Readable Output:

Classification Created At identified Af  Updated At

Makwae

14. Get a threat's timeline.

Input Parameters

Parameter  Description Type Scope Restricted Required
Thread Id Valid Threat ID  String No True
Output

Case Scope: N/A

Integration Capabilities:

Type

String

Integer

Mitigaticn

Sinfus

THGgAIC

Scope
Restricted  Required

No Yes

No Yes

File Size File Path

G
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Human Readable Output:

15. Update Threat
Update the incident details of a threat.
¢ Rollback: No

¢ Duplicate Control: No

Input Parameters

Parameter Description Type Scope Restricted
Thread Id Valid Threat ID String  No
Status Incident Status string No

Example: “resolved”

enum =[

“unresolved”,
“in_progress”,
“resolved”

Output:
Case Scope: N/A
Human Readable Output: N/A

Integration Capabilities:

Required

Yes

Yes
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16. Add to Exclusion List

Action capability to create exclusion to make your agents suppress alerts and mitigation
for items that you consider to be benign or which you require for interoperability.

e Rollback: Yes
¢ Duplicate Control: Yes
Input Parameters

Parameter Description Type Scope Restricted
Hash Value  Valid Hash value string  Yes

OS Type Agent OS type string No
enum =[
“linux”,
“macos”,
“windows”,
“windows_legacy”

]

Default parameters:

Parameter Description

accountld Get unique Account id from configuration file.

type Select Exclusion type as white hash (This would be
default option in exclusion type)

Output:
Case Scope: N/A
Human Readable Output: N/A

17. Remove from Exclusion List

Required
Yes

Yes

Type

Array
[strings]

string

Scope
Restricted
(Yes/No)

No

No

Required
(Yes/No)

No

Yes

Every Exclusion opens a possible security hole. If it is decided that an Exclusion (or
multiple Exclusions) is not required, use this command to delete it.

¢ Rollback: No
¢ Duplicate Control: Yes

Input Parameters

Parameter  Description Type Scope Restricted (Yes/No) Required (Yes/No)
Parameter Description Type Scope Restricted Required
Hash Value  Hash value of the exclusion. string  Yes Yes

Integration Capabilities:
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Default parameters:

Parameter Description

Scope
Restricted
Type (Yes/No)

type Select Exclusion type as white hash (This would be string  No

default option in exclusion type)

Output:

Case Scope: N/A

Human Readable Output: N/A
18. Scan

Command to run a Full Disk Scan on Agents that match the filter.
Full Disk Scan finds dormant suspicious activity, threats, and compliance violations that are
then mitigated according to the policy. It scans the local file system. Full Disk Scan does not
inspect drives that require user credentials (such as network drives) or external drives.
Full Disk Scan does not work on hashes. It does not check each file against the blacklist.

Required
(Yes/No)

Yes

If the Static Al determines that a file is suspicious, the Agent calculates its hash and sees if
the hash is in the blacklist. If a file is executed, all aspects of the process are inspected,

including hash-based analysis and blacklist checks.

Full Disk Scan can run when the endpoint is offline, but when it is connected to the
Management, it can use the most updated cloud data to improve detection.

¢ Rollback: No
¢ Duplicate Control: No

Input Parameters

Parameter Description
Computer Valid Agent Computer Name or IP
Name/ Address
IP Address
Output:

Case Scope: N/A
Human Readable Output: N/A

Integration Capabilities:

Scope
Type Restricted

COMPUTER NAME, Yes
NETWORK

ADDRESS,

KEYWORD

UNKNOWN

Required

True
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Integration Guide for ServiceNow

Integration Overview

ServiceNow allows you to manage digital workflows for enterprise operations.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with ServiceNow:

¢ Close Incident
¢ Create Incident

e Update Incident

Prerequisites

You must have access to HTTPS as the ArcSight SOAR connects to ServiceNow API through this
service.

Configuring ServiceNow

1. Create a REST client on SOAR
a. Login to SOAR platform.
b. Navigate Configurations > REST CLIENTS.

c. Create a new REST client by providing a description.

ﬂ You must take a note of your Client ID and Client Secret as they would be used as
username and password during configuring authentication later.

2. Create a User
a. Login to ServiceNow platform.
b. Navigate to User Administration > User.

c. Click New to create a new user and specify the required credentials.Note: This
username and password is used during the ArcSight SOAR configuration.

d. Navigate to User Administration > User and edit the user you created newly to assign
an admin role.

Integration Guide for ServiceNow Page 592 of 690



Integration Guides

3. Create Rest Messages
a. Navigate to System Web Services > Outbound > REST Message.

b. Click New to create message and specify the following details in the form:

Form Fields Values

Name SOAR REST API Requests
Description SOAR REST API Requests
Endpoint <itom_host_url>/soar-api/api/vl

Authentication tab
Authentication type Basic

Basic Auth Profile soar credential

c. Click the Lookup icon to setup Basic Authentication.

d. Click New and specify the following parameters:

Form Fields Values
Username Client ID
Password Client secret

e. Click Submit and select the newly created Basic auth profile.

f. Navigate to System Web Services > Outbound > REST Message and select SOAR REST
API Requests.
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g. Click New and create following HTTP Methods within REST Messages:

Form Fields
Rest Message
Name

HTTP Method

Endpoint

Authentication type

Basic Auth Profile

Name

Content-Type

Content

i. Update Case on SOAR Method

Values
SOAR REST API Requests
Update Case on SOAR
Patch
<itom_host_url>/soar-api/api/vl/case/${serialld}

Authentication Tab
Basic
SOAR default_profile

HTTP Request Tab

HTTP Headers Section
Value
application/json
HTTP Query Parameters Section

S{changes}

Specify the following details and click Submit:
Add Comment to SOAR Case

Specify the following details and click Submit:

Form Fields
Rest Message
Name

HTTP Method

Endpoint

Authentication type

Basic Auth profile

Name

Configuring ServiceNow

Values
SOAR REST API Requests
Add Comment to the SOAR Case
Post
<itom_host_url>/soar-api/api/v1/case-comment
Authentication Tab
Basic
SOAR default_profile
HTTP Request Tab
HTTP Headers Section

Value
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Form Fields Values
Content-Type application/json

HTTP Query Parameters Section
Content {

"serialid":$(serialid),

"comment":"$(comment)"

}

4. Create Event Registry
a. Navigate to Performance Analytics > System > Event Registry.

b. Click New to create an event registry and specify the following details in the form:

Form Fields Values
Event Name state_change_soar
Table Incident[incident]

5. Create Script Action
a. Navigate to Browse System Policy > Events > Script Actions.

b. Click New to create script action and specify the following details in the form:

Form Fields Values

Name Update Case on SOAR
Event name state_change_soar
Application Global

Active <Mark this checkbox>

Add the following script:

try {

r = new sn_ws.RESTMessageV2('SOAR REST API Requests',
'Update Case on SOAR');

updated fields = JSON.parse(event.parm2);

var serialld = updated fields["serialId"];

if (updated_fields["caseProperties"] != {}) {
r.setStringParameterNoEscape( 'changes', JSON.stringify
(updated_fields["caseProperties"]));
r.setStringParameterNoEscape( 'serialld', serialld);
response = r.execute();

responseBody = response.getBody();

httpStatus = response.getStatusCode();

}

if (updated_fields["caseComment"] != {}) {

r = new sn_ws.RESTMessageV2('SOAR REST API Requests',
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'Add Comment to SOAR Case');
r.setStringParameterNoEscape( 'serialld', serialld);
var comment = updated_fields["caseComment"]["comment"]
["value"];

r.setStringParameter('comment’', comment.replace(/\n/g,

"))

response = r.execute();
responseBody = response.getBody();
httpStatus = response.getStatusCode();

}

} catch (ex) {
var message = ex.message;

}

6. Create Business Rules
a. Navigate to System Definition > Business Rules.

b. Click New to create business rule and specify the following details in the form:

Form
Fields Values

Name soar-rule
Table Incident[incident]

Applic  Global
ation

Active  <Mark this checkbox>

Advan <Mark this checkbox>

ced

When to run tab
When  after
Order 1
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Form
Fields Values

Updat <Mark this checkbox>

e
Advanced tab
Script  Add the following script:
if ((current.operation() == 'update' && current.state.changes() ||
current.description.changes()) || current.comments.changes()) {

var currentValues = {

"caseProperties":{},

"caseComment":{},

"serialId": current.short_description.toString().split("-")[0]
s

var previousValues = {

"state": previous.state.getDisplayValue(),
"description": previous.description.getDisplayValue(),
"comments": previous.comments.getJournalEntry(1)

s

if (current.comments.changes()){
currentValues["caseComment" ][ "comment"] = {"value":
current.comments.getJournalEntry(1)};

}
if (current.state.changes()){

currentValues["caseProperties"]["status"] = {"value":
current.state.getDisplayValue()};

¥

if (current.description.changes()){
currentValues["caseProperties"]["description"] = {"value":
current.description.getDisplayValue()};

}
gs.eventQueue( 'state_change_soar', current, JSON.stringify(previousValues),
JSON.stringify(currentValues));

}

c. Click Submit.

7. Import Certificate (if SOAR has self-signed certificate)
a. Navigate to System Definition > Certificates.
b. Click New to create new certificate entry.

c. Click the attachment icon below to upload your certificate file. Run the following
command to create the certificate

openssl s_client -connect cdfhost:cdfport 2>/dev/null </dev/null | sed
-ne '/-BEGIN
CERTIFICATE-/,/-END CERTIFICATE-/p'

d. Save the content with .der extension.

Configuring ServiceNow Page 597 of 690



Integration Guides

Configuring ServiceNow with OAuth2

1. Login to ServiceNow.
2. Activate the OAuth 2.0 plugin.

3. Inthe sys_properties table, set the system property
com.snc.platform.security.oauth.is.active to True.

4. Click System OAuth > Application Registry > New > OAuthAPI for external clients.

5. Specify the following parameters:

Name Client ID Client Secret Refresh Token Lifespan  Access Token Lifespan
Key

Enter a Client ID automatically Client Secret Tlme in seconds for Time in seconds for

unique generated by ServiceNow for OAuth which the refresh token which the access token

name OAuth server application is valid is valid

[ ﬂ Note down the Client ID and Client Secret as you may need it later.

6. Click Submit.

Configuring SOAR

1. Click Configuration > Credential > Create Credential

2. Specify the following parameters in the Credential Editor form:

Private
Type Name Username Password Key
Internal Display name of credential set (for  Username of the Password of the Empty
credential example, ServiceNow Credentials). created user on created user on
ServiceNow ServiceNow

Check the Cleartext Access option.

3. Click Configuration > Lists > Create Lists. The list must two columns with the type
Keyword. Specify a name for that list and save it. The name of the list is used during
integration configuration.

4. Click Configuration > Integrations > Create Integration.

Configuring ServiceNow with OAuth2 Page 598 of 690



Integration Guides

5. Specify the following parameter values in the Configuration Form.

Parameter Value

Name Display name of the integration.

Type ServiceNow

Address Address of the ServiceNow integration (the format should be

https://dev107155.service-now.com).
Configuration Specify the following configuration parameters:

proxy.id 1D of the Proxy integration if you access ServiceNow through a web proxy
device. For example: proxy.id = 12345 .

list.name List name that is used for mapping ArcSight SOAR cases to ServiceNow incidents. For
example, list.name=servicenowMaplist

Credential Credential that has been defined for this integration under the Credentials menu.

Trust Invalid SSL Select this if web server’s certificate is self-signed or is not recognized by browsers.
Certificates

Require Approval From Select user(s) from list to ask the approval before executing actions on this
integration.

Notify Select user(s) from the list to notify when SOAR performs an action on this
integration.

6. Click Save to save the integration definition.

7. Navigate to Configuration>Customization Library and edit ServiceNow Advanced Action
Script Default Template.

8. Select the integration that you have added to Integrations menu.
9. Click Save to complete the integration.

10. Click Test. Integration Successful message is displayed if the credential and address are
valid.

Capabilities

1. Create Incident
Action capability for creating incident on ServiceNow.

¢ Rollback: No
¢ Duplicate Check: Yes

The following table presents the Create Incident action capability details:
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Scope Restricted Required

Input Parameter  Description Type (Yes/ No) (Yes/ No)
Category and Category and Subcategory Enum No Yes
SubCategory information of created incident

Description Servicenow Incident Description Text No Yes
Impact ServiceNow incident impact Enum No Yes
Urgency Servicenow Incident Urgency Enum No Yes
Comment Servicenow Incident Comment Text No Yes
Assignment Servicenow Incident Assignee Text No Yes
Group

2. Close Incident
Action capability for closing incident on ServiceNow.

¢ Rollback: No
¢ Duplicate Check: No
The following table presents the Close Incident action capability details:

Input Parameter  Description Type Scope Restricted (Yes/ No) Required (Yes/ No)

State Closing State of Enum No Yes
Servicenow
incident.

Resolution Code Resolution Code Enum No Yes
for ServiceNow
incident.

Resolution Note  Resolution Enum No Yes
Notefor
ServiceNow
incident.

3. Update Incident
Action capability for updating incident on ServiceNow.

The following table presents the Update Incident action capability details:

Scope Restricted Required (Yes/
Input Parameter  Description Type (Yes/ No) No)
Description Servicenow Incident Text No No
Description
Impact ServiceNow incident impact Enum No No
Urgency Servicenow Incident Enum No No
Urgency
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Scope Restricted Required (Yes/
Input Parameter  Description Type (Yes/ No) No)
Comment Servicenow Incident Text No No
Comment
Assignment Servicenow Incident Text No No
Group Assignee
State ServiceNow incident status Enum No No

Output:
Case Scope: N/A

Human Readable Output: Yes

Integration Guide for ServiceNow CMDB

Integration Overview

A configuration management database is a data repository file used to store information about
your IT environment. A CMDB's main functions include discovering, controlling, and keeping
track of relationships between IT assets. As well as highlighting their individual configurations.

Integration Capabilities

e List Assets
e Get Asset by ID
e Update Asset Tag

Integration Configuration

1. Authentication: ServiceNow uses OAuth authentication to authenticate the API. Follow
these below steps to configure a service from the ServiceNow Platform:

a. Signinto the platform and create an account, create username and password.

b. Create an instance to get a service URL. This username and password can be used to
get the token to access the APIs.

c. Change the Elevate Role to security_admin.

d. Navigate to System OAuth > Application Registry.
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e. Click on new and select Kind of Oauth application as Create an OAuth API endpoint for
external clients.

f. Fill in the details and submit. And save the Client_ID and Client_secret to generate the
refresh token and access token.

g. Client creates a POST call and passes the user name, password, client_id, client_secret
and grant_type in the Request body using the /x-www-form-urlencoded content type.

Body Parameters for the Token generation

Parameters Value Data Type Requred
Username User Name String Yes
Password Account Password String Yes
Private Key Enter your client secret String Yes
Grant_type Grant Type String No

Sample Request:

POST /oauth_token.do HTTP/1.1
Host: <instance>.service-now.com
Content-Type: application/json

{
"username" : "Your_Username"
"password" : "Your_ Password"
"client_id" : "YOUR_CLIENT ID",
"client_secret" : "YOUR_CLIENT_SECRET",
"grant_type" : "password"

}

Sample Response

HTTP/1.1 200 OK
{

"access_token": "uMb-6TIg-
YCYI8BSnbK7caBamElpR7gqWjVkxZpallcWjD3Z4aWwvcnhdl9jdzP3f454GHXTib12PPXG
JdmAlzQ",
"refresh_token":
"Tu_YsPq8Eqg90CD_2HnBNCCd10SXU002jJepwKjCizwMPIgpOP6gN3LwFXE -
Jh1CuaXjWi-SVghvo3nv5VXFNg",
"scope": "useraccount”,
"token_type": "Bearer",
"expires_in": 1799

Integration Configuration Page 602 of 690



Integration Guides

2. Additional Configuration

Configuration
Parameter Description

proxy.id Proxy device to be used while communicating with the remote system’s API

cache.reusing.duration Default cache-reuse parameter

class.name CMDB class name is the name of the table that contains the desired Cl records,

such as cmdb_ci_linux_server or cmdb_ci_apache_web_server.

client.id Provide generated client ID for OAuth authentication.

Integration Capabilities:

1. List Assets

Enrichment capability to retrieve the asset details from the ServiceNow platform by

specific asset type.

Request headers

Header Value
Authorization Bearer token
Content-type application/json

Input Parameters:

Parameter Description

Asset Type Type of asset,
Default: Hardware, Consumable,
License,
Other,
All
Output:
Case Scope: N/A
Limitations: N/A
Human Readable Output:

Integration Capabilities:

DataType

Array

Required

Yes

Yes
Scope
Restricted Required
No Yes
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a few seconds ago - 5 [ executed Li ts enrichment on

Display Name System Id System Install Date System Update Date

2 070000 2023-11-21 10:01:29

X8 07:00:00 2023-11-

fcBbchbeSd?

5-19 09:00:00 2023-11-21 10:01:29

2021-11-24

21 10:01:29

2. Get Asset by ID

Enrichment capability to retrieve information about a specific asset by ID.

Request headers

Header Value Required
Authorization Bearer token Yes
Content-type application/json Yes

Input Parameters

Parameter Description DataType Scope Restricted Required
System ID System ID of the record to retrieve String No Yes
Output:

Case Scope: N/A
Limitations: N/A
Human Readable Output:
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a minute ago - = executed 5t A i v 1D ennchment on

Key
Assst Tag
Dasplay Name ¥ IBM Thinkpad T20

Model Calegory
ih_model_catlegonyBliebSc eeabicBh

ndh_modelDcd3bl2

Quiansty
Assigned To Tefiance Mitemes

System ID OTa%e=40d43

Taotal 13 , items | page

3. Update Asset Tag
Action capability to update an asset tag.
Rollback: No
Duplicate Control: No

Request headers

Header Value Required
Authorization Bearer token Yes
Content-type application/json Yes

Input Parameters

Scope
Parameter Description DataType Restricted Required
System ID Serial number of this asset. String No Yes
Asset Tag Alphanumeric information assigned by your String No Yes

organization to help track the asset
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Output:

Case Scope: N/A

Limitation: N/A

Human Readable Output: N/A

Integration Guide for Slack

Integration Overview

Slack is a messaging app for business that connects people to the information that they need.
By bringing people together to work as one unified team, Slack transforms the way that
organizations communicate. Slack supports asynchronous work. When work is organized in
channels, the users can access the information as per their own time, regardless of the
location, time zone or function. It can be used for asking questions, catching up with new
developments and share updates without having to coordinate schedules.

Integration Capabilities

e List Channels

e Get Channel Info

e Create Channel

e Send Message to Channel
 Archive Channel

¢ |nvite User to Channel

Prerequisites

e You must have access to HTTPS as the ArcSight SOAR connects to Slack API through this
service.

Integration Guide for Slack Page 606 of 690



Integration Guides

Configuring Slack

1. Log in to you Slack account and create your application using https://api.slack.com/apps.

2. Click Create New App to create new Slack application from scratch. Also, mention
application name and pick your workspace to create the application.

Enter into your application and navigate to Oauth and Permissions.

4. Click Scopes > User Token Scopes provide the below scope permissions:

Capability Scope Permissions Required

List Channels channels:read, groups:read, im:read, mpim:read, identify:basic
Get Channel Information channels:read, groups:read, im:read, mpim:read, identify:basic
Create Channel channels:write, groups:write, im:write, mpim:write

Send Message to channel chat:write

Archive Channel channels:write, groups:write, im:write, mpim:write

Invite User to Channel channels:write, groups:write, im:write, mpim:write

5. After all the scopes are added then install your application.

6. Navigate to OAuth and permissions > OAuth tokens for Workspace to find your User
Oauth token. This User OAuth token is used to access the slack api.

Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Specify the following parameter values in the Credential Editor:

Private
Type Name Username Password Key
Internal Display name of credential set (for N/A N/A Bearer
Credential example, Slack Credentials). {Token}

3. Click Save to complete the integration

4. Click Test, an Integration Successful message is displayed if the credential and address are
valid.
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Capabilities

1. List Channels
Enrichment capability for retrieving channels list.

The following table provides the List Channels enrichment capability details:

Required
Input Parameter Description Type Scope Restricted(Yes/No) (Yes/No)
Integration Name of the third party Integration N/A Yes
integration
Output:
Case Scope
Action Type Category/Value
None N/A N/A

Human Readable Output:

Channel Name Chanined id Channel Type o 1 Tedal Members Created By Creade Time

random VML Private A nel is 4 chethan.p

scomne  COdAL4DRWD Pineale L nel is chethan [

2. Get Channel Info
Enrichment capability for retrieving channel information.

The following table provides the Get Channel Info enrichment capability details:
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Input Scope Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Integrtaion Name of the third party Integration N/A Yes
integration
Channel Name Name of the channel Username Yes Yes
Keyword
Unknown
Output
Case Scope
Action Type Category/Value
None N/A N/A

Human Readable Output:

Key

Charnel Hame
Charmngl ID

Topsc

3. Create Channel
Action capability for creating a new channel.

¢ Rollback: No
e Duplicate Control: Yes

The following table provides the Create Channel enrichment capability details:

Input Scope Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third party Integration N/A Yes
integration
Channel Name Name of the channel N/A N/A Yes
Output:
Case Scope
N/A

Human Readable Output
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4. Send Message to Channel
Action capability to send text messages to channel.
¢ Rollback: No

¢ Duplicate Control: No

The following table provides the channel Information action capability details

Input Scope Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third party Integration N/A Yes
integration
Channel Name Name of the channel Username Yes Yes
Keyword
Unknown
Message Text message to send to channel String No Yes
Output:
Case Scope
N/A

Human Readable Output
5. Archive Channel
Action capability to archive the channel.
¢ Rollback: No

¢ Duplicate Control: No

The following table provides the Archive Channel action capability details

Input Parameter Description Type Scope Restricted(Yes/No) Required (Yes/No)
Integration Query string for the search Integration  Yes Yes
Channel Name  Name of the channel Username Yes Yes
Keyword
Unknown
Output:
Case Scope
N/A

Human Readable Output
6. Invite User to Channel

Action capability to invite user to a channel.
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¢ Rollback: No
¢ Duplicate Control: No

The following table provides the Invite User to Channel action capability details:

Input Scope Rectricted Required
Parameter Description Type (Yes/No) (Yes/No)
Integration Name of the third party Integration N/A Yes
integration
Channel Name Name of the channel Username Yes Yes
Keyword
Unknown
User Name Name of the Slack user Username Yes Yes
Keyword
Unknown
Output:
Case Scope
N/A
Human Readable Output
N/A
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Integration Guide for SMTP Mail Server

Integration Overview

ArcSight SOAR uses the SMTP Server to send emails and notification messages. ATAR can also
use the same integration to access inboxes to read emails, such as device action approvals if it
is configured as an IMAP server.

Integration Capabilities

e Action

¢ Send email

Prerequisites

e SOAR connects to SMTP Mail Server integration via Simple Mail Transfer
Protocol.Therefore SOAR must be able to connect this service.

* A user’s credential is required for SMTP AUTH. The same credential will be used if IMAP is
configured.

Configuration

Configuring SOAR Email Notification

Click Configuration > Parameters.

Search for NotificationEMailFrom> Edit and set Email address.

Search for ApprovalEMailFrom> Edit and set Email address.

Search for ApprovalEMailEnabled> Edit and set it as True.

Search for OutgoingMaillntegration > Edit and add SMTP Integration ID.

o vk w N PRE

Search for IncomingMaillntegration > Edit and add SMTP Integration ID.

Configuring SOAR

1. Click Configuration > Integrations > Create Integration.

2. Specify the following parameter values in the Configuration form:
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Param
eter

Name

Type

Addre
ss

Config
uratio
n

Crede
ntial

Trust
Invalid
SSL
Certifi
cates

Requir
e
Appro
val
From

Notify

Value
Display name of the SMTP Mail Server integration..
SMTP Mail Server

Address of the integration (the format should be 1.1.1.1 or abc.example.com).

Specify the following configuration parameters:

mail.default-encoding is the encoding format of emails.

mail.transport.protocol is the default message transport protocol.

mail.smtp.auth specifies whether SMTP Authentication will be enabled or not. It can
be “true” or “false”.

mail.smtp.port is the port for the SMTP service.

mail.smtp.starttls.enable specifies whether TLS for SMTP will be enabled or not. It
can be “true” or “false”.

mail.store.protocol is the protocol to access inboxes (for email reading). Default
value is “imaps™.

mail.imaps.host is the address of the IMAPS server.

mail.imaps.port is the port for IMAPS service.

# Server type should be default for standard SMTP connections, the type should be
exchange-online to enable token authentication for Exchange Online SMTP devices.e.
smtp.server.type=exchange-online

# Imap mail account for token authentication connections
imap.mail.account=imap.account@somehost.com

# Imap message polling period in millis, the default value is 10000 ms
#imap.polling.period=10000

# Integration ID of the proxy integration to use when connecting to current
integration.

# If not provided, ArcSight SOAR will try to use a direct connection.
#proxy.id=123

Specify the following to enable OAuth2 in SMTP:

smtp.server.type=exchange-online
imap.mail.account=imap.account@somehost.com

Select newly created OAuth2 credential as credential.

Select this if Engine's certificate certificate is self-signed or is not recognized by browsers

Select users from the list who can provide approval before executing actions on this integration

Select user(s) from the list to notify when SOAR performs an action on this integration.
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3. Click Test to test the integration.

4. Click Save to complete the integration.

Additional Notes

e If a SMTP integration is used without credentials then it can’t be used as incoming e-mail
processor and for approvals.

e The global configuration parameter EMailDevice, under the Parameters tab of
Configuration menu, configures the default mail server to be used in sending notifications
and emails. Therefore, you must set the value of this parameter to the ID value for the
SMTP Mail.

e SMTP Mail Server Integration with server type exchange online only supports basic
authentication proxy servers. NTLM authentication is not supported.
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Integration Guide for Sophos XG Firewall

Integration Overview

Sophos XG Firewall is an integrated security platform featuring next gen firewall capabilities.

Integration Capabilities

ArcSight SOAR has the following integration capability with Sophos XG Firewall:

e Block IP

e Block FQDN

e Block URL

e Block Email Sender

Use Case: Blocking bad actors on firewalls
With this integration, SOAR can block malicious IP addresses, hosts and URL addresses on
firewall devices while responding cyber-attacks. This can be performed automatically within a

playbook or manually by an analyst.

Configuration

Prerequisites

* SOAR connects to Sophos XG Firewall APl via management port. So access permission
e to this port is required.

e A user account for SOAR to connect to Sophos XG Firewall.

Configuration on Sophos XG Firewall

1. Click Configure > Authentication > Users menu and add an administrator user account.

2. Create a new profile or select a suitable one from the Profile list. Profile should have the
following permissions:

¢ Read-write for Objects

e Web & content filter
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¢ Email protection
¢ None for the rest of the permissions

3. Navigate to Backup & Firmware > API to enable API Configuration and add SOAR IP
Address to the Allowed IP Address list.

4. Click Administration > Device Access to ensure that SOAR’s assigned zone can access the
HTTPS service of Sophos. You can prefer to create a Local Service ACL Exception Rule as
well. For more information consult the Sophos How to use APl documentation for further
information.

1. Click Configuration > Credentials > Create Credential.
2. Specify the following parameter values in the Credential Editor:

a. Internal Credential

Parameter Value

Type Internal Credential

Name Display name of credential set (For example, Sophos XG Credentials)
Username Username you have created on firewall.

Password Password you have created on firewall.

Private Key Empty

b. Credential Store:

Parameter Value
Type External Credential
Name Name of the credential with pull path of the safe on store

3. Click Configuration > Integrations > Create Integration.

4. Specify the following parameter values in the Configuration form:

Parameter Value

Name Display name of Sophos XG integration on SOAR.

Type Sophos XG Firewall.

Address Address of the firewall (the format should be https://192.168.10.1:4444)
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Parameter

Configuration

Credential
Trust Invalid SSL
Certificates

Require Approval From

Notify

Value

Specify the following configuration parameters:

# IP host group name for adding ip hosts to block
iphost.group.name=ATAR_IP_BLOCK

# FQDN host group name for adding fqdns to block
fgdnhost.group.name=ATAR_HOST_BLOCK

# Web filter url group name for adding urls to block
webfilterurl.group.name=ATAR_URL_BLOCK

Name of the credential set created on step 2 (For example, Sophos XG
Credentials)

Select this if Management Ul’s certificate certificate is self-signed or is not
recognized by browsers

Select users from the list who can provide approval before executing actions on
this integration

Select user(s) from the list to notify when SOAR performs an action on this
integration. Since SOAR only executes enrichments on Symantec DLP, leave it
empty

5. Click Test to test the integration.

6. Click Save to complete the integration.

Additional Notes

e |P, FQDN and URL filter groups are automatically created by SOAR if they don’t exist.1. IP,
Host and URL filter groups are automatically created by SOAR if they don’t exist.

* Sophos XG Firewall URL Filtering only accepts URLS with the following format
http://www.example.com. URI paths are not accepted through API. Therefore SOAR
transparently trim the URI part while submitting to Sophos XG Firewall.

e SOAR stores blocked email addresses in a list to keep track. Sophos currently does not
provide a method to get the current list and any update will overwrite the list with the new
address so administrator should only update the MTA Blocked Sender List through SOAR.
Also this list is kept for each different Sophos integration but creating a second integration
for the same device can lead to data inconsistency.
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Integration Guide for SORBS Query

Integration Overview

SORBS Query provides free access to its DNS-based Block List to effectively block mail from
more than 12 million host servers known to disseminate spam, phishing, attacks and other
forms of malicious emails.

Integration Capabilities

e Action
e Check IP

Configuration

Configuration on SORBS Query

e ATAR connects to SORBS integrations’s API via HTTPS. Therefore ATAR should be able to
connect this service.

Configuring SOAR

Configuring SOAR

1. Click Configuration > Integrations > Create Integration.

2. Specify the following parameter values in the Configuration form:

Parameter Value

Name Display name of SORBS Query integration on SOAR.

Type SORBS Query.

Address Address of the integration (the address should be http[s]://dnsbl.sorbs.net).
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Parameter Value

Trust Invalid SSL Certificates Select this if Engine’s certificate certificate is self-signed or is not recognized by
browsers

Require Approval From Select users from the list who can provide approval before executing actions on
this integration

Notify Not Applicable

3. Click Test to test the integration.

4. Click Save to complete the integration.
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folntegration Guide for Symantec Advanced
Threat Protection

Integration Overview

Symantec Advanced Threat Protection is Symantec’s endpoint protection platform closely
works with SEP Manager.

Integration Capabilities

e Action Capabilities

e Quarantine Endpoint (isolate_endpoint and rejoin_endpoint)

Delete File From Endpoint (delete_endpoint_file)

Enrichment Capabilities

Get Events (/events)

Configuration

Configuring Symantec Advanced Threat Protection

Symantec ATP uses https (tcp/443) for API access by default.

1. Click Settings > Data Sharing > OAuth Clients > Add application with custo role to add the
APl application.

2. Theimage in the Privileges section represents how the custom role must be configured.
After creating user, Symantec displays the client secret and client id, which is used in SOAR
configuration modal.

Configuring SOAR

1. Navgate to Configuration > Integrations.

2. Specify the following parameter values in the Integrations Editor:
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Parameter Value

Name Display name of Symantec Advanced Threat Protection integration on SOAR
Type Symantec Advanced Threat Protection.

Address Address of the integration (in the following format:

https://1.1.1.1)

Configuration Specify the following configuration parameters.

#EVENT_RESULT_LIMIT

Credential Name of the credential set created under the Credentials menu. You must use client
id as username and client secret as password.

Trust Invalid SSL Select this if Engine’s certificate is self-signed or is not recognized by browsers
Certificates

Require Approval Select users from list who can provide approval before executing actions on this
From integration
Notify Select users from the list to notify when SOAR performs an action on this integration

3. Click Save to save the integration.

4. Navigate to Configuration>Customization Library and edit Symantec Advanced Threat
Protection Advanced Action Script Default Script Template.

5. Select the integration that you have added to Integrations menu.
6. Click Save to complete the integration.

7. Click Test, an Integration Successful message is displayed if the credential and address are
valid.
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Integration Guide for Symantec Bluecoat
Malware Analysis Appliance (MAA)

Integration Overview

Symantec Bluecoat MAA is a malware analyzer sand-box solution. SOAR uses Symantec
Bluecoat Malware Analysis Appliance to analyze files and URLs.

Integration Capabilities

Action

File Analysis

Hash Analysis
URL Analysis

Prerequisites

* SOAR connects to Symantec Bluecoat MAA’s Remote APl (RAPI) via HTTPS. Therefore,
SOAR should be able to connect this service.

e Auser account is required for SOAR to connect to Symantec Bluecoat MAA.

Configuration

Configuring SOAR

1. Click Configuration > Credentials > Create Credential.
2. Specify the following parameter values in the Credential Editor:

Internal Credential

Parameter Value
Type Internal Credential
Name Display name of credential set (For example, BlueCoat Malware Analysis

Appliance Credentials)
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Parameter Value

Username Username of the administrator
Password Password of the admin user
Private Key Empty

3. Credential Store:

Parameter Value
Type External Credential
Name Name of the credential with pull path of the safe on store

4. Navigate to Configuration > Integrations.

5. Specify the following parameter values in the Integrations Editor:

Parameter Value

Name Display name of Symantec Bluecoat MAA integration on SOAR.
Type Symantec Bluecoat MAA .

Address Address of the integration (in the following format:

http[s]://1.1.1.1:1234
Credential Name of the credential set created under the Credentials menu.

Trust Invalid SSL Select this if Engine’s certificate is self-signed or is not recognized by browsers
Certificates

Require Approval Select users from list who can provide approval before executing actions on this
From integration
Notify Select users from the list to notify when SOAR performs an action on this integration

6. Click Test to test the integration.

7. Click Save to save the integration.

Integration Guide for Symantec BlueCoat Proxy
SG

Integration Overview

BlueCoat Proxy SG is a secure web gateway solution developed by Symantec which controls the
users’ access to web content. This integration has been tested with Symantec BlueCoat Proxy
SG 6.6.4.2 version.
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Integration Capabilities

SOAR has the following integration capability with Symantec BlueCoat Proxy SG

e Block
Use Case: Blocking access to malicious URL
SOAR can integrate with Symantec BlueCoat Proxy SG to block malicious URLs detected while

responding an incident. Blocking can be performed automatically within a playbook or
manually by an analyst.

Configuration

Prerequisites

e SOAR connects to Symantec BlueCoat Proxy SG Management Ul through HTTPS in order to
download existing copy of local database. As Management Console runs on 8082 /tcp port,
so access to this port is required.

e SOAR connects to Symantec BlueCoat Proxy SG via SSH to immediate update of local
database. So access to 22/tcp port is required.

e Symantec BlueCoat Proxy SG connects back to SOAR API to gather new copy of the local
database. As SOAR API runs on 443/tcp port, so access from BlueCoat Proxy SG to this
service is required.

e Admin user credentials are required for SOAR to connect Symantec BlueCoat Proxy SG

Configuring SOAR

1. Click Configuration > Credentials > Create Credential.

2. Specify the following parameter values in the Credential Editor:
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a. Internal Credential

Parameter Value

Type Internal Credential

Name Display name of credential set (For example, BlueCoat Proxy SG Credentials)
Username Username of the administrator

Password Password of the admin user

Private Key Empty

b. Credential Store:

Parameter Value
Type External Credential
Name Name of the credential with pull path of the safe on store

3. Click Configuration > Integrations > Create Integration.

4. Specify the following parameter values in the Configuration form:

Parameter Value

Name Display name of Symantec BlueCoat Proxy SG integration on SOAR

Type Symantec BlueCoat Proxy SG

Address Address of the integration ( in the following format: https://192.168.2.99)
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Parameter

Configuration

Credential
Trust Invalid SSL
Certificates

Require Approval From

Notify

Value

Specify the following configuration parameters:

# Default category to block URLs. If empty, value of

# BlueCoatDefaultBlockListCategoryName configuration
#category=soar

# parameter will be used.

# Comma (,) separated list of IP addresses of Bluecoat

# servers that are allowed to retrieve blocked URL list.

# servers that are allowed to retrieve blocked URL list.

# servers that are allowed to retrieve blocked URL list.
#allowedaddresses=

# Default block list source URL. This URL should be pointed out
# third-party block list source address. If unspecified, value
# of BlueCoatDefaultBlockListURL will be used.
#blocklistsource=

# Connect to Bluecoat Proxy using SSH with provided

# credential and execute commands to immediately force

# refresh of the block list. Default is false.
#tforcerefresh.enabled=false

For a third party blacklist to work correctly it must be structured as follows:
For example,

If you want to work with seperate categories you can give a different category name
to differentiate between SOAR sourced URL’s and the third-party URL’s.

define category "soar"
www.example.com
www.example.com/example.asp
example.com

192.168.201.57

end category "soar"

Name of the credential set created on step 2 (For example, BlueCoat Proxy SG
Credentials)

Select this if Management Consoles's certificate is self-signed or is not recognized by
browsers

Select users from the list who can provide approval before executing actions on this
integration

Not Applicable

5. Click Save to complete the integration.

6. Click Configuration > REST Clients > Create REST Clients to create client credentials.

7. Fill the description and Client ID.

[ ﬂ Bluecoat allows maximum of 31 character. Make sure Client ID is within that range.

8. Click Save. A REST Client Details successful message is shown.

9. Click the copy icon to save the Client ID and Client Secret.
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Configuring Symantec BlueCoat Proxy SG

1. Click Configuration > Content Filtering > General and enable Local Database.

2. Click Configuration > Content Filtering > Local Database and configure copy of local
database URL accessible on SOAR . The format should be https://cdf/soar-
api/api/bluecoat/list/integrationId}
integrationId: ID of BlueCoat Proxy SG integration on SOAR.

3. To create client credential login to Bluecoat SSH and run the following commands:

enable

config terminal

content-filter

local

download username <client-id>
download password <client-secret>

4. Click SOAR > Configuration > Integration > BlueCoat Proxy SG and click Test to test the
integration.

Additional Notes

e Due to update mechanism of Blucoat Proxy SG’s Content Filter/Local Database, BlueCoat
Proxy SG retrieves the list of items to be blocked from a URL located on a web server that is
accessible by the Proxy SG. SOAR maintains a copy of Content Filter/Local Database and is
accessible on https://cdf/soar-api/api/bluecoat/list/integrationId}.

e SOAR connects to management console and downloads a copy of the Content Filter/Local
Database before adding new entries. If SOAR is the only place managing Content
Filter/Local Database, you don’t need to provide this access since SOAR always has the
latest copy.

o After updating the list of items to be blocked on itself, SOAR might connect to BlueCoat
Proxy SG via SSH and trigger an immediate download of the Content Filter/ Local Database
file. This operation requires to access privileged-mode. In order to use this method set
forcerefresh.enabled=true on integration configuration. List of commands executed
during this operation can be found under Configuration > Customization Library >
Symantec BlueCoat Proxy SG SSH Integration Action (Block) Default Template.

* If Automatically check for updates is set on Content Filter/Local Database configuration
BlueCoat periodically connects and checks the latest version of the list. If you don’t want
immediate update you may set forcerefresh.enabled=false on integration
configuration and prefer to use automatic updates.
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e After the Integration is complete, if you get a certificate related error Server certificate
signed by unknown CA Download failed do the following :

a. Install the missing CA Certificate and restart the database download.
b. Download the CDF external certificate.

c. Click Configuration > SSL > CA Certificates and import the certificate into the ProxySG
appliance CA Certificates and name it as CDF_ca.

d. Click CA Certificate Lists > Browser-trusted and add the certificate to the browser-
trusted list.

e. Apply the configuration changes.

f. Create a block action on SOAR and view the action result to make sure that the
download is working properly.

ﬂ Click Configuration > SSL > Device Profiles and make sure that the Device Profile is set
to browser-trusted.

* |f you get a error for Hostname in server certificate does not match URL hostname then
disable Verify Peer option for default Device Profile on Bluecoat Proxy SG device.
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Integration Guide for Symantec Bluecoat Site
Review

Integration Overview

Bluecoat Site Review is a site to report uncategorized URLs to Symantec/Bluecoat.

Integration Capabilities

e Action

e Report Uncategorized URL (should get URL from scope)

Configuration

Configuration on Bluecoat Site Review

No requirements

Configuring SOAR

* In SOAR Configuration, specify Name, Address and submissionEmailAddress to check
submission result from returning mail.

[ ﬂ Note: Add a dummy credential that can be removed in future releases.
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Integration Guide for Symantec Data Loss
Prevention (DLP)

Integration Overview

Symantec DLP is a solution to ensure that sensitive data is not lost, misused, or accessed by
unauthorized users. This integration has been tested with Symantec DLP 14.6.0200 version.

Integration Capabilities

SOAR has the following integration capabilities with Symantec DLP:
* Retrieve incidents

Use Case: Investigating Suspicious Behaviour

During investigation of a suspicious behaviour of an employee or an endpoint, SOAR integrated
with Symantec DLP, can get access the related DLP incidents for better understanding of the
case. Investigation can be performed automatically within a playbook or manually by an
analyst.

Configuration

Prerequisites

* SOAR connects to Symantec DLP API via HTTPS. Access to 443/tcp port is required.

e Auser account is required for SOAR to connect to Symantec DLP.

Configuring Symantec DLP

1. Login to Symantec DLP Enforce Server and navigate to System > Login Management >
Roles to create a web service role. The web service role should have the following
permissions:

¢ Incidents: View
e Perform Attribute Lookup
¢ Incident Reporting and Update API: Incident Reporting
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¢ Display Attributes: All,
e Custom Attributes: View all

2. Click System > Login Management > DLP Users and add a DLP user account with the role
that is created on previous step.

3. Login to Symantec DLP Enforce server administration console with the DLP user account
created in previous step.

4. Click Incidents > Incident Reports and select a system defined incident list, such as
Incidents - All.

5. Edit report filters to narrow down the results to be returned if needed. In the Summarize
by menu verify that and are both selected.

6. Save the report as a new private report and note the new report’s ID.

Configuring SOAR

1. Click Configuration > Credentials > Create Credential.
2. Specify the following parameter values in the Credential Editor:

a. Internal Credential

Parameter Value

Type Internal Credential

Name Display name of credential set (For example, Symantec DLP Credentials)
Username User you have created for SOAR on Symantec DLP.

Password Password of the user you have created for SOAR on Symantec DLP
Private Key Empty

b. Credential Store:

Parameter Value
Type External Credential
Name Name of the credential with pull path of the safe on store

3. Click Configuration > Integrations > Create Integration.

4. Specify the following parameter values in the Configuration form:

Parameter Value
Name Display name of Symantec DLP integration on SOAR.
Type Symantec Data Loss Prevention.
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Parameter Value
Address Address of the integration ( in the following format: https://192.168.2.15)
Configuration Specify the following configuration parameters:

# Report id

report.id=221

Credential Name of the credential set created on step 2 (For example, Symantec DLP
Credentials)

Trust Invalid SSL Certificates  Select this if Web Ul’s certificate certificate is self-signed or is not recognized
by browsers

Require Approval From Select users from the list who can provide approval before executing actions
on this integration

Notify Select user(s) from the list to notify when SOAR performs an action on this
integration. Since SOAR only executes enrichments on Symantec DLP, leave it
empty

5. Click Test to test the integration.

6. Click Save to complete the integration.

Additional Notes

For the details of web service role and report creation please refer to Symantec™ Data Loss
Prevention Incident Reporting and Update API Developers Guide.
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Integration Guide for Symantec DeepSight
Intelligence

Integration Overview

Symantec DeepSight Intelligence is a commercial threat intelligence service which provides
actionable intelligence with context and technical details surrounding a threat so teams can
quickly assess cyber risk and implement proactive controls.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Symantec DeepSight Intelligence
Service:

e Ingestintelligence data as alert

e Domain Query

e File Query

e |P Query
Use Case: Investigating Phishing Campaigns
SOAR is integrated with Symantec DeepSight Intelligence, to help investigation and mitigation
of phishing campaigns. When a phishing report email comes from user, SOAR extracts the
indicators such as IP address, domains and attachments in message and a new incident is
created on SOAR’s own Incident Management Service Desk. SOAR then asks these indicators to

Symantec DeepSight Intelligence if this is a known attack and previously analyzed. This can be
performed automatically within a playbook or manually by an analyst.

Configuration

Prerequisites

e SOAR connects to Symantec DeepSight API via HTTPS. Access to
https://deepsightapi.symantec.com/v1/ (443/tcp port) and
https://datafeeds.symantec.com/ (443/tcp port) is required.

e A user account and a certificate-password pair are required for SOAR to connect to
Symantec DeepSight. These will be supplied by Symantec through DeepSight portal.
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Configuring Symantec DeepSight Intelligence

SOAR requires a username and password to be created on Symantec DeepSight for
authentication purposes for Alert Source. If enrichment capabilities are to be used an API key
must be enabled and created.Use an administrator account to enable API Access for the
account you wish to use in SOAR.

1. Select user’s detail tab. The tab includes a section for DeepSight APl Token. Select Enable
Access

2. Login with the SOAR account to the DeepSight portal.

3. Click Settings > My Profile and locate the DeepSight API Token tab.

4. Copy the API key.

Configuring SOAR

1. Click Configuration > Credentials > Create Credential.

2. Specify the following parameter values in the Credential Editor:

a. Internal Credential

Parameter Value

Type Internal Credential

Name Display name of credential set (For example, Symantec DeepSight
Credentials).

Username Empty

Password API Key you’ve get from Symantec DeepSight Intelligence platform.

Private Key Empty

b. Credential Store:

Parameter Value
Type External Credential
Name Name of the credential with pull path of the safe on store
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Configuring Symantec DeepSight Intelligence as Alert Source

1. Click Configuration > Alert Source > Create Alert Source Configuration.

2. Specify the following parameter values in the Configuration form:

Parameter Value

Name Display name of Symantec DeepSight Intelligence Alert Source on SOAR.
Type Symantec DeepSight Intelligence Datafeeds

Address Address of the Symantec DeepSight Intelligence DataFeeds

(https://datafeeds.symantec.com/v1/).

Configuration Specify the following configuration parameters:

# Number of item to ingest per data feed type on first integration
alertCountPerFeedType=1000

# Minimum item reputation value to turn into Alert on SOAR
minReputationToAlert=10

#usable behaviour names :
attack,attacks,bot,cnc,fraud,malware,phish,spam,phish_host
#tbehaviourNames=attack,bot,CnC, fraud,malware, spam

# Integration ID of the proxy integration to use when connecting to current
source.

# If not provided, SOAR will try to use a direct connection.
#proxy.id=5422

# configure how far (in minutes) into the past this enrichment will look.
#cache.reusing.duration=20

Credential Name of the credential set created on step 2 (For example, Symantec
DeepSight Credentials)
Trust Invalid  Select this if Web Ul’s certificate certificate is self-signed or is not recognized by browsers

SSL
Certificates

Require Select users from the list who can provide approval before executing actions on this
Approval integration. Since SOAR only executes enrichment on
From

Symantec DeepSight, leave it empty.

Visible Alert ~ You may define which alarm fields will be displayed on Incident Management Service Desk.
Fields

Configuring Symentec DeepSight Intelligence as Integration

1. Click Configuration > Alert Source > Create Alert Source Configuration.

2. Specify the following parameter values in the Configuration form:
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Parameter Value

Name Display name of Symantec DeepSight Cyber Intelligence integration on SOAR.
Type Symantec DeepSight Cyber Intelligence
Address Address of Symantec DeepSight Cyber Intelligence (https://deepsightapi.

symantec.com/v1)

Configuratio  Specify the following configuration parameters:

n # Integration ID of the proxy integration to use when connecting to current
integration.
# If not provided, SOAR will try to use a direct connection.
#proxy.id=123
# configure how far (in minutes) into the past this enrichment will look.
#cache.reusing.duration=20

Credential Name of the credential set created on step 2 (For example, Symantec

DeepSight Credentials)

Trust Invalid  Select this if Web Ul’s certificate certificate is self-signed or is not recognized by browsers
SSL
Certificates

Require Select users from the list who can provide approval before executing actions on this
Approval integration. Since SOAR only executes enrichment on
From

Symantec DeepSight, leave it empty.

Notify Select users from the list to notify when SOAR performs an action on this integration. Since
SOAR only executes enrichment on Symantec DeepSight, leave it empty.

3. Click Test to test the integration.

4. Click Save to complete the integration
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Integration Guide for Symantec Endpoint
Protection Manager

Integration Overview

Symantec Endpoint Protection Manager (SEP Manager) is a management platform for security
software suite, which consists of anti-malware, intrusion prevention and firewall features for
server and desktop computers. This integration has been tested with Symantec Endpoint
Protection Manager 14.2.760 version.

Integration Capabilities

SOAR has the following integration capabilities with Symantec Endpoint Protection Manager:

e Start Scan on Client
e Block File Hash
* Get Client Info
Use Case: Starting scan jobs on suspicious endpoints.
During the course of and investigation or responding a ongoing cyber-attack, it is required to

run scan jobs on suspicious endpoints to validate the threat. SOAR can start scan jobs on
Symantec Endpoint Protection Manager to help on deciding the next course of action.

This can be performed automatically within a playbook or manually by an analyst.

Configuration

Prerequisites

¢ SOAR needs to connect Symantec Endpoint Protection Manager APl and Database.

e Access to 8443/tcp, 8446/tcp port for APl acceess and 1433/tcp, 1434/udp port for
database access is required.

e User accounts for APl access and database access are required for SOAR to connect to
Symantec Endpoint Protection Manager.
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Configuring Symantec Endpoint Protection Manager

1. Login to SEP Management Server on https://SEPManager:8443/console/apps/sepm and
create an administrator account on Admin tab.

2. Click Policy > Policy Components > File Fingerprint Lists and add a File Fingerprint List.

3. You might create a file containing MD5 value of eicar.com test signature
44d88612fea8a8f36de82e1278abb02f: to upload a file to create the list.

4. Login to SEP Manager Web Service Application Registration on
https://SEPManager:8446/sepm with the admin account you’ve created on previous step
and register a webservice application to be used by SOAR.

[ ﬂ Note the Client ID and Client Secret values are generated.

5. Create a database user that has select permissions and ensure that the SQL Browser
service is configured and running on MSSQL Server.

Configuring SOAR

1. Click Configuration > Credentials > Create Credential.
2. Specify the following parameter values in the Credential Editor:

a. Internal Credential

Parameter Value

Type Internal Credential

Name Display name of credential set (For example, SEP Manager Credentials).

Username Username you have created for SOAR on Symantec Endpoint Protection
Manager

Password Password of the user you have created for ATAR on Symantec Endpoint

Protection Manager.

Private Key Empty

b. Credential Store:

Parameter Value
Type External Credential
Name Name of the credential with pull path of the safe on store

3. To create credentials to be used for database connection:
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a. Internal Credential

Parameter
Type
Name
Username
Password

Private Key

Value

Internal Credential

Display name of credential set (For example, SEP Manager DB Credentials).

Database username you have created for SOAR on SEP Manager Database.

Password of the user you have created for SOAR on SEP Manager Database.

Empty

b. Credential Store:

Parameter

Type

Name

Value
External Credential

Name of the credential with pull path of the safe on store

4. Click Configuration > Integrations > Create Integration.

5. Specify the following parameter values in the Configuration form:

Parameter
Name
Type
Address

Configuration

Credential

Trust Invalid SSL
Certificates

Require Approval
From

Notify

Value

Display name of Symantec Endpoint Protection Manager integration on SOAR
Symantec Endpoint Protection Manager

Address of the integration ( in the following format: https://192.168.2.140)

Specify the following configuration parameters:

client.id=XXXXXXXX=XXXX=XXXX=XXXX-XXXXXXXXXXXX

client. secret=xxXXXXXX-XXXX=-XXXX=XXXX-XXXXXXXXXXXX
#domainName=

directdbaccess.enabled=true

directdbaccess.jdbcurl=
jdbc:sqglserver://192.168.2.140:1433\\SEPMDB;database=sem5
directdbaccess.credential=33323

# Integration ID of the proxy integration to use when connecting to
# current integration.

# If not provided, ATAR will try to use a direct connection.
#proxy.id=123

Name of the credential set created on step 2 (For example, SEP Manager Credentials).

Select this if Engine’s certificate is self-signed or is not recognized by browsers

Select users from the list who can provide approval before executing actions on this
integration

Select user(s) from the list to notify when ATAR performs an action on this
integration.

6. Click Test to test the integration.

Configuring SOAR
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7. Click Save to complete the integration.

Additional Notes

Symantec Endpoint Protection Manager Webservice registration works on 8446/tcp port by
default. If it is different than this value, you might configure it using DefaultSEPMRestApiPort
paramater under Configuration > Parameters.
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Integration Guide for Symantec Managed
Security Services (MSS)

Integration Overview

Symantec Managed Security Services (MSS) provides its customers security monitoring and
real-time security analytics services including strategic insights needed to prioritize and
respond to incidents and build strategies to protect the assets, reputations and viability of their
organizations.

Integration Capabilities

SOAR has the following integration capabilities with Symantec MSS:

e Ingest Incident Records as Alert

e Update MSS incident record

e Close MSS incident
Use Case #1: Investigating and Mitigating Cyber-attacks
Integrated with Symantec MSS, ATAR periodically collects new incidents and update the
statuses of the open incidents as they change in Smyantec MSS system. When an incident
record is created on Symantec MSS, ATAR automatically collects Incident Details such as
Analyst Comment, Signatures that are triggering this alert, Comments that are added to the

incident and possible Attachments inside this alert anc creates a new incident on its own
Incident Management Service Desk.

Configuration

Prerequisites

» SOAR connects to Symantec MSS API via HTTPS. So access permission to https://api.

managedsecurity.com is required.

e A user account and a certificate-password pair are required for ATAR to connect to
Symantec MSS API.
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Configuring Symantec MSS

The Symantec MSS service uses client-side certificates for authentication.

1.
2.
3.

Click Profile > Certificates > Create a certificate.
Select the type of service for the certificate.

Set the expiration date for the certificate. The available values are 6 months, 1 year, and 2
years.

[Optional] Specify the name for the certificate.
Click Register.

ﬂ The certificates are enabled by default upon creation, but must be downloaded and
installed before they can be used.

Configuring SOAR

To use the client-side certificate created on Symantec MSS, you must convert it with openssl
command line tool as following:

openssl pkcsl2 -in <certificate created_in_MSS Portal>.pl2 -clcerts -nodes -
out <output_file>

Configuring Credentials

1.
2.
3.

Click Configuration > Credentials > Create Credential.
Specify the following parameter values in the Credential Editor:

Internal Credential

Parameter Value

Type Internal Credential

Name Display name of credential set (For example, Symantec MSS Credentials)).
Username Empty

Password Empty.

Private Key Paste the content of the <output_file>.pem file into the Private Key

area.

[ ﬂ The external credential stores can not be used with this integration type.
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Configuring Symantec MSS as Alert Source

1. To add a new incident severity configuration, click Configuration > Incidents > Severities .
Symantec MSS integration requires the following incident severity definitions:
¢ Informational
e Warning
e Critical
e Emergency
2. To add a new incident statues configuration, click Configuration > Incidents > Statuses.
Symantec MSS integration requires the following incident status definitions:
e New
¢ |In Progress as Open statuses
¢ False Positive
e Resolved
e Deferred
e No Action as closed statuses.
3. Click Configuration > Alert Source > Create Alert Source Configuration.
4. Specify the following parameter values in the Configuration form:

Para
meter Value

Name Display name of Symantec MSS Alert Source on SOAR
Type  Symantec MSS

Addre Address of Symantec MSS service ( in the following format: https://api.monitoredsecurity.com).
ss

Alert  Mapping of alert severity values to SOAR incident severities.
Severi
ties
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Para
meter Value

Confi  Specify the following configuration parameters:

gurati # Enables incident sync

# Default: false

#incident.autoSync=true

# Request timeout in minutes

# If not provided, ATAR will use 10 by default

#request.timeout=10

# Enable auto closing ATAR incidents when the related Symantec MSS incident is
closed,

# Default: false

#incident.autoClose=true

# Enable auto reopening ATAR incidents when the related Symantec MSS incident is
reopened,

# Default: false

#incident.autoReopen=true

# Scope fields to be extracted from base events and/or correlated events
(field1:CATEGORY:ROLE, # CATEGORY is any of: EMAIL_ADDRESS, HASH, HOST, MAC_
ADDRESS, NETWORK_ADDRESS,

# COMPUTER_NAME, UNKNOWN, URL, USERNAME, PROCESS

# ROLE is any of: OFFENDER, IMPACT, RELATED

#

# Note: The fields in the baseevent.scope example below are always extracted by
default.

# Note: Extraction with same field name overrides the default one.

# Note: Extraction with different field name does not override the default
behaviour and extracted # Note: Field names must start with / character

on

Example: baseevent.scope=/sourceIPString:NETWORK_ADDRESS :OFFENDER
baseevent.scope=

Example: correlated.scope=/sourcev6:NETWORK_ ADDRESS:OFFENDER
correlated.scope=

How far (in days) into the past ATAR will look for remote incidents at the
initial sync task

# If not provided, ATAR will use 14 days by default
#days.to.look.back.at.initial.sync=14

HOH H OH H HH

Crede Name of the credential set you have created (For example, Symantec MSS

ntial  credentials).

Trust  Select this if Engine’s certificate is self-signed or is not recognized by browsers
Invali
d SSL
Certifi
cates

Viisibl  Select alarm fields that has to be displayed on Incident Management Service Desk.
e

Alert

Fields

Notify Select user(s) from the list to notify when ATAR performs an action on this integration.
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5. Click Test to test the integration.
6. Click Save to complete the integration.

Configuring Symantec MSS as an Integration

1. Click Configuration > Integrations > Create Integration.

2. Specify the following parameter values in the Configuration form:

Parameter Value

Name Display name of Symantec MSS integration on SOAR

Type Symantec MSS

Address Address of Symantec MSS service ( in the following format:

https://api.monitoredsecurity.com).
Configuration Specify the following configuration parameters:
#proxy.id=5422

Credential Name of the credential set you have created (For example, ArcSight ESM
Credentials).

Trust Invalid SSL Certificates Select this if Engine’s certificate is self-signed or is not recognized by browsers

Require Approval From Select user(s) from list to ask her/his approval before executing

actions on this integration.

Notify Select user(s) from the list to notify when ATAR performs an action on this
integration.

3. Click Test to test the integration.

4. Click Save to complete the integration.

Additional Notes

The following configuration parameters can be used for fine tuning the integration.
[ ﬂ Consult SOAR field engineering team before editing them:

Parameter Name Description Default Value

SymantecMssListenerMaxRetrySeconds Symantec MSS listener queue max message
retry in seconds 1800

SymantecMssListenerQueueConcurrency Upper limit of Symantec MSS Listener
consumer thread count 3

SymantecMssSyncLookBehindMinutes Minutes to look behind to incident in
Symantec MSS SyncTask 20
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SymantecMssSyncPeriod Period in seconds to sync Symantec MSS incidents 60
Below Automation Bit sample could be used to automatically close incidents via
Trigger.

atar.require("underscore");

var remoteStatusList = [

'False Positive',

'Resolved’,

'Deferred’,

"No Action'

15

var remoteStatus = 'Resolved’;

var statusName = atar.getTicket().getTicketStatus().getName();

if (_.contains(remoteStatusList, statusName)) {

remoteStatus = statusName;

}

var params = {'INCIDENT_CLOSING STATUS': remoteStatus};
atar.action(ActionPluginCapability.CLOSE_INCIDENT, atar.getAlert(),
atar.device("Symantec MSS Integration"), params);
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Integration Guide for Symantec Messaging
Gateway

Integration Overview

Symantec Messaging Gateway (Brightmail) is an email gateway which is used to filter incoming
and outgoing emails. This integration has been tested with Symantec Messaging Gateway
10.6.5-1 version.

Integration Capabilities

SOAR has the following integration capabilities with Symantec Messaging Gateway:

¢ Block Sender
e Block in Dictionary

Use Case: Blocking phishing attacks

SOAR can follow the email inboxes for user’s phishing reports and automatically creates an
incident record on its service desk. To stop the phishing campaigns, SOAR can extract the
sender address, IP, e-mail subject and block them on Symantec Messaging Gateway.

This can be performed automatically within a playbook or manually by an analyst.

Configuration

Prerequisites

» SOAR connects to Symantec Messaging Gateway via HTTPS. Access to 443/tcp port is
required.

e A user account for SOAR to connect Symantec Messaging Gateway.

Configuring Symantec Messaging Gateway

1. Click Administration > Users and select Create a new administration policy to create an
administrator account. Select Manage Policies right.

Disable all other rights since they are unnecessary.

2. Click Content > Dictionaries to create a dictionary.
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3. To block hosts and IP addresses, SOAR uses Local Bad Sender IPs andLocal Bad Sender
Domains.

Configuring SOAR

1. Navigate to Configuration > Credentials and click Create Credential.
2. Fill the Credential Editor form with following parameter values:

a. Internal Credential:

Parameter Value

Type Internal Credential

Name Display name of credential set (For example, Symantec Messaging Gateway
Credential)

Username Username you have created of SOAR on Symantec Messaging Gateway

Password Password of the user you have created of SOAR on Symantec Messaging
Gateway.

Private Key Empty

b. Credential Store

Parameter Value
Type External Credential
Name Name of the credential with full path of the safe on store

3. Click Configuration > Integrations > Create Integration.

4. Fill the configuration form with the following parameter values:

Parameter Value

Name Display name of Symantec Messaging Gateway integration on SOAR.

Type Symantec Messaging Gateway.

Address Address of the integration (the format must be192.168.2.212).)
Configuration You need to specify the following configuration parameters. You can define

multiple dictionaries by seperating "|", for example, dictionary.name=SOAR
Dictionary 1 | SOAR Dictionary 2

Credential Name of the credential set you’ve just created on step 2 ( for example,
Symantec Messaging Credential.
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Parameter Value

Trust Invalid SSL Certificates Select this if Symantec Messaging Gateway’s certificate is self-signed or not
recognized by browserss.

Require Approval From Select user(s) from list to ask her/his approval before executing actions on this
integration.

Notify Select user(s) from the list to notify when SOAR performs an action on this
integration.

5. Click Test to test the integration.

6. Click Save to complete integration.
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Integration Guide for Tenable Nessus

Integration Overview

Tenable Nessus is a vulnerability scanner used to detect vulnerabilities on the network. SOAR
uses Tenable Nessus to gather vulnerability information to enrich incidents’ context.

Integration Capabilities

e Action
e Get Scan List

¢ Get All Vulnerabilities on a Scan

Configuration

ConfiguringTenable Nessus

¢ SOAR connects to Tenable Nessus’ APl via HTTPS. Therefore SOAR must be able to connect
this service.

e A user credential is required.
Configuration on SOAR

Configuring SOAR

1. Navigate to Configuration > Integrations.

2. Inthe Integrations Editor, specify the following parameter values:

Parameter Value

Name Display name of Tenable Nessus integration on SOAR

Type Tenable Nessus.

Address Address of the integration (in the following format: http[s]://1.1.1.1:1234 or http

[s]://abc.example.com:1234

Credential Credential defined for the integration under the Credentials menu

Integration Guide for Tenable Nessus Page 650 of 690



Integration Guides

Parameter Value

Trust Invalid SSL Select this if Engine’s certificate is self-signed or is not recognized by browsers
Certificates

Require Approval Select users from the list who can provide approval before executing actions on this
From integration
Notify Select users from the list to notify when SOAR performs an action on this integration

3. Click Test to test the integration.

4. Click Save to complete the integration.
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Integration Guide for Tenable Security Center

Integration Overview

Tenable Security Center (Tenable SC) is a vulnerability management solution that provides
visibility into network by identifying all vulnerabilities, misconfigurations and malware attack
on assets and gives ability to manage and measure your cyber risk.

SOAR has the following integration capabilities with Tenable Security Center:

e Get Assets
e Get Vulnerabilities (System-wide)
¢ Get Vulnerabilities on IP

.Use Case: Getting vulnerability details of assets

SOAR can integrate with Tenable Security Center to gather additional information about an
asset during incident investigation. Knowing existing vulnerabilities on a system can help SOC
analysts to understand possible root cause of an incident more precisely.

Configuration

Prerequisites

e SOAR connects to Tenable Security Center’s APl using HTTPS. Typically an access
permission to 443/tcp port is required.

e A user account for SOAR to connect to Tenable Security Center.
Configuring Tenable Security Center

1. Login to Tenable Security Center with Security Manager User.

[ ﬂ Note: This user account is different from admin account.

2. Navigate to Users> Groups and add a group to define the objects that SOAR can access.
You must at select atleast one item from Viewable Hosts and Repositories lists.

There is no need to share any object under Share to Group tab.

3. To add user for SOAR access, navigate to Users > Users. Select No Role and SOAR Access
Group in Membership.
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Configuring SOAR

1. Navigate to Configuration > Credentials and click Create Credential.
2. Fill the Credential Editor form with following parameter values:

a. Internal Credential:

Parameter Value

Type Internal Credential

Name Display name of credential set (For example, Tenable SC Credential
Username User you have created of SOAR on Tenable Security Center.

Password Password of the user you have created of SOAR on Tenable Security Center.
Private Key Empty

3. Click Configuration > Integrations > Create Integration.

4. Fill the configuration form with the following parameter values:

Parameter Value

Name Display name of Tenable Security Center integration on SOAR.

Type Tenable Security Center.

Address Address of the integration (the format must be https://1.1.1.1:1234 or

https://abc.example.com:1234)

Credential Name of the credential set you’ve just created on step 2 ( for example, Tenable
SC Credential.

Trust Invalid SSL Select this if Engine’s certificate is self-signed or not recognized by browserss.
Certificates

Require Approval From Select user(s) from list to ask her/his approval before executing actions on this
integration.

Notify elect user(s) from the list to notify when SOAR performs an action on this
integration.

5. Click Test to test the integration.

6. Click Save to complete integration.
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Integration Guide for Trend Micro Apex Central

Integration Overview

Trend Micro Apex Central is a web-based console that provides centralized management for
Trend Micro products and services at the gateway, mail server, file server and corporate
desktop levels.

Integration Capabilities

¢ Quarantine

Prerequisites

e Access to the HTTPS is needed as ArcSight SOAR connects to Trend Micro Apex Central API
through this service.

Configuring Trend Micro Apex Central

1. Login to Trend Micro Apex Central and navigate to Administration tab.

2. Click Settings < Automation API Access Settings and add a new application as follows:

¥ Trend Micro Apex Central™

Q Dashboard Directories Policies Threat kntel Response Datections Administration

Autornation AP Access Settings

Enable application integration using Apex Central Automation APls

Application Access Settings

Apphcation name: SOAR

Applcation ID 017D4FE3-0440-40E0-A25F-TETITFBE9 193
AP key: E44E3707-3E02-4EF5-0F T1-4C 0802959396
AP yp: endpaint

Communication time-out: | 120 ~ | seconds

e I

3. Note down the Application ID and API Key (for your reference later) after saving the
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application as follows:

% Trend Micro Apex Central™

-] st foad rectanies Palcies. Thosst Intel Resparne: Cetesmans Admirisraton Help.

Automation AP Access Seftings

Autmation KB soos SEEGA Mlow Tied-party prgraT 1 Iigrits Wi ASem Carstal Brough s of putis AP

Bas iy Renoe

Application Nama

DA i Famom

Application ©

01 POMFES- D40 4BED-AZH. TATIIF BN

Configuring SOAR

1. Click Configuration > Credentials > Create Credentials.

2. Specify the following parameter values in the Credential Editor:

Internal Credential:

Parameter

Type

Name

Username
Password

Private Key

Value

Internal Credential

‘Trand Migeo Viion Gne:

AP Ky

ES4EIPOT-S0004ERS- T ACOSOTIENI08

Display name of credential set (For example, Trend Micro Apex Central

Credentials)

Empty

Application ID that you’ve noted from created application.

APl Key that you have noted before from the created application.

3. Click Configuration >Integrations> Create Integration.

Specify the following parameter values in the Configuration form.:

Parameter

Name

Type

Address

Credential

Configuring SOAR

Value

Display name of Trend Micro Apex Central integration on SOAR

Trend Micro Apex Central

Address of the integration (the format must be

(https://czbxlz.manage.trendmicro.com)

Name of the credential set that you created on step 2. (For example, Trend Micro

Apex Central Credentials).
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Parameter Value

Trust Invalid SSL Select this if Trend Micro Apex Centrals certificate is self signed or it is not

Certificates recognized by browsers.

Require Approval Select user(s) from list who can provide approval before executing actions on this

Form integration.

Notify Select user(s) from the list to notify when SOAR performs an action on this
integration.

4. Click Save to save the integration definition.

Navigate to Configuration>Customization Library and edit Trend Micro Apex Central
Advanced Action Script Default Script Template.

6. Select the integration that you have added to Integrations menu.
7. Click Save to complete the integration.

8. Click Test, an Integration Successful message is displayed if the credential and address are
valid

Capablities

Quarantine
Action capability for quarantine a Hostname, IP address and MAC addresss.

¢ Rollback: Yes

e Duplicate Control: No

Scope

Restricted  Required

Input Parameter Description Type Yes/No Yes/No
Rollback Mode Time to rollback this action. N/A N/A No
Default is no-rollback.
MAC Address / Network  MAC Address/Network MAC Address Network  Yes Yes
Address / Hosthame Address/Hostname to Address Hostname
quarantine
Output:

Case Scope: N/A

Human Readable Output: N/A
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Integration Guide for Trend Micro Vision One

Integration Overview

Trend Micro Vision One is a purpose-built threat defense platform that provides added value
and new benefits beyond XDR solutions, allowing you to see more and respond faster.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Trend Micro Vision One:

e Get Observed Attack Techniques

* Query Operating Systems

e Get Exception List

e Get Suspicious Object List

e Add Objects to Suspicious Object List

e Add Objects to Exception List

e Delete Objects from Suspicious Object List
e Delete Objects from Except List

e Prerequisites

You must have access to HTTPS as the ArcSight SOAR connects to Trend Micro Vision One to
APl through this service.

Configuration

Configuring Trend Micro Vision One

1. Login to the Vision Platform and create a user with the Master Administrator role and
Trend Micro Vision One™ console and APIs access level.

2. Get access token of the created user that is used as a credential on ArcSight SOAR.
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Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Specify the following parameter values in the Credential Editor form.

Type Name Username Password Private Key
Internal Display name of credential set (for Bearer<space><access-
credential example, Trend Micro Vision One token>

Credential).

Click Configuration > Integrations > Create Integration.

4. Specify the following parameter values in the Configuration form.

Parameter Value

Name Display name of the integration.

Type Trend Micro Vision One.

Address URL of API (for example, API trend micro).
Configuration Specify the following configuration parameters:

cache.reusing.duration Configure how far (in minutes) into the past this
enrichment will look. For example:
cache.reusing.duration=20 .

proxy.id ID of the proxy integration when you access Trend
Micro Vision One through a web proxy device. For
example, proxy.id = 12345 .

Credential Credential that has been defined for this integration under the Credentials menu.

Trust Invalid SSL Select this if web server’s certificate is self-signed or is not recognized by

Certificates browsers.

Require Approval From Select user(s) from list to ask the approval before executing actions on this
integration.

Notify Select user(s) from the list to notify when SOAR performs an action on this
integration.

5. Click Save to save the integration definition.

6. Navigate to Configuration>Customization Library and edit Trend Micro Vision One
Advanced Action Script Default Template.

7. Select the integration that you have added to Integrations menu.
8. Click Save to complete the integration.

9. Click Test, an Integration Successful message is displayed if the credential and address are
valid.
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Capabilities

1. Get Observed Attack Techniques
Enrichment capability for getting observed attack techniques.

The following table presents the Get Observed Attack Techniques action capability details:

Input
Parameter

Integration

Risk Levels

Tactic IDs

Technique
IDs

Name Filter

Endpoint
Name

Time Range

Output:

Case Scope:

Action

Add

Description
Name of the third party integration.

Single or comma seperated risk values
(high, critical, low, info, undefined,
medium).

Single or comma seperated tactid id values

Single or comma seperated technique id
values.

Detection Filter name .

Name of the endpoint.

Time range for attack times.

Type

Scope Item

Human Readable Output:

Type
Integration

Text

Text

Text

Text

Computer Name,

Hosy, Keyword,
Unknown

Time Range

Category/ Value

Keyword (Related)

2. Query Operating Systems

Scope
Restricted
(Yes/ No)

No

No

No

No

No

Yes

No

Required
(Yes/ No)

Yes

No

No

No

No

No

Yes

Enrichment capability for operating system information for all agents active in the last

seven days.

The following table presents the Query Operating Systems action capability details:

Capabilities
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Input Scope Restricted (Yes/  Required (Yes/
Parameter Description Type No) No)
Integration Name of the third party Integration No Yes
integration.

Output:

Case Scope:
Action Type Category/ Value

Add Scope ltem Keyword (Related)

Human Readable Output:

3. Get Exception List

Enrichment capability for information about domains, file SHA-1 values, IP addresses, or
URLs that are in the Exception List.

The following table presents the Get Exception List action capability details:

Input Scope Restricted Required
Parameter Description Type (Yes/ No) (Yes/ No)
Integration Name of the third party integration. Integration No Yes
Type Single or comma seperated types ("domain", Text No No

"ip", "Shal", llurlll)'

Output:

Case Scope:
Action Type Category/ Value
Add Scope Item Keyword (Related)

Human Readable Output:

4. Get Suspicious Object Lists
Enrichment capability for information about domains, file SHA-1 values, IP addresses, or
URLs that are in the Suspicious Object List

The following table presents the Get Suspicious Object action capability details:
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Scope
Input Restricted (Yes/ Required
Parameter Description Type No) (Yes/ No)
Integration Name of the third party integration. Integration No Yes
Type Single or comma seperated types ("domain", Text No No
Iliplll llshalll' llurlll)'
Content Filters the list to suspicious objects that exactly Text No No
Filter match the specified string.
Output:
Case Scope:
Action Type Category/ Value
Add Scope ltem Keyword (Related)

5. Add Objects to Suspicious Object List

Action capability for Adding domains, file SHA-1 values, IP addresses, or URLs to the
Suspicious Object List.

¢ Rollback: Yes
¢ Duplicate Check: No

The following table presents the Add Objects to Suspicious Object List action capability

details:
Scope

Input Restricted Required
Parameter Description Type (Yes/No) (Yes/No)
Rollback Time to rollback this action. Default is no-rollback. Relative Time  No No
Mode

Value The value of the suspicious object which will be Host, Network Yes Yes

added. Address, Hash,
URL
Description Record description info. Text No No
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Input
Parameter

Scan Action

Risk Level

Expired Day

Output:

Case Scope:

Action

Add

Scope

Restricted Required
Description Type (Yes/No) (Yes/No)
Suspicious object record scan action, when not Enum No No
set, use system default settings. Risk Level. Type's
scan action.
Suspicious object risk level when not set, use Enum No No

default value - high.

Suspicious object record expired day, when not Text No
set, use system default settings. Expired Day.

Type Category/ Value

Scope Item Keyword (Related)

Human Readable Output: N/A
6. Add Objects to Exception List

No

Action capability for Adding domains, file SHA-1 values, IP addresses, or URLs to the
Exception List and prevents these objects from being added to the Suspicious Object List.

¢ Rollback: Yes

¢ Duplicate Check: No

The following table presents the Add Objects to Exception List action capability details:

Input
Parameter

Rollback
Mode

Value

Description

Output:

Capabilities

Scope

Restricted Required
Description Type (Yes/ No) (Yes/ No)
Time to rollback this action. Default is no-rollback. Integration No Yes
Suspicious object record value,it support full match  Text No No

or partial match, DOMAIN partial match: (with a
wildcard before 1st, example, example.com) IP
partial match: (ip range example, 200.102.35.1-
200.102.35.254,cidr example: 200.102.35.1/24) URL
Partial match: (support wildcard 'http://.",
'https://." at beginning, or """ at the end, or both
two wildcards, example,
https://.example.com/path1/) SHA1 (only full
match).

Exception description info. Text No

No
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Case Scope:
Action Type Category/ Value
Add Scope ltem Keyword (Related)

Human Readable Output: N/A

7. Delete Objects from Exception List
Action capability for Deleting domains, file SHA-1 values, IP addresses, or URLs from the

Exception List.
¢ Rollback: Yes

¢ Duplicate Check: No
The following table presents the Delete Objects from Exception List action capability

details:
Input Scope Restricted  Required
Parameter  Description Type (Yes/ No) (Yes/ No)
Rollback Time to rollback this action. Relative Time No No
Mode Default is no-rollback.
Value Suspicious object record Host, Network Address, Yes Yes
exception value. Hash, URL
Output:
Case Scope:
Action Type Category/ Value
Add Scope Item Keyword (Related)

Human Readable Output: N/A

8. Delete Objects from Suspicious Object List
Action capability for Deleting domains, file SHA-1 values, IP addresses, or URLs from the

Suspicious Object List:
¢ Rollback: Yes

e Duplicate Check: No

The following table presents the Delete Objects from Suspicious Object List action
capability details:

Input Scope Restricted  Required

Parameter  Description Type (Yes/ No) (Yes/ No)

Rollback Time to rollback this action. Relative Time No No

Mode Default is no-rollback.

Value Suspicious object record Host, Network Address, Yes Yes
exception value. Hash, URL
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Output:

Case Scope:
Action Type Category/ Value
Add Scope Iltem Keyword (Related)

Human Readable Output: N/A
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Integration Guide for Turkcell Threat Intelligence

Integration Overview

Turkcell Threat Intelligence is a service which lets users to query reputation of Indicators of
Compromise such as data leakage, brand protection, and vulnerability modules.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Turkcell Threat Intelligence:

e Domain Query

e Email Query

e Hash Query

e |P Query
Use Case: Investigating Phishing Campaigns
SOAR integrates with Turkcell Threat Intelligence or Bozok to investigate and mitigate phishing
campaigns. SOAR extracts the indicators such as sender address, IP address, and URLs from a
phishing report email of the user and creates a new incident on the Incident Management
Service Desk. SOAR then checks with Turkcell Threat Intelligence or Bozok if this is a known

attack and previously analyzed. This investigation can either be performed automatically within
a playbook or manually by an analyst.

Configuration

Prerequisites

e Access to https://bozok.turkcell.com.tr (443/tcp port) as SOAR connects to Turkcell Threat
Intelligence/Bozok API through HTTPS

* An API key for SOAR to connect to Turkcell Threat Intelligence/Bozok service

Configuration on Turkcell Threat Intelligence or Bozok

* No specific configuration is needed on Turkcell Threat Intelligence or Bozok.
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Configuring SOAR

1. Click Configuration > Credentials > Create Credential.
2. Specify the following parameter values in the Credential Editor form:

a. Internal Credential:

Parameter Value

Type Internal Credential

Name Display name of credential set (For example, Turkcell Threat Intelligence Credentials)
Username Empty

Password Empty

Private Key API key obtained from the service provider

b. Credential Store:

Parameter Value
Type External credential
Name Name of the credential with full path of the safe on store

3. Click Configuration > Integrations > Create Integration.

4. Specify the following parameter values in the Configuration form:

Parameter Value

Name Display name of Turkcell Threat Intelligence integration on SOAR
Type Turkcell Threat Intelligence

Address Address of Turkcell Threat Intelligence service(in the following format:

(https://bozok.turkcell.com.tr)

Credential Name of the credential set created (For example, Turkcell Threat

Intelligence Credentials)

Trust Invalid SSL Unselect
Certificates
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Parameter Value

Configuration Specify the following configuration parameters:

# Integration ID of the proxy integration to use
when connecting to current integration.

# If not provided, SOAR will try to use a direct connection.
proxy.id=5434

# configure how far (in minutes) into the past

this enrichment will look.
cache.reusing.duration=60

Require Approval Not applicable as SOAR executes enrichment on Turkcell Threat Intelligence
From
Notify Not applicable as SOAR executes enrichment on Turkcell Threat Intelligence

Integration Editor

Name

Type

Address

Configuration

Credential

Trust Invalid SSL
Certificates

Require Approval From

Notify

Tags

Show additional parametersil

Turkcell Tl - Bozok

Turkcell Threat Intelligence / Bozok

https:/) turkcell.com.tr

e

# Integration ID of the proxy integration to use when connecting to

current integration.

# If not provided, ATAR will try to use a direct connection.

#proxy.id=123

# configure how far (in minutes) into the past this enrichment will

lc
reusing.duration=20

Turkcell Tl Credentials

5. Click Test to test the integration.

6. Click Save to save the integration.

Configuring SOAR

=

= Create

Close Save
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Integration Guide for Udger

Integration Overview

Udger is a query detection repository service that works for both cloud-based and local

executions. Udger also provides Data Center name of given IP and many more.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with Udger:

e Parse

Prerequisites

e You must have access to HTTPS as the ArcSight SOAR connects to Udger API through this

service.

e API Token is needed to access Udger REST API.

Configuration

Configuring Udger

1. Login to udger and navigate to Products > Cloud Parser.
e Click Subscribe Now.

¢ Select Subscription Package > Activate.
(

ﬂ Note: You can activate free package for the trial usage
\

¢ The access key is displayed in My Account > General
(

Configuring SOAR

1. Click Configuration > Integration > Create Integration.

2. In Configuration Editor, select Udger in List of Type.

Integration Guide for Udger

ﬂ Note: Copy the access key as this is required during creating credential.
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Navigate to Credential and click Create to create new credential. Specify following values
in the Credential Editor:

Type Username  Password Private Key Check

Internal Access Key that is copied from Udger web site Clear Text

Credential (navigate to My Account > General tab on Udger Access
ul). checkbox.

Click Save to save the integration definition.

Navigate to Configuration>Customization Library and edit Udger Advanced Action Script
Default Template.

Select the integration that you have added to Integrations menu.

7. Click Save to complete the integration.

Click Test, an Integration Successful message is displayed if the credential and address are
valid.

Capabilities

1. Parser
Parsing given IP and return JSON detail including Datacenter Name
The following table presents the Parser capability details:
Input Scope Restricted Required (Yes/
Parameter Description Type (Yes/ No) No)
IP A valid IP Address to retrieve Network Address  Yes Yes
data. Host
User Agent User Agent information to Unknown Keyword Yes No
query on IP.
Output:
Case Scope:
Scope Item Property Cloud Name is added to the related scope item. When you click the
related scope item to view its properties, a cloud name result is displayed.
The following table presents the case scope details:
Action Type Category/ Value
Set Scope Item Property Cloud Name
Human Readable Output:
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Integration Guide for Urlscan

Integration Overview

The URLscan API allows you to submit URLs to scan, retrieve scan results, download Document
Object Model (DOM) snapshots and page screenshots and search existing scans for different
types of indicators.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with urlscan:

e Search Domain
Search Hash
Search IP
Search URL
Submit URL

Configuration

Prerequisites

* You must have access to HTTPS as the ArcSight SOAR connects to urlscan io APl through
this service.

e URLScan requires an APl key for access.

Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Specify the following parameter values in the Credential Editor form:

Private
Type Name Username Password Key
Internal Display name of credential set (for example, URL Scan Empty Empty Access
credential API Credential). Token

3. Click Configuration > Integrations > Create Integration.

4. Specify the following parameter values in the Configuration form.
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Capabilities

1.

Parameter
Name
Type
Address

Configuration

Credential

Trust Invalid SSL
Certificates

Require Approval From

Notify

Value

Display name of the integration.

Urlscan.io

Address of the integration (the format must be https://urlscan.io).
Specify the following configuration parameters:

proxy.id ID of the proxy integration if you access Urlscan.io through a web
proxy device. For example: proxy.id = 12345 .

Credential that has been defined for this integration in the Credentials menu.

Select this if web server’s certificate is self-signed or is not recognized by
browsers.

Select user(s) from list to ask the approval before executing actions on this
integration.

Select user(s) from the list to notify when SOAR performs an action on this
integration.

Click Save to save the integration definition.

Navigate to Configuration>Customization Library and edit Urlscan Advanced Action Script

Default Template.

Select the integration that you have added in the Integrations menu.

Click Save to complete the integration.

Click Test, an Integration Successful message is displayed if the credential and address are

valid.

Search Domain

Enrichment capability for retrieving domain information for a relative time range.

The following table presents the Search Domain action capability details:

Bucket Name

Domain

Scope Restricted Required (Yes/

Input Parameter Description Type (Yes/ No) No)
Name of the third party Integration N/A Yes
integration.

Domain to be queried from Hash Yes Yes

Capabilities
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Scope Restricted Required (Yes/

Input Parameter Description Type (Yes/ No) No)
Relative Time Specific relative time period that Time unit Hour N/A Yes
Range will be checked. (s) Day(s)
Week(s)
Month(s)
Output:
Case Scope:
Enrichment Type Category Value
None N/A N/A

Human Readable Output:

2. Search Hash
Enrichment capability for retrieving hash information for a relative time range.

The following table presents the Search Hash action capability details:

Scope Restricted Required (Yes/

Input Parameter Description Type (Yes/ No) No)
Integration Name of the third party Integration N/A Yes
integration.
SHA-256 SHA-256 hash value to be queried Hash Yes Yes
from Urlscan.
Relative Time Specific relative time period that Time unit Hour N/A Yes
Range will be checked. (s) Day(s)
Week(s)
Month(s)
Output:
Case Scope:
Enrichment Type Category Value
None N/A N/A

Human Readable Output:
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3. Search IP
Enrichment capability for retrieving IP information for a relative time range.

The following table presents the Search IP action capability details:

Scope Restricted Required (Yes/

Input Parameter Description Type (Yes/ No) No)
Integration Name of the third party Integration N/A Yes
integration.
IP Network address to be queried Network Yes Yes
from Urlscan. Address
Relative Time Specific relative time period that Time unit Hour N/A Yes
Range will be checked. (s) Day(s)
Week(s)
Month(s)
Output:
Case Scope:
Enrichment Type Category Value
None N/A N/A

Human Readable Output:

Pagge_staten Inceuscist Tisik sl Page_coaméry

4. Search URL
Enrichment capability for retrieving URL information for a relative time range..

The following table presents the Search URL action capability details:

Scope Restricted  Required (Yes/

Input Parameter Description Type (Yes/ No) No)

Integration Name of the third party Integration N/A Yes
integration.

URL URL to be queried from Urlscan. URL Yes Yes
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Scope Restricted Required (Yes/

Input Parameter Description Type (Yes/ No) No)
Relative Time Specific relative time period that Time unit Hour N/A Yes
Range will be checked. (s) Day(s)
Week(s)
Month(s)
Output:
Case Scope:
Enrichment Type Category Value
None N/A N/A

Human Readable Output:

Server Url Screenshot Ip Domain Tags Indexedat

ATS/9.1.10.2 hitps://13.25 hitps:/lurisca 13.250.173. 13.250.173. [ "nonprod" ]
5 0.173.68/ n.io/screens 68 68

hots/2fd9b71

6-4619-4317-

a7bs-

436b3e7377

58.png

5. Submit URL
Enrichment capability for submitting a URL for investigation.

The following table presents the Submit URL action capability details:

Scope
Input Restricted Required
Parameter Description Type (Yes/ No) (Yes/ No)
Integration Name of the third party integration. Integration N/A Yes
URL URL to be queried from Urlscan. URL Yes Yes
Tag User-defined tags to annotate this scan, for  String N/A No
example, phishing or malicious. Limited to
10 tags.
Visibility Submitting visibility option which could String Public N/A Yes
either be Public, Private or Unlisted Unlisted Private
Do not Use If this option is checked, SOAR does not use  Boolean N/A No
Cache cached results.
Output:
Case Scope:
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Enrichment Type Category Value

None N/A N/A

Human Readable Output:

T

Franichan aom. miin
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Integration Guide for VirusTotal

Integration Overview

VirusTotal inspects suspicious files and URLs to detect types of malware with over seventy
antivirus scanners and URLs or domain blacklisting services, in addition to a myriad of tools to
extract signals from the studied content.

Integration Capabilities

SOAR has the following integration capability with VirusTotal:

e Domain Query

e Domain/Downloaded Files Query

e Domain/Subdomains Query

e Domain/URLs Query

e File Query

e Hash Query

e |P Query

» |P/Downloaded Files Query

» |P/Passive DNS Query

e IP/URLs Query

e URL Query
Use Case: Blocking access to malicious URL
During the investigation of an attack, SOAR checks for suspicious IP addresses, URLs, files, and
hash values to VirusTotal if these indicators are known and previously analyzed. According to

returned confidence score, SOAR decides on the next course of action. This investigation can
either be performed automatically within a playbook or manually by an analyst.

Configuration

Prerequisites

e VirusTotal API version 3

e Access to tcp port 443 as SOAR connects to VirusTotal API http://www.virustotal.com
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e An APl key for SOAR to connect to VirusTotal

Configuring VirusTotal

* No specific configuration is needed on VirusTotal.

e Login to https://www.virustotal.com with your username and make a note of the API key
under Settings> APl Key.

E Search or scan a UAL, IF addrass, domain, or file hash

AP| Key

This is your persanal key, do not disclose it to anyone that you do not trust, do not embed itin scripts or software from which it can
be easily retrieved if you care about its confidentiality.

JirusTotal API usage must always abide by our Terms of Service

You may learn more about the API functionality in the VirusTotal Developer Hub. Should you nead to perform advanced searches,
bulk file or URL submizsions or simply need a higher reguest throughput or daily allowance, there is a premium VirusTotal AFI that
may suit your needs. The premium AP1 returns much mere information about samples, URLs, domains and other items handled by
wirusTatal. It also allows you ta download malware for further scrutiny. Other features include reverse lookups that take you from
characteristics (detection ratss, file types, binary content, behavioural patterns, etc ) to lists of samples matching your search

criteria

Request premium API key

Configuring SOAR

1. Click Configuration > Credentials > Create Credential.
2. Specify the following parameter values in the Credential Editor:

a. Internal Credential

Parameter Value

Type Internal Credential

Name Display name of credential set (For example, VirusTotal Credentials)
Username Empty

Password Empty

Private Key API| Key you have on VirusTotal

b. Credential Store:

Parameter Value
Type External Credential
Name Name of the credential with pull path of the safe on store

3. Navigate to Configuration > Integrations > Create Integration.
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4. Specify the following parameter values in the Configuration form:

Parameter
Name
Type
Address

Configuration

Trust Invalid
SSL
Certificates

Require
Approval From

Notify

Configuring SOAR

Value
Display name of VirusTotal integration on SOAR
VirusTotal

Address of the integration (in the following format

https://www.virustotal.com)

Specify the following configuration parameters:

# Retry HTTP requests when API limit has
been exceeded ( TRUE / FALSE )
apilimit.tryagain.enabled=true
# Seconds for wait before trying again
after each API limit exceeded error
apilimit.tryagain.waittime=5
apilimit.tryagain.waittime=5
# How many times to wait after API limit
exceeded error has been received
# Increasing this parameter should increase
the success rate of parallel VirusTotal workflow
apilimit.tryagain.waitlimit=3
# Integration ID of the proxy integration
to use when connecting to current integration.
# If not provided, ATAR will try to use a
direct connection.
#proxy.id=123
# configure how far (in minutes) into
the past this enrichment will look.
#tcache.reusing.duration=20
# Enrichment timeout duration after

start time ( in seconds

)

scan.query.timeout=3600

# Expiration period of hash scans

# If not provided, ATAR will use 30 days
by default

#tscan.result.expiration.period.in.days=30

# VirusTotal APIv3 parameter

# Limits page count for relation queries.
SOAR will use 1 page by default

#scan.result.page.count.max=1

Unselect

Not applicable

Not applicable
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Integration Editor

Virus Total
E Type Virus Total

Addrass

Configuration

v times to wait after APL limit e ed error has been

g this parameter should increase the success rate of

Credential Virus Total Credentials

Trust Invalid SSL ]
Certificates

Require Approval From

Notify

Tags

Show additional parametersl

5. Click Test to test the integration.

6. Click Save to complete the integration.

Additional Notes

e Domain and IP-related queries retrieve results in 40-item batches. For some 10Cs, this may
result in too many consecutive queries and long query-times.

» The file queries are limited to 32MB due to limits with VirusTotal API.

e Domain or URLs, Domain or Downloaded Files, IPor URLs, and IP or Downloaded Files only
return the scope items with confidence score greater than 0.
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Integration Guide for VMware ESXi

Integration Overview

SOAR uses VMware ESXi(Elastic Sky X integration) to perform some actions on the virtual
machines (VMs).

Integration Capabilities

Action

¢ Create Snapshot of a VM

e Export VM

e Get Information of All VMs
e Power On VM

e Power Off VM

* Reset VM

e Reboot VM

e Standby VM

e Suspend VM

Configuration

Configuring VMware ESXi

e Access to HTTPs for SOAR to connect to VMware ESXi Server’s SDK

e SOAR account with admin role

Configuring SOAR

1. Navigate to Configuration > Integrations.

2. Inthe Integrations Editor, specify the following parameter values:
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Parameter Value

Name Display name of VMware ESXi integration on SOAR

Type VMware ESXi

Address Address of the integration (in the following format: http[s]://1.1.1.1:1234[/sdk] or
http[s]://abc.example.com:1234[/sdk])

Credential Credential defined for the integration under the Credentials menu

Trust Invalid SSL Select this if Engine’s certificate is self-signed or is not recognized by browsers

Certificates

Require Approval Select users from the list who can provide approval before executing actions on this
From integration
Notify Select users from the list to notify when SOAR performs an action on this integration

Imtegration Editor

Typa Vidwona ESX

Addromn

Credential ¥hiwmare ESXI

Trust Invalid H5L ]
Cartiflcates
Raquine Approval From

Mntify

Tags

Show additional param atersll

3. Click Test to test the integration.

4. Click Save to complete the integration.
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Integration Guide for VxStream Sandbox

Integration Overview

VxStream Sandbox is an automated malware analysis system that includes the unique Hybrid
Analysis technology. It is available as a standalone software package that is automatically
deployed within your local infrastructure and operates without an external dependency or
callback mechanism. It is possible to execute files on any Windows guest image (For example, a
copy of your local workstation) and has a variety of integration and interface capabilities.

The feature set of VxStream Sandbox is extensive, with hundreds of generic indicators at its
core. It detects unknown threats independent of Anti-Virus signatures. Empowered by Hybrid
Analysis, the entire process memory gets analyzed using multiple timed snapshots, including
the runtime sample. This feature allows the extraction of more indicators (Strings/API calls)
regardless of execution. This approach enables the analysis of dormant code, evasive
conditions, and extracts more valuable 10Cs.

Integration Capabilities

Action

e Hash analysis

Configuration

Configuration on VxStream Sandbox

e Access to HTTPs for SOAR to connect to VxStream Sandbox

Configuring SOAR

1. Navigate to Configuration > Integrations.

2. Inthe Integrations Editor window, specify the following parameter values:

Parameter Value

Name Display name of VxStream Sandbox integration on SOAR

Type VxStream Sandbox

Address Address of the integration (in the following format: https://www.hybrid-analysis.com)
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Parameter Value

Configuration Specify the following configuration parameters:

# Integration ID of the proxy integration to use when connecting to

# current integration.

# If not provided, ATAR will try to use a direct connection.

#proxy.id=123

# configure how far (in minutes) into the past this enrichment will look.

#cache.reusing.duration=20

Credential Credential defined for the integration under the Credentials menu

Trust Invalid SSL  Select this if Engine’s certificate is self-signed or is not recognized by browsers

Certificates

Require Select users from the list who can provide approval before executing actions on this

Approval From integration

Notify Select users from the list to notify when SOAR performs an action on this integration

Integration Editor

HName
Typa
Address

Configuration

[ rad&ﬁ%

Trust Invalid S5L
Certificates

Require Approval From

Motity

Tags

Show additional parameate ragl

3. Click Test to test the integration.

4. Click Save to complete the integration.

Configuring SOAR
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Integration Guide for WinRM

Integration Overview

This appendix provides a detailed, step-by-step configuration procedure to enable SOAR to
properly work with WinRM.

Configuration On Domain-Controller

o vk w N PRE

w N

To create a Group Policy object for your domain:

Navigate to Start > Control Panel.

In the Control Panel, select Administrative Tools > Group Policy Management.
From the menu tree, click Domains > [your domain’s name].

Right-click and select Create a GPO in this domain, and Link it here.

Input WinRM-SOAR.

Execute the following command:
reg add HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System /v

LocalAccountTokenFilterPolicy /t REG_DWORD /d 1 /f
Click OK.

To edit the new Group Policy object you created:
Right-click on the new WinRM-SOAR Group Policy Object and select Edit.
From the menu tree, click Computer Configuration > Policies.

In the Policies, click Administrative Templates: Policy definitions > Windows Components
> Windows Remote Management (WinRM).

Navigate to WinRM Service.

[ ﬂ Note: After editing the Group Policy Object, three WinRM service settings are enabled.

a. To Allow remote server management through WinRM

i. Right-click either Allow automatic configuration of listeners(Windows Server
2010) or Allow remote server management through WinRM(Windows Server
2012)
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ii. Click Edit.
iii. To allow remote server management through WinRM, select Enabled.
iv. Enter an asterisk (*) in each field.

v. Click OK.

b. To Allow unencrypted traffic through WinRM
i. Right-click Allow unecrypted traffic and click Edit.
ii. Select Enabled and click OK.

Now the Windows Remote Management is enabled on the Group Policy.
c. To Enable the Service that goes with it

i. Inthe Group Policy Management Editor window, click Preferences > Control
Panel Settings > Services.

ii. Right-click Services and select New > Service.
iii. Select Automatic as the startup.

iv. Enter WinRM as the service name.

v. Select Start service as the service action.

vi. Select This account to log in as.

vii. Enter NT AUTHORITY\NetworkService as the user and use a space character as
the password.

viii. Click OK.
e To allow inbound remote administration by updating the firewall rules:
The steps enable the following firewall rules:
° Windows Firewall: Allow inbound remote administration exception

o Windows Firewall: Allow ICMP exception

1. In the Group Policy Management Editor, click Computer Configuration > Policies.

2. Click Administrative Templates: Policy definitions > Network > Network Connections >
Windows Firewall > Domain Profile.

3. Right-click Windows Firewall: Allow inbound remote administration exception and click
Edit.

4. Select Enabled.

5. Enter an asterisk (*) into each field and click Ok.
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Right-click Windows Firewall: Allow ICMP exception and click Edit.
Select Enabled.

Select Allow inbound echo request and click Ok.

To create a new inbound firewall rule and update the network list manager for
unidentified networks:

Click Computer Configuration > Windows Settings > Security Settings > Windows Firewall
with Advanced Security > Inbound Rules.

Right-click Inbound Rules and click New Rule.

Select Predefined.

Select Windows Remote Management from the list of services.
Click Next.

Unselect the entry profile Public and click Next.

Click Finish.

Right-click the new rule and click Properties.

Click the Advanced tab and unselect all and select Private.

Click the Scope tab.

. Check these IP addresses on Remote IP Address and specify IP address of the SOAR

machine and click OK.

. From the menu tree, click Computer Configuration > Windows Settings > Security Settings

> Network List Manager Policies.
Right-click Unidentified Networks and click Properties.
Select the Location type to Private and click Ok.

Configuring SOAR

Use the format username [ Computer name as WinRM credentials. For example,
localadmin | DEV-EXCHANGE1S.

Configuring Domain-Controller for WinRM HTTPS Transport

A N

Open the Certificate Authority management console.

Right-click Certificate Templates and select Manage.

In the template management console, scroll down and select Web Server template.
Right-click Web Server Template, select Duplicate Template.

In the Certificate Property Window for the new template, navigate to the General Tab.
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Set Display Name and Template Name to SOARWINRMHTTPS.

Note: Use the same name without spaces. If there is a space that leads to a bug where the
process to enroll a new certificate repeats.

In the Subject Name tab, select Build from this Active Directory information.

In the Subject name format select Common Name and select DNS name.

9. Click Security > specify the Domain Computers group for the domain. Allow Read, Enroll

10.

11.
12.
13.
14.
15.

16.

and Autoenroll and click OK.

In the Certificate Authority management console, right-click Certificate Templates and
select New Template.

Double-click SOARWINRMHTTPS and close the window.
Navigate to Start > Control Panel.

Select Administrative Tools and Group Policy Management.
In the Menu tree, click Domains > [your domain’s name].

Create a batch script for starting WinRM HTTPS Listener named
SoarWinRMSSLStartupScript.ps1.

Copy and paste the following code into AtarWinRMSSLStartupScript.ps1:

Start-Transcript C:\Scripts\transaction.log

$sysinfo = Get-WmiObject -Class Win32_ ComputerSystem

$server = “{0}.{1}” -f $sysinfo.Name, $sysinfo.Domain
$LatestThumb = Invoke-Command -ScriptBlock {

Get-ChildItem -Path Cert:\LocalMachine\My |

where {$_.subject -match "CN=$server"}

Sort-Object -Property NotAfter -Descending |

Select-Object -Last 1 -ExpandProperty Thumbprint

} -ErrorAction Stop

#If HTTPS Listener does not exist create Listener with quick config.Else
evaluate

# available certificates ,sort them by expire date , select first
thumbprint

$result=(((Get-ChildItem -Path WSMan:\localhost\Listener).keys) -match
"HTTPS')

if($result.Count -eq @) {

Set-WSManQuickConfig -UseSSL -Force

} else {

Set-WSManInstance -ResourceURI winrm/config/Listener \
-SelectorSet @{Address="*";Transport="HTTPS"} \

-ValueSet @{CertificateThumbprint=$LatestThumb.Thumbprint[1]}
Restart-Service -Force -Name WinRM

}
Stop-Transcript
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17. Navigate to Start > Control Panel.
18. Select Administrative Tools > Group Policy Management.
19. Right-click WinRM-SOAR and click Edit.

20. Click Computer Configuration > Policies > Windows Settings > Security Settings > Public
Key Policies.

21. Double-click Certificate Services Client - Auto-Enrollment.
22. Set the Configuration Model to Enable.

23. Select Renew expired certificates, update pending certificates, and remove
revokedcertificates.and Update certificates that use certificate templates.

24. Click Ok.
25. Click Computer Configuration > Policies > Windows Settings > Scripts.
26. Double-click Startup.

27. In the PowerShell Scripts, click Add> Browse the file named
AtarWinRMSSLStartupScript.psl. and click OK.

Force Group Policy Update

Use the following PowerShell commands to force a Policy Update as described in the command
block:

$computers = Get-ADComputer -Filter *
$computers | ForEach-Object -Process {Invoke-GPUpdate -Computer $ .name \
-RandomDelayInMinutes © -Force}

Additional Notes

The following patch must be applied to the target computer for WinRM to work without an
error:

https://support.microsoft.com/en-us/kb/2842230

Support

Contact Information

Phone A list of phone numbers is available on the Technical Support
Page: https://softwaresupport.softwaregrp.com/support-contact-information

Support Web Site https://softwaresupport.softwaregrp.com/

ArcSight Product Documentation https://www.microfocus.com/documentation/arcsight/
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Send Documentation Feedback

If you have comments about this document, you can contact the documentation team by
email. If an email client is configured on this computer, click the link above and an email
window opens with the following information in the subject line:

Feedback on Integration Guides (SOAR 3.11 3.11)
Just add your feedback to the email and click send.

If no email client is available, copy the information above to a new message in a web mail
client, and send your feedback to MFI-Documentation-Feedback@opentext.com.

We appreciate your feedback!
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