opentext-

ArcSight SOAR 3.9

Software Version: 3.9

Integration Guides

Document Release Date: October 2023
Software Release Date: October 2023



Integration Guides

Legal Notices
Open Text Corporation

275 Frank Tompa Drive, Waterloo, Ontario, Canada, N2L 0A1

Copyright Notice
Copyright 2023 Open Text.

The only warranties for products and services of Open Text and its affiliates and licensors (“Open Text”) are as may be
set forth in the express warranty statements accompanying such products and services. Nothing herein should be
construed as constituting an additional warranty. Open Text shall not be liable for technical or editorial errors or
omissions contained herein. The information contained herein is subject to change without notice.

Trademark Notices

“OpenText” and other Open Text trademarks and service marks are the property of Open Text or its affiliates. All other
trademarks or service marks are the property of their respective owners.

Documentation Updates

The title page of this document contains the following identifying information:
» Software Version number
e Document Release Date, which changes each time the document is updated
o Software Release Date, which indicates the release date of this version of the software
To check for recent updates or to verify that you are using the most recent edition of a document, go to:

https://www.microfocus.com/support-and-services/documentation

OpenText SOAR 3.9 (3.9) Page 2 of 594


https://www.microfocus.com/support-and-services/documentation

Integration Guides

Contents

Integration Guide for AbuselPDB ... 23
Integration OVerview ... ... 23
Integration Capabilities ... . 23
P e OUISI S 23
CoNfigUIatiON .. 23
Configuring AbuselPDB ... 23
Configuring SOAR . 23
CapPabilities oo 24

Integration Guide for AlientVault OTX ... . 26
Integration OVervieW . 26
Integration Capabilities ... 26
CoNfigUIatiON .. 26

Integration Guide for Amazon EC2 ... . 30
INtegration OVerVIEW ... . 30
Integration Capabilities ... 30
Configuration . 30

Integration Guide for Amazon GuardDuty ... 37
INtegration OVerVIEW ... . .. 37
Integration Capabilities ... . 37
PrerequIsItes ... . 38
CoNfigUIatioN .. 38
Configuring Amazon GuardDUuty ... 38
Configuring SOAR . . 39
Capabilities ... 39

Integration Guide for Amazon IAM .. 55
Integration OVerview ... ... 55
Integration Capabilities ... . 55
CoNfigUIatioN .. 56
ConfigUIiNg SOAR .. 56
Capabilities ... 57

Integration Guide for Amazon S3 ... 75
Integration OVervieW . 75
Integration Capabilities ... . 75

OpenText SOAR 3.9 (3.9) Page 3 of 594



Integration Guides

PrerequUISItes ... . 75
Configuration ... 76
ConfigUring SOAR .. 76
CapPabilities o 77
Integration Guide for APIVOId ... 80
INtegration OVerVIEW ... . . . 80
Integration Capabilities ... 80
PrerequUISItes ... . 80
Configuration ... 81
Configuring APIVOId ... 81
ConfigUIiNg SOAR . 81
Capabilities ... 81
Integration Guide for Anomali ThreatStream ... 93
Integration OVerVIEW ... . . . .. 93
Integration Capabilities ... . 93
Configuration ...l 94
Additoinal Notes ... 96
Integration Guide for Arbor Networks APS ... .. 98
Integration OVervieW . 98
Integration Capabilities ... 98
CoNfigUIatioON L. 98
PrerequIsSItes ... . 98
Configuring Arbor Networks APS ... . . 98
Configuring SOAR .. 99
Integration Guide for AWS Network Firewall ... 100
Integration OVervieW ... . 100
Integration Capabilities ... 100
PrereqUISIEES 100
ConfigUration ... . 101
Configuring AWS Network Firewall ... .. 101
ConfiGUIING SOA R 102
AP IS .. 103
Integration Guide for Azure Network Security Groups ....................cccccciiiiii 110
Integration OVerVIieW ... 110
Integration Capabilities ... 110

P e e OUISIEES 110

OpenText SOAR 3.9 (3.9) Page 4 of 594



Integration Guides

ConfigUration ... . 111
Configuring Microsoft Azure Network Security ... 111
ConfiGUIING SOA R 112
AP IS . 113
Integration Guide for Bind RPZ DNS ... ... 118
Integration OVerVIieW ... 118
Integration Capabilities ... 118
ConfigUration .. .. 118
P UISIEES .. 118
ConfigUring SOAR ... 118
Integration Guide for BMC Helix ITSM ... 120
INtegration OVEeIVIEW ... . . 120
Integration Capabilities ... 120
PrereqUISIEES 121
ConfigUration ... 121
Configuring BMC Helix ITSM . 121
ConfiGUIING SOA R 122
Integration Capabilities: ... 122
Integration Guide for BMIC Helix Remedyforce ... 127
Configuring BMC Helix Remedyforce ... 128
ConfigUIING SOAR 128
AP IS .. 129
Integration Guide for Carbon Black Response (EDR) ... 142
Integration OVerVieW ... 142
Integration Capabilities ... 142
P UISIEES .. 143
Configuring Carbon Black Response(EDR) ... 143
Configuring SOAR ... 143
Additional Notes ... . 145
Integration Guide for Check Point R80 ..., 147
Integration OVerVieW ... 147
Integration Capabilities ... 147
Pl OUISI S 147
CoNfigUIatioON .. 147
Configuring Check Point R80 ... 147
Configuring SOAR ... 148

OpenText SOAR 3.9 (3.9) Page 5 of 594



Integration Guides

AP IS .. 150
Integration Guide for Check Point SandBlast ... 153
Integration OVerVieW ... 153
Integration Capabilities ... 153
CoNfigUIatioN ... 153
PrereqUISITES 153
Configuring Check Point SandBlast ...................... 153
Configuring SOAR .. 154
Integration Guide for CiscoASA Firewall ... 156
Integration Capabilities ... 156

P e e OUISIEES 156
CoNfigUIatioN ... 156
Configuring Cisco ASA Firewall ... 156
ConfigUIING SOAR 157
AP IS .. 158
Integration Guide for Cisco Firepower Management Center ................................ 159
Integration OVerVieW ... 159
Integration Capabilities ... 159
Pl OUISI S . 159
CoNfigUIatioON .. 159
Configuring Cisco Firepower Management Center ......................ccccccccceiieiiini. 159
ConfigUIING SOAR 161
AP IS . 162
Integration Guide for Cisco Identity Service Engine ........................................... 164
INtegration OVEIVIEW ... . e 164
Integration Capabilities ... 164
CoNfigUIatioON .. 164
PrereqUISITeS 164
Configuring Cisco Identity Services Engine ... 164
Configuring SOAR ... 164
Integration Guide for Cisco Ironport Email Security .......................................... 166
INtegration OVEIVIEW ... . e 166
Integration Capabilities ... 166
CoNfigUIatioON .. 166
PrereqUISIEES 166
Configuring Cisco Ironport Email Security ... 166

OpenText SOAR 3.9 (3.9) Page 6 of 594



Integration Guides

Configuring SOAR ... 167
Additional Notes ... . 167
Integration Guide for CiscoUmbrella ..., 168
INtegration OVEIVIEW ... . e 168
Integration Capabilities ... 168
PrerEqUISITES o 169
ConfigUratioN ... 169
Configuring Cisco Umbrella ... 169
Configuring SOAR .. 169
Integration Capabilities ... 170
Integration Guide for CrowdStrike Falcon ... 178
Integration OVervieW ... . 178
Integration Capabilities ... 178
PrereqUISIEES 179
ConfigUration ... 179
Configuring CrowdStrike ... 179
ConfiGUIING SOA R 179
AP IS .. 180
Integration Guide for Cyberark Central Credential Provider ................................. 186
Integration OVervieW ... . 186
ConfigUIatioN ... 186
P UISITES ... 186
Configuring CyberArk Application Identity Manager ................................. 186
ConfigUring SOAR .. 187
Additional NOtes ... 188
Integration Guide for CYMRU Malware Hash Registry Query .............................. 189
Integration OVerVIieW ... 189
Integration Capabilities ... 189
ConfigUration ... . 189
Configuring CYMRU Malware Hash Registry Query ..................................... 189
ConfigUring SOAR ... 189
CyberRes Galaxy Threat Acclerator ... 190
INtegration OVEeIVIEW ... . 190
Integration Capabilities ... 191
PrereqUISIEES 191
Configuring CyberRes Galaxy Threat Accelerator ....................cccccooiiiiiiiiiiiiiii, 191

OpenText SOAR 3.9 (3.9) Page 7 of 594



Integration Guides

ConfigUIING SOAR 191
AP IS . 192
Integration Guide for CyThreat Threat Intelligence ............................................ 194
INtegration OVEIVIEW ... . e 194
Integration Capabilities ... 194
Alert Source Capability ... 194
PrereqUISIEES 194
ConfigUration .. .. 195
Configuring SOAR .. 195
Configuring CyThreat as an Alert SOUrce ... 196
Integration Capabilities ... 197
Integration Guide for DomainTools . ... 198
Integration OVerVIieW ... 198
Integration Capabilities ... 198
ConfigUration ... 199
Configuring DomainTools ... 199
ConfiGUIING SOA R 199
AP IS .. 200
Integration Guide for DNS ServiCe ... 209
Integration OVerVIieW ... 209
Integration Capabilities ... 209
ConfigUration ... 209
P UISIEES .. 209
ConfigUIING DINS SEIVICE ..o 209
Configuring SOAR ... 209
Integration Guide for EMailRep ... 211
Integration OVerVIieW ... 211
Integration Capabilities ... 211
Pl OUISITE ... 211
AP IS . 212
Integration Guide for EnCase Endpoint Security .......................c 214
INtegration OVEIVIEW ... . e 214
Integration Capabilities ... 214
PrerEqUISITES 215
ConfigUratioN ... 215
ConfigUIING SOAR 216

OpenText SOAR 3.9 (3.9) Page 8 of 594



Integration Guides

Integration Capabilities: . ... 216
Integration Guide for ESB Karar ... 227
Integration Guide for F5 Big-IP Advanced Firewall Manager ... 229

INtegration OVEeIVIEW ... . 229

Integration Capabilities ... 229

ConfigUratioN ... 229

Configuring F5 Big-IP Advanced Firewall Manager ... 229
Integration Guide for FireEye HX ... 231
Integration OVerVieW ... 231
Integration Capabilities ... 231
Configuring FireEye HX ... 231
ConfigUring SOAR ... 232
Integration Guide for Forcepoint Cloud Services ..., 234

INtegration OVEeIVIEW ... . 234

Integration Capabilities ... 234

ConfigUIatioN ... 234

Configuring Forcepoint Cloud Services ... 234
Configuring SOAR ... 234
Integration Guide for Forcepoint Content Gateway ..................ccccooiiiiiiiiiiieieiiii. 236

INtegration OVEIVIEW .. ... 236

Integration Capabilities ... 236

CoNfigUIatioON .. 236

PrereqUISITeS 236
Configuring Facepoint Web Content Gateway .................................. 236
Configuring SOAR ... 237
Integration Guide for ForeScout CounterACT NAC ... ..., 240

INtegration OVEIVIEW ... . e 240

Integration Capabilities ... 240

CoNfigUIatioON .. 240

PrereqUISIEES 240
Configuring ForeScout CounterACT NAC ... 241
Configuring SOAR ... 243

Additional NOtes ... 245
Integration Guide for Fortinet Forti Manager V2 ... 246

INtegration OVEeIVIEW ... . . 246

Integration Capabilities ... 246

OpenText SOAR 3.9 (3.9) Page 9 of 594



Integration Guides

P e e OUISIEES 246
CoNfigUIatioN ... 247
Configuring FOrti Manager ... 247
ConfigUIING SOAR 247
AP IS .. 247
Integration Guide for Fortinet FortiAnalyzer ... ... 250
Integration OVerVieW ... 250
Integration Capabilities ... 250
Configuring Fortinet FortiAnalyzer ... 250
ConfigUring SOAR ... 250
Integration Guide for Fortinet FortiDDOS ... 253
INtegration OVEeIVIEW ... . . 253
Integration Capabilities ... 253
ConfigUIatioN ... 253
P UISITES ... 253
Configuring FOrtiDDOS ... .. ... 253
ConfigUring SOAR ... 254
Integration Guide for Fortinet FortiGate APl ... ... .. i 257
INtegration OVEeIVIEW ... . 257
Integration Capabilities ... 257
ConfigUIatioN ... 257
P UISITES ... 257
Configuring Fortinet FortiGate ... 257
ConfigUring SOAR .. 260
Additional NOtes ... 261
Integration Guide for Fortinet FortiMail ... 262
Integration OVerVIieW ... 262
Integration Capabilities ... 262
ConfigUration ... . 262
P UISIEES .. 262
Configuring FortiMail ... 262
Configuring SOAR ... 264
Additional Notes ... . 266
Integration Guide for Fortinet FortiManager ...................cooo 267
Integration OVerVieW ... 267
Integration Capabilities ... 267

OpenText SOAR 3.9 (3.9) Page 10 of 594



Integration Guides

P e e OUISIEES 267
Configuring FortiManager ... 268
ConfigUring SOAR ... 269
Additional Notes ... 270

Integration Guide for Fortinet FortiSandbox ... 271

Integration OVerVIieW ... 271

Integration Capabilities ... 271

ConfigUration .. .. 271
P UISIEES .. 271
Configuring Fortinet SandboX ... 271
Configuring SOAR ... 273

Integration Guide for FraudGuard ... 275

Integration Capabilities ... 275

PrereqUISIEES 275

Configuring FraudGuard ... 275

Configuring SOAR ... 276

Capabilities ... 277

Integration GUIde fOr FTP SeIVer ... .. 281

INtegration OVEeIVIEW ... . 281

Integration Capabilities ... 281

ConfigUIatioN ... 281
P UISITES ... 281
Configuring SOAR ... 281

Integration Guide for Have | Been Pwned ... 284

INtegration OVEIVIEW ... . e 284

Integration Capabilities ... 284

PrerEqUISITES 284

ConfigUratioN ... 284

AP IS .. 285

Integration Guide for Generic HTTP SMS Gateway ..................ccccooiiiiiiiii 288

Integration OVerVieW ... 288

Integration Capabilities ... 288

CoNfigUIatioN ... 288
Configuring Generic HTTP SMS GateWay ...........ccoooiiiiieioeoeeeeeeeee e 288
Configuring SOAR ... 288

Integration Guide for HTTP ProXy ... 290

OpenText SOAR 3.9 (3.9) Page 11 of 594



Integration Guides

INtegration OVEeIVIEW ... e 290
CoNfigUIatioN ... 290
PrereqUISITES 290
Configuring HTTP ProXy ... 290
Configuring SOAR ... 290
Integration Guide for IBM Security X-FOrce ..., 292
Integration OVerVieW ... 292
Integration Capabilities ... 292
CoNfigUIatioN ... 292
PrereqUISITES 292
Configuring IBM X-Force EXChange ... 293
Configuring SOAR ... 293
Integration Guide for Infoblox DNS Firewall ... 296
Integration OVerVieW ... 296
Integration Capabilities ... 296
CoNfigUIatioN ... 296
PrereqUISITES o 296
Configuring Infoblox DNS Firewall ... 296
Configuring SOAR ... 297
Integration Guide for Intezer ... 299
Integration OVerVieW ... 299
Integration Capabilities ... 300

P e OUISI S . 300
CoNfigUIatioON .. 300
ConfigUrINg INtEZEr .. 300
ConfigUIING SOAR 300
AP IS . 301
Integration Guide for Invictus USTA Threatlntelligence ..................................... 305
INtegration OVEIVIEW ... . e 305
Integration Capabilities ... 305
CoNfigUIatioON .. 305
PrereqUISIEES 305
Configuring Invictus USPA . 306
Configuring SOAR ... 306

306

Configuring Invictus USTA as Alert Source ..................cccc 306
Configuring Invictus USTA as Integration ... 307

OpenText SOAR 3.9 (3.9) Page 12 of 594



Integration Guides

Additional Notes ... . 308
Integration Guide for IPINfo ... 309
Integration OVerVieW ... 309
Integration Capabilities ... 309
CoNfigUIatioN ... 309
AP IS . 310
Integration Guide for Jira ... 312
INtegration OVEeIVIEW ... . 312
Integration Capabilities ... 312
PrereqUISIEES 312
ConfigUration .. .. 312
Configuring SOAR .. 312
CONFIGUIING JITa e 314
AP IS .. 314
Integration Guide for JDBC(Database) Server ... 317
Integration Capabilities ... 317
ConfigUIatioN ... 317
P UISITES .. 317
Configuring Database Server ... 317
ConfigUring SOAR ... 317
Integration Guides for Kannel SMS Gateway ... 320
INtegration OVEeIVIEW ... . 320
Integration Capabilities ... 320
Supported Action Capabilities ... 320
Configuring Kannel SMS GateWay ... 320
Configuring SOAR ... 320
Integration Guide for Kaspersky Security Center ..., 322
Configuration on Kaspersky Security Center ... 322
Configuring SOAR ... 323
Optional configUIratioN ... .. 323
Overriding built-in SCripts ... 323

Get Task Names ... . 324

Get GroUup NaMIBS .. 325

Get Tag NaMIBS 326

Host Information Enrichment ... .. . 326
Block Hash Action Capability ... 328

OpenText SOAR 3.9 (3.9) Page 13 of 594



Integration Guides

Rollback of block hash capability ... 329

Add tag to host capability ... 330
Rollback of Add Tag to Host Capability ... 331
Move system to group capability ... 333

Run task capability ... 334
Integration Guide for MAY Siber Scop NET ..., 335
PrereqUISIEES 335
Configuring MAY Siber Scop NET ... 335
Configuring SOAR ... 335
Integration Guide for McAfee ePolicy Orchestrator ....................cccoiiiiiiiiiiiiiiii 337
P UISITES ... 337
Configuration on McAfee ePolicy Orchestrator ....................................... 338
ConfigUring SOAR ... 338
Integration Guide for McAfee Network Security Platform (IPS) .......................... 340
CoNfigUIatioN ... 340
Configuration on McAfee Network Security Platform (IPS) .............................. 340
ConfigUIING SOAR 340
Integration Guide for McAfee Web Gateway ... 342
PrereqUISITES 342
Configuration on McAfee Web Gateway ...................... . 342
Configuration on SOAR ... 343
Integration Guide for McAfee Web Gateway v2 ... 344
Configuring McAfee Web GatewWay V2 ... 345
Configuring SOAR .. 345

AP IS . 347
Integration Guide for Micro Focus Arcsight ESM ... 351
Integration Guide for Micro Focus ArcSight Intelligence ... 351
Integration Guide for Micro Focus ArcSight Logger ... 352
ConfigUration ... . 352
P OiSITES o 352
Configuration on Micro Focus ArcSight Logger ... 352
Configuring SOAR ... 352
Configuring SOAR ... 352
Integration Guide for Microsoft Active Directory ..., 355
ConfigUIatioN ... 355

OpenText SOAR 3.9 (3.9) Page 14 of 594



Integration Guides

P UISITES ... 355
Configuration on Microsoft Active Directory ... 356
ConfigUring SOAR ... 356
Integration Guide for Microsoft Azure Active Directory ... 358
INtegration OVEeIVIEW ... . 358
Integration Capabilities ... 358
PrereqUISIEES 358
ConfigUration .. .. 359
Configuring Microsoft Azure ... 359
ConfiGUIING SOA R 359
AP IS .. 360
Integration Guide for Microsoft Defender for CloudApps ................................ 368
Integration OVerVIieW ... 368
Integration Capabilities ... 368

P e e OUISIEES o 369
CoNfigUIatioN ... 369
Configuring Microsoft Defender for CloudAppPS ... 369
ConfigUIING SOAR 370
AP IS .. 371
Integration Guide for Microsoft Defender Endpoint .........................coooo 384
Integration OVerVieW ... 384
Integration Capabilities ... 384

P e OUISI S . 385
Configuring Microsoft Defender ... 385
ConfigUIING SOAR 386
AP IS .. 387
Integration Guide for Micro Focus IT Service Manager ....................................... 398
Integration OVervieW ... 398
Integration Capabilities ... 398
Pl OUISI S . 398
CoNfigUIatioON .. 398
Configuring Micro Focus IT Service Manager ..., 398
ConfigUIING SOAR 399
AP IS . 400
Integration Guide for Micro Focus UCMDB ..................cccocoiiiiii 402
INtegration OVEIVIEW ... 402

OpenText SOAR 3.9 (3.9) Page 15 of 594



Integration Guides

Integration Capabilities ... 402
Pl OUISI S . 402
CoNfigUIatioON .. 402
Configuring Micro Focus UCMDB ... e 402
ConfigUIING SOAR 403
AP IS . 404
Integration Guide for Microsoft Exchange ... 407
P UISITES ... 407
Configuration on Microsoft Exchange ... 407
Configuration on SOAR ... .. 408
Additional NOtes ... 409
Integration Guide for Microsoft Office365 Exchange EWS ... 410
Configuration on Microsoft Exchange ... ... 411
Using OAuth2 with Microsoft Exchange online Integrtations ........................... 411
Configuring SOAR ... 412
Additional Notes ... . 413
Integration Guide for Microsoft Teams ... 414
INtegration OVEIVIEW ... 414
Integration Capabilities ... 414
PrerEqUISITES 415
ConfigUIatioN ... 415
Configuring Microsoft TEAMS ... 415
Authentication Parameters . ... 415
ConfiGUIING SOA R 416
Integration Capabilities ... 416
Integration Guide for Microsoft Windows DNS Server ........................................ 430
Configuration on Microsoft Windows DNS Server ....................................... 430
ConfigUIING AT AR 430
Integration Guide for Microsoft Windows Services (WinRM) ................................ 432
Configuring SOAR . 432
Integration Guide for Microsoft Graph Security ... 434
INtegration OVEeIVIEW ... . 434
Integration Capabilities ... 434
PrereqUISIEES 434
ConfigUration .. .. 435
Configuring Microsoft Azure ... 435

OpenText SOAR 3.9 (3.9) Page 16 of 594



Integration Guides

ConfigUIING SOAR 435
AP IS . 436
Integration Guide for MISP .. 446
INtegration OVEIVIEW ... . e 446
Integration Capabilities ... 446
PrereqUISITES 446
Integration Guide for MXTOOIBOX ... 449
INtegration OVEeIVIEW ... . 449
Integration Capabilities ... 449
PrereqUISIEES 449
ConfigUration .. .. 449
Configuring MXTOOIBOX .. ... 449
ConfiGUIING SOAR 450
AP IS .. 451
Integration Guide for Netskope V1 ... 452
Overview of the PlUGIN ... 452
Supported Integration Capabilities ... 452

P e e OUISIEES o 452
CoNfigUIatioN ... 453
Configuring NetsKOPe ... 453
ConfigUIING SOAR 453
Integration Capabilities: ... 454
Integration Guide for Netskope V2 ... ... 456
Integration OVerVieW ... 456
Integration Capabilities ... 456

P e OUISI S . 457
CoNfigUIatioON .. 457
Configuring NetsKOPe . ... 457
ConfigUIING SOAR 458
Integration Capabilities: . ... 458
Integration Guide for Ones BIoAFfiX ... 464
Integration Capabilities ... 464
P UISIEES .. 464
Additional Notes ... 465
Integration Guide for Palo Alto Networks AutoFocus .....................coe 466
P UISIEES .. 466

OpenText SOAR 3.9 (3.9) Page 17 of 594



Integration Guides

Configuration on Palo Alto Networks AutoFocus ... 467
Configuring SOAR ... 467
Integration Guide for Palo Alto Networks Firewall ... 468
P UISITES ... 469
Configuration on Palo Alto Networks Firewall (AP1) ................................... 469
ConfigUring SOAR ... 469
Additional NOtes ... 470
Integration Guide for Palo Alto Networks Panorama .......................................... 471
PrereqUISITES 471
Configuration on Palo Alto Networks Panorama .......................................... 471
Configuration on SOAR ... ... 472
Integration Guide for Recorded Future ... 474
Prerequisites ... 474
Configuration on Recorded Future ... 475
Configuring SOAR ... 475
Integration Guide for Robtex Lookup ... .. 477
Configuration on Robtex LooKup ... 477
Configuring SOAR ... 477
Integration Guide for Roksit DNS Firewall ... 479
P UISITES ... 479
Configuration on Roksit DNS Firewall ... 479
ConfigUring SOAR .. 479
Integration Guide for RSA Security Analytics ... 481
P UISIEES .. 481
Configuration on RSA Security Analytics Suite ......................................... 482
Configuring SOAR ... 482
Integration Guide for SailPoint ... 483
Integration OVerVIieW ... 483
Integration Capabilities ... 483
ConfigUration ... . 483
Configuring on SailPoint ... 483
ConfiGUIING SOA R 484
AP IS .. 485
Integration Guide for SentinelOne ... 489
Overview of the PlUGIN ... 489
Integration Capabilities ... 490

OpenText SOAR 3.9 (3.9) Page 18 of 594



Integration Guides

P e e OUISIEES 490
CoNfigUIatioN ... 491
Configuring SentinelOne ... 491
ConfigUIING SOAR 491
Integration Capabilities: . ... 491
Integration Guide for ServiceNOW ... 504
Integration OVerVieW ... 504
Integration Capabilities ... 504
Pl OUISI S . 504
CoNfigUIatioON .. 504
Configuring ServiceNOW ... ... 504
ConfigUIING SOAR 510
AP IS . 511
Integration Guide for Slack ... 512
INtegration OVEIVIEW ... 512
Integration Capabilities ... 513
PrerEqUISITES . 513
Configuring Slack ... 513
ConfigUIING SOAR 514
AP IS . 514
Integration Guide for SMTP Mail Server ... 519
P UISITES ... 519
CoNfigUIatioN ... 519
Configuring SOAR Email Notification ... 519
Configuring SOAR ... 520
Additional Notes ... . 521
Integration Guide for Sophos XG Firewall ... 522
PrereqUISITeS 522
Configuration on Sophos XG Firewall ... 522
Integration Guide for SORBS QUETY ........ooooiiiiii 525
Configuration on SORBS QUEIY ..., 525
Configuring SOAR ... 525
folntegration Guide for Symantec Advanced Threat Protection ............................ 527
Configuring Symantec Advanced Threat Protection ..................................... 527

527

Configuring SOAR ... 527

OpenText SOAR 3.9 (3.9) Page 19 of 594



Integration Guides

Integration Guide for Symantec Bluecoat Malware Analysis Appliance (MAA) ... 529
Pl OUISI S . 529
ConfigUring SOAR ... 529
Integration Guide for Symantec Bluecoat Site Review ... 531
Configuration on Bluecoat Site Review ... 531
ConfigUring SOAR ... 531
Integration Guide for Symantec Data Loss Prevention (DLP) ................................ 532
Integration Capabilities ... 532
PrereqUISITES 532
Configuring Symantec DLP ... 532
ConfigUIING SOAR 533
Integration Guide for Symantec DeepSight Intelligence .................................... 535
PrereqUISIEES 535
Configuring Symantec DeepSight Intelligence ........................................ 536
Configuring SOAR .. 536
Configuring Symantec DeepSight Intelligence as Alert Source ..................... 537
Configuring Symentec DeepSight Intelligence as Integration ...................... 537
Integration Guide for Symantec Endpoint Protection Manager .......................... 539
PrereqUISITES 539
Configuring Symantec Endpoint Protection Manager .................................. 540
ConfigUIING SOAR 540
Integration Guide for Symantec Managed Security Services (MSS) ....................... 543
Configuring Symantec MISS . 544
Configuring SOAR .. 544
Configuring Credentials ... 544
Configuring Symantec MSS as Alert Source ... 545
Configuring Symantec MSS as an Integration ........................................... 547
Additional Notes ... . 547
Integration Guide for Symantec Messaging Gateway .....................ccccciii 549
PrereqUISIEES 549
Configuring Symantec Messaging Gateway ..............cccooovioeeeieiiiieeiieeeeeeeeen 549
Configuring SOAR ... 550
Integration Guide for Tenable NessUS ... 552
ConfiguringTenable NeSSUS ... 552
Configuration on SOAR ... 552
ConfigUring SOAR ... 552

OpenText SOAR 3.9 (3.9) Page 20 of 594



Integration Guides

Integration Guide for Tenable Security Center ... ... 554
P UISIEES .. 554
Configuring Tenable Security Center ... 554
Configuring SOAR ... 555

Integration Guide for Trend Micro Apex Central ... 556

Integration OVerVIieW ... 556
Integration Capabilities ... 556
P e e OUISIEES 556
Configuring Trend Micro Apex Central ... 556
ConfiGUIING SOA R 557
Capablities ..o 558
Integration Guide for Trend Micro Vision One ..., 559
Integration OVerVIieW ... 559
Integration Capabilities ... 559
ConfigUration ... 559
Configuring Trend Micro Vision ONe ... 559
ConfiGUIING SOA R 560
AP IS .. 561

Integration Guide for Turkcell Threat Intelligence ... 567
PrereqUISITES 567
Configuration on Turkcell Threat Intelligence or Bozok ............................... 567
Configuring SOAR .. 568

Integration Guide for Udger ... 570

Integration OVerVieW ... 570
Integration Capabilities ... 570
P e OUISI S . 570
CoNfigUIatioON .. 570
CoNfiUIING U .o 570
ConfigUIING SOAR 571
AP IS . 571
Integration Guide for UrlsCan ... 573
INtegration OVEIVIEW ... . e 573
Integration Capabilities ... 573
CoNfigUIatioON .. 573
ConfigUIING SOAR 573
AP IS .. 574

OpenText SOAR 3.9 (3.9) Page 21 of 594



Integration Guides

Integration Guide for VirusTotal ... 579
P UISIEES .. 579
Configuring VirusTotal ... 580
Configuring SOAR ... 580
Additional NOteS ... 582

Integration Guide for VIMware ESXi ... 584
Configuring VMware ESXi ... 584
Configuring SOAR .. 584

Integration Guide for VxStream Sandbox ... 586
Configuration on VxStream SandboX ... 586
Configuring SOAR ... 586

Integration Guide for WinRM 589
Configuring SOAR ... 591
Configuring Domain-Controller for WinRM HTTPS Transport ..................... 591
Force Group Policy Update ... 593
Additional NOteS ... ..o 593

Send Documentation Feedback ... 594

OpenText SOAR 3.9 (3.9) Page 22 of 594



Integration Guides

Integration Guide for AbuselPDB

Integration Overview

Abuse Intelligence Production Data Base ( Abuse IPDB) is a project dedicated to help
combating the spread of hackers, spammers, and abusive activity on the internet.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with AbuselPDB:

e Check IP
e Report IP

Prerequisites

You must have access to HTTPS as the ArcSight SOAR connects to AbuselPDB API through this
service.

Configuration

Configuring AbuselPDB

1. Navigate to AbuselPDB create an account.

2. Click APl tab and create an API key.

Configuring SOAR

1. Click Configuration > Credential > Create Credential.

2. Specify the following parameter values in the Credential Editor:

Type Name Username Password Private
Key

Internal Display name of credential set (for example, Create API

credential AbuselPDB Credential). key

3. Click Configuration > Integrations > Create Integration.
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4. Specify the following parameter values in the Configuration Form.

Parameter Value
Name Display name of the integration.
Type AbuselPDB
Address https://api.abuseipdb.com
Configuration Specify the following configuration parameters:
max.age.in.days The max.age.in.days parameter determines how far

back in time go to fetch reports [1, 365]. For example,
max.age.in.days=30

cache.reusing.duration configure how far (in minutes) into the past this
enrichment will look. For example,
cache.reusing.duration=20

proxy.id ID of the Proxy integration if you access AbuselPDB
through a web proxy device. For example, proxy.id =
12345
Credential Credential that has been defined for this integration in the Credentials menu.
Trust Invalid SSL Select this option if web server’s certificate is self-signed or is not recognized by
Certificates browsers.

Require Approval From Select user(s) from list to ask the approval before executing actions on this
integration.

Notify Select user(s) from the list to notify when SOAR performs an action on this
integration.

5. Click Save to save the integration definition.

6. Navigate to Configuration>Customization Library and edit AbuselPDB Advanced Action
Script Default Template.

Select the integration that you have added in Integrations menu.
8. Click Save to complete the integration.

9. Click Test, an Integration Successful message is displayed if the credential and address are
valid.

Capabilities

1. Check IP
Enrichment capability for getting details about the IP.

The following table presents the Check IP capability details:
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Input
Parameter

Integration

Max Age in
Days

IP

Output:

Case Scope:

Action

Add

Description Type

Name of the third party integration. Integration

The max.age.in.days parameter determines how  Text

far back in time go to fetch reports.

IP to be checked. Network

Address

Type Category/ Value
Scope Item Keyword (Related)

Human Readable Output:

2. ReportIP

Action capability for reporting an IP address:

Rollback : No

Duplicate Check: No

The following table provides the Report IP action capability details:

Input
Parameter

IP

Category

Comment

Output:

Case Scope:

Action

Add

Description Type Scope Rescticted
(Yes/No)
IP to be reported. Network Yes
Access
Category of reported IP.  Enum No
Comment for reported Text No
IP.
Type Category/ Value
Scope Item Keyword (Related)

Human Readable Output: N/A

Capabilities

Scope Required
Rescticted (Yes/No)
(Yes/No)
No Yes
No No
Yes Yes
Required
(Yes/No)
Yes
Yes
No
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Integration Guide for AlientVault OTX

Integration Overview

AlienVault OTX is an open threat exchange platform supported by AlienVault and the
community.

Integration Capabilities

ArcSight SOAR has the following integration capabilities with AlienVault OTX:

¢ |P Indicator
Hash Indicator

URL Indicator

Domain Indicator

Hostname Indicator

Use Case: Enrichment of artifacts detected in the organization

SOAR, when integrated with AlienValut OTX, can search for an artifact and gather information
such as related threats and recent detections. This information may lead the investigation into
a different path, and analysts can investigate and root out malicious activities in their
networks.

This integration can be performed automatically within a playbook or manually by an analyst.

Configuration

Prerequisites

* SOAR connects to AlienVault OTX API via HTTPS. Typically it runs on 443/tcp port. So access
to this service is required.

e A user account is required for SOAR to connect to AlienVault OTX. It can be created from
the following link:

https://otx.alienvault.com

Integration Guide for AlientVault OTX Page 26 of 594


https://otx.alienvault.com/

Integration Guides

Configuring AlienVault OTX

e AlienVault OTX requires an API key for access. Users can retrieve it from
https://otx.alienvault.com/api after logging in with a valid credential.

Configuring SOAR

1. Click Configuration > Credentials > Create Credential

2. Fill in the Credential Editor form with the following information:

Type Name Username Password
Internal Display name of credential set (i.e., Empty Empty
Credential AlienVault OTX Credentials)

3. Click Configuration > Integrations > Create Integration

4. Fill in the configuration form with the following information:

Parameter Value

Name Display name of AlienVault OTX integration on SOAR.

Type AlienVault OTX.

Address Address of the cloud service is standard: https://otx.alienvault.com.

Configuration

Private Key

API Key
retrieved
from the
AlienVault
OTX
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Parameter Value
Configuration  You need to specify the following configuration parameters:

# Integration ID of the proxy integration to use when co

nnecting to current

# integration.

# If not provided, SOAR will try to use a direct connection.
#proxy.id=123

#Max count of fetching NIDS list for IP Indicator enrichment

#If not provided, SOAR will fetch last 1@ NIDS(s)
#ip.indicator.nids.list.entry.count=10

#Max count of fetching URL list for IP Indicator enrichment

#If not provided, SOAR will fetch last 50 URL(s)
#ip.indicator.url.list.entry.count=50

#Max count of fetching URL list for Domain Indicator enrichment
#If not provided, SOAR will fetch last 50 URL(s)
#domain.indicator.url.list.entry.count=50

#Max count of fetching Malware list for Hostname Indicator enrichment
#If not provided, SOAR will fetch last 50 Malware(s)
#hostname.indicator.malware.list.entry.count=50

#Max count of fetching URL list for Hostname Indicator enrichment
#If not provided, SOAR will fetch last 50 URL(s)
#thostname.indicator.url.list.entry.count=50

# configure how far (in minutes) into the past this enrichment will look.
#cache.reusing.duration=20

Credential Name of the credential set you’ve just created on step 2. (i.e., AlienVault OTX Credentials).
Trust Invalid Select this if Engine