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Release Notes for ArcSight Content AUP-
Categorization Updates 2024
This guide provides information for all the monthly Release Updates for ArcSight Content AUP-
Categorization for the year 2024.

Content AUP which is also known as ArcSight Content-Categorization Updates is delivered as
Patch and is available through ArcSight SmartConnectors License SKU. Customers who are still
on legacy ArcSight product structure who have not migrated to ArcSight Standard Edition
license structure may obtain the AUP updates through most current version of core product
downloads. There is a list of signatures within which the categorization gets modified which
changes with every release.

For instructions about installing the Content AUP updates on ESM and ArcMC, see Installation
Guide for Content AUP and Context Updates.

Note : From May 2024 onwards, a new Category named DDoS has been introduced under
Techniques.

Intended Audience

This guide provides information for IT administrators who are responsible for managing the
ArcSight software and its environment.

Additional Documentation

The ArcSight SmartConnector documentation library includes the following resources:

l Technical Requirements Guide for SmartConnector, which provides information about
operating system, appliance, browser, and other support details for SmartConnector.

l Installation and User Guide for SmartConnectors, which provides detailed information
about installing SmartConnectors.

l Configuration Guides for ArcSight SmartConnectors, which provides information about
configuring SmartConnectors to collect events from different sources.

l Configuration Guide for SmartConnector Load Balancer, which provides detailed
information about installing Load Balancer.

For the most recent version of this guide and other ArcSight SmartConnector documentation
resources, visit the documentation site for ArcSight SmartConnectors 8.4.
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Contact Information

We want to hear your comments and suggestions about this book and the other
documentation included with this product. You can use the comment on this topic link at the
bottom of each page of the online documentation, or send an email to MFI-Documentation-
Feedback@opentext.com.

For specific product issues, contact Open Text Support for Micro Focus products.
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November 2024 updates
Data Sources with New Signatures and Categorizations
l CISCO Pix 6.3
l Juniper IDP Content Version 3757
l Palo Alto Networks PAN-OS 11.2
l Snort 3.0
l Sourcefire SEU 31470
l Symantec Network Security 7100 1972
l TippingPoint SMS IPS DV9967

Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-9461-ConnectorContent.aup

For instructions about installing the Content AUP updates on ESM and ArcMC, see Installation
Guide for Content AUP and Context Updates.
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October 2024 updates
Data Sources with New Signatures and Categorizations
l Juniper IDP Content Version 3747
l Microsoft AzureActiveDirectory
l Palo Alto Networks PAN-OS 11.2
l Snort 3.0
l Sourcefire SEU 31470
l Symantec Network Security 7100 1949
l TippingPoint SMS IPS DV9952

Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-9460-ConnectorContent.aup

For instructions about installing the Content AUP updates on ESM and ArcMC, see Installation
Guide for Content AUP and Context Updates.
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September 2024 updates
Data Sources with New Signatures and Categorizations
l Bricata Alert
l Juniper IDP Content Version 3736
l Palo Alto Networks PAN-OS 10.0.8
l Snort 3.0
l Sourcefire SEU 31470
l Symantec Network Security 7100 1924
l TippingPoint SMS IPS DV9940
l Trellix Rogue System Detection 5.0.7

Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-9452-ConnectorContent.aup

For instructions about installing the Content AUP updates on ESM and ArcMC, see Installation
Guide for Content AUP and Context Updates.
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August 2024 updates
Data Sources with New Signatures and Categorizations
l Juniper IDP Content Version 3729
l Palo Alto Networks PAN-OS 10.0.8
l Snort 3.0
l Sourcefire SEU 31470
l Symantec Network Security 7100 1910
l TippingPoint SMS IPS DV9931
l Trellix Policy Auditor 6.5

Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-9426-ConnectorContent.aup

For instructions about installing the Content AUP updates on ESM and ArcMC, see Installation
Guide for Content AUP and Context Updates.
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July 2024 updates
Data Sources with New Signatures and Categorizations
l Juniper IDP Content Version 3722
l Palo Alto Networks PAN-OS 10.0.8
l Snort 3.0
l Sourcefire SEU 31470
l Symantec Network Security 7100 1891
l TippingPoint SMS IPS DV9922
l Trellix McAfee Security for Microsoft Exchange 8.8
l Trellix MOVE Antivirus 4.10
l Trellix Policy Auditor 6.0

Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-9403-ConnectorContent.aup

For instructions about installing the Content AUP updates on ESM and ArcMC, see Installation
Guide for Content AUP and Context Updates.
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June 2024 Updates
Data Sources with New Signatures and Categorizations
l Juniper IDP Content Version 3713
l Palo Alto Networks PAN-OS 10.0.8
l Snort 3.0
l Sourcefire SEU 31470
l Symantec Network Security 7100 1871
l TippingPoint SMS IPS DV9912
l Trellix Data Loss Prevention 11.10
l Trellix McAfee Security for Microsoft Exchange 8.8
l Trellix MOVE Antivirus 4.10
l Trellix Trellix Agent for Windows (Embedded Credentials) 5.7

Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-9390-ConnectorContent.aup

For instructions about installing the Content AUP updates on ESM and ArcMC, see Installation
Guide for Content AUP and Context Updates.
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May 2024 Updates
Data Sources with New Signatures and Categorizations
l Fortinet Fortigate 5.2 Content 3.086
l Juniper IDP Content Version 3703
l McAfee Network Security Manager 11.10.14.4
l Microsoft AzureActiveDirectory
l Palo Alto Networks PAN-OS 10.0.8
l Snort 3.0
l Sourcefire SEU 31470
l Symantec Network Security 7100 1847
l TippingPoint SMS IPS DV9899

Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-9339-ConnectorContent.aup

For instructions about installing the Content AUP updates on ESM and ArcMC, see Installation
Guide for Content AUP and Context Updates.
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April 2024 Updates
Data Sources with New Signatures and Categorizations
l Snort 3.0
l Sourcefire SEU 31470
l Juniper IDP 3692
l UNIX syslog
l TippingPoint SMS IPS DV9892
l Symantec Network Security 7100 1824
l Juniper JUNOS 10.3
l Palo Alto Networks PAN-OS 10.0.8

Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-9335-ConnectorContent.aup

For instructions about installing the Content AUP updates on ESM and ArcMC, see Installation
Guide for Content AUP and Context Updates.
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March 2024 Updates
Data Sources with New Signatures and Categorizations
l HPE HP-UX
l IBM AIX Audit PR 5.2 5.3
l Juniper IDP Content Version 3684
l McAfee Network Security Manager 11.10.14.4
l Palo Alto Networks PAN-OS 10.0.8
l Snort 3.0
l Sourcefire SEU 31470
l Symantec Network Security 7100 1805
l TippingPoint SMS IPS DV9882
l Trellix Data Loss Prevention 11.10
l Trellix DLP Discover 11.10
l Trellix Intelligent Sandbox 5.2

Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-9295-ConnectorContent.aup

For instructions about installing the Content AUP updates on ESM and ArcMC, see Installation
Guide for Content AUP and Context Updates.
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February 2024 Updates
Data Sources with New Signatures and Categorizations
l HPE HP-UX
l Juniper IDP Content Version 3676
l McAfee Network Security Manager 11.10.14.1
l Palo Alto Networks PAN-OS 10.0.8
l Snort 3.0
l Sourcefire SEU 31470
l Symantec Network Security 7100 1786
l TippingPoint SMS IPS DV9874
l Trellix Data Loss Prevention 11.10

Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-9270-ConnectorContent.aup

For instructions about installing the Content AUP updates on ESM and ArcMC, see Installation
Guide for Content AUP and Context Updates.
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January 2024 Updates
Data Sources with New Signatures and Categorizations
l Fortinet FortiADC 7.1.3
l Fortinet FortiProxy 7.2.6
l GitHub Audit Log
l Google Cloud Security Command Center
l Juniper IDP Content Version 3670
l McAfee Network Security Manager 11.10.13.3
l Palo Alto Networks PAN-OS 10.0.8
l Snort 3.0
l Sourcefire SEU 31470
l Symantec Network Security 7100 1769
l TippingPoint SMS IPS DV9866
l UNIX syslog

Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-9256-ConnectorContent.aup

For instructions about installing the Content AUP updates on ESM and ArcMC, see Installation
Guide for Content AUP and Context Updates.
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Send Documentation Feedback
If you have comments about this document, you can contact the documentation team by
email. If an email client is configured on this computer, click the link above and an email
window opens with the following information in the subject line:

Feedback on Release Notes for ArcSight Content AUP-Categorization Updates 2024
(SmartConnectors 8.4.x)

Just add your feedback to the email and click send.

If no email client is available, copy the information above to a new message in a web mail
client, and send your feedback to MFI-Documentation-Feedback@opentext.com.

We appreciate your feedback!
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