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Documentation Updates
The title page of this document contains the following identifying information:
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Release Notes for ArcSight Content AUP-
Categorization Updates 2025
This guide provides information for all the monthly Release Updates for ArcSight Content AUP-
Categorization for the year 2025.

Content AUP which is also known as ArcSight Content-Categorization Updates is delivered as
Patch and is available through ArcSight SmartConnectors License SKU. Customers who are still
on legacy ArcSight product structure who have not migrated to ArcSight Standard Edition
license structure may obtain the AUP updates through most current version of core product
downloads. There is a list of signatures within which the categorization gets modified which
changes with every release.

For instructions about installing the Content AUP updates on ESM and ArcMC, see Installation
Guide for Content AUP and Context Updates.

Note : From May 2024 onwards, a new Category named DDoS has been introduced under
Techniques.

Intended Audience

This guide provides information for IT administrators who are responsible for managing the
ArcSight software and its environment.

Additional Documentation

The ArcSight SmartConnector documentation library includes the following resources:

l Technical Requirements Guide for SmartConnector, which provides information about
operating system, appliance, browser, and other support details for SmartConnector.

l Installation and User Guide for SmartConnectors, which provides detailed information
about installing SmartConnectors.

l Configuration Guides for ArcSight SmartConnectors, which provides information about
configuring SmartConnectors to collect events from different sources.

l Configuration Guide for SmartConnector Load Balancer, which provides detailed
information about installing Load Balancer.

For the most recent version of this guide and other ArcSight SmartConnector documentation
resources, visit the documentation site for ArcSight SmartConnectors 25.1.
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Contact Information

We want to hear your comments and suggestions about this book and the other
documentation included with this product. You can use the comment on this topic link at the
bottom of each page of the online documentation, or send an email to MFI-Documentation-
Feedback@opentext.com.

For specific product issues, contact Open Text Support for Micro Focus products.
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January 2025 updates
Data Sources with New Signatures and Categorizations
l CISCO Pix 6.3
l Juniper IDP Content Version 3771
l Palo Alto Networks PAN-OS 11.2
l Snort 3.0
l Sourcefire SEU 31470
l Symantec Network Security 7100 2008
l TippingPoint SMS IPS DV9985
l Unix Auditd
l UNIX syslog

Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-9496-ConnectorContent.aup

For instructions about installing the Content AUP updates on ESM and ArcMC, see Installation
Guide for Content AUP and Context Updates.
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February 2025 updates
Data Sources with New Signatures and Categorizations
l Juniper IDP Content Version 3780
l Palo Alto Networks PAN-OS 11.2
l Snort 3.0
l Sourcefire SEU 31470
l Symantec Network Security 7100 2032
l TippingPoint SMS IPS DV9995
l Unix Auditd

Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-9518-ConnectorContent.aup

For instructions about installing the Content AUP updates on ESM and ArcMC, see Installation
Guide for Content AUP and Context Updates.
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March 2025 updates
Data Sources with New Signatures and Categorizations
l Juniper IDP Content Version 3789
l OpenText Network Detection and Response
l Palo Alto Networks PAN-OS 11.2
l Snort 3.0
l Sourcefire SEU 31470
l Symantec Network Security 7100 2051
l TippingPoint SMS IPS DV10000

Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-9520-ConnectorContent.aup

For instructions about installing the Content AUP updates on ESM and ArcMC, see Installation
Guide for Content AUP and Context Updates.
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June 2025 updates
Data Sources with New Signatures and Categorizations
l Juniper IDP Content Version 3813
l Palo Alto Networks PAN-OS 11.2
l Snort 3.0
l Sourcefire SEU 2983
l TippingPoint SMS IPS DV10028
l Trellix Trellix Endpoint Security 10.7.0

Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-9543-ConnectorContent.aup

For instructions about installing the Content AUP updates on ESM and ArcMC, see Installation
Guide for Content AUP and Context Updates.
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Send Documentation Feedback
If you have comments about this document, you can contact the documentation team by
email. If an email client is configured on this computer, click the link above and an email
window opens with the following information in the subject line:

Feedback on Release Notes for ArcSight Content AUP-Categorization Updates 2025
(SmartConnectors 8.4.x)

Just add your feedback to the email and click send.

If no email client is available, copy the information above to a new message in a web mail
client, and send your feedback to MFI-Documentation-Feedback@opentext.com.

We appreciate your feedback!
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