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Copyright Notice
© Copyright 2022 Micro Focus or one of its affiliates

Confidential computer software. Valid license from Micro Focus required for possession, use or copying. The
information contained herein is subject to change without notice.

The only warranties for Micro Focus products and services are set forth in the express warranty statements
accompanying such products and services. Nothing herein should be construed as constituting an additional warranty.
Micro Focus shall not be liable for technical or editorial errors or omissions contained herein.

No portion of this product's documentation may be reproduced or transmitted in any form or by any means, electronic
or mechanical, including photocopying, recording, or information storage and retrieval systems, for any purpose other
than the purchaser's internal use, without the express written permission of Micro Focus.

Notwithstanding anything to the contrary in your license agreement for Micro Focus ArcSight software, you may
reverse engineer and modify certain open source components of the software in accordance with the license terms for
those particular components. See below for the applicable terms.

U.S. Governmental Rights. For purposes of your license to Micro Focus ArcSight software, “commercial computer
software” is defined at FAR 2.101. If acquired by or on behalf of a civilian agency, the U.S. Government acquires this
commercial computer software and/or commercial computer software documentation and other technical data subject
to the terms of the Agreement as specified in 48 C.F.R. 12.212 (Computer Software) and 12.211 (Technical Data) of the
Federal Acquisition Regulation (“FAR”) and its successors. If acquired by or on behalf of any agency within the
Department of Defense (“DOD”), the U.S. Government acquires this commercial computer software and/or commercial
computer software documentation subject to the terms of the Agreement as specified in 48 C.F.R. 227.7202-3 of the
DOD FAR Supplement (“DFARS”) and its successors. This U.S. Government Rights Section 18.11 is in lieu of, and
supersedes, any other FAR, DFARS, or other clause or provision that addresses government rights in computer software
or technical data.

For information about legal notices, trademarks, disclaimers, warranties, export and other use restrictions,
U.S.Government rights, patent policy, and FIPS compliance, see https://www.microfocus.com/about/legal/.

Trademark Notices
Adobe™ is a trademark of Adobe Systems Incorporated.

Microsoft® and Windows® are U.S. registered trademarks of Microsoft Corporation.

UNIX® is a registered trademark of The Open Group.

Documentation Updates
The title page of this document contains the following identifying information:

l Software Version number

l Document Release Date, which changes each time the document is updated

l Software Release Date, which indicates the release date of this version of the software
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To check for recent updates or to verify that you are using the most recent edition of a document, go to:

https://www.microfocus.com/support-and-services/documentation

Support

Phone A list of phone numbers is available on the Technical Support
Page: https://softwaresupport.softwaregrp.com/support-contact-information

Support Web Site https://softwaresupport.softwaregrp.com/

ArcSight Product Documentation https://www.microfocus.com/documentation/arcsight/

Contact Information

About this PDF Version of Online Help
This document is a PDF version of the online help. This PDF file is provided so you can easily print multiple topics from
the help information or read the online help in PDF format. Because this content was originally created to be viewed as
online help in a web browser, some topics may not be formatted properly. Some interactive topics may not be present
in this PDF version. Those topics can be successfully printed from within the online help.
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Document Revision History
The title page of this document contains the following identifying information:
l Software Version number, which indicates the software version.

l Document Release Date, which changes each time the document is updated.

To check for recent updates or to verify that you are using the most recent edition of a document, go to ArcSight Product
Documentation.

Date Product Version Description

MM/DD/YYYY X.X.X.X Description of change
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Release Notes for ArcSight Content-
Categorization Updates
This guide provides Release Notes for ArcSight Content-Categorization Updates.

Content AUP which is also known as ArcSight Content-Categorization Updates is delivered as
Patch and is available through ArcSight SmartConnectors License SKU, once every two weeks.
Customers who are still on legacy ArcSight product structure who have not migrated to
ArcSight Standard Edition license structure may obtain the AUP updates through most current
version of core product downloads. There is a list of signatures within which the categorization
gets modified which changes with every release.

Intended Audience

This guide provides information for IT administrators who are responsible for managing the
ArcSight SmartConnectors.

Additional Documentation

The ArcSight SmartConnectors documentation library includes the following resources:

l Installation Guide for ArcSight SmartConnectors, which provides detailed information
about installing SmartConnectors.

l Configuration Guides for ArcSight SmartConnectors, which provides information about
configuring SmartConnectors to collect events from different sources.

l Release Notes for ArcSight SmartConnectors, which provides information about the latest
release

For the most recent version of this guide and other ArcSight SmartConnector documentation
resources, visit the documentation site for ArcSight SmartConnectors.

Contact Information

We want to hear your comments and suggestions about this book and the other
documentation included with this product. You can use the comment on this topic link at the
bottom of each page of the online documentation, or send an email to Documentation-
Feedback@microfocus.com.

For specific product issues, contact Micro Focus Customer Care.
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December 2022 Updates

R1
Data Sources with New Signatures and Categorizations

The following data sources have new signatures and categorizations:

l Juniper IDP Content Version 3552
l McAfee Network Security Manager 10.9.39.3
l Palo Alto Networks PAN-OS 10.0.8
l Snort 3.0
l Sourcefire SEU 31470
l Symantec Network Security 7100 1499
l TippingPoint SMS IPS DV9737

Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-8969-ConnectorContent.aup

For instructions about installing the Content AUP updates on ESM and ArcMC, see Installation
Guide for Content AUP and Context Updates.
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November 2022 Updates

R2
Data Sources with New Signatures and Categorizations

The following data sources have new signatures and categorizations:

l Juniper IDP Content Version 3548
l McAfee Network Security Manager 10.9.39.2
l Microsoft AD FS
l Microsoft AD FS Auditing
l Oracle 10.x
l Palo Alto Networks PAN-OS 10.0.8
l Snort 3.0
l Sourcefire SEU 31440
l Symantec Network Security 7100 1489
l TippingPoint SMS IPS DV9735
l UNIX syslog

Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-8968-ConnectorContent.aup

R1
Data Sources with New Signatures and Categorizations

The following data sources have new signatures and categorizations:

l IBM X-Force XPU 4211.03174
l Juniper IDP Content Version 3544
l McAfee Network Security Manager 10.9.39.1
l Palo Alto Networks PAN-OS 10.0.8
l Snort 3.0
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l Sourcefire SEU 31350
l Symantec Network Security 7100 1481
l TippingPoint SMS IPS DV9730

Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-8967-ConnectorContent.aup

For instructions about installing the Content AUP updates on ESM and ArcMC, see Installation
Guide for Content AUP and Context Updates.
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October 2022 Updates

R2
Data Sources with New Signatures and Categorizations

The following data sources have new signatures and categorizations:

l InfoBlox NIOS
l Juniper IDP Content Version 3540
l McAfee Network Security Manager 10.9.38.5
l Oracle 10.x
l Palo Alto Networks PAN-OS 10.0.8
l ProofPoint TRAP 0.1
l ServiceNow Audit Logs v0.1
l Snort 3.0
l Sourcefire SEU 31350
l Symantec Endpoint Protection 11
l Symantec Network Security 7100 1469
l TippingPoint SMS IPS DV9724
l UNIX syslog

Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-8966-ConnectorContent.aup

R1
Data Sources with New Signatures and Categorizations

The following data sources have new signatures and categorizations:

l IBM X-Force XPU 4210.06215
l InfoBlox NIOS
l Juniper IDP Content Version 3536
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l McAfee Network Security Manager 10.9.38.2
l Mulesoft Audit Logs
l Palo Alto Networks PAN-OS 10.0.8
l Snort 3.0
l Sourcefire SEU 31350
l Symantec Network Security 7100 1463
l Terraform Audit Trails
l TippingPoint SMS IPS DV9718

Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-8965-ConnectorContent.aup

For instructions about installing the Content AUP updates on ESM and ArcMC, see Installation
Guide for Content AUP and Context Updates.
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September 2022 Updates

R2
Data Sources with New Signatures and Categorizations

The following data sources have new signatures and categorizations:

l Juniper IDP Content Version 3527
l McAfee Host Intrusion Prevention 7.0/8.0 content version 12408
l McAfee Network Security Manager 10.9.37.3
l Palo Alto Networks PAN-OS 10.0.8
l Snort 3.0
l Sourcefire SEU 31350
l Symantec Network Security 7100 1447
l TippingPoint SMS IPS DV9711

Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-8920-ConnectorContent.aup

R1
Data Sources with New Signatures and Categorizations

The following data sources have new signatures and categorizations:

l Cisco Cisco ISE 1
l Google Cloud Security Command Center
l IBM X-Force XPU 4208.18170
l Juniper IDP Content Version 3526
l Juniper Netscreen VPN SSL 1000
l McAfee Network Security Manager 10.9.37.3
l Microsoft Microsoft Windows Update Client
l Microsoft Windows
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l Palo Alto Networks PAN-OS 10.0.8
l Snort 3.0
l Sourcefire SEU 31350
l Symantec Network Security 7100 1445
l TippingPoint SMS IPS DV9711

Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-8918-ConnectorContent.aup

For instructions about installing the Content AUP updates on ESM and ArcMC, see Installation
Guide for Content AUP and Context Updates.
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August 2022 Updates

R2
Data Sources with New Signatures and Categorizations

The following data sources have new signatures and categorizations:

l Check Point CloudGuard IaaS
l IBM X-Force XPU 4208.18170
l Juniper IDP Content Version 3520
l McAfee Host Intrusion Prevention 7.0/8.0 content version 12336
l McAfee Network Security Manager 10.9.36.5
l Snort 3.0
l Sourcefire SEU 31350
l Symantec Network Security 7100 1426
l TippingPoint SMS IPS DV9705

Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-8834-ConnectorContent.aup

R1
Data Sources with New Signatures and Categorizations

The following data sources have new signatures and categorizations:

l IBM X-Force XPU 4208.05001
l Juniper IDP Content Version 3513
l McAfee Host Intrusion Prevention 7.0/8.0 content version 12336
l McAfee Network Security Manager 10.9.36.2
l Palo Alto Networks PAN-OS 10.0.8
l Snort 3.0
l Sourcefire SEU 31350
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l Symantec Network Security 7100 1417
l TippingPoint SMS IPS DV9700

Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-8832-ConnectorContent.aup

For instructions about installing the Content AUP updates on ESM and ArcMC, see Installation
Guide for Content AUP and Context Updates.
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July 2022 Updates

R2
Data Sources with New Signatures and Categorizations

The following data sources have new signatures and categorizations:

l Amazon securityhub
l F5 Big IP
l IBM X-Force XPU 4207.21164
l InfoBlox NIOS
l Juniper IDP Content Version 3513
l McAfee Host Intrusion Prevention 7.0/8.0 content version 12259
l McAfee Network Security Manager 10.9.35.4
l Snort 3.0
l Sourcefire SEU 31350
l Symantec Network Security 7100 1408
l TippingPoint SMS IPS DV9696
l UNIX syslog

Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-8824-ConnectorContent.aup

R1
Data Sources with New Signatures and Categorizations

The following data sources have new signatures and categorizations:

l IBM X-Force XPU 4207.07191
l Juniper IDP Content Version 3508
l McAfee Network Security Manager 10.9.35.1
l Palo Alto Networks PAN-OS 10.0.8
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l Snort 3.0
l Sourcefire SEU 31210
l Symantec Network Security 7100 1397
l TippingPoint SMS IPS DV9692
l VMWare ESX

Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-8816-ConnectorContent.aup

For instructions about installing the Content AUP updates on ESM and ArcMC, see Installation
Guide for Content AUP and Context Updates.
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June 2022 Updates

R2
Data Sources with New Signatures and Categorizations

The following data sources have new signatures and categorizations:

l Juniper IDP Content Version 3503
l McAfee Network Security Manager 10.9.34.2
l Palo Alto Networks PAN-OS 10.0.8
l Snort 3.0
l Sourcefire SEU 31210
l Symantec Network Security 7100 1385
l TippingPoint SMS IPS DV9687
l VMWare ESX

Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-8787-ConnectorContent.aup

R1
Data Sources with New Signatures and Categorizations

The following data sources have new signatures and categorizations:

l IBM X-Force XPU 4206.09161
l Juniper IDP Content Version 3500
l McAfee Host Intrusion Prevention 7.0/8.0 content version 12194
l McAfee Network Security Manager 10.9.34.1
l Palo Alto Networks PAN-OS 10.0.8
l Snort 3.0
l Sourcefire SEU 31210
l Symantec Network Security 7100 1379
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l TippingPoint SMS IPS DV9678
l VMWare ESX

Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-8782-ConnectorContent.aup

For instructions about installing the Content AUP updates on ESM and ArcMC, see Installation
Guide for Content AUP and Context Updates.
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May 2022 Updates

R2
Data Sources with New Signatures and Categorizations

The following data sources have new signatures and categorizations:

l CheckPoint Firewall-1
l Cisco Wireless LAN Controller 7.6
l IBM X-Force XPU 4205.19171
l Juniper IDP Content Version 3495
l McAfee Network Security Manager 10.9.33.3
l Palo Alto Networks PAN-OS 10.0.8
l Snort 3.0
l Sourcefire SEU 31210
l Symantec Network Security 7100 1365
l TippingPoint SMS IPS DV9678
l UNIX syslog
l VMWare ESX

Modified Signatures

The following signatures have been modified:

l ISS - RealSecure Network Sensor
l ISS - RealSecure Daemon
l ISS - issDaemon
l ISS - Desktop Controller
l ISS - RealSecure Guard
l ISS - RealSecure Third Party Module
l ISS - Proventia Server
l ISS - Inline Appliance
l ISS - M Series
l ISS - IS_Data_Bridge
l ISS - Event Collector
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l ISS - A Series
l ISS - G Series
l ISS - Proventia G
l ISS - SiteProtector
l iss - proventia g series
l ISS - RealSecure Network
l ISS - Proventia-G 1.1 and earlier
l ISS - Proventia Network IDS
l ISS - Proventia Network MFS
l ISS - Proventia Network Mail Security System
l ISS - Crossbeam Network IPS
l ISS - IBM Security Network Protection
l Device Event Class ID: RPC_Windows_Portmapper_Address_Overflow

OLD: /Host/Application/Service,,,/IDS/Network,,/Attempt,Source

NEW:
/Host/Application/Service,/Execute/Query,/Code,/IDS/Network,/Compromise,/Attempt,Source

l Symantec - Network Security
l Symantec - Endpoint Protection
l Device Event Class ID: 33667

OLD:
/Host/Application,/Execute/Query,/Exploit/Vulnerability,/IDS/Network,/Compromise,/Attempt
,Source

NEW:
/Host/Application,/Communicate/Query,/Redirection/Application,/IDS/Network,/Compromise,
/Attempt,Source

l VMWare - ESX
l Device Event Class ID: Command succeeded

OLD: /Host/Application,/Communicate/Response,,/Application,/Informational,/Success,Source

NEW: /Host/Application,/Execute/Response,,/Application,/Informational,/Success,Source

l Device Event Class ID: Find Missing Software

OLD:
/Host/Application,/Communicate/Response,,/Application,/Informational/Alert,/Success,Source

NEW: /Host/Application,/Found/Vulnerable,,/Application,/Informational,/Failure,Source
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l Device Event Class ID: Get All Softwares

OLD: /Host/Application,/Communicate/Response,,/Application,/Informational,/Success,Source

NEW: /Host/Application,/Execute/Response,,/Application,/Informational,/Success,Source

l Device Event Class ID: Got backing type

OLD: /Host/Application,/Communicate/Response,,/Application,/Informational,/Success,Source

NEW: /Host/Resource,/Communicate/Response,,/Application,/Informational,/Success,Source

l Device Event Class ID: Host changed

OLD: /Host/Application,/Communicate/Response,,/Application,/Informational,/Success,Source

NEW: /Network,/Communicate/Response,,/Application,/Informational/Alert,/Success,Source

l Device Event Class ID: Invoking Current Main

OLD: /Host/Application,/Communicate/Response,,/Application,/Informational,/Success,Source

NEW: /Host/Resource,/Communicate/Response,,/Application,/Informational,/Success,Source

l Device Event Class ID: Notifying updates

OLD: /Host/Application,/Communicate/Response,,/Application,/Informational,/Success,Source

NEW: /Host/Application,/Execute/Response,,/Application,/Informational,/Success,Source

l Device Event Class ID: Processing software status request

OLD: /Host/Application,/Communicate/Response,,/Application,/Informational,/Success,Source

NEW: /Host/Application,/Execute/Response,,/Application,/Informational,/Success,Source

l Device Event Class ID: Protection list read complete

OLD: /Host/Application,/Communicate/Response,,/Application,/Informational,/Success,Source

NEW: /Host/Resource/Storage
Device,/Communicate/Response,,/Application,/Informational,/Success,Source

l Device Event Class ID: Reading Protection list

OLD: /Host/Application,/Communicate/Response,,/Application,/Informational,/Success,Source

NEW: /Host/Resource/Storage
Device,/Execute/Response,,/Application,/Informational,/Success,Source

l Device Event Class ID: Reconciling protection list

OLD: /Host/Application,/Communicate/Response,,/Application,/Informational,/Success,Source

NEW: /Host/Resource/Storage
Device,/Communicate/Response,,/Application,/Informational,/Success,Source
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l Device Event Class ID: Running command

OLD: /Host/Application,/Communicate/Response,,/Application,/Informational,/Success,Source

NEW: /Host/Application,/Execute/Query,,/Application,/Informational,/Success,Source

l Device Event Class ID: Sending software status response

OLD: /Host/Application,/Communicate/Response,,/Application,/Informational,/Success,Source

NEW: /Host/Application,/Execute/Response,,/Application,/Informational,/Success,Source

l Device Event Class ID: Unset _accessible for datastore

OLD: /Host/Application,/Communicate/Response,,/Application,/Informational,/Success,Source

NEW: /Host/Resource/Storage Device,/Found,,/Application,/Informational,/Success,Source

l Device Event Class ID: Update on datastore

OLD: /Host/Application,/Communicate/Response,,/Application,/Informational,/Success,Source

NEW: /Host/Resource/Storage
Device,/Execute/Query,,/Application,/Informational,/Success,Source

File Name

ArcSight-8779-ConnectorContent.aup

R1
Data Sources with New Signatures and Categorizations

The following data sources have new signatures and categorizations:

l IBM X-Force XPU 4205.05174
l Juniper IDP Content Version 3490
l McAfee Host Intrusion Prevention 7.0/8.0 content version 12138
l McAfee Network Security Manager 10.9.33.2
l Palo Alto Networks PAN-OS 10.0.8
l Snort 3.0
l Sourcefire SEU 31210
l Symantec Network Security 7100 1355
l TippingPoint SMS IPS DV9664
l VMWare ESX

Modified Signatures

The following signatures have been modified:
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l Device Event Class ID: [1:40352]

OLD:
/Host/Application,/Communicate/Query,/Exploit/Vulnerability,/IDS/Network,/Compromise,/At
tempt,Source

NEW: /Host/Application,/Communicate/Query,/Code/Application
Command,/IDS/Network,/Compromise,/Attempt,Source

l Device Event Class ID: [1:40351]

OLD:
/Host/Application,/Communicate/Query,/Exploit/Vulnerability,/IDS/Network,/Compromise,/At
tempt,Source

NEW: /Host/Application,/Communicate/Query,/Code/Application
Command,/IDS/Network,/Compromise,/Attempt,Source

l Device Event Class ID: [1:40350]

OLD:
/Host/Application,/Communicate/Query,/Exploit/Vulnerability,/IDS/Network,/Compromise,/At
tempt,Source

NEW: /Host/Application,/Communicate/Query,/Code/Application
Command,/IDS/Network,/Compromise,/Attempt,Source

l Device Event Class ID: [1:40349]

OLD:
/Host/Application,/Communicate/Query,/Exploit/Vulnerability,/IDS/Network,/Compromise,/At
tempt,Source

NEW: /Host/Application,/Communicate/Query,/Code/Application
Command,/IDS/Network,/Compromise,/Attempt,Source

File Name

ArcSight-8770-ConnectorContent.aup

For instructions about installing the Content AUP updates on ESM and ArcMC, see Installation
Guide for Content AUP and Context Updates.
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April 2022 Updates

R2
Data Sources with New Signatures and Categorizations

The following data sources have new signatures and categorizations:

l Juniper IDP Content Version 3485
l McAfee Host Intrusion Prevention 7.0/8.0 content version 12138
l McAfee Network Security Manager 10.9.32.3
l Palo Alto Networks PAN-OS 10.0.8
l Snort 3.0
l Sourcefire SEU 31210
l TippingPoint SMS IPS DV9655

Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-8704-ConnectorContent.aup

R1
Data Sources with New Signatures and Categorizations

The following data sources have new signatures and categorizations:

• Juniper IDP Content Version 3480

• McAfee Network Security Manager 10.9.31.5

• Palo Alto Networks PAN-OS 10.0.8

• Snort 3.0

• Sourcefire SEU 31210

• Symantec Network Security 7100 Security Update 1328

• TippingPoint SMS IPS DV9655
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Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-8692-ConnectorContent.aup

For instructions about installing the Content AUP updates on ESM and ArcMC, see Installation
Guide for Content AUP and Context Updates.

April 2022 Updates

R2

Data Sources with New Signatures and Categorizations
The following data sources have new signatures and categorizations:

l Juniper IDP Content Version 3485
l McAfee Host Intrusion Prevention 7.0/8.0 content version 12138
l McAfee Network Security Manager 10.9.32.3
l Palo Alto Networks PAN-OS 10.0.8
l Snort 3.0
l Sourcefire SEU 31210
l TippingPoint SMS IPS DV9655

Modified Signatures
This release contains no Modified Signatures.

File Name
ArcSight-8704-ConnectorContent.aup
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R1

Data Sources with New Signatures and Categorizations
The following data sources have new signatures and categorizations:

• Juniper IDP Content Version 3480

• McAfee Network Security Manager 10.9.31.5

• Palo Alto Networks PAN-OS 10.0.8

• Snort 3.0

• Sourcefire SEU 31210

• Symantec Network Security 7100 Security Update 1328

• TippingPoint SMS IPS DV9655

Modified Signatures
This release contains no Modified Signatures.

File Name
ArcSight-8692-ConnectorContent.aup

For instructions about installing the Content AUP updates on ESM and ArcMC, see Installation
Guide for Content AUP and Context Updates.
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March 2022 Updates

R2
Data Sources with New Signatures and Categorizations

The following data sources have new signatures and categorizations:

l IBM X-Force XPU 4203.17165
l Juniper IDP Content Version 3474
l McAfee Network Security Manager 10.9.31.2
l Palo Alto Networks PAN-OS 10.0.8
l Snort 3.0
l Sourcefire SEU 2983
l Symantec Network Security 7100 Security Update 1318
l TippingPoint SMS IPS DV9649

Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-8686-ConnectorContent.aup

R1
Data Sources with New Signatures and Categorizations

The following data sources have new signatures and categorizations:

l Juniper IDP Content Version 3470
l McAfee Network Security Manager 10.9.31.1
l Palo Alto Networks PAN-OS 10.0.8
l Snort 3.0
l Sourcefire SEU 2983
l Symantec Network Security 7100 Security Update 1312
l TippingPoint SMS IPS DV9647
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Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-8678-ConnectorContent.aup

For instructions about installing the Content AUP updates on ESM and ArcMC, see Installation
Guide for Content AUP and Context Updates.
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February 2022 Updates

R2
Data Sources with New Signatures and Categorizations

The following data sources have new signatures and categorizations:

l Juniper IDP Content Version 3468
l McAfee Network Security Manager 10.9.30.4
l Palo Alto Networks PAN-OS 10.0.8
l Snort 3.0
l Sourcefire SEU 2983
l Symantec Network Security 7100 Security Update 1300
l TippingPoint SMS IPS DV9639

Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-8675-ConnectorContent.aup

R1
Data Sources with New Signatures and Categorizations

The following data sources have new signatures and categorizations:

l IBM X-Force XPU 4202.03165
l Juniper IDP Content Version 3465
l McAfee Host Intrusion Prevention 7.0/8.0 content version 12052
l McAfee Network Security Manager 10.8.30.1
l Microsoft Forefront Protection
l Palo Alto Networks PAN-OS 10.0.8
l Snort 3.0
l Sourcefire SEU 2983
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l Symantec Network Security 7100 Security Update 1290
l TippingPoint SMS IPS DV9636

Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-8667-ConnectorContent.aup

For instructions about installing the Content AUP updates on ESM and ArcMC, see Installation
Guide for Content AUP and Context Updates.
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January 2022 Updates

R2
Data Sources with New Signatures and Categorizations

The following data sources have new signatures and categorizations:

l IBM X-Force XPU 4201.19124
l Juniper IDP Content Version 3460
l McAfee Network Security Manager 10.8.29.5
l Palo Alto Networks PAN-OS 10.0.8
l Snort 3.0
l Sourcefire SEU 2983
l Symantec Network Security 7100 Security Update 1283
l TippingPoint SMS IPS DV9632

Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-8646-ConnectorContent.aup

R1
Data Sources with New Signatures and Categorizations

The following data sources have new signatures and categorizations:

l IBM X-Force XPU 4201.07111
l Juniper IDP Content Version 3456
l McAfee Host Intrusion Prevention 7.0/8.0 content version 12015
l McAfee Network Security Manager 10.8.29.3
l Palo Alto Networks PAN-OS 10.0.8
l Snort 3.0
l Sourcefire SEU 2983
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l Symantec Network Security 7100 Security Update 1273
l TippingPoint SMS IPS DV9630

Modified Signatures

This release contains no Modified Signatures.

File Name

ArcSight-8634-ConnectorContent.aup

For instructions about installing the Content AUP updates on ESM and ArcMC, see Installation
Guide for Content AUP and Context Updates.
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Send Documentation Feedback
If you have comments about this document, you can contact the documentation team by
email. If an email client is configured on this computer, click the link above and an email
window opens with the following information in the subject line:

Feedback on Release Notes for ArcSight Content-Categorization Updates 2022
(SmartConnectors 8.3)

Just add your feedback to the email and click send.

If no email client is available, copy the information above to a new message in a web mail
client, and send your feedback to Documentation-Feedback@microfocus.com.

We appreciate your feedback!
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