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Those topics can be successfully printed from within the online help.
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Chapter 1: Overview

This document provides information about the administration, configuration and use of Logger
7.3. It includes information on storage, receiver and forwarder configuration; working with
events; user management; and setup and maintenance considerations.

Introduction to Logger

Logger is a log management solution that is optimized for extremely high event throughput,
efficient long-term storage, and rapid data analysis. Logger receives and stores events;
supports search, retrieval, and reporting; and can optionally forward selected events. Logger
compresses raw data, but can always retrieve unmodified data on demand for forensics-quality
litigation data.

Logger is available in Appliance and Software form factors. The appliance-based solution is a
hardened, dedicated, enterprise-class system. The software-based solution is similar in feature
and functionality to the appliance-based solution, however, the software solution enables you
to install Logger on a supported platform of your choice. The software version is available as a
VMware virtual machine.

Logger 7.3 introduces the L8000 appliance, an enhanced version that combines attributes from
the appliance and software form factors. The L8000 comprises a larger internal memory (48
TB), handles a higher EPS rate (30k) and performs up to 50% better in searches compared to
earlier appliance versions.

(
IMPORTANT: You can verify the type of Logger you have from the console, by executing either or
both of these commands (as needed):

cat /etc/arcsight_model
cat /etc/OpenText_model

The output of these commands would be either your appliance model (L7700 or L8000) or No
such file or directory if you have a Logger Software form.

\
You can have a single Logger or as many as you need. Multiple Loggers can work together to
scale up to support extremely high event volume with search queries distributed across all
Loggers. Logger can be managed by ArcSight Management Center and that includes license and
configuration management.

ﬂ Note: Where there are no specific differences, all types of Logger are called Logger in this
document. Where there are differences, the specific type of Logger is indicated.
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Logger Events

An event consists of a receipt time, an event time, a source (host name or IP address), and a
message portion. Logger displays events in a table, with fields that describe the event. The user
can look and view the events using Search (Analyze > Search).

Logger receives structured data in the form of normalized Common Event Format (CEF) events
and unstructured data, such as syslog events. The file-type receivers configured on Logger only
parse event time from an event. Although Logger is message-agnostic, it can do more with
messages that adhere to the Common Event Format (CEF), an industry standard for the
interoperability of event- or log-generating devices.

Logger Features

The following sections provide an overview of key Logger features with links to relevant
sections of this guide.

Storage Configuration

Logger events can be stored either locally on any Logger or remotely on Logger Appliance
models using one Logical Unit (LUN). Using a Network File System (NFS) as primary storage for
events is not recommended.

The Logger Appliance includes onboard storage for events. Some Logger models include RAID 1
or RAID 5 storage systems.

An NFS or a CIFS system can be used for archiving Logger event data and configuration
information such as Saved Searches.

The storage volume (data storage's identifiable unit), either external or local, can be divided
into multiple storage groups, each with a separate retention policy. 2 storage groups are
created when Logger is first configured. Up to 48 storage groups can be added later. For more
information on storage strategy, refer to the Installation Guide. For more information on event
storage, see "Storage" on page 449.

Receiver Configuration

Logger receives events as Common Event Format (CEF) messages, syslog messages, encrypted
SmartMessages, or by reading log files. Traditionally, syslog messages are sent using User
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Datagram Protocol (UDP), but Logger can receive syslog and CEF messages using the more
reliable Transmission Control Protocol (TCP) as well. You can also configure the Logger to read
event data or log files from a CIFS host.

Logger can also read events from text log files on remote hosts. Each event must include a
timestamp. Logger can be configured to poll remote folders for new files matching a filename
pattern. Once the events in the new file have been read, Logger can delete the file, rename it,
or simply remember that it has been read. Logger can read remote files on network drives
using SCP, SFTP, or FTP protocol, or using a previously-established NFS or CIFS mount or, on
some Logger Appliance models.

Logger can receive events from SmartConnector, ESM, Transformation Hub, and files.

N\ Forwarder
L & Receiver

Log File

D

Syslog

Syslog

Forwarder SmartConnector

Enterprise
Security
[NELET

Forwarder
Enterprise
Security
[ ELE:

ﬁ Receiver
»>

Forwarding
SmartConnector

SIEM Message Hub Receiver

Receiver

Syslog

Forwarder SmartConnector

Forwarder SIEM Message Hub

Logger may also receive events from a Transformation Hub and ArcSight Manager as CEF-
formatted syslog messages. These events are forwarded to Logger through a special software
component called a Forwarding SmartConnector that converts the events into CEF-formatted
syslog messages before sending them to Logger.

* For more information on setting up receivers, see "Receivers" on page 343.

¢ For more information on setting up SmartConnectors, refer to the Logger Installation
Guide.

* For more information on collecting events from ESM, refer to the Logger Installation
Guide.
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Analyzing Events

Events can be searched, retrieving a table of events that match a particular query. Queries can
be entered manually or automatically (by clicking on terms in the event table). Queries can be
based on plain English keywords (full-text search), predefined fields, or specified as regular
expressions. Logger supports a flow-based search language that allows you to specify multiple
search commands in a pipeline format.

By default, a Logger queries only the primary data store even if peer Loggers are configured.
However, you can configure it to distribute a query across peer Loggers of your choice.

Queries can be saved as a filter or as a saved search. Saved filters can be used to select events
for forwarding or to filter for the same things later. A Saved Search is used to export selected
events or to save results to a file, typically as a scheduled task.

The following topics provide more information about analyzing events:

e "Searching for Events" on page 103
e "Filters" on page 306
e "Saved Searches" on page 310

e "Parsers" on page 372

Grouping Events

The combination of a source IP address and a Logger receiver is called a device. As events are
received, devices are automatically created for each IP/receiver pair. Devices can also be
created manually.

Devices can be categorized by membership in one or more device groups. While an incoming
event belongs to one and only one device, it can be associated with more than one device

group.

Storage rules associate a device group with a storage group. Storage rules are ordered by
priority, and the first matching rule determines to which storage group an incoming event will
be sent.

Device groups, devices, storage groups, and peer Loggers can each be used to filter events
using Search Constraints, which can be specified interactively on the Analyze page as well as
when creating filters or Saved Searches.

The following topics provide more information about grouping events:
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e "Event Archives" on page 462
e "Storage Rules" on page 452
e "Searching Peers (Distributed Search)" on page 115

Exporting Events

A Logger Appliance can export events to various sources. Events that match the current query
can be exported locally, to a NFS mount, a CIFS mount, as a file.

Events from a Logger Software form can be exported locally to the Logger (to the
<Logger-install-dir>/data/logger directory) or to the browser from which you connect to
the Logger. The <Logger-install-dir>/data/logger directory can be mounted to an NFS or
CIFS.

Events from a Logger Appliance L8000 can be exported locally to the Logger (to the
/opt/softlogger/data/logger directory) or to the browser from which you connect to the
Logger. The /opt/softlogger/data/logger directory can be mounted to an NFS or CIFS.

Events can be exported in Comma-Separated Values (CSV) format for easy processing by
external applications or as a PDF file for generating a quick report. A PDF report includes a
table of search results and charts (if generated). Both raw (unstructured data) and CEF events
(structured data) can be included in the PDF exported report.

Events in Common Event Format (CEF) have more columns defined, making the data more
useful, but non-CEF events can be exported as well, if desired. The user can control which fields
are exported.

Exports can be scheduled to run regularly by creating a Saved Search Job. First, a Saved Search
is created, either manually or by saving a query on the Analyze page. A Saved Search can be
based on an existing filter. A Saved Search Job combines one or more Saved Searches and a
schedule with export options.

The following topics provide more information about exporting events:

e "Exporting Search Results" on page 133
e "Time/NTP" on page 525
» " Scheduled Searches/Alerts" on page 312

Forwarder Configuration

Logger can send events (as they are received or stored events) to other hosts using UDP or TCP,
to a Logger, SmartConnector, Transformation Hub or to an ESM. The events sent to a particular
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host can be filtered by a query. Outgoing syslog messages can be configured to either pass the
original source IP and timestamp or to use Logger's “send time” and IP address.

Logger can send CEF events directly to an ArcSight Manager using its built-in SmartConnector.
Logger can act as a funnel, receiving events at very high volumes and sending fewer, filtered
events on to an ArcSight Manager, as depicted under "Logger can act as a funnel, forwarding
selected events to ESM" on the next page.

The following topics provide more information about forwarding events:

e "Forwarders" on page 378
e "ESM Destinations" on page 396

e "Transformation Hub Destinations" on page 399

User Management

User accounts can be created by the Logger administrator for different users of the system.
User accounts inherit privileges from the User Group to which they belong. User Groups can
have an enforced event filter called Search Group filters applied to them. This will limit the
events that a specific user can see.

The following topics provide more information about user management:

e "Users/Groups" on page 563
e "Change My Password" on page 582
e "Search Group Filters" on page 309

Other Setup and Maintenance

Logger configuration settings, such as receivers, filters, saved search jobs, and so on—
everything except events—can be backed up as a configuration backup file to any disk and later
restored.

Logs detailing Logger activity can be downloaded through the browser on demand, for
debugging or other reasons. Other system information is available for viewing. Some system
settings can be modified and will require a system reboot or restart for the changes to take
effect.

The LoggerAppliance can be rebooted using controls in the user interface. For Logger Software
form, the Logger service and related processes can be restarted. Follow instructions in "Logger
Software form Command Line Options" on page 589 to start, stop, or restart Logger Software
form.

The following topics provide more information about setup and maintenance:
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e "Configuration Backup and Restore" on page 492
o "Retrieve Logs" on page 474

* "Storage" on page 543

e "System" on page 518

e "License & Update" on page 532

¢ "Network" on page 519

Deployment Scenarios

Typically, Logger is deployed inside the perimeter firewall with a high degree of physical
security to prevent tampering with the collected event information. Logger does not require
other ArcSight products. It receives and forwards syslog and log file events created by a wide
variety of hardware and software network products.

Logger also inter-operates with ESM as shown in the following figures. A typical use of Logger is
to collect firewall or other data and forward a subset of the data to ArcSight Manager for real-
time monitoring and correlation, as shown below. Logger can store the raw firewall data for
compliance or service-level agreement purposes.

Logger can act as a funnel, forwarding selected events to ESM

SmartConnector
SmartConnector

[T

Deployment Scenarios Page 32 of 767



Administrator's Guide
Chapter 1: Overview

Logger can store events sent by ESM
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Setting up Search Heads for Faster Peer Searches

If you have several peered Loggers and many users that need to search at the same time, you
can set up your Loggers so that some of them are used for receiving, storing, and forwarding
events, and others are used only for searching their peers.

A node is any peered Logger used for receiving, storing, and forwarding events. A search head
is a peered Logger that is only used for searching. Search heads do not forward, receive, or
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store events. To take advantage of search heads, you must set up your architecture so that no
data is sent to the Loggers that will be used as the search heads.

Receive, forward, and store events Send Events to Logger nodes with

Run peer searches from on 1-100 peered Logger nodes any number of SmartConnectors

1-10 Logger search heads § q §

1l 1) 41 qnin
il < < <
Ig:l q q

e 1 &

Tip: For best search speed, both nodes and search heads require a minimum of 16 GB RAM.
Micro Focus recommends 32 GB RAM.

Once this configuration is in place, ten users can log into the search head and run searches
across ten specified nodes at the same time. You can scale this out to enable 100 users to run
concurrent searches by setting up ten search heads.

Sending IPv6 Data to Logger

You can send IPv6 data to Logger by using SmartConnectors, version 7.5.0 or higher. For more
information, see "Configuring a SmartConnector to Send Events to Logger" on page 632 and
refer to the SmartConnector User's Guide for information and instructions.

Once your Logger has IPv6 data, you can filter for IPv6 addresses, just like IPv4 addresses. See
"Searching for IPv6 Addresses" on page 118.

Centralized Management

Micro Focus Secure Open Data Platform ArcSight Management Center provides centralized
management for Loggers and connectors with a single panel view of all managed ArcSight
products.

Using ArcSight Management Center, you can create or import configurations for managed
products, and then rapidly push them to products of the same type across your network,
ensuring consistent configuration for managed products with one action. You can perform a
variety of remote management tasks, singly and in bulk, on Loggers, and connectors. Logger
tasks you can perform using ArcSight Management Center include initial configuration, peer
configuration, and user management.

For more information, consult your sales representative or refer to the ArcSight Management
Center Administrator’s Guide
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Running Logger on Encrypted Appliances

[ J This topic applies to the L7700 Logger Appliance models only.

Logger can run on encrypted hardware to help you to meet compliance regulations and privacy
challenges by securing your sensitive data at rest.

You can encrypt your Logger Appliance L7700 by using Micro Focus Secure Encryption,
available from the Server Management Software > Secure Encryption web page. For
instructions, refer to the Micro Focus Secure EncryptionMicro Focus Installation and User
Guide, available in PDF and CHM formats through the Technical Support / Manuals link on that

page.

Logger Appliances come pre-installed with everything necessary to use the Micro Focus Secure
Encryption. The encryption time will vary depending on the amount of data on the server. You
can continue using Logger during the encryption process. After the encryption, you can
perceive some performance degradation.

I After encryption, you cannot restore your Logger to its previously unencrypted state.

Connecting to Logger

You can connect to Logger and log in with most browsers, including Chrome and Firefox. Refer
to the Release Notes for a list of browsers supported in this release.

To connect and log into Logger:

1. Use the URL configured during Logger installation to connect to Logger through a
supported browser.

For L7700 Appliance For Logger Software form For L8000 Appliance

https://<hostname or https://<hostname or IP https://<hostname or IP

IP address> address>:<configured_port> address>:<configured_port>

The End User License Where the hostname or IP address is Where the hostname or IP address is

Agreement is displayed.  the system on which the Logger the system on which the Logger

Review and accept the software is installed, and configured_ software is installed, and configured_

EULA port is the port set up during the Logger port is the port set up during the Logger
installation, if applicable installation, if applicable

2. The Login screen opens.
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Enter your Username and Password, and click SIGN IN. Use the following default
credentials if you are connecting for the first time or have not yet changed the default
credentials:

Username: admin

Password: password

* If login succeeds, the Summary page (Logger’s default home page) is displayed. For
information on the Summary page see "Summary" on page 43

e If login fails, the message Authentication Failed is displayed at the top of the login
screen. Enter the correct username and password combination to try again.

ﬂ Note: The first time you log in with the default user name and password, you will be
required to change the password.

Depending on your system administration settings, the following options maybe also be
available.

* Forgot Password?: A “Forgot Password?” link is displayed if your Logger is configured to

show it. Click this link to change your password. For more information on the Forgot
Password link, see "Enabling Forgot Password" on page 567.

¢ Use Local Authentication: The “Use Local Authentication” checkbox is always displayed,
but only becomes active when a login attempt fails. By default, this option is available only
for the default admin. For more information on the Use Local Authentication option, see
"Local Password" on page 564.

Navigating the User Interface

A navigation and information bar (navbar) runs across every page in the user interface.

<X Summary e | EPSIn:0  EPSOut:0  CPU:4% | 9.3, | @— DarkTheme | Help About

Menus, Take Me To, NavBar, and Bar Gauges

The Summary, Analyze, Dashboards, and Reports menu tabs provide access to various Logger
functions and data. You can configure system settings and administrative functions in the
Configuration and System Admin menus.

NavBar

To access any Logger function, click the navigation bar located at left side of the page.
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m Summary:

Provides summarized event information of your Logger in one
screen. Available options in the Summary menu are discussed

in "Summary" on page 43.

n Analyze:

Allows you to execute and analyze searches, alerts, and live
events. Available options in the Analyze menu are discussed
in "Searching and Analyzing Events" on page 75.

E Dashboard:

Displays several out-of-box dashboards. You can also
customize dashboards as needed. Available options in the
Dashboards menu are discussed in "Dashboards" on page 47.

E Reports:

Enables you to create, view, save, and export reports.
Available options in the Reports menu are discussed in
"Reporting" on page 157.

qurat
Configuration:

Allows you to configure and manage receivers, forwarders,
devices, device groups, SmartConnectors, and filters.
Available options in the Configuration menu are discussed in
"Configuration" on page 306.

System Admin:

Create and manage users and user groups, configure security
settings, SMTP, and other system settings. Available options
in the System Admin menu are discussed in "System Admin"
on page 518.

Admin:

Access Logger options and logout.

<§: Logger

M Summary

Q Analyze

@ Dashboard

|2| Reporis

» Configuration

Eﬁ System Admin

You can also expand/collapse the navigation bar by clicking theb icon if needed. EPS and CPU
usage can also be displayed in the right top corner of this page.

NavBar
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Take Me To Navigation Box

To the right of the menu tabs, the Take me to... navigation box provides a quick and easy way
to navigate to any location in the Ul. You can navigate to any Logger feature simply by starting
to type the feature’s name. You can access the Take me to... navigation box by clicking in it or
by using any of these hot keys: Alt+0, Alt+P, or Ctrl+Shift+0. As you type, a list of matching
features will be displayed. Click an item from the list or press enter to go to the specified
feature. You can open the help for the current page by typing help in the Take me to... search

box.
Devices
Q, Take meto Device Groups

I Note: Take me to navigation box has been disabled for the overall reports section. Instead, the
user can be redirected to an specific report by typing: Reports: YourReportSearch. For example:
Reports:Most C

Bar Gauges

The bar gauges at the top right of the screen provide an indication of the throughput and CPU
usage. For more information, please see "Dashboards" on page 47.

EPSIn: O EPSOut: 0 CPU: 6%

The range of the bar gauges can be changed on the Options page. For more information,
please see "Logger Options and Logout" on page 40.

Server Clock, Help and About

The server clock is shown to the right of the bar gauges, along with the dark theme, Help, and
About.

09:30 | @— DarkTheme | Help About

The server clock displays the Logger server’s system time. This may be different from the user’s
local time.

To access the online help: From the top corner of any user-interface page, click the Help text.
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Tip: The latest Logger documentation is available in Adobe Acrobat PDF format, through the
Micro Focus Security Community.

To access version information about your Logger: From the top corner of any user-interface
page, click the About text.
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Changing the Display Theme

About

Logger Ul displays the dark theme as default.

EPSIN:0 EPSOut:0  CPU: 14%

1537 | @ DarkTheme | Help About

Summary

Global Summary
ed from 2020/06/22 13:02:51:594 PDT to 2020/06/22 15:36:32:505 PDT = Add Data

7 Event Summary by Device

Event Summary by Agent Severity vent Summary by Agent Type

To switch from default to a daylight theme:

1. Before switching from one theme to the other, save any unsaved work.

2. From the header menu, click the icon.

Dark theme (default) is appropriate for a dark room environment to reduce glare. The daylight
theme is appropriate for a lighted room.

[ « Tip Reports can be visualized in more detail using the daylight theme.

Logger Options and Logout

The Options page enables you to set the default start page (home page) for all users as well as
individual users start pages, upload a custom logo, set the EPS input and output, and set a
warning message for system storage.

Changing the Display Theme Page 40 of 767



Administrator's Guide
Chapter 1: Overview

To access the Options page:

From the navigation bar of any user interface, click the admin icon and then select
Options.

To Login/Logout:

From the navigation bar, click the admin icon and then select Logout. You will be returned
to the Login screen.

Logging out is good security practice, to eliminate the chance of unauthorized use of an
unattended Logger session. Logger automatically logs you out after a user-configurable length of
time (15 minutes by default). To change this length of time, see "Users/Groups" on page 563.

Simply closing the browser window does not automatically log you out. Click the Logout link to
prevent the possibility of a malicious user restarting the browser and resuming your Logger
session.

Customizing the Maximum EPS

You can set the maximum rate on the EPS In and EPS Out bar gauges by using the EPS Input
rate bar gauge max and EPS output rate bar gauge max dropdowns in the Options menu. If
the event rate exceeds the specified maximum, the range is automatically increased.

Customizing the Logo

The Upload a logo (PNG file) option in the Options menu enables you to replace the Micro
Focus Logger logo with your custom logo. The logo must be in PNG format. The recommended
logo size is 175 X 50 pixels and the maximum file size is 1MB.

175 by 50 pixel logo:

To display a custom logo:

1. From the Options menu, click Browse, navigate to the logo you want to use, and click
Open. The name of your logo is displayed by the browse button.

2. Then uncheck Show default logo. The custom logo will be displayed on the login page and
on the menu bar.
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To display the default Micro Focus logo:

Check the Show default logo checkbox.

Customizing the Start Page

To set your own personal start page:

From the Personal section of the Options menu, select one of the start page options.

Personal

Default start page for admin . Use default for all users v

Use default for all users

Summary

Analyze
Dashboards
Reports Dashboard

The Default start page for all users option indicates which user interface page is displayed
after a user logs in. You can set the default start page (home page) for all users and specific
start pages individual users. Refer to the following table for information on how to configure a
specific start page.

If you want to set... Configure the...

The same start page for  Default start page for all users option to the desired page.

Il . . . . . ) .
all users This is a global setting for your Logger. To override this setting, configure a different

start page for specific users by using the Default start page for <username> option.

When you set Default start page for all users option to Dashboards, the Monitor
Dashboard is the default dashboard displayed for all users, except users who have
configured other dashboards as their defaults, as described in "Setting a Default
Dashboard" on page 73.

A different start page for Default start page for <username> option to the desired page.

specific users . . . .
P This setting overrides the global Default start page for all users setting.

When this option is set to “Use default for all users,” the global default page (Default
start page for all users) value is used for all users.
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If you want to set... Configure the...

A specific dashboard for  Default start page for <username> option to Dashboards.

a specific user The Monitor Dashboard is the default dashboard displayed for all users. However, if you

OR want to display a different dashboard for one or more users, set the desired dashboard
as the default when logged in as those users. For details, see "Setting a Default

A specific dashboard for
P Dashboard" on page 73.

all users

Logger User / Roles Report

The user can render a report listing all the users and their respective roles. To access this
report, click the download button from the export section of the Options menu.

Tip: Make sure to have manage user group permissions. Otherwise, this functionality will not be
displayed. For more information, see "Setting Logger User Permissions" on page 578.

System Storage

Logger now allows you to display a warning at a specific storage space available. This alert
message prevents Logger from being unresponsive due to a lack of memory. To configure the
alert, update the System Storage section of the Options page.

You can specify the storage space limit using a Fixed (specific number of gigabytes or
terabytes) or a Percentage value. Once the quantity has reached, the warning displays on the
Summary page only.

To disable the alert message, set to false the options.storage.isCheckEnabled property in
the logger.properties file.

Summary

Logger’s default home page is the Summary page. For information on how to use a different
page as your home page, see "Logger Options and Logout" on page 40. The Summary page is a
dashboard that provides summarized event information about your Logger in one screen. It
enables you to gauge incoming events activity and the status of indexing. The events that are in
Logger’s primary storage (not aged out due to retention or archived data) are used to generate
the summary information.

Logger's home page, the Summary page, displays data in four panels. Each panel is displayed in
a donut chart by default. You can change the display setting for each panel by clicking the
appropriate icon.
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® Select for a list.
e Select MU fora column chart.

e Select O foradonut chart.

events displayed in that chart. If the number of events is more than 1000, the event total is

ﬂ Note: Donut charts display an event total in the middle of the donut. This is the total number of
displayed using the appropriate standard metric prefix (k, M, G, T).

The panels on the Summary page can display up to 30 items. If there are more than 30, the
panels display the top 30, by count.

Logger’'s Home Page: The Summary Page

Q Takemeto EPSIn: 0  EPSOut:0  CPU: 15% 1520 | @— DarkTheme | Help About

Global summary

There are 3,371 events indexed from 2020/06/22 13:02:51:594 PDT to 2020/06/22 15:16:32:480 PDT [EV-ETL.FTHY

Event Summary by Receiver O  EventSummary by Device o

® Logger Infernal Event Device ® 127.00.1
TLS TH RECEIVER 15.214.142.118
® 15.214.137.67

ol »

Event Summary by Agent Severity ©  Event Summary by Agent Type [e]
m 1 m logger

" 2

m Very-High

Point to a column, donut slice, or item in the legend to display information about it. For even
more details, you can drill down to view the events by a specific resource—receiver, device,
agent severity, or agent type. To do so, click the column, donut slice, or list resource to search
for those events. The Search page opens and the search box is automatically populated with
the search that generated the information you clicked on the Summary page. The Start and End
fields are populated with the time of oldest events stored on your system (that have not aged
out due to retention) and the current time, respectively.

For example, if you click Logger Internal Event Device under Event Summary by Receiver, the
Analyze > Search page opens with the following query populated:

roup in ["Logger Internal Event Device™] ) All Fields ~  Customfimerange W
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and the search is automatically run. If desired, you can further refine the search query to filter
the search results to suit your needs. Click Go! to run the search again. For more information,
see "Running a Search" on page 104.

You cannot change or add other panels to the Summary page. If you need to display other
information, you can create a custom Dashboard as described in "Dashboards" on page 47.

The information displayed on the Summary page is for your local Logger only, and does not
include information about peer Loggers even if peers are configured.

Summary Dashboard Panels

¢ Global Summary: The number of events indexed on your Logger during the time period
displayed on the screen. This time period is dependent on the retention policy set on your
Logger. The start is the time of the oldest event stored in the Logger since the Logger was
restarted, that has not aged out due to retention; the end time is current time. The Add
Data ( IITIETH) button at the top opens the Receivers page where you can add and
manage the receivers that put log data into your Logger. For more information on
managing receivers, see "Receivers" on page 343.

I Note: Global Summary and Search page might differ significantly in the amount of events
displayed as search time granularity used in both pages is different.

¢ Event Summary By Receiver: The list of receivers configured on your Logger, the number
of events received on each receiver (that are in Logger’s primary storage, not aged out due
to retention or archived data), and the timestamp of the last event received on each
receiver. If a receiver is deleted, the summary information for it will continue to display
until the events received on it age out from Logger’s primary storage. However, the
receiver name is changed to the receiver ID (a numerical string) associated with the
deleted receiver.

e Event Summary By Device: A device is a named event source, comprising of an IP address
(or hostname) and a receiver name. The Devices panel lists devices configured on your
Logger, the number of events received on each device (that are in Logger’s primary
storage, not aged out due to retention or archived data), and the timestamp of the last
event received on each device. If a device is deleted, the summary information for it will
continue to display until the events received on it age out from Logger’s primary storage.
However, you cannot click the device name to view the events associated with the deleted
device.

¢ Event Summary By Agent Severity: The list of severity levels of the incoming events from
SmartConnectors to your Logger, the number of events received of each severity level, and
the timestamp of the last event received of each severity level. Only events in Logger’s
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primary storage (not aged out due to retention or archived data) are considered when
summarizing this information.

e Event Summary By Agent Type: The list of SmartConnectors sending events to your
Logger, the number of events received from each SmartConnector (for events that are in
Logger’s primary storage, not aged out due to retention or archived data), and the
timestamp of the last event received from each SmartConnector. If a SmartConnector is
deleted, the summary information for it will continue to display until the events received
from it age out from Logger’s primary storage.

The Effect of Search Group Filters on the Summary Page

Search Group filters that enforce privileges on storage groups are applied to the content
displayed on the Summary page. However, Search Group filters that enforce privileges on
device groups are not applied. Therefore, the Summary page includes counts of events in
device groups to which a user does not have privileges. However, if the user tries to drill down
to view events, search results in accordance with access privileges are returned as the search
qguery is run on the Analyze page, which enforces all types of Search Group filters. Similarly, if a
Search Group filter enforces privileges on both, storage groups and device groups, only the
storage group enforcement is applied on the Summary page.
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The following topics provide an overview of how to connect to Logger, and explores Logger's
dashboards. Logger includes standard dashboards that display the real-time and historical
status of receivers and forwarders as well as storage, CPU, and disk usage statistics. You can
create your own dashboards for an all-in-one view of Logger information that is of interest to
you.

You can select and view any of several out-of-box dashboards or create and display your own
custom dashboard.

Each Logger dashboard contains one or more panels of these types:

e Search Results: Search Results panels display events that match the query associated with
the panel.

e Monitor: Monitor panels display the real-time and historical status of various Logger
components such as receivers, forwarders, storage, CPU, and disk.

e Summary: Summary panels display summarized event information about your Logger—the
number of events received of a specific resource or field type, and the time stamp of the
last event received for that resource or field type.

Out-of-Box Dashboards

Logger comes with several out-of-box dashboards, described below. The Monitor dashboard is
displayed by default unless you configure another dashboard to display as your default.

e The Event Count dashboard, described in "The Event Count Dashboard" on page 58,
displays how many events each receiver or forwarder handled.

e The Intrusion and Configuration Events dashboard, described in "The Intrusion and
Configuration Events Dashboard" on page 57, displays information about configuration
changes and intrusions on your system.

e The Login and Connection Activity dashboard, described in "The Login and Connection
Activity Dashboard" on page 58, displays information about login and connection activity
on your system.

e The Monitor dashboard displays the Summary panel, which shows the status of CPU Usage,
Event Flow, Receivers, Forwarders, and Storage Groups in a summarized view. The other
panels available in this dashboard are Platform, Network, Logger, Receivers, Forwarders,
and Storage. These views are described in detail in "The Monitor Dashboard" on page 49.

You cannot change or adjust the panels available in the out-of-box dashboards, except the
System Overview dashboard (see "The System Overview Dashboard" on page 56). However,
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you can add specific Search Results panels to a custom dashboard, as described in "Creating
and Managing Custom Dashboards" on page 68.

You can add also Monitor and Summary panels to it. These panels provide the same
information available through the default Monitor dashboard and the default Summary
dashboard, however in a modular form that enables you to choose specific views. (see
"Summary" on page 43 for more information about default Summary dashboard.)

For example, if you want to view the EPS for the last 4 hours on all receivers, add the panel
Type “Monitor Graph”, and select “(Logger) All EPS Out-All EPS In - 4 hour” as the Graph, or if
you want to view the EPS on Forwarders in a table form, select the “Monitor (Forwarders)”
panel Type. Similarly, if you want to view only the summary information for receivers on your
Logger, add the panel of Type “Summary (Receivers)”. Besides the four Summary panels (Agent
Severities, Agent Types, Receivers, and Devices), you can also create a user-defined Summary
panel in which you can select any indexed, non-time field by which you want to categorize
event summary. For example, if you want to add a Summary panel to display event summary
categorized by “destinationAddress”, you can add a panel of Type “Summary (User Defined)”
for this field if it is indexed on your Logger.

You can also drill down on any of the resources listed in Monitor and Summary panels you add
to view events by a specific resource or field value on the Analyze (Search) page. For example,
you can click on a storage group in a Monitor panel to view its events in the last 24 hours, or
you can click on an event name “Network Usage - Inbound” to view all events of that name in
the last one hour. Additionally, you can access the Configuration page for any of the resources
listed in the Monitor panels to configure them. For example, if you want to configure a
receiver, click the Configure link on top of the Monitor (Receiver) panel.

Search Group filters that restrict privileges on device groups are not enforced on Summary
panels. Therefore, Summary panels include counts of events in device groups to which a user
does not have privileges. However, if the user tries to drill down to view events, search results
in accordance with access privileges are returned as the search query is run on the Analyze
page, which enforces all types of Search Group filters. Similarly, if a Search Group filter
enforces privileges on both, storage groups and device groups, only the storage group
enforcement is applied on Summary panels.

Users can create both shared and private dashboards.

e Shared dashboards are visible to all users with the appropriate privileges.
e Private dashboards are visible only to the creator or users with "admin" privileges.

e Only the creator or users with "admin" privileges can edit or delete dashboards of either
type.
A user accessing a shared dashboard must have privileges to view the information displayed in
the dashboard; otherwise, the information to which they do not have the privileges is not
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displayed, and the associated panel displays a message that indicates the reason for the
undisplayed information.

Managing Out-Of-Box Dashboards

Each dashboard displays the search results of a Saved Search found in the standard system
content along with the time and date the query was most recently refreshed.

While you cannot update the system content used in the out-of-box dashboard, you can then
edit the search to meet your needs, save your changes, and use your new saved search in your
own dashboard to find exactly what you are interested in. To create a new dashboard, follow
the instruction in "Creating and Managing Custom Dashboards" on page 68.

complete before the chart is displayed. This can take some time if there are a large number of

ﬂ Note: Dashboards that display charts are aggregated queries. Therefore, the entire search must
events.
[ ]

The dashboards are not automatically refreshed. Click refresh #| to refresh the search
results.

¢ Click View on Search Page to open the Analyze > Search page and run the Saved Search
automatically.

e Click a chart value (a column, bar, or donut section) to drill down to events with specific
field values. Drill-down is not available for dashboards that display tables.

Chart Drill-Down

When you click on a chart value (a column, bar, or donut section), the query is rerun on the
Analyze > Search page with an additional WHERE operator clause that includes the field name
and value you clicked on the chart.

The drill-down information includes a histogram and a table of the search results. You can drill
down on the histogram for further information. For more information on drilling down on a
histogram, see "Histogram Drill Down" on page 125.

modified. If you need to return to the dashboard from the drill-down screen, use the Back

ﬂ The saved search query associated with the Search Results panel in the dashboard is not
function of your browser.

The Monitor Dashboard
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The Monitor Dashboard, displayed by default, contains the real-time and historical status of

receivers, forwarders, and storage, CPU, and disk usage statistics. On Logger Software form,

the CPU and disk usage statistics indicate the total use of these resources on the system, not
just the use of these resources by the Logger process.

The Monitor panels, available through a menu display Summary, Platform, Network, Logger,
Receivers, Forwarders, and Storage information. You cannot change or adjust any of these out-
of-box panels, but you can create your own dashboards to monitor the things in which you are
most interested. For more information, see "Creating and Managing Custom Dashboards" on
page 68.

All monitor panels, except the Summary panel, include a menu for duration control. The
Summary panel has buttons instead. In both cases, you can choose one of the following time
spans for historical data: 4 hours, 24 hours, 7 days, 30 days, 90 days, or 365 days. As you move
your pointer over the data, more details are displayed. In the case of dashboards that displays
two fields, details of both are displayed, and a legend indicates the color that represents each
field.

In these dashboards, events per second (e/s) are displayed using standard metric prefixes (k,
M, G, T) for numbers over 1000. Numbers under 1000 are displayed as integers.

The System Overview dashboard provides a different view of these panels. See "The System
Overview Dashboard" on page 56 for more information about that view.
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Monitor Dashboard Summary Panel

The Summary panel, displayed by default, shows the status of CPU Usage, Event Flow,

Receivers, Forwarders, and Storage Groups in a summarized view.

Monitor dashboard - Summary panel

Monitor ~| > Summary
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On the Summary panel, click on a Receiver, Forwarder, or Storage Group name to jump to the
Search page and include the selected resource in the query.

Additionally, you can click Configure to open the Configuration page for Receivers, Forwarders,
and Storage Groups.

"

Monitor Dashboard Summary Panel

ﬂ The total space allocated for a storage group includes a certain amount that has been set aside

to ensure that the group can receive new events when it is almost full. As a result, the

percentage of used space for a storage group never reaches 100% (as displayed on the Monitor >

Summary panel). For Loggers Software form installed using the Minimal setting, the maximum %

Used (On the Monitor > Summary panel) for each storage group reaches up to 66.33%. (Two

storage groups of 3 GB each; 1 GB is set aside for new events in each group. After 2 GB of space

has been used and the new events are being written to the last 1 GB, Logger automatically

triggers retention and reclaims 1 GB of the used space. Thus, the % Used field for each storage
group only reaches up to 66.33%.)
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S

Monitor Dashboard Receivers Panel

The Receivers monitor panel shows the total Events per Second (EPS) received and displays
values for each configured receiver. The list of receivers includes all receivers known to the
system, including those that are disabled. To create a new receiver, or to enable or disable one,
see "Working with Receivers" on page 353.

Monitor dashboard -

Monitor v| > | Receivers v
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Monitor Dashboard Platform Panel
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The Platform monitor panel displays information about CPU usage, memory usage, bytes
received and sent on the network, and raw disk reads and writes.

Monitor dashboard -
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Monitor Dashboard Network Panel

The Network monitor panel display a graph for each network interface card. The number of
network interface cards varies by the hardware model. The graph displays the bytes

transmitted, overlaid on the bytes received.

Monitor dashboard - Network panel
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Monitor Dashboard Logger Panel

The Logger monitor panel displays information about events, searches, and memory. JVM
Memory Usage chart displays the memory used by the Logger's back-end server process. For
example, this could be the memory used to perform the search after receiving the search
query from the Ul.

Monitor dashboard - Logger panel
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Monitor Dashboard Forwarders Panel

The Forwarders monitor panel shows total Events per Second (EPS) sent and displays values for
each configured forwarder. The list of forwarders includes all forwarders known to the system,
including those that are disabled. To create a new forwarder, or to enable or disable one, see
"Forwarders" on page 378.

Monitor dashboard - Forwarders panel
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Monitor Dashboard Storage Panel

The Storage monitor panel displays disk read and disk write information. The list of storage
groups compares allocated and used space in each group. Space is used in 1 GB files so a 5 GB
storage group appears 20% used as soon as it is set up. For more information about storage
groups, see "Storage Groups" on page 450.

Monitor dashboard - Storage panel
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The System Overview Dashboard

The System Overview dashboard provides an alternate view of several Monitor dashboard
panels. This dashboard displays the CPU Usage, Platform Memory, Disk Read-sda, Disk Write-
sda, Search Performed, Transmit-ethQ, Receive-eth0, JVM Memory, All EPS In, and All EPS Out
panels that you use to monitor your Logger. You can replace any of these panels with other
Logger monitor panels to adjust the display to your needs.

To view the System Overview dashboard, open the Dashboards menu and click System
Overview at the top of the Monitor Dashboard.

*y"w System Overview

System Overview Dashboard

CPU Usage R e

100%

Percentage

0200 0830 0900 0930 1000 1030
Time

1 1 1 d
CPU Usage #  Platform Memory #  DiskRead-sda # DiskWrite-sda # Search Performed Id

Transmit-enol # Receive-enol 7 VM Memory #  AIEPSIn /Z  AIEPSOut rd

One Monitor panel is displayed in a large format at the top of the screen, the others are
smaller and displayed in rows across the bottom.

e Click 4h, 1d, 7d, 30d, 90d, or 365d at the top of the large panel to adjust the displayed time
range.
e Point over a section on the large panel for more detail.

e Click a small panel on the bottom of the screen to move it to the large display at the top.

e You can display other monitor panels in place of the out-of-box panels.

(

ﬂ Note: You can only display existing monitor panels; you cannot display search results or
summary panels.

The Forwarder, Receiver and Storage panels available for display varies, based on your
Logger configuration.
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To display a custom panel in place of one of the out-of-box panels:

1. Click the editicon # next to the panel's name.

2. Start typing in the text box to see the list of available panels. For example, to display a
receiver, start typing "re".

3. Click a panel in the list to select it, or click the cancel icon * to close the dialog without
selecting another panel.

The Intrusion and Configuration Events Dashboard

The Intrusion and Configuration Events dashboard displays information about the following
types of configuration changes and intrusions on your system:

e Top Malicious Code Activity: displays the most active malicious code.
e Top Firewall Drops by Source: displays events in which traffic was dropped by a firewall.

e Configuration Changes by Product: shows products that have had their configurations
modified.

¢ Windows Account Creations: shows user accounts created on Microsoft Windows
operating systems.

Intrusion and Configuration Events dashboard
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Displaying 1-3 of 3 Page 1 ofl

For more information on chart drill down and how to edit out of the box dashboards, see
"Managing Out-Of-Box Dashboards " on page 49
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The Login and Connection Activity Dashboard

The Login and Connection Activity dashboard displays information about the following types of
login and connection activity on your system.

e Top Failed Logins by Product: displays the top failed logins sorted by device product.

* Top Failed Logins by User: displays the top failed logins sorted by user name.

» SSH Authentications: displays the users most frequently logging in or attempting to log in
using SSH.

* VPN Connections: displays the users most frequently logging in or attempting to log in
using a VPN connection.

Login and Connection Activity Dashboard
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For more information on chart drill down and how to edit out of the box dashboards, see
"Managing Out-Of-Box Dashboards " on page 49

The Event Count Dashboard

The Event Count dashboard displays information about the following types of event input and
output activity on your system.

* Individual Receivers: displays the events received per receiver.

¢ Individual Forwarders: displays events forwarded per forwarder.

» All Receivers: displays the total events received by all receivers.

» All Forwarders: displays the total events forwarded by all forwarders.
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Event Count Dashboard
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For more information on chart drill down and how to edit out of the box dashboards, see
"Managing Out-Of-Box Dashboards " on page 49

Malware Overview Dashboard

The Malware Overview dashboard displays information using the following panels:

Top Targets: displays the top machines with malware instances.

Top Reported Malware: displays the top reported malwares.

Reported Events By Time: displays reported malware events by time.

Top Reported Events: displays the top reported malware events.
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Malware Overview Dashboard

Malware Overview | | VA System Overview

Top Targets ann Top Reported Malwares

1q

Reported Events By Time @88 Top Reported Events

For more information on chart drill down and how to edit out of the box dashboards, see
"Managing Out-Of-Box Dashboards " on page 49

The Attacks and Suspicious Activity Dashboard

The Attacks and Suspicious Activity dashboard displays information using the following panels:

» Top Attackers: displays the top attackers IP addresses.
e Top Targets: displays the top target IP addresses
e By Time: displays attacks and suspicious activity by time.

* Top Events: displays the top reported suspicious and attacks events.

The Attacks and Suspicious Activity Dashboard Page 60 of 767



Administrator's Guide
Chapter 2: Dashboards

Attack and Suspicious Activity Dashboard

For more information on chart drill down and how to edit out of the box dashboards, see
"Managing Out-Of-Box Dashboards " on page 49

Operating System Errors and Warnings Dashboard

The Operating Systems Errors and Warnings dashboard displays information using the
following panels:

e Top Hosts: displays the top machines with operating system errors and warnings.

* Top Events: displays the top reported operating system errors and warnings.
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Operating System Errors and Warnings Dashboard

=|| A, System Overview

For more information on chart drill down and how to edit out of the box dashboards, see
"Managing Out-Of-Box Dashboards " on page 49

The Vulnerability Overview Dashboard

The Vulnerability Overview dashboard displays information about vulnerabilities using the
following panels:

e Top Vulnerable Hosts: displays the top vulnerable machines.

* Top Events: displays the top reported vulnerabilities.

e Distribution by Severity: displays the reported vulnerabilities distribution by severity.

* Top Vulnerabilities by Device Product and Signature ID: displays the top vulnerabilities by
reporting scanner and signature ID.
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Vulnerability Overview Dashboard

Doo Top Events

Distribution by Scverity

For more information on chart drill down and how to edit out of the box dashboards, see
"Managing Out-Of-Box Dashboards " on page 49

The Insecure Services Dashboard

The Insecure Services dashboard displays information about insecure services and ports using
the following panels:

* Top IP Addresses using Insecure Services: displays the top IP addresses with insecure
services.
* Top Insecure Ports: displays the top reported insecure ports.

e Top IP Addresses using Insecure Ports: displays the reported IP addresses with insecure
ports.

» Top Insecure Processes: displays the top reported insecure processes.
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Insecure Services Dashboard

Top IP Addresses with Unsecured Ports B B8 Top Inscoure Processes

For more information on chart drill down and how to edit out of the box dashboards, see
"Managing Out-Of-Box Dashboards " on page 49

The DGA Overview Dashboard

The DGA Overview dashboard monitors DGA domains on the organization using Microsoft DNS
Trace Log ArcSight Connector by showing the following panels:

¢ Top Hosts by # Unique DGA Domains: displays the top clients by number of Unique DGA
domains.

¢ Top Unique DGA Domains by # of Hosts: displays the top unique DGA domains by number
clients.

e Top Host by DNS Events Sum Bytes Out: displays the top clients by outgoing bytes to DGA
domains.

* Activity by Time: displays DGA activity by time.
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DGA Overview Dashboard

B0 [Toos |1 A Syatem Overview

Top Hosts by # Unique DGA Domains B B8 Top Unique DGA Domains by # of Hosts

Top Host by DNS Events Sum Bytes Out 88 Activity by Time

For more information on chart drill down and how to edit out of the box dashboards, see
"Managing Out-Of-Box Dashboards " on page 49

The MITRE Att&ck Overview Dashboard

This Dashboard provides overview about MITRE ATT&CK framework related events forwarded
to Logger from ESM and includes the following Panels:
e MITRE - Top Techniques: Displays the top MITRE Techniques reported on the organization.
e MITRE - Top Users: Displays the top Users with MITRE related events.
e MITRE — Top Attacker IPs: Displays the top Attacker IPs with MITRE related events.
e MITRE - Top Target IPs: Displays the top target IPs with MITRE related events.
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MITRE Att&ck Overview Dashboard

MITRE - Top Techniques B B8 MTRE- TopUsers

For more information on chart drill down and how to edit out of the box dashboards, see
"Managing Out-Of-Box Dashboards " on page 49

The MITRE Att&ck Events Statistics Dashboard

This Dashboard provides information about MITRE ATT&CK framework related events
forwarded to Logger from ESM and includes the following Panels:

e MITRE - Event by Time: Displays reported MITRE events by Time.
e MITRE - Top Fired Rules : Displays the top fired ESM rules related to MITRE events.
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MITRE Att&ck Events Statistics Dashboard

MITRE - Events by Time

ser Account Created and Deleted within 24 Hours

For more information on chart drill down and how to edit out of the box dashboards, see
"Managing Out-Of-Box Dashboards " on page 49

Custom Dashboards

A dashboard can contain a mix of Search Results, Monitor, and Summary panels. You can
assemble various search queries that match events of interest to you, status of Logger
resources such as receivers, forwarders, storage, CPU, and disk, or a combination of both on a
single dashboard.

There is no limit on the number of Monitor and Summary panels you add to a single
dashboard; however, you can only add up to four Search Results panels for optimum
performance.

Sample Custom Dashboard

(Platform) CPU Usage - & hours X Monitor (Forwarders) {3} Configure (X
Forwarder CurrentE... Current Bytes/S... Maximum... Total Events
CPU Usage 0els 0 Bfs 84 efs 1,711 events
100% Auto_Test_TCP_F... . A
-InstallLogger
Auto_ Test UDP_F._. Oels 08Bis 1,610 /s 39,118 events
-InstallLogger
& 50% tepAndUdpForwa. Disabled Disabled Disabled Disabled
a2
‘nE‘ TCPForwarder
5 tepAndUdpForwa.. Disabled Disabled Disabled Disabled
UDPForwarder
0430 0500 0530 0600 0630 0700 0730 0800 tepAndUdpForwa.. Disabled Disabled Disabled Disabled
Time TCPForwarder
tcpAndUdpForwa.. Disabled Disabled Disabled Disabled ¥
LIADC s .
Total Oels 0 B/s 1694 efs 40,829 events
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Each Search Results panel is associated with a saved search query. You can only associate
saved search queries that contain an aggregation operator such as chart or top for this type of
panel.

Click View on Search Page in the Search Results panels to go to the Analyze > Search page and
view the event details; the panel query is automatically run and the search results are
displayed.

Additionally, you can drill down from any chart to quickly filter down to events with specific
field values. To do so, identify the value in the chart on a Search Results Chart panel and click it
to drill down to events that match the value.

When you click on a chart value (a column, bar, or donut section), the query is rerun on the
Analyze > Search page with an additional WHERE operator clause that includes the field name
and value you clicked on the chart.

complete before the chart is displayed. This can take some time if there are a large number of

ﬂ Note: Dashboards that display charts are aggregated queries. Therefore, the entire search must
events.
[ ]

The dashboards are not automatically refreshed. Click refresh #| to refresh the search
results.

¢ Click View on Search Page to open the Analyze > Search page and run the Saved Search
automatically.

e Click a chart value (a column, bar, or donut section) to drill down to events with specific
field values. Drill-down is not available for dashboards that display tables.

Creating and Managing Custom Dashboards

The options displayed in the Dashboards > Tools menu vary depending on your permissions.
You need these privileges (in the Logger Rights group) to perform dashboard operations:

e Use and view dashboards
e Edit, save, and remove dashboards

With these permissions, you can create a dashboard (see "Adding a Custom Dashboard" on the
next page), and add panels to the dashboard you created (see "Adding and Managing Panels in
a Dashboard" on page 70).

If you are adding a Search Results panel, the saved search must exist. If no saved searches exist,
the Search Results panel option is not displayed.
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Adding a Custom Dashboard

To add a dashboard:

1. Open the Dashboards menu.

2. Click the Tools menu and select Create Dashboard.

3. Enter a meaningful name for the dashboard in the Name field.
4. Select whether the dashboard Type is Private or Shared.

The private dashboards are only visible to the user who created them, and the shared
dashboards are visible to all Logger users; however, they will not see the information to
which they do not have privileges.

5. Click Create.

After creating the dashboard you must add panels to it, as described in "Adding and
Managing Panels in a Dashboard" on the next page.

Editing a Custom Dashboard

The Edit Dashboard page allows you change the name and privacy settings for a custom
dashboard. To add or edit dashboard panels, see "Adding and Managing Panels in a
Dashboard" on the next page.

The privacy options are:

e Private — Only you can see your dashboard.

» Shared — All Logger users can see your dashboard; however, they will not see the
information to which they do not have privileges.

For example, if a user does not have privileges to a storage group and a panel in a Shared
dashboard includes a query that accesses the events in that storage group, the panel will
be blank when the user accesses the shared dashboard.

To edit a dashboard:

1. Open the Dashboards menu.

2. Click the Tools menu and select Edit Dashboard.

3. If you want to change the name of the dashboard, enter a new name in the Name field.
4

. If you want to change the privacy setting of the dashboard, select the appropriate setting
from the Type menu, and click Save.

5. To add or edit dashboard panels, see "Adding and Managing Panels in a Dashboard" on the
next page.
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Deleting a Custom Dashboard

To delete a dashboard:

1. Open the Dashboards menu.

2. Select the dashboard that you want to delete.

3. Click the Tools menu and select Delete Dashboard.
4

. Click Yes to confirm your action in the confirmation message, or click No to exit without
making a change.

Adding and Managing Panels in a Dashboard

After you create a dashboard, you need to add panels to display the information you want to
see. A dashboard can contain a mix of Search Results, Monitor, and Summary panels. There is
no limit on the number of Monitor and Summary panels you add to a single dashboard;
however, you can only add up to four Search Results panels for optimum performance.

Before you can add panels to a dashboard, you must first create the dashboard. See "Creating
and Managing Custom Dashboards" on page 68 for more information.

You can add the following types of panels:

e Search Results: Chart and Table
e Monitor: All four types available under the default Monitor dashboard

e Summary: All four types available under the default Summary dashboard and user-defined
Summary panels.

Adding a Panel to a Dashboard

To add a panel to a dashboard:

1. Open the Dashboards menu.

2. Select the dashboard to which you want to add the panel.
3. Click the Tools menu and select Add Panel.
4

. Configure these parameters and click Add.
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Parameter  Description

Type Select the type of panel:
¢ Search Results (Chart): Displays search results in a chart form.
e Search Results (Table): Displays search results in a table form.
e Monitor (Graph): Displays a graph of the selected resource.
¢ Monitor (Forwarders): Displays forwarder information in a table form.
¢ Monitor (Receivers): Displays receiver information in a table form.
¢ Monitor (Storage Groups): Displays storage group information in a table form.

e Summary (Agent Severities): Displays event summary categorized by agent severities
configured on your Logger.

e Summary (Agent Types): Displays event summary categorized by receivers configured on
your Logger.

e Summary (Receivers): Displays event summary categorized by receivers configured on
your Logger.

e Summary (Devices): Displays event summary categorized by devices configured on your
Logger.

e Summary (User Defined): Displays event summary categorized by the field you select
when adding the panel.

ﬂ Note: If no saved search queries exist on your Logger, the “Saved Search”
panel types are not available as selections in the menu.

Title Enter a meaningful name for the panel.

A default name is present in this field, but you can change it.

Graph Only applicable to Monitor Graph panels.
Select the type of graph you want the panel to display. Some of the available options are CPU
Usage - 4 hour, Platform Memory Usage - Daily, and Disk Read-Write - Weekly.

Saved Only applicable to Search panels.

Search Select the saved search query to use for searching events that will be displayed in the panel.

Chart Type  Only applicable to Search Result Chart panels.
Type of chart to display matching events. You can select from:
Column, Bar, Donut, Area, Line, Stacked Column, Stacked Bar.

Default: Column

Chart Limit  Only applicable to Search Result Chart panels.

Number of unique values to plot. Default: 10

Field Name  Only applicable to Summary (User Defined) panels.

The event field name by which the event summary on a Summary panel will be categorized.
Default: agentSeverity
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Editing a Dashboard Panel

Once you add a panel to a dashboard, whether you can edit it depends on the type of panel.
You can edit the Search Results panels and the user-defined Summary panels; the Monitor
panels and some of the Summary panels are not editable.

The following table lists the panels you can edit and what you can edit in them.

Action Description
All Panels
Delete Removes a panel from a dashboard.

Search Result Panels
Edit Panel Change Title, associated saved search, Chart Type, or Chart Limit
Edit Saved Search Access the Edit Saved search page to edit the associated saved search query

View on Search Page Runs the panel’s query on the Search Results page (Analyze > Search) and displays
matching events on that page

Refresh Refreshes the current contents of the panel.

Note: All other panel types are automatically refreshed; therefore, an explicit refresh is not
required for them.

Summary Panels - User Defined

Edit Panel Change Title or field name by which events are categorized.

To edit a panel:

1. Open the Dashboards menu.
2. Select the dashboard that contains the panel you want to edit.
3. If you are editing a user-defined Summary panel:
a. Click the Edit ( 'i}) icon.
b. Edit the title, field name, or both.
4. If you are editing a Search Result panel:
a. Clickthe ( '™/)icon.

b. Select Edit Panel if you want to edit the panel title, select a different saved search; or, if
applicable, chart type or chart limit.

c. Select Edit Saved Search if you want to access the Edit Saved Search page
(Configuration > Search > Saved Searches) to edit the saved search query.

5. Click Save.
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Deleting a Dashboard Panel

To delete a panel from a dashboard:

You cannot delete panels from the default Monitor dashboard or the default Summary
dashboard. However, Monitor and Summary panels added to the dashboards you created
under the Dashboards menu option can be deleted.

1. Open the Dashboards menu.

2. Select the dashboard that contains the panel you want to delete.
3. Clickthe ( *)icon.
4

. Click Yes to confirm your action in the confirmation message, or click No to exit without
making a change.

Changing the Layout of a Dashboard

To change the layout of a dashboard:

You can only change the layout of the dashboards you create. The Monitor dashboard layout
cannot be changed.

1. Open the Dashboards menu.

2. Select the dashboard that contains the panel you want to rearrange.
3. Click the Tools menu and select Change Layout.
4

. Point your cursor in the blue band that shows the panel title and drag the panel to a
different position.

5. Click Save after you rearrange the panels.

Setting a Default Dashboard

When you set a dashboard as default, it is the default dashboard screen that displays when you
navigate to the Dashboards menu. This setting is user-specific; therefore, your default
dashboard can be different from that of another user.

The Summary page (accessible from the Summary navigation option in the top-level menu bar)
is the default home page for all Logger users. That is, unless another page has been selected as
your home page, the Summary page is displayed when you first log in.
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You can configure Logger to display a specific dashboard as your home page, including one
your created.

To select a specific dashboard as your home page:

1.

o s N

Select the Dashboard option when configuring the Personal Default start page for
<username>, following the instructions in "Logger Options and Logout" on page 40.

Open the Dashboards menu.
Select the dashboard that you want to configure as default.
Click the Tools menu and select Select as Default.

Click Yes to confirm your action in the confirmation message, or click No to exit without
making a change.
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When you want to analyze events matching specific criteria, include them in a report, or
forward them to another system such as ESM, you need to search for them. To search for
events, you create queries. The queries you create can vary in complexity based on your needs.
Queries can be simple search terms or they can be complex enough to match events that
include multiple IP addresses or ports, and that occurred between specific time ranges from a
specific storage group.

The following topics describe how to search for specific events in Logger using the search
pages. They discuss the methods available for search, how to query for events, how to save a
defined query and the events that the query finds for future use. They also describe how to set
up alerts to notify particular users when Logger receives events that match specified criteria.

The Process of Searching Events

The search process uses an optimized search language that allows you to specify multiple
search commands in a pipeline format. In addition, you can customize the display of search
results, view search results as charts, and so on.

The most straightforward way to run a search is to enter the keywords or information you are
searching for (the query) in the Search text box, select the time range, and click Go! You can
enter a simple keyword, such as, hostA. companyxyz.com or a complex query that includes
Boolean expressions, keywords, fields, and regular expressions. The system searches for data
that matches the criteria you specified and displays the results in color-coded columns
indicating its index status. For more information, see "Understanding Search Field Colors" on
the next page.

The search results are displayed in the table and as a histogram as soon as they are returned,
even if the query has not finished scanning all data. The Dashboard page displays any searches
in progress, as well as completed searches that have not yet expired. You can also add a chart
to your search to display the most important information in a more meaningful fashion. Charts
are not displayed until all the data is returned.

There are several convenient ways to enter a search query. You can type the query in the
Search text box, click a field in the current search results, or use a previously saved query
(referred to as a filter or saved search).

When you type a query, the Search Helper provides suggestions and possible matches to help
you build the query expression. See "Search Helper" on page 99 for more information.
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In addition to typing the query in the Search text box, you can create new queries from the
predefined queries that come with your system. For more information, see "System
Filters/Predefined Filters" on page 140.

Although a search query can be as simple as a keyword, you will be better able to utilize the full
potential of the search operation if you are familiar with all the elements of a query, as
described in "Elements of a Search Query" on the next page.

For more information on the search operators, see "Search Operators" on page 595. For more
information on creating and using charts, see "Chart Drill Down" on page 125 and "Refining and
Charting a Search from Field Summary" on page 130.

Understanding Search Field Colors

Each column in the Search Results table is color-coded to show what type of field it contains,
and whether or not the field has been indexed. Colored column labels can help you refine your
searches for the fastest results.

Field type icons will also display on Logger pages where search Fields are used, such as the
Field set editor, the default Fields page, and search auto-complete.

Color in light Color in dark Can Field be
Search  theme theme Column Color Field Type Indexed?
Search . [ | Dark opal / Super indexed Indexed by default
Page Turquoise
. ' Magenta Indexed Indexed by default
[ | Light blue Logger Common Event Yes (indexable)
Format

(CEF) fields that are
currently not indexed.

In the Search page, elements are color coded as you add them to your query:

Color in light  Color in dark

theme theme Column Color Element Type

. ' Green Metadata term (_storageGroup, _
peerlLogger)

[ | Dark goldenrod/ Venetian yellow Number and punctuation

. Atoll / Light yellow Keyword (rename, chart, top, etc)

[ | Red /Light red String / Boolean

| Black / White Operator (+-/()*|)

u Fuchsia / Carnation pink Null
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Elements of a Search Query

A simple search query consists of a query expression, a time range, a search time field, and a
field set.

Query Expressions

A query expression is a set of conditions used to select events when a search is performed. An
expression can specify a very simple term to match such as “login” or an IP address; or it can be
more complex enough to match events that include multiple IP addresses or ports, and that
occurred between specific time ranges from a specific storage group.

Specify the query in the Search text box by using the following syntax:
<Indexed Search> | <Search Operators>

The query expression is evaluated from left to right in a pipeline fashion. First, events matching
the specified Indexed Search portion of the query are found. The search operator after the first
pipe (|) character is then applied to the matched events followed by the next search operator,
and so on to further refine the search results.

The search results table and the histogram display the events that match the query as they are
found. As additional events are matched, the search results table and the histogram are
refreshed. Aggregation operators such as HEAD and TAIL, require a query to finish running
before search results can be displayed. See "Search Operators" on page 595 for more
information.

e The indexed search section of the query is described in "Indexed Search Portion of a
Query" on the next page.

* The search operator portion of the query is described in "Search Operator Portion of a
Query" on the next page.

e Additional points to take into consideration when writing queries are described in "About
Building Search Queries" on page 107.
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Search Operator Portion of a Query

The Search Operators portion of the query enables you to further refine the data that matched
the indexed search filter. See "Search Operators" on page 595 for a complete list of search
operators and examples of how to use them.

The rex search operator is useful for syslog events (raw or unstructured data) or if you want to
extract information from a specific point in an event, such as the 15th character in an event.
Other operators such as head, tail, top, rare, chart, sort, fields, and eval are applied to
the fields you specify or the information you extract using the rex operator.

Indexed Search Portion of a Query

The Indexed Search section of the query uses fields to search for relevant data quickly and
efficiently. You can use a search expression to specify keywords to search for in the event text
or to search using field-based expressions in a Boolean format.

Keyword Search (Full-text Search)

Keywords are simply the words you want to search for, such as failed, login, and so on. You
can specify multiple keywords in one query expression by using Boolean operators (AND, OR, or
NOT) between them. Boolean expressions can be nested, for example, (John OR Jane) AND
Doe*. If you need to search for the literal occurrence of AND, OR, or NOT (in upper-, lower-, or
mixed case), enclose them in double quotes (“ ”’) so the search engine does not interpret them
as operators.

mixed case when used as an operator, Micro Focus recommends that you use uppercase for ease

ﬂ Note: Although the Boolean operators AND, OR, and NOT can be specified in upper-, lower-, or
of reading the query.

Guidelines for Writing Keyword Search Expressions
Follow these guidelines when specifying keyword search expressions:

* Follow the requirements described in "Syntax Reference for Query Expressions" on
page 85.

e Additional points to take into consideration when writing queries are described in "About
Building Search Queries" on page 107.

e Keyword search is not case sensitive.
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e Use Boolean operators (AND, OR, or NOT) to connect multiple keywords. If no Boolean
operator is specified between two keywords, the AND operator is applied by default. Also,
use the Boolean operators to connect keywords to fields you specify.

e Use double quotes (“ ”’) to enclose a single word for an exact match. Otherwise, the word
is treated as <search string>*. For example, to search for log, type “log”. If you type log
(without the double quotes), the search will match all words that begin with log; for
example, log, Logger, logging, and so on.

* When specifying Boolean operators (AND, OR, or NOT) as keywords, enclose them in double
quotes (“ ”’). For example, “AND”.

e Use the backslash (\) as an escape character for \, , and *. However, the backslash will not
escape these characters if the keyword is enclosed in double quotes.

The following table summarizes how special characters are treated in a keyword search.

Using Special Characters in Keyword Searches

Character Usage
Space Tab You cannot specify keywords that contain the characters in the left column. Therefore, to search
Newline for a phrase such as failed login, enter “failed” AND “login”.

> 5 () [ 1HA
y el

( Note: * is a valid character for wildcard character searches.

:/ \ @ - ? Tospecify a keyword that contains any of the characters in the left column, enclose the keyword
$ & _%>< jindouble quotes (“ ”’). You can also specify an asterisk (*) at the end of the keyword for an
exact match.

= 3 0N

Examples:
e “C:\directory”

e “result=failed”

* asterisk You can use the wildcard character asterisk (*) to search for keywords, however, the wildcard
cannot be the leading character in the keyword. Therefore, the following usages are valid:

log* log\* log\\*
log*app log*app* "log*"
However, the following usages are not valid:

*log *log*app*

Field-Based Search

The Logger schema contains a predefined set of fields. You can add fields that are relevant to
the events you collect on your Logger to its schema. A field-based search can only contain
fields in Logger’s schema. "Adding Fields to the Schema" on page 486.

The Logger indexing capability allows schema fields to be indexed. Logger’s search operation
and reports utilize the indexed fields to yield significant search and reporting performance
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gains. Although you can include both indexed and non-indexed fields to a search query, search
and reporting performance will be much faster if all fields in a query are indexed. For more
information and a list of fields you can index, see "Indexing" on page 147.

You can specify multiple field conditions in one query expression by using the listed
operators between them. The conditions can be nested; for example:

(name=“John Doe” OR name=“Jane Doe”)AND message!=“success”
(

ﬂ Note: If a query includes the Boolean operator OR and the metadata identifiers (discussed
in "Constraints" on page 91), the expression to be evaluated with OR must be enclosed in
parentheses, as shown in this example:

(success OR fail) _storageGroup IN [“Default Storage Group”]

If the expression is not enclosed in parentheses, an error message displays.

N
Any literal operator in the table can be specified in upper-, lower-, or mixed case. To search
for these words as literals in events, enclose them in double quotes (“’). For example:

message CONTAINS “Between”
To determine the data type of a field, see "Default Fields" on page 330.

To determine the size of a custom field, see "Custom Fields" on page 331.

Field-Based Search Expression Guidelines

Follow these guidelines when specifying field-based search expressions:

Follow the requirements described in "Syntax Reference for Query Expressions” on
page 85.

Addition points to take into consideration when writing queries are described in "About
Building Search Queries" on page 107.

For faster searches, follow the recommendations in "Searching for Rare Field Values" on
page 108

By default, field-based search is case sensitive. You can change the sensitivity from the
Field Search Options section of the Configuration > Search > Search Options page. For
more information, see "Global Search Options" on page 323.

You can specify any predefined Logger schema field. For example,
cat = /Monitor/CPU/Usage. For a complete list, see "Indexing" on page 147.

You can specify any custom field you have added to the schema. For example, SSN=333-
333-3333. For more information about custom schema fields, see "Adding Fields to the
Schema" on page 486.

You cannot specify user-defined fields created through a predefined or user-defined parser
in the Indexed Search portion of a query. (The Indexed Search portion of a query is the
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expression before the first pipeline character.)

A query expression (Indexed Search > Search Operators) is evaluated from left to right in a
pipeline fashion. By design, a parser—predefined or user-defined—is applied to an event
when the Search Operators are processed in a search query. Therefore, field creation when
a parser is applied to an event occurs later than the Indexed Search stage. As a result, you
cannot specify these fields in a field-based search query.

For example, the Apache Access Log parser creates the field SourceHost. You cannot
specify the following query expression:

SourceHost=“192.0.2.0”
However, you can use this field after the first pipeline, as shown in this example.
| where SourceHost=“192.0.2.0”

Or, if you want to search only the Apache Access Logs for SourceHost=192.0.2.0”, you
can specify this expression:

| where parser=“Apache Access Log” and clientIP=“192.0.2.0”
Additionally, you can run a full-text (keyword) search on “192.0.2.0”, as follows:
“123.456.789” | where SourceHost=%192.0.2.0”

e If an event field contains data of an unexpected type (for example, a string when an integer
is expected), the data is ignored. Therefore, search for that data value will not yield any
results. For example, if the port field contains a value 8080A (alphanumeric) instead of
8080 (numeric), the alphanumeric value is ignored. The data types of the schema fields are
available from the Configuration > Search > Default Fields page. For more information on
how to view this information, see "Default Fields" on page 330.

» For optimal search performance, make sure that event fields on ALL peers are indexed for
the time range specified in a query. If an event field is indexed on one system but not on its
peers for a specific time range, a distributed search will run slower on the peers. However,
it will run at optimal speed on the local system. Therefore, the search performance in such
a setup will be slow.

e For faster report generation, ALL fields of a report (including the fields being displayed in
the report) need to be indexed. That is, in addition to the fields in the WHERE clause of the
query, the fields in the SELECT clause also need to be indexed.

Field-Based Search Operators

The field operators you can use in a query expression are listed in the table below. In addition
to the field operators, you can use search operators, as discussed in "Search Operator Portion
of a Query" on page 78.
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Field-Based Search Operators

Operator

AND

OR

NOT

Example

name=“Data List” AND
message="“Hello”
AND 1.2.3.4

(name=“TestEvent” OR
message="“Hello”) AND
type=2 AND 1.2.4.3

NOT name=“test 123”

destinationPort != 100
message!=“failed login”

message!=failed*login
(* means wildcard) “test”

message!=failed\*login
(* is literal in this case)

bytesIn = 32
message=“failed login”

message=“failed*login”
(* means wildcard)

Field-Based Search Operators

Notes

Valid for all data types.

Valid for all data types.

Valid for all data types.

Valid for all data types.

Valid for all data types.

The size of each field in the schema is
predetermined. If the string you are
searching for is longer than the field-length,
you should use a STARTSWITH rather than
an = search, and include no more than the
number of characters in the field size. To
determine the size of a default field, see
"Default Fields" on page 330. To determine
the size of a custom field, see "Custom
Fields" on page 331.
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Field-Based Search Operators, continued

Operator

>k

BETWEEN*
STARTSWITH
ENDSWITH

CONTAINS

IS

Example

bytesIn > 100
startTime <“$Now - 1d”

endTime
>=“01/13/2015 07:07:21”

endTime >=“2015/13/01
00:00:00 PDT”

endTime >=“Sep 10 2015
00:00:00 PDT”

startTime <=“$Now - 1d”
priority IN [2,5,4,3]

destinationAddress IN
[€192.0.2.4”,
€192.0.2.14”]

_deviceGroup IN [“DM1”]

_storageGroup NOT IN
[“Internal Event Storage
Group”, “SG1”]

_peerlLogger IN
[“192.0.2.10”,
€192.0.2.11”]

priority BETWEEN 1 AND 5
message STARTSWITH “failed”
message ENDSWITH “login”

message CONTAINS ‘“foobar”

sessionId IS NULL

sessionId IS NOT NULL

Field-Based Search Operators

Notes

Valid for all data types.

* These operators evaluate the condition
lexicographically. For example,
deviceHostName BETWEEN AM AND EU
searches for all devices whose names start
with AM, AMA, AMB, AN, AO, AP and so on,
up to EU. Therefore, any device whose
name starts with AK, AL, and so on is
ignored. Similarly, devices with names EUA,
EUB, FA, GB, and so on will be ignored.

Valid for string (text) data types only.
Valid for string (text) data types only.

Valid for string (text) data types only.

Note: This operator requires a full
canonical IPv6 address. Do not use an
IPv6 address fragment.

Valid for all data types.
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Field-Based Search Operators, continued

Operator Example Notes
INSUBNET sourceAddress insubnet Filters IPv4 and IPv6 addresses based on
"192.0.2.*" subnets in address fields such as

agentAddress insubnet sourceAddress, deviceAddress,

"2001:db8: :-2001:db8: : FFFf: FFFF: FFFF"  agentAddressand destinationAddress.

agentAddress insubnet You can specify a subnet in one of the

"192.0.*% . *" following ways:

AND,NOT . ¢ In CIDR notation: “address/prefix-
deviceAddress insubnet lenath” has 162.0.2.23/24

"192.0.2.*" ength”, such as .0.2. .

e Asan address range:
addressil-address2, such as
192.0.2.0-192.0.2.255.

agentAddress insubnet
"192.0.1.0-192.0.2.0"

AND NOT
destinationAddress insubnet ¢ As a wildcard expression where one or
"198.51.100.0/24" more asterisks replace data on the

e R Ty o right-hand side of an address, such as

"192.@.*.*" AND NOT 192.0.2.*.

deviceAddress insubnet For more examples of searching for IPv6

S EL 2z addresses using INSUBNET, see "Using the
agentAddress insubnet INSUBNET Operator to Search for IPv6

"192.0.2.0/24" AND Addresses" on page 119

deviceAddress insubnet
"198.51.100.0/24"

deviceAddress insubnet
"192.0.2.0/24" OR
destinationAddress insubnet
"2001:db8::/32"

agentAddress insubnet
"2001:db8::/32" OR
sourceAddress insubnet
"192.0.2.0/16"
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Syntax Reference for Query Expressions

To create valid and accurate query expressions, follow these requirements.

Query Syntax Requirements

Behavior Full Text Search

Case sensitivity Insensitive

Cannot be changed

Escape \

character
Use to escape \. You cannot escape

any other character.

Escaping Cannot search for *
wildcard
Example:
character
log\* is invalid
Exact Enclose keyword in double quotes;
Match/Search Otherwise, keyword treated as
string includes  keyword*.
an ope-rator or Example:
a special
character log (matches log, logging, logger,

and so on)

“log” (matches only log)

Tip: See the list of special characters
that cannot be searched even when
enclosed in double quotes, later in
this table.

Syntax Reference for Query Expressions

Field Search

Sensitive

Can be changed using
Tuning options. See
"Global Search Options"
on page 323

\
Use to escape \, “, and *.
Examples:

name=log\\ger
(matches log\ger)

name=logger\*

(matches logger*)

Can search for * by
escaping the character

Example:

name=log\* is valid
Enclose value in double
quotes

Example:

message=“failed
login”

Regular Expression

Insensitive

Can be changed using
Tuning options. See
"Global Search Options"
on page 323

\

Use to escape any special
character.

Example:

To search for a term with
the character “[” :

|REGEX= “logger\[”

Can search for * by
escaping the character

Example:

name=log\* is valid

No special requirement.
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Query Syntax Requirements, continued

Behavior

Nesting,
including
parenthetical
clauses, such as
(@ORb)AND C

Full Text Search

Allowed

Use Boolean operators to
connect and nest keywords.

Metadata identifiers
(_storageGroup, _deviceGroup,
and _peerlLogger), but can only
appear at the top level in a
query expression). If the query
contains a regular expression,
the metadata identifiers need
to precede the regular
expression.

Syntax Reference for Query Expressions

Field Search

Allowed

Regular Expression

Multiple regular

expressions can be
Use any operator

listed in the "Field-
Based Search" on
page 79 section to
connect and nest
field search
expressions.

specified in one query
using this syntax:

|REGEX= “<REGEX1>”

Metadata identifiers
(_storageGroup, _
deviceGroup, and _
peerlLogger), but
can only appear at
the top level in a
query expression.
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Query Syntax Requirements, continued

Behavior

Operators

Full Text Search

Upper-, lower-, or mixed case
Boolean operators—AND, OR, NOT. If
an operator is not specified, AND is
used.

To search for literal operator AND,
OR, NOT, in an event, enclose them in
double quotes.

Example: “AND”, “OR”, “Not”

[ Note: If a query includes the Boolean
operator OR and the metadata
identifiers

(_storageGroup, _deviceGroup, and

_peerlLogger), the expression to be

evaluated with OR must be enclosed
| in parentheses

Example:

(success OR fail) _
storageGroup IN [“Default
Storage Group”]

Syntax Reference for Query Expressions

Field Search

Use any operator listed
in the "Field-Based
Search" on page 79
section.

¢ Unless a value is
enclosed between
double quotes, a
space between
values is interpreted
as an AND.

For example,
name=John Doe is
interpreted as John
AND Doe.

e If an operator is not
specified between
multiple field
expressions, AND is
used.

e To search for literal
operator, enclose
the operator in
double quotes.

Examples:

message
STARTSWITH=“NOT”

message="“LOGIN
DID NOT SUCCEED”

e If a query includes
the Boolean
operator OR and the
metadata identifiers
(_storageGroup,
_deviceGroup, and
_peerlLogger), the
expression to be
evaluated with OR
must be enclosed in
parentheses.

Example:

(success OR
fail) _

Regular Expression

| and the operators
described in "Time Range"
on page 93.

Use this operator to AND
multiple regular
expressions in one query
expression.
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Query Syntax Requirements, continued

Behavior

Primary
Delimiters:

Space
>3 ()]
T * > <
|

Secondary
Delimiters:

=.:/\ -
P H &%

Full Text Search

You can search for keywords
containing primary delimiters by
enclosing the keywords in double
quotes.

Examples:

“John Doe”““Name=John
Doe”“www.microfocus.com”

You can also search for keywords
containing secondary delimiters
once you have configured the full-
text search options as described in
"Global Search Options" on

page 323.

Example:

You can search for microfocus.com

ina URL

http://www.microfocus.com/apps
by specifying microfocus.com as the

search string.

Syntax Reference for Query Expressions

Field Search

storageGroup IN
[“Default
Storage Group”]

You can search for these
characters. Enclose value
in double quotes if value
contains any of these
characters.

Example: name=“John*”

You can search for these
characters. Enclose value
in double quotes if value
contains any of these
characters.

Example: name="“John”

Regular Expression

Cannot contain ~ in the
beginning and $ at the
end as a matching
character unless the
regular expression you
specify must look for an
event that contains only
the pattern you are
specifying.

Special regular expression
characters such as \ and ?
need to be escaped.

Example:

|REGEX= “~test$” will
search only for events
containing the word test

e Cannot contain ~in
the beginning and $
attheendasa
matching character
unless the regular
expression you
specify must look for
an event that
contains only the
pattern you are
specifying; for
example, | REGEX=
“rtest$” will search
for events containing
the word “test”
(without quotes)
only.

¢ Special regular
expression characters
such as \ and ? need
to be escaped.
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Query Syntax Requirements, continued

Behavior Full Text Search

Syntax keywordl boolean_operator
keyword2 boolean_operator
keyword3 ....

Tab Cannot search for these characters.

Newline Examples:

{“* “John{Doe” is invalid

Syntax Reference for Query Expressions

Field Search

field_name operator
field_value

List of fields in the "Event
Field Name Mappings"
on page 685 section.

List of operators in the
"Field-Based Search" on
page 79 section.

No restrictions.

Enclose special character
in double quotes. Escape
the wildcard character
and double quotes.

Example:

name=“John\* \“Doe”
(matches John* “Doe")

Regular Expression

| REGEX="“<REGEX1>” |
REGEX="<REGEX2>”]| ...

No restrictions.

Special regular expression
characters such as ()[]
{}"|, and * need to be

escaped.
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Query Syntax Requirements, continued
Behavior Full Text Search Field Search Regular Expression

Time format, No specific format. The query needs  Use this format to No restrictions.
when searching to contain the exact timestamp specify a timestamp in a
for events that  string. For example, “10:34:35". query (including double

occurred at a Note: The string cannot contain quotes):

particular time spaces. For example, “Oct 19” is  «mm/dd/yyyy

invalid. hh:mm:ss”

Or

“yyyy/mm/dd hh:mm:ss
timezone”

Or

“MMM dd yyyy
hh:mm:ss timezone”

where

mm = month

dd = day

yyyy = year

hh = hour

mm = minutes

ss = seconds
timezone = EDT, CDT,
MDT, PDT

MMM = First three letters
of a month’s name; for
example, Jan, Mar, Sep,
and so on.

Use the <= and >=
operators to narrow
down the time range. Do
not use=or !=.

Wildcard * Cannot be the leading character; * Can appear anywhere * Can appear anywhere.
only a suffix or in-between a in the value.

keyword. Examples:

E les:
xamples name=*1og (searches for

e *|ogisinvalid ablog, blog, and so on.)

¢ log* is valid name=“\*1log”

e Jo*g*isvalid name=\*1log

(both search for *1og)
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Constraints

Using constraints in a query can speed up a search operation as they limit the scope of data
that needs to be searched. Constraints enable you to limit a query to events from one or more
of the following:

e Particular device groups

* Particular storage groups

e Specific peers
For information about storage groups and peers, see "Storage" on page 449, "Device Groups"
on page 342, and "Peer Nodes" on page 509.
Follow these guidelines when specifying constraints:

e Use the following operators to specify constraints in a search query expression:

Metadata Identifier Example
_deviceGroup _deviceGroup IN [“DM1”, “HostA”]

where DM1 is a device group, while HostA is a device.

( Note: You can use this field to specify individual devices.
_storageGroup _storageGroup IN [“Internal Event Storage Group”, “SG1”]

_peerlLogger _peerLogger IN [“192.0.2.10”, “192.0.2.11%]

» |f a query includes the Boolean operator OR and metadata identifiers, the expression to be
evaluated with OR must be enclosed in parentheses, as shown in this example:

(success OR fail) _storageGroup IN [“Default Storage Group”]

If the expression to be evaluated with OR is not enclosed in parentheses, an error message
is displayed on the user interface screen.

e When specifying multiple groups in a constraint, ensure that the group names are enclosed
in square brackets; for example, _storageGroup IN [“SGA”, “SGB”].

e You can apply constraints to a search query by typing the constraint in the Search text box.
Once you type “_s” (for storage group), “_d” (for device group), or “_p” (for peer) in the

Search text box, Search Helper automatically provides a drop-down list of relevant terms
and operators from which you can select.

g Caution: If a search query contains constraints and a regular expression, make sure that
the constraints are specified before the regular expression. For example, _peerLogger IN
[€192.0.2.10”] name contains abc | REGEX=“:\d31”
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Narrowing a search with the Add Criteria feature

The Add Criteria button provides a pop-up window containing the options to constrain a
search to multiple or specific:

* Peers

e Device groups

e Storage groups

Add Criteria

Slorage Groups

Cancel

Clicking the pencil icon to the right of each option will bring up a list of the existing peers,
device and storage groups. Multiple selections can be made in each of the categories with the
control + click combination (if working in Local mode, the only available peer would be the
current Logger).

Constrain search by

Clicking the Submit button will take the selection back to the Add Criteria pop-up window,
where more options can be chosen, or the Go button can be clicked to add the selected criteria
to the search query. The query then can be executed normally.

ﬂ The selected criteria will be added to the existing query, and handled as an OR. For more
information see "Syntax Reference for Query Expressions" on page 85.

To clear the added criteria, click on the Add Criteria button again and deselect the options
from the boxes.

For more information about the options, see:
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e "Peer Nodes" on page 509
e "Device Groups" on page 342

e "Storage Groups" on page 450

Time Range

An event is timestamped with the receipt time when it is received on the Logger. By default, a
search query uses the receipt time to search for matching events. However, the user can also
use the event time as a search option.

Under most circumstances, the Logger receipt time is the same as the event time. However,
the event time and the Logger receipt time for an event can be different because there is
usually a small lag between the time an event leaves a device and it is received at the Logger. If
the device’s clock is ahead or behind the Logger clock, the lag or lead can be significant.

A search operation requires you to specify the time range within which events would be
searched. You can select from many predefined time ranges or define a custom time range to
suit your needs.

When defining a time range for your query, be sure to take the information in "Impact of
Daylight Savings Time Change on Logger Operations" on page 527 into consideration.

Predefined time range: When you select a predefined time range such as “Last 2 Hours” or
“Today”, the time range is relative to the current time. For example, if you select “Last 2
Hours” at 2:00:00 PM on July 13th, events from 12:00:00 to 2:00:00 PM on July 13th will be
searched. If you refresh your search results at 5:00:00 PM on the same day, the time window is
recalculated. Therefore, events that match the specified criteria and occurred between 3:00:00
and 5:00:00 PM on July 13th are displayed.

Custom time range: You can specify a time range in a 24-hour format to suit your needs. For
example, a custom time range is:

Start: 8/13/2020 13:36:30
End: 8/13/2020 22:36:30

By default, the end time for a custom time range is the current time on your Logger and the
start time is two hours before the current time. You can also use variables to specify custom
time ranges.

Dynamic time range: The dynamic search is relative to the time the query is run. Scheduled
search operations use this mechanism to search through newer event data each time they are
run. A dynamic date range might start at SNow - 2h (two hours ago) and end at SNow (the
current time).
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The “Dynamic” field in the user interface enables you to specify the dynamic time. Following is
a typical example of a dynamic search that limits results to the last two hours of activity:

Start: $Now - 2h
End: $Now

The syntax for dynamic search is:
<current_period> [ +/- <units>]

In the Search page, the Selected Time range allows you to see how the dynamic time is
reflected in your search. Logger basically converts the SNow to a mm/dd/yy:hh/mm/ss format
that allows you to see the exact times used for the search execution.

Selected Timerage: 01/15/2021 | 07:83:587 - 01/15/2021 | 09:53:57

Where <current_period>, such as $Now, either stands alone or is followed by either a plus
(“+') or minus (*-’) and a number of units, such as 2h for two hours. The <current_period>
always starts with a ‘$’ and consists of a word, case-sensitive, with no spaces, as shown in the
table "Current Period" below. The <units> portion, if given, consists of an integer and a single,
case-sensitive letter, as shown in the table "Units" below.

Current Period

Period Description
$Now The current minute
$Today Midnight (the beginning of the first minute) of the current day

$Currentheek Midnight of the previous Monday (or same as $Today if today is Monday)
$CurrentMonth  Midnight on the first day of the current month

$CurrentYear Midnight on the first day of the current year

Units
Unit Description

m (lowercase) Minutes (Do not confuse with ‘M’, meaning months)

h Hours
d Days
W Weeks

M (uppercase) Months (Do not confuse with ‘m’, meaning minutes)
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Time Stamps in Logger

Events consist of a receipt time, event time, a source (host name or IP address), and an un-
parsed message portion. The following are the most common time stamps in Logger events:
* End Time is the time at which the activity related to the event ended.

e Logger Receipt Time is the time the events are written to the Storage Group (disk). All
events are timestamped with the receipt time when received on the Logger.

ﬂ Note: Typically, the Logger receipt time is same as the event time. However, these times might

differ due to a small lag between the time an event is received and when it is stored on the
Logger. For example, if the event time parsing is enabled in file receiver, the receipt time may lag
behind event time.

Guidelines

e Logger uses the receipt time field to find matching events when forwarding as well as for
storage retention and archives.

* The Logger receipt time is used to analyze the forwarded events to a destination where the
forwarder filter specifies a time range.

* Logger uses the receipt time of an event to determine its archival day.
e Search results are sorted based on the search time field selected.
e The histogram is based on the search time field selected.

e The default fields are automatically indexed. For the remaining fields, Logger uses the
receipt time of an event and the time when a field was added to the index to determine
whether that event will be indexed. If the receipt time of the event is equal to or later than
the time when the field was added to the index, the event is indexed; otherwise, it is not.

You may see several other time stamps in Logger events like the following:
* Agent Receipt Time is the time the Connector received the event. Logger does not use this
field but you can search it.

e Device Receipt Time is the time the event related to the activity was received. Logger uses
this field as backup when executing search based on even time if end time is not present in
the CEF event.

» Event Time is the original time of the event on the device. Logger uses this field as default
when executing search based on event time.

e Manager Receipt Time is the time the ESM received the event. Logger does not use this
field, but you can search it.
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Search based on Event Time

Search based on event time allows the user to easily find an event by executing a search based
on the time this one actually occurred or was received in Logger. When executing a search or
an operation that depends on it, search type parameter is added and could be one of the
following:

* End time (Event Time): Look for events that occurred within the time range specified.

* Logger Receipt time: Look for events received by Logger within the time range specified.

Enable/disable (applies to non-indexed fields searches):

By default, this feature is enabled. However, the user has the possibility of disabling it at a
global scale during the ingestion and replace the event time by the receipt time for all the
events sent to Logger. To disable it, access the Logger properties file and set the following:

receivers.timeparsing.enable=false

Then, restart the receivers process.

Search end time and CEF

End time search is only supported in CEF events. For non CEF events, Logger uses the receipt
time as search time.

Note: Set the receiver as CEF in the source type to properly use the search end time
functionality.

In CEF events, the event time is displayed as EndTime field (“end” in the raw event). If this is
not available, Logger uses the ReceiptTime field instead (“rt” in the raw event). In case none of
the values (“rt” and “end”) are available, Logger will use the ReceiptTime as the default option.

Searches based on event time for CEF events must contain millisecond values for EndTime
(“end”) or ReceiptTime (“rt”) fields. Other search formats for this search type functionality are
not currently supported by Logger.

Fieldsets

A fieldset determines the fields that are displayed in the search results for each event that
matched a search query. By selecting the fieldset, you select which fields you see in the search
results.
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Predefined Fieldsets

The system provides a number of predefined fieldsets. For more information about fieldsets,
see "Managing Fieldsets" on page 329.

ﬂ Note: If you select the All Fields fieldset, only fields available for matched events are
displayed in a search results display (or the exported file).

"User-Defined Fields" Fieldset

When you use a search operator that defines a new field, such as rex, rename, or eval, a new
column for each field is added to the currently selected display. These newly defined fields are
displayed by default. The User Defined Fields fieldset enables you to view only the newly-
defined fields.

"Raw Event" Fieldset

The Raw Event fieldset displays the whole raw syslog event in a column called rawEvent, with
the event formatted to fit in the column.

Although the Raw Event field is most applicable for syslog events, you can also display the raw
event associated with CEF events in the rawEvent column. To do so, make sure the connector
that is sending events to the Logger populates the rawEvent field with the raw event.

rawEvent field for syslog events”. See "Global Search Options" on page 323 for more

ﬂ Note: To see the raw events in the rawEvent column, enable the Search Option, “Populate
information.

Generating Search Results

If Raw Event is selected as the only system fieldset in the search, results are displayed.
However, these results cannot be exported as Logger generates an empty report.

When exporting search results, Logger discards automatically the raw messages. All other data
selected by the user is used to create the export file. Moreover, fieldsets that contains only
rawMessages, displays no results.
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Custom Fieldsets

You can open a window with all the shared and system fieldsets by clicking the icon located in
the search page.

To Load /Search Custom Fields:

From the All Fields list box, scroll down and select the fieldset you need.

Tip: Long name fields are not fully displayed, and instead, have an ellipsis. To view the full name,
hover over the specific fieldset.

Create, and save fieldsets:

1. From the All Fields list box, click + Create Custom Fieldsets. A new window will be opened.
2. Click New.

3. Drag and drop any field to the Selected Fields column. You can also write the fieldsets by
clicking the fieldset text box. To select all the fields, check the All Fields option.

4. Click Save. To dismiss the operation, click Cancel.

When saving a custom field set, you can specify it as the default in your system. The field
set is used only for your search results and does not affect other users connecting to the
same system.

Edit, clone, and delete fieldsets:

1. From the All Fields list box, click + Create Custom Fieldsets. A new window will be opened.

2. Click one of the following options:

Fieldsets

+ New  Edit i[] Clone X Delete Search Fields

¢ Edit: Drag and drop the fields as needed. You can also write or delete the fields by
clicking the fieldset text box.

¢ Clone: Create a copy of an existent fieldset under the shared fieldsets category. Users
can update the fieldsets and choose a different name for it.

¢ Delete: The field is deleted from the fieldsets category.
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[ ( Tip: Only shared fieldsets can be deleted.

3. Click Save. To dismiss the operation, click Cancel. A message confirming this action will be
displayed. Click Ok to proceed.
When saving, editing, or cloning a custom field set, you can designate it as your default. The
fieldset will only be used for your search results and will not affect other users connecting to
the same system.

Search Helper

Search Helper is a search-specific utility that automatically displays relevant information based
on the query currently entered in the Search text box. Search Helper displays auto-complete
search functionality, a search history, a search operator history, a link to the help system, and
suggested next operators.

The Search Helper is enabled by default. To access Search Helper after disabling it, click the link
one more time.

Autocomplete Search

The autocomplete functionality provides full-text keywords and field suggestions based on the
text currently entered in the search box. The suggestions enable you to select keywords, fields,
field values, search operators, or metadata terms from a list instead of typing them in, thus
enabling you to build a query expression more quickly.

When you start typing, the suggestion list displays many types of entries. If the entered text is
contained in both full-text keywords and schema fields, all of them are displayed in the
suggested list. The arrows located at the top of the autocomplete box allows you to collapse (

) or expand (m) the box as needed. Additionally, click the ©1€23" All {5 clear the query text-
box.
Take in consideration the following information that displays in the autocomplete box:
* If you type the pipeline character | , the list of operators available on Logger are displayed.
For additional information, see "Search Operators" on page 595.

e The full-text keyword suggestions are obtained from the full-text keywords already indexed
on your Logger.

e To navigate between the terms, use the following 4 keys: Up, Down, Enter, and Tab.
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° Up: Navigates above the term selected.

° Down: Navigates below the term selected.

[e]

Tab: Puts the selected term into the text area.
° Enter: Puts the selected term into the text area, and executes the search.

e Both the Logger schema fields and their respective index icon (indexed, superindexed, or
indexable) are color coded. See "Understanding Search Field Colors" on page 76 for more
information.

information about system-defined fields and Logger searches, see "About Building Search

ﬂ Note: System- defined fields are not available as fields in the auto-complete. For more
Queries" on page 107 and "Additional Fields in the Search Results" on page 122.

e The full-text keywords and field values display a count next to each suggestion that
indicates the number of the instances of the keyword or field value stored on Logger. The
count is dependent on many factors including the time range, search constraints, and
search operators for the query.

ﬂ Note: The autocomplete suggestions and counts are based on data stored on the local system
only. Counts are reset when the Logger restarts. Peer data is not included.
e Search Group filters (that restrict privileges on storage and device groups) are not enforced
on the autocomplete list. Therefore, the list includes keywords, fields, field values, and
counts of events in storage and device groups to which a user might not have privileges.

e When an archive is loaded back on Logger, the autocomplete list does not include the full-
text keywords or field values that were available before the events were archived. This
happens because summary data is not archived along with the event data. Therefore, when
the event data is loaded back from an archive, the archive data is not included in the
summary.

Opening Filters and Saved Searches via Autocomplete

The autocomplete constants $filter$ and $ss$ enable you to open filters and saved searches
directly from the search box.

If you type $filter$ in the search box, the available filters show up in the autocomplete.
Filters include only the query.

If you type $ss$ in the search box, the available saved searches show up in the autocomplete.
Saved searches displayed include the query, the start date/time, the end date/time, local only,
and so on.
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To use an autocomplete suggestion:

1. Type $filter$ or $ss$ in the search box.

2. From the search list, click the suggested search of your interest. Otherwise, continue
typing the saved search name to narrow down the options.

3. Click m to run that search, or continue typing to narrow your search further. Once
you select a filter from the autocomplete, Logger replaces the search box contents with
the filter definition.

Search History and Search Operator History

The Search History displays recently run queries that match the currently entered search. To

see the search history, start typing a search or click the down-arrow next to the m button.
The Search History displays the fields used previously with the search operator that is currently
typed in the Search text box. The Search History only displays if you have previously used the
operator that you are typing. Click the operator to add it to your search.

To hide the Search History window in the Analyze> Search page, click the icon. To display

the window again, click the 2 icon.

Examples, Usage, Suggested Next Operators, and Help

The Examples section lists examples relevant to the latest query operator you have typed in
the Search text box.

The Usage section provides the syntax for the search operator.

The Suggested Next Operators section provides a list of operators that generally follow the
currently typed query. For example, if you type logger |, the operators that often follow are
rex, extract, or regex. You can select one of the listed operators to automatically append to
the currently typed query in the Search text box. This list saves you from guessing the next
possible operators and manually typing them in.

The Help section provides context-sensitive help for the last-listed operator in the query that is
currently typed in the Search text box. Additionally, if you click the if icon, Logger online help
launches.
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Regex Helper Tool

The Regex Helper tool enables you to create regular expressions that can be used with the rex
pipeline operator to extract fields of interest from an event. This tool not only simplifies the
task of creating regular expressions for the rex operator but also makes it efficient and error
free. For information about rex, see "Search Operator Portion of a Query" on page 78 or "Using
the Rex Operator" on page 637.

The tool, which is only available for non-CEF events (unstructured data), parses raw syslog
events into fields and displays them in a table with 3 columns: Field Name, Raw Event Value,
and Regex Value. You select the fields that you want to include in the rex expression of a
query. The selected fields are automatically inserted in a search query as a rex expression.

Using the Regex Helper Tool

1. Enter a search query that finds events of interest to you. For information about running a
search, see "Running a Search" on page 104.

2. ldentify a syslog event that you want to analyze further.

w

Click the > arrow (in the left-most column) for the identified event.

Next to the word RAW, click the > icon.

ok

Click the field that you need to include in the query. To select several fields CTRL + Click. To
select a group of fields lined up in order, press SHIFT+ Click .

Tip: To select all fields, click Select All located on top of the field name. To deselect the
fields, click Clear Selection.

6. Click Load. Otherwise, click Close to cancel the action.

The rex expressions pertaining to the selected fields are automatically entered in the search
query box. In this example we want to extract the IP addresses from events. Therefore, the
IPAddress_1 field is selected in the Regex Helper tool.

Once the IP address is selected and you click Load, the rex expression that includes the regular
expression for those IP addresses is displayed in the Search text box, as shown in the following
example.

_deviceGroup in ["Logger Internal Event Device [Apache URL Access Error Log]l"]
| rex "(2<IPAddress_1>\d+\.\d+\.\d+\.\d+) \S+ \S+ \[(?<TimeStamp_
1>\d+/\S+/\d+:\d+:\d+:\d+ \S+)\.*"
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From this point, you can include additional pipeline operators in this query to create charts,
identify the top five IP addresses, and so on. In the following example, the above query is
modified to identify the top IP addresses.

_deviceGroup in ["Logger Internal Event Device [Apache URL Access Error Log]l"]
| rex "(2<IPAddress_1>\d+\.\d+\.\d+\.\d+) \S+ \S+ \[(?<TimeStamp_
1>\d+/\S+/\d+:\d+:\d+:\d+ \S+)\.*" | top IPAddress_1

Search Analyzer

A query’s performance is dependent on many factors such as load on the system, size of data
to be searched, indexed or non-indexed fields included in the query, the query complexity (a
large number of conditions, wildcard characters, nesting), and so on.

The Search Analyzer tool analyzes a query to determine if any of the fields included in the
guery are non-indexed for the time range specified and thus affect the query’s performance.

Use the Search Analyzer after you have run a query or built one using the search builder. In the

Analyzer > Search page, click the 6’1 icon to access the Search Analyzer tool. To run the data,
click Run. To delete the information, click Clear All. Otherwise, click Cancel to exit the Search

Analyzer tool. To access the online help, click @ ke

Searching for Events

The topics in this section explain how to search for events on Logger.

Permissions and Prerequisites
Enable the following User Group permissions for Logger search users:

e Default Logger Search Group > Search > Search for events (local searches only)

» Default Logger Search Group > Search > Search for events on remote peers (for distributed
searches)

» Default Logger Rights > Peers > View registered peers (to see peers)

Other permissions may also apply. See "Setting Logger User Permissions" on page 578 for more
information.
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Running a Search

The Search page displays the number of events scanned and found, execution time, and
amount of events displayed per page. To access this page, click the Search option from the
Analyze list menu.

To execute a search, type the query expression in the search text box and click ﬂ The

query gets color-coded as you type different categories. You can expand —_Il or collapse ||__ the
query text-box as needed. For information about building a query expression, including lists of
applicable operators, see "Elements of a Search Query" on page 77.

and "Searching for Rare Field Values" on page 108 for instructions, exceptions, and invalid

ﬂ Note: Refer to "Keyword Search (Full-text Search)" on page 78, "Field-Based Search" on page 79,
characters before you create a query expression.

To refine the search, click each of the following icons:

Feature Description

Auto Refresh box Refreshes the search. You can select from the following intervals: 30 seconds, 60
seconds, 2 minutes, 5 minutes, or 15 minutes. By default, search results are not
automatically refreshed, and will expire in ten minutes (default), or whenever the
configured expiry time is reached.

Auto Refresh (OFF) ~

Auto Refresh (OFF)
Auto Refresh (3 min)
Auto Refresh (30 sec)
Auto Refresh (60 sec)
Auto Refresh (2 min)

Auto Refresh (15 min)

Local Only checkbox Enables to include peers in your search by un-checking the local only box. By default
Local Only is checked. If any peer has been configured on your Logger, the checkbox is
displayed. See "Searching Peers (Distributed Search)" on page 115 for more information.

Tip: To disable the local only parameter, go to the Logger.properties file and set to false
the property search.localOnlyChecked. Manually add the property if required.

m Provides the option to select specific peers, device or storage groups to constrain the
search to those.

Add Criteria
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Feature

Field Summary
checkbox

Discover Fields
checkbox

Custom Fieldsets

E Load
Save

n-@ Peer Stats

Export

u

(9 New search

= Search Dashboard

Running a Search

Description

Lists the selected CEF fields in the displayed events. By default, the selected fields
include: deviceEventClassld, deviceProduct, deviceVendor, deviceVersion, and name; you
can edit this list to suit your needs. Selecting this option enables the Discover Fields
option. See "The Field Summary Panel" on page 126 for more information about the Field
Summary and Discover Fields options.

Lists the non-CEF fields discovered in raw events. This option is only taken into
consideration when Field Summary has been selected.

Allows to load, search, create, save, and edit any fieldset. See "Custom Fieldsets" on
page 98 for additional details.

By default, All Fields are displayed in the search results. However, you can select another
predefined field set or specify a customized field set.

Loads previously saved filters, search, and search results. For more information, see
"Searching with Saved Queries" on page 144

Saves filters, search results, dashboard panels, and searches as scheduled searches or
alerts. See "Save a Filter, Saved Search, Dashboard Panel, or Search Results" on page 135
for additional details.

Summarizes how many peer Loggers are connected, and their status, among other
details. See "Peer Stats " on page 116 for additional details.

Enables you to export the search results. For more information, see "Exporting Search
Results" on page 133

Opens a new search page tab to create a new query.

Provides a quick access to the Search Dashboard or an specific active search. For more
information, see "Search Dashboard " on page 113
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Feature

@ Search Analyzer

Time Range

Search Spinner

Consider the following details when creating a query:

Description

Analyzes a query to determine if any of the fields included in the query are non-indexed
for the performance. For more information, see "Search Analyzer" on page 103.

Enables you to select the time type ( Receipt Time or End Time).
You can also select a predefined time range (by checking the dynamic box) or custom
time range (to set an specific start and end time). See "Time Range" on page 93 for more

information.

() End Time

Custom Range

Start Time:

SNow - 10m

Quick Ranges

Last 2 minutes
Last 5 minutes
Last 10 minutes
Last 15 minutes
Last 30 minutes

Last hour

Logger Receipt Time

E Dynamic

Last 2 hours
Last 12 hours
Last 24 hours

Today
Yesterday

Current week

Shows the progress of a search.

End Time: B Dynamic

SNow

Last 7 days
Current month
Last 30 days

e For a complete list of fields in Logger schema, see "Field-Based Indexing" on
page 147.

* Metadata terms (_storageGroup, _deviceGroup, _peerLogger)

Type “_s” (for storage group), “_d” (for device group), or “_p” (for Logger) in the
Search text box to obtain a drop-down list of constraint terms and operators.

e Regular expression term (| REGEX=)

[a

Note: If your query expression includes multiple device groups and storage groups
to which search should be constrained, make sure that the group names are
enclosed in a square bracket; for example, _storageGroup IN [“SGA”, “SGB”].

In addition to the options displayed on the search page, the Configuration > Search Options
page allows you to tune search operations to suit your environment. See "Global Search
Options" on page 323. For information about concurrent and active searches, see

"Concurrent Searches" on page 112.

Running a Search
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Canceling a Search in Progress

When a query is running, search results are displayed as matching events are found. Therefore,
when you click Cancel while the search is in progress, any matching events found so far are
displayed without actually deleting the search. This might be helpful in cases when the query
needs to scan a large data set, but the search results displayed so far display the events you
were looking for. You can further process the displayed (partial) results; for example, export
the results, use the histogram to drill down in the results, or click on any text in the Search
Results to add it to the query for further drill-down in the search results.

ﬂ Note: Partial results do not display if a query includes the operators HEAD, TAIL, or SORT.
Additionally, if a query includes chart operators such as CHART, RARE, or TOP, and the query is
terminated early, Logger does not display a chart of the partial results.

About Building Search Queries

Take the following points into consideration when writing search queries.

e Values in the system-defined fields, which include Time, Device, Logger, parser, source,
and sourceType, cannot be searched by either keyword or field based searches. These
fields are system-defined and do not exist in the raw event text. Therefore, searching for
data in these fields returns no result.

While the parser field includes only the name of the parser and is not searchable, the
parser defines fields based on its associated source type, and those fields are searchable.
See "Additional Fields in the Search Results" on page 122 for more information.

Null values are not included in the Search results. For example, when performing a search

on event data such as NOT deviceCustomStringl=bar, the search returns results that

match deviceCustomStringl not equal to "bar", but does not return events where the

deviceCustomStringl value is NULL. You must explicitly call out NULL values with <field>
e IS NOT NULL or<field> IS NULL.

setting the search option Include NULL field value in NOT operator results to yes. For

ﬂ Note: Logger can be configured to make NOT search conditions include NULL values, by
more information, see "Global Search Options" on page 323.

e Data contained within a string that has already been tokenized cannot be searched.
Searchable keywords are determined by the set of delimiters used to parse the raw text
string into searchable units called tokens. These delimiters are controlled on the
Configuration > Search Options page.
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° Logger includes the following primary delimiters for use during full-text (keyword)
search: space, tab, newline, comma, semi-colon, (,), [, 1, {, }, ", |, and *. If only these
primary delimiters are set to yes on the Configuration > Search Options screen and
the raw event contains a string like this: dmz:10.9.9.9/20, then that entire string
would be a single, searchable keyword.

° The Configuration > Search Options screen also enables you to use secondary
delimiters when searching. If the secondary delimiters are also set to yes, the following
list of delimiters would further tokenize the string: =, .,:,/,\, @, -, ?, #, &, , >, and <.
As a result, if the raw event contains the string: dmz:10.9.9.9/280, then the searchable
keywords for this event, will be dmz, 10, 9, and 20.

See "Global Search Options" on page 323 for more information on setting primary and
secondary delimiters.

Searching for Rare Field Values

To enable you to quickly search common IP address, host name, and user name fields for rare
field values. Logger creates superindexes on new data as it comes in. Searches written to take
advantage of super-indexed fields will tell you very quickly if there are no hits and will return
results more quickly than regular searches when there are very few hits. Therefore, they are
excellent for fast needle-in-a-haystack searches. For more information, see " Superindexing" on
page 150.

Using Super-Indexed Fields to Increase Search Speed

To take advantage of superindexing and get the fastest search results, run an equal to (=)
search, such as sourceAddress=192.0.2.0, and write the indexed search portion of your
query to find uncommon values in the super-indexed fields listed in the table below.

Super-indexed Fields

deviceEventClassld  deviceProduct deviceVendor destinationHostName
destinationPort destinationAddress  destinationUserld destinationUserName
deviceAddress deviceHostName sourceHostName sourcePort
sourceAddress sourceUserld sourceUserName

ﬂ Note: Unlike the indexed fields discussed in "Field-Based Indexing" on page 147, you cannot add
to the list of super-indexed fields.

Search on super-indexed fields only using the = operator, and only AND with non-super-indexed
fields for fastest search performance. Superindexes speed up searches that use the equal to (=)
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operator in the indexed search portion of the query expression. They have no performance
impact on searches that use greater than (>), less than (<), not equal to (!=), or other operators
in the indexed search portion of the query. While Logger supports full-text search, search on
fields that are not super-indexed, and searches that use operators such as >, less than <, !=,
and so on. Such searches may not provide the greatest search speed.

Using AND and OR with the = operator can be very powerful when searching super-indexed
fields. However, to obtain the greatest search speed improvement, you must use them

carefully. The table below provides examples to help you understand how to write queries that
take advantage of the power of superindexing.

[ J Note: To see the faster search results, all fields you use in your query must be indexed.

Query Examples for Superindexing in Needle-in-a-Haystack Searches

Query
arcsight

(full text)

192.0.2.0

(full text that looks like a super-
indexed field)

sourceAddress = 192.0.2.0

(= on a super-indexed field)

sourceAddress = 192.0.2.0 OR
sourceAddress = 192.0.2.2

(= using OR on super-indexed
fields)

sourceAddress = 192.0.2.0 AND
destinationAddress = 192.0.2.2

(= using AND on super-indexed
fields)

Using Super-Indexed Fields to Increase Search Speed

Does It Improve Search Speed?

No difference.

This is a full text query, and so does not take advantage of super-indexed
field-search speed improvements.

No difference.

While this could be an IP address, it is a full text search, not an = search
against one of the super-indexed fields, and so does not take advantage
of super-indexed field-search speed improvements.

The search speed is improved and the results return very quickly when
there are no hits.

If Logger has not encountered 192.0.2.0 as a sourceAddress, it quickly
returns the message "No results were found". If it has encountered that
sourceAddress, the range of events to be searched is narrowed down.

The search speed is improved and the results return very quickly when
there are no hits.

If Logger has not encountered 192.0.2.0 or 192.0.2.2 as a sourceAddress,
it quickly returns the message "No results were found". If it has
encountered one or the other, the range of events to be searched is
narrowed down.

The search speed is improved and the results return very quickly when
there are no hits.

If Logger has not encountered 192.0.2.0 as a sourceAddress, it quickly
returns the message "No results were found".

Similarly, if Logger has not encountered 192.0.2.2 as a
destinationAddress, it quickly returns the message "No results were
found", even if it has encountered 192.0.2.0 as a sourceAddress.
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Query Examples for Superindexing in Needle-in-a-Haystack Searches, continued

Query

sourceAddress !=192.0.2.0

(!=on a super-indexed field)

sourceAddress !=192.0.2.0 OR
destinationAddress= 192.0.2.2

(!= using OR on Super-indexed
fields)

sourceAddress !=192.0.2.0 AND
destinationAddress = 192.0.2.2

(!= using AND on Super-indexed
fields)

sourceAddress = 192.0.2.0 AND
arcsight

(= on super-indexed field AND full
text)

sourceAddress = 192.0.2.0 OR
arcsight

(= on super-indexed field OR full
text)

name = "CPU Usage" AND
sourceAddress = 192.0.2.0

(indexed field AND super-indexed
field)

Using Super-Indexed Fields to Increase Search Speed

Does It Improve Search Speed?

If Logger has encountered both, the range of events to be searched is
narrowed down.

No difference.

Superindexing does not help with negations, so this query does not take
advantage of super-indexed field-search speed improvements.

No difference.

Since there is a negation on the sourceAddress and this is an OR
condition, this query does not take advantage of super-indexed field-
search speed improvements.

The search speed is improved and the results return very quickly when
there are no hits.

Since this is an AND condition, both conditions need to be true.

Even though there is a negation on the sourceAddress, if Logger has not
encountered a destinationAddress address of 192.0.2.2, this AND
condition will never be satisfied. In that case, it quickly returns the
message "No results were found".

If Logger has encountered that destinationAddress, the range of events to
be searched is narrowed down.

The search speed is improved and the results return very quickly when
there are no hits.

If Logger has not encountered a sourceAddress of 192.0.2.0, this AND
condition will never be satisfied. In that case, it quickly returns the
message "No results were found", even though there is a full text search.

If Logger has encountered that sourceAddress, the range of events to be
searched is narrowed down.

No difference.

Regardless of whether Logger has encountered a sourceAddress of
192.0.2.0, the OR condition requires a full text search for "arcsight", so
this query does not take advantage of super-indexed field-search speed
improvements.

The search speed is improved and the results return very quickly when
there are no hits.

Even though name is not one of the super-indexed fields, because the
query uses an AND condition, Logger quickly returns the message "No
results were found" if it has not encountered a sourceAddress of
192.0.2.0.
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Query Examples for Superindexing in Needle-in-a-Haystack Searches, continued

Query

name = "CPU Usage" OR
sourceAddress = 192.0.2.0

(indexed field OR super-indexed
field)

sourceAddress = 192.0.2.0 AND
(sourceHostName = myhost.com
OR sourcePort = 80) AND
(destinationAddress = 192.0.2.2 OR
arcsight)

(super-indexed field AND (nested
OR condition) AND (nested OR
condition))

Search Hit Limits

Does It Improve Search Speed?

If Logger has encountered that sourceAddress, the range of events to be
searched is narrowed down.

No difference.

Even though sourceAddress is one of the super-indexed fields, because it
is in an OR condition with name, which is not super-indexed, this query
does not take advantage of super-indexed field-search speed
improvements.

Results return very quickly when there are no hits.

If Logger has not encountered a sourceAddress of 192.0.2.0, the top level
AND will never be true. It quickly returns the message "No results were
found" in that case.

If Logger has not encountered a sourceHostName of myhost.com AND it
has not encountered a sourcePort of 80, then the OR condition will never
be true. Thus the top level AND condition will never be true. It quickly
returns the message "No results were found" in that case.

If Logger cannot show that the above conditions are false, then there will
be no difference in search speed.

Even though destinationAddress is one of the super-indexed fields,
because it is in an OR condition with a full-text search for "arcsight", the
range of events to be searched cannot be narrowed down.

Logger displays more than one million rows in the search result.

Maximum Hit Limit for Search Ul/ Search API

* The Logger default (set in the Configuration > Search Options page) is set to one million
results, but a Logger admin can adjust this number from one to ten million results.

Other considerations

In regards to hit limit searching, take note of the following information:

» Logger performance may be affected as maximum row limit is increased.

¢ You must have administrator permissions to edit this page. See "Running a Search" on
page 104 To set maximum hit limits for Search Ul and for searches via API, modify the
parameters below from the Configuration > Search > Search Options page.
© Search: Max hits of Search API

Search Hit Limits
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e When you run a peer search, the search hit limit might be ignored when reviewing the
results in the peer stats as the hit count represents the real count of events. A hit limitation
is set only for events sent to the Ul.

Concurrent Searches

Logger can now run concurrent searches from different tabs.

Maximum Concurrent Searches

The number of concurrent searches you can run depends on your system load, search size, and
other factors.

* The Logger default (set in the Configuration > Search Options page) is set to 0 (unlimited)
running or finished searches, but a Logger admin can adjust this number to between 1 (no
concurrent searches) and 1000.

e This value limits the total number of searches in memory (running or finished) by the
Logger, not by the user.

For example: For a Logger set to a maximum of ten concurrent searches, if user A is
running six searches, user B will get an error if she tries to run more than four concurrent
searches before any of the searches expire.

Expiry Time

The amount of time Logger holds the search results in memory before deleting them can also
affect your search capacity. Each search you run consumes Logger storage space and CPU
bandwidth.

e For this reason, the default expiry time for searches is ten minutes. A Logger admin can
adjust this time to between 1-60 minutes.

¢ Clicking the Session ID opens the search results in a new tab and resets the expiry time.
Using the pagination link (moving through the display pages) for a search also resets the
expiry time.

e The expiry time affects both concurrent and standalone search results.
Other considerations

When running concurrent searches, take note of the following information:

e The maximum search and expiry time is set from the Configuration > Search > Search
Options page. You must have administrator permissions to use this page. See "Concurrent
Search Options" on page 328.
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e Administrators can view and delete ongoing searches from the Configuration > Search >
Running Searches page. See "Running Searches" on page 332.

e Dashboard searches, while they are running, are included in the search maximum, but are
not listed in the search dashboard page.

e Maximum search limits do not apply to saved or scheduled searches.

e Maximum search limits do not apply to searches and queries run from the Reports tool.
However, running reports while also running search queries will likely affect your
performance.

e When configuring the maximum search limit, consider the number of Logger Search
Reports and the limit of concurrent searches. Maximum search limits do not apply to
searches and queries executed from reports tool using MySQL Reports but it is impacted by
the Logger Search Reports. Running Reports while also running search queries will likely
affect your performance.

Prerequisites
Users must be assigned to the following User Groups to access this feature:

1. To enable and configure concurrent searches: Default System Admin Group
2. To run concurrent searches: Default Logger Search Group

See "Setting Logger User Permissions" on page 578

[ J Tip: Your Admin can tell you what the search limit and expiry time is for your Logger.

Search Dashboard

The Search Dashboard page displays your running and completed searches. Each search has a
Search ID (search + server ID) that can later be modified for an easier finding. Saved search
results (once loaded) will also be shown on this page along with their unique identifier name.
For further details, see " Persisting Search Results " on page 131.

Search widgets (Filters, Saved Searches, Fieldsets, Lookup Files, and Peers) are located at the
top of the page and display the total number of items for each category stored in your Logger.
To view a results table with specific details for each of the search types, click the corresponding
widget.

Search Dashboard X | searc X &

96 Filters v 40 Saved Searches Q 14 Fieldsets E O LookUp Files 0 Peers Dé
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To view an Active Search:

1. From the Search page, execute a search. See "Running a Search" on page 104.

2. Go to Analyze > Search Dashboard. A series of search details (Time Range, Execution Start
Time, Local Only, Time Type, Hits, Scanned, Status, and expiration time) will be displayed
for each of the active searches. If no active searches are running, the search dashboard
page will be empty.

3. To review the search parameters, click the icon. A tab redirecting to the actual search
page will be opened. Notice a maximum of 10 tabs (including the search dashboard) can be
opened. After reaching this limit, Logger will not redirect you to any search (even to ones
in existing tabs) unless you close a tab.

Tip: If you modify any search parameter and then execute the search, Logger will consider
it a new active search.

To rename the search (except the search results loaded), double click the tab and add a
uniqgue name. Click outside the title box or press enter to save the changes.

4. To close the active search tab, simply click the * icon.

You can also access the Search Dashboard from the Search page. Click the = icon to open a
specific search or the Search Dashboard.

To create a new search, click the (9 icon. See "Running a Search" on page 104 for further
details.
Delete an active search

1. From the Dashboard Search, look for the active search you want to remove.

2. Click the E . The search will be removed from the list.

Other considerations:
¢ To modify the maximum number of active searches displayed in this page, go to
Configuration > Search Options > Max Concurrent Searches.
e The expiration time is reset whenever there is a request for fetching events, for example:
° A page update in the search result table.
° A drill down by clicking the histogram.

° A search opened from the search dashboard page.
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Searching Peers (Distributed Search)

When you run a search query, by default, only your local Logger is searched for matching
events. However, you can specify in your query to run the search on the peer Loggers

Prerequisites

To perform peer searches and view their search results, you need the following groups and
permissions:

» Logger Search Group with “Search for events on remote peers” enabled.

e Logger Rights Group with the “View registered peers” enabled.

Follow these guidelines for searching across peers:

» Specify the peer Loggers to search, as described in "Constraints" on page 91.
e Logger supports searching up to 100 peers in the same search.

e For best search performance and functionality, all peers must be on the latest version of
Logger. Searches across peers are limited by the ability of the earliest version peer.

° If an operator does not exist on a peer version, the query will not run on that peer.

° Peers on earlier version will have the performance of that version, so search result for
those peers will be returned more slowly.

e For best performance of non-pipeline searches, do not include the regex, rex, parse,
keys, transaction, extract, or lookup search operators in the query.

e |f the peer Loggers do not have the same storage or device group names, a search query
operation skips searching for events for those groups on those peers.

e |f there are custom schema fields in your Logger schema, those fields must exist on all
peers. A search query containing those fields will not run across peers, and will return an
error. See "Adding Fields to the Schema" on page 486.

* When a Logger becomes unavailable during a search operation, error messages are
displayed. The displayed message varies depending on the error detected. This is most
likely because there is a problem with the network or the peer is down. In some cases it
may be because there is an issue with the peering relationship. The error messages may
still display for the search that was in progress even after the problem is fixed. However,
you can ignore such messages if they go away when you run a new distributed search. For
more information about peers, see "Peer Nodes" on page 509.

e Using search heads enables faster peer searches for searches that use search operators,
particularly aggregation operators, such as chart, sort, top. For best search performance,
specify all peers to be searched in the query and exclude the local Logger. See "Setting up

Searching Peers (Distributed Search) Page 115 of 767



Administrator's Guide
Chapter 3: Searching and Analyzing Events

Search Heads for Faster Peer Searches" on page 33.

searches run through the user interface. Using search heads does not improve the speed

ﬂ Note: Peer search speed improvements gained by using search heads apply only to
of scheduled searches or searches run though Logger Web Services.

Example queries for searching across peers:
Search that sorts five fields:

_peerLogger IN [“peerl”, “peer2”, ..] | sort deviceEventCategory eventId
deviceCustomNumberl deviceCustomNumber2 deviceCustomNumber3

Search with field extraction:

_peerLogger IN [“peerl”, “peer2”, ..] | rex "(2<src_ip>\d{1,3}\.\d{1,3}\.\d
{1,33\.\d{1,3})"

Search evaluating a variable:

_peerLogger IN [“peerl”, “peer2”, ..] | eval (int)urllength=len(requestuUrl)
| sort urllength

Search with results grouped and counted as a top 50 list:
_peerLogger IN [“peerl”, “peer2”, ..] | and priority > @ | top 50 name
Search for events with a long URL:

_peerLogger IN [“peerl”, “peer2”, ..] | eval n=len(requestUrl) | where n =
ll1623ll

Peer Stats

Peer stats allow you to view the status of the peer nodes associated to your Logger in both
graph and table. Any exception triggered by the system (including nodes that cannot be
reached out or search results from unreacheable peers) will also be displayed in this page.

To view peer stats:

1. Run a search with the local only box unchecked from the Analyze > Search page.

2. Click the statistics by peer icon &, The search spinner displays and indicates the
connection to each peer is in progress.

Tip: The message "The search will exclude or skip the following peers due to a
communication error" pops up if an issue is encountered.
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A diagram will show a color-coded peer search status (as depicted in the legend box). At the
end of each colored line, you will see the hit count of each peer node. Additionally, if you
point to any peer node, a window will display additional details such as: name, search
status, scan and hit count.

The following results will also be displayed in this window:

» Total Scan Count: Total of scanned events by all the peer nodes during the search.

e Total Hit Count: Total of events from all the peer nodes that matched the indexed
search portion of the query. For more details, see "Query Expressions" on page 77.

ﬂ Note: Search page hit count will be different for aggregate functions since the head will
only count the summarized events.

3. If you click the statistics by graph = icon, a table with the following information will be
displayed:

Stats Description
Peer name Name designated by the user.
Peer

- ' Reachable: Proper communication between the peer head and the node (marked with a green
Reachability
icon).

' Unreachable: Non- existent communication between the peer head and the node (marked
with a red icon). No available information (labeled as NA) will be found in peer search status, scan
count, hit count, and scan rate.

~ Slow: Communication between peer and head takes more than 1 second. This status can be
easily changed to reachable status.

Peer Search Execution status when conducting a search. Each status is displayed with a different color.
Status
' Failed: Failed search executions are marked with a red icon.

' Completed: Successful search executions are marked with a green icon.

Not available: Unavailable connections due to an unreachable peer are marked with a white
icon.

Running: Search is still in progress and marked with a yellow icon.

Scan Count Number of events scanned by the peer during the search.
Hit Count Number of events (sent from peers to the head) that matched the query.
Scan Rate Scans the count events divided by total search time (in seconds).
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Stats Description
Elapsed Time Final search time on each peer node.
CPU Updates the CPU usage every 6 seconds.

Memory Calculates memory usage in both percentage and actual megabytes.

Long name fields are not fully displayed, and instead, have an ellipsis. To view the full number,
point to Memory.

Data is updated every 6 seconds.
Total Scan Count and Hit Count are also displayed at the right-bottom of this window.

To access the online help, click @ relo . You can also review the internal events of peer
statistics (Scan/hit count, scan rate, CPU usage and memory, reachability) in the Search
page view. For further details, see "Application Events" on page 655. To enable view and
customize the internal stats, see "Peer Nodes" on page 509.

Searching for IPv6 Addresses

If you have IPv6 address fields configured in your Logger, you can filter on IPv6 addresses in
Logger address fields as you would for IPv4 addresses.

Canonical Format for IPv6 addresses

When using a query search operator to search for full or partial IPv6 addresses, the address
must be in canonical (normalized) format. Do not use IPv4-mapped IPv6 addresses.

* Address fields that are indexed by default require canonical format for IPv6 addresses.
They include:
° destinationAddress
© deviceAddress

© sourceAddress
e Address fields that are not indexed are not limited to canonical IPv6 addresses. They
include:
© agentAddress
However, queries on the agentAddress field will be slower, due to on-the-fly, just-in-time
indexing of that field. If you issue many queries on the agentAddress field, consider

indexing that field on Logger. If you need additional fields normalized, contact Customer
Support. If you need to index additional fields, see "Search Indexes" on page 321.
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Tip: In searches containing a search operator, IPv6 addresses in the results are displayed in
canonical format. To view the original IPv6 address, expand the 'raw message' tab in the search
results.

Searching for Partial IPv6 Addresses

You can search for a partial IP address if the partial address you enter is already in the
canonical format. All IPv6 address you enter in queries are converted to the canonical format,
so that they will match the IPv6 address as stored in the database. If your query includes a
partial address that is not in the correct format, it will not match the IPv6 address as stored in
the database, and so will not return any results.

Field-based and Keyword Searches

If you run a keyword or field-based search for one of these address fields, it will find ALL
matching events for equivalent IPv6 values, regardless of the format of the original IPv6
addresses.

IPv4-mapped IPv6 addresses are matched with IPv4 addresses, and vice-versa. For example,
src=::ffff:10.10.11.12 will match events in which src=10.10.11.12.

ﬂ Note: This functionality is not available for the INSUBNET operator or for the lookup function. See
"Using the INSUBNET Operator to Search for IPv6 Addresses" below.

Aggregation Operators with IPv6

Aggregation operators behave the same for both field-based or keyword searches. The results
will be combined for equivalent IPv6 addresses into one line displaying the IPv6 address in
canonical format. You can search for IPv6 addresses by entering them in any valid format. Note
that this pertains only to the results display. Logger does not change any of the actual events
and values.

Example: IPv6 address searches

e sourceAddress IS NULL
e destinationAddress = 2001:db8:85a3:0042:1000:8a2e:0370:7334
e deviceAddress IS NOT NULL

Using the INSUBNET Operator to Search for IPv6 Addresses

You can use the INSUBNET operator to filter IPv4 and IPv6 addresses in the regular Logger
address fields and any custom fields added to the Logger schema. Examples of filtering for IPv4
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addresses are given in "Field-Based Search" on page 79.

Example: Use INSUBNET to filter IPv6 addresses:

e sourceAddress insubnet "2001:db8::/32"
e agentAddress insubnet "2001:db8::-2001:db8::ffff:ffff:ffff"

e destinationAddress insubnet "2001:db8::*:*:*"

Example: Use INSUBNET to filter a combination of IPv4 and IPv6 addresses:

e deviceAddress INSUBNET "192.0.2.0/24" OR destinationAddress INSUBNET
"2001:db8::/32"

e agentAddress INSUBNET "2001:db8::/32" OR sourceAddress INSUBNET
"192.0.2.0/16"

The Search Results Display

After you have initiated a search, the search results are displayed in the bottom section of the
same screen in which you ran the search. A search operation can take time when millions of
events need to be searched. When the first screen of events that match the specified
conditions is available, Logger automatically pauses the search and displays the matched
events.

Event data is categorized by field name and each field is displayed as a separate color-coded
column. For example, the time when an event was received on the Logger (Logger Receipt
Time) is displayed in a gray-shaded column indicating metadata and labeled Time.

The Search Results

The search results table displays the number of events scanned, the number of events found,
the index status of each event type, and execution time. Each event is available in its raw form
or parsed data. By default, the parsed data is displayed.

Below the histogram, events are shown in table form, one row per event. In the Analyze >
Search page, the view menu bar allows the user to review the data in 3 different ways as
described below. Next to the view menu bar, you can see the total number of events scanned
and displayed and the time it took to execute the search.

1. RAW view: It only exhibits the Logger and Raw Data along with Event Time, Receipt
Time and DeviceReceiptTime.

2. Column View: It displays events per columns.
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3. i Grid View: This is the view where events are distributed per rows. It permits
comparison between specific (CEF and non-CEF) events in a pivot table format. Within this
view, you can also access the following information:

e Event Details: This emergent window appears by clicking on the event and it shows the
raw event, agent, destination, device, deviceCustom, extra fields and root data. In this
window, these icons:

[ = > b

allow you to review first, previous, next and last event information as well as show/ hide
null fields, and expand / collapse categories. This emergent window can be closed at any
time.

ﬂ Note: If more than 1 event is selected in the grid view, this window is not displayed.
Logger will enable the Compare Events window instead.
- (O Compare Events: This emergent window compares from 2 to 10 events per column.
This window can be minimized, maximized, or closed as appropriate.

» Show/ Hide RAW: When the grid view is active, click the % arrow on the top left side of
the table to view the raw data for all events. Click the # arrow to hide the events. To
view the specific event raw data, click the 2 arrow icon on each event.

On top of the histogram, you can hide or show the histogram information by clicking the
arrows accordingly.

Terms that match your query are highlighted. As you move through other terms in the events
table, those will be highlighted too, both raw data and the other values displayed in the
column. You can point to and highlight any matching results along the whole table and not just
the columns.

Tip: In the Search page, you can also add highlight terms into your search by simply clicking on
the term. The item will be automatically added into the search box.

You can drill down into the displayed search results by clicking a green-highlighted term to add
it to the current query. For example, if you search for “login” and roll over the word “fail” in
the search results, “fail” will highlight in green. Click the word “fail” to change the query to
“login AND fail.”

By default, a Field Summary panel is displayed on the left side of the matched events. This
section lists the fields that occur in matching events and the number of unique values for each
in those events. For more information, see "The Field Summary Panel" on page 126.
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Additional Fields in the Search Results

In addition to Logger's schema fields, you may see other types of fields in the Search results.

User-Defined Fields

User-defined fields are created when a search query includes operators such as rex, extract,
and rename. See "Search Operators" on page 595 for information on these operators. These
fields are displayed as additional columns in the All Fields view (of the System Fieldsets). To
view only these columns, select User Defined Fieldsets from the System Fieldsets list.

System-Defined Fields

When a search query matches events that were received from a defined source type and were
parsed using a pre-defined or user-defined parser, the search results include a parser field, and
may include fields for the source type, and source, depending on the setting in the Search
Options page. For more information, see "Global Search Options" on page 323.

System-defined fields contain no event data and are not searchable. See "About Building
Search Queries" on page 107 for more information.

Field Description

parser Indicates whether or not an event was parsed, and if so, which parser was used.

based on its associated source type. These fields vary based on the source type. For more

Note: While the parser field itself is not searchable, the parser defines searchable fields
information, see "Parsers" on page 372.

If the event was parsed, this field contains the name of the parser. If the event was not
parsed successfully, this field contains “Not parsed”. If no parser is defined for the source
type or if there is no source type, the field is blank.

source type The type of file from which the event was received, as defined on the Source Type page
(Configuration > Data > Source Types). For more information, see "Source Types" on
page 367.

If no source type was applied when the event was received, this field is blank. You can
control whether this field is displayed from the Search Options page.

source The name of the log file from which the event was received. For example,
/opt/mnt/testsoft/web_server.out.log.

If no source was applied when the event was received, this field is blank. You can control
whether this field is displayed from the Search Options page.
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Adjusting the Displayed Search Results

Search results are sorted by the Logger receipt time. The events are displayed either oldest first
or newest first, depending on what you selected when you ran the search. If you want to
change the sort order, you will need to rerun the search. To change the sort order, open the
search options list menu and in the Sort field select Oldest event first or Newest event first.

By default, 25 events are displayed on one screen. To change the number of events displayed
per screen, open the Events per Page pop-up menu, located at the bottom of the search
results, and select the number of events to display.

2018/03/30 10:33:08 PDT 1 storageGroup 3 2018/03/30 10:34:22 PDT
2018/03/30 10:33:08 PDT 1 10 Ip 28 2018/03/30 10:34:22 PDT
2018/03/30 10:33:00 PDT 1 2018/03/30 10:34:22 PDT
100 >
Displaying 1 - 25 of 122840 | Events per page 25 ~ Page 1 of 4914 b H

Some searches may return many pages of results. To move from page to page in the search
results, click the appropriate arrow or type number of the page that you want to move to and
then press Enter.

Each event is available in its raw form or parsed data. You can show or hide the raw event data
from this page.

ﬂ Note: The following functions cannot be opened simultaneously: Customize Fieldsets, Compare
Events, and Saved Searches. Logger only supports one emergent window at a time.

Auto Refresh Search Results

The Auto refresh feature executes a search over specified intervals, updating the search results
if new events match the query. Set this option from the Search Options menu.

Depending on your needs, you can auto update the search results every:

e 30 seconds

60 seconds

2 minutes

5 minutes (default)

15 minutes
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You can enable this option for a search operation before or after running it. Once you enable
this option for a search, the setting persists for all search operations on that tab until you
explicitly disable it. Concurrent searches on other tabs are not affected and must be configured
separately.

The Histogram

The Search Results page displays a histogram that provides a graphical representation of the
events that match a search query. Depending on the type of search executed, the histogram is
based on Logger receipt time or event time.

Results are presented in a histogram view emphasizing the time information (X axis) and the
guantity of events (Y axis). You can also select multiple consecutive bars on the histogram to
view matching events in all of the selected time units.

because the start and end times on the X-axis are determined by the event times of the first and

ﬂ Note: The time range on the X-axis might not match the time range specified in the search query
last matching events of the search query.

Events timeline

43 Events
40 0119/2021 14:37-00 through 01/19/2021 14:37:.05
20
l:l I I I
14:36 14:37 14:38

A histogram is progressively built and displayed as events match a search query. If the search
guery needs to scan a large amount of data or a large time period, the histogram displayed
initially might refresh multiple times while the query is running. To view the complete
histogram of a search query, wait until the query has finished running (when the =% icon no
longer appears in the Analyze > Search page).

The first one million matching events are plotted on the histogram. If a search query matches
more than one million events, an informational message is displayed on the screen. If you need
to use the histogram view for event analysis of a search query that matches more than one
million events, Micro Focus suggests that you adjust the time range to retrieve less than one
million events. This will allow you to obtain a complete and meaningful histogram. You can also
use a pipeline operator such as top, head, or chart to further refine search results so that the
total number of hits is under one million events.
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Displaying the Histogram

You cannot disable the histogram; however, you can click the 1 icon above the upper-right
corner of the histogram to hide it. To display a hidden histogram, click the icon again.

Pointing

You can point to any histogram bar to highlight it and view the number of matching events and
the date and time period that the bar represents. The matching events listed below the
histogram do not change, and the histogram continues to display all matching events.

Histogram Drill Down

You can drill down to events in a specific time period by clicking the bar on the histogram that
represents that time period. The bar you drilled down to is highlighted and the events
matching that time period are listed below the histogram. To deselect the time period, click the
bar again. To analyze the information from several items on the train, make sure these are in a
consecutive order. Otherwise, Logger only shows the data of the last column selected.

Chart Drill Down

Aggregated search operators such as CHART, TOP, and RARE generate charts of search results.
The chart drill down feature enables you to quickly filter down to events with specific field
values.

You identify the value on a search results chart and click it to drill down to events that match
the value.

When you click on a chart value (a column, bar, or donut section), the existing search query is
modified to include the WHERE operator with the field name and value, and automatically
rerun.

Search results can also be displayed in a chart format. When the user executes a search with a
chart operator, Logger delivers a chart along with a correspondent table of events distributed
by category. When this format is enabled, view menu bar is replaced with the following icons:

Display Limit:  qg IO TS ||

The following chart types are supported by Logger:

1. Column: It displays a measure as columns.

2. Bar: It displays a measure as filled bars.
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3. Donut: It is a pie chart with a hole in the center.

[ ( To avoid chart visibility issues in the Search page, set a display limit of 20 events.

4. Area: It displays a measure as a filled region, similar to a line chart.
5. Line: It displays a measure as a continuous line.

6. Stacked Column: The data series are stacked one on top of the other in vertical columns. It
allows a comparison of total column lengths.

7. Stacked Bar: It uses bars to show comparisons between categories. Each bar in the chart
represents a unit, and segments in the bar represent different parts or categories of that
whole.

Multi-Series Charts:

A multi-series chart combines multiple aggregation function values along the Y-axis in a single
chart. Stacked column and stacked bar charts are available for multi-series search. The Donut
chart view is grayed out (not available) for this task.

Display Limit:

It limits the amount of events shown in the chart from 1 to 100 charts. To narrow the results,
add a number < total number of events in the display limit field. To apply the updates, it is only
needed to click enter or click outside the window.

The Field Summary Panel

When a query is run, the Field Summary panel lists the CEF and non-CEF fields that occur in
matching events and the number of unique values for each in those events. This panel is only
displayed for queries that do not generate charts. If a peer search is performed, the
summarized field values include counts from peer Loggers.
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Field Summary displays additional information such as events containing the field, available
charts, and top and bottom ten values. Multiple events can be opened simultaneously and
moved at your convenience.

The Field Summary panel contains two sections: Selected Fields and Discovered Fields. The
Selected Fields section lists the CEF fields, while the Discovered Fields section lists the non-CEF
fields discovered in raw events.

Fields Summary €

View All Fields Summary »

N

deviceEventClassid (13)

-

deviceProduct (1)

N

deviceVendor (1)

-

deviceVersion (27

na me (13}

Displaying the Field Summary Panel

By default, the Field Summary is enabled while the Discover Fields is disabled. These options
are controlled globally in the "Global Search Options" on page 323, and locally with checkboxes
in the search page. For more information, see "Discovering Fields in Raw Event Data" on

page 129.

You can display or hide the Field Summary panel by using the Fields Summary checkbox in the
search results display options.

For better readability, it is recommended the screen scale and layout of your machine is at
100%.

Selected Fields List

By default, the Selected Fields list contains these fields:

e deviceEventClassId
e deviceProduct

e deviceVendor
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e deviceVersion

® name

You can edit this list to suit your needs. By default, this list displays the top 10 values for each
field.

You can change the fields displayed in the Field Summary panel's Selected Fields list by
changing the field-set. You can use one of the predefined fieldsets or create your own to
include only the fields you need.

To change the Selected Fields list:

1. Define or update an existing custom field set to include fields you want the Selected Fields
list to contain. See "Fieldsets " on page 96 for information on creating custom field sets.

2. Select the custom field set you defined to view search results.

3. After running a search query, if you select a different field set, the Field Summary panel
displays the following message: "The Field Summary is out of sync with the events table".

This message indicates that the fields listed in the Field Summary panel do not match the
ones specified in the newly selected field set. To display the fields specified in the new field
set, click Update now.

Field Summary Drill Down

You can drill down on any of the listed fields or a specific value of the listed fields in the Fields
Summary panel.

For example, you might want to view all events containing deviceEventClassId (specific field)
or you might want to view events of deviceEventClassId “storagegroup:100” (specific
value of a field).

For fields whose values are of type STRING, you can view all events, view the top ten, or create
charts of the matching events. For fields whose values are of type NUMERIC, you can perform
mathematical operations such as average, min, and max.

Every time you run a query or drill down on a specific field or value, a new query using the
newly selected criteria is run and the Field Summary list is updated.
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e — < deviceProduct (1)

Display Events containing deviceProduct [
View All Fields Summary 3 Py ¢ 0

Charron: Values by Time  [F Top Values [ Bottom Values [T
'deviceE\.femCIasslc 3) Y P !

':E\v,i:epmdud 1) Top 10 Values Bottom 10 Values

Lo Field value Count Percenfage
':evi:e‘u'é's'cn ) _
Logger 3 100.00% GG
name 3

To view drill down in the field summary:

B Field 5 r
1. Make sure the to check the Field Summary box = A to enable the field

summary function.
2. Run a search.

3. Inthe Field Summary list, click the field name you want more detail on.
The<fieldname><number of values> dialog box displays some additional information
(events containing the field, available charts and top ten values). Multiple events can be
displayed simultaneously and moved at your convenience.

4. To run a search that displays only those events, click Display events containing
<fieldname>.

5. To run a search that displays only those events, click a field value.

6. Create a chart of the results as discussed in "Refining and Charting a Search from Field
Summary" on the next page.

Discovering Fields in Raw Event Data

The Field Summary feature can automatically discover non-CEF fields from a raw event if the
Discover Fields is enabled.

By default, the Discover Fields option is disabled (set to No). To enable the Discover Fields
option for all searches on your Logger, change the default values to Yes in the Configuration >
Search > Search Options > Field Summary Options

However, if you need to use the Discover Fields option occasionally—not for all searches—you
can enable this option for one-time use on the user interface page from where you run the
search query. To do so, click the Discover Fields checkbox in the search display options before
running the query.
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Tip: To auto discover fields, the raw event must contain data in the “key=value” format, and
none of these characters can be the first character of the “value”: comma, space, tab, and
semicolon.

For each “key=value” pair found in a raw event, a new field of the name “key” is created. The
Field Summary includes a summary of the values for all the new fields under the Discovered
Fields section. The discovered fields are assigned the type “String” by default. The auto-
discovery capability works only if at least 2,500 of the first 10,000 matching events contain
“key=value” pairs. If this threshold is not met, auto discovery is automatically turned off.
However, this threshold does not apply if there are less than 10,000 matching events; in that
case, fields are discovered regardless.

Refining and Charting a Search from Field Summary

When you click a field in the Field Summary, a dialog box labeled <fieldname><number of
values> displays information about the field. From here, you can drill down to see more details
and create a chart of the search results.

To view field details from field summary:
1. Run a search and drill down to the data you are interested in, as described in "Field
Summary Drill Down" on page 128.

2. To create a chart of the search results, click one of the Chart on values, such as Values by
time or Top values.

3. The results display in a Result Chart and a Result Table.
4. In the Result Chart, click Chart Settings to adjust the chart.
5. Enter a useful Chart Title.

¢ Select the Chart Type best suited to your data.

¢ Set the Display Limit. The highest valid value is 100.

Value by Time Chart Display Limit: 10 anll |E O . A2 ﬁ IE‘:’

B

B 1512210888
15.214.140.187

# src _count
1 15.122.108.88 1

2 15.214.140.187 1
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6. Inthe Result Table, you can use navigation buttons to move forward and backward
through list of results, and refresh the search.

To create a PDF or CSV file containing the search results, click Export Results |I|
For more information, see "Exporting Search Results" on page 133.

Saving the Search Results

You can save the results of any search by exporting them in PDF or CSV format:

e PDF: Useful in generating a quick report of the search results. The report includes a table of
search results and any charts generated for the results. Both raw (unstructured data) and
CEF (structured data) events, can be included in the exported report.

e Comma-separated values (CSV) file: Useful for further analysis with other software
applications. The report includes a table of search results. Charts cannot be included in this
format.

Data for the following time fields is exported in human-readable format: deviceReceiptTime,
startTime, endTime, agentReceiptTime. For example, 2015/03/21 20:22:09 PDT.

When downloading saved search files bigger than 4GB, the actual downloaded size file could
be less than Logger displays. To avoid this issue, download the file from SFTP or, ensure the
CSV files are smaller than 4GB.

Additionally, you can also schedule your export results. Take into consideration though, export
execution time is proportional to the number of events being exported. Micro Focus
recommends that you schedule a high event export operation to be performed at a later time
by saving the query and time parameters as a saved search, and then scheduling a saved
search Job. For more information, see " Scheduled Searches/Alerts" on page 312.

Persisting Search Results

When persisting search results, users can save data and view the results at a later time,
allowing you to save time and perform other activities meanwhile.

To persist searches, make sure to be granted the following minimum rights:

e Logger Search Rights for search events.
e Logger Search Rights for search events on remote peers.
e Search Results for use and view search result.

e Search Results for save search result.
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The save active search function will be enabled once a query has been inserted and the
preliminary results are displayed on the page. To save a search result, go to Analyze > Search,
enter a query and save it. Each search result must have a unique name. For more details on
how to save your search result, see "Save a Filter, Saved Search, Dashboard Panel, or Search
Results" on page 135.

Search results are not included in the Logger configuration backup.

I Caution: Make sure the retention period added for the search result is lower than the retention
of the storage groups involved in the search.

Loading a Search Result

To access the search result, click the S icon. Logger will not execute the search again, but
rather load the results, decreasing the waiting time significantly. Depending on the query
details you added, a chart or histogram will retrieve the original search result details (field
summary, discover fields, time range, query, hit events, scanned events, local only, and time

type).
The search result limit is determined by the parameters described below. These are not
individual values but rather shared among all users of the Logger.
1. Maximum limit size on disk (default value is 1GB).
2. Maximum limit quantity of search results (default value is 1000).
When loading data, take into consideration the following details:
» Retention period hasn't expired, as the search result references will be removed from the
system after expiration.
e The original search is already completed and not longer active.
e The search result is not being retrieved in multiple tabs of Logger.

I Caution: The peer stats, fieldset, and chart type values are not persisted by Logger. Therefore,
these values will not be retrieved when loading the results.

For more information on how to load a search result, see "Searching with Saved Queries" on
page 144,
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Exporting Search Results

To export the results of your search:

1. Run a search query from the Search page.

;-T-
2. Click the Export Results icon 0 above the histogram.

3. Select the appropriate export option:

Export Type  Description

Save to local  Saves the file in a local system from which you access Logger or a
disk browser for viewing or saving.

Export Results

Save to Local Disk ~ Export to Remote Location Save to Logger

File Format sV =
Select FIelds | Fiagset Table v
Export to Saves the file in a remote location.
remote . S
] On a Logger Appliance, the file is written to an NFS mount, or a CIFS
location
mount..
(Appliance)

Export Results

Save to Local Disk Export to Remote Location Save fo Logger

Remaote Location

CIFS1 v
File Format sy v
SelectFields  poldeet Table v

Note: Make sure to configure a remote file system prior exporting results
in your appliance. For more information, see "Remote File Systems" on
page 543.

Exporting Search Results

Details
Required

¢ File
Format

¢ Select
Fields

¢ Include
Event
Total

¢ |nclude
only CEF
Events

e Rerun
Query

¢ Remote
Location

¢ File
Format

e Select
Fields

¢ Include
Event
Total

¢ Include
only CEF
Events

e Rerun
Query
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Details

Export Type Description Required

Save to Saves the

file in Logger. To view the saved files in Logger, go to e Export File

Logger Configuration > Search > Saved Search Files. Name

Export Results

Save to Local Disk Export to Remote Location Save to Logger

e File
Format

¢ Select
Fields

Export File Name New file name

* Include
Do you want to Cverwrite? Event
Total

File Format sV =

¢ Include
only CEF

Events

SeleclFIlds  poldcet Table v

e Rerun
Query

4. Based on the export option, select or add the following details:

Details required

File Format

Export file name

Select Fields

Exporting Search Results

Description

Select CSV to produce a comma-separated values file. You can also export a file
containing search results in charts.

OR

Select PDF to produce a report-style PDF that contains the search results in tables
and charts.

Tip: Charts are only included if the search query contains an operator that creates
charts, such as chart, top, and so on.

Specify the name of the file.

If the file name already exists and the overwrite box is not checked, an error is
generated. If the Overwrite box is checked, the existing file is overwritten.

Specify the fields to be included in the exported file.
Select Fieldset Table to drag and drop to the Selected Fields column.

Select Fieldset Text to write down the fieldsets. To select all the fields, check the
all fields box.

To export fields created as a result of rex, extract, rename, or eval operators, or
field created when a parser is applied to an event, ensure that *user is selected
in the Fields list.

Note: Export meta data fields along with other fields. Exporting only the meta data
fields ( Event Time, device and Logger) is not supported by Logger.
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Details required Description

Title (for PDF only) Enter a meaningful name that appears on top of the PDF file.
Make sure to select the All Fields option for this option to appear.

If no title is specified, search result will be named as “Untitled”.

Chart Type (for PDF Select the type of chart to include in the PDF file. You can select from: Column,
only) Bar, Donut, Area, Line, Stacked Column, Stacked Bar.

Note: If the Chart Type is different from the chart displayed on the Search Results
screen, the value selected for this option overrides the one shown in the screen.

Chart Result Limit (for  Specify the number of unique values to plot. Default: 10

PDF onl ) Lo .
v) If the configured Chart Result Limit is less than the number of unique values for a
query, the top values equal to the Chart Result Limit are plotted.
Include Event Total Select to include the total number of events in the exported search results.

Include only CEF Events Select to include CEF events in the exported search results.
Rerun query Select to rerun the query before exporting the search results.

5. Click Export. To exit the operation, click Cancel.

To view the export results status (query, timeline, events scanned, and progress), go to the
section based on the option you selected.

¢ Save to Local Disk: Click on download results.
e Save to Logger: Click on Saved Search Files.

e Export to Remove Location: In the NFS drop down, click the NFS in which the results were
saved. You will be redirected to the VM which later needs to be accessed.

Save a Filter, Saved Search, Dashboard Panel, or Search
Results

Saved Search, Filter, Dashboard Panel or Search Result provides prompt access to predefined
system filters, search results, and searches stored in the Search page. This tab will only display
if the user has rights. For more information, see "Users/Groups" on page 563 and "Saved
Search Alerts" on page 318.

To save filter/ saved search

1. Define a query as described in "Searching for Events" on page 103.

[ « Tip: Queries with aggregation operators cannot be used in Saved Search / Alerts.
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2. Click the icon.

3. Click the correspondent saving option tab:

Saving
Option Description Details Required
Filter Saves queries without the time ¢ Name
range. ¢ Create Report (optional)
@ @
=
Search Saves queries with a start and end e Name
time parameter and local only flag. « Create Report (optional)
You can later update your saved e Schedule it
search to become a Schedule Alert
Schedule Search:
or Schedule Search. .
¢ Job Name Schedule, Saved Searches, export option
i (including the specific remote location), File Format,
Export Directory Name, field options, and retention
. period.
: “ - ((((( |
Schedule Alert:
e Match count, Threshold, SNMP Destination, Syslog
Destination, ESM Destination, Transformation Hub
Destination, and Email Address.
Dashboard  Saves dashboards using a search ¢ Panel title
Panel query (with top, rare, or chart « Create Report (optional)
operators) that generates a chart.
_* Saved Search
Filter | SavedSearch  Dashl Panel Help €) ° Dashboard name
¢ Panel type
e Chart type
- . e Chart Limit
i [ - |
Search Saves the results of a large search. ¢ Name
Result For more information, see « Retention
Persisting Search Results " on
page 131
) [ |
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4. You will need to select or add the parameters below based on the saving option you

selected:
Parameter Action required
Name Type a name.
Overwrite name To overwrite the name, check the following box.
[ ﬂ Note: This option is not available for search results.
New Name
Do you want to Cverwrite?
Schedule it Select Schedule Search to add any existent saved search.
OR
Select Schedule Alert to add only the saved searches you have created.
Schedule it ( You can change the Schedule Settings later )
(® Schedule Search Schedule Alert
ﬂ Note: To include a scheduled alert with a Transformation Hub
destination, refer to "Adding a Scheduled Search or Scheduled
Alert" on page 313.
Schedule Set an appropriate time to execute your search/ alert.

Schedule your saved search Every Day or a specific Days of Week / Month.

You can also specify an hour or every certain hour.

Schedule

Ewvery Day v

Hour Of Day v 17 Hours (24 hour format)
Hour Of Day
Every
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Parameter Action required

All Fields By default, the save option includes all event fields.

Click the All Fields box to drag and drop only the event fields needed in the
selected fields column.

You can also write the specific event fields in the saved search by clicking the Text

mode link.
All Fields Text mode
Field Categories Fields Selected Fields Clear All
agent agentSeverity Event Time
attacker agentReceiptTime Device
category agentHostName Logger
destination agentAddress name
device agentZane deviceWendor

Tip: The All Fields option is disabled when selecting a single
saved search.

Export Options Select Export Remote Location to store the file in a remote location.
OR
Select Save to Logger to store the file in Logger's local system.

Schedule Search

@ Export Remote Location Save to Logger
Remote Location
CIF51 v
Dashboard name Select Create New and add the new Dashboard name

OR

Select a saved dashboard from the drop down list.
Panel Types Select Chart

OR

Select Table

To add both panel types, check the correspondent box:

Add both panel types: Chart & Table

Chart e
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Parameter Action required

Chart Type Select the type of chart to include in the PDF file.

Options available: Column, Bar, Donut, Area, Line, Stacked Column, Stacked Bar.
All Fields

Chart type column v

Column

Stacked Column

Stacked Bar

Chart Result Limit Specify the number of unique values to plot. Default value is 10.
r )
Usethe % to setthe limit as needed.

If the Chart Result Limit is less than the number of unique values for a query, the
top value will adhere to the limit plotted.

File Format Select CSV to generate a comma-separated value file and create the Export
Directory in your Logger.
OR

Select PDF to generate a report-style that contains the search results in tables and
charts. Charts are only included if the search query contains an operator that
creates charts.

Once this option is selected, you need to add the directory name, PDF’s title name,
Fields, Chart type, and Chart Result Limit before saving the schedule search.

Export Directory Name Add the export directory name.
Include Event Total Include the total number of events in the exported search results.
Include only CEF Events  Include the CEF events in the exported search results.

Retention period Determine the retention period for the saved search or saved search result in
Logger. After the period expires, the file is no longer available.

Delete files after o o~ days
~

Saved search:

Retention (days) 7

<D

Saved search result:

5. Click Save. A message acknowledging this action will be displayed.
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System Filters/Predefined Filters

Your Logger ships with a number of predefined filters, also known as system filters. These
filters define queries for commonly searched events. For example, unsuccessful login attempts
or the number of events by source. Filter queries are available as Unified queries and as
Regular Expression queries. Unified queries can be used for searching and reporting while
Regular Expression queries are for defining alerts and forwarders.
(
ﬂ Note: To effectively use the Firewall or UNIX Server use case filters (listed in the following table),
define device groups that include the firewall devices or UNIX servers that you are interested in
and then constrain your search to those device groups. If you do not create device groups
specific to device types, the search results would match all Deny, Drop, or Permit events from all

devices instead of only the firewall devices. Similarly, the “Unix-10 Errors and Warnings” filter
would include 10 errors and warnings from all devices and not only the UNIX servers.

L

The following is a list of all the system filters. For a description of each filter, see "System
Filters" on page 738.

To use a predefined system filter, follow instructions in "Searching with Saved Queries" on
page 144,

following table) are displayed on the user interface of Logger Software form and Logger

ﬂ Note: Even though the filters in the System Alert category (listed in the last section of the
Appliance L8000, these filters do not apply to them.

System Filters
Category Unified Query Filters Regular Expression Query Filters

Login Status use case All Logins All Logins (Non-CEF)

All Logins (CEF format)

Unsuccessful Logins Unsuccessful Logins (Non-CEF)

Unsuccessful Logins (CEF format)

Successful Logins Successful Logins (Non-CEF)

Successful Logins (CEF format)
Failed Logins

Configuration Configuration Changes System configuration changes
(CEF format)
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System Filters, continued

Category Unified Query Filters Regular Expression Query Filters
Events use case High and Very High Severity Events  High and Very High Severity
CEF events

Event Counts by Source
Event Counts by Destination
All CEF events

Intrusion use case Malicious Code Malicious Code (CEF format)
Firewall use case Deny (Firewall Deny)

Drop (Firewall Drop)

Permit (Firewall Permit)
Network use case DHCP Lease Events

Port Links Up and Down

Protocol Links Up and Down

Connector System CPU Utilization by Connector Host
Status use case

Disk Utilization by Connector Host

Memory Utilization by Connector
Host

UNIX Server use case CRON related events
10 Errors and Warnings
PAM and Sudo Messages
Password Changes
SAMBA Events
SSH Authentications
User and Group Additions
User and Group Deletions

Windows Events Account Added to Global Group

use case Account Added to Global Group

(CEF)
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System Filters, continued

Category

System Filters/Predefined Filters

Unified Query Filters Regular Expression Query Filters

Audit Policy Change

Audit Policy Change (CEF)

Change Password Attempt

Change Password Attempt (CEF)

Global Group Created

Global Group Created (CEF)

Logon Bad User Name or Password

Logon Bad User Name or Password
(CEF)

Logon Local User

Logon Local User (CEF)

Logon Remote User

Logon Remote User (CEF)
Logon Unexpected Failure
Logon Unexpected Failure (CEF)

New Process Creation

New Process Creation (CEF)

Pre-Authentication Failure

Pre-Authentication Failure (CEF)

Special Privileges Assigned to New
Logon

Special Privileges Assigned to New
Logon (CEF)

User Account Changed

User Account Changed (CEF)

User Account Password Set

User Account Password Set (CEF)

Windows Events (CEF)

Page 142 of 767



Administrator's Guide
Chapter 3: Searching and Analyzing Events

System Filters, continued

Category Unified Query Filters Regular Expression Query Filters

System Alerts The following filters search for specific internal alert events, which are written in CEF
format to a special Internal Storage Group. These filters are available for both
search methods. In addition to the following filters, you can define your own alerts

based on the system health events listed in "System Health Events" on page 584.

Note: Even though the filters in the System Alert category (listed in the last section of the
following table) are displayed on the user interface of Logger Software form and Logger

Appliance L8000, these filters do not apply to them.

CPU Utilization Above 90 Percent
CPU Utilization Above 95 Percent
Disk Failure

Root Partition Below 10 Percent
Root Partition Below 5 Percent
Device Configuration Changes
Filter Configuration Changes

High CPU Temperature

Power Supply Failure

RAID Controller Issue

RAID Status Battery Failure

RAID Status Disk Failure

Storage Configuration Changes
Storage Group Usage Above 90%
Storage Group Usage Above 95%
Zero Events Incoming

Zero Events Outgoing

System Filters/Predefined Filters

CPU Utilization Above 90 Percent
CPU Utilization Above 95 Percent
Disk Failure

Root Partition Below 10 Percent
Root Partition Below 5 Percent
Device Configuration Changes
Filter Configuration Changes
High CPU Temperature

Bad Fan

Power Supply Failure

RAID Controller Issue

RAID Status Battery Failure

RAID Status Disk Failure

Storage Configuration Changes
Storage Group Usage Above 90%
Storage Group Usage Above 95%
Zero Events Incoming

Zero Events Outgoing

Page 143 of 767



Administrator's Guide
Chapter 3: Searching and Analyzing Events

Searching with Saved Queries

You can search using the Filters and Saved Searches that you create as well as the pre-defined
system filters, explained in "System Filters/Predefined Filters" on page 140.

To load Filter, Saved Search, Search Result

1. From the Search page, use one of these options to select the desired Filter, Saved Search,
or Search Result:

e Type $filter$ or $ss$ in the search text box and select a filter or a saved search from
the drop-down list. See for more information, "Opening Filters and Saved Searches via
Autocomplete" on page 100.

® Click the Load a Saved Filter icon 5 (Search) to view the list of all the filters, saved
searches, and your specific search results.

Load X
Filter Saved Search Search Result Help @
2. Load & Close Q_ Ssearch by name
Name Type Description
e (categorySignificance = */Hostile* OR categorySignificance = */Compromise* or categorySignificance = */Suspici
nifie
Attacks and Suspicious Activity - Top Attackers categoryTechnique="/Exploit/Privilege Escalation” or categoryTechnique="/Exploit/Vulnerability" or categoryTe
Query
sourceAddress IS NOT NULLItop sourceAddressirename sourceAddress as “IP Address®
Unified categoryTechnique= /scanner/device/openport and destinationPort IN [20,21,23,25,69,109,110,119,135,137
Insecure Services - Top IP Addresses using Insecure Forts
Query destinationAddress | top destinationAddress | rename destinationAddress as “IP Address”
_ Unified , N R
Operating Systems Errors and Warnings - Top Events o categoryDeviceGroup="/Operating System” AND categorySignificance IN [*/Informational/Warning","/informatic
uery
Al Unified deviceEventClassld = "eps:103* AND deviceCustomNumber2 &gt; 0 | chart sum(deviceCustomNumber2) as "Evs
All Forwarders
Query deviceCustomNumber2Label as *All Forwarders*
" Unified deviceEventClassid = "eps:102" AND deviceCustomNumber2 &gt; 0 | chart sum(deviceCustomNumber2) as "Ewe
All Receivers
Query deviceCustomNumber2Label as “All Receivers
o categorySignificance = "/Hostile” OR categorySignificance = */Compromise" or categorySignificance = */Suspicic
Unifie |

2. Select one of the following tabs:
» Filter: Shows the filters by category (system filter), type, description.

» Saved Search: Shows the saved searches by type, description, start/end date, start
end/ time, search time field, and local only search.

* Search Result (Only available in the Search page): Loads only your search results and
their correspondent details: time range, hit events, scanned events, time type, and
local only. Search results are displayed by charts or histogram (based on the query
details).

3. Scroll down the list or type a word in the box =~ © e by nams to speed up your search.
Click any of the column names to sort information.
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4. Click to load the query with the predefined search Start and end date,
settings, and type (Logger Receipt Time or End Time). To cancel the operation, exit the
window.

Scheduling Date and Time Options

Tip: Make sure you are familiar with the information in "Time/NTP" on page 525 before setting
the schedule.

Choose Every Day, Days of Week, or Days of Month from the upper menu.

ﬂ Note: When specifying multiple days, separate them with a comma. When specifying the time,
use 24-hour format.

1. If Every Day, select one of the following options from the lower menu, and enter the
necessary values:

¢ Hour of day: (0-23) Enter the time you want the task to run (in 24 hour format) in the
Hours field. Midnight is zero (0).

¢ Every: Select Hours or Minutes from the right-most menu and specify how frequently
you want the task to run.

¢ Hours: (1-23) Enter how frequently in hours you want the task to run. The result is
every n hours every day.
Minutes: (15-59) Enter how frequently in minutes you want the task to run. The result
is every n minutes every day.

2. If Days of Week, select from the following options from the lower menu, and enter the
necessary values:

e Days: (1-7) Enter the days of the week you want the task to run (Sunday=1,
Monday=2, and so on).

¢ Hour of Day: (0-23) Enter the time you want the task to run in the text field to the
right. @ is midnight.

¢ Every: Select Hours or Minutes from the right-most menu and specify how frequently
you want the task to run.

Hours: (1-23) Enter how frequently in hours you want the task to run. The result is
every n hours on the selected days.

Minutes: (15-59) Enter how frequently in minutes you want the task to run. The result
is every n minutes on the selected days.
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3. If Days of Month, select from the following options from the lower menu, and enter the
necessary values:

¢ Days: (1-31) Enter the day or days of the month you want the task to run.

ﬂ Note: The number of days in a month varies. Scheduled tasks will only run if the
specified day exists for that month. Tasks scheduled on the 31st day of the month will
not run in April, February, June, November, and September. Tasks scheduled on the

29th day of the month will only run in February during leap years.

¢ Hour of Day: (0-23) Enter the time of day you want the task to run. (You cannot select
Every for this option.)

Examples:

e To run the scheduled job every 45 minutes of every day, select Every Day in the upper
Schedule menu. Choose Every from the lower menu, enter 45 in the text box and select
Minutes.

e To run the scheduled job every four hours on Tuesdays and Thursdays, select Days of
Week from the upper Schedule menu and enter 3,5 as the Days. Then choose Every from
the lower menu, enter 4 in the text box.

e To run the scheduled job on the 14th of each month at 3 AM, select Days of Month from
the upper Schedule menu and enter 14 as the Days. Then choose Hour of day from the
lower menu and enter 3 in the text box. (To run the scheduled job at 3 AM and 3 PM, you
would enter 3,15.)

Enriching Logger Data Through Static Correlation

The lookup search operator enables you to augment data in Logger with data from an external
file. This enables geo-tagging, asset tagging, user identification, and so on, through static
correlation.

You can use the lookup operator to add information to your search results that is not part of
the original data stored on Logger. You do this by creating an external file containing the data,
uploading that Lookup file to Logger, and then using the 1lookup operator to create a join
between Logger events and the uploaded Lookup file.

For example, if you want Logger search results to include which country source IP addresses
are located in, you can create a file listing the IP addresses and countries and then upload that
file to Logger as a Lookup file. After that, you can use the lookup operator to perform a join
between the sourceAddress field in the Logger events and the IP address column in the Lookup
file, and display the country in the search results.
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e For information about creating Lookup files and uploading them to Logger, see "Lookup
Files" on page 333.

e For information on how to use the 1lookup operator when searching, see "lookup" on
page 611.

Indexing

Once you have initialized Logger, it starts scanning events automatically and indexing them.
Logger’s storage technology enables automatic indexing of events in these ways:

* Full-text indexing: Each event is tokenized and indexed. See "Full-Text Indexing (Keyword
Indexing)" below.

» Field-based indexing: Event fields are indexed based on a predetermined schema. See
"Field-Based Indexing" below.

e Superindexing: Certain event fields are super-indexed so that you can find rare field values
quickly. See " Superindexing" on page 150.

All events received after initialization are indexed for full-text search, a default set of fields is
indexed for field-based search, and a default set of fields is superindexed for fast needle-in-a-
haystack searches.

All events are timestamped with the receipt time when received on the Logger. The default
fields are automatically indexed. For the remaining fields, Logger uses the receipt time of an
event and the time when a field was added to the index to determine whether that event will
be indexed. If the receipt time of the event is equal to or later than the time when the field was
added to the index, the event is indexed; otherwise, it is not.

Full-Text Indexing (Keyword Indexing)

For full-text indexing, each event (CEF or non-CEF) received on Logger is scanned and divided
into keywords and stored on the Logger. The full-text search options control the manner in
which an event is tokenized as described the Full-text Search Options section of the "Global
Search Options" on page 323.

Field-Based Indexing

The field-based indexing capability allows for fields of events to be indexed. The fields are
based on a predetermined schema. The Logger’s reports and the field search method utilize
these indexed fields to yield significant search and reporting performance gains.
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Field-based indexing for a recommended set of fields is automatically enabled at Logger
initialization time. You can add more fields to an index at any time. (See "To add fields to the
field-based index:" on page 322 for instructions.) Once a field has been added, you cannot

remove it.

A list of the default index fields, along with their field descriptions is available from the Logger
Configuration menu. For instructions on how to view the default Logger Schema fields, see
"Default Fields" on page 330.

and report queries.

[ ﬂ Note: Micro Focus strongly recommends that you index fields that you will be using in search

The fields created when a predefined or user-defined rex parser parses the non-CEF events
cannot be indexed using the field-based indexing capability. See "Parsers" on page 372 for
more information about rex parsers.

In addition to indexing the fields included in the field-based indexing list, Logger indexes event
metadata fields—event time, Logger receipt time, and device address—for every event. The
event metadata fields are also known as “internal” fields.

The following fields are available for indexing. The fields that Logger starts indexing
automatically after Logger initialization are indicated in bold font.

the World Wide Web. Indexing requestUrl will return results faster, but will also significantly
increase the size of your search results, which may impact your search storage capacity.

[ ﬂ Note: Logger allows indexing of the requestuUrl field. This field returns website addresses from

Index Fields
agentAddress
agentHostName
agentNtDomain
agentSeverity
agentType
agentZone
agentZoneName
agentZoneResource
agentZoneURI
applicationProtocol

baseEventCount

Field-Based Indexing

deviceCustomDate2
deviceCustomDate2Label
deviceCustomNumberl
deviceCustomNumberlLabel
deviceCustomNumber2
deviceCustomNumber2Label
deviceCustomNumber3
deviceCustomNumber3Label
deviceCustomStringl
deviceCustomStringlLabel

deviceCustomString2

flexDatelLabel
filePath
flexNumber1l
flexNumber1Label
flexNumber2
flexNumber2Label
flexStringl
flexString1Label
flexString2
flexString2Label

message
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Index Fields

bytesin

bytesOut
categoryBehavior
categoryDeviceGroup
categoryObject
categoryOutcome
categorysSignificance
categoryTechnique
customerName
destinationAddress
destinationDnsDomain
destinationHostName
destinationMacAddress
destinationNtDomain
destinationPort
destinationProcessName

destinationServiceName

destinationTranslatedAddress

destinationUserPrivileges
destinationUserld
destinationUserName
destinationZone
destinationZoneName
destinationZoneResource
destinationZoneURI
deviceAction
deviceAddress
deviceCustomDatel

deviceCustomDatelLabel

Field-Based Indexing

deviceCustomString2Label
deviceCustomString3
deviceCustomString3Label
deviceCustomString4
deviceCustomString4Label
deviceCustomString5
deviceCustomString5Label
deviceCustomString6
deviceCustomString6Label
deviceEventCategory
deviceEventClassid
deviceExternalld
deviceHostName
devicelnboundinterface
deviceOutboundInterface
deviceProduct
deviceReceiptTime
deviceSeverity
deviceVendor
deviceVersion

deviceZone
deviceZoneName
deviceZoneResource
deviceZoneURI

endTime

eventlid

externalld

fileName

flexDatel

name
priority
requestClientApplication
requestContext
requestMethod
requestUrl
requestUrlFileName
requestUrlQuery
sessionld
sourceAddress
sourceHostName
sourceMacAddress
sourceNtDomain
sourcePort
sourceProcessName
sourceServiceName
sourceTranslatedAddress
sourceUserld
sourceUserName
sourceUserPrivileges
sourceZone
sourceZoneName
sourcezoneResource
sourceZoneURI
startTime
transportProtocol

type
vulnerabilityExternallD

vulnerabilityURI
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Superindexing

In addition to full text and field based indexing, Logger later creates superindexes for common
IP address, host name, and user name fields. Superindexes enable Logger to quickly determine
whether a particular field value has been stored on this Logger, and if it has, to narrow down
the search to sections of data where that field value exists. Therefore, searches that can take
advantage of superindexes return very quickly if there are no hits and return results more
quickly than regular searches when there are very few hits.

e For information on how to use superindexes, see "Searching for Rare Field Values" on
page 108.

e A complete list of super-indexed fields is included in "Using Super-Indexed Fields to
Increase Search Speed" on page 108.

Using Global ID

GlobalEventID allows to have a unique 64 bits identifier across all ArcSight platform modules.
Ideally, each event (health, audit, base, and alerts) that enters the ArcSight Ecosystem should
be checked and if required, assigned a GlobalEventID. Once this is generated, it cannot be
unassigned and it will remain even if future upgrades are made.

Users can search for GlobalEventld by accessing the Search page ( Analyze > Search). This
feature is also included in Reports. This is an indexed field by default and cannot be super
indexed.

Generator ID

Generator ID is a value available as a service and separately for all platforms that have the
feature. Each platform that has the GlobalEventID functionality enabled requires one or more
generator IDs for that function.

You can set up the generator IDs from either Logger or ArcSight Management Center. For more
information on how to configure from ArcSight Management Center, see ArcSight
Management Center Guide at Micro Focus Community.

To configure generator ID from Logger:

1. Go to Logger Ul > Configuration > GloballD Configuration.

2. Set a different value from 1 to 16 383 for each process (field). It is mandatory to fill all
fields.

3. Save the changes
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ﬂ Note: A different generator ID must be configured per platform per environment. Otherwise, it
can cause duplicate GlobalEventIDs.

I Note: Restart the following processes whenever a GlobalEvent ID parameter has been updated:
Servers, Web, APS, and Connector.

Enable and Disable

By default, this feature is enabled and generator ID's are -1 . Consequently, events are
generated with a GlobalEventld value of 0. Whether you enable or disable the feature, it is
necessary to add generator IDs for all processes and restart the servers.

If you perform this action from Logger, this will not cancel the rest of GlobalEventID activities
from the ArcSight Ecosystem as it will only affect Logger incoming and internal events.

Global ID Configuration

Enable Global ID feature

Generator ID - Servers process
Generator ID - APS process
Generator ID - Receivers process

Generatfor ID - Connector process

“Server, APS, Receivers and Connector Process must be restarted so the Global 1D changes take effect.

GlobalEvent ID Creation

GlobalEventID follows a sequential order that can register up to 1 million instances per second.
Logger designates a GlobalEventID to all internal events. Logger only generates GlobalEvent ID
values for CEF events.

ID. Logger does not generate one unless they are sent to a through Connector Forwarders or

ﬂ Note: Internal events created, archived and stored before Logger 6.7 do not have a GlobalEvent
ESM forwarder with the GlobalEvent ID property.
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Every time an event is forwarded through a Connector 7.11 or later, or to Logger version 6.7 or
later, a GlobalEventID is generated. Nevertheless, Logger does not assign GlobalEventID if it has
been already designated by the ArcSight Ecosystem for the events that comes to Logger.

Viewing Alerts

You can configure Logger to alert you by email, an SNMP trap, or a Syslog message when a new
event that matches a specific query is received or when a specified number of matches occur
within a given time threshold. For more information, see "Logger Alert Types" on page 389. In
addition to receiving an alert via email, an SNMP trap, or a Syslog message, you can view Alerts
and the base events that triggered them on the Analyze > Alerts page.

Show| All Alerts ~ | Within| Last 24 hours e

Base Event Fields | All Fields (w/out raw messages) ﬂ ¥ [0 Auto refresh (3 min)

To view Alerts, choose a predefined time range, such as “Last 2 hours” or “Today,” or choose
“Custom Time Range” to reveal additional fields for specifying a time range manually. This
aspect works like Search. Refer to "Time Range" on page 93 for more detail. Alerts search only
considers internal events. Consequently, no search type option is displayed for this
functionality.

Name the alert after it has been created. Use the Show options to view only events associated
with a particular Alert. The default is All Alerts.

Alert events are labeled as ‘Action Engine’ and are triggered by base events. You can also select
whether to view the base events and which fields to view by using the Base Event
Fields: option.

Like on the Search page, the Go button triggers the search, the Export Results button enables
you to create a PDF or CSV file that contains the search results, and the Auto Refresh option
determines whether and how frequently the displayed search results are updated.

Live Event Viewer

The Live Event Viewer provides a real-time view of the incoming events that match the criteria
you specify. This functionality is useful in environments where the need to view an event
quickly is important; for example, a financial institution might be interested in viewing a
specific transaction type as soon as it occurs. Because the latency between the events arriving
at Logger and the display time is short, events might not have been indexed on Logger before
being displayed.
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The Live Event Viewer is composed of two tabs—Search Composer and Search Results. The
Search Composer defines the search criteria and the Search Results tab displays the matching
events in real time.

The following figure shows the Search Composer. If you specify more than one search term,
the resulting query uses the AND operator to combine them. For example, if the first search
term searches for “failure” and the second one excludes “admin,” the resulting query is

“failure AND NOT admin.”

Search Composer

Search Composerl Search Results

What do you want to find? Build a new filter or load an existing filter

OriecrEBll + - i

Exclude/include Terms

Search Terms

© Help

o' Search For:

Choose if a logical MOT should be applied to the search term and enter the text to search for

Where do you want to look? Choose from device groups and storage groups.

Device Groups  #

Storage Groups #

Search Composer Legend

Feature

(2]

Description Feature

Load a saved filter
Save the current filter
Add afilter row
Remove a filter row
Remove all filters

Enter search criteria o

Live Event Viewer

Description

Specify device groups
Specify storage groups

Start or Stop Live Event Viewer
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The Search Results tab provides the Play, Pause, Stop, Clear, and Export buttons that enable
you to control the display in a manner similar to any electronic device, as shown in the
following figure.

Search Results Tab

Search Compeser  Search Resultsl O Help
Filter storageGroup(Default Storage Group) o
o b I I . x s | P Searching 3 events (3 scanned) Display Buffer 1000 14:27 G

1: 2019/02/12 06:32:53 PST nl5-214-194-h&5.arcsight.com [Auto_Test TCP_Receiver--
InstallLogger] searchDefaultStorageGroup local Default Storage Group search line 1

o 2: 2019/02/12 06:32:53 PST n15-214-194-h65.arcsight.com [Auto_Test_TCP_Receiver—
InstallLogger] searchDefaultStorageGroup local Default Storage Group search line 2

3: 2019/02/12 06:32:53 PST nl15-214-194-hé5.arcsight.com [Auto_Test_TCP_Receiver--
InstallLogger] searchDefaultStorageGroup local Default Storage Group search line 3

Search Results Legend

Feature  Description Feature  Description

o Play / Pause / Stop / Delete / Export o Events scanned so far
0 Filter specified in Search Composer o Events display maximum
e Current state o Search timer

o Events found so far o Matching event number

The following list highlights the features of Search Results display:

e A user can launch a maximum of one Live Event Viewer. There can be a maximum of five
Live Event Viewers running on Logger at any time.

e The regular expression search method is used to identify matching events. Therefore, you
can specify regular expressions as the search term in the Search Composer.

e Buffer Size defines the maximum number of events displayed in the Viewer. By default, the
Buffer Size is 1000; however, it can be set to any number between the range of 20 and
5000.

e By default, the search is run for 15 minutes and then stopped to preserve system
resources. If you need to run the search for longer than 15 minutes, click the @ icon next
to the countdown timer to reset the timer to 15 minutes.

e When you click Pause, the Search Results display is frozen. However, the search operation
continues in the background and the new matching events are buffered until a maximum
of 1000 events have been buffered or the search timer, which continues to count down
even when the Search Results display is frozen, reaches 00:00.
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¢ If the timer has not reached 00:00, you can click Play to resume the paused search

operation. When you click Play, the buffered events are displayed. The newly found events
are appended to the previously found events on the Search Results display screen.

When you click Stop, the search for matching events and the countdown of the search
timer stop. When you click Play, the search is started afresh—the currently displayed
events are cleared from the Search Results screen, the search timer is reset to 15 minutes,
and the search starts again.

¢ You must stop the search operation to export the matching events.

To launch a Live Event Viewer:

|

ﬂ Note: Live Event Viewer is a resource-intensive application that can impact the overall

performance of your Logger if run for a long period of time. Therefore, use this feature
selectively and for short periods of time.

. Open the Analyze menu and click Live Event Viewer.

2. In the Search Composer tab, enter the search terms or click the ( ™) icon to select a

saved filter.
Tip: A filter cannot be saved without search parameters. If the search field is empty, the
system will display an error.
You can enter search terms that the event must contain (Search For:) or terms that the
events must not contain (Exclude From Search:). Click the “Search For:” field to display a
drop-down list from which you can select “Exclude From Search:”.
If you specify more than one search term, Logger uses the AND operator to combine them
in the resulting search query.
* To add additional search term click the ( ) icon.
e Toremove a search term, click the ( =) icon.
. . o
To remove all search terms, click the ( ) icon.

3. Enter constraints to limit your search to specific device groups, devices, or storage groups
in the “Where do you want to look?” section. Click the ( f) icon to display a list from
which you can choose the constraints.

4. Click Start.

5. The search results are automatically displayed in the Search Results display screen.
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To update the Live Event Viewer query:

1. Inthe Search Composer tab of the Live Event Viewer, update the search terms.

2. Click Stop first and then click Start to start search using the new search terms.

To export Search Results display:

1. Make sure you have stopped the Live Event Viewer. To do so, click the ( M) icon in the
Search Results display window.
2. Click the ( %) icon to open the Export Options window.

3. To export the displayed search results, select the Export options, as described in "To
export the results of your search:" on page 133 then click Export.
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Reporting is an essential tool for communicating the state of your network security to internal
and external stakeholders. A report is a captured view or summary of events. Reports can be
viewed from within Logger, or exported for sharing in a variety of file formats.

The Reports User Interface

Report activities open within tabs. Logger supports up to ten open report tabs, so you can
easily move from screen to screen as you create, manage, and generate reports.

e The first tab is the Home page. See "The Reports Home Page" on the next page.

e Reports, dashboards, queries, and other report functions can run concurrently in different
tabs (but this may affect your Logger performance). See "Report Guidelines" on page 177.

The Reports menu gives you easy access to all the reporting tools from any tab or page within
Reports.

ﬂ Note: Access permissions to these tools must be granted by an administrator. See
"Administrative Prerequisites" on page 159.

Feature Description

Explorer Navigate to a desired report, query, parameter, dashboard, dashboard widget, or favorite
item. See "Reports Explorer" on page 163.

Report status Use to view published reports and other reports. You can search by date, owner, root,
execution type, status and name.

Schedule Use to run reports at times of low activity, at regular intervals, or to run reports that would

Reports otherwise time out after an hour. As part of scheduling a report job, you can set delivery
options to, for example, email, save, or publish the resulting reports. See "Scheduled
Reports" on page 173.

Design Use tools to create and customize the different "objects" that together make up a report.
See "Design Tools: New Reports and Report Objects" on page 162.

¢ Dashboards Easily create Smart dashboards that can display multiple charts using
different queries. See "Building Dashboards" on page 232.

* New Report Create, customize, and modify any Ad hoc or Smart report. The Smart
View page will get you where you need to go to complete your objective. See "Smart
Reports" on page 207.

* Queries Create and edit the queries that power your reports. See "Queries" on
page 235.
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Feature Description

L]

Parameters Create and edit the parameters that define the data values within report
queries. See "Parameters" on page 268.

Parameter Value Groups Create and edit groups of parameter values to make applying
report run-time values easier. See "Parameter Value Groups" on page 276.

Template Styles Create and customize report template styles, giving it a custom,
finished look. See "Template Styles" on page 278.

Classic Use tools to create and customize Ad hoc reports in the Ad hoc Report Designer. See

"Classic: The Ad hoc Report Designer" on page 212.

Administration Use tools to customize and configure your Logger Reports environment, troubleshoot
report jobs, and backup and restore Report content. Administration tools are for users who
support and maintain the Logger Reports environment.

Deploy Report Bundler Load and deploy packages of new or updated reports to your
Logger system. See "Deploying a Report Bundle" on page 303.

Report Configuration View or modify the report server configuration values, including
investigate connection configuration. See "Report Configuration" on page 281.

Report Category Filters Assign and remove search group filters. See "Report Category
Filters" on page 298.

Report Categories Add, modify, and delete Explorer Categories. See "Report
Categories" on page 286.

Job Execution Status Admins can view the status of all Report jobs. See " Job Execution
Status" on page 293.

iPackager Package reports and report objects, which can be imported to other Loggers,
or redeployed after an upgrade. You can also deploy a report configuration on multiple
Loggers. See "iPackager Utility" on page 296.

The Reports Home Page

The Reports Home Page is available in the Home tab, providing easy access to the following

widgets:

e Smart Report Designer provides access to create a smart report. See "The Smart Report
Designer" on page 206

e View Dashboard provides direct access to create a dashboard. See "Creating a New Smart
Dashboard " on page 234

* Job Execution Status lists the succeeded, failed and completed jobs. See " Job Execution
Status" on page 293

* Report Execution Status provides direct access to other reports. See "Other Reports" on

page 171
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e iPackager allows to package repository objects, users and settings from local file system.
See "iPackager Actions" on page 297

* Deploy Report Bundle allows to load and deploy new reports packages. See "Deploying a
Report Bundle" on page 303

¢ Favorites lists the Favorite Entities.

e Recent Reports lists the ten most recently run reports by run time. See "Recent Reports"
on page 168.

¢ Published Reports lists reports for which the output results have been saved for
subsequent use. See "Publishing Reports" on page 201.

The functions available to you from each list will vary by report type, display format, user
permissions, and so forth.

Accessing the Reports Home Page

To access the Reports home page:

1. From the Logger navigation bar, click Reports.

To return to the Reports home page from within the Reporting tool:

1. Click the home tab (the upper-left tab)

Administrative Prerequisites

Before users can create and view reports, a Logger Administrator must perform the following
tasks:

* Assign access rights to users and any user groups. See "Assigning Access Rights" on the next
page.

e Make sure to have search permissions before running a report based on Logger searches.
See "Setting Logger User Permissions" on page 578.

e Optionally, your system may require an adjustment to the Database Connection Timeout
value, one of the Report Administration settings. See "Adjusting Timeout Values for Long-
Running Reports" on the next page.

ﬂ Note: Your Logger must be running a valid GB per day or EPS license. Otherwise,
Reporting is not available.

For a complete list of all the administrative report tools and options, see "Reports
Administration" on page 279.
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Assigning Access Rights

Administrators can set access rights to various report categories, reports, and report options
(such as view, publish, and edit) based on user roles and Logger Report Group affiliation. For
example, you can grant privileges to view some reports but not others, to view but not
schedule or publish a report, or to view and schedule but not edit a report.

Access rights for report options and user groups are configured and managed from the User
Management link on the System Admin menu. For more information on System Admin
User/Group management, see "Setting Logger User Permissions" on page 578.

What Access Rights are Necessary?

Access rights are applied at the folder level. To access a particular report, a user must have
access rights to all the higher-level folders in its path.

For example, if a user needs access to User Tracking reports (Foundation > Intrusion
Monitoring > User Tracking), you must give them access rights to Foundation and Intrusion
Monitoring nodes as well as User Tracking.

Some users may require access to a more limited subset of reports:

e If a user needs access to specific report categories, create a User Group with the access
rights to just those categories, and assign them to that User Group. See "Creating a Reports
User Group" on page 280.

e |f a user needs access to specific reports, you can create a new category folder with only
the required reports, and give them rights to that folder. See "Report Categories" on
page 286.

Adjusting Timeout Values for Long-Running Reports

There are two timeout values that can affect long-running reports.
* The client timeout is 1 hour. If an ad hoc report takes more than an hour to run, it will time
out. Use a scheduled report instead.

¢ The default database connection timeout for scheduled reports is 4 hours. If a scheduled
report takes more than 4 hours to run, you can increase the database connection timeout
from the Report Configuration page. See "Report Configuration" on page 281.

Another option is to restrict large reports to run only in the background. See "Restrict Long
Reports to Run in the Background" on page 185.
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Using the Right Tool for the Job

Use this handy table to understand the Logger workflow for Reports and Dashboards:

Reports and Dashboards

With (report
To Do This object) Execute From Opens In Mode

Explorer Menu Report Menu

* View a report Smart report Any Run option None Smartview View*
Ad hoc or Any Run option None Powerview View only
Studio report except
"Run as Smart
Report"
¢ Modify a report Smart report Customize Design > New Smartview View*
o Create a new report Report
from an old one Ad hoc or Customize Classic>New Ad hocReport  Design
¢ Create a new report Studio report Report Designer
¢ Publish a report Smart report Smartview None Smartview View*
Ad hoc or Powerview None Powerview View only
Studio report
¢ Create a new Published Smart Design > Smartview Dashboard
dashboard report Dashboards Design
¢ View a dashboard Smart View Design > Smartview Dashboard
dashboard Dashboard Dashboards Design
¢ Modify a dashboard Smart Design > Smartview Design
dashboard Dashboards Dashboards

e (Create a new
dashboard from an old
one

* Click the Edit Mode/Designh mode toggle in Smartview to select the mode
For other reporting objects, tools, and tasks, see the following information:
Other Report Objects

To Do This... See...

¢ Find, organize, and select report objects for many tasks "Reports Explorer" on page 163

¢ Run reports

¢ Run or re-run a report you have used recently "Recent Reports" on page 168
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Other Report Objects, continued
To Do This... See...

¢ View, filter, and delete published reports "Published Reports" on page 169

¢ Comment, upload, or export a published report

¢ View, filter, and delete reports run in background mode "Other Reports" on page 171

¢ View, upload, or export other reports

e Schedule a report to run at a specified time and interval "Scheduled Reports" on page 173
e Edit, enable/disable, or delete a scheduled report

¢ Run reports that take more than one hour to complete

¢ Create and edit report queries, parameters, parameter value "Designing Queries, Parameters, and
groups, and templates Templates" on page 235

Design Tools: New Reports and Report Objects

The Logger Reports Design tools provide a place where you can easily create new reports,
dashboards, queries, and other report objects.

If you are new to the Logger Report Designer, we recommend starting with an existing report
as a basis for a new one. See "Create a New Report from an Existing One" on page 205.

If you are starting a new report from scratch, or for more details on each of the settings in the
Report Designer, see "Create a New Query from Smart Designer" on page 240.

What are Report Objects?

Report objects are designed to be modular, and can be used for dashboards and complex
reports. Report objects include:

e Standard and custom reports

e Published and scheduled reports

e Dashboards

e Dashboard widgets

Powerview Designer and Classic Report Designer

Any Ad hoc report can be modified in either the Powerview designer, or the Ad hoc Report
Designer. Both tools have the same capabilities. However, the Powerview designer allows you
to work right from the report viewer, seeing changes in real-time as you make them. Right-click
within the report to access the option menus.
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e Powerview designer — Work right from the report viewer, seeing changes in real-time as
you make them. Right-click within the report to access the option menus. See "The
Powerview Designer" on page 207.

e Ad hoc Report Designer — Work from a toolkit environment, with different report
elements available in tabs within the tool. See "Classic: The Ad hoc Report Designer" on
page 212.

Finding and Managing Reports

Logger has a number of tools to help you find, organize, and manage reports.

e Dynamic report lists — Recent Reports, Published Reports, and Other Reports dynamically
display the reports you use most often.

e Report storage — Explorer stores and manages all report, query, parameter, dashboard,
dashboard widget, or Favorite report object for which you have access permissions. See
"Reports Explorer" below.

e Report Administration — Report Admins can use Administrative tools to manage report
jobs and the category folders where they reside. See "Reports Administration" on
page 279.

Tip: Reports users with limited access rights will only see reports for which they have rights. See
"Assigning Access Rights" on page 160.

Reports Explorer

Explorer is an organization tool that gives you quick access to any existing report, query,
parameter, dashboard, dashboard widget, or Favorite report object for which you have access
permissions. Explorers have been consolidated into one convenient tool for all report objects.

Reports and report objects, such as queries and parameters, are organized and grouped based
on their function into folders (called Categories). For example, a report pertaining to a
database can be stored under the Database category.

Explorer lists all categorized reports and report objects. It comes with some pre-defined,
commonly used categories. You can also add custom categories based on your requirements, if
you have access rights to do so.

ﬂ Note: Administrators are the only users who have full Reports access by default. See "Assigning
Access Rights" on page 160.
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Working with Explorer

Explorer allows you to access, store, search, and manage your report objects in a categorized
tree structure. As part of this process, you can:

e Browse for report objects

e Search by name, object type, the last modified date, etc.

¢ Filter by Report Type and Report Format

* Add, manage, and delete Categories (with appropriate permissions)

e Tag any report object as a Favorite for quick retrieval. See "Explorer Favorites" on
page 166.

To run a report manually

1. Click " beside a category folder to display the category objects and any subcategories.
2. Navigate to the report of interest and right-click the report.

3. From the context menu, select Quick Run with Default Options, Run in Background, Run
Report, or Run in Smart Format.

4. Enter any run-time filter or parameter criteria. See "Run-Time Filters, Criteria, and
Parameters" on page 179

5. Click Run, Run Now, Preview, or Run in Background. See "Running Reports" on page 177.

To browse for report objects

1. Click " beside a category folder to display the category objects and any subcategories.
2. Navigate to the report object of interest.

3. Right-click an object in a category to perform an action on it. For a description of options,
see "Explorer Options and Context Menus" on page 166.

To search by name for a report object

1. Above the Name column, enter a matching string in the search tool, device in this
example.

Mame

device Q >

2. Click  tofilter the results. All report objects that include the word "device" will
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display.
3. To cancel the search filter, click X to reset the Explorer display.
To filter by object type
1. Click the drop-down menu in the Object Type column head to see the object filter list.
2. Toggle which objects to display by checking or unchecking the object(s).
Object Type Report Type Report Format

Cluery Object, Para.x

<]

(Select AllD

<]

Cluery Object

<]

Parameter Object

<]

Report

Dashboard

(< <

Dashboard Widget

<]

Published Report

3. Click outside the filter list to refresh the Explorer and display the selected objects.

To change the column list sorting order

1. Click within the column header you want to change. A small gray triangle displays.

2. Click & to filter the results by that column. Click ¥ to toggle sort order A-Z, Z-A, or by

date.

To manage Explorer categories:

1. Navigate to a category folder of interest.

2. Right-click the category folder. The Category context menu displays.

3. Select an action from the menu. See "Explorer Options and Context Menus" on the next

page.

Tip: Report Admins can also work with Categories and Category filters directly, using the Reports
Administration tools. See "Report Categories" on page 286 and "Report Category Filters" on
page 298.
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Explorer Favorites

For quick access to frequently-used items, you can mark any report, query, parameter,
dashboard, or dashboard widget as a favorite.

[ ﬂ Note: Favorite objects cannot be organized into categories.

To add a Report object as a Favorite:

1. From Explorer, select the report object for which you want easy access.
2. Right-click the object. The action menu displays.

3. Click Add to Favorites. A confirmation message displays.

To access an object from your Favorites list:
1. From Explorer, click the Favorites star to the left of the X (close) icon. Report objects that
you have designated as Favorites display.
2. Select the report object and right-click to open the action menu.

3. Select an action.

To remove an object from your Favorites list:

1. From Explorer, click 77 to open your Favorites list.
2. Right-click the report object.

3. Select Delete from Favorites.

Explorer Options and Context Menus

Explorer is the central location for accessing and maintaining existing reports and report
objects. Right-click on a category folder or other report object to open a context menu for that
folder or option. Menu options vary with the object type and parameter requirements.

All Explorer objects have these menu options.

All Explorer Objects
Icon Menu Option Description

Add to Favorites Include or remove this object from your Explorer Favorites list. See "Explorer
Delete from Favorites Favorites" above.

Copy {object} Use this option to copy an Explorer object into another Category folder. Right-
Paste click a category folder and select Paste to save the copy.
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All Explorer Objects, continued

Icon Menu Option
4 Cut {object}
Paste

Delete {object}

Description

Use this option to move an Explorer object into another Category folder. Right-
click a category folder and select Paste to move the object.

Deletes the Explorer object.

Caution: Take care to only delete copies of the default object, not the default
object itself.

Reports generally have these Explorer menu options. For a description of the various run
options, see "Run Report Options" on page 178

Explorer Reports
Menu Option

Quick Run with Default
Options

Run in Background

Run Report

Run in Smart Format

List Published Outputs

Customize Report

Copy Selection to Clipboard
Copy Report as Link
Properties

¥ Download Report

View Description
Add to Favorites
Delete

View Statistics

Explorer Options and Context Menus

Description

Run the report using default or last saved preferences. If the report has user
parameters, enter them in the Report Parameter tab and select Run Now or Run in
Background to run the report.

Run the report as a background process, using the default or last saved preferences.
If the report has user parameters, enter them in the Report Parameter tab and
select Run Now or Run in Background to run the report.

Run the report after setting new preferences, such as the report format.

Generate the report in multipage interactive HTML format. These Smart reports
open in a paginated web format, and allow you to customize the grid and interactive
charts.

Displays a list of the published reports for the selected report in a new tab.

Opens either the Smart Designer (for Smart reports) or the Ad hoc Report Designer,
ready for modifications or saving as a new report.

( Tip: To customize a report using Powerview designer, run an editable Ad hoc report.
Copy the Report file to the clipboard.

Add a link to a report object in another directory, similar to a shortcut.

Displays the Properties window for the report.

Saves a copy of the report offline, in IBM WebSphere ILOG JRules Rule Language
(IRL) format.

Note: You must have a suitable application that supports IRL on the offline
system to open this kind of file.

Opens a description of the report in an informational window.
Enables you to select the report as a favorite.
Deletes the report selected.

Opens a pop-up window with the execution statistics of the report.
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Categories have the following Explorer menu options:

Explorer Categories

Menu Option Description

Add New Category Add a new Category folder to Explorer.

Refresh Refresh the Category contents.

Properties Displays the Properties window for the Category.

Queries have the following Explorer menu options:

Explorer Queries

Menu Option Description
Edit Query Details Opens the selected query in the Query Object Editor for editing.
Create Query Object Opens the Query Object Editor for building a query.

Parameters have the following Explorer menu options:

Explorer Parameters

Menu Option Description
Edit Parameter Details Opens the selected parameter in the Parameter Object Editor for editing.
Create Parameter Object Opens the Parameter Object Editor for building a query.

Create Parameter Value Group Opens the Parameter Value Group page for creating a new parameter value
group.

Recent Reports

The Recent Reports widget lists the last ten currently running, recently run, or accessed
reports (removed automatically after 30 minutes or otherwise specified in the property file). By
default, all reports display, except scheduled reports. For details on how to run or re-run a
recent report, see "Running a Recent Report" on page 183.

I Caution: When you run reports from this list, reports open in their respective designer, not the
usual viewer. This allows you modify the report, not just export or comment on it. Remember to
Save As before you modify an original report.
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Published Reports

Once a report has run and been published, you can view, export, or delete them from the
Published Reports widget on the Recent Reports tab.

To open a published report from the Published Reports widget

1. From the Recent Reports tab, click '’ to open Published Reports. You can also access
from the published reports widget at reports home tab.

2. Optionally, use the Filters menu to filter the results. See "Working with Published Reports"
below.

3. Select a published report.
4. Optionally, click "« to open the Show Comments window for that report.

5. Select a view icon for the report (See "View Options" on page 194). The report then
renders in the selected view format.

¢ Reports that are run in Smart Format display in the Smart Viewer. See "The Smart
Report Viewer" on page 191.

¢ Ad hoc reports display in the Ad hoc Viewer. See "The Ad hoc Report Viewer" on
page 189.

To publish a report, see "Publishing Reports" on page 201

Working with Published Reports

You can render, save, and delete reports from the Published Reports widget, as well as view
any comments attached to the report. How the report displays or generates within the widget
depends on the file format you select:

e Report formats that can display within a browser display in a new tab.

e Report formats that must be viewed in another application open in a new window, where
you can save, export, and upload the report.

If the list of Published Reports is long, you can filter the list by published name, date, source
report, and other options.

To view a published report

1. From the Report Status tab, click '’ ' to open Published Reports.
2. Select a published report.
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3. From the icon menu, click a view format. See "View Options" on page 194. The report
displays in the appropriate viewer. See "Report Formats for Viewing " on page 193.

4. Click Apply.

To download a published report

1. From the Recent Reports tab, click '’ to open Published Reports.

2. Select a published report.

3. From the icon menu, click a file format such as PDF, CSV, Excel, Word, or Text. See "View
Options" on page 194.

4. Click on Open or Save option before closing this window or tab.

5. Enter any necessary information and click OK.

To view comments for a published report

]

1. From the Recent Reports tab, click to open Published Reports.
2. Select a published report.

3. Fromtheicon menu, click ~«.The Show Comment window displays any comments
made to that report.

4. When you are finished, click Done. See "Adding a Comment to Ad Hoc Report" on
page 191.

To delete a Published Report

1. From the Recent Reports tab, click '’ to open Published Reports.
2. Select a published report.

3. Clickthe #< icon and confirm your request. The report instance is deleted from the
Published Reports list.

To filter the Published Reports list

]

1. From the Recent Reports tab, click to open Published Reports.
2. Click Filter to open the filter menu.

3. Enter your filter criteria.

your role, and your individual access rights. Other permissions may be necessary. See

ﬂ Note: Access to these filter criteria depends upon your Logger Reports access rights policy,
"Assigning Access Rights" on page 160.
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Filter Criteria  Description

Published Enter a text string with some or all of the published report name.

Name

Includes

Updated Enter a date range to restrict the update time for report results. Enter a date manually in
Between MM/dd/yyyy format, or click [+ to open a calendar date picker.

Select Report  Click the Ev icon to open the Object Selector window. Select a report or a folder.

Select Owner  Select from among the report owners for which you have access rights.

Private Select from among the private reports for which you have access rights.
Owned By

Public Owned Select a public report owner from the list for which you have access rights.
By
k

4. Optionally, click (Root) to open the category filter, and navigate to the published
report you want to find.

5. Click Apply. The filtered list displays.

Other Reports

The Other Reports dynamic list displays, by default, information about all reports except for
Published Reports. You can filter this list to be as wide or as granular as you desire. See
"Filtering the Other Reports List" on the next page.

Other reports guidelines:

e Reports run manually (Execution Type: Run) expire after an hour in this list.
e Background and Scheduled reports do not automatically expire.

* Completion date as well as execution time allow the user to review the time used for that
particular report.

To view or download a report on the Other Reports list

1. Select a report to see the options for viewing, or downloading the report for viewing
elsewhere. See "View Options" on page 194.

[ « Tip: Only Smart reports include iHTML and Smart report options.
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Edit Other Reports
First, go to System Admin > User Management > Groups, and check the following boxes:

e Edit and save report style.
° Report folder (Default Reports): view, published reports.

° Report folder (Default Reports): view, run, and scheduled reports.

° Report folder (Default Reports): edit and save reports.

Tip: The boxes checked will allow you to access the majority of reports. If you need to access a
particular type of report, make sure to select the correspondent boxes.

Once boxes are checked and these changes are saved, you can go to the Other Reports >
Report Status, and edit the report from there. If no rights were granted from the System
Admin page, the following error will be displayed while attempting to edit the report: failed to
generate report.

To delete background reports

1. Select a report with an execution type of Run in Background.

2. Click x to the right of that report. Confirm the deletion.

[ J Tip: Only background reports can be deleted from this list.

Filtering the Other Reports List

If you are looking for a particular report object, or a particular instance of that object that was
run in the background, use the Filters menu to locate it.

To Filter Other Reports

]

1. From the Report >Report Status tab, click to open Other Reports.

2. Click the Filters menu.

A o]

Filters Settings
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3. Enter any of the following optional filter criteria:

Filter Criteria Description

Select Report(s) Click Ev to open the Object Selector window. Select a report or a folder.

Execution Type Filter by run type:
e All—Display all run types
e Run—Display reports run directly from a report list
¢ Schedule—Display scheduled reports

¢ Run in Background—Display background run reports

Status Filter by run status:
¢ Running—Display reports that are still being executed

¢ Completed—Display reports that have finished generating
Select User Select an individual user, or leave the default as "All Users" or "Admin"

Date From and To  Enter a date range to display all reports run within that time. Enter a date manually in
MM/dd/yyyy format, or click [+ to open a calendar date picker.

4. Click Apply. The filtered list displays.

Scheduled Reports

You can schedule a report to run as a scheduled job, either on a one-time basis, or at regular
intervals. As part of scheduling a report job, you can set delivery options to publish and/or
email the resulting reports.

To prevent report time outs, Micro Focus recommends scheduling reports that take more than
one hour to be run during light load periods.

[ ﬂ Note: If not completed, by default, a scheduled report times out in 4 hours.

Scheduled Reports

Task Type Schedule Next Run Time
Test Report Daily at 8:00 Mar 22,2018 8:00:00 AM PDT rd X
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Prerequisite

To schedule reports, a user must belong to a Logger Reports Group, a Logger Search Group,
and a Logger Rights Group. See "Users/Groups" on page 563.

Working with Scheduled Reports

Reports that are already scheduled are displayed on the Scheduled Reports page. You can
enable or disable, edit, or delete scheduled reports from this page.

[ ﬂ Note: Scheduled reports are enabled by default when they are created.

To edit a scheduled report:

1. Click Schedule Reports from the Reports menu.
2. Click # next to the scheduled report job you want to edit, or click on the report.
3. On the Edit Job Report page, modify the settings as needed.

See "Scheduling Reports" on page 186 for details.

[ ﬂ Note: The job name is not editable.

4. Click Save. Logger redirects you to the Scheduled Reports page.

To enable or disable a scheduled report:

1. Click Schedule Reports from the Reports menu.

2. Disable—Click the " to the right of the scheduled report job. The icon changes to @,
and the Next Run Time for the report displays Disabled.

3. Enable—Clickthe @ to the right of the scheduled report job. The icon changesto  +*,
and the Next Run Time displays.

To delete a scheduled report:

1. Click Schedule Reports from the Reports menu.
2. Click #< tothe right of the scheduled report job you want to remove.

3. Confirm the deletion.

Tip: Removing the report from Scheduled Reports list deletes the scheduled job, not the report
itself nor any instances of its previously published output.
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Scheduling Report Limitations

To prevent report time outs, Micro Focus recommends scheduling reports that take more than
one hour to be run during light load periods.

Please see the following list of scheduling limitations and review the maximum amount of data
handled based on report output format.

Approx.
time
No. of No. of Report output takento  Export
Report Type Rows Columns Format export Options File Size
Smart Report(Created 1 million 45 MS-Excel 28 mins Zipped=Yes  Zip file size =
using RDBMS Logger 42 secs 96 MB
connection) Extracted File
size=186MB
Smart Report(Created 3 million 45 Fast CSV (RAW Text) 16 mins Zipped=Yes  Zip file size =
using RDBMS Logger 42 secs 9.6 MB
connection) Extracted File
size=1.07GB
Smart Report(Created 1.5 45 Ccsv 55 mins Zipped=Yes  Zip file size =
using RDBMS Logger  million 28 secs 48 MB
connection) Extracted File
size=520MB
Smart Report(Created 100000 66 Word 19 min 19 Zipped=Yes Zip file size =
using RDBMS Logger secs 5.45 MB
connection) Extracted File
size=26.5MB
Smart Report(Created 1.2 45 PDF 47 mins Zipped=Yes Zip file size
using RDBMS Logger  million 49 secs Page =33.5MB
connection) width=34" Extracted File
size=986MB
Smart Report(Created 1 million 45 TEXT 52 mins 8 Zipped=Yes Zip file size
using RDBMS Logger secs =291MB
connection) Extracted File
size=13.6GB
Smart Report(Created 4000 45 XML 52 mins Zipped=Yes  Zip file size
using RDBMS Logger 36 secs =148KB
connection) Extracted File
size=12MB

Scheduling Report Limitations
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Approx.
time
No. of No. of Report output takento  Export
Report Type Rows Columns Format export Options File Size
Smart Report (Logger 1 million 45 MS-Excel 13 mins Zipped=Yes Zip file size =
Search Queries) 117MB
Extracted File
size=193MB
Smart Report (Logger 1 million 45 Fast CSV (RAW Text) 2 mins 54 Zipped=Yes Zip file size =
Search Queries) secs 4.10MB
Extracted File
size=478MB
Smart Report (Logger 1 million 45 Ccsv 56 mins Zipped=Yes  Zip file size =
Search Queries) 46 secs 3.89MB
Extracted File
size=435MB
Smart Report (Logger 100000 63 Word 15 mins Zipped=Yes  Zip
Search Queries) 30 secs Page file=10.2MB
width=24" Extracted File
size=25.4MB
Smart Report (Logger 1 million 58 PDF 31 mins Zipped=Yes Zip file size
Search Queries) 40 secs =264MB
Extracted File
size=1.07GB
Smart Report (Logger 1 million 58 TEXT 58 mins Zipped=Yes  Zip file size =
Search Queries) 26 secs 319MB
Extracted File
size=18GB
Smart Report (Logger 4000 58 XML 57 mins Zipped=Yes  Zip file size =
Search Queries) 36 secs 304KB
Extracted File
size=12.4MB

Private Reports

If you have access rights to view, run, and schedule all reports, you can create private reports.
If you do not have permissions to edit a public report that you want to modify but you do have
permissions to create private reports, then you can save the public report as a private one and
edit the private report.
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To set the default report access scope as Public or Private:

1. GotoinReportClient.properties file.

2. Configure DEFAULT_REPORT_SAVE_SCOPE property as public or private. If no scope has
been specified, the previous scope will be the default.

3. Restore services.

For more about publishing a report as public or private, see "Publish Report Options" on
page 202. For more about access rights for reports, see "Assigning Access Rights" on page 160.

Running Reports

You can run Logger reports from many locations, and choose the run option that works best for
that report.

Tip: You can also run reports as part of the design process. This section deals with run-ready
reports.

Report Guidelines

Logger is designed to process events while running reports, but event processing has priority.
Running a complex report while the event processing system is under load will result in report
timeout rather than dropped events.

» To effectively manage demands for system resources, Micro Focus recommends using
Scheduled Reports. Run ad hoc reports (if any) during periods of light load. See
"Scheduling Reports" on page 186.

e You can also run large reports in the background. See "Restrict Long Reports to Run in the
Background" on page 185.

e If you are running a distributed report, also see the best practices discussed in "Selecting
Groups, Devices, and Peers" on page 182.

e Smart Reports support up to 20k rows. For larger reports, "Restrict Long Reports to Run in
the Background" on page 185.

» Logger reports based on filters or saved searches should not include Wildcards in the
fieldsets.

e When running a report based on Logger resources (filters, saved searches), a template
(including columns) is created based on sample data. Any update made after the report
creation (search query output from data grid to chart, time window, or the query itself ),
will not automatically update the template displaying fewer columns than the original set
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of fields. To refresh the report template, update the report object.

e To confirm new fields have been included after updating the report object, use the
fieldsets without Wildcards.

» Fields not explicitly defined in the fieldset search (existent fields like custom or out-of-the-
box + additional fields not added in Logger) are dynamically represented with an asterisk *.

Run Report Options

The following table describes the available report run options. The viewer or list in which the
report displays depends upon the report format and run action you choose.

Tip: Editable Ad hoc reports display by default in the Powerview designer. Smart reports display
in the Smart designer.

Logger Report Run Options

Action

Quick Run with
Default Options

Runin
Background

Run Report

Run in Smart
Format

Run

Re-run

Available From

Explorer

Explorer

Report Parameters

Explorer

Explorer

Recent Reports

Recent Reports

Run Report Options

Description

Runs the report with the data filters specified in the report. You can add
or modify the run-time parameters for time frame and constraints, such
as Device Groups, Storage Groups, Devices, and Peers. See "Run-Time
Filters, Criteria, and Parameters" on the next page.

Runs the report as a background process. You can view, export, or delete
background reports from the Other Reports list on the Reports home
page. See "Running Background Reports" on page 184, and "Other
Reports" on page 171.

Runs the report using the last saved parameters. You can add or modify
the run-time parameters, if necessary. See "Selecting Filter Criteria" on
page 181.

This option creates a Smart report from an Ad hoc parent report. Once a
report is run in Smart format, it becomes a Smart report, opening by
default in the Smart viewer and Smart designer tools. Published Smart
reports can also be used as Smart Dashboard widgets. For additional
details, see "Smart Reports" on page 207.

Runs the report using the last saved parameters. You can add or modify
the run-time parameters, if necessary. See "Recent Reports" on page 168.

Allows you to save new report parameters, view options, and filter
criteria before running the report. Re-run opens the Report Parameters
tab with values provided during the previous run, which you can continue
using, or replace. Re-run also gives you options to preview the report, or
run it as a background process. See "Recent Reports" on page 168.
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Logger Report Run Options, continued
Action Available From Description

Preview Report Parameters  Displays a short sample of the report, including title and column
headings. You can add or modify the run-time parameters, if necessary.
See "Run-Time Filters, Criteria, and Parameters" below.

Run Now Report Parameters  Runs the report immediately and displays in the appropriate viewer. See
"Run-Time Filters, Criteria, and Parameters" below.

Refresh Data Smart Viewer Runs the report with existing filters and options.

Run-Time Filters, Criteria, and Parameters

Most reports give you the option to set appropriate run-time filters, select device and other
search criteria and parameters. This section explains how to use these customization tools to
display the data you want in the format you want.

You can define filters, or modify default filters if any are already built into the report. The filter
expression is applied when the report runs, narrowing the focus of the report to the specified
criteria.

For example, you could set the filter criteria for a report on Top Password Changes to report
only on password changes related to specified user names or involving specified IP addresses.
For details on how to create these filters (with Field, Criteria, and Value fields), see "Filter" on
page 218.

The Report Run Parameters are displayed whenever you are creating a report, prior to
executing a report, and when adding or editing a scheduled report. If you run the report
without specifying any override run-time parameters here, the report is generated with the
defaults specified at design time for this report. You can run a report in the background after
specifying the Run Report parameters.

this way are not saved nor made available to other users. You can also set built-in, default filter

ﬂ Note: Filter criteria defined at report run time applies only to this run of the report. Filters set in
criteria as a part of designing a report.

Additional Filters

When you run a report, you have the option to select additional run-time filters on time frame
and constraints, such as Device Groups, Storage Groups, Devices, and Peers. If nothing is
selected, all groups and devices are included.
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"Running Distributed Reports" on page 185.

[ ﬂ Note: Peers are not included by default. They must be explicitly selected to include them. See

Additional Filters Report Parameters

Option
Device Type

Start

End

Search Time Field

Scan Limit

Device Groups

Storage Groups

Devices

Peers

Additional Filters

Description
Some reports allow you to select which device types to include in the report.

Specify the starting point for the data gathering from the events database.
By default, the start time is specified with a dynamic data expression ($Now-2h).

You can modify the dynamic expression to specify a different dynamic start time, or
disable Dynamic and use the calendar options to specify a fixed start time.

Specify the ending point for the data gathering that is some time after the starting point.

Keep in mind that large time spans can mean large amounts of data, which can affect
system performance.

By default, the end time is specified with a dynamic data expression ($Now).

You can modify the dynamic expression to specify a different dynamic end time, or disable
Dynamic and use the calendar options to specify a fixed end time.

Select the search time type: Logger Receipt Time or End Time (Event time).

Specify the number of events to scan.

When you specify a scan limit, the number of events scanned for manually run reports is
restricted to the specified limit. Doing so results in faster report generation and is
beneficial in situations when you only want to process the latest N number of events in
the specified time range instead of all the events stored in Logger.

The scan limit is 100,000 by default. If you set the scan limit to O (zero), all events are
scanned.

( Note: This setting does not apply to Scheduled reports.

Select specific device groups on which to run the report query, if any. See "Selecting
Groups, Devices, and Peers" on page 182.

Select specific storage groups on which to run the report query. See "Selecting Groups,
Devices, and Peers" on page 182.

Select specific devices on which to run the report query. See "Selecting Groups, Devices,
and Peers" on page 182.

Select any peer Loggers (if peers are configured) on which to run the report query. See
"Selecting Groups, Devices, and Peers" on page 182. The Local only box will be unchecked
for searches that include _peerLogger operator.
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Report Settings

When you choose the Run Report option for a report, you can choose a file format, specify

pagination, and modify the data filter criteria for this run of the report. If you run the report
without specifying any override run-time parameters here, the report is generated with the
defaults specified at design time for this report.

The following table describes the Report Settings options.
Report Settings
Option Description

Template Select the template to apply to this report. The templates menu shows supplied templates,
and any custom templates you may have added. To include the start time, end time, scan
limit, device group, storage group, and devices information (used to run a report) in a
report, choose the BlankWithHeader template. See "Template Styles" on page 278.

Report Format Specify a file type or “format” option of the output. See "Report Formats for Viewing " on
page 193.

View Options Select from the available options for that report. See "View Options" on page 194

Filter tab Optional, Define filters or modify existing default filters, if any. See "Selecting Filter

Criteria" below

The filter expression is applied when the report runs, narrowing the focus of the report to
the specified criteria.

For example, for the report "Top Password Changes," you could set the filter criteria to
display only password changes related to specified user names or specified IP addresses.

For details on how to create these filters (with Field, Criteria, and Value fields), See "Filter'
on page 218.

Filters set in this way are not saved nor made available to other users. You can also set

Note: Filter criteria defined at report run time applies only to this run of the report.
built-in, default filter criteria as a part of designing a report.

Selecting Filter Criteria

When you choose the Run Report link for a report, filter options are available to modify the
data filter criteria for only this run of the report. You can define filters, or modify default filters
if any are already built into the report. The filter expression is applied when the report runs,
narrowing the focus of the report to the specified criteria.

For example, you could set the filter criteria for a report on Top Password Changes to report
only on password changes related to specified user names or involving specified IP addresses.
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For details on how to create these filters (with Field, Criteria, and Value fields), see "Filter" on
page 218.

If you run the report without specifying any override run-time parameters here, the report is
generated with the defaults specified at design time for this report. You can run a report in the
background after specifying the Run Report parameters.

this way are not saved nor made available to other users. You can also set built-in, default filter

ﬂ Note: Filter criteria defined at report run time applies only to this run of the report. Filters set in
criteria as a part of designing a report.

Selecting Groups, Devices, and Peers

You can select which data sources within Device Groups, Storage Groups, Devices, or Peers to
include in your report, as a part of setting the Additional Filters settings.

By default, events from all groups and devices are included, because nothing is selected. Select
specific groups or devices to limit the data gathering to only those sources when the report is

run.
ﬂ Note: Peers must be explicitly selected to run a report query on them. If none of the peers are
selected, the query will only run on the local Logger.

The selected items in the Device Groups, the Devices lists, and Peers are appended to the
report query with an OR operator. They are appended to other selected items, such as Storage
Groups, with an AND operator.
To select specific data sources:

1. Click an item to select it.

2. Use Ctrl-click to select or deselect multiple items.
To select all available data sources:

1. Deselect any selected data sources.
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Running a Recent Report

To run or re-run a recent report:

1. From the Report > Report Status tab, click " to open Other Reports.

2. If necessary, filter the reports by clicking the Filters icon. You can also establish a refresh
interval by clicking the Settings icon. For additional details, see "Filtering the Other Reports

List" on page 172.
3. Click the recent report. Select a rendering format. For further details, see "Report Formats
for Viewing " on page 193.

4. The report generates using the last saved parameters. Reports that are run in Smart
Format display in the Smart Viewer. See "The Smart Report Viewer" on page 191. Ad hoc
reports display in the Ad hoc Viewer. See "The Ad hoc Report Viewer" on page 189.

Running a Report from Explorer

There are many ways and places to run reports, but Explorer will likely provide you the most
selection of options. For full information, See "Reports Explorer" on page 163.

To open Explorer:

From the top of the Reports menu, click Explorer. This action toggles the Explorer to open or
close, without opening a new tab. In this way, Explorer is available from any tab, and out of the

way when you don't need it.

To run a report from Explorer:

1. Go to Reports > Explorer and select a report.
2. Right-click the report. The action menu displays for that report. See "Explorer Options and
Context Menus" on page 166.

Select Customize Report to Save, Preview, or Run the report and return to Explorer. You
can also click Run in Smart Format to run and open the report in the Smart viewer.

| Caution: Some browsers (Chrome or Microsoft Edge) might have a limited amount of
memory when generating a report result (with approximately a million results) causing to
display the following error message: sbox_fatal_memory_exceeded.

3. Select a run option for that report. See "Run Report Options" on page 178.
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4. Enter any run-time filter or parameter criteria. See "Run-Time Filters, Criteria, and
Parameters" on page 179.

Click Run, Run in Background, or Preview. Logger then runs the report, and opens the
report in the appropriate designer, where you can customize the report and create and edit
charts to display the data.

Tip: To run a report from using the smart report designer, see "The Smart Report Designer" on
page 206.

Viewing and Publishing Reports

Reports are available under their respective categories. You can run, view, and publish reports
you create, as well as reports in categories for which the administrator has given you user
access rights. You can run up to 5 Ad Hoc reports or up to 10 scheduled reports, concurrently.
For more information about report categories, see "Reports Explorer" on page 163.

[ ﬂ Note: When scheduling reports, consider recurrence to avoid overlapping executions.

Running Background Reports

You can run a background report in Report Status >Other Reports.

To run a background report from Explorer

1. From Explorer, navigate to a report you want to run.

2. Right-click the report name, and select Run in Background.
3. Configure any additional filters or report parameters.
4

. Click Run in Background.

To run a background report from a filter or parameter page

1. From Recent Report widget, select a report you want to run.
2. Click "% to re-run the report.

3. Configure any additional filters or report parameters.

4

. Click Run in Background.
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To delete a background report

1. Click Other Reports on the Reports Status tab. The Other Reports list displays.

Sl

2. Clickthe ** to the right of the background report you want to delete.

3. Confirm the deletion.

Restrict Long Reports to Run in the Background

Admins can restrict long-running reports, so they can only run in the background.

To restrict a report to run only in the background

1. Click Report Categories from the Administration section of the Reports menu.

2. Select the report you want to restrict.

3. From the Properties section, click Advanced. The report Advanced Properties menu
displays.

4. From the Restrict To Background menu, click Enable.

5. Click Set. This closes the menu.

6. From the Manage Folders and Reports page, click Save.

Running Distributed Reports

A distributed report includes matching events from the specified peers of a Logger. You select

the peers on which the report should run in the Peers list. If no peers are configured, the Peers
list contains only the localhost IP address. However, if peers are configured, their IP addresses

are listed.

Prerequisite

To run a distributed report, you must have configured one or more Peer devices.

To run a distributed report

1. From the Additional Filters menu, uncheck Local Only.

2. Select the Peers you want to include in your search from the Peers list.

3. Run the report.

Use cirl-click 1o select or deselect items
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Scheduling Reports

You can schedule a report to run daily at a specified time or every so many hours, or on
specified days of week or month, at a specified time.

Tip: Time changes at the beginning or end of Daylight Savings Time and may affect your
scheduled reports. For more information, see "Impact of Daylight Savings Time Change on Logger
Operations" on page 527.

To configure a scheduled report:

Caution: Once the scheduled report is updated and saved, the latest editor will automatically
become the report owner.

1. Click Schedule Reports from the Reports menu. The Schedule Reports page opens in a tab.

a.

b.

o kW

If there are scheduled reports you have privileges to view, they are listed. Your reports
include options to edit or delete them.

If there are no scheduled reports, you see "There are no report jobs to display."
Click Add to display the Add Report Job page.

In the Name field, enter the report display name.

Select the search type: event occurred or receipt time.

Use the Schedule options to specify how frequently the report should run:

Every day—Run a daily report at a specified time, or every specified number of hours.

Days of week—Run the report on a specified day of the week. For example: Su, M,
T, W, Th, F, Sa.

Days of month—Run the report on a specified day of the month. For example:
1,5,20,21.

Hour of day—Run the report at a specific time of day. For example: 9300.

Every—Run the report every specified number of hours or minutes. For example, 90
minutes.

6. Select a report from the Report Name menu, then click + to load the report.

7. In the Delivery Operations section, configure one or both of the following options:

Publish—(Selected by default) Publish the report at the scheduled time. For details on
setting publishing options, see "Publish Report Options" on page 202
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8.

10.

11.

¢ Email—Send the report as a link or an email attachment at the scheduled time. For
details on setting email delivery options, see "Email Delivery Settings" on page 203.

¢ Upload — Upload the report to FTP or a Shared Folder . For details on how to send
reports via FTP, see "Uploading a Report to a Server or FTP Site" on page 199

Tip: It isn't necessary to save the report before moving from one tab to another. Just
remember to save the report before closing the page.

In the Report Format section, select a report format and delivery options.

When choosing the report format for scheduled reports with several columns, change the
paper size to Auto.

¢ Select a report format. See "Report Formats for Viewing " on page 193
¢ Select a delivery option. See "Export Options" on page 198

¢ If you want an Excel, Word, or PDF file to be available in its native format, click Smart
Export. See "Scheduling a Report with Smart Export option" below.

In the Report Parameters section, you can either accept the default parameters, or modify
them here. For information on specifying report parameters, see "Parameters" on

page 268.

Please review the query that is about to be executed. The Local only box has been
unchecked for searches that include _peerLogger operator.

Click Save.

The report you added is scheduled, and now shows on the Scheduled Reports list.

To export a list of scheduled reports:

Once a scheduled report is added and saved, Logger enables you to export the Task, Type,
Schedule, and Next Run Time of that report in a list.

1.
2.
3.

Click the m button.

Select your export format: PDF or CSV.

Select download.

Scheduling a Report with Smart Export option

The Smart Export option is available for Scheduled Reports using MS Excel, Acrobat PDF, and
MS Word formats. Reports are exported into their native formats, so that users can leverage
the functionality of their respective tools. See "Report Formats for Viewing " on page 193
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e The grid information is exported as its equivalent table in Excel, Word and PDF.
e The matrix is exported as a Pivot table in Excel and as a table in Word and PDF.
e Report charts are exported as a chart in Excel, Word, and as an image in PDF.

Smart Export is enabled by default for scheduled reports in these three formats.

To enable Smart Export for a report:

1. From the Scheduled Reports page, edit an existing scheduled report, or click Add to start a
new scheduled report. See "Scheduling Reports" on page 186.

2. From the Report Format section, select either MS Excel, Acrobat PDF, or MS Word. The
Smart Export checkbox becomes available.

¢ Checked (default) — The report will be exported as a native file for its supported
program.

¢ Unchecked — The report will be a normal export, with charts exported as images.

3. Make sure all other information and changes have been made to the report.
4. Click Save.

Viewing Reports
Once a report is run and in the Smart or Ad hoc Viewer, you can publish it for further use, add
comments, email, upload, or export it in different output formats.

The options you have in the report viewer are limited to attaching comments and sending the
report out somewhere. To modify and customize your report, see "Designing Custom Reports"
on page 204.

For information about modifying report results, such as adding logos, charts, and changing the
display options, see "Smart Reports" on page 207.

Collaborating on Reports

Logger users can collaborate on a Published report by opening the report in HTML format to
view and comment on it. Optionally, you can specify the users who can view the comments.

[ J Tip: You must have Run and Publish access rights to a report to add comments.
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The Ad hoc Report Viewer

When you view an Ad hoc HTML report (from Explorer, the Published Reports list, or the Other
Reports list, for example), it displays in the Ad hoc Report viewer, where you can view the
report, export it in different output formats, and other tasks, but you cannot modify the report

attributes.

(

on page 212.

( Tip: The Ad hoc Report viewer looks very much like the Powerview designer. The viewer does

not display the Powerview designer icon E on the right side of the menu bar. To modify report
attributes, see "The Powerview Designer" on page 207, or "Classic: The Ad hoc Report Designer"

Ad hoc Viewer Menu Options

After running an ad hoc report, the following options are available from the Ad hoc Viewer

menu bar.
ES  Lta=2HTEO 2O 1
Icon Description

|=

The Ad hoc Report Viewer

Add a table of contents to a grouped report. See "Displaying a Table of Contents
for a Grouped Report" on the next page.

View as Excel Spreadsheet. See "View Options" on page 194.

View as PDF. See "View Options" on page 194.

View as CSV file. See "View Options" on page 194.

View as text file. See "View Options" on page 194.

View as Microsoft Word document. See "View Options" on page 194.
Export report. See "Exporting and Saving a Report" on page 198.
Email report. See "Emailing a Report" on page 203.

Upload report to a server or an FTP site. See "Uploading a Report to a Server or
FTP Site" on page 199.

Page 189 of 767



Administrator's Guide
Chapter 4: Reporting

Icon

i1

Description

Report navigation tools. Click to page through the report, go to first or last page,
or enter a page number.

Add comment. See "Adding a Comment to Ad Hoc Report" on the next page.
View comments. See "Adding a Comment to Ad Hoc Report" on the next page.
Refresh comments. Refresh the View Comments window.

Publish Report. See "Publishing Reports" on page 201

Displaying a Table of Contents for a Grouped Report

When information on the report is grouped (for example, by country, product, or department),
you can display a table of contents (ToC) to help you navigate your data.

Reports can be grouped and ungrouped by column in the Powerview designer and Ad hoc
Viewer. For more advanced grouping options, use the Ad hoc Report Designer Group tab. See

"Group" on page 221.

exported as part of the report.

[ ﬂ Note: The table of contents is for viewing grouped ad hoc reports. The ToC cannot be saved or

To display a table of contents for a grouped ad hoc report in Powerview:

1. Run an editable ad hoc report from Explorer, so it displays in the Powerview designer. See
"Working with Explorer" on page 164.

2. Open the Powerview data context menu and select the column name from the Group
menu. See "The Powerview Data Context Menu" on page 209.

Group 3
Suppress Duplicates
Add Chart

Show Chart 3
Template »

Immediate Refresh
Preview Mode
Save Layout As

Arc Devicevendor £
Arc Deviceproduct

Arc Deviceversion

Arc Deviceeventclassi
Arc Name

Arc Agentseverity

Arc Agentaddress

Arc Agenthostname
Arc Agentntdomain -

4 L I

3. To apply this change immediately, click Apply in the Action board, or wait until you have
made all the changes you want to make.
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(|

4. Click the ToC icon ( ) in the menu bar. The ToC displays.

5. To close the ToC, click the icon again, or click the x. To reverse the grouping, right-click the
data again and select Remove Grouping.

Adding a Comment to Ad Hoc Report

You can view and add comments to a published report from any generated report page,
including the report preview visible from Published Reports. You can also select which users
can see a comment.

[ ﬂ Note: For security reasons, comments cannot be deleted once added to a report.

To add a comment to a report:

1. From a report view, do one of the following:

From the Bf Ad hoc power viewer, click from the toolbar.
¢ From the Smart report viewer, select Publish... from the : Options menu.

The Publish menu dialog opens.
2. Click Add Comment. The Add Comment window opens.
Enter your comment in the text field.

4. Optionally, click the Visible to: menu to authorize specific users to view this comment, or
leave the default access as Everyone. See "Assigning Access Rights" on page 160. Click Set.

5. Click Add Comment. Your comment is saved with that report.

6. Click Publish to make your comment available to other report viewers.

The Smart Report Viewer

In Explorer, when you select Run in Smart Format for an Ad hoc report, it displays in the Smart
Report viewer, where you can view the report, export it in different output formats, and other
tasks, but you cannot modify the report attributes.

Tip: The Smart Report viewer can look similar to the Smart Report designer. The viewer does not
display the Edit switch to the right of the Ad hoc Filters. To modify Smart report attributes, see
"The Smart Report Designer" on page 206.

If a Smart report includes a chart or other visualization, you can select a tab in the lower-left to
see the various elements. The Smart Report viewer includes these menu or activity areas.
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Area

Show/hide column menu

T-'.‘ Adhoc Filters

-
* Viewer menu

L ] Edit mode
Edit Mode

View tabs
Page navigation

f‘ i Grid Settings

Options

Right-click a column header to open a list of available columns. Select columns to
display or hide.

( Note: Columns named globalEventld and eventID are aligned to the right.

Click to open an the Ad hoc Filters menu. See "Selecting Filter Criteria" on page 181.

Click to open the menu. Select an option to refresh, export, publish, email, or upload
the report. See "Smart Viewer Menu Options" below.

Click to edit or delete the grids, edit data source, fields, and templates.

Toggle tabs between grid, charts, and other visualizations.
Click to page through the report, go to first or last page, or enter a page number.

Click to access the Grid Settings or delete the grid.

Smart Viewer Menu Options

The Smart Report Viewer provides the following options and actions.

Menu Option Description

New... Opens the smart view to open a new report. See "Smart Reports" on page 207.

Open... Opens the current report layout. See "Smart Reports" on page 207.

Save... Saves the report layout.

Save As... Saves the report and shows all reports stored in the same category selected.

Data Source: Displays the data source used to create the report. See "Data Source" on page 217.
Change Data The Open Report Layout is opened to change the data source.

Source...

Edit Data Source... The Open Report Layout is opened to edit a data source already stored in Logger.
Formula Fields... Allows you to add calculated fields that are populated at run time without modifying the

query object. You can now add a formula field to specify a formula expression that can use
existing field(s).

Refresh Data Runs the report with existing filters and options. See "Run Report Options" on page 178.

Set Template Defines the look and feel, arrangement, and orientation of the report output. See
"Defining a New Template" on page 279.

Export... Opens the Export Options pop-up. See "Exporting and Saving a Report" on page 198.
Publish... Opens the Publish Report menu. See "Publishing Reports" on page 201.
Email... Opens the Email Report menu. See "Emailing a Report" on page 203.

Here are additional options you can access to:
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Menu Option Description
Re-run Click to re-run the report.
Advanced properties Click to access the advanced properties.

Generate link Click the hyperlink to view the report.

Report Formats for Viewing

Every report includes a default viewing format. However, you can view or export in a number
of popular formats. When you view a report, template and other formatting settings are
available. Nevertheless, the template setting option is not longer available for the following
formats: Comma separated, Fast CSV, Text, and Smart.

For a description of the view options available for each report, see "View Options" on the next
page. For a description of the export options available for each report, see "Export Options" on
page 198.

The following table lists the supported report formats. Not all reports support all options.

Report Rendering Formats
Icon Format Description

| HTML HyperText Markup Language, the default format for web viewing. These reports open in
' the HTML Report Viewer with navigation options.

1 PDF Adobe's Page Description Format, a very portable print format, but not readily editable.
These reports open in a PDF viewer.

ma MS EXCEL Microsoft ExceL XLS format. These spreadsheet reports can be opened and edited in MS
- Excel, and have customizable options, including Excel XLS templates, grids, and charts.

COMMA Formatted comma-separated values (CSV). Template setting option is not available in this
SEPARATED  format.

FAST CSV Template setting option is not available in this format. Downloads a CSV file, without
template, grid, or chart. If you want to focus on the data, and don't need the formatting,
this is the fastest option for very large reports.

TEXT ASCII text format. Template setting option is not available in this format.
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Report Rendering Formats, continued
Icon Format Description

E MS WORD Microsoft Word DOC format. These reports can be opened and edited in MS Word.

4F iHTML Single-page interactive HTML. These are fast-running Smart reports with a simple, non-
paginated template, for fast web display of short reports. Smart reports are designed to
quickly render reports when you want to see the data with minimum processing. Template
setting option is not available in this format.

Smart Multipage interactive HTML. These are fast-running reports with a simple, paginated
template, for fast web display of longer reports. Smart reports are designed to quickly
render reports when you want to see the data with minimum processing. Template setting
option is not available in this format.

=)

« Tip: The report formats available to you depend on the access rights associated with your user
account. See "Assigning Access Rights" on page 160.

View Options

When you select a report format, click View Options to see and specify relevant settings.
Optionally, some formats allow you to apply a display template to the report. See "Template
Styles" on page 278. However, this option is not longer available for the following formats:
Comma separated, Fast CSV, Text, and Smart.

The List view format is consistent is all pages. The pop up menu is automatically displayed

horizontally when clicking the ellipsis icon in the report list.

Tip: Export options are similar, but not the same as View options. See "Export Options" on
page 198

The following table lists the view options available to all reports. Defaults are in bold. For a
description of each format option, see "Report Formats for Viewing " on the previous page.

View Options—All Reports

Report Format Options Settings
=l HTML Template Optional
Pagination Single Page | Multiple

Page | Horizontal Breaks

. PDF Template Optional

Pagination Single Page | Multiple
Page | Horizontal Breaks

Download Zipped File Y/N
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View Options—All Reports, continued
Report Format Options

ﬂa MS EXCEL Pagination

Repeat Page Header and Footer

Download Zipped File

ED COMMA Separator
SEPARATED
Enclosure
Template XLS
Include
— TEXT Pagination
Download Zipped File
E MS WORD Template
Pagination
Download Zipped File
Fast CSV Separator

Enclosure

Pagination

Download Zipped File

View Options

Settings

Single Page | Multiple
Page | Horizontal Breaks

Y
Y/N

Predefined [Comma |
Tab] | Custom [enter
character]

Predefined [QUOTES ("
")] | Custom [enter
character]

Predefined

Grid Y/N | Chart Y/N |
Matrix Y/N

Single Page | Multiple
Page | Horizontal Breaks

Y/N

Optional
Multiple Page
Y/N

Predefined [Comma |
Tab] | Custom [enter
character]

Predefined [QUOTES ("
")] | Custom [enter
character]

Single Page

Y/N
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View Options—All Reports, continued

Report Format Options Settings
| EMAIL Send Report As Attachment | Link |
Embedded
Report Format HTML | Acrobat PDF |

COMMA SEPARATED | MS
EXCEL | MS WORD | XML
| TEXT.

Pagination Single Page | Multiple
Page | Horizontal Breaks

To, CC (To—Required) Enter one
or more valid email
addresses, separated by
commas or semicolons.

CCis optional.

Subject Enter the email subject
header.

Message Modify the provided

email body message, or
accept the default. You
can include user
parameters as well as
system parameters in the
message text. For
example, if the report you
are mailing has a
parameter ReportDate
then you can insert it as
&1t;%ReportDate%&gt;
in your message text,
which will be replaced by
the report execution date
at run time.

PRINT Print or download report as PDF
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View Options—All Reports, continued
Report Format Options Settings

4 UPLOAD Report format HTML | Acrobat PDF |
COMMA SEPARATED | MS
EXCEL | MS WORD | XML
| Fast CSV | TEXT

Pagination Single Page | Multiple
Page | Horizontal Breaks

Upload Type FTP | Shared Folder
Required Fields Server Name, File Name
Optional Fields Port, User Name,

Password, Folder Name
The following table lists the view options exclusive to Smart reports. Defaults are in bold.

View Options—Smart Reports

Report Format Options Settings
4% IHTML Pagination Single Page
E] Smart No available options Basic paginated display.

Tip: The report formats available to you depend on the access rights associated with your user
account. See "Assigning Access Rights" on page 160.

About Report Pagination

If a report contains more columns than can be displayed horizontally using the default width
specified in the report query, the report is paginated horizontally, so that additional columns
are displayed on the following pages.

For example, if a report contains 45 columns and only 5 can be displayed at once, the report
would be paginated so that Page 1 displays columns 1 through 5, Page 2 displays columns 6
through 10, and so on. Consequently, if the report contained more rows than can be displayed
vertically, the second group of rows would be displayed starting at Page 10.

Logger currently limits the number of pages for horizontal pagination to ten. As a result, if a
report requires more than ten pages to display all columns, complete report results may not
display. To view all columns, adjust the columns manually in the Query Object Editor to fit on
ten pages or less. See "Working with Queries" on page 237.
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Tip: Use this option for short reports. For long reports, the full results may not be visible, or may
be missing. Use the multiple page option for these reports.

Exporting and Uploading Reports

Once you generate a report, you can export it for use in other formats, or upload it to an FTP
site or shared folder.

Exporting and Saving a Report

You can export a report to a file format of your choice and save it.

To export and save a report:

1. While viewing a report, do one of the following actions:

¢ From the Smart report viewer, click the 2 in the upper right to open the Viewer menu
and click Export.

From the Ad hoc report viewer, click " the Export icon to open the Export dialog.

2. Inthe Export Options dialog, specify the Export Format and associated settings you want.
See "Export Options" below.

Depending on the export format you choose, other settings are displayed as appropriate.

Tip: When rendering super-sized reports, Logger does not recommend to select PDF or MS
Word as these are limited formats. Instead, select MS Excel, CSV, Fast CSV, or Text.

3. Click Export.

You can save the generated report as a file locally or elsewhere just as you would any other
file.

Export Options

When exporting a report, you must select any export options for the format type before
rendering the report.

Tip: Some report formats have more options for viewing than for export. For additional
information on each of the options, see "Report Formats for Viewing " on page 193

The following table lists the export options for each report format. Defaults are in bold.
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Export Options—All Reports

Report Format Options Settings
ﬂa MS Download Zipped File Y/N
EXCEL

. PDF* Download Zipped File Y/N

L

Page Settings Set page orientation, size, and margins
B General e Separator:
Predefined [Comma | Tab] | Custom [enter
COMMA
character]
SEPARATED

* Enclosure:
Predefined [QUOTES (" ")] | Custom [enter
character]

e Template: attach an .XLS template not available

¢ Include:
Grid Y/N | Chart Y/N | Matrix Y/N

e Download Zipped File Y/N

— TEXT Download Zipped File Y/N

E MS Download Zipped File Y/N

WORD* Page Settings Set page orientation, size, and margins

J * Tip: When rendering supersized reports, Logger does not reccomend to select PDF or MS Word
as these are limited formats. Instead, select MS Excel, CSV, Fast CSV, or Text.

The following table lists the export options exclusive to Smart reports. Defaults are in bold.

Export Options—Smart Reports

Report Format Options Settings
4% IHTML No No available options
EJ Smart No No available options

A Smart Export option is available for Scheduled Reports using MS Excel, Acrobat PDF, and MS
Word formats. Reports are exported into their native formats, so that users can leverage the
functionality of their respective tools. The GIS map will not be exported as part of the report as
it is in a non-text format. For additional details, see " Map" on page 228.

Uploading a Report to a Server or FTP Site

You can upload reports to a server or file transfer protocol (FTP) site.
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To upload a report:

1. While viewing a report, do one of the following actions:

¢ From the Smart report viewer, click the 2 in the upper right to open the Viewer menu
and click Upload. See "The Smart Report Viewer" on page 191.

1+

* From the Ad hoc report viewer, click ~ Upload, or click directly on another output
format. See "The Ad hoc Report Viewer" on page 189.

The Upload Options menu opens.

2. Select the report format and upload options. See "Report Formats for Viewing " on
page 193.

Tip: Upload options are similar to Export options, except that the default for uploading a
Zipped file is Yes.

3. Select an upload type: FTP or Shared Folder.
e If you select FTP, See "FTP Upload Options" on the next page.

¢ If you select Shared Folder, see "Shared Folder Upload Options" below.

4. Enter the required and optional fields for the upload type.
5. Click Upload. A confirmation message displays.

The report uploads to the folder and server you specified.

Shared Folder Upload Options

Enter the following fields when uploading a Logger 