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Copyright Notice
Copyright 2025 Open Text.
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Trademark Notices

“OpenText” and other Open Text trademarks and service marks are the property of Open Text or its affiliates. All other
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Support

Contact Information

Phone

Support Web Site

ArcSight Product Documentation

OpenText ArcSight Recon (25.4)

A list of phone numbers is available on the Technical Support
Page: https://softwaresupport.softwaregrp.com/support-contact-information

https://softwaresupport.softwaregrp.com/

https://www.microfocus.com/documentation/arcsight/
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What's New

ArcSight Recon Default Content is now available on OpenText Marketplace. You can download
it here.

Dashboard Modernization across the Foundation
and MITRE Folders

In ArcSight Recon Default Content 25.4, dashboards have been modernized to align with the
new UX look and feel. The update enhances visual consistency, usability, and performance
across all dashboards.

Key Enhancements

e Updated dashboard layouts and components for a cleaner, more intuitive interface.
e Enhanced alignment with the UX standards for a cohesive experience.

e Added support for new visualization widgets, including the Parabox chart, enabling richer
and more flexible data exploration.

e Improved responsiveness and accessibility across devices.

Updated Foundation Dashboards

e Standard Content\Foundation\Events Overview\Least Common Events
¢ Standard Content\Foundation\Events Overview\Most Common Events
» Standard Content\Foundation\Events Overview\Most Common Events by Severity

e Standard Content\Foundation\Events Overview\Most Common Events by
Severity\Reporting Devices

e Standard Content\Foundation\Network Monitoring\DoS Activity Overview
e Standard Content\Foundation\Network Monitoring\VPN Connections Overview
» Standard Content\Foundation\Network Monitoring\Domain Generation Algorithm Activity

e Standard Content\Foundation\Network Monitoring\Firewall Traffic Overview
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New Foundation Dashboards

Standard Content\Foundation\Events Overview\Events Overview

Updated MITRE Dashboards

Standard Content\MITRE\MITRE ATT&CK Dashboards\MITRE ATT&CK Overview
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Installing and Updating Recon Default
Content 25.4

The following section contains instructions for you to install the Foundation and MITRE
packages.

e "Prerequisites" on the next page
¢ "Installing the Foundation.zip" on page 8

¢ "Installing the MITRE.zip" on page 9
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Prerequisites

e Requires Recon 1.4 (ArcSight Platform 24.2.x)
e The Foundation.zip is an independent package and does not rely on any other package.

e The MTIRE.zip is an independent package and does not rely on any other package.

Prerequisites Page 7 of 9



Recon Default Content 25.4 Release Notes
Installing the Foundation.zip

Installing the Foundation.zip

Select Reports > Content.

Click the Import Asset icon.

Select the .zip file for the Foundation pack from the stored location.
Click Next.

A N

Follow the prompts to import and continue with the installation.
To verify the installation is complete, locate the Foundation folder under the Standard
Content folder

6. Verify that you see new Dashboards such as Events Overview under Foundation/Events
Overview.
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Installing the MITRE.zip

Select Reports > Content.

Click the Import Asset icon.

Select the .zip file for the MITRE pack from the stored location.
Click Next.

Follow the prompts to import and continue with the installation.
To verify the installation is complete, locate the MITRE folder under the Standard Content
folder

6. Verify that you see MITRE ATT&CK Overview Dashboard under MITRE\MITRE ATT&CK
Dashboards.

7. Right-click the MITRE ATT&CK Overview dashboard and select Edit. You should see a new
widget titled Tactics.
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