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Release Notes

Legal Notices

Warranty

The only warranties for products and services of Micro Focus and its affiliates and licensors (“Micro Focus”) are set forth in
the express warranty statements accompanying such products and services. Nothing herein should be construed as
constituting an additional warranty. Micro Focus shall not be liable for technical or editorial errors or omissions contained
herein. The information contained herein is subject o change without notice.

Restricted Rights Legend

Confidential computer software. Except as specifically indicated otherwise, a valid license from Micro Focus is required for
possession, use or copying. Consistent with FAR 12211 and 12.212, Commercial Computer Software, Computer Software
Documentation, and Technical Data for Commercial Items are licensed to the U.S. Government under vendor's standard
commercial license.

Copyright Notice

© Copyright 2018 Micro Focus or one of its affiliates.

Trademark Notices
Adobe™ is a tfrademark of Adobe Systems Incorporated.
Microsoft® and Windows® are US. registered trademarks of Microsoft Corporation.

UNIX® is a registered trademark of The Open Group.

Support

Contact Information
Phone A list of phone numbers is available on the Technical Support
Page: https://softwaresupport.soffwaregrp.com/support-contact-information
Support Web Site https://softwaresupport.softwaregrp.com/
ArcSight Product Documentation https://community.softwaregrp.com/t5/ArcSight-Product-Documentation/ct-

p/productdocs

Micro Focus ESM CIP for FISMA (ESM 6.8c, 6.9.1c, or 6.11.0, 7.0) Page2of 6


https://softwaresupport.softwaregrp.com/support-contact-information
https://softwaresupport.softwaregrp.com/
https://community.softwaregrp.com/t5/ArcSight-Product-Documentation/ct-p/productdocs
https://community.softwaregrp.com/t5/ArcSight-Product-Documentation/ct-p/productdocs

Contents

CIP for FISMA 6.0 e 4
Release CoONTENTS . 4
Installing CIP for FISMA 6.0 .. 4
Performance Impact of CIP for FISMA . 5
Open Issuesin this Release .. ... ... i 5

Send Documentation Feedback . ... . L 6

Micro Focus ESM CIP for FISMA (ESM 6.8c, 6.9.1c, or 6.11.0, 7.0) Page3of 6



CIP for FISMA 6.0

Compliance Insight Package for the Federal Information Security Management Act (CIP for FISMA)
v6.0 provides an essential foundation for your FISMA compliance program. The CIP for FISMA uses
ArcSight™ ESM features, such as event categorization, threat prioritization, trends, workflow, and case
management, to easily identify and address activities and anomalies involving systems that are subject
to FISMA compliance.

Release Contents

The files included in this release are:

File name Description

ESM_FISMA_Solution_ReleaseNotes_6.0.pdf This document.

Product descriptions and open issues

ESM_FISMA _SolutionsGuide_6.0.pdf ArcSight ESM Compliance Insight Package for FISMA 6.0 Solutions
Guide

Product architecture, installation, configuration, and operation
instructions with a description of product contents.

ArcSight-ComplianceInsightPackage- Installable package bundle for all operating systems. Contains all the
FISMA.6.0.0004.arb resources of the Compliance Insight Package for FISMA.

Note: If you use Internet Explorer fo download the ARB file, it may
convert the ARB file to a ZIP file. If this occurs, rename the ZIP file back
to an ARB file before importing into ArcSight ESM.

Installing CIP for FISMA 6.0

The Compliance Insight Package for FISMA (CIP for FISMA) is supported on the following versions of
ESM:

e ESM 6.8c

e ESM6.9.1c

« ESM6.11.0

« ESM7.0

CIP for FISMA 6.0 is for fresh installation only.

Complete installation and configuration instructions for the Compliance Insight Package for FISMA are

located in the document called ArcSight ESM Solution Guide Compliance Insight Package FISMA 6.0
(ESM_FISMA _SolutionGuide_6.0.pdf).

Micro Focus ESM CIP for FISMA (ESM 6.8c, 6.9.1c, or 6.11.0, 7.0) Page 4 of 6



Release Notes

Performance Impact of CIP for FISMA

ArcSight ESM Solution Packages contain data monitors and rules that can place an additional load on
the ArcSight ESM Manager, which may impact the ArcSight ESM Manager performance. If your ESM
system is operating at an average event per second (EPS) rate that has maximized the CPU ufilization,
you might experience a reduced average EPS rate after installing the CIP for FISMA package. If this
performance impact occurs, ArcSight recommends that you disable unneeded data monitors and rules
to reduce the load on the Manager.

Open Issues in this Release

The following issue is open in this release.

None at this time
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Send Documentation Feedback

If you have comments about this document, you can contact the documentation feam by email. If an
email client is configured on this computer, click the link above and an email window opens with the
following information in the subject line:

Feedback on Release Notes (ESM CIP for FISMA ESM 6.8c¢, 6.9.1c, or 6.11.0,7.0)
Just add your feedback to the email and click send.

If no email client is available, copy the information above to a new message in a web mail client, and send
your feedback to arc-doc@hpe.com.

We appreciate your feedback!
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