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Chapter 1: Overview

This section confains the following fopics:

0 TNE Pl DS 6
e The CIP for PCl Compliance Framework . ..o 8
o What CIP for PCICan Do for YOU ... ®
o HOW CIP for PC W OTKS L 11
@ CIPTOr PCIRESOUICES . .o e e e 12
e Resources Organized by DOMaINS ... 13
© SUPPOMTEA DBVICES e e 15
O N N N EXT 7 L 15

The PCIDSS

The Payment Card Industry (PCD Data Security Standard (DSS) PCI DSS 3.2 1 is a comprehensive standard
defined by the Payment Card Industry Security Standards Council to help organizations profect customer
account data and to advance the broad adoption of consistent dafa security measures across the globe.
The standard includes twelve requirements, each with many sub-requirements, for security management,
policies, procedures, network architecture, software design, and other key protective measures.

The following table lists the PCI DSS requirements.

Note: Excerpts from the PCI DSS and related control statements are provided courtesy of PCl Security
Standards Council, LLC and/or its licensors. © 2014 PCl Security Standards Council, LLC. All Rights
Reserved.

Objectives PCI DSS Requirements

Build and Maintain a Secure Network 1. Installand maintain a firewall configuration to protect cardholder data

2. Do not use vendor-supplied defaults for system passwords and other security
parameters

Protect Cardholder Data 3. Protect stored cardholder data
&, Encrypt transmission of cardholder data across open, public networks
Maintain a Vulnerability Management 5. Use andregularly update anfi-virus software or programs

Program : :
9 6. Develop and mainfain secure systems and applications
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Objectives PCI DSS Requirements
Implement Strong Access Control 7. Restrict access to cardholder data by business need to know
Measures

8. Identify and authenticate access to system components
9. Restrict physicalaccess to cardholder data
Regularly Monitor and Test Networks 10. Trackand monitor allaccess to network resources and cardholder data

11.Regularly fest security systems and processes

Maintain an Information Security Policy = 12.Maintaina policy that addresses information security for all personnel
Compliance Insight Package for Payment Card Industry (CIP for PCD coupled with ArcSight ESM can assist
you in complying with the requirements specified in the (DSS) PCI DSS 3.2.1, and includes support for logs

generated by payment applications subject fo the Payment Application Data Security Standard PCI DSS
321
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The CIP for PCI Compliance Framework

CIP for PCl provides the following benefits:

CIP for PCI maintains a compliance score for each asset in your PCl environment, so dashboards and
reporfs can demonstrafe your organizafion’s overall PCl compliance and individual asset compliance.

The PCI DSS sub-requirements (1.2.1, 1.2.3, and so on) addressed by CIP for PCl are mapped to out-of-
the-box compliance scenario rules that help defermine each asset’'s compliance score. You can also
create custom scenario rules to address organizational, regional, and national regulations and policies.

The CIP for PCl resources are grouped into general security domains, such as Access Control or Privacy
Protection, that apply to multiple regulations. Also, the high-level solution group is CIP.

Thereis an overall compliance sfatus use case and a use case for each security domain group. The
domain-based use cases can apply fo multiple regulations.

In this guide and several CIP for PCl resources, the PCI DSS sub-requirements are called controls. CIP for
PCl fracks asset compliance for each control; this relationship is called a control-asset pair.
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What CIP for PCI Can Do for You

The CIP for PCl helps demonstrate fo stakeholders and auditors that the controls over the credit card data
systems of your organization expose litfle or no risk.

CIP for PCl provides dashboards, reports, and real-tfime checks to monitor systems that:

e Confain cardholder dafa

e Manage vulnerability and access control
o Monifor networks

o Maintain security policies

CIP for PCl calculates compliance and non-compliance scores for assets in your PCl environment. In the
following dashboard, those scores are aggregated to provide an overall picture of compliance in your
organizafion.

PLI DSS Compliance Status =T=1-K

PCIDSS Compliance Score... PLIDSS Score: Non-Compliance PCI DSS Score: Compliance
PCI DSS Compliance: 75% Status Walue (Tatal Legends 2) Status Value (Total Legends 2}
Enon-Compliant 1,420 e Information 22,0311
Do Information 49,793 DO compliant 4,290
4| || I |
R0 95223 -2/ 15 [@lomlled v ||z i5iadias DSl - |[2f 1520z Sl -
PCIDSS Score: Requi 5 _x
Title Compliance Score Non-Compliance Score
1 Install and maintain 2 firewal to protect cardholder data 339.0 out of 3573.0 74.0 out of 9528.0
5 Protect all systems against malware and regularly update ant-virus software or progr... | 577.5 out of 3682.1 2.0outof 2382.0
3 Develop and maintain secure systems and applications. 0.00utof0.0 620.0 out of 16674.0
7 Restrict access to cardholder data by business need to know 0.0 outof 0.0 67.0 out of 1191.0
B Identify and access to system & 98.0 out of 3573.0 574.0 out 0f 8337.0
) Track and monitor all access to network resources and cardholder data 3275.0 out of 10713.0 6.0 out of 2382.0
BT - systems s e, [T S e e UL T FEC L .

You can drill down from this dashboard fo detailed information about individual asset compliance, as shown
below:

PLIDSS Compliance Status: Asset-Control: Table @

j5: Asset-Control

Last Update: 5Feb 2014 09:08:41PST
Filter: No Fiter

Asset Name: Asset Zone Control Title Status. |Fully Partially
10.0.113,187 10.0.113,187 RFC1518: 10.0.0.0-10,255,255.255 | 1.3.8 | Do not disdose private IP addresses Compliant Fully -
192.168.10.165 192.168.10.165 RFC1918: 192.168.0.0-192.168.255... | 10.3.3 Log date and time of every event Compliant Fuly
192.168.10, 165 192,168, 10,165 RFC1918: 192,168.0.0-192.168.255,., | 2.2.5 | Remove all unnecessary functionality Nan-Compliant | Fully
192.168.10.165 192.168.10.165 RFC1518: 192.168.0.0-152.168,255,.. | 10.3.5 | Log origination of every event Compliant Fully
A1WHEBABCVYPUZWIE4)a==_ | unxhq00 ha.arcnet.com RFC1918: 10.0.0.0-10.255,255.255 | 1.3.8 | Do ot disdose private IP addresses Complant Fully
A1fwHEBABCVyPUZWIS4]g== | unxhq00.hg.arcnet.com RFC1918: 10.0.0.0-10.255.255.255 | 10.3.3 | Log date and time of every event Compliant Fully
32k 1WOMBABCBLINN30j. ffrasca2.americas. hpgcorp.net Digital Equipment Corporation 10.3.3 | Log date and time of every event Complant Fully
44U 1WOMBABCBLINN3Oj2Lg== | jfrasca2 americas.hpqcarp.net Digital Equipment Corporation 10.3.4 | Log success or failure indication Compliant Fully
ASCNxHEBABCVEfUZWISE4]g== | wnts}103.5].west.arcnet. com 204.0.0.0-209, 255,255, 255 (ARIN) 10.2.4 | Log invalid logical access attempts Compliant Fully
45CHHEBABCVERUZWIGAlg== | wnt4si103.sj.west.arcnet.com 204.0.0.0-209, 255,255,255 (ARIN) 10.3.3 | Log date and time of every event Compliant Fully
A7MVWODEBABC]YC]SYSrHQw== | n111-h21.ga.arcsight. com RFC1518: 10.0.0.0-10,255,255.255 | 1.3.8 | Do not disdose private IP addresses Compliant Fully
3BcaDaDEBABC]YSYSnHQw== | n111-h022.qa.arcsight. com RFC1918: 10.0.0.0-10.255.255.255 1.3.8 Do not disdose private IP addresses Compliant Fully
Bca0aDEBABCIYijSYSnHQw==__ | n111-h022.qa.arcsight. com RFC1918: 10.0.0.0-10.255.255.255 | 2.2.3 | Implement security features for insecure services | Non-Compliant | Fully
ABCZWHEBABCVe-uZWIE4Ig= unsj211.5)2. west.arcnet.com RFC1918: 10.0.0.0-10.255.255.255 | 10.3.3 | Log date and time of every event Compliant Fully
ERERC AR e s LAl st agcton o o g0 B 0.0-10.255. 235, Log griginati somplanien Py

For more information about this dashboard, see "Using the PCI DSS Compliance Status Dashboard" on

page 57/.

Several other dashboards show domain-specific information, such as Asset Vulnerabilities:
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Asset Yulnerabilities

==K
Yulnerabilities Count
Yulnerability Mame Mumber of Events (Tatal Legends 3)
WHigh Risk Yulnerability Detected 678
Oeuffer overflows 645
[0 Broken Authentication and Session Management 612
205 9:34:36 - 26 9:3%:36 2=l -
Asset Yulnerabilities g - x
Last Event Time Asset Mame AssetID Asset Zone Vulnerability Mum,
2/5 10:08:31 wwn2.csuhayward.edu | www2.csuhayward.edu | 128.0.0.0-140.255.255.255 (... | High Risk Vulnerability Detected 1|
2/511:52:16 10.0.111.183 10.0.111.183 RFC1918: 10.0.0.0-10.255.2... | High Risk Vulnerability Detected i
2/515:38:38 209-128-09-006.bay... | 209-128-99-006.bay... | 204.0.0.0-209.255,255.255 (... | High Risk Vulnerability Detected 1
2[5 15:38:36 209.128.99.5 209.128.99.5 204.0.0.0-209.255,255.255 (... | High Risk Vulnerability Detected 1
2/5 12:10:50 w2ksj101.sjl.west.a... | woksj101.sjlwest.a... | 204.0.0.0-209.255.255.255 (... | High Risk Vulnerability Detected 1
g 10:03:00 oshu.mi SRyar. .| osho.mes.csuhaynar... | 128.0.0.0-140,258.255.255 (. | High Rk Vulnerabilty Detected 1
s —#ﬁ

In addition fo the dashboards, you can run detailed reports to demonstrate compliance to auditors and
convey issues to stakeholders for remediation.
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How CIP for PCI Works

CIP for PCl relies on ArcSight assetf categorization fo define your PCl environment. By evaluating events
from that environment, CIP for PCl tracks asset compliance for PCI DSS sub-requirements and uses that
information fo provide an overall compliance picture.

CIP for PCl uses compliance scenario rules and compliance scores to defermine compliance.

Compliance Scenario Rules

Compliance scenario rules detect events that affect compliance and non-compliance, for example,
unauthorized access fo cardholder data or insecure password transmission. The rule names are typically
an abbreviafion of the requirement descripfion found in the PCI DSS. Each PCI DSS sub-requirement
addressed by CIP for PClis mapped fo a single compliance scenario rule.

In addition fo the out-of-the-box compliance scenario rules, you can create custom rules, as described in
'Creating Custom Compliance Scenarios" on page 29.

For a list of the compliance scenario rules, see 'Rules' on page 109. For a list of rules organized by
requirement, see 'Compliance Scenario Configuration" on page 33. For a list of rules mapped to PCI DSS
requirements within the ArcSight Console, see the Scenario Controls active list.

Compliance Scores

The compliance score indicates whether an asset is compliant with a PClI DSS sub-requirement. In the CIP
for PClreports and dashboards, the score for an asset is either 1, indicating compliance, O, indicating non-
compliance, or between O and 1, indicating parfial compliance. CIP for PCl aggregates the assetf scores o
provide compliance and non-compliance scores for your organization.

CIP for PCl defermines the compliance score by using the impact type atfribute of each scenario rule and a
few key active lists. If you plan fo create your own scenario rules or you are inferested in how the impact
fype affects the score, see 'Scenario Impact Type' on page 31.
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CIP for PCl Resources

CIP for PCl contains the following ArcSight ESM resources:

o [»] Active channel—CIP for PCl provides an active channel that shows all the events related to the
compliance scenarios.

o [ Active Lists—CIP for PCl contains active lists that capture staticand dynamic data about
compliance-related assets and events fo aid in compiling and correlating dafa for the various PCl
requirements.

« [ Asset Categories—CIP for PCl uses asset categories to classify your compliance-relevant devices.

o Dashboards and [¢] Data Monitors—CIP for PCl provides graphical dashboards to help you
demonstrate appropriate risk management and moniforing pracfices.

« [&lGlobal Variables—CIP for PCl contains global variables that provide the ability to derive particular
values from existing data fields. A global variable can be defined once, then re-used in multiple places
wherever conditions can be expressed (active channels, rules, filters, data monitors, and queries), and
wherever fields can be selected (CCE, field setfs).

« [EFilters—CIP for PCl contains dozens of filters that focus package content on activity that involves
compliance-relevant categorized assets.

o 3 Queries—CIP for PCl contains queries that gather the compliance-related event data displayed by
reporfs.

o @Query Viewers—CIP for PCl contains query viewers that allow you to drill down and investigate
anomalies or ofher inferesting events without having fo create low-level active channels. Query viewers
use events and other resources, such as frends, active lists, session lists, assets, cases, and nofifications,
as dafa sources.

o [l Reports—CIP for PCl contains reports that focus on several aspects of regulation compliance.
o [#]Rules—CIP for PClincludes real-time rules to immediately identify activity that presents a high risk fo

the integrity of your systems that store and process compliance-relevant data.

Z . . . . .

o Trends—CIP for PCl contains trends that define how and over what time period data is aggregated
and evaluated for prevailing tendencies or currents. A trend executes a specified query on a defined
schedule and fime durafion.

All CIP for PCl resources are described in "Compliance Insight Package for the Payment Card Industry
Resources by Type"on page 66.
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Resources Organized by Domains

Most of the CIP for PCl resources are organized by the following funcfional domain groups:

Bl ArcSight Solutions
= P

: Access Control
Cryptography

General

Manikaring

Metwork Security

Physical Security

Privacy Protection
Requlations

System Hardening

-3 vulner abilicy Management

Each group contains domain-specific resources, as described below.

Access Resources that pertain fo access issues, such as the use of inactive or locked accounts, terminated users,
Control unauthorized access, password changes and expirations, improper access control, and failed logical access.

Cryptography Resources that pertain fo encryption violations and the insecure fransmission of sensitive data.
General Resources that do not affect compliance directly, but can be referenced by other CIP for PCl resources.

Monitoring Resources that pertain o object creation or deletion, cleared audit logs, file integrity tools, and events that include
information such as origination, user accounts, and fime inconsistencies.

Network Resources that pertain to network perimeter profection mechanisms, suchas a DMZ, IDS, or firewall,

Security unauthorized access points, and disallowed ports.

Physical Resources that pertain to physicalaccess attempts.

Security

Privacy Resources that pertainto the unacceptable disclosure of personalinformation, such as passwords and account
Protection numbers.

Regulations Resources that are specific to a particular regulation, such as the PCI DSS.

System Resources that pertain to system surface vulnerabilities, including the use of custom or default vendor accounts,
Hardening insecure services, multi-function servers, and unnecessary functionality.

Vulnerability ~ Resources that pertain toinfrastructure and application vulnerabilities, such as anti-virus issues, broken
Management  authentication, buffer overflows, cross-site scripting, injection flaws, missing security patches, misconfiguration,
improper error handing, and malware.

Thereis a use case resource for each domain group. The use cases provide easy access fo the resources
for a particular domain. The Access Control use case is shown below.
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Access Control —_———————inm 7
@ Configure o
‘ Monitor -
. -
[@ Dashboards [ Reports [ Query Viewers
Accounts Lockouts and Failed Logical Access Account Creations AccountLodouts
Activities by Ileitimate User Accounts Account Deletions Activity by Anonymous Users
Password Changes Account Modifications Activity by Inactive Users
Unsuthorized Cardholder Data Accesses Activity by Anonymaus Users Activity by Terminated Users
User Accounts with Expired Passwords Activity by Terminated Users Al Password Change Events
All Password Change Events Failed Password Chanaes I
1 |
Library ‘ Toolbox =
[ Active Lists 1 ¥ supporting Tocls
Active Accounts

Administrative Accounts
Anonymous Accounts
Database Administrators
Inactive Accounts
Locked Qut Users
Password Changes

Terminated Users

Users Authorized to Access Cardholder Data

Rules
Account Lockuts

er Activi an oo i, i, N g i,
"—Wﬁ’_‘-_ e e —po e
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Supported Devices

CIP for PCl acts on events from sysfems that store and process credit card data, and the systems that

interact with and protect those systems, including the following:

Applications that process cardholder data
Databases that store cardholder data
Operating systems

Host and network-based IDS

Firewalls

Anti-virus solufions

Vulnerability scanners that monifor system sfafe

What Next?

Before you begin using the CIP for PCl use cases, dashboards, and reports, you need toinstall the CIP for

PCl solution package and perform some general configuration. Minimally, you need fo:

o Categorize assefs and zones to define your PCl environment

For deftails, see "Installation and General Configuration" on page 16.

Deploy and enable rules
Enable trends

Enable data monitors

Affer you complete the general configuration, you can configure additional resources fo address the
individual PCI DSS requirements, as described in "Compliance Scenario Configuration' on page 33.

Micro Focus ESM CIP for PCI (4.1)
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Chapter 2:Installation and General Configuration

This section explains how to install and configure the Compliance Insight Package for the Payment Card
Industry (CIP for PCD:

o Preparing for INSTallation .. L 16
o Upgrading from POl 4 O 10 4 L L 17
o INSTalling CIP fOr POl 18
o Configuring CIP for POl . 20

Preparing for Installation

Before installing CIP for PCI, prepare your environment.

To prepare your environment:

1. Verify that your version of ESM CIP for PCl supports this version of CIP for PCI. Check the ArcSight
Compliance Insight Package for PCl Release Nofes.

2. Verify that your system has an ArcSight Console connected to the ArcSight Manager and that your
system meets the prerequisites for your operating system, as detailed in the ESM CIP for PCI Support
Matrix.

3. Insfall and configure the appropriate SmartConnectors for the devices found in your environment.

The devices that provide events for each PCl requirement are listed in 'Supported Devices' on
page 15.

4. Model your network to include devices that supply events that help safisfy the PCl requiremenfs.
Verify that zones and networks are defined for your environment, and that networks are assigned to
the connectors reporting PCl-relevant events to your ArcSight Manager. For more information, see
‘Modeling Assefs' on page 21.

Learn more about the ArcSight network modeling process in the ESM CIP for PCl 101 Guide. Find
insfructions on how to configure zones and networks in the ArcSight Console User’s Guide.

Micro Focus provides a digital public key to enable you to verify that the signed software you received is
indeed from Micro Focus and has not been manipulated in any way by a third party.

Visit the following site for information and instructions:

https://h22253 www2 hpe.com/ecommerce/efulfillment/digitalSignin.do
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Upgrading from PCl 4.0 fo 4.1

Before you begin:

Do you have active lists in PCl 4.0 that have data, and you want to continue using them? If so, the upgrade
process starts with exporfing the list data. This step is optional if you do not want list data from PCl 4.0

To export active list data from PCI 4.0 into a CSV file:

This example uses the Administrafive Accounts acfive list.

1. Inthe Navigator panel, select the Resources fab and select Lists.
2. Locate the CIP for PCI 4.0 active lists.
3. Right-click the active list whose data you want fo export select Show Entries.
The acfive list displays entries in the Viewer.
4. In the Viewer panel, select all the enftries, right-click, and select Export | CSV - All Columns.
5. Enter an applicable filename, for example AdministrativeAccounts and click Save
A CSV file is saved on the file system, such as AdministrativeAccounts.csv.

6. Repeaft for each applicable 4.0 active list with enfries you want fo reuse after the upgrade.

To upgrade from PCI 4.0 to CIP for PCI 4.1:

1. Back up the CIP for PClv4.0 resources currently on the ArcSight ESM Manager info one package
bundle Carb) file.

For detailed insfructions, see "Backing Up and Uninstalling a Package" on page 62.
2. Install CIP for PCI V4. 1. Follow the instructions provided in the section "Installing CIP for PCI" on the next
page.

To import values from a CSV file to a PCl 4.1 active list:

1. Inthe Navigator panel, select the Resources fab and select Lists.

2. Locate the active list thatis getfing the data. For example, if you exported data for Administrative
Accounts, select that list.

3. Right-click the active list and select Import CSV File

4. Browse for the corresponding CSV file containing the acfive list entries created in the previous
procedure, for example, AdministrativeAccounts.csv, and click Open.

5. Click OK o add enftries fo the list.

For more information, refer to "Configuring Active Lists" on page 24.
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Installing CIP for PCl

CIP for PClis a self-contained solution that does not rely on any other ArcSight solufion. You can install CIP
for PCl alongside other solutions on the same ArcSight Manager. However, do not install CIP for PCl
alongside earlier versions of CIP for PCl, such as CIP for PCl 3.0 or CIP for PCl 3.01.

Before installing a new solution, back up any existing solutions installed on the ArcSight Manager. For
detailed instructions, see "Backing Up and Uninstalling a Package" on page 62.

Caution: There is no migration path from CIP for PCl 3.X If you are running CIP for PCI 3.X and you
need to keep your current data, do not uninstall; instead install CIP for PCl 4.1 on a different system.

Micro Focus provides a digital public key to enable you fo verify that the signed software you received is
indeed from Micro Focus and has not been manipulated in any way by a third party.Visit the following site
for information and instructions:https//h22253 www2 hpe.com/ecommerce/efulfillment/digitalSignin.do

To install the CIP for PCI:

1. Download the following CIP for PCl package bundle to the computer where you plan fo run the
ArcSight Console:

ArcSight-ComplianceInsightPackage-PCI.4.1.<nnnn>.0.arb

Where <nnnn> is the 4 character build number specified in the ArcSight Compliance Insight Package
for PCl Release Nofes.

Caution: Internet Explorer somefimes converts the ARB file to a ZIP file during download. If this
occurs, rename the ZIP file back to an ARB file before importing.

Log into the ArcSight Console with an account that has administrative privileges.

In the Navigator panel, click the Packages tab.
Click Import (')_

uRs N

In the Open dialog, browse and select the package bundle file, and then select Open.

The Progress tab of the Importing Packages dialog shows how the package bundle import is
progressing.

When the import is complete, the Results fab of the Importing Packages dialog is displayed fogether
with the Packages for Installation dialog, as shown in the following figure.
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Progress Results
ing Packages C Review y below for details.

Summary Report

Time to Complete: 0 min 2 sec 708 ms
Conflict Policy: default

Packages Bundle Imported: C:.
Packages Imported:
Al PackagesfArcSight Solutions/Payment Card Industry 4.1

Packages that Don't Need to be Imported:

Packages for Installation i‘
Packages for i
URL [ sl |

/Al Packages/ArcSight Solutions/Payment Card Industry 4.1 ™

[~ Install Deprecated Resources

] o | veb |

6. Inthe Packages for Installation dialog, leave the Payment Card Industry 4.1 checkbox selected

and click Next.

The Installing Packages dialog opens. The Progress tab shows how the installation is progressing.

When the installation is complete, the Results fab displays the Summary Report.
In the Instfalling Packages dialog, click OK.
In the Importing Packages dialog, click OK.

On the Packages fab of the Navigatfor panel, expand the ArcSight Solutions/Payment Card
Industry 4.1 group foverify that the installation is successful and that the contentis accessible in

the Navigator panel.

Navigator om?

| Resources |i Packages || Use Cases|

§ mport

-7 Packages
----- admin's Packages
177 Shared
1177 all Packages
Arcsight Administration
+-[7 ArcSight Foundation
utions

Payment Card Industry 4.1
Fr{;a Active Channels
e r{p Active Lists

r{;a Asset Categories

9 Dashboards
rz,'a Data Monitars
rg;a Fikers

rgp Queties

r@ CQuery Yiewers
r@ Reports

r?" Rules

fzd Trends

99 Use Cases
[} Arcsight System
JumpStart
[} Personal
Fublic
Attachments

B-E-E-8-E-8

If the installation is not successful, contact ArcSight technical support. See 'Support' on page 2.

To back up or uninstall the CIP for PCl at a later date, see "Backing Up and Uninstalling a Package' on

page 62.
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Configuring CIP for PCl

Several of the CIP for PCl resources need fo be configured with values specific fo your environment. Some
features also require additional ArcSight SmartConnector configuration.

Depending on the feafures you want fo implement and how your network is set up, some configurafion is
required and some is optional. The list below shows the configuration tasks for the CIP for PCl and where o
find instructions for performing the configuration.

® ASSIgNING USer PermiSSiONS .. 20
© MOAEIING A OTS e 21
e Categorizing ASseTs and ZONES . ... 22
e Deploying and Enabling RUlES 22
o Configuring General FIers . 24
o CoNfIQUIING ACHVE LISTS e 24
O T eStiNG FIOrS L 26
e Enabling and Testing TrenasS . 27
e ENabling Data MONITOrS e L 28
o Configuring NOTICaTIONS < e 20
e Creatfing Custom ComplianCe SCENATIOS . ... 29

Assigning User Permissions

By default, users in the Default user group can view CIP for PCl content, and users in the ArcSight
Administratorsand Analyzer Administrators user groups have read and wrife access to the
solution confent. Depending on how you set up user access controls within your organization, you might
need fo adjust those controls fo make sure the new content is accessible fo the right users in your
organization.

The following process assumes that you have user groups sef up and users assigned to those groups.
In the following procedure, assign user permissions fo all the following resource types:

o Active Channels

o Active Lists

o Assef Categories

o (ases

e Dashboards

o Data Monitors

o Fields (Global Variables)
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o Filters

o Queries

e Query Viewers
e Reports

e Rules

e Trends

e Use Cases

To assign user permissions:

1. Log infothe ArcSight Console with an account that has administratfive privileges.
2. For all the resource types listed above, change the user permissions:
a. Inthe Navigator panel, go to the resource type and navigate fo ArcSight Solutions/CIP.

b. Right-click the CIP group and select Edit Access Control fo open the ACL editor in the
Inspect/Edit panel.

¢ Inthe ACL editor of the Inspect/Edit panel, select the user groups for which you want fo grant
permissions fo the CIP for PCl resources and click OK.

Modeling Assets

Asset modeling is required fo activate CIP for PCl content. Classifying assets in one or more assef category is
essenfial.

Some of the CIP for PCl content requires assefs to be modeled fo funcfion correctly. In some cases, modeling
assets adds valuable business context fo the events being evaluated by the CIP for PCl

From instaliation

process
| '
Identify PCI assets (model assets) Define Assets/ P A
Impaort into
ArcSight

Customer:
Input info and
categories for
PC| assets

nstal Cunnemrv

_  PClrelevant asset
. Ccategories?

Manual Input via
ArcSight Console

YES
1

To resgurce
configuration ™
process

CIP for PCl uses the asset categories under the/ArcSight Solutions/Compliance Insight
Package/ group shown below.
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Navigator [
Resources | packages | Use Cases |
|I§l Assets Cirl+alt+s w
Assets | Zones | Metworks
Categories | Vulnerabilities I Locations
=77 Assat Categories
£+ Shared

B @ Al Asset Categories
0@ Arcsight Solutions

E@ Complisnce Insight Package ‘———

Pratected

Wireless
Application

-3 Type

Environments

Developrnent

Production

=5 @ Infrastructure
@ Perimeter Firewalls
=} @ Requlations
5@ o
@ Cardholder Data
Gt Hﬁ Arcsight System Administration

Categorizing Assets and Zones

CIP for PCl relies on ArcSight asset categorization fo define your PCl environment. Certain content does not
display unless assets or zones are categorized.

For detailed information about which assets need fo be categorized for each PClI DSS requirement, see
‘Compliance Scenario Configuration' on page 33.

You can assign the solution asset categories with the following methods.

e One-by-One from the ArcSight Console
e Using the Network Model Wizard

e Ifyou have many assets that you want to frack, you can configure themin a batch using the ArcSight
Asset Import Connector. This connector can also create new assets as part of the batch function. For
instructions about how to use this connector to configure your assets for CIP for PCl, see the ArcSight
Asset Import SmartConnector Configuration Guide.

For information about how fo assign asset categories using the ArcSight Console tools, refer to the ArcSight
Console User’s Guide.

Deploying and Enabling Rules

For CIP for PCl to process PCl-related events, the CIP for PCl rules must be deployed to the Real-time
Rules group.

To deploy the CIP for PCl rules:

1. Fromthe Resources tab in the Navigator panel, go to Rules and navigate to the ArcSight
Solutions/CIP group.
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2. Right-click the CIP group and select Deploy Real-time Rule(s).

AnewReal-time Rules/CIP group iscreated as a link tothe original ArcSight
Solutions/CIP group, as shown in the following figure.

Resources I Padagesl Use Casesl

I Rules Cirl+altH » |

B4 Rules
7 admin's Rules
B Shared
B Al Rules
' ArcSight Administration
B3 Arcsight Foundation
BE ArcSight Solutions
B -E ArcSight System
Bl JumpStart
[ -E Personal
77 Public
£+ Real-time Rules
F1-5 ArcSight Administration
T E ArcSight System
(o
5 Unassigned

By default, the CIP for PCl rules are disabled. The rules do not trigger until they are deployed and enabled.
After you have deployed the CIP for PCl rules o the Real-time Rules group, you can enable individual
rules.

Rules can place an additional load on the ArcSight Manager. Enable only the rules for the compliance
scenarios you want fo implement.

Note: You mustenable the PCI DSSrule in the ArcSight Solutions/CIP/Regulation Rules
group. You can enable the rule before or after you enable the scenario rules. However, until the PCl

DSSruleis enabled, the Compliance Score active list is not updated with the asset data captured by
scenario rules.

To enable a rule:

1. Inthe Navigator panel, go fo Rules and navigafe fo the Real-time Rules/CIP group.
2. Navigate to the rule you want to enable.
3. Right-click the rule and select Enable Rule.
Toselect multiple rules, press the €trl key and click each rule.
Toselectarange of rules, press the Ctrl and Shift keys and click the firstand last rule in the range.

After you enable the rules, you can see the correlation events created by the rules in the Compliance
Scenario Correlation Events active channel. Right-click the active channel in the Navigator panel and select
Show Active Channel
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Configuring General Filters
Configure the following general filters stored in the General group fo reflect your organization.

Filter Description

Event Limit Use this filter to limit the events processed andreported by CIP for PCI. For example, you can exclude events
with a destination of a parficular por.

This filter is includedinthe conditions of all the CIP for PCl rules. Edit this filrer to change the events processed
andreported by this solution.

Infernal Source  This filter identifies events originating from systems inside the network in your organization. Review the filter
conditions and modify as necessary for your environment.

Infernal This filter identifies events targeting systems inside the network in your organization. Review the filtter conditions
Destination and modify as necessary for your environment.

Configuring Active Lisfs

CIP for PCl contains active lists that retain specific data that is cross-referenced dynamically during run-
fime by ArcSight resources that use conditions, such as filters, rules, and reports.

This section provides information about the active lists that affect the entire CIP for PCl solution. For
information about the active lists that affect specific PCl DSS requirements, see 'Compliance Scenario
Configurafion"on page 33.

lgnoring Assets and Network Zones

Use the PCI DSS Ignore List active list to identify assets or network zones that are irrelevant fo the PCI DSS
regulation and are ignored by CIP for PCI.

When adding entries to the acfive list:

o Anassefis identified by either its IP address, host name, or ESM resource ID. You must use the ESM
resource ID if the asset is known fo the ArcSight Manager and has, therefore, been assigned an ESM
resource ID.

e Host names must be entered in lowercase fext.

e ESM resource IDs, IP addresses, and zone names must be entered as is, in their original case text.
e Both the Asset ID and Asset Zone fields must be specified.

e Anasterisk () indicates all assets or all zones, as shown in the examples below.

Examples

Toignore an asset by IP address in a zone:
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Asset ID = 10.0.0.0
Asset Zone = RFC1918: 10.0.0.0-10.255.255.255

Toignore all assefs in a zone:

Asset ID = *
Asset Zone = RFC1918: 10.0.0.0-10.255.255.255

Toignore an asset by host name in all zones:

Asset ID = myhostname
Asset Zone = *

Toignore an asset by ESM resource ID in a zone:

Asset ID = 4K5yF+EMBABCU--70AvXMzg==
Asset Zone = RFC1918: 10.0.0.0-10.255.255.255

Populating the Active Lists

You can populate the CIP for PCl active lists using any of the following processes:

o Add enftries fo active lists, one-by-one, using the Active List editor in the ArcSight Console. For detailed
instructions, see "Configuring Active Lists Using ArcSight Console" below. You can use this method fo

populate active lists with one, fwo, or more columns.

o Add enftries in batch to active lists from a comma-separated value (CSV) file. For detailed insfructions see
'‘Configuring Active Lists by Importing a CSV File" on the next page. You can use this method to populate

acfive lists with one, two, or more columns.

For a complete list (with descriptions) of all active lists provided with CIP for PCl, see "Active Lists" on

page 67/.

Configuring Active Lists Using ArcSight Console

You can add enfries fo active lists, one-by-one, using the Active List editor of the ArcSight Console.

1. Inthe Navigator panel, go fo Lists and navigafe to ArcSight Solutions/CIP.

2. Right-click the active list you want to populate and select Show Entries. The active list details are

displayed in the Viewer panel.

3. For each entry you want to add to the active list, repeat the following sfeps:

a. Toadd an entry fo the list, click the add icon (&8) in the active list header.

b. Inthe Active List Entry editor of the Inspect/Edit panel, enter values for each column in the list

except for the dynamic columns listed in the following table and click Add.
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Name Value

Creation Time  This fieldis reserved for active lists that are populated dynamically by rule actions. Leave this field blank.

Last Seen This field is reserved for active lists that are populated dynamically by rule actions. Leave this field blank.

Time

Count This fieldis reservedfor active lists that are populated dynamically by rule actions. Leave this field
unchanged.

Configuring Active Lists by Importing a CSV File

You can populate active lists in a single step by importing entries from an existing CSV file. The number of
columns in the active list must match the number of comma-separated values in the CSV file. For example, if
the active list has two columns of data, the imported CSV file must have two comma-separated fields.

1. Inthe Active Lists resource free of the ArcSight Console, right-click an acfive list and choose Import
CSV File

Afile browser displays.

2. Browse fo find the CSV file you want to import, select i, and click Open. The Import Preview dialog
displays the data from the CSV file to be imported info the active list.

3. Toadd the entries from the selected file into the active list, click OK in the Import Preview dialog. The
new enfries from the file are appended fo the existing enftries in the active list.

4. Toverify that your enfries are imporfed as expected, right-click the active list you just populated with
the CSV file and select Show Entries.

This displays the newly-added data from the CSV file in the Viewer panel as active list details.

Tip: By default, the active list displays 2000 entries at a fime. To view entries outside this range,
create an active list filter that specifies a different range (click Filter in the active list header).

Testing Filters

Most of the content in the CIP for PCl relies on event categorization fields fo identify events of inferest.
Although this method applies fo most of the events and devices, for certain scenarios, fest key filters to
verify that they actually capture the required events. This section describes how to test filters.

Caution: Perform the following procedure on a fest system.

To ensure that a filter captures the relevant events:

1. Generate or identify the required events and verify that they are being processed by ArcSight ESM by
viewing them in an active channel or query viewer.

Note: Togenerate relevant events and send them to ArcSight ESM, you can either:

Micro Focus ESM CIP for PCI (4.1) Page 26 of 121



Solufions Guide
Chapter 2: Installation and General Configurafion

e Sefup a connector fo capfure events from a farget system and perform the actions that would
generate the required events on that system.

e Importinto ArcSight ESM an existing batch file that contains relevant evenfts.

Alternatively, you can identify that these types of events have already been processed by
ArcSight ESM and ensure that the sfart and end time of the acfive channel or query viewer (as
shown in the next step) covers the event fime of these events.

2. Navigate fo the appropriate filter, right-click it, and then choose Create Channel with Filter. If you
see the evenfts of interest in the newly created channel, the filter is functioning properly.

If you do not see the events of interest:

a.

Verify that the configuration of the active channel is suitable for the events in question. For
example, ensure that the event time is within the start and end ftime of the channel.

Maodify the filter condition fo capture the events of interest. After applying the change, repeat this
step fo verify that the modified filter captures the required events.

Enabling and Testing Trends

By default, the CIP for PCl solution trends are nof enabled. Many reports, query viewers, and dashboards
require enabled trends fo show data.

The following frends must be enabled for basic CIP for PCI functionality:

/A1l Trends/ArcSight Solutions/CIP/Regulations/PCI DSS/

PCI
PCI
PCI
PCI
PCI
PCI

DSS
DSS
DSS
DSS
DSS
DSS

Number of Assets

Maximal Asset Compliance Score

Maximal Asset Compliance Score: Requirement
Maximal Asset Non-Compliance Score

Maximal Asset Non-Compliance Score: Requirement

Compliance Score Sum

/A1l Trends/ArcSight Solutions/CIP/General/Compliance Scenario Correlation
Events

Additional frends must be enabled for PCI DSS requirements 1 and 8, as described in "Compliance Scenario
Configuration"on page 33.

Note: By default, the frends listed above that begin with PCI DSS are scheduled fo run in the order
shown. If you run the trends manually in a different order, for example, during inifial festing, the PCl
DSS Compliance Status dashboard might display a negative number of assets. To resolve this issue, re-
run the trends in the order shown above.
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Until the frends above run, some dashboards and query viewers do not show the maximum scores
and compliance percentages.

Before enabling a trend, verify that the tfrend captures data relevant for your environment as described in
procedure below. In addition, before enabling a frend, you can also customize the following values:

e TheSchedule Range Start dafeon the Schedule tab in the Inspect/Edit panel By default, the CIP
for PCltrends collect data based on the installation fime of the CIP for PCl package on the ArcSight
Manager. Before enabling the tfrend, ensure that the Start field of the trend on the Schedule tab
reflects the date from which you want to start collecting evenfts.

e ThePartition Retention Period (in days) atfribute on the Attributes tab in the Inspect/Edit
panel. Specify the number of days you want fo refain the partitions from this trend as active in the
ArcSight database. You can increase the value of this affribute. This atfribute is used in combination with
the Partition Size affribute.

Caution: Reducing the Partition Retention Period mightpreventthe resources from
functioning properly.

For general information about frends, see the ArcSight Console User’s Guide.

To ensure that a trend captures the relevant events:
1. Generate or identify the required events and verify that they are being processed by ArcSight ESM.

Note: To generate relevant events and send them to ArcSight ESM, you can do one of the
following:

e Sefup a connector fo capfure events from a farget system and perform the actions that would
generate the required events on that system.

e Importinto ArcSight ESM an existing batch file that contains relevant evenfs.

2. Navigate fo the appropriate frend, right-click the frend, and then choose Test. If you see the evenfts of
interest in the test panel, the ArcSight ESM is processing events that can be capfured by the trend.
The test panel shows relevant events that can be captured by the frend in the last hour, up t0 25 rows.

If you do not see the events of interest, customize the queries invoked by the trend for your
environment.

Enabling Data Monitors

All of the CIP for PCl data monifors must be enabled to display datfa in the dashboards that use them.
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To enable the data monitors:

1. Inthe Navigator panel, go to Dashboards and click the Data Monitors tab.
2. Navigatetothe /A1l Data Monitors/ArcSight Solutions/CIP group.

3. Right-click the CIP group and select Enable Data Monitor fo enable all the data monifors in the
group.

Configuring Notifications

You can add a rule action to a CIP for PCl rule that sends notifications when the rule is friggered. In addition,
you can create notification destfinations that receive the notifications when the rules trigger. For more
information including configuration information, see the ArcSight Console User’s Guide. This configuration
is optional.

Creating Custom Compliance Scenarios

If you are familiar with creating ArcSight rules, and your organizafion has a compliance issue that is not
addressed by an existing scenario rule, you can create a custom scenario rule fo handle the issue. Create
the rule and then map it to a control, as described below.

Tip: You can use an existing scenario rule as a model. Either examine the rule and use it as a
guideline, or copy the rule by dragging it to a new location and modify it fo meet your needs.

Before you begin:

Determine the impact type of your rule. The conditions and actions that you add to the rule depend on the
impact type. For more information, see "Scenario Impact Type" on page 31.

To create a scenario rule:

1. Create a new sfandard rule in the following group:
Rules/Shared/ArcSight Solutions/CIP/Compliance Scenarios

Put the rule in an appropriate domain group, such as Network Security or System Hardening,
based on what the rule does. If an appropriate group does not exist, you can create a new group.

2. Give therule a unigue name that indicates what the rule detects.
This rule name will appear as the scenario name in active lists, reports, and dashboards.
3. Add conditions for the rule to the Conditions fab, as required by your business logic.

You can use existing filters or create a new filter. Optionally, you can include a MatchesFilter
condifion for the Event Limif filter.
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If your rule has an impact type of Y/N, add a condition to check the latest scenario state in the Scenario
State active list for each control-asset pair. The rule friggers only if the latest state (impact) is empty or
different from the current state (currentimpact of the rule). The Anti-Virus Status: Running or
Disabled rule shown below demonstrates one way fo do this:

Inspect,/Edit 5 2 ,h
Rule:Anti-Virus Status: Runnin... |

Attributes Conditions | Aggregation | Actions | Local Variables | Notes |

{} | & | ] ] | = | . FiItErsl B Assets | B vulerabilities B Active Lists % Joins

Edit | summary |

/0% Event conditions

)

21l or
', MatchesFilter("/all Filters/ArcSight Selutions/CIP Vulnerability Management/Anti-Virus Disabled?)
., MatchesFilter("/All Filters/ArcSight Solutions/CIP Vulnerability Management/Anti-Virus Events™)

=1 or
.- @ getlastState.Scenario Is NULL
\..@ getlastState.State | = Impact

----- ., MabﬁesFiIberffAl[fﬂbersjArcSight So\uﬁLonstIPfGEneralevent Limnit’
. e, pa

4. Create local variables for your rule on the Local Variables tab.

All of the scenariorules in the Compliance Scenarios group provided by CIP for PCl use the $AssetID,
$AssetName, $AssetZone local variables. The rules that have the Y/N impact fype also use
$Impact

5. Add actions for the rule on the Actions fab.
The rule must generate a correlation event that includes the following fields:
e Theassetidenfifier, as either Source, Destfination, Agent or Device, depending on your scenario logic.
This field idenftifies where the issue occurred.
e Theimpacttype, as either Y, N, or the $Impact local variable, which returns Y or N.

If your rule has an impact type of Y or N, the action occurs On First Event and sets
deviceCustomString4 fo Y or N, as shown below:

Inspect/Edit
Rule:Anti-virus Detected |

| Attributes I Conditions | Aggregation | Actions | Local Variables | Nohes|

il Add ¢ Edit % Remove 4 MovelUp ¥ MoveDown [2 Hide Empty Triggers

|&] On First Event [ Active ]
21/~ Set Event Field Actions
i i¥ deviceEventCategory = Compliance Scenario
Y deviceCustomString1 = $AssetID
i deviceCustomString2 = $Assetlame
i deviceCustomString3 = $AssetZone

If your rule has an impact type of Y/N, the action occurs On Every Event, sets
deviceCustomString4 fo the $Impact local variable and updates the Scenario Stafe active list. The
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Anti-Virus Status: Running or Disabled rule shown below demonstrates one way fo do this:
Inspect/Edit
: | #] Rule:Anti-Virus Status: Runnin... |

oA ?

| Attributes I Condmonsl Aggreganonl Actions | Local Variables I Nobesl

il Add ¢ Edit % Remove & Movelp ¥ Move Down tg Hide Empty Triggers

@1 On First Event
| On Subsequent Events
|4 On Every Event [ Active |

£1-[77 Set Event Field Actions

i i-iJ deviceEventCategory = Compliance Scenario
deviceCustomStringl = SAssetlD
deviceCustom5String2 = $Assetlame
deviceCustomString3 = $AssetZone
deviceCustomStringd4 = $Impact

£HEY Add To Active List
! Field: myName
. Field: AssetiD
" Field: Impact
Resource: fAll Active Lists/ArcSight Solutions/CIP/General/Scenario State

6. Testthe rule and, when you are satisfied with the results, save the rule.

7. Deploy therule fothe Real-time Rules group.

To map the scenario rule to a PCI DSS control:

1. Addanewentry to the Scenario Controls active list located in:

Active Lists/Shared/All Active Lists/ArcSight Solutions/CIP/General/
2. Provide values for the following fields:

¢ Scenario - The scenariorule name from step 2 under "To create a scenario rule on page 29.
¢ Regulation - The regulatfion that the scenario rule pertains to, for example, PCI DSS.

Control ID - The control that the scenariorule addresses, for example, a PCl sub-requirement
number.

e Score - If your rule has an impact type of Y or Y/N and can determine full compliance, specify 1.0.
However, if your requirement is complex, for example, it confains multiple conditions, and the rule
can determine only partial compliance, specify a score between O and 1.

If your rule has an impact type of N, specify 0.0.
e Scenario Type - The impacttype of Y, N, or Y/N.
3. Click Add 1o add the entry to the active list.

If you created a scenario rule to address a control that does not exist in the Controls active list, add the

information about the new control to both the PCI DSS Requirements and Confrols active lists for
documentation and reporfing purposes.

Scenario Impact Type

\When a scenariorule triggers, it creates a correlation event that includes an impact type, as described
below:
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Y The scenario determines compliance, but cannot determine non-compliance. For example, if the control states "Anfi-Virus
must be enabled..’, a Y scenario can make sure this is true, but cannot determine that it is false.

N The scenario defermines non-compliance, but cannot determine compliance. For example, if a control states "Anfi-Virus
must be enabled.." an N scenario can make sure this is false (anti-virus is not enabled), but cannot determine that it is true.

Y/N  The scenario determines compliance and non-compliance. For example, if the control states "Anti-Virus must be enabled..’, a
Y/N scenario can check whether it is enabled or noft.

CIP for PCl uses the impact type in conjunction with the following active lists to determine the compliance
score for each control-asset pair:

e The Scenario Confrols active list maps each scenario to a confrol and an inifial score, typically 1 or O
depending on the rule’'s impact type, as shown below:

Scenario 4 |Regulation Contral Score Scenario Type
Anonymous User Activity PCI D55 8.1.1 0.0 M

Anti-Virus Detected PCI DSS 51 L0 L

Anti-Virus Status: Runnin... [PCIDSS s 0.5 ¥ N

Anti-Virus Status: Update... |PCI DSS 5.2 0.6 N

Broken Authentication an... |PCIDSS 6.5.10 0.0 N

Buffer Overflows PCI DSS 6.5.2 0.0 N

Cardholder Data in DMZ PCI DSS 1.3.7 0.0 M

Cross-Site Reguest Forgery [PCI DSS 6.5.9 0.0 M

Cross-Site Scripting PCI DSS 5.5.7 0.0 M

Note that a few scenarios have an initial score between 1 and O, for example, 0.6, typically because the
control contains multiple conditions and CIP for PCl can only determine partial compliance.
This active listis pre-populated when CIP for PClis installed and does not change unless you manually
add a custom scenario toit.

e The Compliance Score active list maintains a dynamic compliance score for each contfrol-asset pair by
using the following process:
If a scenario has an impact type of N, a value of =1 is putinto the Compliance Score active list for the
confrol-asset pair. Otherwise, the inifial score from the Scenario Controls active listis putinfo the
Compliance Score active list.

Reguiation § |Control | AssetID Asset Name Asset Zone Score
PCIDSS 5.1 10.0.111.147|RFC1918: 10.0.0.0-10.255.25... |10.0.111.147 RFC1918: 10.0.0.0-10.25...[1.0
PCIDSS 10.3.4 |4sZCLaDEBABCISyj5YSnHQw==|RFC1918: 10... epodb.hkfinandal.cn RFC1916: 10.0.0.0-10,25...| 1.0
PCIDSS 10.3.3  |4sZCLaDEBABCIO9yi5YSnHQw==|RFC1918: 10.../epodb.hkfinandal.cn RFC1918: 10.0.0.0-10.25...[1.0
PCIDSS 511  |4pplAUEBABCUCFUZWIG4Jq==|RFC1318: 10... n111-h064.qa.arcsight.com |RFC1916: 10.0.0.0-10.25...[1.0
PCIDSS 10.3.1  |4sZCLaDEBABCI9yi5YSnHQw==|RFC1918: 10.../epodb.hkfinandal.cn RFC1918: 10.0.0.0-10.25...[1.0
PCIDSS 511  |10.0.111.3|RFC1918: 10.0.0.0-10.255.255.255)10.0. 111.3 RFC1916: 10.0.0.0-10.25...[1.0
PCIDSS 10,27 |10.0.111.166/RFC1918: 10.0,0.0-10,255.25... |10.0.111.168 RFC1918: 10.0.0.0-10.25...[1.0

CIP for PCl uses the scores in the Compliance Score active list fo calculate the scores displayed in the CIP
for PCl reports and dashboards.

e The Scenario State active list stores the latest state (either Y or N) of scenarios that have an impact of
Y/N, for each assef.

Micro Focus ESM CIP for PCI (4.1) Page 32 of 121



Chapter 3: Compliance Scenario Configuration

This chapter describes the compliance scenario rules and configuration, organized by PCl requirement.

e Requirement L: Firewall Configuration ... e 34
e Requirement 2: Default SeCUriTy Paramelers . e 37
e Requirement 3: Profecting STored Data ... .o 39
e Requirement 4: Encrypted TranSmISSIONS .. ...l 40
© REQUITEMENT B AN IV I US e 43
e Requirement 6: System APRICaTIONS .. L4y
e Requirement 7: Business Need-To-KnOwW . L 47
e Requirement & Unique User D ... L 47
e Requirement Q: PRySICal ACCESS ... 50
e Requirement 10: Tracking and Monitoring Data ACCEeSS .. ... 51
e Requirement 11: Testing Systems and ProCESSES . ... .. 54
e Requirement 12: Maintaining an Information Security PoliCy ... .o L 56

Note: Excerpts from the PCI DSS and related control statements are provided courtesy of PCl Security
Standards Council, LLC and/or its licensors. © 2014 PCl Security Standards Council, LLC. All Rights
Reserved.
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Requirement 1: Firewall Configuration

The PCIDSS 3.2.1 provides the following definition for this requirement.
Requirement 1: Install and maintain a firewall configuration to protect cardholder data

Firewalls are devices that control compufter traffic allowed between an enftity’s networks (internal) and
unfrusted nefworks (external), as well as frafficinfo and out of more sensitive areas within an enfity’s
internal frusted networks. The cardholder data environment is an example of a more sensitive area within
an enftity’s frusted network.

A firewall examines all network traffic and blocks those tfransmissions that do not meet the specified
security criteria.

All systems must be profected from unauthorized access from untrusted networks, whether enfering the
system via the Internet as e-commerce, employee Infernet access through desktop browsers, employee e-
mail access, dedicated connections such as business-fo-business connections, via wireless networks, or via
other sources. Often, seemingly insignificant paths to and from untrusted networks can provide
unprofected pathways info key systems. Firewalls are a key profection mechanism for any computer
network.

Other system components may provide firewall funcfionality, as long as they meet the minimum
requirements for firewalls as defined in Requirement 1. Where other system components are used within
the cardholder data environment fo provide firewall functionality, these devices must be included within
the scope and assessment of Requirement 1.

Compliance Scenarios

CIP for PCl provides the following compliance scenario rules to determine compliance with Requirement 1:
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Requirement 1 Scenario Rules

Compliance
Scenario Rule

Successful
Disallowed Ports
Accessin
Cardholder Data
Environment

Successful
Disallowed Ports
Access from
Wireless into
Cardholder Data
Environment

Implement a DMZ

Successful Traffic
fromInternetinfo
non-DMZ
Destination

Direct Connections
betweenInternet
and Cardholder
Data Environment

Infernal IP access
fromInternet info
DMZ

Successful
Unauthorized
Trafficfrom
Cardholder Data
Environment to
Infernet

Micro Focus ESM CIP for PCI (4.1)

PCI DSS
Requirement

121

123

131

132

133

134

135

PCI DSS Requirement Description

Restrict inbound and outbound traffic fo that whichis necessary for the cardholder data
environment.

Install perimeter firewalls between any wireless networks and the cardholder data
environment, and configure these firewalls to deny or control (if such trafficis necessary
for business purposes)any traffic fromthe wireless environment into the cardholder
dafa environment.

Implement a DMZ to limit inbound traffic fo only system components that provide
authorized publicly accessible services, protocols, and porfs.

Limit inbound Infernet traffic to P addresses within the DMZ.

Do not allow any direct connections inbound or outbound for traffic betweenthe
Infernet and the cardholder data environment.

Do not allow internal addresses to pass fromthe Infernet info the DMZ.

Do not allow unauthorized outbound traffic from the cardholder data environment to the
Infernet.
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Requirement 1 Scenario Rules, continued

Compliance PCI DSS

Scenario Rule Requirement PCI DSS Requirement Description

Cardholder Datain  1.3.7 Place system components that store cardholder data (such as a database) inaninfernal
DMZ network zone, segregated from the DMZ and other untrusted networks.

Private IP 138 Do not disclose private IP addresses and routing information fo unauthorized parties.

Protected From : : o
Note Methods to obscure IP addressing may include, but are not limited to:

Disclosure
o Network Address Translation(NAT).

e Placingservers confaining cardholder data behind proxy servers/firewalls.

e Removalorfiltering of route advertisements for private networks that employ
registered addressing.

e Internaluse of RFC1918 address space instead of registered addresses.
Personal Firewall 14 Install personal firewall software on any mobile and/or employee-owned computers with

direct connectivity to the Internet (for example, laptops used by employees), whichare
used fo access the organization's network

Configuration

Configuration for Requirement 1 is provided below.

Asset Categories

e Forrequirement 1.2.1, 1.2.3,1.3.3 1.3.5 and 1.3.7, categorize all servers and networks that store
sensitive cardholder information in the following category:

All Asset Categories/ArcSight Solutions/Compliance Insight
Package/Regulations/PCI/Cardholder Data

e Forrequirement 1.2.3, categorize all assets or zones that belong to wireless networks in one of the
following categories:
All Asset Categories/ArcSight Solutions/Compliance Insight Package/Address
Spaces/Wireless

e For requirement 1.3.2 and 1.3.7, categorize all network components that are part of the DMZ in the
following category:

All Asset Categories/ArcSight Solutions/Compliance Insight Package/Address
Spaces/DMZ

Note: When adding a new asset to the Cardholder Data cafegory, specify the MAC address. The
rule (for requirement 1.3.7) detects when an asset from the cardholder data environment is moved
toa DMZ segment only if the MAC address for the asset is specified.

e Forrequirement 1.3.2, 1.3.3, and 1.3.5, categorize all assets or zones that have IP addresses that do not
belong foPrivate Address Space Zones, butare considered internal, in the following category:
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All Asset Categories/ArcSight Solutions/Compliance Insight Package/Address
Spaces/Protected

e Forrequirement 1.3.4 categorize perimeter firewalls that connect the Internet with the DMZ in the
following category:

All Asset Categories/ArcSight Solutions/Compliance Insight
Package/Infrastructure/Perimeter Firewalls

Note: Do not categorize firewalls that are connecfed to segments other than the DMZ and the
Internetin this category.

Active Lists

For requirement 1.2.1, 1.2.3 and 1.3.5, populate the Cardholder Data Environment Allowed Ports active
list with ports that allow inbound and outbound fraffic. For example, Port=80, Direction=inbound;
and Port=24, Direction=outbound. All entries mustbein lowercase.

See "Configuring Active Lists" on page 24 for information on how to populate active lists.

Enable the scenario rules in "Requirement 1 Scenario Rules" on page 35. The rules are located in the
following group:

ArcSight Solutions/CIP/Compliance Scenarios/Network Security

For instructions on enabling rules, see 'Deploying and Enabling Rules" on page 22.

Trends

For requirement 1.3.1 enable the DMZ Assets and DMZ Zones frends.

Requirement 2: Default Security Parameters

The PCI DSS 3.2.1 provides the following definition for this requirement.

Requirement 2: Do not use vendor-supplied defaults for system passwords and other security
parameters

Malicious individuals (external and infternal o an enftity) often use vendor default passwords and other
vendor default seftings fo compromise systems. These passwords and settings are well known by hacker
communities and are easily determined via public information.

Compliance Scenarios

CIP for PCl provides the following compliance scenario rules to determine compliance with Requirement 2:
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Requirement 2 Scenario Rules

Compliance PCI DSS

Scenario Requirement PCI DSS Requirement Description

Default Vendor 21 Always change vendor-supplied defaults and remove or disable unnecessary default

Account Used accounts before installing a systemon the network. This applies to ALL default passwords,

Successfully including but not limited to those used by operating systems, software that provides security
services, application and system accounts, point-of-sale (POS) terminals, Simple Network
Management Profocol (SNMP) community strings, efc.).

Multiple 221 Implement only one primary function per server to prevent functions that require different

Functions security levels from co-existing on the same server. (For example, web servers, database

Implemented on servers, and DNS should be implemented on separate servers.) Note: Where virfualization

aServer technologies are in use, implement only one primary function per virtual system component.

Insecure 223 Implement additional security features for any required services, protocols, or daemons that

Services, are consideredto be insecure—for example, use secured technologies such as SSH, S-FTP,

Profocols or SSL, or IPSec VPN o protect insecure services such as NetBIOS, file-sharing, Telnet, FTP,

Daemons andsoon.

Detected

Misconfigurations  2.2.4 Configure system security parameters to prevent misuse.

Unnecessary 225 Remove allunnecessary functionality, such as scripts, drivers, features, subsystems, file

Functionality systems, and unnecessary web servers.

Detected

Unencrypted 2.3 Encrypt allnon-console administrative access using strong cryptography. Use technologies

Non-Console suchas SSH, VPN, or SSL/TLS for web-based management and other non-console

Administrative administrative access.

Access Detected

Configuration

Configuration for Requirement 2 is provided below.

Asset Categories

For requirement 2.2.1 and 2.2.5, categorize the following assets as described in "Categorizing Assetfs and
/ones' on page 22.

o Cafegorize database assefsinthe A1l Asset Categories/ArcSight Solutions/Compliance
Insight Package/Application/Type/
Database cafegory.

o Categorize web server assefsin the ALl Asset Categories/ArcSight
Solutions/Compliance Insight Package/Application/Type/Web Server category.

o Categorize Domain Name Server (DNS) assets in the AL1 Asset Categories/ArcSight
Solutions/Compliance Insight Package/Application/Type/Domain Name Server
cafegory.
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Active Lists
Populate the following active lists, as described in "Configuring Active Lists' on page 24
e Forrequirement 2.1, add vendor user accounts that are not secure and should not be used to the

Default Vendor Accounts active list. All the entries in this list must be in lowercase.

e Forrequirement 2.2.1, update the following acfive lists with additional dafa to improve the rule
efficiency:
o Database Porfs

o Datfabase Processes (all entries in this list must be in lowercase)

o Domain Name Server Porfs

o Domain Name Server Processes (all entries in this list must be in lowercase)
o Web Server Ports

o Web Server Processes (all entries in this list must be in lowercase)

e Forrequirement 2.2.3, review the Insecure Porfs active list. Remove any justified ports from the active list
fo eliminate false positives. Add insecure ports for addifional profection.

e Forrequirement 2.2.5 and 2.3, populate the Administrative Accounts active list with the administrative
accounts in your organization. All the entries in this list must be in lowercase.

Enable the scenario rules in "Requirement 2 Scenario Rules" on the previous page. The rules are located in
the following groups:

ArcSight Solutions/CIP/Compliance Scenarios/System Hardening

ArcSight Solutions/CIP/Compliance Scenarios/Vulnerability Management/

For instructions on enabling rules, see "Deploying and Enabling Rules" on page 1.

Requirement 3: Protecting Stored Data

The PCI DSS 3.2.1 provides the following definition for this requirement.
Requirement 3: Protect stored cardholder data

Profection methods such as encrypfion, fruncation, masking, and hashing are crifical components of
cardholder data protection. If an infruder circumvents other security controls and gains access to encrypted
dafa, without the proper cryptographic keys, the datfa is unreadable and unusable fo that person. Other
effective methods of protecting stored dafa should also be considered as potential risk mitigation
opportunities. For example, methods for minimizing risk include not storing cardholder data unless
absolutely necessary, fruncafing cardholder data if full PAN is not needed, and not sending unprotfected
PANs using end-user messaging fechnologies, such as e-mail and instant messaging.
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Compliance Scenarios

CIP for PCl provides the following compliance scenario rules to determine compliance with Requirement 3:

Requirement 3 Scenario Rules

Compliance PCI DSS

Scenario Requirement PCI DSS Requirement Description

Primary 33 Mask PAN when displayed (the first six and last four digits are the maximum number of digits to
Account be displayed), suchthat only personnelwith a legitimate business need can see the full PAN.
Numbers Note: This requirement does not supersede stricter requirements in place for displays of
Detectedin cardholder data—for example, legal or payment card brand requirements for point-of-sale (POS)
Clear Text receipfs.

Configuration

Configuration for Requirement 3 is provided below.

Filters

Add custom network infrusion detection system (NIDS) signatures to the Primary Account Numbers
Detected in Clear Texf filter.

Enable the scenario rule in "Requirement 3 Scenario Rules" above. The rule is located in the following
group:

ArcSight Solutions/CIP/Compliance Scenarios/Privacy Protection

For instructions on enabling rules, see 'Deploying and Enabling Rules" on page 22.

Requirement 4: Encrypted Transmissions

The PCIDSS 3.2.1 provides the following definition for this requirement.
Requirement 4: Encrypt transmission of cardholder data across open, public networks

Sensifive information must be encrypted during transmission over networks that are easily accessed by
malicious individuals. Misconfigured wireless networks and vulnerabilities in legacy encryption and
authenficafion profocols continue to be fargets of malicious individuals who exploit these vulnerabilities to
gain privileged access to cardholder dafa environmenfs.
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Compliance Scenarios

CIP for PCl provides the following compliance scenario rules to determine compliance with Requirement 4:

Requirement 4 Scenario Rules

Compliance Scenario

Bluetooth Protocol Vulnerability

Cryptographic Hash Algorithm
Related VVulnerability

Cryptographic Public Key Related
Vulnerability

Cryptographic Symmetric Key
Related Vulnerability

Cryptographic Weak Protocol
Vulnerability

Heartbleed Vulnerability

Insecure Transmission of
Cardholder Data Over Public
Networks

Poodle Vulnerability
SSLITLS 1.0 Detected
SSLITLS Vulnerability

TLS BREACH Vulnerability

TLS CRIME Vulnerahility

Wireless Encryption Violationin
Cardholder Data Environment
Detected

Configuration

PCI DSS
Requirement

41

411

PCI DSS Requirement Description

Use strong cryptography and security protocols to safeguard sensitive
cardholder data during fransmission over open, public networks, including
the following:

o Only trustedkeys and certificates are accepted.

e The profocolin use only supports secure versions or configurations.

e Theencryptionstrengthis appropriate for the encryption methodology
inuse.

Notes: \Where SSL /early TLSis used, the requirements in Appendix A2
must be completed.

Examples of open, public networks include, but are not limitedto:

e Thelnfernet
e Wireless fechnologies, including 802.11 and Bluetooth

o Cellular technologies, for example, Global System for Mobile
communications (GSM), Code division multiple access (CODMA)

e GeneralPacket Radio Service (GPRS)

e Satellife communications

Ensure wireless networks fransmitting cardholder data or connected to
the cardholder data environment, use industry best practices fo
implement strong encryption for authentication and fransmission.

Configuration for Requirement 4.1 is as follows:

Micro Focus ESM CIP for PCI (4.1)
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For Requirement 4.1 Scenario, Insecure Transmission of Cardholder Data Over Public
Networks:

Add custom network infrusion detection systfem (NIDS) signatures to the Primary Account Numbers
Detected in Clear Text filter.

Enable the scenario rules in the table "Requirement 4 Scenario Rules' on the previous page. The rules are
located in the following groups:

ArcSight Solutions/CIP/Compliance Scenarios/Cryptography
ArcSight Solutions/CIP/Compliance Scenarios/ Vulnerability Management

For instructions on enabling rules, see "Deploying and Enabling Rules' on page 22.

Data Monitor
For requirement 4.1, enable the Cryptographic VVulnerabilities Graph data monitor.

Additional Resources that Support the 4.1 Requirement

Resource Type Resource Name

Dashboard Crypfographic Asset VVulnerabilities

Report Bluetooth Protocol Vulnerability Detected

Report Cryptographic Hash Algorithm Related Vulnerability Detected
Report Cryptographic Public Key Related Vulnerahility Detected
Report Cryptographic Symmetric Key Related VVulnerability Detected
Report Cryptographic Weak Protocol Vulnerability Detected

Report Heartbleed VVulnerability Detected

Report Insecure Cryptography

Report Poodle Vulnerability Detected

Report SSLITLS 1.0 Detected

Report SSLITLS Vulnerability Detected

Report TLS BREACH Vulnerability Defected

Report TLS CRIME Vulnerability Detected

Report Top 20 Insecure Transmission of Cardholder Data Over Public Networks
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Requirement 5: AntiVirus

The PCIDSS 3.2.1 provides the following definition for this requirement.

Requirement 5: Protect all systems against malware and regularly update anti-virus software
or programs

Malicious software, commonly referred to as “malware’—including viruses, worms, and Trojans—enters the
network during many business-approved activities including employee e-mail and use of the Internet,
mobile computers, and sforage devices, resulting in the exploitation of system vulnerabilities. Anfi-virus
software must be used on all systems commonly affected by malware to protect systems from current and
evolving malicious software threats. Additional anfi-malware solufions may be considered as a supplement
o the anti-virus software; however, such additional solutions do not replace the need for anti-virus software
fobein place.

Compliance Scenarios

CIP for PCl provides the following compliance scenario rules to determine compliance with Requirement 5:

Requirement 5 Scenario Rules

Compliance PCIDSS

Scenario Requirement PCI DSS Requirement Description
Anfi-Virus 51 Deploy anti-virus software onall systems commonly affected by malicious software (particularly
Detected personal computers and servers).
Malware or 511 Ensure that anfi-virus programs are capable of detecting, removing, and protecting against all
Spyware known types of malicious soffware.
Detected
Anti-Virus 52 Ensure that allanti-virus mechanisms are mainfained as follows:
Status:

e Arekeptcurrent,
Updates or
Scans e Perform periodic scans

e Generate audif logs whichare retained per PCI DSS Requirement 10.7.
Anti-Virus 53 Ensure that antfi-virus mechanisms are actively running and cannot be disabled or altered by
Status: users, unless specifically authorized by management on a case-by-case basis for a limited time
Running or period. Note: Anti-virus solutions may be temporarily disabled only if there is legitimate technical
Disabled need, as authorized by management ona case-by-case basis. If anti-virus protection needs to be

disabledfor a specific purpose, it must be formally authorized. Additional security measures may
also needto be implemented for the period of time during which anti-virus protection is not
active.
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Configuration

Configuration for Requirement 5 is provided below.

Enable the scenario rules in "Requirement 5 Scenario Rules" on the previous page. The rules are located in
the following group:

ArcSight Solutions/CIP/Compliance Scenarios/Vulnerability Management

For instructions on enabling rules, see 'Deploying and Enabling Rules" on page 22.

Requirement 6: System Applications

The PCI DSS 3.2.1 provides the following definition for this requirement.
Requirement 6: Develop and maintain secure systems and applications

Unscrupulous individuals use security vulnerabilifies to gain privileged access o systems. Many of these
vulnerabilities are fixed by vendor-provided security patches, which must be installed by the enfities that
manage the systems. All systems must have all appropriate software pafches to profect against the
exploitation and compromise of cardholder data by malicious individuals and malicious software.

Compliance Scenarios

CIP for PCl provides the following compliance scenario rules to determine compliance with Requirement é:

Requirement 6 Scenario Rules

PCI DSS
Compliance Scenario Rule Requirement PCIDSS Requirement Description

Security Patch Missing 6.2 Ensure that all systfem components and soffware are protected from known
vulnerabilities by installing applicable vendor-supplied security patches. Install
critical security patches within one month of release.

Note: Crifical security patches should be identified according to the risk ranking
process defined in Requirement 6.1.

Custom Account Detected 631 Remove development, test and/or custom application accounts, user IDs, and
passwords before applications become active or are released to customers.

Test Account in Production 642 Separation of duties between development/test and production environments.
Environment
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Requirement 6 Scenario Rules, continued

Compliance Scenario Rule

Primary Account Numbers
Detectedin Testing or
Development Environment

Injection Flaws

Buffer Overflows
Insecure Cryptography
Insecure Communications
Improper Error Handling

High Risk Vulnerability
Detected

Cross-Site Scripting

Improper Access Control

Cross-Site Request Forgery

Broken Authentication and
Session Management

Critical Network Device
Configuration Change

Critical Operating System
Change

Configuration

PCI DSS

Requirement PCI DSS Requirement Description

043

651

652

653

6.5.4

655

6.5.6

6.5.7

6.5.8

6.5.9

6.5.10

0.4.5

Production data (live PANs) are not used for testing or development.

Injection flaws, particularly SQL injection. Also consider OS Command Injection,
LDAP and XPathinjection flaws as well as other injection flaws.

Buffer overflows

Insecure crypfographic storage
Insecure communications
Improper error handling

All*highrisk” vulnerabilities identified in the vulnerability identification process
(as definedin PCI DSS Requirement 6.1).

Cross-site scripfing (XSS)

Improper access control (such as insecure direct object references, failure to
restrict URL access, directory fraversal, and failure to restrict user access fo
functions).

Cross-site request forgery (CSRF)

Broken authentication and session management. Nofe: Requirement 6.5.10 is
a best practice until June 30, 2015, after which it becomes a requirement.

Change control procedures

Configuration for Requirement 6 is provided below.

Asset Categories

e Forrequirement 6.4.2, categorize assets or network zones that belong fo the production environment in

the following category:

All Asset Categories/ArcSight Solutions/Compliance Insight
Package/Environments/Production

e Forrequirement 6.4.5 categorize assets or network zones in the following categories:

All Asset Categories/System Asset Categories/Criticality/High

All Asset Categories/System Asset Categories/Criticality/Very-High

Micro Focus ESM CIP for PCI (4.1)
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All Asset Categories/Site Asset Categories/Business Impact

Analysis/Business Role/Security Devices/Firewall

Asset Categories/Site Asset Categories/Business Impact Analysis/Business
Role/Infrastructure/Network

All Asset Categories/Site Asset Categories/Business Impact

Analysis/Business Role/Security Devices/NIDS

Active Lists

For requirement 6.3.1 and 6.4.2, populate the Testand Custom Accounts active list with additional custom
accounts that should be disabled in a production environment. All the enftries in this list must be in

lowercase.

Enable the scenario rules in "Requirement 6 Scenario Rules' on page 44. The rules are located in the

following groups

ArcSight Solutions/CIP/Compliance
ArcSight Solutions/CIP/Compliance
ArcSight Solutions/CIP/Compliance
ArcSight Solutions/CIP/Compliance
ArcSight Solutions/CIP/Compliance

For instructions on enabling rules, see 'Deploying and Enabling Rules" on page 22.

Trend

For requirement 6.4.5, enable the Configuration Changes trend.

Additional Resources that Support Requirement 6.4.5

Resource Type
Dashboard
Report

Report

Report

Report

Report

Report

Resource

Configuration Changes Overview
Application Configuration Modifications
Database Configuration Modifications
Firewall Configuration Modifications

Firewall Configuration Modification Summary
Network Device Configuration Modifications

Weekly Trend - Configuration Modification Summary

Micro Focus ESM CIP for PCI (4.1)

Scenarios/Access Control
Scenarios/Cryptography
Scenarios/Privacy Protection

Scenarios/System Hardening

Scenarios/Vulnerability Management
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Requirement /: Business Need-to-Know

The PCIDSS 3.2.1 provides the following definition for this requirement.
Requirement 7: Restrict access to cardholder data by business need to know

Toensure critical data can only be accessed by authorized personnel, systems and processes must be in
place to limit access based on need to know and according fo job responsibilities.

“Need fo know" is when access rights are granted fo only the least amount of data and privileges needed fo
perform a job.

Compliance Scenarios

CIP for PCl provides the following compliance scenario rules to determine compliance with Requirement 7:

Requirement 7 Scenario Rule

PCI DSS
Compliance Scenario Requirement  PCI DSS Requirement Description
Unauthorized Access to 71 Limit access fo system components and cardholder data to only those
Cardholder Data individuals whose job requires such access.

Configuration

Configuration for Requirement 7 is provided below.

Active Lists

Populate the Users Authorized to Access Cardholder Data active list with the usernames of users who are
authorized fo access the cardholder data environment. All the enftries in this list must be in lowercase.

Rules

Enable the scenario rule in "Requirement 7 Scenario Rule" above. The rule is located in the following group:

ArcSight Solutions/CIP/Compliance Scenarios/Access Control

For instructions on enabling rules, see 'Deploying and Enabling Rules" on page 22.

Requirement 8: Unigque User D

The PCIDSS 3.2.1 provides the following definition for this requirement.
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Requirement 8: Identify and authenticate access to system components

Assigning a unique idenfification (ID) to each person with access ensures that each individual is uniquely
accountable for their actions. When such accountability is in place, actions taken on critical dafa and
systems are performed by, and can be fraced to, known and authorized users and processes.

The effectiveness of a password is largely determined by the design and implementation of the
authenficafion system—particularly, how frequently password atfempts can be made by an affacker, and
the security methods to profect user passwords af the point of entry, during fransmission, and while in
sforage.

Compliance Scenarios

CIP for PCl provides the following compliance scenario rules to determine compliance with Requirement &:

Requirement 8 Scenario Rules

PCI DSS

Compliance Scenario Requirement PCI DSS Requirement Description

Anonymous User Activity 811 Assignall users a unique ID before allowing them to access system components
or cardholder data.

Terminated User Activity 813 Immediately revoke access for any ferminated users.

Inactive User Account 814 Remove/disable inactive user accounts at least every 90 days.

Activity

Account Lockouts 816 Limit repeated access attempts by locking out the user ID after not more than
six attempts.

Lockout Duration 817 Set the lockout duration to a minimum of 30 minufes or unfilan administrator
enables the user ID.

Clear Text Password 821 Using strong cryptography, render allauthentication credentials (such as

Transmission passwords/phrases) unreadable during transmissionand storage on all system

components.
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Requirement 8 Scenario Rules, continued

PCI DSS
Compliance Scenario Requirement PCI DSS Requirement Description
Password Management: 824 Change user passwords/passphrases af least every 90 days.
Successful Changes or
Expirations
Non Mulfi Factor Access to 83.1 Incorporate multi-factor authentication for all non-console access info the CDE
CDE by Admin Account for personnel with administrative access.
Unauthorized Direct 87 Allaccess foany daftabase containing cardholder data (including access by
Cardholder Database applications, administrators, and all other users)is restricted as follows:
Access

o Alluseraccess to, user queries of, and user actions ondatabases are through
programmartic methods.

e Only database administrators have the ability to directly access or query
databases.

o Application|Ds for database applications canonly be used by the applications
(and not by individual users or other non-application processes).

Configuration

Configuration for Requirement 8 is provided in this section.

Categories
Categorize the following assets and zones, as described in 'Categorizing Assets and Zones' on page 22.

For requirement 8.3.1, categorize all servers and networks that store sensitive cardholder information in
the following category:

All Asset Categories/ArcSight Solutions/Compliance Insight
Package/Regulations/PCI/Cardholder Data

Active Lists

e Forrequirement 8.1.1, populate the Anonymous Accounts active list with usernames that cannot be
linked to an individual user. All the entries in this list must be in lowercase.

e Forrequirement 8.1.3, populate the Terminated Users active list with the user accounts of former
employees. User accounts in this active list are retained indefinitely. All the enftries in this list must be in
lowercase.

o Forrequirement 8.1.4, change the default time-fo-live (TTL) value of Q0 days for the Active Accounts
active list to comply with your organization's policy if necessary.
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Populate the Inactive Accounts active list with additional user accounts that are known fo be inactive.
This active listis populated automatically, but you can also add entries manually. All the entries in this list
must be in lowercase.

e Forrequirement 8.7, populate the Database Administrators active list with the usernames of the
database administrators in the organization. All the entries in this list must be in lowercase.
e Forreqguirement 8.3.1:

a. Populate the Multfi Factor Authenftication Devices active list with all multi factor authenftication
devices on your organization. All the entries in this list must be in lowercase.

b. If you have non multi authentication devices that you want fo exclude from this compliance scenario,
you can populate them with the Non Multi Factor Authentication Devices - Exception active list.

c. Populate the Administrative Accounts active list with the administrative accounts in your
organization. All the enftries in this list must be in lowercase.

Trends

For requirement 8.2.4, enable the Password Expired frend.

e Forrequirement 8,1.7: If necessary, change the account lockout duration to comply with your
organization’s policy by editing the Lockout Duration scenario rule and changing the Impact local
variable.

e Enable the scenariorulesin "Requirement 8 Scenario Rules' on page 48. The rules are located in the
following groups:

ArcSight Solutions/CIP/Compliance Scenarios/Access Control
ArcSight Solutions/CIP/Compliance Scenarios/Privacy Protection

For instructions on enabling rules, see 'Deploying and Enabling Rules" on page 22.

Additional resources

Resources that Support 8.3.1 Requirements

Resource Type Resource
Dashboard Non Mulfi Factor Administrative Authenfication
Report Non Multi Factor Access to CDE by Admin Accounts

Reqguirement Q: Physical Access

The PCI DSS 3.2.1 provides the following definition for this requirement.

Requirement 9: Restrict physical access to cardholder data
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Any physical access fo data or systems that house cardholder data provides the opportunity for individuals
o access devices or dafa and to remove systems or hardcopies, and should be appropriately restricted. For
the purposes of Requirement @, “onsite personnel” refers fo full-time and part-fime employees, femporary
employees, contfractors and consultants who are physically present on the enfity’s premises. A “visitor”
refers fo a vendor, guest of any onsite personnel, service workers, or anyone who needs fo enter the facility
for a short duration, usually not more than one day. “Media” refers to all paper and electronic media
confaining cardholder dafa.

Compliance Scenarios

CIP for PCl provides the following compliance scenario rules fo determine compliance with Requirement @:

Requirement 9 Scenario Rules

Compliance PCI DSS

Scenario Requirement PCI DSS Requirement Description

Failed 9.1 Use appropriate facility entry controls to limit and monitor physicalaccess to systems in the
Physical cardholder data environment.

Access

Attempt

Physical 911 Use video cameras and/or access control mechanisms to monitor individual physical access to
Access sensitive areas. Review collected data and correlate with other entries. Store for af least three
Events months, unless otherwise restricted by law. Note: “Sensitive areas” refers to any data center,

server roomor any area that houses systems that store, process, or fransmit cardholder data.
This excludes public-facing areas where only point-of-sale terminals are present, such as the
cashier areasina retail store.

Configuration

Configuration for Requirement 9 is provided below.

Enable the scenario rules in "Requirement @ Scenario Rules" above. The rules are located in the following
group:
ArcSight Solutions/CIP/Compliance Scenarios/Physical Security

For instructions on enabling rules, see "Deploying and Enabling Rules' on page 22.

Requirement 10: Tracking and Monitoring Data Access

The PCIDSS 3.2.1 provides the following definition for this requirement.

Requirement 10: Track and monitor all access to network resources and cardholder data
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Logging mechanisms and the ability to frack user activities are crifical in preventing, defecting, or
minimizing the impact of a data compromise. The presence of logs in all environments allows thorough
fracking, alerfing, and analysis when something does go wrong. Defermining the cause of a compromise is
very difficult, if nof impossible, without system activity logs.

Compliance Scenarios

CIP for PCl provides the following compliance scenario rules to determine compliance with Requirement 10:

Requirement 10 Scenario Rules

Compliance Scenario Rule

Accesses to Cardholder Data
Environment by Identified Users

Failed Logical Access Atfempts

Audift Log Cleared

Creation and Deletion of Objects

Identified User Account in Event

Event Time: Empty or Non-

empty

Success or Failure Indicationin
Event

Non-empty Origination of Event

PCIDSS

Requirement PCI DSS Requirement Description

1021

10.2.4

10.2.6

10.2.7

1031

10.3.3

10.3.4

1035

Micro Focus ESM CIP for PCI (4.1)

Implement automated audit frails for all system components fo reconstruct
the following events: allindividual user accesses fo cardholder data.

Implement automated audit trails for all system components to reconstruct
the following events: invalid logical access attempts.

Implement automated audit frails for all system components fo reconstruct
the following events: initialization, stopping, or pausing of the audit logs.

Implement automated audit trails for all system components to reconstruct
the following events: creation and deletion of system-level objects.

Record at least the following audit trailentries for all system components for
eachevent: user idenfification.

Record at least the following audit trail entries for all system components for
eachevent: dafe andtime.

Record at least the following audit trailentries for all system components for
eachevent: success or failure indication.

Record at least the following audit trail entries for all system components for
eachevent: origination of event.
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Requirement 10 Scenario Rules, continued

PCI DSS
Compliance Scenario Rule Requirement PCI DSS Requirement Description
Time Consistency Issues 1041 Critical systems have the correct and consistent time.
Events from External-Facing 1054 Write logs for external-facing fechnologies onto a secure, centralized, internal
Technologies log server or media device.
Information System Failures 108 Implement a process for the fimely detection and reporting of failures of

critical security confrol systems, including but not limited to failure of:

e Firewalls

e [DS/IPS

e FIM

o Anfi-virus

e Physicalaccess controls

e Logicalaccess controls

e Audif logging mechanisms

e Segmentation controls (if used)

Configuration

Configuration for Requirement 10 is provided below.

Categories
Categorize the following assetfs and zone, as described in 'Categorizing Assets and Zones' on page 22.

For requirement 10.8, categorize all the critical servers and neftworks that store sensitive cardholder
information in the following category

/A1l Asset Categories/System Asset Categories/Criticality/High

/A1l Asset Categories/System Asset Categories/Criticality/Very High

Enable the scenario rules in "Requirement 10 Scenario Rules' on the previous page. The rules are located
in the following groups:

ArcSight Solutions/CIP/Compliance Scenarios/Access Control

ArcSight Solutions/CIP/Compliance Scenarios/Monitoring

For instructions on enabling rules, see "Deploying and Enabling Rules' on page 22.
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Additional resources supporting Requirement 10.8

Resource Type Resource
Dashboard Information System Failures
Report Information System Failures

Requirement 11: Testing Systems and Processes

The PCI DSS 3.2.1 provides the following definition for this requirement.
Requirement 11: Regularly test security systems and processes

Vulnerabilities are being discovered continually by malicious individuals and researchers, and being
infroduced by new software. System components, processes, and custom software should be tested
frequenftly fo ensure security confrols continue to reflect a changing environment.

Compliance Scenarios

CIP for PCl provides the following compliance scenario rules to determine compliance with Requirement 11

Requirement 11 Scenario Rules

Compliance PCI DSS

Scenario Requirement PCI DSS Requirement Description

Unauthorized 11.1 Implement processes to test for the presence of wireless access points (802.11), and detect
Access Point andidentify allauthorized and unauthorized wireless access points ona quarterly basis.
Detected

Note: Methods that may be used in the process include but are not limited to wireless network
scans, physical/logical inspections of system components and infrastructure, network access
control (NAC), or wireless IDS/IPS.

Whichever methods are used, they must be sufficient to detect and identify both authorized and
unauthorized devices.

NetworklDS 114 Use infrusion-detection and/or intrusion prevention fechniques to detect and/or prevent

Detected intrusions info the network Monitor allfrafficat the perimeter of the cardholder data
environment as well as at critical points in the cardholder data environment, and alert personnel
fo suspected compromises.

Keepallintrusion-detection and prevention engines, baselines, and signatures up to date.
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Requirement 11 Scenario Rules, continued

Compliance PCI DSS
Scenario

File Integrity 115
Tool
Detected

Penefration  11.3.4.1
Testing not

Performed

for Longer

than Policy

Standard

Configuration

Requirement PCI DSS Requirement Description

Deploy a change-detection mechanism (for example, file-infegrity monitoring tools) to alert
personnel fo unauthorized modification of critical system files, configurationfiles, or content files;
and configure the software to perform critical file comparisons at least weekly.

Note: For change detection purposes, crifical files are usually those that do not regularly change,
but the modification of which could indicate a system compromise or risk of compromise. Change
detection mechanisms such as file-integrity monitoring products usually come pre-configured
with criticalfiles for the related operating system. Other critical files, such as those for custom
applications, must be evaluated and defined by the entity (that is, the merchant or service
providen).

If segmentationis used, confirm PCI DSS scope by performing penetration testing on
segmentfation confrols at least every six months and after any changes to segmentation
contfrols/methods.

Note: This requirement is a best practice until January 31, 2018, after which it becomes a
requirement.

Configuration for Requirement 11 is provided below.

Active Lists

For requirement 11.3.4.1 change the default fime-to-live (T TL) value of 60 days for the Vulnerability
Scanned Assefs active list fo comply with your organization’s policy if necessary

e Enable the scenariorulesin "Requirement 11 Scenario Rules' on the previous page. The rules are
located in the following groups:
o ArcSight Solutions/CIP/Compliance Scenarios/Monitoring

o ArcSight Solutions/CIP/Compliance Scenarios/Network Security

o ArcSight Solutions/CIP/Compliance Scenarios/Vulnerability Management

For instructions on enabling rules, see "Deploying and Enabling Rules' on page 22.

e Forrequirement 11.3.4.1: Make sure the below rule is enabled and deployed:

ArcSight Solutions/CIP/Compliance Scenarios/Vulnerability
Management/Vulnerability Scans
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Requirement 12: Maintaining an Information Security
Policy

The PCIDSS 3.2.1 provides the following definition for this requirement.
Requirement 12: Maintain a policy that addresses information security for all personnel.

A sfrong security policy sets the security tone for the whole enfity and informs personnel what is expected
of them. All personnel should be aware of the sensitivity of data and their responsibilities for profecting it.
For the purposes of Requirement 12, “personnel” refers fo full-time and part-fime employees, temporary
employees, contractors and consultants who are “resident” on the enftity’s site or otherwise have access fo
the cardholder dafa environment.

Compliance Scenarios

CIP for PCl provides the following compliance scenario rules to determine compliance with Requirement 12:

Requirement 12 Scenario Rule

PCI DSS
Rule Requirement Description
Policy 12.4 Ensure that the security policy and procedures clearly define information security
Violations responsibilities for all personnel.

Configuration

Configuration for Requirement 12.4 is as follows:

Enable the scenario rules in "Requirement 12 Scenario Rule" above. The rule is located in the following
group:
ArcSight Solutions/CIP/Compliance Scenarios/Monitoring
For instructions on enabling rules, see 'Deploying and Enabling Rules" on page 22.
Additional Resources that Support the 12.4 Requirement
Resource Type Resource
Dashboard Policy Violations

Report Policy Violations
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This section explains how to use these CIP for PCl dashboards:

+ PCI DSS Compliance Status

o Unauthorized Cardholder Data Accesses

o Negative Impact Compliance Scenarios In the Last 7 Days

Many of the features demonstrated in this chapter are available on other CIP for PCl dashboards.

Using the PCI DSS Compliance Status Dashboard

The PCI DSS Compliance Status dashboard is a good starfing point for determining PClI compliance in

your organization.

Note: Make sure the CIP for PCl rules, frends, and dafa monitors are enabled, as described in
"Configuring CIP for PCI " on page 20 and "Compliance Scenario Configuration" on page 33.

To use the dashboard:

1. Click the Use Cases fab in the Navigator panel and open the PCI DSS Compliance Status use case

located in:

Use Cases/Shared/All Use Cases/ArcSight Solutions/CIP

2. Open the PCI DSS Compliance Status dashboard.

PCI DSS Compliance Status (=] 59
PCI DSS Compliance Status Lo m 2
PCIDSS Compliance Sco... PCI DS5 Gcore: Non-Compliance PCI DS5 Score: Compliance
PCI DSS Compliance: 75-. Status Value (Total Legends 2) Status Yalue (Total Legends 2)
Enon-Campliant 166 BlNo Information 7,217, 1
Do Information 14,527 DOcompliant 540
&) Above70%
4
2715 5,304 - 2115, <l e el - |7 Bisne o
PCIDSS Score: Requirements a - x
Requirement | Tite Compliance Score Non-Compliance Score
i Tnstall and maintain a firewal to protect cardholder data 283.0 out of 1053.0 7.0 out of 2808.0
2 Do not use vendor-supplied defauits for system passwords and other security parameters | 0.0 out of 0.0 55.0 out of 2106.0
5 Protect al systems against malware and regularly update anti-virus software or programs | 338.0 out of 1088,1 0.0 out of 702.0
3 Develop and maintain secure systems and applications 0.0 out of 0.0 150.0 out of 4914.0
7 Restrict access to cardholder data by business nesd to know 0.0 0utof 0.0 63.00utof 351.0
B Identify and access to system components 0.0 out of 1053.0 124.0 out of 2457.0
e Regularly test security systems and processes 0.5 out of 877.5 0.0 out of 0.0

The dashboard shows compliance and non-compliance separately in the pie charts.

The scores in the dashboard are calculated by CIP for PCl and are derived from the following

information:
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¢ thefotal number of assets sending events from your PCl environment

o the number of events that indicate compliance (those detected by scenario rules that can have a
posifive impact type of Y or Y/N)

o the number of events that indicate non-compliance (those detected by scenario rules that can have
a negative impact type of N or Y/N)

an estimated maximum, potential compliance score and non-compliance score, based on the above
information and the tofal number of scenariorules

The No Information values represents the difference between the maximum potenftial
compliance/non-compliance scores and the actual scores.

The lower half of the dashboard provides scores for each PClI DSS requirement.

Double-click any requirement row fo drill down to information about its sub-requirements (controls).

PCIDSS Compliance Status: Controk: Table

=10/ x|

0@ 7

Start Time: 2/
End Time:

Last Update:
Drilldown Filtes

Filter: No Fiter

Requirement | Control _|Control Title Compl: (%) _| Compli Non-Compi; ) ompliant Assets | Total Number of Assets

0 10.2.1 | Log allindividual user accesses o cardholder data 0% 1[0% q +18
0 10.24 | Loginvald logical access attempts. 50% 210 [ 0% a 418
10 10.2.7 | Log creation and deletion of system-evel objects 5% 103 0% [ +18
0 10.3.1 | Log user identification 54% 226 [ 0% [l )
10 10.3.3 | Log date and tme of every event 0% 250 | 0% [ 418
0 10.34 | Log success or failre indication 55% 220 [ 0% a +18
0 10.3.5 | Log origination of every event 51% 215 0% [l 18
10 1 te exernal 2 ET 12 0% e

Start Time: 2f
End Time:
Last Update: 19

Drilldown Filter: Control

Filter: No Filter
Asset Name Asset Zone Status
0.2.4 Log invalid logical access attempts | wnt4sj205.5]2. west.arcnet.com \intésj205.5]2. west arcnet.com | 204.0,0.0-209, 255,255,255 (ARTN) | Compliant Fully e
0.2.4 Log invalid logical access attempts | wntdny102.ny1.east arcnet. com wintény102.ny 1. east arcnet.com | 63.0.0.0-76.255,255. 255 (ARIN) Compliant Fully :’
10.24 Log invalid logical access attempts | w2ksj101.5j1.west.arcnet.com w2ksj101.5j1 west.arcnet.com 204.0.0.0-209.255.255.255 (ARIN) Compliant Fully
10.2.4 Log invalid logical access attempts. w2kny 101.ny 1.2ast.arcnet.com w2kny 101.ny 1.east.arcnet.com 63.0.0.0-76.255.255.255 (ARIN) ‘Compliant Fully
10.2.4 Log invalid logical access attempts | trans01.hkfinandal.cn trans01.hkfinancial.cv RFC1918: 10.0.0.0-10.255,255,255 | Compliant Fully
.23 Log invalid logical access aftempis | themis. csuhayward.edu themis ed 128.0.0.0-140,255.255.255 (ARIN) | Compliant Fully
10.2.4 Log invalid logical access attempts bind0 1. hkfinandial.cn bind0 1. hkfinandial.cn RFC1918: 10.0.0.0-10.255.255.255 Compliant Fully
.24 Log invalid logical access attempts | 42Z8-ujFBABCt-uZWis41g== n111-h038,qa.arcsight. com RFC1918: 10.0.0.0-10.255,255.255 | Compliant Fully
10.2.4 Log invalid logical access attempts | 4zutAulEBABCUTRUZWIEH]g== n111-h072 ga.arcsight.com RFC1918: 10.0.0.0-10.255,255.255 | Compliant Fully
10.24 Log invalid logical access attempts | 4ZNo-LjEBABCLDVUZWIG4]g== n111-h043.qa.arcsight.com RFC1918: 10.0.0.0-10.255.255.255 | Compliant. Fully
0.2.4 Log invalid logical access attempts | 4ZinAufEBABCUIfuZWISAlg== n111-h052.qa.arcsight.com RFC1918: 10.0.0.0-10.255.255.255 | Compliant Fully
10.2.4 Log inualidloged sccess attenpls | 47chAEBABCUSRUZWIGHg—— 1111-h070.ga.ar csight. com, RFC1918: 10.0.0.0-10.255.255.255 | Complant. Ful
it e AR e e

Other helpful resources:

e Toviewthe fop 50 non-compliant assets, use the following query viewer:

/A1l Query Viewers/ArcSight Solutions/CIP/Regulations/PCI DSS/PCI DSS Top
50 Non-Compliant Assets

Tosee more than 50 assets, edit the query viewer and increase the Row Limit parameter.

o Toviewthe compliance status for a specific asset, run the following report and provide the AssetiD
parameter:

/A1l Reports/ArcSight Solutions/CIP/General/Asset Compliance Score

The reports shows the controls for the asset and the compliance score for each control.
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Using the Unauthorized Cardholder Data Accesses

Dashboard

The Compliance Scenario Correlation Events dashboard shows defails about access o cardholder data
systems and direct access to cardholder daftabases by unauthorized users. Only users who are identified as

a daftabase administrator are considered authorized users.

Note: Make sure the Database Administrators acfive listis populated with the user names of the

database administrators in your organization.

To use the dashboard:

1. Click the Use Cases fab in the Navigafor panel and open the Access Control use case located in:

Use Cases/Shared/All Use Cases/ArcSight Solutions/CIP
2. Open the Unauthorized Cardholder Data Accesses dashboard.

Unauthorized Cardholder Data Accesses -0 ﬂh
L T e pna?
Access to Cardholder Data d.x
Source User Name _(Source Addr Destination User Name | Destination Address | Destination Zone LRI Event Name Product Number of Events
10.0.111.23 Jjohnp 0011123 JAll Zones/ArcSight System/Private Address Space Zon... | Failed password for johnp from 10.0. 111,23 port 4937 ssh2 | Unix s
10.0.111.23 johnp 10.0.1115 Al Zon... | Failed password for johnp from 10.0. 11123 port 5687 ssh2 | Unix 3
administrator 10.0.113.27 mjchnson 1716110 JAll Zones [ArcSight System/Private Address Space Zon... | Logon Falure Microsoft Windows 3
JohnZ abc1234 172.16.1.10 JAl Zon... | User Account Cl Name Changed. Microsoft Windows 6
JohnZ abci2’ 17216110 Al Zones[ArcSigh fPr dd Zon... | User Account Ch Disabled, Microsoft Windows 3
JohnZ 172.16.1.10 Al Zon... | A process has exited Microsoft Windows 6
JohnZ abci2’ 17216110 Al Zones ArcSight System/Private Address Space Zon... | User Account Changed|- Microsoft Windows ]
JohnZ mjohnson 172.16.1.10 Al Zon... | Security Enabled Local Group Member Removed Microsoft Windows 3
JohnZ abci2s 16110 Al Zones/Ar Zon.... | User Account C} Enabled. Microsoft Windows 3
JohnZ abci23 172.16.1.10 Al Zon... | User Account Created Microsoft Windows 3
administrator 10.0113.27 mario 16110 JAll Zones ArcSight System/Private Address Space Zon... | Logon Falure Microsoft Windows 12
administrator 10.0.113.27 172.16.1.10 ANl Zones/ArcSight System/Private Address Space Zon... | Account logon faled. Microsoft Windows 3
administrator 10.0.113.27 mario 116110 JAll Zones/ArcSight System/Private Address Space Zon... | Account logon faled, Microsoft Windows 3|
JohnZ hrweb01.br.eastaran... | 172.16.1.10 ANl Zanes/ArcSight System/Private Address Space Zon... | Privieged object operation Microsoft Windows 3B
1 4
218 3:3006 - 2/20 353406 Dolu- -
t Cardholder Database Access
Saurce Lser Name Source Address Destination User Name Destination Address Destination Zone LRI Event: Name Praduct Humber of Events Last Event Time
adhin 10.0.0.1 10,001 Al Zones{ArcSight Syst.., | DB2 1| 3 Mar 2004 02:23:44 PST
administrator 10.0.0.1 10.0.0.1 A0 Zones{ArcSight Syst... | DB2 1 | 3 Mar 2014 02:23:37 PST
Bob 10.0.0.1 10,001 Bl Zones{ArcSight Syst.., | DB2 1| 3 Mar 2004 02:22:56 PST
53 10.0.0.0 10.0.0.0 JAl ZonesfArcSight Swst... | DB access 1| 3 Mar 2014 02:15:51 PST
user] 10.0.0.0 10.0.0.0 Al Zones{ArcSight Syst... | Test Alert Event 1|3 Mar 2014 02:09:16 PST
2000, oo, st P s - a5 gy, fradiioad, o ——

3. Tofocus on a parficular scenario, refurn fo the Access Control use case and run the appropriafe report,

for example the Anonymous Access fo Cardholder Data Environment report.
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Using the Negative Impact Compliance Scenarios In the
Last /7 Days Dashboard

The Negative Impact Compliance Scenarios in the Last 7 Days dashboard graphically represents the

number of events that negatively affect compliance, such as ferminated user activity and unauthorized
access fo cardholder data.

To use the dashboard:

1. Click the Use Cases fab in the Navigator panel and open the General use case located in:
Use Cases/Shared/All Use Cases/ArcSight Solutions/CIP

2. Open theNegative Impact Compliance Scenarios in the Last 7 Days dashboard.

Negative Impact Compliance ios in the Last 7 Days g _x
Scenarin Hiumber of Events (Total Legends 14) ol
Eénonymeus User Adtivity 262
Dlcustom Account Detected 244
DOlcardnolder Data in DHZ B
DHigh Risk Yulnerabiliy Detscted 7
WIwplemert 3 M2 £
[ Unnecessary Functionality Detected 5l
[ Unauthorized Access to Cardholder Data 17
[ Default Vendor Account Used Successfully i
g Successful Disalloned Ports Access in Carchalder Data 8
Envionment
[ Insecure Services, Protocols or Daemons Detected 5
[ Muitple Functions Implemented on a Server z
B Broken Authentication and Session Management. 2
Deuffer Overfloms 2
W Terminated User Activity 1
2713 w0tz - 20 wion e
Negative Impact Compliance Scenarios per Day
Seenario Nuber of Events (Total Lagends 14)
Wanonymous User Activity 262
Deraken Authentication and Sessien Management 2
Dleufer Overflows 2
Dcardholder Datain oMz E
Bl Custom Accaunt Detected 244
Eefault endor Account Used Successfully 16
DHigh Risk. vuinerabilty Detected 74
Di1mplement a Mz 2
Minsecure Services, Protacols or Dagmons Detected 3
Eukiple Functions Implemented on a Server 2
Esuccessful Disallowsd Ports Access in Cardholder Data Ervironment 8
W Terminated User Activity 1
Dlunauthorized Access to Cardholder Data 17
Eunnecessary Functiondlity Detected 2
2014-02-18 2014-02-18 2014-02.20
2715 1i01:10 - 2720 10:01:10 o)1 - |

Each colored secfion in the charts represents the number of events for each scenario, as described in
the legends on the left side of the dashboard.
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Double-click on a section of either chart fo see which assets were detected by a parficular scenario:

Compliance Scenario Details: Table

Query: Complian

Start Time: 2/13 10:01:10
End Time: 2/20 10:01:10

Filter: Na Filter

enario Details in the Last 7 Days

Asset Name

Zane

Last Event Time

128.0.0.0-140, 255, 255.255 (ARIN)

High Risk Vuinerability Detected | 209-172-101-22.5tatic-. telepacific.net|204.0.0.0-208.25... | 209-172-101-22 static-p. telepacific.net 204.0.0.0-209.255.255.255 (ARIN)__ | N 15Feb DI 1LII5PST 4 |
High Risk Vulnerability Detected | 209-172-101-13.static-ip. telepacific.net| 204.0.0.0-209. 25, 209-172-101-13. static-p. telepacific. net 204.0.0.0-209.255.255.255 (ARIN) N 19 Feb 2014 11:09:50 PST
High Risk Vuinerability Detected | forniotr RFC1918: 10.0,0.0-10.255,255,255 Forniotr RFC1918: 10.0.0.0-10.255.255.255 | N 18 Feb 2014 11:09:42PST
High Risk Vulnerability Detected | 10.0.112.101JRFC1918: 10.0.0.0-10.255.255.255 10.0.112.101 RFC1918: 10.0.0.0-10.255.255.255 N 19 Feb 2014 11:09:01 PST
High Risk Vuinerability Detected | 10.0.112. 18|RFC1918: 10.0.0.0-10.255,255.255 10.0.112.18 RFC1918: 10.0.0.0-10.255.255,255 | N 19 Feb 2014 11:08:26 PST
High Risk Vulnerability Detected | 10,0.112. 13|RFC1918: 10.0,0.0-10,255.255.255 10.0.112.13 RFC1918: 10.0.0.0-10.255,255.255 | N 18 Feb 2014 11:07: 18 PST
High Risk Vuinerability Detected | 134.154.64.79]128.0.0.0-140.255. 255. 255 (ARIN) 134.154.64.79 128.0.0.0-140.255.255.255 (ARIN) | N 15 Feb 2014 11:06:58 PST
High Risk y Detected | edschaal ul125,0.0.0-140.255, 255,255 (A... | edschol.csuhayward.edu 128.0.0.0-140,255.255.255 (ARIN) | N 18 Feb 2014 11:06:53 PST
High Risk y Detected | acon. edu|128.0.0.0-140.255.255.255 (ARIN) | aeon edu 128.0.0.0-140.255. 255. 255 (ARIN) N 19 Feb 2014 11:06:50 PST
High Risk Vuinerability Detected | 134,154,44,30]128,0.0,0-140.255, 255, 255 (ARIN) 134,154,44.30 128.0.0.0-140,255. 255,255 (ARIN) | N 19 Feb 2014 11:06:26 PST
High Risk Vulnerability Detected | wivw.sbe, edu|128.0.0.0-140.255.255.255 (A... | www.sbe.csunayward.edu 126.0.0.0-140,255.255.255 (ARIN) | N 19 Feb 2014 11:06:18 PST
High Risk y Detected . edu|128.0.0.0-140, 255, 255.25... i d 128.0.0.0-140,255. 255,255 (ARIN) | N 18 Feb 2014 11:06:07 PST
High Risk Vuinerability Detected | Junknonn SAssetZone N 18 Feb 2014 11:05:58 PST
High Risk Vuinerability Detected | 134.154. 11.33]128.0.0.0-140.255.255. 255 (ARIN) 134.154.11.33 128.0.0.0-140.255.255.255 (ARIN) | N 19 Feb 2014 11:05:28 PST
High Risk y sho. £dul128.0.0.0-140.255.255,255 (A... | osho.mcs.csuhayward.ed. 126.0.0.0-140.255.255.255 (ARIN) | N 19 Feb 2014 11:05:23 PST.
High Risk y Detected | expfin.me du|128.0.0.0-140. 255.255.255 (.... | expfen.me du 128.0.0.0-140.255.255.255 (ARIN) | N 19 Feb 2014 11:05:12 PST
High Risk Vuinerability Detected | voyager du[128.0.0.0-140,255. 255,255 (AR.... | voyager ed 128.0.0.0-140.255. 255,255 (ARIN) | N 15 Feb 2014 11:05:04 PST
High Risk y Detected dul128.0.0.0-140.255.255,255 (ARIN) | rsw.csuhayward.edu 126.0.0.0-140,255.255.255 (ARIN) | N 19 Feb 2014 11:04:53PST
High Risk Vuinerability Detected | 134,154.6.26]128.0.0.0-140.255, 255, 255 (ARIN) 134,154.6.%6 [ N 19 Feb 2014 11:04:31P5T
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Appendix A: Backing Up and Uninstalling a
Package

This chapter provides instructions on how back up a solution package, and uninstall the CIP for PCI.

Caution: There is no migration path from CIP for PCl 3x or earlier. If you are running CIP for PCl 3.x or
earlier and you need to keep your current data, do not uninstall your earlier version; instead install
CIP for PCl 4.1 on a different system.

Generating a List of Resource Changes

Before backing up a solufion package, you can generate a list of the resource changes since the last time
the package was exported fo a package bundle. The current resources associated with the selecfed
package are compared against the resources saved in the package bundle and any new, modified or
deleted resources are reported.

Note: Every fime a package is exported, the change history resefts.

To generate a list of resource changes:

1. Log infothe ArcSight Console with an account that has administrative privileges.
2. Inthe Packages fab of the Navigafor panel, navigate to the solution group.
For CIP for PCl, navigafe fo ArcSight Solutions.

3. Right-click the package for which you want to generate resource changes (&) and select Compare
Archive with Current Package Contents.

In the Viewer panel, a list of resources associated with the package are displayed. In the right column
called Change Since Archive, any changes with the resource since the last export are displayed,
either Added, Modified, or Removed.
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Yiewer

& Comparison of Contents for Payment Card Industry 4.1:

Resource Count: 804

Type Parent URT

Active Cha... /Al Active Channels/ArcSight Solutions/CIF fGeneralf
ActiveList /Al Active Lists/ArcSight Solutions/CIP fAccess Control/
Active List  fAll Active Lists/ArcSight Solutions/CIP fAccess Control/
Activelist /Al Active Lists/ArcSight Solutions/CIP fAccess Control/
Active List /Al Active Lists/ArcSight Solutions/CIP fAccess Control/
Active List /Al Active Lists/ArcSight Solutions/CIP fAccess Control/
ActiveList /Al Active Lists/ArcSight Solutions/CIPAccess Control/
Active List /Al Active Lists/ArcSight Solutions/CIP fAccess Control/
Activelist /Al Active Lists/ArcSight Solutions/CIP fAccess Control/
ActiveList /Al Active Lists/ArcSight Solutions/CIP fAccess Control/
Activelist /Al Active Lists/ArcSight Solutions/CIP fGeneral/

Active List  fAll Active Lists/ArcSight Solutions/CIP fGeneral/

ActiveList /Al Active Lists/ArcSight Solutions/CIP fGeneral/

Active List /Al Active Lists/ArcSight Solutions/CIP fGeneral/

ActiveList /Al Active Lists/ArcSight Solutions/CIP fGeneral/

ActiveList /Al Active Lists/ArcSight Solutions/CIP fGeneral/

ActiveList /Al Active Lists/ArcSight Solutions/CIP fGeneral/

ActiveList /Al Active Lists/ArcSight Solutions/CIP fNetwork Security/
Active List /Al Active Lists/ArcSight Solutions/CIP fNetwork Security/
ActiveList /Al Active Lists/ArcSight Solutions/CIP /Regulations/PCI DSS/
Active List  fAll Active Lists/ArcSight Solutions/CIP fRequlations/PCT DSS/
ActiveList /Al Active Lists/ArcSight Solutions/CIP /Regulztions/PCI DSS/
Active List /Al Active Lists/ArcSight Solutions/CIP Requlations/PCT DSS/
ActiveList /Al Active Lists/ArcSight Solutions/CIP /Reguiations/PCI DSS/
ActiveList /Al Active Lists/ArcSight Solutions/CIPSystem Hardening/
Active List /Al Active Lists/ArcSight Solutions/CIP /System Hardening/
Activelist /Al Active Lists/ArcSight Solutions/CIPSystem Hardening/
Active List ANl Active Lists/ArcSicht Solutions/CIP [System Hardening/

Resource Change Since Archive
Compiiance Scenario Correlation Events .
Active Accounts @

Administrative Accounts

Anonymous Accounts

Database Administrators

Inactive Accounts

Locked Out Users

Password Changes

Terminated Users

Users Authorized to Access Carcholder Data
Compiiance Score

Controls

Maximal Asset Compiance Score in Regulation
Maximal Asset Non-Compliance Score in Regulation
Humber of Assets in Reguistion

Scenario Controls

Scenario State

Carchelder Data Enviranment Allowed Ports

DMZ Zones Exist

PCI DSS Compiiance Score Sum

PCI DSS Ignore List

PCIDSS Maximal Asset Compliance Score: Requirement
PCI DSS Maximal Asset Non-Compliance Score: Requirement
PCIDSS Requirements

Database Devices

Database Ports

Database Processes

Datsbase Servers

4. Optional—For future reference, you can copy and paste the cells from this fable into a spreadsheet.
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Backing Up the Solution Package

Keep a backup of the current state before making confent changes or installing and uninstalling solufion

packages. Before backing up a solution, you can obfain a list of changed resources. You can then back up
only those resources that have been modified or added. For detailed instructions, see "Generating a List of
Resource Changes' on page 62.

You can back up the solution content to a package bundle file that ends in the . arb exfension as
described in the process below.

To back up a solution package:

1 Log infothe ArcSight Console with an account that has administrative privileges.

2. In the Packages tab of the Navigator panel, navigate to the solution group.
For CIP for PCl, navigate to ArcSight Solutions/.

3. Right-click the package (&) and select Export Package(s) to Bundle
The Package Bundle Export dialog displays.

4. In the Package Bundle Export dialog, browse for a directory location, specify a file name and click Next.
The Progress fab of the Export Packages dialog displays the progress of the export.

5. When the exportis complete, click OK.

The resources are saved info the package bundle file that ends with the . arb exfension. You can
restore the contents of this package at a later time by importing this package bundle file
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Uninstalling the CIP for PCl

Before uninstalling the CIP for PCl, back up all the packages (&) for all the solutions currently installed on
the ArcSight Manager. For example, if the CIP for PCl and the CIP for SOX solutfion are both installed on the
same ArcSight Manager, export the package for each solution before uninstalling either solution. Back up
the CIP for SOX package info a package bundle (ARB) file and then back up the CIP for PClinfo a different
package bundle (ARB) file before uninstalling either solution. For detailed instructions, see 'Backing Up the
Solution Package" on the previous page. To generate a list of resource changes before the uninstall, see
'‘Generating a List of Resource Changes' on page 62.

To uninstall the CIP for PCI:

1. Log infothe ArcSight Console with an account that has administrative privileges.

Do not uninstall CIP for PCl as the systemuser. Doing so uninstalls resources that are intentionally
locked.

2. Click the Packages fab in the Navigator panel.

3. Navigate foArcSight Solutions, right-click the CIP for PCl package (&), and select Uninstall
Package

4. In the Uninstall Packages dialog, click OK. The progress of the uninstall displays in the Progress tab of
the Uninstalling Packages dialog.

If a message indicates that resources are locked, select the Skip option in the Resolution Options
area and click OK.

If a message indicates a conflict about changed package content, select the Continue without
saving changes option and click OK.

5. When the uninstall is complete, review the summary and click OK.

6. Right-click the CIP for PCl package and select Delete Package.
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Appendix B: Compliance Insight Package for the
Payment Card Industry Resources by Type

This appendix lists all the Compliance Insight Package for the Payment Card Industry resources by fype.

O ACTIVE CNaNNEIS L b6
O ATV LISt 67
® DaSNDOaI S . 72
© Data MO O S . 75
O I O S 76
0 LoDl VariaDOS 88
O U 89
© QUETY VBT S 98
O R OO TS 104
O RUIS 109
O TN A 118
0 LS a0 . 119

Active Channels

The following fable lists all the active channels in Compliance Insight Package for the PCl.

Active Channels Resources

Resource Description URI
Compliance Scenario This active channel shows all correlation events that arerelated  ArcSight
Correlation Events to compliance scenarios. Solutions/CIP/General/
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AcTive Lists

The following fable lists all the active lists in Compliance Insight Package for the Payment Card Industry.

Active Lists Resources

Resource

Active
Accounts

Administrative
Accounts

Anonymous
Accounts

Cardholder
Data
Environment
Allowed Ports

Compliance
Score

Controls

DMZ Zones
Exist

Database
Administrators

Database
Devices

Database
Ports

Database
Processes

Database
Servers

Description

This active list stores usernames that have successfully logged in
within the last 90 days. Customize the Time-To-Live (TTL)field of
this active list to match the definition of stale (inactive) accounts in
your environment.

This active list stores the account names of administrative users.
Allthe entfries in this list must be in lowercase.

This active list stores the account names of anonymous users that
are not unique and do not belong to a single individual user. Allthe
entries in this list must be in lowercase

This active list confains all permissible inbound and outbound ports
(allpermissible services). Populate this acfive list according to your
policy and the PCI DSS regulation, which requires restricted
connections between unfrusted networks and any system
components in the cardholder data environment. Direction is either
inbound or outbound, and must be lowercase.

This active list maintains compliance score for the systemassets.

This active list maintains a list of controls for all the supported
regulations in the solufion.

This active list indicates if there are zones that belong to the DMZ
cafegory. If such zones exist in the system, the active list holds a

single value: 1. Otherwise, the active list is empty. Do not update

fthis active list manually.

This active list stores the usernames of the database
administrators. Allthe entries in this list must be in lowercase.

This active list mainfains a list of Device Product names for
database devices.

This active list mainfains a list of database ports. Populate this
active list with other database ports inthe network.

This active list maintains a list of database processes.

This active list maintains a list of new database servers (database
servers that do not belongto the Database category).

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight Solutions/CIP/Access
Control/

ArcSight Solutions/CIP/Access
Control/

ArcSight Solutions/CIP/Access
Control/

ArcSight
Solutions/CIP/Network
Security/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/Network
Security/

ArcSight Solutions/CIP/Access
Control/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/System
Hardening/
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Active Lists Resources, continued

Resource

Default
Vendor
Accounts

DomainName
Server
Devices

Domain Name
Server Ports

DomainName
Server
Processes

Domain Name
Servers

Inactive
Accounts

Insecure Ports

Insecure
Processes

Locked Qut
Users

Maximal Assef
Compliance
Scorein
Regulation

Maximal Asset
Non-
Compliance
Scorein
Regulation

Multi Factor
Authentication
Devices

Non Mulfi
Factor
Authentication
Devices -
Exception

Description

This active list confains some well-known vendor-supplied default
accounts. Populate this active list with other vendor accountsin
the nefwork Allthe entries in this list must be in lowercase.

This active list maintains a list of Device Product names for DNS
devices.

This active list maintains a list of DNS ports. Populate this active list
with other DNS ports in the network.

This active list maintains a list of DNS processes.

This active list maintains a list of new Domain Name Servers
(Domain Name Servers that do not belong fo the Domain Name
Server category).

This active list stores user names that have not appeared in login
events for the fime specified by the Active Accounts active list TTL
value

This active list includes ports related to unencrypted (insecure)
communication services

This active list includes the names of processes that provide
unencrypted (insecure) communication

This active list maintains a list of users that have been locked out of
their accounts.

This active list stores the maximum potential compliance score for
a single asseft, for each regulation. Do not manually update this
actfive list.

This active list stores the maximum potential non-compliance
score for a single asset, for each regulation. Do not manually
update this active list.

This active list stores the multifactor authentication devices. All
the entries inthis list must be in lowercase

This active list stores non multifactor authentication devices which
youwant o exclude. Allthe entries in this list must be in lowercase.

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/Access
Control/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/Access
Control/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/General/

ArcSight Solutions/CIP/Access
Control/

ArcSight Solutions/CIP/Access
Control/
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Active Lists Resources, continued

Resource

Number of
Assetsin
Regulation

PCIDSS
Compliance
Score Sum

PCIDSS
Ignore List

Description URI

This active list stores the number of assets that were reportedfor ~ ArcSight

compliance or non-compliance for at least one controlina Solutions/CIP/General/
regulation. This active list is updated by a frend and is used by

solution reports. Do not manually update this active list.

This active list stores PCI DSS compliance and non-compliance ArcSight
score summations for all control-asset pairsinthe system. Ithas ~ Solutions/CIP/Regulations/PCI
one row duplicated three times, each time for a different Status DSS/

column value, as follows:
*Compliant:
*Non-compliant

*No Information

This informationis required to build the top level compliance/non-
compliance reports for the PCI DSS regulation.

Do not manually update this active list.

This active list stores assets or network zones that are nof ArcSight
relevant for PCI DSS regulation. Solutions/CIP/Regulations/PCI
DSS/

*|dentify anasset by either its IP address, host name, or ESM
resource ID. The ESM resource ID must be used if the asset is
known to ESM and, therefore, has been assignedan ESM resource
ID.

*Host names must be enferedin lowercase text.

*ESM resource IDs, IP addresses, and zone names must be added
asis, intheir original case.

*Boththe Asset ID and Asset Zone fields must be specified.

*Anasterisk(indicates allassets or all zones, as shownin the
examples below.

Toignore anasset by [P address ina zone:

Asset D 10.0.0.0, Asset Zone = RFC1918: 10.0.0.0-
10.255.255.255

Toignore allassetsina zone:

AssetID =7, Asset Zone = RFC1918: 10.0.0.0-10.255.255.255
Toignore anasset by host name in all zones:

Asset |D = myhostname, Asset Zone = *

Toignore anasset by ESM resource ID ina zone:

Asset ID = 4K5yF+EMBABCU--70AvXMzg==, Assef Zone =
RFC1918:10.0.0.0-10.255.255.255
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Active Lists Resources, continued

Resource

PCIDSS
Maximal Assef
Compliance
Score:
Requirement

PCIDSS
Maximal Asset
Non-
Compliance
Score:
Requirement

PCIDSS
Requirements

Password
Changes

Scenario
Controls

Scenario State

Terminated
Users

Testand
Custom
Accounts

Users
Authorized to
Access
Cardholder
Data

Description

This active list stores the maximum potential PCI DSS compliance
score for a single asset, for each PCI DSS requirement. Do not
manually update this active list.

This active list stores the maximum potential PCI DSS non-
compliance score for a single asset, for each PCI DSS requirement.
Do not manually update this active list.

This active list stores the fitles and descriptions of PCI DSS
requirements.

This active list is updated with the user and asset information when
a successful password change occurs. The entries inthis active list
expire after 90 days.

This active list maintains the mappings between the compliance
scenarios and the regulation controls.

Scenario Type field can have the following values:

Y indicates the scenario determines compliance, therefore the
Score value must be betweenOand 1.

N indicates the scenario determines non-compliance, therefore -1
willbe used as compliance score and Score value are ignored.

Y/Nindicates the scenario determines compliance or non-
compliance, therefore the Score value must be between O and 1

This active list stores the latest state of Y/N compliance scenarios,
per asset.

This active list stores user accounts of former employees. User
accountsinthis active list are retained indefinitely. All the entries in
this list must be in lowercase.

This active list stores names of development, test, or custom
application or user accounts. Populate this active list with additiona
customaccounts that should be disabled ina production
environment. Allthe entries inthis list must be inlowercase.

This active list stores the usernames of the individuals who are
authorizedto access the cardholder data environment. All the
entries in this list must be inlowercase.

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight
Solutions/CIP/Regulations/PCI
DSS/

ArcSight
Solutions/CIP/Regulations/PCI
DSS/

ArcSight
Solutions/CIP/Regulations/PCI
DSS/

ArcSight Solutions/CIP/Access
Control/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/General/

ArcSight Solutions/CIP/Access
Control/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/Access
Control/
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Active Lists Resources, continued

Resource

Vulnerability
Scanned
Assets

Web Server
Devices

Web Server
Ports

Web Server
Processes

Web Servers

Description

This active list stores allthe assets that were scanned by
vulnerability scanners onthe last x days, default 60 days

Do not manually update this active list.

This active list maintains a list of Device Product names for Web
server devices

This active list maintains a list of Web server ports. Populate this
active list with other Web server ports in the network.

This active list mainfains a list of Web server processes.

This active list maintains a list of new Web servers (Web servers
that do not belong to the Web Server category).

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/System
Hardening/

Page 71 of 121



Dashboards

The following fable lists all the dashboards in Compliance Insight Package for the Payment Card Industry.

Dashboards Resources

Resource

Accounts
Lockouts and
Failed Logica
Access

Activities by
lllegitimate User
Accounts

Administrators
Activity

Anti-Virus
Update Status

Asset
Vulnerabilities

Audit Log
Cleared

Cardholder Data
Environment
Traffic

Configuration
Changes
Overview

Cryptographic
Asset
Vulnerabilities

Default Vendor
Account Used
Successfully

File Changes

Description

This dashboard displays information about most products with
failed logical access and account lockouts.

This dashboard displays activities by illegitimate user accounts,
such as terminated users, inactive users, and anonymous users.

This dashboard displays information about administrator
activity and the most unsuccessfuladministrative logins

This dashboard displays information about anti-virus updates by
antfi-virus products and outcomes.

This dashboard displays information about assefs and
vulnerabilities detected.

This dashboard displays information about audit logs cleared
froma host.

This dashboard displays cardholder data environment fraffic

This dashboard provides overview of configuration changes.

This dashboard displays information about assefs and
cryptographic vulnerabilities detected.

This dashboard displays successful default vendor account
usage events.

This dashboard displays file change activity and the top 10 file
activities.
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URI

ArcSight Solutions/CIP/Access
Control/

ArcSight Solutions/CIP/Access
Control/

ArcSight
Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/Network
Security/

ArcSight Solutions/CIP/System
Hardening/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight Solutions/CIP/System
Hardening/

ArcSight
Solutions/CIP/Monitoring/
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Dashboards Resources, continued

Resource Description

llegitimate This dashboard displays information about illegitimate Infernet

Intfernet communications, such as direct connections between the

Communications  Internet and the cardholder data environment, and successfu
fraffic fromthe Internet into a non-DMZ destination.

Information This dashboard displays information systemfailures.

System Failures

Insecure This dashboard displays information about insecure processes

Processes and andporfs
Ports

Negative Impact  This dashboard displays information about negative impact
Compliance compliance scenarios within the last seven days. The
Scenariosinthe informationis based on frends and taken from scenario

Last 7 Days correlation events. Negative means that device custom string4

equalstoN.

Non MulfiFactor  This dashboard provides overview of non multifactor
Administrative administrative authentication

Authentication

Overview of This dashboarddisplays insecure cryptography andinsecure
Insecure fransmission of cardholder data over public networks.

Transmissions
and
Cryptography

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight
Solutions/CIP/Network
Security/

ArcSight
Solutions/CIP/Monitoring/

ArcSight Solutions/CIP/System
Hardening/

ArcSight
Solutions/CIP/General/

ArcSight Solutions/CIP/Access
Control/

ArcSight
Solutions/CIP/Cryptography/
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Dashboards Resources, continued

Resource

PCIDSS
Compliance
Stafus

Password
Changes

Physical
Accesses
Overview

Policy Violations

Positive Impact
Compliance
Scenariosinthe
Last 7 Days

Privacy
Protection
Overview

Servers with
Unnecessary
Functionality

Description
This dashboard displays information about PCI DSS compliance

sftatus. This includes the following:

*PCI DSS Compliance (%) - compliance score/(compliance score
+ non-compliance score).

*PCI DSS Score: Compliance -actual compliance score out of the
maximum potential compliance score.

*PCI DSS Score: Non-Compliance - acfual non-compliance score
out of the maximum potential non-compliance score.

*PCI DSS Score: Requirements - compliance and non-compliance
scores per PCI DSS requirement.

If this dashboard displays negative numbers, run manually the
following frends in this order:

1OPCI DSS Number of Assets

2)PCI DSS Maximal Asset Compliance Score

3)PCI DSS Maximal Asset Compliance Score: Requirement
4)PCI DSS Maximal Asset Non-Compliance Score

5)PCI DSS Maximal Asset Non-Compliance Score: Requirement

6)PCI DSS Compliance Score Sum

This dashboard displays information about failed password
changes and all password changes.

This dashboard displays affer hours physicalaccesses and the
last 30 physical access attempts.

This dashboard displays policy violations activity.

This dashboard displays information about positive impact
compliance scenarios within the last sevendays. The
informationis based on frends and taken from scenario
correlation events. Positive means that device custom string4
equalstoY.

This dashboard displays an overview of insecure cryptography
and cardholder data fransmissions.

This dashboard displays information about servers with
unnecessary functionality. This dashboard shows three types of
servers: database servers, domain name servers, and web
servers.

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight
Solutions/CIP/Regulations/PCI
DSS/

ArcSight Solutions/CIP/Access
Control/

ArcSight
Solutions/CIP/Physical
Security/

ArcSight
Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/Privacy
Protection/

ArcSight Solutions/CIP/System
Hardening/
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Dashboards Resources, continued

Resource

Successfu
Disallowed Ports
Access

Unauthorized
Cardholder Data
Accesses

User Accounts
with Expired
Passwords

Description

This dashboard displays information about successful disallowed

porfs access, such as successful disallowed port access froma
wireless network into the cardholder data environment and
successful disallowed port access inthe cardholder data
environment.

This dashboard displays unauthorized cardholder data
accesses

This dashboard displays accounts for which the password was
not changed for longer than the policy standard permits.

Data Monitors

URI

ArcSight
Solutions/CIP/Network
Security/

ArcSight Solutions/CIP/Access
Control/

ArcSight Solutions/CIP/Access
Control/

The following fable lists all the data monitors in Compliance Insight Package for the Payment Card Industry.

Data Monitors Resources

Resource

Cryptographic

Vulnerabilities Graph

Last10
Configuration
Modifications

Last 10 Information

System Failures

Last 30 Failed
Physical Access
Aftempts

PCI DSS Compliance
Score: TopLeve

Description

This data monitor presenting crypfographic vulnerabilities in

event graphchart.

Tracks the most recent system configuration modifications

This data monitor shows last 10 information systemfailures

This data monitor shows last 30 attempts to entfer a building

atany fime.

This percent data monifor displays the ultimate compliance
score. The score is calculated using the following formula

Overallcompliance score / (Overall compliance score +
Overall non-compliance score).

Where:

Overallcompliance score = compliance scores summation for

allthe control-asset pairs in the system.

Overall non-compliance score = non-compliance scores
summation for all the control-asset pairs in the system.

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight Solutions/CIP/System
Hardening/

ArcSight
Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/Physical
Security/

ArcSight
Solutions/CIP/Regulations/PCI
DSS/

Page 750f 121



Solutions Guide

Appendix B: Compliance Insight Package for the Payment Card Industry Resources by Type

Filters

The following fable lists all the filters in Compliance Insight Package for the Payment Card Industry.

Filters Resources

Resource

Accesses to

Cardholder Data
Environment by
Identified Users

Account Creation

Account Delefion

Account Lockouts

Account
Modification

Account Unlocked

Administrative User
Account in
Destination

Administrative User
Account inSource

Affer Hours

Anonymous User
Activity

Anonymous User in
Destination

Anonymous User in
Source

Anti-Virus Clean or
Quarantine
Attempt

Description

Thisfilter detects accesses to the cardholder data
environment by an identified user.

This filter identifies account creation events.

This filter identifies account deletion events.

This filter identifies account lockouts. By default, the filter
identifies lockouts on Microsoft Windows, UNIX, and ArcSight
systems.

This filter identifies account modification events.

This filtter identifies account unlock events.

This filter detects events where the Destination User Name is
identified as anadministrative account.

This filter detects events where the Source User Name is
identified as anadministrative account.

This filter defines the after hours time period. Change this
filter to adjust the default seftings.

This filter identifies anonymous user activity

This filter detects events with an anonymous user inthe
destination

This filter detects events with anonymous user in the source

This filter looks for anti-virus events that indicate a
quarantine or cleaning attempt of a detected malware
instance.

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight

Solutions/CIP/Monitoring/

ArcSight Solutions/CIP/Access

Control/

ArcSight Solutions/CIP/Access

Control/

ArcSight Solutions/CIP/Access

Control/

ArcSight Solutions/CIP/Access

Control/

ArcSight Solutions/CIP/Access

Control/

ArcSight Solutions/CIP/Access

Control/

ArcSight Solutions/CIP/Access

Control/

ArcSight

Solutions/CIP/General/

ArcSight Solutions/CIP/Access

Control/

ArcSight Solutions/CIP/Access

Control/

ArcSight Solutions/CIP/Access

Control/

ArcSight

Solutions/CIP/Vulnerability

Management/
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Filters Resources, continued

Resource

Anti-Virus Disabled

Anti-Virus Events

Anti-Virus Scan
Completed
Successfully

Anfi-Virus Scan
Failed

Anti-Virus Update
Events

Anti-Virus Update
Failed

Anti-Virus Updated
Successfully

Audift Log Cleared

Big Difference
Between End Time
and Manager
Receipt Time

Bluetooth Protocol
Vulnerability
Detected

Broken
Authenticationand
Session
Management

Buffer Overflows

Description

This filter detects when an anti-virus service has been
disabled. This rule requires Windows event logs for each
stationyouwanf fo monitor.

This filter identifies events reported by anti-virus productsin
your environment.

This filter detects successful anti-virus scans.

This filter detects whenan anti-virus scan failed or stopped.

Thisfilter identifies events related to anti-virus product data
file updates.

This filter detects failed anti-virus updates.

This filter detects all successful anti-virus updates.

This filter detects allevents where an audit log is cleared from
a host. By default, the filter recognizes events on Microsoft
Windows, ISS SiteProtector, and Symantec HostID systems.
Modify this filter to include events from other devices.

This filter identifies time discrepancies between endTime and
managerReceipt Time. By default, the filter identifies events
with a difference of more than 600 seconds (10 minutes).

This query refrieves Bluetooth proftocol related
vulnerabilities

This filter detects authentication and session management
flaws reported by vulnerability scanners.

This filter detects buffer overflow flaws reported by
vulnerability scanners.

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/Vulnerability
Management

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

Page 770of 121



Solutions Guide

Appendix B: Compliance Insight Package for the Payment Card Industry Resources by Type

Filters Resources, continued

Resource

CVSS Score Greater
thanor Equalto 4

Cardholder Data
Environment
Destination

Cardholder Data
Environment
Inbound Traffic

Cardholder Data
Environment
Outbound Traffic

Cardholder Data
Environment
Source

Cardholder Data in
DMZ

Clear Text
Password
Transmission

Compliance
Scenario Correlation
Events

Configuration
Modifications

Creationand
Deletion of Objects

Cross-Site Request
Forgery

Cross-Site Scripting

Cryptographic Hash
Algorithm Related
Vulnerability
Detected

Description
This filtter detects vulnerabilities with a Common Vulnerability

Scoring System (CVSS) score greater thanor equalfo 4.

This filtter identifies events with destination in the cardholder
data environment.

This filter shows all the cardholder data environment inbound
fraffic.

This filter shows all the cardholder data environment
outbound traffic.

This filter identifies events with source inthe cardholder data
environment.

This filter identifies cardholder data assets in the DMZ
segment.

This filter identifies a successful login or access to a login page
through unencrypted ports, which indicates that a user

password might be transferredin clear fext over the network.

This filter filters compliance scenario correlation events.

Detects non-arcsight configuration modifications events.

This filter identifies object creations and deletions.

Thisfilfer detects cross-site request forgery vulnerabilities
reported by vulnerability scanners.

This filter detects cross-site scripting flaws reported by
vulnerability scanners.

Selects events indicating that potential hash algorithm
related vulnerability was detected.

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/Network
Security/

ArcSight
Solutions/CIP/Network
Security/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/Network
Security/

ArcSight
Solutions/CIP/Privacy
Protection/

ArcSight
Solutions/CIP/General/

ArcSight Solutions/CIP/System
Hardening/

ArcSight
Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/
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Filters Resources, continued

Resource

Cryptographic
Public Key Related
Vulnerability
Detected

Cryptographic
Symmetric Key
Related
Vulnerability
Detected

Cryptographic
Vulnerabilities

Cryptographic
Weak Protocol
Vulnerability
Detected

Custom Account in
Destination

Custom Account in
Source

DMZ Destination

DMZ Source

Database
Configuration
Modification

Database Serverin
Destination

Database Serverin
Device

Database Serverin
Source

Default Vendor
Account Used
Successfully

Development or
Test Environment in
Destination

Description

Selects events indicating that potential public key related
vulnerability was defected.

Selects events indicating that potential symmetric key
related vulnerability was detected.

This filter detects cryptographic vulnerabilities correlation
events.

Selects events indicating that potential cryptographic weak
protocolrelated vulnerability was defected.

Thisfilter detects development, test, or custom application or
user accounts ina destination.

This filter detects development, fest, or custom application or
user accounts ina source.

This filter identifies events with destination asset or zone in
the DMZ segment.

This filter identifies events with source asset or zone inthe
DMZ segment.

Detects database configuration modifications

This filter detects events with database ina destination.

This filter detects events with database in device.

This filter detects events with database ina source.

This filter identifies successful default vendor account usage.

This filter detects test or development environment assets in
destination

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/System
Hardening/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/General/

ArcSight Solutions/CIP/System
Hardening/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/General/

ArcSight Solutions/CIP/System
Hardening/

ArcSight
Solutions/CIP/General/
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Filters Resources, continued

Resource

Development or

Test Environment in

Source

Device Timeis
Lafer than Agent
Time

Deviceis
Destination

Device is Source

Direct Connections
betweenInternet
and Cardholder

Data Environment

DomainName
Serverin
Destination

Domain Name
ServerinDevice

Domain Name
ServerinSource

Empty End Time

Event Limit

External
Destination

ExternalSource

Failed Logica
Access Aftempts

Failed Password
Change

Description

This filter detects test or development environment assets in
source.

This filter identifies events in which the device receipt time is
after the connector (agent) receipt time. By default, the filter
shows events for which the device receipt time is more than
300 seconds (five minutes) after the connector receipt fime

This filtter detects events where device is idenfical to
destination

This filter detects events where device is identical fo source.

This filter identifies successful direct connections between the
Internet and the cardholder data environment.

This filter detects events with Domain Name Serverina
desfination

This filter detects events with Domain Name Server in device.

Thisfilter detects events with Domain Name Server in source.

This filter detects events withan empty End Time field.

Thisfilter limits the events to only the events that are
relevant o the solution. This filter is included in the conditions
ofallother resources inthe package, such as rules, queries
andfilters, either directly or indirectly. Edit this filfer to change
the events processed and reported by this solution. See the
Solution Guide for more information.

This filter identifies events with an external destination

(targeting systems outside the network of your organization).

This filter identifies events with an external source (coming
from systems outside the network of your organization).

This filter detects failed logical access attempts.

This filter identifies unsuccessful password change events.

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/Network
Security/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/General/

ArcSight Solutions/CIP/Access
Control/

ArcSight Solutions/CIP/Access
Control/
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Filters Resources, continued

Resource

Failed Physical
Access Events

File Integrity Tools
Events

Firewall
Configuration
Modifications

Firewall Events

Heartbleed
Vulnerability
Detected

High Risk
Vulnerability
Detected

Identified User
AccountinEvent

Improper Access
Control

Improper Error
Handling

Inactive User
Accountin
Destination

[nactive User
Account in Source

Inbound Cardholder
Environment Traffic
Allowed by Firewall

Information System
Failures

Injection Flaws

Description

This filtter identifies all failed events sent to the ArcSight
Manager by physical security systems.

This filter identifies events from file integrity tools

Tracks events whenthe configuration of a firewallis changed.

This filtter detects firewall events.

Thisfilter detects Heartbleed vulnerability reported by
vulnerability scanners.

This filter detects high and very highrisk level flaws reported
by vulnerability scanners.

This filter identifies events with a non-empty Source User
Name or Destination User Name

This filter detects access control flaws reported by
vulnerability scanners.

This filter detects error handling flaws reported by
vulnerability scanners.

This filter detects events where the Destination User Name is
identified as aninactive account.

This filter detects events in which the Source User Name is
identified as aninactive account.

This filter identifies all firewall and router accept events that
farget the cardholder data environment.

This filter identifies information systemfailures.

This filter detects injection flaws reported by vulnerability
scanners. For example, SQL injection, OS Command Injection,
LDAP and XPathinjection, and more.

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight
Solutions/CIP/Physical
Security/

ArcSight
Solutions/CIP/Monitoring/

ArcSight Solutions/CIP/System
Hardening/

ArcSight
Solutions/CIP/Network
Security/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Monitoring/

ArcSight Solutions/CIP/Access
Control/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight Solutions/CIP/Access
Control/

ArcSight Solutions/CIP/Access
Control/

ArcSight
Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/Vulnerability
Management/
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Filters Resources, continued

Resource

Insecure
Communications

Insecure
Cryptography

Insecure Ports
Allowed

Insecure Process in
Destination

Insecure Process in
Source

Insecure
Transmission of
Cardholder Data
Over Public
Networks

Internal Destination

Internal IP access
from Infernet info
DMZ

Internal Source

Login Activity by
Inactive User
Accounts

Malware Activity

Misconfigurations

Multiple Functions
Implemented on
Destination

Multiple Functions
Implemented on
Device

Description

This filter detects insecure communication flaws reported by
vulnerability scanners.

This filter detects cryptography flaws reported by
vulnerability scanners.

Thisfilter detects successfulinsecure ports access; for
example, FTP or Telnet.

This filter detects insecure processes inan event destination

Thisfilter detects insecure processes inevent source.

This filtter identifies insecure transmission of sensitive
cardholder data over the Internet

This filter identifies events with aninternal destination
(targeting the systems inside the network of your
organization).

This filter identifies events where infernaladdresses
successfully passed fromthe Infernet info the DMZ.

This filter identifies events with an internal source (coming
from the systems inside the network of your organization).

This filter identifies login activities by accounts that are in the
Inactive Accounts active list.

This filter identifies virus and other malware activities
reported by either anIntrusion Detection System (IDS) or an
anti-virus application.

This filter detects misconfiguration flaws reported by
vulnerability scanners.

This filter identifies destination assets that implement multiple
functionality; for example, a database and Webserver
installed on the same machine.

This filter identifies device assets that implement multiple
functionality; for example, a database and Web server
installed on the same machine.

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Cryptography/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/System
Hardening/

ArcSight
Solutions/CIP/Cryptography/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/Network
Security/

ArcSight
Solutions/CIP/General/

ArcSight Solutions/CIP/Access
Control/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/System
Hardening/
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Filters Resources, continued

Resource

Multiple Functions
Implemented on
Source

NTP Issues

Network Device
Configuration
Modifications

Network DS
Configuration
Modifications

Network|DS Events

Network Routing
Configuration
Modifications

New Database
Serverin
Destination

New Dafabase
Serverin Device

New Database
ServerinSource

New Domain Name
Serverin
Destination

New Domain Name
Serverin Device

New Domain Name
ServerinSource

New Web Serverin
Destination

New Web Serverin
Device

Description

This filter identifies source assets that implement multiple
functionality; for example, a database and Web server
installed on the same machine.

Thisfilter identifies reportedalerts related fo NTP servers.

Tracks events whenthe configuration of aninfrastructural
equipment (roufer, switch)is changed.

Tracks events when the configuration of NIDS equipment is
changed.

This filter identifies all events categorized as originating from
a network Intrusion Defection System (IDS) or Infrusion
Protection System (IPS).

Tracks events when a modification to the routing table of
infrastructure equipment (roufer, switch)is made.

This filter detects new database servers ina destination
(database servers that do not belong to the Database
category).

This filter detects new database serversina device
(database servers that do not belong to the Database
category).

This filter detects new database serversina source
(database servers that do not belong to the Database
caftegory).

This filter detects new Domain Name Servers ina destination
(Domain Name Servers that do not belong to the Domain
Name Server category).

This filter detects new Domain Name Servers in device
(Domain Name Servers that do not belong fo the Domain
Name Server category).

This filter detects new Domain Name Servers insource
(DomainName Servers that do not belong fo the Domain
Name Server category).

Thisfilter detects new Web servers in a destination (Web
servers that do not belong fo the Web Server category).

Thisfilter detects new Web servers indevice (Webservers
that do not belong to the Web Server category).

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight Solutions/CIP/System
Hardening/

ArcSight
Solutions/CIP/Monitoring/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/System
Hardening/

ArcSight
Solutions/CIP/Network
Security/

ArcSight Solutions/CIP/System
Hardening/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/General/
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Filters Resources, continued

Resource

New Web Serverin
Source

Non-empty End
Time

Non-empty Event
Source

Non Multi Factor
Access 1o CDE by
Admin Account

PCIDSS Ignore

Password Change
Attempts

Password Expired

Personal Firewall

Physical Access
Events

POODLE
Vulnerability
Detected

Policy Violations

Primary Account
Numbers Detected
inClear Text

Production
Environmentin
Destination

Production
Environment in
Source

Description

Thisfilter detects new Web serversina source (Webservers
that do not belong to the Web Server category).

This filter detects events with a non-empty End Time field.

This filter detects events with a non-empty source

This filter detects events indicating a non multifactor
authenticationto CDE by adminaccounts.

This filter detects assets that should not be reportedfor PCI
DSS compliance. By default, all organizational assets deftected
by the solution are checked and reported for PCI DSS
compliance. A specialactive list can be used to limit the rule to
a specific set of assets; for example, by network zone

This filter identifies password change attempts. By default,
the filtter only identifies these events on Microsoft Windows
systems. Configure this filtter to identify password change
events fromother systems as necessary

This filter identifies password expiration events.

This filter identifies events that are reported by a personal
firewall

This filter identifies all events sent to the ArcSight Manager
by physical security systems.

This filter detects POODLE vulnerability reported by
vulnerability scanners.

Filter inevents with violation of policy.

This filter identifies primary account numbers onthe wire as
detected by a Network Infrusion Detection System (NIDS).
Add custom NIDS signatures to this filter.

This filter detects destination assets that belong fo the
production environment.

This filter detects source assets that belong to the production
environment.

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/Monitoring/

ArcSight Solutions/CIP/Access

Control/

ArcSight

Solutions/CIP/Regulations/PCI

DSS/

ArcSight Solutions/CIP/Access

Control/

ArcSight Solutions/CIP/Access

Control/

ArcSight
Solutions/CIP/Network
Security/

ArcSight
Solutions/CIP/Physical
Security/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/Privacy
Protection/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/General/
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Filters Resources, continued

Resource

RFC1918
Destination

RFC1918 Source

Security Patch
Missing

SSLITLS 1.0
Detected

SSLITLS
Vulnerability
Detected

Spyware Activity

Success or Failure
Indicationin Event

Successfu
Disallowed Ports
Access from
Wireless into
Cardholder Data
Environment

Successfu
Disallowed Ports
Accessin
Cardholder Data
Environment

Successful Login

Successfu
Modifications to
Operating Systems

Successfu
Password Change

Successful Traffic
from Internet into
non-DMZ
Destination

Description

This filter identifies events with a destination assef that has
an|Paddress withinthe private IPv4 address space.

This filter identifies events with a source asset that hasan IP
address withinthe private IPv4 address space.

This filter detects events where vulnerability scanners report
a missing security patch.

This filter detects if SSLATLS 1.0is supported based on
vulnerability scanner events.

This filter detects sslflaws reported by vulnerability scanners.

This filter identifies spyware activity reported by either an
Infrusion Detection System (IDS) or an anfi-virus application.

This filtter detects events with a success or failure indication.

This filter identifies successful disallowed port access froma
wireless networkinto the cardholder data environment.

This filter identifies all successful connections to disallowed
ports within the cardholder data environment (inbound or
outbound).

This filter identifies successful login events.

Identifies successful configuration modifications to operating
systems

This filter identifies successful password change events.

This filter identifies successful inbound Internet fraffic to any
destination outside the DMZ segment.

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/Network
Security/

ArcSight
Solutions/CIP/Network
Security/

ArcSight Solutions/CIP/Access
Control/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/Access
Control/

ArcSight
Solutions/CIP/Network
Security/
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Filters Resources, continued

Resource

Successfu
Unauthorized
Traffic from
Cardholder Data
Environment to
Infernet

Terminated User
Activity in
Destination

Terminated User
Activity inSource

TLSBREACH
Vulnerabiltiy
Detected

TLSCRIME
Vulnerabiltiy
Detected

Traffic between

Cardholder Data
Environment and
Internet

Trafficbetween
Cardholder Data
andUnfrusted
Environments

Unauthorized
Access Point
Detected

Unauthorized
Access to
Cardholder Data

Unauthorized Direct

Cardholder
Database Access

Unencrypted Non-
Console
Administrative
Access Detected

Description

This filter identifies unauthorized outbound traffic from the
cardholder data environment to the Internet.

This filter detects events that identify a former employee
account inthe event destination.

Thisfilter detects events that identify a former employee
account inthe event source.

This filter detects if TLS BREACH (Browser Reconnaissance
and Exfilrration via Adaptive Compression of Hypertext)
vulnerability detected.

Thisfilter detects if TLS CRIME (Compression Ratio Info-leak
Made Easy) vulnerability detected.

This filtter identifies traffic between the cardholder data
environment and the Internet.

This filter identifies traffic between cardholder data and
unfrusted environments.

This filter identifies events in which a rogue (unauthorized) or
soff access point is detected,

This filter detects unauthorized access to the cardholder data
environment.

This filter detects unauthorized direct access to a cardholder
database. A useris not authorized fo access a cardholder
database directly unless identified as a database
administrator. Populate the Database Administrators active
list with the usernames of the database administrators in the
organization

This filter detects the use of clear-text protocols (HT TP
Telnet) for administrative account access.

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight
Solutions/CIP/Network
Security/

ArcSight Solutions/CIP/Access
Control/

ArcSight Solutions/CIP/Access
Control/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Network
Security/

ArcSight
Solutions/CIP/Network
Security/

ArcSight
Solutions/CIP/Network
Security/

ArcSight Solutions/CIP/Access
Control/

ArcSight Solutions/CIP/Access
Control/

ArcSight Solutions/CIP/System
Hardening/
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Filters Resources, continued

Resource

Unnecessary
Functionality
Detected

User Account
Expired

VPN Configuration
Modifications

WebServerin
Destination

Web Serverin
Device

WebServerin
Source

Windows Events
with Machine User
in Destination

Windows Events
with Machine User
inSource

Wireless
Destination

Wireless Encryption
Violation Detected

Wireless Source

Description

This filtter detects database servers, Webservers and
Domain Name Servers that do not belong to a corresponding
asset category and therefore are identified as unnecessary
functionality within the organizational network.

This filter detects whenan entry ages out of the Active
Accounts active list. This happens whenan account has been
inactive for more than the amount of time specifiedinthe
fime-to-live of this active list.

Selects events indicating that a VPN configuration change
has occurred

Thisfilter detects events with Web server in the desfination.

This filter detects events with Web server in device.

Thisfilter detects events with Web server in the source.

This filter identifies Microsoft Windows events with
destination user names that are standard Windows machine
users.

This filter identifies Microsoft Windows events with source
user names that are standard Windows machine users.

This filter shows all traffic where the destinations are froma
wireless environment.

This filtter identifies events where a wireless Infrusion
Detection System (IDS) reports a wireless traffic encryption
violation.

This filter shows all traffic where the sources are froma
wireless environment.

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/Access
Control/

ArcSight Solutions/CIP/System
Hardening/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/Cryptography/

ArcSight
Solutions/CIP/General/
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Global Variabes

The following fable lists all the global variables in Compliance Insight Package for the Payment Card

Industry.

Global Variables Resources

Resource

solnGetDestinationlD

solnGetDestinationName

solnGetDevicelD

solnGetDeviceName

Description URI

This variable stores the identifier of the destination asset. If Destination Asset  ArcSight

IDis present, it is used as the idenfifier. Otherwise, hostname is examined: if itis  Solutions/CIP/
NULL as well, thenIP address is used. In addition, Destination Zone Name is

addedtothe variable.

The asset identifier is inthe following formaf:

<Identifier>|<Zone>

Examples:

4kO+XPD4BABCIBaOhWgCdiw==|RFC1918: 10.0.0.0-10.255.255.255
somehostname|RFC1918:192.168.0.0-192.168.255.255

10.0.0.10/RFC1918:192.168.0.0-192.168.255.255

This variable stores the name of the desfination asset. If Destination Asset ArcSight
Name is present, it is used as the asset name. Otherwise, hostname is Solutions/CIP/
examined: if it is NULL as well then IP address is used.

This variable stores the identifier of the device assef. ArcSight

) ) o ) . ) ) Solutions/CIP/
If Device Asset D is present, it is used as the identifier. Otherwise, hostname is

examined: ifit is NULL as well, then IP address is used.

Inaddition, Device Zone Name is added o the variable.

The asset identifier is in the following formaf:

<Identifier>|<Zone>

Examples:

4k0+XPD4BABCIBaOhWgCdtw==|RFC1918: 10.0.0.0-10.255.255.255
somehostname|RFC1918:192.168.0.0-192.168.255.255
10.0.0.10IRFC1918:192.168.0.0-192.168.255.255

This variable stores the name of the device asset. If Device Asset Name is ArcSight
present, it is Used as the asset name. Otherwise, hostname is examined: ifitis ~~ Solutions/CIP/
NULL aswell then IP address is used.
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Global Variables Resources, continued

Resource

solnGetSourcelD

present, it is used as the identifier. Otherwise, hostname is examined: if it is

Description

This variable stores the identifier of the source asset. If Source Asset IDis

URI

ArcSight
Solutions/CIP/

NULL aswell thenIP address is used. In addition, Source Zone Name is added
to the variable

The asset identifier is in the following format:

<|dentifier>|<Zone>

Examples:

4k0+XPD4BABCIBaOhWgCdiw==|RFC1918: 10.0.0.0-10.255.255.255

somehostname|RFC1918:192.168.0.0-192.168.255.255

10.0.0.10|RFC1918:192.168.0.0-192.168.255.255

solnGetSourceName

NULL aswell then IP address is used.

solnPCI_DSS

Queries

This variable stores the following string: PCI DSS.

This variable stores the name of the source asset. If Source Asset Name is
present, it is used as the asset name. Otherwise, hostname is examined: if it is

ArcSight
Solutions/CIP/

ArcSight
Solutions/CIP/

The following table lists all the queries in Compliance Insight Package for the Payment Card Industry.

Queries Resources
Resource

Account Creations

Account Deletions

Account Lockouts

Account Modifications

Activity by Anonymous Users

Activity by Inactive Users

Description

This query refurns account creation events within
the last 24 hours.

This query refurns account deletion events within
the last 24 hours.

This query refurns information about account
lockout events within the last hour.

This query returns account modification events
withinthe last 24 hours.

This query refrieves activities performed by
anonymous users within the last hour.

This query retrieves activities performed within
the last hour by users that have been categorized
asinactive

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight
Control/

ArcSight
Control/

ArcSight
Control/

ArcSight
Control/

ArcSight
Control/

ArcSight
Control/

Solutions/CIP/Access

Solutions/CIP/Access

Solutions/CIP/Access

Solutions/CIP/Access

Solutions/CIP/Access

Solutions/CIP/Access
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Queries Resources, continued

Resource

Activity by Terminated Users

Administrators Activity

After Hours Physical Accesses

All Password Change Events

Anonymous Access to
Cardholder Data Environment

Anfi-Virus Disabled Systems

Anti-Virus Events with High
Priority - Detailed

Anti-Virus Update Failed

Anti-Virus Updates

Anti-Virus Updates by
Outcome

Anfi-Virus Updates by Product

Application Configuration
Modifications

Asset Compliance Score

Description

This query refrieves activities performed within
the last hour by users that have been categorized
as ferminated

This query shows any activity performed by
administrative accounts.

This query shows the physical access after
business hours. The actual time values are
definedinthe filter referenced in the Conditions
fab.

This query retfrieves password change events
withinthe last 24 hours.

This query returns anonymous access to the
cardholder data environment within the last 24
hours.

This query detects when the a systemhas hadits
anti-virus soffware disabled.

This query provides a detailed listing of anti-virus
events (roufine maintfenance and remediation
events)with high priority

This query detects the number of times that anti-
virus soffware failed to refrieve updates.

This query returns anti-virus soffware update
events.

This query detects the number of times that anti-
virus soffware attempted to update, grouped by
oufcome.

This query detects the number of times that anti-
virus soffware atftempted to update, grouped by
product and oufcome.

Shows any configuration modifications of any
application on operations.

Default fime window: Last 24 hours.

This query returns compliance scores for a
selected asset. The results include all the controls
that are supported by the solution. The AssetID
parameter identifies assets by ESM resource ID,
IP address, or hostname.

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight Solutions/CIP/Access
Control/

ArcSight
Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/Physical
Security/

ArcSight Solutions/CIP/Access
Control/

ArcSight Solutions/CIP/Access
Control/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight Solutions/CIP/System
Hardening/

ArcSight
Solutions/CIP/General/
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Queries Resources, continued

Resource

Asset Vulnerabilities

Asset Vulnerabilities Count

Audift Log Cleared

Bluetooth Profocol
Vulnerability Detected

CVSS Score Greater than or
Equalto4

Cardholder Data Environment
Inbound Traffic

Cardholder Data Environment
Outbound Traffic

Compliance Scenario
Correlation Events - Trend
Base

Compliance Scenario Details in
the Last 7 Days

Configuration Changes - Trend
Base

Critical Configuration Changes
Count

Cryptographic Asset
Vulnerabilities

Cryptographic Hash Algorithm
Related Vulnerability Detected

Cryptographic Public Key
Related VVulnerability Detected

Description

This query retfrieves the number of vulnerabilities
per asseft.

This query retrieves the number of vulnerabilities
per asset.

This query shows allevents where an audit log is
clearedfroma host.

This query retfrieves Bluetooth protocol related
vulnerabilities.

This query refrieves vulnerabilities with a
Common Vulnerability Scoring System (CVSS)
score greatfer than or equalto 4.

This query identifies all untrusted systems that
are communicating directly with cardholder
systems. This fraffic must be justified.

This query identifies all cardholder systems that
are communicating with untrusted systems. This
fraffic must be justified.

This query refrieves compliance scenario
correlation events andis used by frends fo
aggregate the information

This query retrieves all fields fromtrends about
compliance scenarios within the last seven days

Retrieves all configuration changes for the last
hour and used as trend base query for the
Configuration Changes trend

This query refrieves the number of crifical
configuration changes.

This query retrieves the number of cryptrographic
vulnerabilities per asset.

This query retrieves cryptographic hash
algorithmrelated vulnerabilities.

This query retfrieves cryptrographic public key
related vulnerabilities

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/Vulnerabiltiy
Management

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Network
Security/

ArcSight
Solutions/CIP/Network
Security/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/General/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/System
Hardening/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/
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Queries Resources, continued

Resource
Cryptographic Symmetric Key
Related VVulnerability Detected

Cryptographic Vulnerabilities
Count

Cryptographic Weak Protoco
Vulnerability Detected

Custom Accounts

DMZ Assetfs

DMZ Zones

Database Configuration
Modifications

Default Vendor Account Used
Successfully

Direct Connections between
Internet and Cardholder Data
Environment

Failed Logins

Failed Password Changes

Failed Physical Access Events

File Changes

Firewall Configuration
Modifications

Description

This query retfrieves cryptrographic symmetric key
related vulnerabilities

This query retrieves the number of cryptrographic
vulnerabilities.

This query retrieves cryptographic weak protocol
related vulnerabilities.

This query retrieves information about the use of
development, test, or custom application or user
accounts outside the fest or development
environments.

This query provides a list of detected assets that
belong o the DMZ category.

This query provides a list of detected zones that
belong o the DMZ category.

Shows allevents of database configuration
modifications

This query shows successful default vendor
account usage

This query refrieves successful direct connections
betweenthe Internet and the cardholder data
environment.

This query returns all failed logins of non-machine
users grouped by product and day.

This query retrieves failed password change
events, listed in order of end time and destination
user name.

This query shows failled attempts of physica
accessatany fime.

This query refurns a summary view of file
creations, deletions, and modifications inyour
environment.

Shows any configuration modifications of any
firewall.

Default fime window: Last 24 hours.

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight Solutions/CIP/System
Hardening/

ArcSight
Solutions/CIP/Network
Security/

ArcSight
Solutions/CIP/Network
Security/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/System
Hardening/

ArcSight
Solutions/CIP/Network
Security/

ArcSight Solutions/CIP/Access
Control/

ArcSight Solutions/CIP/Access
Control/

ArcSight
Solutions/CIP/Physical
Security/

ArcSight
Solutions/CIP/Monitoring/

ArcSight Solutions/CIP/System
Hardening/
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Queries Resources, continued

Resource

Firewall Configuration
Modifications by Name

Heartbleed VVulnerability
Detected

High Risk Vulnerability
Detected

Inactive User Accounts

Information System Failures

Information System Failures
Assets

Insecure Cryptography

Insecure Ports Allowed

Insecure Ports Allowed Count
by Product

Insecure Processes

Login Activity by Inactive User
Accounts

Negative Impact Compliance
Scenariosinthe Last 7 Days

Negative Impact Compliance
Scenarios per Day

Network Device Configuration
Modifications

Non Mulfi Factor Access to
CDE by Admin Accounts

Open Ports by Device

Description

Shows the top configuration modifications of any
firewall

This query retrieves Heartbleed related
vulnerabilities.

This query provides highand very highriskleve
flaws reported by vulnerability scanners.

This query shows all user names that are inthe
Inactive Accounts acfive list.

This query retrieves the number of information
failures per asset

This query refrieves the number of information
failures per asset

This query finds cryptography flaws reported by
vulnerability scanners.

This query retfrieves successfulinsecure port
access; for example, FTP or Telnet.

This query retrieves a count of unique ports per
product.

This query shows insecure process events.

This query shows inactive user accounts from
whichlogin activity was attempted.

This query retrieves information from frends
about negative impact compliance scenarios
within the last seven days.

This query retrieves information from frends
about negative impact compliance scenarios per
day withinthe last sevendays.

Shows all network device configuration changes.

This query retfrieves events indicating a non mult
factor authentication to CDE by admin accounts.

This query identifies all ports that were passed by
afirewall, as wellas the rule number that it
friggered

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight Solutions/CIP/System
Hardening/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight Solutions/CIP/Access
Control/

ArcSight
Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/Cryptography/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/Access
Control/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/General/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/Access
Control/

ArcSight
Solutions/CIP/Monitoring/
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Queries Resources, continued

Resource

PCI DSS Compliance Score Sum

PCI DSS Compliance Status:
Asset-Confrol

PCI DSS Compliance Status:
Control

PCI DSS Maximal Asset
Compliance Score

PCI DSS Maximal Asset
Compliance Score: Requirement

PCI DSS Maximal Asset Non-
Compliance Score

PCI DSS Maximal Asset Non-
Compliance Score: Requirement

PCI DSS Non-Compliant Assets

PCI DSS Non-Compliant
Controls

PCI DSS Number of Assets

PCI DSS Score: Compliance

Description

This query returns PCI DSS compliance and non-
compliance score summation for all confrol-asset
pairsinthe system. This data is used to build the
top level compliance and non-compliance status
reports for the PCI DSS regulation.

This query refurns asset compliance scores for
PCI DSS controls.

This query refurns the number of compliant and
non-compliant assets for PCI DSS controls.

This query refurns the maximum potential PCl
DSS compliance score for a single asset.

This query refurns the maximum potential PCI
DSS compliance score for a single asset, for each
PCI DSS requirement.

This query refurns the maximum potential PCl
DSS non-compliance score for a single asset.

This query refurns the maximum potential PCI
DSS non-compliance score for a single asset, for
each PCI DSS requirement.

This query refurns the list of assets that are non-
compliant with PCI DSS controls. For every asset,
the number of non-compliant PCI DSS controls is
refurned.

This query refurns a list of non-compliant PCI DSS
controls. For every control the number of non-
compliant assefs is returned

This query returns the number of assets for the
PCI DSS regulation. This number includes all
assetfs that were reportedas compliant or non-
compliant for at least one PCI DSS control.

This query refurns the overall compliance score
for PCI DSS compliance inthe organization. In
addition, the difference betweenthe maximum
potential compliance score andthe actual overall
compliance score is returned

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight
Solutions/CIP/Regulations/PCI
DSS/

ArcSight
Solutions/CIP/Regulations/PCI
DSS/

ArcSight
Solutions/CIP/Regulations/PCI
DSS/

ArcSight
Solutions/CIP/Regulations/PCI
DSS/

ArcSight
Solutions/CIP/Regulations/PCI
DSS/

ArcSight
Solutions/CIP/Regulations/PCI
DSS/

ArcSight
Solutions/CIP/Regulations/PCI
DSS/

ArcSight
Solutions/CIP/Regulations/PCI
DSS/

ArcSight
Solutions/CIP/Regulations/PCI
DSS/

ArcSight
Solutions/CIP/Regulations/PCI
DSS/

ArcSight
Solutions/CIP/Regulations/PCI
DSS/
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Queries Resources, continued

Resource

PCI'DSS Score: Non-
Compliance

PCI DSS Score: Requirements

Password Expired - Trend Base

Policy Violation Assets

Policy Violations

POODLE Vulnerability
Detected

Positive Impact Compliance
Scenariosinthe Last 7 Days

Positive Impact Compliance
Scenarios per Day

Primary Account Numbers
DetectedinClear Text

Servers with Unnecessary
Functionality: Database
Servers

Servers with Unnecessary
Functionality: Domain Name
Servers

Description

This query refurns the overall non-compliance
score for PCI DSS compliance inthe organization.
In addition, the difference between the maximum
pofential non-compliance score and the actua
overall non-compliance score is returned

This query refurns compliance and non-
compliance score summation per PCI DSS
requirement.

This query lists accounts for which the password
was not changed for longer than the policy
standard permits

This query retrieves the number of policy
violations per asset.

Provides a listing of events categorized by
ArcSight as policy violations which target the
various Network Domains by Asset. This query
may (and should) be focused based on the
Network Domain of interest.

This query retrieves Poodle vulnerabilities.

This query retrieves information from frends
about positive impact compliance scenarios within
the last sevendays

This query retrieves information from frends
about positive impact compliance scenarios per
day withinthe last sevendays.

This query identifies Network Infrusion Detection
System (NIDS) signatures that detected primary
account numbers in clear text on the wire.

This query retrieves a list of new database
servers (database servers that do not belong to
the Database category) based on the Database
Servers active list.

This query retrieves a list of new Domain Name
Servers (Domain Name Servers that do not
belong to the Domain Name Server category)
based on Domain Name Server active list.

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight

Solutions/CIP/Regulations/PCI

DSS/

ArcSight

Solutions/CIP/Regulations/PCI

DSS/

ArcSight Solutions/CIP/Access

Control/

ArcSight
Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/Privacy
Protection/

ArcSight Solutions/CIP/System

Hardening/

ArcSight Solutions/CIP/System

Hardening/
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Queries Resources, continued

Resource

Servers with Unnecessary
Functionality: Web Servers

SSLITLS 1.0 Detected

SSLITLS Vulnerability
Detected

Successful Disallowed Ports
Access from Wireless info
Cardholder Data Environment

Successful Disallowed Ports
Access in Cardholder Data
Environment

Successful Password Changes

Successful Traffic from Internet
info non-DMZ Destination

Time Consistency Issues

TLS BREACH Vulnerability
Detected

TLS CRIME Vulnerabiltiy
Detected

Top 10 Admin Users with Non
MultiFactor Access to CDE

Top 10 CDE Assets with Non
Multi Factor Admin Accesseses

Top 10 File Changes

Description

This query refrieves a list of new Webservers
(Web servers that do not belong to the Web
Server category) based on the Web Servers
active list

This query retrieves if SSL\TLS 1.0 is supported
based onvulnerability scanner events.

This query refrieves SSL and TLS flaws reported
by vulnerability scanners.

This query retfrieves successful events with
disallowed port access from a wireless network
info the cardholder data environment.

This query refrieves all successful connection
events fo disallowed ports within the cardholder
data environment (inbound or outbound).

This query lists successful password change
events, listed in order of end time and destination
user name.

This query retfrieves successfulinbound Infernet
trafficevents to any destination outside the DMZ
segment.

This query displays allevents inwhich there are
clock synchronizationissues between the
deviceReceiptTime and agentTime, or the event
endTime and managerReceipt Time.

This query retrieves TLS BREACH (Browser
Reconnaissance and Exfiltration via Adaptive
Compression of Hypertext ) flaws reported by
vulnerability scanners.

This query retrieves TLS CRIME (Compression
Ratio Info-leak Made Easy) flaws reported by
vulnerability scanners.

This query retfrieves the top 10 admin users with
non multifactor admin accesses

This query retrieves the top 10 assets with non
multifactor admin accesses.

This query returns top 10 files changed within the
last 24 hours.

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight Solutions/CIP/System
Hardening/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Network
Security/

ArcSight
Solutions/CIP/Network
Security/

ArcSight Solutions/CIP/Access
Control/

ArcSight
Solutions/CIP/Network
Security/

ArcSight
Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight Solutions/CIP/Access
Control/

ArcSight Solutions/CIP/Access
Control/

ArcSight
Solutions/CIP/Monitoring/
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Queries Resources, continued

Resource

Top 10 Hosts with Most
Unsuccessful Administrative
Logins

Top 10 Products with Failed
Logical Access Attempts

Top 20 Assets with Failed
Logical Access Attempts

Top 20 Insecure Transmission
of Cardholder Data Over Public
Networks

Top Firewalls with Most
Successful Configuration
Modifications

TopHosts with Most Malware
Activities

TopHosts with Most Spyware
Activities

ToplInternal Hosts Accessed
Disallowed Ports

TopInternal Hosts Provided
Disallowed Ports

TopMalware Instances

TopPolicy Violators

Top Spyware Instances

Top Successful Disallowed
Ports Access in Cardholder
Data Environment

Top Users with Most Successful

Firewall Modifications

Description

This query refurns the fop 10 hosts with the most

unsuccessful login attfempts withinthe last two
hours. This query can (and should) be focused
based onthe network domain of interest.

This query refrieves the top 10 products with
failed logical access attempts.

This query retrieves the fop 20 assets with failed

logicalaccess attempts.

This query viewer finds the top 20 suspicious

communication between cardholder systems and
public systems. Suspicious is defined as profocols

that are typically unencrypted.

Shows the top firewalls with most successful
configuration modifications

This query finds the top 10 systems with the most

malware activities (routine maintenance and
remediation events).

This query finds the top 10 systems with most
spyware activities (routine maintenance and
remediation events).

This query refurns the topinternal hosts that
accessed the most disallowed ports.

This query returns the top internal hosts that
provided the most disallowed ports.

This query provides the names of the top 10
detected malware instances

This query refrieves the fop 10 policy violators.

This query provides the names of the top 10
detected spyware instances.

This query identifies the top disallowed port
access in cardholder data environment.

Shows the top users who made most successfu

configuration modifications

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight
Solutions/CIP/Monitoring/

ArcSight Solutions/CIP/Access
Control/

ArcSight Solutions/CIP/Access
Control/

ArcSight
Solutions/CIP/Cryptography/

ArcSight Solutions/CIP/System
Hardening/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Network
Security/

ArcSight
Solutions/CIP/Network
Security/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Network
Security/

ArcSight Solutions/CIP/System
Hardening/
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Queries Resources, continued

Resource

Unauthorized Access fo
Cardholder Data

Unauthorized Direct
Cardholder Database Access

User Accounts with Expired
Passwords

Vulnerabilities Count

Weekly Trend - Configuration
Changes by Address

Weekly Trend - Configuration
Changes by Event Name

Weekly Trend - Configuration
Changes by User

Query Viewers

Description

This query shows details about access to
cardholder data systems by unauthorized users.

This query retrieves unauthorized direct access
toa cardholder database. A user is not authorized
toaccess a cardholder database directly unless
idenfified as a database administrator. Populate
the Database Administrators active list with the
usernames of the database administrators inthe
organization

This query refurns user accounts with expired
passwords, where password expiration events
occurred withinthe last four weeks

This query retrieves the number of vulnerabilities

Shows the top configuration modifications by 1P
address.

Shows the top configuration modifications by
evenfname

Shows the top configuration modifications by user.

URI

ArcSight Solutions/CIP/Access
Control/

ArcSight Solutions/CIP/Access
Control/

ArcSight Solutions/CIP/Access
Control/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/System
Hardening/

The following fable lists all the query viewers in Compliance Insight Package for the Payment Card Industry.

Query Viewers Resources

Resource

Account
Lockouts

Description

This query viewer shows allaccount lockout events within the
last hour. For more focused results, you can drill down on either

the host address or the user name

Activity by
Anonymous
Users

users.

Activity by
Inactive Users

This query viewer shows any activity performed by anonymous

This query viewer shows any activity performed by users who
are known to have beeninactive.

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight Solutions/CIP/Access
Control/

ArcSight Solutions/CIP/Access
Control/

ArcSight Solutions/CIP/Access
Control/
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Query Viewers Resources, continued

Resource Description URI

Activity by This query viewer shows any activity performed by users who ArcSight Solutions/CIP/Access
Terminated are known to have been ferminated. Control/

Users

Administrators

This query viewer shows any activity performedby

ArcSight

Activity administrative accounts. Solutions/CIP/Monitoring/

After Hours This query viewer shows the physical access of a building after ArcSight

Physical business hours. Solutions/CIP/Physical

Accesses Security/

AllPassword This query viewer displays a list of all password change events Arcsight Solutions/CIP/Access

Change Events  andtheir outcome. Control/

Anfi-Virus This query viewer shows anti-virus soffware update events. ArcSight

Updates Solutions/CIP/Vulnerability
Management/

Anti-Virus This query viewer detects the number of fimes that anti-virus ArcSight

Updates by software attempted to update, grouped by outcome. Solutions/CIP/Vulnerability

Outcome Management/

Anti-Virus This query detects the number of times that anfi-virus soffware  ArcSight

Updates by afttempted o update, grouped by product and outcome. Solutions/CIP/Vulnerability

Product Management/

Asset This query viewer shows The number of vulnerabilities per asset.  ArcSight

Vulnerabilities

Asset
Vulnerabilities
Count

This query viewer uses global variables with 11 filters to detect
the type of vulnerability

This query viewer displays the number of vulnerabilities per
asset.

Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

Audit Log This query viewer shows allevents where anaudit logis cleared ~ ArcSight

Cleared from a host. Solutions/CIP/Monitoring/
Cardholder Data  This query viewer shows all untrusted systems that are ArcSight

Environment communicating directly with cardholder systems. This fraffic Solutions/CIP/Network

Inbound Traffic ~ must be justified. Security/

Cardholder Data  This query viewer shows all communication from cardholder ArcSight

Environment systems to unfrusted systems. This traffic must be justified Solutions/CIP/Network

Outbound Traffic Security/

CDE Assetswith  This Query Viewer shows the number of Non MultiFactor Admin  ArcSight Solutions/CIP/Access

Non Multi Factor
Admin Accesses

Compliance
Scenario Deftails

Accesses per asset.

This query viewer displays all fields from trends about compliance
scenarios within the last seven days

Micro Focus ESM CIP for PCI (4.1)

Control/

ArcSight
Solutions/CIP/General/
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Query Viewers Resources, continued

Resource

Critica
Configuration
Changes Count

Cryptographic
Asset
Vulnerabilities

Cryptographic
Vulnerabilities
Count

Default Vendor
Account Used
Successfully

Direct
Connections
between
Internetand
Cardholder Data
Environment

Failed Password
Changes

File Changes

Information
System Failures
Assets

Insecure
Cryptography

Insecure Ports
Allowed

Insecure Ports
Allowed Count
by Product

Insecure
Processes

Negative Impact
Compliance
Scenariosinthe
Last 7 Days

Description

This query viewer displays the number of critical configuration
changes.

This query viewer shows cryptographic vulnerabilities per asset.

This query viewer displays the number of cryptographic
vulnerabilities.

This query viewer shows successful default vendor account
usage events.

This query viewer displays successful direct connections
betweenthe Internet and the cardholder data environment.

This query viewer displays failed password change events, listed
inorder of end time

This query viewer shows the summary view of file creations,
deletions, and modifications in'your environment.

This Query Viewer shows the number of information system
failures per asset.

This query viewer displays crypftography flaws reported by
vulnerability scanners.

This query viewer displays events with insecure ports allowed.

This query retrieves events with insecure ports allowed.

This query viewer shows events with insecure processes.

This query viewer displays information about negative impact
compliance scenarios fromtrends withinthe last seven days

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight Solutions/CIP/System
Hardening/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight Solutions/CIP/System
Hardening/

ArcSight
Solutions/CIP/Network
Security/

ArcSight Solutions/CIP/Access
Control/

ArcSight
Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/Cryptography/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/System
Hardening/

ArcSight
Solutions/CIP/General/
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Query Viewers Resources, continued

Resource

Negative Impact
Compliance
Scenarios per
Day

PCI DSS
Compliance
Status: Asset-
Control

PCI DSS
Compliance
Status: Control

PCI DSS Score
Compliance

PCIDSS Score
Non-Compliance

PCIDSS Score
Requirements

PCIDSS Top 10
Non-Compliant
Controls

PCIDSS Top 50
Non-Compliant
Assefs

Policy Violation
Assets

Description

This query viewer displays information from trends about
negative impact compliance scenarios per day within the last
sevendays.

This query viewer shows control-asset compliance status for PCI
DSS controls.

This query viewer shows the following information for every
supported PCI DSS control:

*The percentage and actual number of assets that are compliant
withthis control.

*The percentage and actual number of assets that are non-
compliant with this confrol.

*The total number of PCI DSS assets

If the displayed percentages are empty or exceed the allowed
range (0-100), runthe PCI DSS Number of Assefs frend.

This query viewer shows the overall compliance score for PC
DSS compliance in the organization. In addition, the difference
between the maximum pofential compliance score and the

acftual overall compliance score is displayed (No Information).

This query viewer shows the overall non-compliance score for
PCI DSS compliance in the organization. In addition, the
difference between the maximum potential non-compliance
score andthe acfual overall non-compliance score is displayed
(No Information).

This query viewer shows the overall compliance and non-
compliance scores for every PCl DSS Requirement.

This query viewer shows the top 10 non-compliant PCI DSS
controls with the highest number of non-compliant assets

This query viewer shows top 50 assets with the highest number
of non-compliant PCI DSS controls.

This QueryViewer shows the number of policy violations per
assef.

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/Regulations/PCI
DSS/

ArcSight
Solutions/CIP/Regulations/PCI
DSS/

ArcSight
Solutions/CIP/Regulations/PCI
DSS/

ArcSight
Solutions/CIP/Regulations/PCI
DSS/

ArcSight
Solutions/CIP/Regulations/PCI
DSS/

ArcSight
Solutions/CIP/Regulations/PCI
DSS/

ArcSight
Solutions/CIP/Regulations/PCI
DSS/

ArcSight
Solutions/CIP/Monitoring/
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Query Viewers Resources, continued

Resource

Positive Impact
Compliance
Scenariosinthe
Last 7 Days

Positive Impact
Compliance
Scenarios per
Day

Primary Account
Numbers
Detectedin
Clear Text

Serverswith
Unnecessary
Functionality:
Database
Servers

Serverswith

Unnecessary
Functionality:
Domain Name
Servers

Servers with
Unnecessary
Functionality:
WebServers

Successfu
Disallowed Ports
Access from
Wireless into
Cardholder Data
Environment

Successfu
Disallowed Ports
Accessin
Cardholder Data
Environment

Successfu
Trafficfrom
Infernet intfo
non-DMZ
Destination

Description

This query viewer displays information about positive impact
compliance scenarios fromtrends withinthe last seven days

This query viewer displays information from trends about
positive impact compliance scenarios per day within the last
sevendays.

This query viewer shows Network Intrusion Detection System
(NIDS) signatures that detected primary account numbers in
clear text onthe wire

This query viewer displays a list of new database servers
(database servers that do not belong to the Database category)
based onthe Database Servers active list.

This query viewer displays a list of new Domain Name Servers
(Domain Name Servers that do not belong to the Domain Name
Server category)based on the Domain Name Server active list.

This query viewer displays a list of new Web servers (Web
servers that do not belong fo the Web Server category) based
onthe Web Servers active list.

This query viewer displays successfulevents of disallowed port
access froma wireless network info the cardholder data
environment.

This query viewer displays all successful connection events to
disallowed ports within the cardholder data environment
(inbound or outbound).

This query viewer displays successfulinbound Infernet traffic
evenfs toany destination outside the DMZ segment.

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/Privacy
Protection/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/System
Hardening/

ArcSight
Solutions/CIP/Network
Security/

ArcSight
Solutions/CIP/Network
Security/

ArcSight
Solutions/CIP/Network
Security/
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Query Viewers Resources, continued

Resource

Top 10 Admin
Users withNon
MultiFactor
Accesses to
CDE

Top 10 File
Changes

Top10Hosts
withMost
Unsuccessful
Administrative
Logins

Top 10 Policy
Violators

Top 10 Products
with Failed
Logical Access
Attempts

Top 20 Insecure
Transmission of
Cardholder Data
Over Public
Networks

Top 20 Products
with Failed
Logical Access
Attempts

Unauthorized
Access fo
Cardholder Data

Unauthorized
Direct
Cardholder
Database
Access

User Accounts
with Expired
Passwords

Vulnerabilities
Count

Description

This query viewer displays the top 10 Admin Users with Non
Mulfi Factor Accesses to CDE.

This query viewer displays the top 10 files changed within the
last 24 hours.

This query viewer shows the top 10 hosts with the most
unsuccessful administrative logins.

This Query Viewer shows the top 10 policy violators.

This query viewer displays the top 10 products with failed logical
access attempfs

This query viewer displays the top 20 suspicious communication
between cardholder systems and public systems. Suspicious is
definedas protocols that are typically unencrypted

This query viewer shows the top 20 products with failed logical
access attempts.

This query viewer shows details about access to cardholder data
systems by unauthorized users.

This query viewer displays unauthorized direct access fo a
cardholder database. A user is not authorized fo access a
cardholder database directly unless identified as a database
administrator. Populate the Database Administrators active list
with the usernames of the database administrators inthe
organization

This query viewer displays accounts for which the password was
not changed for longer thanthe policy standard permits

This query viewer displays the number of vulnerabilities.

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight Solutions/CIP/Access
Control/

ArcSight
Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/Monitoring/

ArcSight Solutions/CIP/Access
Control/

ArcSight
Solutions/CIP/Cryptography/

ArcSight Solutions/CIP/Access

Control/

ArcSight Solutions/CIP/Access

Control/

ArcSight
Control/

Solutions/CIP/Access

ArcSight
Control/

Solutions/CIP/Access

ArcSight
Solutions/CIP/Vulnerability
Management/
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Reports

The following fable lists all the reports in Compliance Insight Package for the Payment Card Industry.

Reports Resources

Resource

Account
Creations

Account
Deletions

Account
Modifications

Activity by
Anonymous
Users

Activity by
Terminated
Users

Administrators
Activity

After Hours
Physica
Accesses

All Password
Change Events

Anonymous
Access to
Cardholder Data
Environment

Anfi-Virus
Disabled
Systems

Anti-Virus
Report -
Detailed

Anti-Virus
Update Failed

Description

This report shows all account creations.

This report shows all account deletions.

This report shows all account modifications.

This report shows any activity performed by anonymous users.

This report shows any activity performedby users who are
known to have been ferminated.

This report shows any activity performed by administrafive
accounts.

This report shows the physical access of a building after business
hours.

This report provides a list of all password change events, listedin
order of the time that they occurred

This report shows all anonymous access to the cardholder data
environment.

This report shows allincidents when the anti-virus soffware is
disabled.

This report shows a detailedlisting of anti-virus events (routine
mainfenance and remediation events) with high priority.

This report shows the number of fimes that anti-virus soffware
failedtoretrieve updates.

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight
Control/

Solutions/CIP/Access

ArcSight
Control/

Solutions/CIP/Access

ArcSight
Control/

Solutions/CIP/Access

ArcSight
Control/

Solutions/CIP/Access

ArcSight Solutions/CIP/Access

Control/

ArcSight
Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/Physical
Security/

ArcSight Solutions/CIP/Access
Control/

ArcSight Solutions/CIP/Access
Control/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/
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Reports Resources, continued

Resource

Anfi-Virus
Updates

Application
Configuration
Modifications

Asset
Compliance
Score

Audit Log
Cleared

Bluetooth
Protoco
Vulnerability
Detected

Cryptographic
Hash Algorithm
Related
Vulnerability
Detected

Cryptographic
PublicKey
Related
Vulnerability
Detected

Cryptographic
Symmetric Key
Related
Vulnerability
Detected

Cryptographic
Weak Protocol
Vulnerability
Detected

CVSS Score
Greater thanor
Equalto4

Custom
Accounts

Description

This report shows anti-virus soffware update events.

Shows any configuration modifications of any applicationona
systemon operations.

Default time window: Last 24 hours.

This report shows compliance scores for a selected asset. The
resulfs include all the controls that are supported by the solution
The AssetID parameter identifies the asset by ESM resource ID,
IP address, or host name.

This report shows allevents where anaudif log is cleared froma
host.

This report displays Bluetooth protocol related flaws reported by
vulnerability scanners.

This report displays cryptographic hash algorithm related flaws
reported by vulnerability scanners.

This report displays cryptrographic public key related flaws
reported by vulnerability scanners.

This report displays cryptographic symmetric key related flaws
reported by vulnerability scanners.

This report displays crypfrographic weak protocol related flaws
reported by vulnerability scanners.

This report displays vulnerabilities with a Common Vulnerability
Scoring System (CVSS) score greater than or equal 1o 4.

This report displays information about the use of development,
fest, or custom applications or user accounts outside of the test
or development environments.

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight Solutions/CIP/System
Hardening/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/Vulnerability
Management

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight Solutions/CIP/System
Hardening/
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Reports Resources, continued

Resource

Database
Configuration
Modifications

Default Vendor
Account Used
Successfully

Failed Logins

Failed Password
Changes

Failed Physical
Access Events

Firewall
Configuration
Modification
Summary

Firewall
Configuration
Modifications

Heartbleed
Vulnerability
Detected

High Risk
Vulnerability
Detecfed

Inactive User
Account
Detected

Information
System Failures

Insecure
Cryptography
Insecure Ports

Allowed

Insecure
Processes

Description

Shows database configuration changes.

This report displays successful default vendor account usage.

This report provides a listing of all failed logins of non-machine
users grouped by product and day.

This report displays failed password change events.

This report shows failed attfempts to enter a building

Shows several fop-level views related to firewall configuration
modifications.

Shows any configuration modifications of any firewal.

This report displays heartbleed related flaws reported by
vulnerability scanners.

This report displays high and very highrisk level flaws reported
by vulnerability scanners.

This report shows all user names that are in the Inactive
Accounfs active list.

This report shows allinformation systemfailure events.

This report shows cryptrography flaws reported by vulnerability
scanners.

This report displays successful insecure port access; for example

FTPor Telnet.

This report displays events with insecure processes.

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/Access
Control/

ArcSight Solutions/CIP/Access
Control/

ArcSight
Solutions/CIP/Physical
Security/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/System
Hardening/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight Solutions/CIP/Access
Control/

ArcSight
Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/Cryptography/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/System
Hardening/

Page 106 0of 121



Solutions Guide

Appendix B: Compliance Insight Package for the Payment Card Industry Resources by Type

Reports Resources, continued

Resource

Login Activity by
Inactive Users

Malware
Activities

Network Device
Configuration
Modifications

Non Mulfi Factor
Access to CDE
by Admin
Accounts

Open Ports by
Device

PCI DSS
Compliance
Score: Asset-
Control

Password
Expired

Policy Violations

Poodle
Vulnerability
Detected

Primary Account
Numbers
Detectedin
Clear Text

Spyware
Activities

SSLITLS 1.0
Detected

SSLITLS
Vulnerability
Detecfed

Description

This report shows login activity by users who are inthe Inactive
Accounts active list. The informationinthe report is in order of
the outcome of the login event.

This report shows an overview of malware activities (including
remediation).

Shows neftwork device configuration changes.

This report shows events indicating a non multifactor
authenticationto CDE by adminaccounts.

This report shows all ports that were passed by a firewall, as well
as the rule number that it friggered

This report shows asset compliance scores for the PCI DSS. The
compliance is reported per contfrol, per asset, in the following
format: 1 - compliant, O - non-compliant.

This report lists passwords that were not changed for longer
than the policy standard.

Provides a listing of events categorized by ArcSight as policy
violations.

This report displays poodle related flaws reported by
vulnerability scanners.

This report shows Network Infrusion Defection System (NIDS)
signafures that defected primary account numbers in clear text
onthe wire

This report shows an overview of spyware acfivities.

This report displays if SSL\TLS 1.0is supported based on
vulnerability scanner events.

This report displays SSL and TLS flaws reported by vulnerability
scanners.

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight Solutions/CIP/Access
Control/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight Solutions/CIP/System
Hardening/

ArcSight Solutions/CIP/Access
Control/

ArcSight
Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/Regulations/PCI
DSS/

ArcSight Solutions/CIP/Access
Control/

ArcSight
Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Privacy
Protection/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/
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Reports Resources, continued

Resource

Successfu
Disallowed Ports
Access

Successfu
Password
Changes

Time
Consistency
[ssues

TLSBREACH
Vulnerability
Detected

TLSCRIME
Vulnerability
Detected

Top 20 Insecure
Transmission of
Cardholder Data
Over Public
Networks

Weekly Trend -
Configuration
Maodification
Summary

Description

This report shows successful disallowed port access inthe
cardholder data environment and successful disallowed port
access froma wireless network infto the cardholder data
environment.

This report displays successful password change events.

This report displays alleventsinwhich there are clock
synchronizationissues between the deviceReceipt Time and
agentTime, or the event endTime and managerReceipt Time.
The report displays the connector (agent) information first and
then the device information.

This report retrieves TLS BREACH (Browser Reconnaissance
and Exfiltration via Adaptive Compression of Hypertext ) flaws
reported by vulnerability scanners.

This report retrieves TLS CRIME (Compression Ratio Info-leak
Made Easy)flaws reported by vulnerability scanners.

This report shows the fop 20 suspicious communications
between cardholder systems and public systems. Suspicious is
defined as protocols that are typically unencrypted.

Shows several top-level views related to configuration
modifications.

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight
Solutions/CIP/Network
Security/

ArcSight Solutions/CIP/Access
Control/

ArcSight
Solutions/CIP/Monitoring/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Vulnerability
Management/

ArcSight
Solutions/CIP/Cryptography/

ArcSight Solutions/CIP/System
Hardening/
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Rules

The following fable lists all the rules in Compliance Insight Package for the Payment Card Industry.

Rules Resources

Resource

Accesses to

Cardholder Data
Environment by
Identified Users

Account Deletion

Account
Lockouts

Anonymous User
Activity

Anti-Virus
Detected

Anfi-Virus Status:

Running or
Disabled

Anfi-Virus Status:

Updates or Scans

Audif Log
Cleared

Bluetooth
Profoco
Vulnerability

Description

This rule detects access to the cardholder data environment by an
identified user.

This rule detects account deletion events. When friggered, the rule
adds and deletes users from the appropriate active lists.

This rule detects account lockouts. If both source and destination assets
are empty, the username is reported as assef.

This rule triggers when events are detected in which source or
destination users cannot be atfributed fo an individual user.

This rule detects any events reported by anfi-virus products inyour
environment.

This rule triggers when any anti-virus activity is detected or whenan
anti-virus is disabled. Inthe latter case, the impact of the rule is
negative, oftherwise, the impact is positive

This rule triggers when an anti-virus update or scan success or failure is

detected, or whenananti-virus is disabled.

This rule triggers when an audit log is cleared from a host.

This rule detects Bluetooth flaws reported by vulnerability scanners.

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight
Solutions/CIP/Compliance
Scenarios/Monitoring/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/Compliance
Scenarios/Access
Control/

ArcSight
Solutions/CIP/Compliance
Scenarios/Access
Control/

ArcSight
Solutions/CIP/Compliance
Scenarios/Vulnerability
Management/

ArcSight
Solutions/CIP/Compliance
Scenarios/Vulnerability
Management/

ArcSight
Solutions/CIP/Compliance
Scenarios/Vulnerability
Management/

ArcSight
Solutions/CIP/Compliance
Scenarios/Monitoring/

ArcSight
Solutions/CIP/Compliance
Scenarios/Vulnerability
Management
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Rules Resources, continued

Resource

Broken
Authenfication
andSession
Management

Buffer Overflows

Cardholder Data
inDMZ

Clear Text
Password
Transmission

Creationand
Deletion of
Objects

Critical Network
Device
Configuration
Change

Critical Operating
System Change

Cross-Site
Request Forgery

Cross-Site
Scripting

Cryptographic
Hash Algorithm
Related
Vulnerability

Description

This rule detects authentication and session management flaws
reported by vulnerability scanners.

This rule triggers when buffer overflow flaws are detected by
vulnerability scanners.

This rule triggers when cardholder data assets are detectedinthe DMZ
segment.

This rule friggers when a clear text password fransmission is defected.

This rule detects object creations and deletions.

This rule triggers when a network device configuration change is
detectedandhas Very-High agent severity. Devices include:

Firewalls

VPNs

Network Equipment

Network Routings

NetworkIntrusion Detection Systems

This rule friggers when operating system change is detected on critica
assetandhas Very-High agent severity.

This rule detects cross-site request forgery vulnerabilities reported by
vulnerability scanners.

This rule detects cross-site scripting flaws reported by vulnerability
scanners.

Triggers when potential cryptographic hash algorithmrelated
vulnerability is detected.

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight
Solutions/CIP/Compliance
Scenarios/Vulnerability
Management/

ArcSight
Solutions/CIP/Compliance
Scenarios/Vulnerability
Management/

ArcSight
Solutions/CIP/Compliance
Scenarios/Network
Security/

ArcSight
Solutions/CIP/Compliance
Scenarios/Privacy
Protection/

ArcSight
Solutions/CIP/Compliance
Scenarios/Monitoring/

ArcSight
Solutions/CIP/Compliance
Scenarios/System
Hardening/

ArcSight
Solutions/CIP/Compliance
Scenarios/System
Hardening/

ArcSight
Solutions/CIP/Compliance
Scenarios/Vulnerability
Management/

ArcSight
Solutions/CIP/Compliance
Scenarios/Vulnerability
Management/

ArcSight
Solutions/CIP/Compliance
Scenarios/Vulnerability
Management/
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Rules Resources, continued

Resource

Cryptographic
PublicKey
Related
Vulnerability

Cryptographic
Symmetric Key
Related
Vulnerability

Cryptographic
Weak Protocol
Vulnerability

Custom Account
Detected

Default Vendor
Account Used
Successfully

Direct
Connections
betweenInternet
and Cardholder
Data
Environment

Event Time
Empty or Non-
empty

Events from
External-Facing
Technologies

Failed Logica
Access Attempts

Failed Physical
Access Attempt

Description

Triggers when potential cryptographic public key related vulnerability is
defected.

Triggers when potential cryptographic symmetric algorithmrelated
vulnerability is detected.

Triggers when potential cryptographic weak protocolalgorithmrelated
vulnerability is detected.

This rule detects the use of development, test, or custom application or
user accounts oufside of the test or development environments.

This rule identifies successful default vendor account usage.

This rule detects successful direct connection (inbound or outbound)
between the cardholder data environment and the Internet.

This rule triggers on every event. The impact of this rule is positive if the
event fime stampis present. Otherwise, the impact is negafive.

This rule detects events from external-facing technologies. By default,
this rule supports firewalls, Domain Name Servers, and network IDS/IPS
devices.

This rule detects failed logical access attempts.

This rule detects a failed physical access attempt.

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight
Solutions/CIP/Compliance
Scenarios/Vulnerability
Management/

ArcSight
Solutions/CIP/Compliance
Scenarios/Vulnerability
Management/

ArcSight
Solutions/CIP/Compliance
Scenarios/Vulnerability
Management/

ArcSight
Solutions/CIP/Compliance
Scenarios/System
Hardening/

ArcSight
Solutions/CIP/Compliance
Scenarios/System
Hardening/

ArcSight
Solutions/CIP/Compliance
Scenarios/Network
Security/

ArcSight
Solutions/CIP/Compliance
Scenarios/Monitoring/

ArcSight
Solutions/CIP/Compliance
Scenarios/Monitoring/

ArcSight
Solutions/CIP/Compliance
Scenarios/Access
Control/

ArcSight
Solutions/CIP/Compliance
Scenarios/Physical
Security/
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Rules Resources, continued

Resource

File Integrity Too
Detected

Heartbleed
Vulnerability

High Risk
Vulnerability
Detecfed

Identified User
Accountin Event

Identified User
Account Lockout

Implement a
DMZ

Improper Access
Conftrol

Improper Error
Handling

Inactive User
Account Activity

Information
System Failures

Injection Flaws

Description

This rule detects an event from a file infegrity tool.

This rule detects Heartbleed vulnerability reported by vulnerability
scanners.

This rule detects highrisk flaws reported by vulnerability scanners.

This rule triggers when anidentified user account is detectedin the
event.

This rule triggers when an account lockout event is detected and the
source or desfinafion username is not empty.

This rule identifies the existence of assets or zones that belong to the
DMZ category. This is done by performing the following. For zones that
belong fo the DMZ category, run the trend to search for events with
source or destination zones in the DMZ category. For assefs that
belong fo the DMZ category, runthe frend to get a list of assets that
belong tfo the DMZ category. See the Solution Guide for more details.

This rule detects access control flaws reported by vulnerability
scanners.

This rule triggers when error handling flaws reported by vulnerability
scanners are defected.

This rule detects successful activities by accounts that areinthe
Inactive Accounts acfive list.

This rule looks for information system failures.

This rule detects injection flaws reported by vulnerability scanners. For
example, SQL injection, OS Command Injection, LDAP and XPath
injection, and more

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight
Solutions/CIP/Compliance
Scenarios/Monitoring/

ArcSight
Solutions/CIP/Compliance
Scenarios/Vulnerability
Management/

ArcSight
Solutions/CIP/Compliance
Scenarios/Vulnerability
Management/

ArcSight
Solutions/CIP/Compliance
Scenarios/Monitoring/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/Compliance
Scenarios/Network
Security/

ArcSight
Solutions/CIP/Compliance
Scenarios/Access
Control/

ArcSight
Solutions/CIP/Compliance
Scenarios/Vulnerability
Management/

ArcSight
Solutions/CIP/Compliance
Scenarios/Access
Control/

ArcSight
Solutions/CIP/Compliance
Scenarios/Monitoring/

ArcSight
Solutions/CIP/Compliance
Scenarios/Vulnerability
Management/
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Rules Resources, continued

Resource

Insecure
Communications

Insecure
Cryptography

Insecure
Services,
Profocols or
Daemons
Detected

Insecure
Transmission of
Cardholder Data
Over Public
Networks

Internal IP access
from Internet info
DMZ

LLockout Duration

Malware or
Spyware
Detected

Misconfigurations

Multiple
Functions
Implemented on
aServer

Network DS
Detected

Description

This rule detects insecure communication flaws reported by
vulnerability scanners.

This rule detects cryptography flaws reported by vulnerability
scanners.

This rule detects insecure services, protocols, or daemons; for example,
Telnet or RSH.

This rule detects insecure transmission of sensitive cardnolder data
over the Internet.

This rule triggers wheninternal addresses successfully pass from the
Infernet info the DMZ.

This rule detects an unlock event of anidentified user account. If the
lockout durationis longer than 30 minufes, the impact of this rule is
positive, otherwise, the impact is negative. If both source and
destination assets are empty, the username is reported as asset.

This rule friggers when a spyware or malware activity is reported by
either an Infrusion Detection System (IDS) or an anti-virus application.

This rule detects misconfiguration flaws reported by vulnerability
scanners.

This rule triggers when an asset with multiple functionality is detected,

for example, a database and Web server installed on the same machine

This rule detects an event categorized as originating froma network
Infrusion Detection System (IDS) or Intrusion Protection System (IPS).

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight
Solutions/CIP/Compliance
Scenarios/Vulnerability
Management/

ArcSight
Solutions/CIP/Compliance
Scenarios/Cryptography/

ArcSight
Solutions/CIP/Compliance
Scenarios/System
Hardening/

ArcSight
Solutions/CIP/Compliance
Scenarios/Cryptography/

ArcSight
Solutions/CIP/Compliance
Scenarios/Network
Security/

ArcSight
Solutions/CIP/Compliance
Scenarios/Access
Control/

ArcSight
Solutions/CIP/Compliance
Scenarios/Vulnerability
Management/

ArcSight
Solutions/CIP/Compliance
Scenarios/Vulnerability
Management/

ArcSight
Solutions/CIP/Compliance
Scenarios/System
Hardening/

ArcSight
Solutions/CIP/Compliance
Scenarios/Network
Security/
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Rules Resources, continued

Resource Description URI

New Database This rule triggers when new database servers are detectedin the ArcSight

Server Defected  device (database servers that do not belong to the Dafabase Solutions/CIP/General/
in Device category).

New Database This rule triggers when new database servers are detectedin the ArcSight

Server Detected  source or destination (database servers that do not belong to the Solutions/CIP/General/
in Source or Database category).

Destination

New Domain This rule triggers when new Domain Name Servers are defectedinthe  ArcSight

Name Server device (Domain Name Servers that do nof belong to the DomainName ~ Solutions/CIP/General/
Detectedin Server category).

Device

New Domain This rule detects new Domain Name Servers in the source or ArcSight

Name Server destination (Domain Name Servers that do not belong fo the Domain ~ Solutions/CIP/General/
Detectedin Name Server category).

Source or

Destination

New WebServer  This rule friggers when new Web servers are detected in the device ArcSight

Detectedin (Webservers that do not belong to the Web Server category). Solutions/CIP/General/
Device

New WebServer  This rule triggers when new Web servers are detectedinthe sourceor ~ ArcSight

Detectedin destination (Web servers that do not belong to the Web Server Solutions/CIP/General/
Source or category).

Destination

Non-empty This rule detects events with a non-empty origination. ArcSight

Origination of Solutions/CIP/Compliance
Event Scenarios/Monitoring/

NonMultiFactor  This Rule detects events indicating a non multifactor authenticationto ~ ArcSight

Accessto CDE by  CDE by admin accounts. Solutions/CIP/Compliance

Admin Account Scenarios/Access
Control/

PCIDSS This rule defects compliance scenario events that are mapped to PCI ArcSight

DSS controls, and updates the compliance score of the reported assets.  Solutions/CIP/Regulation
If some of the reported assets are not relevant for PCI DSS regulation, a Rules/

special active list can be used tolimit the rule to a specific set of assets;

for example, by network zone.

Password This rule detects successful password change events and password ArcSight

Management: expiration events. Instead of reporting the asset for the compliance Solutions/CIP/Compliance
Successful stafus, the username is used. Scenarios/Access

Changes or Control/

Expirations
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Rules Resources, continued

Resource

Penetration
Testing not
Performed for
Longer than
Policy Standard

Personal Firewall

Physical Access
Events

Policy Violations

Poodle
Vulnerability

Primary Account
Numbers
DetectedinClear
Text

Primary Account
Numbers
Detectedin
Testingor
Development
Environment

Private IP
Protected From
Disclosure

Security Patch
Missing

SSLITLS 1.0
Detected

Description

This rule detects when penetration testing was not Performed for
Longer than Policy Standard

This rule triggers when events reported by a personal firewall are
detected.

This rule defects a physicalaccess attempt.

This rule looks for policy violations.

This rule detects POODLE vulnerability reported by vulnerability
scanners.

This rule triggers when primary account numbers are identified on the
wire as detected by a Network Infrusion Detection System (NIDS).

This rule triggers when a Primary Account Number (PAN)is defectedin
clear text inthe testing or development environment.

This rule detects the use of an RFC1918 address.

This rule detects events in which vulnerability scanners report a missing
security pafch

This rule detects if SSL\TLS 1.0 is supported based on vulnerability
scanner events,

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight
Solutions/CIP/Compliance
Scenarios/Vulnerability
Management/

ArcSight
Solutions/CIP/Compliance
Scenarios/Network
Security/

ArcSight
Solutions/CIP/Compliance
Scenarios/Physical
Security/

ArcSight
Solutions/CIP/Compliance
Scenarios/Monitoring/

ArcSight
Solutions/CIP/Compliance
Scenarios/Vulnerability
Management/

ArcSight
Solutions/CIP/Compliance
Scenarios/Privacy
Protection/

ArcSight
Solutions/CIP/Compliance
Scenarios/Privacy
Protection/

ArcSight
Solutions/CIP/Compliance
Scenarios/Network
Security/

ArcSight
Solutions/CIP/Compliance
Scenarios/Vulnerability
Management/

ArcSight
Solutions/CIP/Compliance
Scenarios/Vulnerability
Management/
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Rules Resources, continued

Resource

SSLITLS
Vulnerability

Success or Failure
Indicationin
Event

Successfu
Disallowed Ports
Access from
Wireless into
Cardholder Data
Environment

Successfu
Disallowed Ports
Accessin
Cardholder Data
Environment

Successful Login
by Active
Account

Successfu
Password
Change

Successful Traffic
fromInternet into
non-DMZ
Destination

Successfu
Unauthorized
Traffic from
Cardholder Data
Environment to
Internet

Terminated User
Activity

Test Accountin
Production
Environment

Description

This rule detects SSL and TLS flaws reported by vulnerability scanners.

This rule triggers when a success or failure indication is detected in the

event.

This rule detects successful disallowed port access from a wireless
nefworkinfo the cardholder data environment.

This rule triggers when communication with a forbidden destination port

withinthe cardholder data environment is allowed (inbound or
outbound).

This rule detects successful logins fromactive accounts (users)and
puts the account informationinthe Active Accounts active list.

This rule detects successful password change events and inserts the
username info the Password Changes active list.

This rule detects successful inbound Infernet fraffic to any destination
outside the DMZ segment.

This rule detects unauthorized outbound traffic from the cardholder
data environment to the Infernet.

This rule detects any activity of user accounts that have been
ferminated and placedinthe Terminated Users active list.

This rule detects the use of a fest user in the production environment.

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight
Solutions/CIP/Compliance
Scenarios/Vulnerability
Management/

ArcSight
Solutions/CIP/Compliance
Scenarios/Monitoring/

ArcSight
Solutions/CIP/Compliance
Scenarios/Network
Security/

ArcSight
Solutions/CIP/Compliance
Scenarios/Network
Security/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/General/

ArcSight
Solutions/CIP/Compliance
Scenarios/Network
Security/

ArcSight
Solutions/CIP/Compliance
Scenarios/Network
Security/

ArcSight
Solutions/CIP/Compliance
Scenarios/Access
Control/

ArcSight
Solutions/CIP/Compliance
Scenarios/Access
Control/
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Rules Resources, continued

Resource

Time Consistency
[ssues

TLSBREACH
Vulnerability

TLSCRIME
Vulnerability

Unauthorized
Access Point
Detected

Unauthorized
Access fo
Cardholder Data

Unauthorized
Direct Cardholder
Database Access

Unencrypfed
Non-Console
Administrative
Access Detected

Unnecessary
Functionality
Detected

Description

This rule detects a clock or fime related problem.

This rule detects if TLS BREACH (Browser Reconnaissance and
Exfiltration via Adaptive Compression of Hypertext ) vulnerability
reported by vulnerability scanners.

This rule detects if TLS CRIME (Compression Ratio Info-leak Made
Easy)vulnerability reported by vulnerability scanners.

This rule triggers when an unauthorized access point is detectedin the
neftwork.

This rule defects an unauthorized access to the cardholder data
environment.

This rule detects unauthorized direct access to a cardholder database.
A user is not authorized fo access a cardholder database directly unless
identified as database administrator. Populate the Database
Administrators active list with the usernames of the database
administrators in the organization

This rule detects the use of clear text protocols (HTTP, Telnet) for
adminisfrative account access.

This rule triggers when database servers, Web servers, and Domain
Name Servers that do not belong to a corresponding asset category
are detected These servers are identified as an unnecessary
functionality within the organizational network.

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight
Solutions/CIP/Compliance
Scenarios/Monitoring/

ArcSight
Solutions/CIP/Compliance
Scenarios/Vulnerability
Management/

ArcSight
Solutions/CIP/Compliance
Scenarios/Vulnerability
Management/

ArcSight
Solutions/CIP/Compliance
Scenarios/Network
Security/

ArcSight
Solutions/CIP/Compliance
Scenarios/Access
Control/

ArcSight
Solutions/CIP/Compliance
Scenarios/Access
Control/

ArcSight
Solutions/CIP/Compliance
Scenarios/System
Hardening/

ArcSight
Solutions/CIP/Compliance
Scenarios/System
Hardening/
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Rules Resources, continued

Resource

User Account
Expired

Vulnerability
Scans

Wireless
Encryption
Violationin
Cardholder Data
Environment
Detected

Trends

Description

This rule triggers every time an enfry ages out of the Active Accounts
active list. This happens when anaccount has beeninactive for more

URI

ArcSight
Solutions/CIP/General/

than the amount of tfime specified in the time-to-live of this active list.

This rule detects vulnerability scans.

This rule triggers when a wireless Intrusion Detection System (IDS)
reports a wireless traffic encryption violation in the cardholder data

environment.

ArcSight
Solutions/CIP/Compliance
Scenarios/Vulnerability
Management/

ArcSight
Solutions/CIP/Compliance
Scenarios/Cryptography/

The following table lists all the trends in Compliance Insight Package for the Payment Card Industry.

Trends Resources

Resource

Compliance
Scenario
Correlation
Events

Configuration
Changes

DMZ Assetfs

DMZ Zones

PCIDSS
Compliance
Score Sum

Description

This trend stores chosen fields from compliance scenario
correlation events.

Collects hourly data using the Configuration Changes Trend
Base query. Used by other queries to show configuration
changes.

This frend checks whether at least one asset that belongs fo the
DMZ category was defected during the last 24 hours.

This trend checks whether af least one zone that belongs to the
DMZ category was detected during the last 24 hours.

This trend stores PCI DSS compliance and non-compliance score
summation for all confrol-asset pairs in the system. This data is
usedto build the top level compliance and non-compliance status
reports for the PCI DSS regulation.

Micro Focus ESM CIP for PCI (4.1)

URI

ArcSight
Solutions/CIP/General/

ArcSight Solutions/CIP/System
Hardening/

ArcSight
Solutions/CIP/Network
Security/

ArcSight
Solutions/CIP/Network
Security/

ArcSight
Solutions/CIP/Regulations/PCI
DSS/
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Trends Resources, continued

Resource

PCI DSS
Maximal Assef
Compliance
Score

PCIDSS
Maximal Asset
Compliance
Score:
Requirement

PCIDSS
Maximal Asset
Non-Compliance
Score

PCIDSS
Maximal Asset
Non-Compliance
Score:
Requirement

PCI DSS Number
of Assets

Password
Expired

Description

This frend stores the maximum potential PCI DSS compliance
score for a single asset.

This trend stores the maximum potential PCI DSS compliance
score for a single asset, for each PCI DSS requirement.

This tfrend stores the maximum potential PCI DSS non-
compliance score for a single asset.

This trend stores the maximum potential PCI DSS non-
compliance score for a single asset, for each PCI DSS
requirement.

This trend stores the number of assets for the PCI DSS
regulation. This number includes allassets that were reported
compliant or non-compliant for at least one PCI DSS control.

This frend stores all events in the last month of accounts for
which the password was not changed for longer than the policy
standard permifs.

Use Cases

URI

ArcSight
Solutions/CIP/Regulations/PCI
DSS/

ArcSight
Solutions/CIP/Regulations/PCI
DSS/

ArcSight
Solutions/CIP/Regulations/PCI
DSS/

ArcSight
Solutions/CIP/Regulations/PCI
DSS/

ArcSight
Solutions/CIP/Regulations/PCI
DSS/

ArcSight Solutions/CIP/Access
Control/

The following fable lists all the use cases in Compliance Insight Package for the Payment Card Industry.

Use Cases Resources

Resource Description URI
Access This use case provides a high-level overview of resources that belong to the Access ArcSight
Control Controldomain. Solutions/CIP/
Cryptography  This use case provides a high-level overview of resources that belong to the ArcSight
Cryptography domain. Solutions/CIP/
General This use case provides a high-level overview of cross-domain resources. These resources  ArcSight
do not belong o a specific domain and may be used by various compliance scenarios. Solutions/CIP/
Monitoring This use case provides a high-level overview of resources that belong o the Monitoring ArcSight
domain. Solutions/CIP/

Micro Focus ESM CIP for PCI (4.1)
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Use Cases Resources, continued

Resource

Network
Security

PCI DSS
Compliance
Status

Physica
Security

Privacy
Protection

System
Hardening

Vulnerability
Management

Micro Focus ESM CIP for PCI (4.1)

Description

This use case provides a high-level overview of resources that belong to the Network

Security domain.

This use case provides a high-level overview of PCI DSS compliance.

This use case provides a high-level overview of resources that belong o the Physica

Security domain.

This use case provides a high-level overview of resources that belong to the Privacy

Protection domain.

This use case provides a high-level overview of resources that belong o the System

Hardening domain

This use case provides a high-level overview of resources that belong to the VVulnerability

Management domain.

URI

ArcSight
Solutions/CIP/

ArcSight
Solutions/CIP/

ArcSight
Solutions/CIP/

ArcSight
Solutions/CIP/

ArcSight
Solutions/CIP/

ArcSight
Solutions/CIP/
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Send Documentation Feedback

If you have comments about this document, you can confact the documentation team by email. If an email
clientis configured on this system, click the link above and an email window opens with the following
information in the subject line:

Feedback on Solutions Guide (ESM CIP for PCl 4.1)
Justadd your feedback o the email and click send.

If no email client is available, copy the information above to a new message in a web mail client, and send
your feedback fo arcsight_doc@microfocus.com.

We appreciate your feedback!
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