opentext-

Client for Open Enterprise Server
User Guide

May 2023




Legal Notices

Copyright 2023 Open Text.

The only warranties for products and services of Open Text and its affiliates and licensors (“Open Text”) are as may be set
forth in the express warranty statements accompanying such products and services. Nothing herein should be construed as
constituting an additional warranty. Open Text shall not be liable for technical or editorial errors or omissions contained
herein. The information contained herein is subject to change without notice.



Contents

About This Guide

1 Using the Client for Open Enterprise Server

11
1.2

1.3
1.4
1.5
1.6
1.7
1.8
1.9

1.10
1.11
1.12

How Do | Use the Client Tray Application Menu? ....... ... ... i
Logging Intothe Network .. ... .. o e e e e
1.2.1  Logging In to the Network With Advanced Authentication Enabled ..................
1.2.2  Running Novell Login Scripts During Login ...t
Logging Out of a Network Location (Server or Tree) .......coiiiiiit ittt

Viewing Your Network Connections. .. ...ttt e et et et et e e
Mapping NetWOrk DFIVES . . ..ottt ettt e e et e e e et et
Disconnecting a Mapped Drive. . ... ..ottt i e e
OES Ut ltiES « v v vt ettt e e e e e e e e e e
Configuring Your User ACCOUNT. . ..ottt e ettt et et ettt et ettt e et
Creating a Customized List of Browseable Paths. . ....... ... .. ... . ...

1.9.1 AddingaBrowseable Path........ ... ... .. . . e
1.9.2 UsingaBrowseable Path ......... ... .. i i i
Configuring the Client Tray Application lcon . . ... .. i i e e

Updating the Client for Open Enterprise Server . . .......oo ittt eieiae e
Configuring Client Properties . ... e e et et e et e e

2 Using OES Utilities

2.1
2.2

2.3

2.4

2.5

2.6

Copying Filesto orfromaVolume . ... ... . i e e e
Assigning Rights to Volumes, Files, and Directories ... ...t
221 Limiting Access to My Files and Directories ... ...t iin i,
Setting Inherited Rights and Filters . ......... . i i et ee e
Viewing and Setting Object Properties . ... i e e e
2.4.1  Viewing and Setting File and Folder Properties.. ...t ...
2,42 Viewing Volume Properties . . . ..ottt e e
Salvaging and Purging Deleted Files. . . .. ... it
2.5.1 Salvaging Deleted Files. .. ... . u it e e
2.5.2 Purging Deleted Files . ... ..o e e
2.5.3  Salvage and PUIge ErTOrS . ..o u ittt ettt ettt et et e
Sending a Broadcast MeSSage . ... vv vttt e

3 Configuring Your User Account

3.1
3.2
3.3
3.4
3.5
3.6

Viewing Personal Information ...... .. ... i e
Viewing Work Information .. ... . e
Displaying Mailing Information. . . ... .. e
Editing Your LOogin SCript . ..o oottt e e
Configuring Login Account Information. . ... ... ... i e
Changing Your Network Password . . ...t e e e et et e e e

3.6.1 Using the Client Tray Application Menu to Change Your Network Password ...........
3.6.2 Using Ctrl+Alt+Delete to Change Your Network Password ..........................

Contents

19

19
22
24
24
26
26
28
30
30
31
32
34

3



3.7
3.8
3.9

3.6.3 Using the Client Tray Application Menu to Change Password When Advanced Authentication

IS ENabled ... e e 42
Viewing Group Memberships . .. ... e 43
Challenge/Response Administration ... .........ouu ettt eeas 44
Managing Your Login Profiles . . ... ... e 45
3.9.1 Creatinga Login Profile ........ ... i e e 45
3.9.2 ViewingorEditinga Llogin Profile . ....... ... .. i 46
3.9.3  Removingalogin Profile . ... ... i e 47
3.9.4  Enabling the Use of DHCP In a Personal Login Profile.. .. ........................... 47

A Documentation Updates 49



About This Guide

This guide describes how to use the Client for Open Enterprise Server for Windows features available
in the Client notification area. This guide contains the following sections:

¢ Chapter 1, “Using the Client for Open Enterprise Server,” on page 7

+ Chapter 2, “Using OES Utilities,” on page 19

+ Chapter 3, “Configuring Your User Account,” on page 35
Audience

This guide is intended for users of the Client for Open Enterprise Server.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation enter your comments there.

Documentation Updates

For the latest version of this documentation, see the Client for Open Enterprise Server online
documentation (https://www.microfocus.com/documentation/client-for-open-enterprise-server/2-
sp6/).

Additional Documentation

For information on installing the Client for Open Enterprise Server, see the Client for Open Enterprise
Server Installation Quick Start.

For information on administering the Client for Open Enterprise Server, see the Client for Open
Enterprise Server Administration Guide.

For information on login scripts, see the Novell Login Scripts Guide.

About This Guide
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1.1

Using the Client for Open Enterprise Server

The Client for Open Enterprise Server software extends the capabilities of Windows 11, Windows 10,
Windows 8, and Windows 7 workstation, Windows 2012 server, Windows 2016 server, Windows
2019 server, and Windows 2022 server desktops by providing access to NetWare® and Open
Enterprise Server (OES). When installed on Windows 11, Windows 10, Windows 8, or Windows 7
workstations, Windows 2012 servers, Windows 2016 servers, Windows 2019 servers, or Windows
2022 servers, the Client lets you enjoy the full range of OES services, such as authentication via
eDirectory™, network browsing and service resolution, and secure and reliable file system access.
The Client for Open Enterprise Server supports the Novell traditional NCP™ protocol.

For information on installing the Client for Open Enterprise Server, see the Client for Open Enterprise
Server Installation Quick Start.

This section contains the following information:

¢ Section 1.1, “How Do | Use the Client Tray Application Menu?,” on page 7
¢ Section 1.2, “Logging In to the Network,” on page 9

+ Section 1.3, “Logging Out of a Network Location (Server or Tree),” on page 11
¢ Section 1.4, “Viewing Your Network Connections,” on page 12

+ Section 1.5, “Mapping Network Drives,” on page 12

+ Section 1.6, “Disconnecting a Mapped Drive,” on page 13

+ Section 1.7, “OES Utilities,” on page 14

+ Section 1.8, “Configuring Your User Account,” on page 14

+ Section 1.9, “Creating a Customized List of Browseable Paths,” on page 14
+ Section 1.10, “Configuring the Client Tray Application lIcon,” on page 15

¢ Section 1.11, “Updating the Client for Open Enterprise Server,” on page 16
+ Section 1.12, “Configuring Client Properties,” on page 17

How Do | Use the Client Tray Application Menu?

Many of the Client for Open Enterprise features are available when you right-click the Client Tray

Application I8l icon in the notification area of the taskbar, located in the bottom right portion of your
screen.

Figure 1-1 Icon in the Notification Area of the Taskbar

ENG 342PM
IN  5/25/2023

A F & g

Right-clicking a Network folder also displays a menu of workstation features, where Client features
are preceded by an I8l logo.

Using the Client for Open Enterprise Server
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Figure 1-2 Sample Network Folder Right-Click Menu

Open
Open in new window
Pin to Quick access
Eﬂ Scan with Microsoft Defender...

Restore previous versions

OES Copy...

OES Map Metwork Drive...

Salvage Files...
Purge Files...

Trustee Rights...
Inherited Rights and Filters...

Pin to Start

Send to >

Cut
Copy

Create shortcut
Delete

Rename

Properties

Right-click I8l in the taskbar to see the following menu:

Figure 1-3 Tray Application Menu

OES Login...
COES Connections...

OES Map Metwork Drive...
Disconnect Metwork Drive...

OES Utilities 3
User Administration for 3
Browse To 3

Configure Systemn Tray Icon...
Update Client

Client Documentation and Help

Client Properties...

The I8l icon is automatically added to the notification area when you install the Client. If the Client
tray icon is removed from the notification area for any reason, you can restore it by double-clicking
C:\Program Files\Novell\Client\nwtray.exe in Windows Explorer.

Using the Client for Open Enterprise Server



1.2 Logging In to the Network

1.2.1

When you log in to the network, you gain access to directories and files as well as other services
provided by OES servers. Your network administrator should provide you with the required
information so that you can log in.

1 Right-click [, then click OES Login.

2 Type your username and password, then click Advanced.

Client for Open Enterprise Server Login X

opentext” | | Client for Open Enterprise Server

Username: | | |

Password: | |

Did you forget vour password?

eDirectory  Seript  NMAS  802.1X

Tree: | ~ | Trees
Context: | e | Contexts
Server: | ~ | Servers

Cancel Advanced <<

3 Specify the tree, context, and server information for the server you want to connect to.

You can type a DNS name or an IP address for the server. See your network administrator for
this information.

If your network has SLP set up, you can browse a list of available trees, contexts, and servers by
clicking their associated buttons.

4 (Optional) To run login scripts during this login session, click the Script tab, then select the
options needed to run the login scripts.

For more information on login scripts, see Section 1.2.2, “Running Novell Login Scripts During
Login,” on page 11.

5 Click OK to log in to the server specified in Step 3.

Logging In to the Network With Advanced Authentication
Enabled

If Advanced Authentication Client is enabled to be used during eDirectory login, when a network
login is attempted from the desktop, the Client for Open Enterprise Server presents an additional
tab, Advanced, in the eDirectory login dialog. On this tab you can specify the Advanced
Authentication user and server information.

Using the Client for Open Enterprise Server
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opentext | [7] Client for Open Enterprise Server

Username: aauserl

eDirsctory Scrpt  Advanced Authertication  NMAS

Advanced Authentication Logon Information:

Username: userl
Repository: SPTREE
Server: 10.71.98.198

oK Cancel Advanced <<

If a separate username is not specified, the eDirectory username that was specified is used as the
default Advanced Authentication username.

Proceeding with the login provides an interface for Advanced Authentication logon based on the
Advanced Authentication method configured for your account.

i
Bet
1

NIDHI\ediruser

Enter password

MNext

Upon successful Advanced Authentication logon, the network login proceeds transparently.

Using the Client for Open Enterprise Server



1.2.2 Running Novell Login Scripts During Login

When you successfully log in to the network, one or more login scripts are executed. Login scripts
can be used to automatically map drives and search drives to directories, display messages, set
environment variables, and execute programs or menus.

You can specify whether login scripts are run, whether the results are displayed, and whether the

login window is automatically closed during login. In addition, if the login script uses the %2, %3, %4,

or %5 variables, you can set these variables by clicking the Variables button.

Figure 1-4 Script Tab on the Novell Login Dialog Box

opentext” | [[] Client for Open Enterprise Server

Username: | admin |
Password: | |
Did you forget your password? |

eDirectory  Script  NMAS  802.1X
Run scripts Variables. .. |
Display results window
Cloze automatically

Login script: | <DEFAULT > v|
Profile script: | <DEFAULT> |
|
oK Cancel Advanced <<

Your network administrator should provide information on whether to use login scripts and, if so,
which login scripts to use.

For additional information on setting up login scripts, see the Novell Login Scripts Guide.

1.3 Logging Out of a Network Location (Server or Tree)

1 Right-click [, then click OES Connections.

2 Select the server or tree that you want to log out of.

NOTE: Logging out of a tree logs you out of all resources on that tree.

3 Click Detach, then click Close.

Using the Client for Open Enterprise Server
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1.4 Viewing Your Network Connections

OES Connections allows you to see what servers and trees you are logged in to. You can refresh
connections, set a specific tree as your primary connection, or log out of a tree or server.

1 Right-click [Hl, then click OES Connections.

OES Connections

‘You are attached to the following:

Resource User Name Conn Mo.  Authentication St...  eDirectory Tree Trans Type
P =5E5105P4_TREE  CN=admin
E *SLES105P4 CN=admin 12 eDirectory Services  SLES105P4 TREE IP

SetPrimary] [ Refresh

2 Do any of the following:

+ Set a connection as the primary connection: Select the server you want to set as the
primary connection, then click Set Primary.

+ Refresh a connection: Select the connection that you want to refresh, then click Refresh.

+ Disconnect from a connection: Select the connection you want to detach from, then click
Detach.

3 Click Close.

1.5 Mapping Network Drives

When you map a drive, you create a connection to a drive on the network. After the drive is
mapped, you can use it like a local hard disk, provided you have sufficient rights on the drive. You can
map to a specific folder on the drive or to the root of the drive.

1 Right-click [, then click OES Map Network Drive.

Using the Client for Open Enterprise Server



Aggign a network folder or volume to & drive letter on your workstation,

Choose the drive letter to map;

EE - [ -

Enter the netwark. path to the resource: Digconnect

-

Browse
Enter your network username:;

[Leave blank to use your Windows usemare)

[7] Check to make folder appear as the top most level
[7] Check ta always map this drive letter when you start Windows

[ Map Search Drive Path Environment " ariable Insertion Point
Put search dive at beginning of path

(@ Put search dive at end of path

Close

2 Select the drive letter you want to use for the network connection.
3 Specify the path to the directory you want to map.
The path can be in either of these formats:
Universal Naming Convention format: \\server\volume\directory\subdirectory

OES format: server\volume:\directory\subdirectory

NOTE: A volume is a segment of a server. The volumes of a server display next to folder icons
when you double-click a server.

You can also click the Browse button and locate the directory you want to map.

4 (Optional) To reestablish this drive mapping the next time you log in, select Check to always map
this drive letter when you start Windows.

TIP: To prevent the automatic drive mapping in the next log in, disconnect the mapped drive.

5 (Optional) Select Map Search Drive if you want to specify the drive as a search drive.

If you select Map Search Drive, you can choose whether this mapping should be at the
beginning or the end of the path.

6 Click Map.

1.6 Disconnecting a Mapped Drive

1 Right-click B > Disconnect Network Drive.

Using the Client for Open Enterprise Server 13
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1.7

1.8

1.9

oo I

Select the network drive(s) you want to disconnect, then click OK.

Metwork Drives:

Name

SYS (WLIMUX-6A0E) (E:) _ ADMN [MLINUX-6A08) (M:)

S - - I~ J

492 GB free of 7.72 GB

55 (WLINUK-6A0E) (R:)
Ty — |

] 492 GB free of 7.72 GB

0 bytes free of 0 bytes

2 Select the drives that you want to disconnect.
Shift+click or Ctrl+click to select more than one drive.

3 Click OK to disconnect the selected drives.

OES Utilities

You can access various OES utilities, such as OES Copy, Salvage, Purge, and Inherited Rights and

Filters, by selecting the OES Utilities option on the I8l menu. For more detailed information, see
Chapter 2, “Using OES Utilities,” on page 19.

Configuring Your User Account

You can view or configure various aspects of your user account by selecting the User Administration

for option on the Bl menu. For more detailed information on these options, see Chapter 3,
“Configuring Your User Account,” on page 35.

Creating a Customized List of Browseable Paths

You can use the Browse To feature to create a customized list of browseable paths. If you often use
the same locations on the network, you can add these locations to your paths list. Then, when you
need to go to one of those locations, you can select it from the list rather than browsing the network
to find the location.

Browseable paths let you quickly access frequently used files without mapping drives every time you
log in. Too many mapped drives can considerably lengthen the time it takes to log in. Browseable
paths also help you find those locations you use frequently but don’t normally map to, as well as
those that you use infrequently and can never remember.

Using the Client for Open Enterprise Server



1.9.1 Adding a Browseable Path

1 Right-click [Hl, then click Browse To > Edit Browseable Path.

Set the UNC paths that display in the Browse To pop-up menu available
when you right-click the Client system tray icon.

Add this path:

List of entered paths:

To remove a path, dick it then dick Remove.

Remove

Close

2 Specify the path that you want to add.
If you’re unsure of the path, browse the network until you find the location you want to add.
3 Click Add.

The locations you add are automatically added to the Browse To menu.

1.9.2 Using a Browseable Path

1 Right-click [Hl, then click Browse To.
2 Click the path you want to access.
You can also select from the following options:

Computer: Opens the Windows Computer folder. The Computer folder gives you access to
locations such as your hard drive, CD or DVD drives, removable media, and network locations
that are connected to your computer. You can also access other devices connected to your
computer, such as external hard drives and digital cameras.

Network: Opens the Windows Network folder. The Network folder gives you access to
computers and devices on your network. You can view the contents of network computers and
find shared files and folders. You can also view and install network devices, such as printers.

1.10 Configuring the Client Tray Application Icon

You can configure the I8l icon so the features you use most often are available by double-clicking or
by pressing Shift when you double-click the icon. By default, double-clicking the icon opens the
Windows 7 Network dialog box. Pressing Shift when you double-click the icon opens the OES Map
Network Drive dialog box.

1 Right-click [Hl, then click Configure System Tray Icon.

Using the Client for Open Enterprise Server 15
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Specify what happens when you double-dick the
Client system tray icon.

Double-Click opens:
[Network A ]

Shift + Double-Click opens:
[OES Map Metwork Drive v]

[ OK ] [ Cancel ]

2 Click the drop-down lists to display the functions that can be configured, then select the
function you want.

3 Click OK.

1.11 Updating the Client for Open Enterprise Server

The Client software and properties can be updated at any time specified by your administrator. You
can run the Client Update Agent either automatically without intervention, or manually by selecting

Update Client from the [Bl menu.

For more information on enabling Client updates, see Update Agent Settings in the Client for Open
Enterprise Server Administration Guide.

1 Right-click [Hl, then click Update Client.

2 If a Client update is available, you see a message displaying the currently installed version of the
Client and the new version of the Client.

i Novell Automatic Client Upgra.del @

\-.I A newer version of the Novell Client Software is available.

Currently installed:

Movell Client 5P1 for Windows Vista
Mew version:

Movell Client 2 for Windows Vista/2008

Would you like to upgrade the Client to the newer version?

Ve ] [ No ]

3 Click Yes, then follow the online instructions to update the Client.

The Client Installation runs, your workstation reboots, and you are prompted to log in by using
the OES Network login tile.

If no Client updates are available, you see a message saying that the Client for Open Enterprise
Server does not need to be updated.

Using the Client for Open Enterprise Server
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1.12 Configuring Client Properties

1 Right-click [El, then click Client Properties.

El

LDAP Contextless Login Mame Services
Service Location  Advanced Settings  Advanced Menu Settings
Cliert  System Login Profles ~ Advanced Login  Update Agent

Product name: Client for Open Enterprise Server 2 SP7
(rR2)

oK Cancel

2 Use the options in the Client Configuration dialog box to configure the way the Client works in
your network.

Do not change any properties without first contacting your network administrator. Changing
properties can damage the performance of your network connections and can prevent you
from logging in to the network.

For more detailed information, see Setting Client Properties in the Client for Open Enterprise
Server Administration Guide.

3 Click OK to close the dialog box.

Using the Client for Open Enterprise Server 17
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2.1

Using OES Utilities

You can access various OES utilities by selecting the OES Utilities option from the [Bl menu. The
options on the submenu let you do the following:

+ Section 2.1, “Copying Files to or from a Volume,” on page 19

*

Section 2.2, “Assigning Rights to Volumes, Files, and Directories,” on page 22

*

Section 2.3, “Setting Inherited Rights and Filters,” on page 24

*

Section 2.4, “Viewing and Setting Object Properties,” on page 26

*

Section 2.5, “Salvaging and Purging Deleted Files,” on page 30

*

Section 2.6, “Sending a Broadcast Message,” on page 34

Copying Files to or from a Volume

The OES Copy utility lets you copy files or folders to or from any location you have access to on the
network to another network location.

For example, you can use OES Copy to keep two directories synchronized and to preserve OES
attributes during a copy.

OES Copy is especially useful if you want to back up your data to a server. Select the parent directory,
select OES Copy, and then select the Copy file only if newer check box. This copies only files that have
changed, which is a much quicker operation than copying the entire directory structure again.
1 Right-click [, then click OES Utilities > OES Copy.
2 Browse to and select the files or folders you want to copy.
3 Click OK.
The OES File Copy Utility dialog box appears.

Using OES Utilities 19
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OES File Copy Utility

Specify how a file will be copied, and the attributes the copied file
will have in its new location.

Cancel
Copy from | \\SLES105P4\W1\test
path:
Copy these files and folders:
|| config. txt -
Copy only files of these extension types:
To:
-
File Copy Options
(@) Keep attributes on copy [T copy file only if newer
() Modify attributes on copy [ copy file only if aiready exists

Copy subdirectories

OES File Attributes

Archive Needed Execute Only Read Only
Shareable Hidden System
Transactional Purge Immediate Delete Inhibit
Rename Inhibit Don't Migrate Immediate Compress

Don't Suballocate

Select the file copy options you want applied to the files you are copying.

Keep attributes on copy: Don’t change the file attributes when you copy the file. The file will
have the same attributes in the destination location that it has in the source directory.

Modify attributes on copy: Assign different attributes to the file after copying it than it has in
the source directory. Specify the attributes you want to assign to the file in the OES File
Attributes list.

Copy file only if newer: Copy the file to the destination directory only if the file you are copying
is newer than the file with the same name that already exists in the destination directory. If the
file does not exist in the destination directory, the file is copied to the destination directory.

Copy file only if already exists: Copy the file only if a file with the same name already exists in
the destination directory.

(Optional) Specify the attributes you want applied to the file.

You can specify attributes only if Modify attributes on copy is selected.

Using OES Utilities



Attribute

Description

Archive Needed

Marks the file so it is included if the directory is archived.

Shareable

Allows more than one user to access the file at the same time. This
attribute is usually used only on files with the Read Only attribute.

Transactional

Allows a file to be tracked and protected by the Transaction Tracking
System™ (TTS™) feature. TTS allows interrupted operations to be
backed out of the file, restoring it to an uncorrupted state. All
database files that need TTS protection should be marked with this
attribute.

+ Afile that is flagged Transactional cannot be deleted or renamed.

+ A file cannot be flagged Transactional while it is open.

+ The Modify right is required to flag a file as Transactional.

Rename Inhibit

Prevents the name of the file or folder from being changed.
¢ The Modify right is required to change this attribute.

+ A user with the Modify right can change this attribute and then
rename the file.

¢ This attribute is automatically set and removed when the Read
Only attribute is set or removed.

Don’t Suballocate

Previous versions of NetWare® worked with a fixed block size,
determined at the time of installation. The block size became the
smallest unit of storage on the file server’s hard disk. Generally, the
larger the block size, the better the throughput between file server
RAM and the hard disk. However, larger block sizes waste disk space.
OES subdivides a disk block into smaller suballocation units of 512
bytes. This ensures that disk space is used efficiently.

If you don’t want to use the suballocation units on the files you’re
copying, select Don’t Suballocate.

Execute Only

Permanently prevents files from being copied. Copy Inhibit prevents
Macintosh* users from copying a file. This attribute overrides Read
and File Scan trustee rights.

Hidden

Hides the volume, directory, or file from the DOS or 0S/2* DIR
command and prevents it from being deleted or copied The OES NDIR
command shows the file if the user has File Scan rights.

Using OES Utilities
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Attribute

Description

Purge Immediate

Specifies that this volume, directory, or file is immediately erased from
the system if it is deleted. Purged items cannot be recovered.

+ Normally, files deleted by users are saved by OES so they can be
salvaged (recovered).

+ Toview a list of deleted files in a directory and recover files, right-
click the directory name and click Salvage.

+ Normally, deleted files are saved until someone purges them or
the OES server runs out of disk allocation blocks on the volume.

* When a directory is flagged with the Purge Immediate attribute,
any file in that directory is purged when the directory is deleted.
Those files and directories can’t be recovered with the Salvage
option.

Don’t Migrate

Prevents files from being migrated.

Data migration takes files off the server and migrates them onto
another media such as a tape or a read/write optical disk. The
migrated files are still seen in the directory listing and can be retrieved
transparently to the user.

Read Only

Specifies that no one can write to this directory or file. When the Read
Only attribute is set or removed, OES also sets or removes the Delete
Inhibit and Rename Inhibit attributes. A user can’t write to, erase, or
rename a directory or file when Read Only is selected.

System

Marks the file as a system file.

Delete Inhibit

Prevents files and folders from being deleted. This attribute overrides
the Erase trustee right.

+ The Modify right is required to change this attribute.

+ Auser with the Modify and Erase rights can change this attribute
and delete the file.

+ This attribute is set and removed when the Read-Only attribute is
set and removed.

Immediate Compress

Specifies that every file in this directory should be compressed as soon
as possible after it is closed.

6 Click OK to copy the files.

2.2 Assigning Rights to Volumes, Files, and Directories

The Trustee Rights utility lets you display and give rights to volumes, files, and directories on a OES
server. A trustee is an object (such as a User object, Group object, Organizational Role objects, or
container object) that has (or will have) rights to a volume, directory, or file. Trustee assignments
allow you to assign ownership, set permissions, and monitor user access.

1 Right-click [Hl, then click OES Utilities > Trustee Rights.

2 Select the folder or file you want to set trustee rights for, then click OK.
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Client for Open Enterprise

|
| QES Rights

Trustees: SRWECMF A
admin. novell CFFOCCCOFLT -
user 1.novell FMOCOCOCME

Combine Multiple Trustees Remove
B% novell -
R = "B Servicel
: % abhiman |i|
admingroup
ajesh
ajesh?
A nene e e v

[Inherited Rights and Filters... ]
Effective Rights

Read Erase Modify Access Control
Write Create File Scan Supervisor

[ ok || canced || mppy |

3 To add a trustee, select the object in the tree diagram, click Add, then set the rights for this user
by selecting the boxes under the letters on the right.

For each trustee in the list, there is a set of eight check boxes, one for each right that can be
assigned. If a check box is selected, the trustee has that right. To assign or unassign rights, use
the check boxes in the dialog box.

The following rights can be set for each trustee:

+ Supervisor: Grants all rights to the directory or file and any subordinate items. The
Supervisor right can’t be blocked by an Inherited Rights Filter. Users with this right can
grant or deny other users rights to the directory or file.

+ Read: For a directory, grants the right to open files in the directory and read the contents
or run the programs. For a file, grants the right to open and read the file.

+ Write: For a directory, grants the right to open and change the contents of files in the
directory. For a file, grants the right to open and write to the file.

+ Erase: Grants the right to delete the directory or file.

+ Create: For a directory, grants the right to create new files and directories in the directory.
For a file, grants the right to create a file and to salvage a file after it has been deleted.

+ Modify: Grants the right to change the attributes or name of the directory or file, but does
not grant the right to change its contents (changing the contents requires the Write right).

+ File Scan: Grants the right to view directory and file names in the file system structure,
including the directory structure from that file to the root directory.
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2.2.1

2.3

+ Access Control: Grants the right to add and remove trustees for directories and files and
modify their trustee assignments and Inherited Rights Filters.

This right does not allow to add or remove the Supervisor right. Also, it does not allow to
remove the trustee with the Supervisor right.

4 To remove a trustee, select one or more trustees in the Trustees list, then click Remove.
5 To view a list of rights and filters inherited by this volume, click Inherited Rights and Filters.

6 To apply the same trustee assignments to a group of selected files, click Combine Multiple
Trustees.

This check box is available only if you're viewing the right for multiple files or directories. At
least one of the files or directories must have at least one trustee assignment. The trustees and
rights shown are the combined trustees and rights for all of the files. If you select Combine
Multiple Trustees, the trustee assignments that are chosen apply to all of the selected files after
you click OK or Apply.

For example, Kim is a trustee of file_a and file_b. Kim has Read, File Scan, and Access Control
rights for file_a and Read and File Scan rights for file_b. If you select file_a and file_b and view
their properties, Kim is shown as a trustee with Read, File Scan, and Access Control rights.

If you select Combine multiple Trustees and then click OK, Kim is given the Access Control right
for file_b. Therefore, Kim now has Read, File Scan, and Access Control rights for both file_a and
file_b.

7 Click Apply, then click OK when you are finished modifying trustee rights.

Limiting Access to My Files and Directories

1 Double-click the Network folder.
2 Navigate to the file or directory.
3 Right-click the file or directory, then click Properties.

4 To change the access attributes of the file or directory, click General, select the attributes you
want, then click Close.

Setting Inherited Rights and Filters

The Inherited Rights and Filters utility lets you view and set information about trustees and rights.
Rights assignments on eDirectory™ containers can be inheritable or non-inheritable, but all rights
assignments on directories are inheritable. You can block such inheritance on individual subordinate
items so that the rights aren’t effective on those items, no matter who the trustee is. One exception
is that the Supervisor right can’t be blocked.

1 Right-click [El, then click OES Utilities > Inherited Rights and Filters.

2 Select the folder or file you want to view or set inherited rights and filters for, then click OK.
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Right-click a trustee to view effective rights and properties.

Trustees from Selected ltem and Child Directaries: SAWELCHME A
[Fublic {8 o
adrmin.novell - [55:\ndpsg] FVMOCCOCOCOwrC
apchadmn-Administrators. novell - [SYS:\ndps] CFrVMOCCOCOCOFC

[ Wiew Inherited Trustees Above Directory ]
Uncheck ta filter rights inherited from parent directaries

B V| Read # [V Eraze B [V] Modify B [V] Access Contral SetAll
Bl [V] wiite L Create B [V] File Scan L Superyisor LClear Al
[ QK ] [ Cancel ] Apply

The main part of this dialog box is the list of trustees inherited from the selected item and its
parent folders.

3 To assign or unassign rights, use the check boxes to the right of a trustee.

For each trustee in the list, there is a set of eight check boxes, one for each right that can be
inherited. If a check box is selected, the trustee has that right.

+ Read: For a directory, grants the right to open files in the directory and read the contents
or run the programs. For a file, grants the right to open and read the file.

+ Write: For a directory, grants the right to open and change the contents of files in the
directory. For a file, grants the right to open and write to the file.

+ Erase: Grants the right to delete the directory or file.

+ Create: For a directory, grants the right to create new files and directories in the directory.
For afile, grants the right to create a file and to salvage a file after it has been deleted.

+ Modify: Grants the right to change the attributes or name of the directory or file, but does
not grant the right to change its contents (changing the contents requires the Write right).

+ File Scan: Grants the right to view directory and file names in the file system structure,
including the directory structure from that file to the root directory.

+ Access Control: Grants the right to add and remove trustees for directories and files and
modify their trustee assignments and Inherited Rights Filters.

This right does not allow to add or remove the Supervisor right. Also, it does not allow to
remove the trustee with the Supervisor right.

+ Supervisor: Grants all rights to the directory or file and any subordinate items. The
Supervisor right can’t be blocked by an Inherited Rights Filter. Users with this right can
grant or deny other users rights to the directory or file.

4 To see a list of trustees for subfolders of the currently selected folder, click View Trustees Below
Directory.

A list of all the users and their rights to each subfolder appears. You can modify or remove rights
from this list.
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5 To view a trustee’s current effective rights (taking into account the Inheritance filter), right-click
a trustee name, then click Current Effective Rights.

Users can receive rights in a number of ways, such as explicit trustee assignments, inheritance,
and security equivalence. Rights can also be limited by Inherited Rights Filters and changed or
revoked by lower trustee assignments. The net result of all these actions (the rights a user can
employ) is called effective rights.

6 To view a trustee’s properties (such as if they have the rights to modify inherited rights at this
level), right-click a trustee name, then click Properties.

7 Click Apply, then click OK when you are finished modifying inherited rights and filters.

2.4 Viewing and Setting Object Properties

The Object Properties utility lets you view the property pages for a selected object. The property
pages let you see information and statistics about that object. If you have sufficient rights, you can
set attributes for that object.

+ Section 2.4.1, “Viewing and Setting File and Folder Properties,” on page 26

+ Section 2.4.2, “Viewing Volume Properties,” on page 28

24.1 Viewing and Setting File and Folder Properties

1 Right-click [El, then click OES Utilities > Object Properties.
2 Select the Network file or folder whose properties you want to see, then click OK.

3 On the OES Info page, you can view the owner of the folder, the name spaces enabled on the
folder, the amount of disk space available to you, the date the folder was created, updated, and
archived, and any attributes set on the folder.
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ll Client for Open

OES Info | OES Rights

Selected test
Directory:

Information about the selected directory.

Mame Space:  LOMNG

Owner: admin.novell

Space Restriction:
Space Available:

Creation Date: Monday, July 08, 2013 12:00:34 AM
LastUpdate:  Monday, July 22, 2013 9:10:04 AM
Last Archive:  Mever Archived

Attributes [Cread-only
[ Don't Compress
[]1mmediate Compression [ | Rename Inhibit

[Tl Purge Immediate [ Delete Inhibit

Archive
[ Hidden

4 If you have rights to modify this object and need to make changes, select the properties you

want to change.

Apply

NOTE: With Client for Open Enterprise Server 2 SP4 (IR9) and later, the Don’t Compress and
Immediate Compression attributes are available for files too. In earlier Client versions, these

attributes were available for directories only.

5 To view the eDirectory rights associated with this object, click the OES Rights tab.
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"Client for Open Ente

OES Info | OES Rights

Trustees: SRWECMF A
admin. novell CFFOCCCOFE -
user 1.novell VOO W

Combine Multiple Trustees

B ----- ‘% novell

Servicel
abhiman
adminaroup
ajesh
ajesh?

LT e o

| Inherited Rights and Filters... |

Effective Rights
Read Erase Modify Access Control
Write Create File Scan Supervisor

[ ok || Cancel |[ Aopy |

If you have Access Control rights and need to make changes to the OES rights associated with
this object, see Managing File Security in the Client for Open Enterprise Administration Guide
for specific steps on setting OES file rights.

If you do not have Access Control rights, your effective rights to the file appear in the Effective
Rights box. You cannot change these rights.

6 Click Apply, then click OK when you are finished viewing or modifying the object’s properties.

2.4.2 Viewing Volume Properties

1 In Windows Explorer, navigate to the OES volume whose properties you want to view.
2 Right-click the Volume, then click Properties.

3 To view information about the total amount of used and available disk space on the volume and
information about the number of used and available directory entries on the volume, click the
OES Volume Statistics tab.
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General I Previous Versions I Customize | OES Volume Information

OES Volume Statistics | OES Info |

OES Rights

View statistics for the selected volume,

Volume Name:  W1:

Disk Usage
Total Space

B Free Space :

[ Compressed Space :
B Purgeable Space :

W Used Space :
H44% @ow WHisw 4%

Directory Entries

Total Entries :
W Available Entries :
M Used Entries :

Woss W 1%

1.77GB
809,85 MB
Mot Available
261,30 MB
742,81 MB

2,147,483,647
2,147,482,845
802

The information you can view includes the following:

+ Disk Usage Graph: Pie chart representing the disk usage of the selected volume.The chart

includes the amount of unused space on the volume, the used disk space that is

compressed on the volume, the disk space available for use after marked files are purged,
and the used disk space on the volume (not including compressed or purgeable space).

+ Directory Entries Graph: Pie chart representing the number of used directory entries
compared to the number of available entries on the volume.

4 To view other information about the OES volume, click the OES Volume Information tab.

OES Volume Statisti OES Info_|

OES Rights

General I Previous Versions | Customize | OES

View information about the selected volume,

Volume Mame:  V1:

Volume Information

Server ; SLES105P4

Object Mame: Mot Available

MName Spaces : DOs, LOMG
Volume Mumber : 2

Block Size : 4KB

Installed Features :  Data Migration

User Restriction

User Name:
Disk space restriction :

M Disk space used :

0% [ 100%M Disk space remaining
under restriction :

admin
Unlimited
0KB

1.77GB

[ ok ][ Cancdl
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The information you can view includes the following:

+ Volume Name: The name of the volume. The volume name corresponds to the name of
the disk (or label) for local disks, such as diskettes or workstation hard disks.

¢ Server: The server where the volume is located.
+ Object Name: The volume's eDirectory object name.
+ Name Spaces: The name spaces enabled on the volume.

+ Volume Number: The number of the volume. The volume number can be useful in
diagnosing errors.

+ Block Size: The block size of the volume (in kilobytes).

+ User Restriction Graph: The amount of disk space you are using and the amount of
remaining disk space that you can use. Space Restriction is the disk space available to you.

5 Click OK when you are finished viewing the object’s properties.

2.5 Salvaging and Purging Deleted Files

The Salvage utility lets you recover deleted files and directories from OES file systems. The Purge
utility lets you purge deleted files and directories from OES file systems. Files that have been purged
cannot be recovered.

2.5.1 Salvaging Deleted Files

IMPORTANT: You cannot salvage files or directories from an OES for Linux Reiser volume.

1 Right-click [El, then click OES Utilities > Salvage.
2 Select the folder where the files you want to recover are located, then click OK.

3 Select the files you want to recover.
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2.5.2

Directory  \\CLIENTCPRIDATA

Salvageable Files:

Status:

Found 225 tems

File Name

AAP2CONF.ZIP

AAFZCONF.ZIP
AAPACHE2 ZIP
AAPACHEZ.ZIP
aB12cD34 =8z
aB12cD34x8z
aB12cD34x8z
aB12cD34 =8z
aB12cD34x8z
aB12cD34x8z
aB12cD34 =8z
aB12cD34x8z
aB12cD34x8z
aB12cD34 =8z
aB12cD34x8z
aB12cD34x8z
aB12cD34 =8z

Date Deleted

4/10/2007
4/13/2007
4/10/2007
4/19/2007
41072007
4/10/2007
4/10/2007
41072007
4/10/2007
4/10/2007
4/10/2007
4/10/2007
4/10/2007
4/10/2007
4/10/2007
4/10/2007
4/10/2007

<

Time Deleted

12:50:06 FM
9:55:44 AM

12:50:06 FM
59:55:44 AM

124304 PM
12:43:04 PM
12:47:54 FM
1251:12FM
125702 FM
1257:02 FM
12.57:02 PM
125704 FM
1257:04 FM
125704 PM
125704 FM
1257:04 FM
125704 PM

File Size

5KB
SKB
36059KB
36059KB
OKB
OKB
OKB
OKB
OKB
OKB
OKB
OKB
OKB
OKB
OKB
OKB
OKB

Deletor Mame

D=[Supervisor]
D=[Supervizor]
O=[Supervisor]
D=[Supervisor]
D=[Supervisor]
O=[Supervisor]
D=[Supervizor]
D=[Supervisor]
O=[Supervisor]
D=[Supervizor]
O=[Supervisor]
O=[Supervisor]
D=[Supervizor]
O=[Supervisor]
O=[Supervisor]
0=[Supervisor]
O=[Supervisor] 4/ -

Salvage File

4 Click Salvage File.

To salvage all deleted files in the folder, click Salvage All.

5 Click Close.

Purging Deleted Files

Close

Deleted files are purged from a volume when one of the following events occurs:

+ The Purge Delay setting times out. Deleted files are purged automatically.

+ If avolume starts to fill up, the server starts purging files; the oldest files that have been deleted
are automatically purged.

+ If you do not want a file to be restored after deletion, you can enable the Immediate Purge of

Deleted Files parameter. The file is deleted and purged immediately.

+ You manually purge the deleted files.

WARNING: The Purge utility permanently removes deleted files from the selected directory. Purged

files cannot be recovered with the Salvage utility.

IMPORTANT: You cannot purge deleted files or directories from an OES for Linux Reiser volume.

1 Right-click [, then click OES Utilities > Purge.

2 Select the folder where the files you want to purge are located, then click OK.

3 Select the files you want to purge
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Purge Metwork Files

eDirecton \WRRSTEVEMNZ2\SYS

Purgeable Files: Status: Found 225 items

File Mame Date Deleted Time Deleted File Size Deletor Name Laf=
4/10/2007 12:50:06 FM 5KB  O=[Supervisor] e
AAPZCONF ZIP 4/19/2007 5:55:44 AM 5KB  O=[Supervisor] 8/
AAPACHEZ ZIP 41072007 12:50:06 FM 3609KE  O=[Supervisor] ¥
AAPACHE2 ZIP 4/19/2007 5:55:44 AM 3603KE  O=[Supervisar] kT
aB12cD3d x8z 4,/10/,2007 12:43:04 FM DKE  O=]Supervisor] 4/
aB12cD34 x8z 4/10/2007 12:43.04 FM DKE O=][Supervisor] 4/
aB12cD34 x8z 4/10/2007 124754 PM DKB  O=[Supervisar] 4/
aB12cD34 x8z 41072007 125112 FM OKB  O=[Supervisor] 4
aB12cD34 x8z 4/10/2007 12:57:02 PM OKB  O=[Supervisar] 4/
aB12cD34x8z 41072007 12:57.02 FM OKB O=[Supervisor] 4
aB12cD34 x8z 4/10/2007 125702 FM OKB  O=[Supervisor] 4/
aB12cD34x8z 41072007 12:57.04 PM OKB  O=[Supervisor] 4/
aB12cD34 x8z 4/10/2007 125704 PM DKB  O=[Supervisor] 4/
aB12cD34 =8z 41072007 125704 PM OKB  O=[Supervisor] 4/
aB12cD34 x8z 4/10/2007 12:57.04 PM OKB  O=[Supervisor] 4
aB12cD34 x8z 4/10/2007 125704 PM DKB  O=[Supervisar] 4/
aB12cD34 x8z 41072007 12:57.04 FM OKB  O=[Supervisor] Vg
4| 1 | 3

| [ Purge File ] [ Purge Al ] [F‘urgegubdiredories

- ——

4 Click the appropriate purge option.

+ Click Purge File to purge only the currently selected item(s) from the current directory level
for which the Purge Files dialog was invoked.

¢ Click Purge All to purge all the deleted file items and deleted directory items in the current
directory level for which the Purge Files dialog was invoked.

+ Click Purge Subdirectories to purge all the deleted file items and deleted directory items in
the current directory level, and then recurse into each subdirectory and purge all the
deleted file items and deleted directory items in them too, starting at the current directory
level for which the Purge Files dialog was invoked.

5 Click Close.

2.5.3 Salvage and Purge Errors

Beginning with Client for Open Enterprise Server 2 SP4 (IR7), the failure of salvage or purge
operations displays appropriate error messages.

Complete failure of salvage or purge operation: When all the files selected for salvage or purge
fails, an error message with the error code is displayed.
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OES Salvage

| oxoooosass

Unable to salvage the selected file(s). Fail ed with error code:

Partial failure of salvage or purge operation: When some of the files selected for salvage or purge

fails, the details of the files that failed and their respective error codes are displayed in a dialog box.

Salvage Errors

>

Status: 5items failed

File Mame

results9.dat
resultss,dat
results7.dat
resultsg.dat
resultsS.dat

Error Code

Dx00000064
0x00000065
0x00000060
0x00000087
0x00000063

Error Message

IUnable to salvage file.
IUnable to salvage file.
IUnable to salvage file.
IUnable to salvage file,
IUnable to salvage file,

Criginal File

result=3.da
resultss.da
results7.da
resultss.da
results5.da

>

Close

Open Salvage or Purge window: If you try to open a new Salvage or Purge window when one
Salvage or Purge window is already open, an error message is displayed.

Salvage or Purge Error

Ancther Purge or Salvage window is already open. Before opening a
: new window, please close the previous Salvage or Purge window,
| indow, please close the previous Salvage or Purge wind
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2.6 Sending a Broadcast Message

To send a broadcast message

1 From the Client Tray Application menu select OES Utilities > Send Message > To Users.
2 Double-click the server to see a list of users and groups connected to it.

3 Type the message.

4 Select the users and/or groups to send the message to.

5 Click Send.

The Send Message Results dialog appears, showing the users and groups that the message was sent
to."
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3.1

Configuring Your User Account

You can view or configure various aspects of your eDirectory™ user account by selecting the User

Administration for option from the [Bl menu. The options on the submenu let you do the following:

+ Section 3.1, “Viewing Personal Information,” on page 35

+ Section 3.2, “Viewing Work Information,” on page 36

+ Section 3.3, “Displaying Mailing Information,” on page 36

+ Section 3.4, “Editing Your Login Script,” on page 37

+ Section 3.5, “Configuring Login Account Information,” on page 38
+ Section 3.6, “Changing Your Network Password,” on page 39

+ Section 3.7, “Viewing Group Memberships,” on page 43

+ Section 3.8, “Challenge/Response Administration,” on page 44

+ Section 3.9, “Managing Your Login Profiles,” on page 45

Viewing Personal Information

This dialog box displays information about your name.

1 Right-click B, then click User Administration for > Personal Information.

Curmrently authenticated user
LN=admin O=novell

Identification

Given Name: Margaret

Middle Initial:

Last Name: Anderson

Full Mame: Margaret Andarson

Generational Qualfier: {Junior, Senior, etc.}

Other Name: v] Edt ...

o]

2 If you have sufficient rights, you can update your own information.
3 Click OK to close the dialog box.
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3.2 Viewing Work Information

This dialog box contains information about your job, including your title, and contact information
such as your location and phone and fax numbers.

1 Right-click [, then click User Administration for > Work Information.

View and change information about the cumently authenticated user.

Curmrently authenticated user
LCN=admin O=novell

ldentification
Title:

Description:

Location: [Main Office
Department: [ IS&T

Telephone: [

Faxx Number: [

2 If you have sufficient rights, you can update your own information.
3 Click OK to close the dialog box.

3.3 Displaying Mailing Information

This dialog box displays information about your mailing address.

1 Right-click [Hl, then click User Administration for > Mailing Information.
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3.4

Mailing Information - —--

View and change information about the cumrently authenticated user.

Cumrently authenticated user
LCN=admin O=novell

Postal Address

Street: |
Post Office Booc:

City:

State or Province:

Postal (£ip) Code:

Mailing Label Information

Copy To Label

[ ok | [ conca |

2 If you have sufficient rights, you can update your own information.
3 Click OK to close the dialog box.

Editing Your Login Script

This option lets you edit or create the personal login script that runs when you log in.

Check with your network administrator before creating or changing a login script. Your administrator
can tell you whether you should create a personal login script on your network, and can provide
information on script syntax.

1 Right-click [, then click User Administration for > Edit Login Script.
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Edit Login Script

Create or edit a login script for the cumrently authenticated user or selected
eDirectory container.

Cumently authenticated user
LCM=admin O=novell
Edit login script below:
MAP N:=TOPAZ\SRV1:sales -

QK ] [ Cancel ] [ Login Script Commands

2 Make the changes you want to the login script.

For more information on login scripts, click Login Script Commands to open the Novell Login
Scripts Guide.

3 Click OK.

3.5 Configuring Login Account Information

This dialog box displays information about your account, such as login expiration and time
restrictions.

1 Right-click [El, then click User Administration for > Login Account Information.
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User Login Administrat'lonl ﬁ

Cumrently authenticated user
LCN=admin.O=novell

Last Login Time
8:18:24 AM 3/30/2007

Login Information
Login Expiration Time: Unlimited
Login Grace Limit: Unlimited

Mandmum »
Simuttaneous Logins: Unlimited

Account Information
Accourt Status: Enabled

Credit Limit: Unlimited

2 View your login and account information.
3 Click OK to close the dialog box.

3.6 Changing Your Network Password

You can use either of the following ways to change you Network password:

+ Section 3.6.1, “Using the Client Tray Application Menu to Change Your Network Password,” on
page 39

+ Section 3.6.2, “Using Ctrl+Alt+Delete to Change Your Network Password,” on page 41

+ Section 3.6.3, “Using the Client Tray Application Menu to Change Password When Advanced
Authentication is Enabled,” on page 42

3.6.1 Using the Client Tray Application Menu to Change Your Network
Password

Use the User Password Administration dialog box to view information about your password
restrictions and to change your eDirectory password.

1 Right-click [Hl, then click User Administration for >Password Administration.
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User Password Admfn]ﬁc_ u

Currently authenticated user
.CN=admin.O=Novel

Password Restrictions

Allowed to change password

Password required
Minimum Length: 5

Periodic forced password change
Days between forced changes: 40
Date password expires: 2:46:50 PM 3/6/2009

Require unigue passwords

Change Password

2 Click Change Password.

3 Select the users whose password you want to change.

Change Password

You are changing passwords for the users Erter:
listed below on the selected resources: Full User Hame:

Resource User Name

Old Password:
userl23
user!23
user123 Mew Password:

Confirm MNew Password:

Password Hint

e o e

Show All Resources

g
g

For example, you can change your Network password and your Windows 7 password, or you
can change only your Network password.

Type your current password in the Old password field.
Type your new password in the New password field.
Retype the new password in the Confirm field.

Click OK.

You will receive a message telling you that the passwords for all selected resources were
successfully changed.

N oo o un b

8 Click OK to close the message, then click OK to close the User Password Administration dialog
box.
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3.6.2 Using Ctrl+Alt+Delete to Change Your Network Password

If you are logged into eDirectory, you can use the following steps to change your Network password.
If you are not logged into eDirectory, pressing Ctrl+Alt+Delete then clicking Change a password will
let you change your local user password only.

1 Press Ctrl+Alt+Delete, then click Change a password.

2 Click the logon tile.

3 Type your current Network password in the Old password field,.type your new password in the
New password field, then retype the new password in the Confirm new password field.

Change your network password

. Windows 7 Ultimate

4 Press Enter.

After the old password is verified, and if the new passwords you specified match, the Network
Change Password dialog box opens.

5 Select which resources you want the password change to go to.

-

' Change Password =

‘'ou e changirg pazswonds for the wers Erber
listed below on the selected issouces: :

Resouncs Uz Hame

usel 3 L:i:f:liﬂw
uze2d

Hew Passwaid

LA LT L]

Confirm Mess Pagevsond

Paszword Hint

Show &) Resources Fassword Policy
[ox ] [ conce |
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For example, you can change your Network password and your Windows 7 password, or you
can change only your Network password.

6 Click OK.
You will receive a message telling you that your password has been changed.

7 Click OK to close the message.

3.6.3 Using the Client Tray Application Menu to Change Password
When Advanced Authentication is Enabled

1 Right-click [Hl, then click User Administration for >Password Administration.

2 Click Change Password.
3 Enter the Advanced Authentication user name and click Verify.

User Password Administration I=]

Currently authenticated user
.CN=eDirUser 1.0 =novell

Advanced Authentication Required @

Tao initiate a password change, enter your Advanced Authentication
"Username” or "REPOSITORYYJsername" for verification.

4 Perform the Advanced Authentication logon based on the method configured.

0>
QS

EDIR\ediruserl

Enter password

MNext

5 Select the resources for which you want to change the password.
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Change Password @

You are changing passwords for the users Enter:
listed below on the zelected resources:

Resource User Mame
Old Password:

= iajesh
\ 4 OES2018-119-96 EEeyIEES

MNew Password:
Confirm Mew Password:

Password Hint

Show All Resources | Password Policy ‘

[ oK ] I Cancel ‘

Type your current password in the Old password field.
Type your new password in the New password field.
Retype the new password in the Confirm field.

Click OK.

O 00 N O

You will receive a message telling you that the passwords for all selected resources were
successfully changed.

10 Click OK to close the message, then click OK to close the User Password Administration dialog
box.

3.7 Viewing Group Memberships

This dialog box displays a list of the groups you belong to. A group is a collection of users who have
the same rights to the same network resources.

1 Right-click [El, then click User Administration for > Group Memberships.
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Group Membership

Currently authenticated user
.CN=admin.D=novell

The user belongs to these groups:
s admingroup. novell

Close

2 View the list of the groups you belong to.
3 Click OK to close the dialog box.

3.8 Challenge/Response Administration

When you log in, the Client for Open Enterprise checks to see if your system administrator has
enabled the Forgotten Password feature and if you have entered responses to the challenge
guestions. If you have not entered responses, you are notified and a dialog box opens so that you
can enter your responses. If the password policy uses a password hint or a password reminder and
this option was not set, the Client prompts you to enter this information.

If your system administrator has not enabled the Forgotten Password feature, you receive a message
telling you that you cannot administer the challenge/response feature because Forgotten Password
has not been enabled

1 Right-click [El, then click User Administration for > Challenge/Response Administration.

2 Depending on how your system administrator configured the challenge sets, enter your
information in the dialog boxes presented.

For example, if your administrator specifies four questions in the challenge set, enter your
information in four different dialog boxes.

8 — =1
1/3 ADMINISTRATOR-DEFINED QUESTION

Challenge QGuestion:
What is your User ID?

Challenge Response:
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3 Follow the on-screen instructions to complete the challenge/response configuration.

4 Click OK when you receive a message telling you that your challenge/response data has been
updated.

3.9 Managing Your Login Profiles

You can use login profiles to save login information, such as your username, server, tree, context,
and login script. When you select a profile during login, the profile automatically sets up the login
information you (or your system administrator) specified so that you don’t have to enter this
information.

Login profiles are especially useful if you log in from multiple places. You can create separate profiles
for the office, home, laptop, or any other workstation you use. This simplifies the login process so
that you don’t have to remember your login information for each workstation.

The Client also allows different users on the same machine to have their own login profiles.

You can add, modify, or delete your own login profiles. Your system administrator can also create
login profiles for you, or define a set of system login profile templates that contain the information
most commonly needed for your environment. You can modify or delete your own login profiles as
needed, but you can only view login profiles created by your system administrator.

+ Section 3.9.1, “Creating a Login Profile,” on page 45

+ Section 3.9.2, “Viewing or Editing a Login Profile,” on page 46

+ Section 3.9.3, “Removing a Login Profile,” on page 47

+ Section 3.9.4, “Enabling the Use of DHCP In a Personal Login Profile,” on page 47

3.9.1 Creating a Login Profile
1 Right-click [El, then click User Administration for > Login Profile Administration.

Legin Profile Administration.. @I
Username  userl2s

User Login Profile

DEFALLT
DHCP

Close

2 To create a login profile, type the name of the profile you want to add in the User Login Profile
text box, then click Add.

3 In the OES Login dialog box, specify the login information you want for this profile, such as the
user's name, server, and context.
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opentext | [ Client for Open Enterprise Server

8 Save profile after successful login

Credertigls eDirectory  Script  Windows NMAS  802.1%

Tree: | w | Trees
Context: | ~ | Contexts
Server: | w | Servers

0K Cancel

4 Click OK to close the OES Login dialog box, then click Close.

When you log in using the OES Login dialog box, you can use the Login Profile drop-down list to
select the login profile you created.

Figure 3-1 OES Login Dialog Box with the “office” Login Profile Selected

opentext” | [ Client for Open Enterprise Server

Login Profile: office o

Username: admin

Password:

Did you forget your password?

oK Cancel Advanced >>

3.9.2 Viewing or Editing a Login Profile

1 Right-click [, then click User Administration for > Login Profile Administration.
2 Select the name of the login profile you want to view or edit.

3 Click Properties.
4

In the OES Login dialog box, view or modify the login information you want for this profile, such
as the username, server, and context.

5 Click OK to close the OES Login dialog box, then click Close.
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3.9.3 Removing a Login Profile

1 Right-click [&l, then click User Administration for > Login Profile Administration.
2 Select the name of the login profile you want to remove.
3 Click Remove.

4 Click OK to close the Client Properties dialog box, then click Close.

3.9.4 Enabling the Use of DHCP In a Personal Login Profile

If a DHCP server is set up on your network, the DHCP server can inform the Client of network-specific
configuration information. To enable the use of DHCP in the Client for Open Enterprise, create a
DHCP entry in a login profile. You can do this by creating a new profile or by editing an existing
profile.

1 Right-click B, then click User Administration for > Login Profile Administration.

2 Type the name of the profile you want to add (for example, Corporate) in the User Login
Profile text box, then click Add.

3 In the fields you want to be filled by DHCP, select <DHCP> from the drop-down menu.

Client for Open Enterprise Server Login x

opentext | [ Client for Open Enterprise Server

Save profile after successful login

Credertigls eDirectory  Script  Windows NMAS  802.1%

Tree: | <DHCP = V| Trees
Context: | <DHCP> | | contexts
Server: | <DHCP > V| Servers

Cancel

4 Click OK, then click Close.

The next time you open the OES Login dialog box, the DHCP profile you created is available as
an option on the Login Profile drop-down menu.

Select the DHCP profile from the Login Profile drop-down menu to automatically populate the
fields that were given the <DHCP> option in Step 3 with whatever the DHCP server sends.
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opentext” | ] Client for Open Enterprise Server

Login Profile: comorate .
Username: admin
Password:

Did you forget your password?

eDirectory  Script  NMAS

Tree: | ~ | Trees
Context: | ~| | contexts
Server: | w | Servers
RSA
sEcumED
OK Cancel Advanced <=

NOTE: When using the login profile to perform a OES login, you can overwrite the values
displayed by DHCP, but the changes are in effect only for that specific login. If <DHCP> is chosen
as an option in a login profile for Tree, Context, or Server, you cannot remove it by simply
editing the field when logging in or by saving the profile on successful login. Any values entered
in these fields during login are not saved when <DHCP> is enabled for that field. If you want to
permanently change the values in that field, you must edit the login profile using either the
System Profile Manager (System Login Profiles tab on the Client Properties dialog box) or the
User Profile Manager (Login Profile Administration option on the Client Tray Application menu).
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Documentation Updates

The Client for Open Enterprise Server User Guide has been updated as shown below.

May 2023

Section Change

All Micro Focus is now OpenText. The guide is updated for
rebranding changes. This rebranding change do not cause
any impact on the product functionality.

May 2016

Section Change

All Novell Client is rebranded to Client for Open Enterprise
Server. Updated the guide content to reflect the branding
changes.

September 30, 2015

Section Change

All Updated guide content to reflect the added support for
Windows 10 in the SP4 IR1 release.

January 30, 2013

Section Change

All Updated guide content to reflect the added support for

Windows 8 and Windows Server 2012 in the SP3 release.

Documentation Updates
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