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Legal Notices

Condrey Corporation makes no representations or warranties with respect to the contents or
use of this documentation, and specifically disclaims any express or implied warranties of
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export controls and the trade laws of other countries. You agree to comply with all export
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or import deliverables. You agree not to export or re-export to entities on the current U.S.
export exclusion lists or to any embargoed or terrorist countries as specified in the U.S.
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No part of this publication may be reproduced, photocopied, or transmitted in any fashion
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Third-Party Systems

The software is designed to run in an environment containing third-party elements meeting
certain prerequisites. These may include operating systems, directory services, databases,
and other components or technologies. See the accompanying prerequisites list for details.

The software may require a minimum version of these elements to function. Further, these
elements may require appropriate configuration and resources such as computing, memory,
storage, or bandwidth for the software to be able to perform in a way that meets the
customer requirements. The download, installation, performance, upgrade, backup,
troubleshooting, and management of these elements is the responsibility of the customer
using the third-party vendor’'s documentation and guidance.

Third-party systems emulating any of these elements must fully adhere to and support the
appropriate APIs, standards, and protocols for the software to function. Support of the
software in conjunction with such emulating third-party elements is determined on a case-by-
case basis and may change at any time.
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About This Guide

About This Guide

This administration guide is written to provide network administrators with the conceptual
and procedural information for administering File Reporter 24.2.

Audience

This guide is intended for network administrators who manage network storage resources.
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1 - Overview

1 - Overview

This section provides an understanding of File Reporter, the supported databases, the
Engine, and Agents, along with how reports and analytics information are generated.

1.1 - Introduction

File Reporter inventories Microsoft network file systems and Microsoft 365 cloud storage to
deliver the detailed file storage intelligence you need to optimize and secure your network
and Microsoft 365 cloud for efficiency and compliance. Engineered for enterprise system
reporting, File Reporter gathers data across the millions of files and folders scattered among
the various network storage devices and OneDrive for Business, SharePoint Online, and
Teams cloud storage areas that make up your network and cloud storage. Flexible reporting,
filtering, and querying options then present the exact findings you need so you can
demonstrate compliance or take corrective action.

File Reporter identifies files currently stored, the size of the files, whether these files contain
personal or other sensitive information, when users last accessed or modified the files, the
locations of duplicate files, and more. File Reporter can also help you calculate department
or individual storage costs. File Reporter can even identify access rights to folders and
consequently, the files that are contained within.

1.2 - How File Reporter Works

File Reporter was developed to examine, report, and analyze Windows file systems and the
Microsoft 365 cloud and their potential petabytes of data—in other words, millions of files,
folders, and shares scattered among the various storage devices and the Microsoft 365
applications that make up your network. This reporting includes file content and the
associated rights of these files, folders, and network shares.

To examine, report, and analyze this data efficiently, File Reporter disperses the work among
a Web application, Engine, Agents, Scan Processor, RabbitMQ message broker, either a
PostgreSQL or Microsoft SQL Server database, Microsoft Active Directory, and Microsoft
Azure Active Directory.

15
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1.3 - Core Components
The following are core components of File Reporter.

1.3.1 - Web Application

The Web application runs on top of Microsoft Internet Information Services (IIS) and is the
means of all administrative interaction. Among other things, the Web application is
responsible for:

 Management of scan policies and report definitions
¢ Generating Preview reports
e Access to stored reports

¢ All other management functions
1.3.2 - Engine

The Engine is the mechanism that runs File Reporter and runs from a Windows Server host.
The Engine does the following:

e Schedules the scans that the Agents conduct
¢ Compiles scans for inclusion in a report

¢ Runs scheduled reports

¢ Manages scan delegations to Agents

¢ Sends notifications that File Reporter has completed a scan or generated a report
1.3.3 - Database

The database stores information needed for generating reports. This information includes:

16



1 - Overview

¢ Cached Active Directory objects

e Scans

¢ Identity system information such as names of Active Directory domains and forests
e Scheduling of scans and reports

¢ Notification information

¢ Report definitions

e Scan history

¢ Scan policies

 Free space on shares

1.4 - File System Scanning
The following are components associated with file system scanning.

1.4.1 - Scan Processor
The Scan Processor does the following:
¢ Processes file system scan files

¢ Updates file system scan information in the database

1.4.2 - AgentFS

AgentFSis a compact program that runs on Microsoft Windows Server hosts. AgentFS can
examine and report on NTFSfile systems hosted through shares. AgentFS can collect and
scan data related to file system metadata and permissions. For more information, see
AgentFS Scan Capabilities (page 132).

IMPORTANT: For optimal results, you should install an Agent on every server
that has a share you want to report on.

Agents cannot be installed on NAS devices or clustered storage. For File
Reporter to report on these types of devices, Agents can be set up as proxy
agents.

For performing file system scans (rather than file content scans), File Reporter provides
AgentFS.

1.4.3 - Scans

Through AgentFS, File Reporter scans a storage resource. A storage resource can be a
Microsoft network share or a Network Attached Storage (NAS) device.

17



1 - Overview

File system scans are indexed data that are specific to a storage resource. They are the
means of generating a storage report or the means of reviewing data using the analytics
tools. File system scans include comprehensive information on the file types users are
storing, when files were created, when they were last modified, permission data on the
folders where these files reside, and much more.

File Reporter collects file system scans from the Agents and sends them to the Engine. The
Engine then sends the scans to the Scan Processor, which stores the scans in the database.

You can conduct scans at any time, but we recommend using a scheduled time after normal
business hours to minimize the effect on network performance.

':50 NOTE: NOTE: Procedures for performing scans are documented in Scan
| | Scheduling (page 45).

1.5 - File Content Scanning

The following are components associated with file content scanning.

1.5.1 - ManagerFC

The ManagerFC service is responsible for the execution and management of file scan jobs.
The service performs the following tasks when processing a scan job:

e Enumeration of files in target paths
* Submission of files to scan queues in the message broker based on filter criteria

¢ Processing of scan results and update of result data to the database and scan result
files

1.5.2 - AgentFC

AgentFC performs file content scans. AgentFC is hosted on a Windows Server and performs
content scans on files stored on Windows servers and NAS devices.

1.5.3 - Scans

Through AgentFC and ManagerFC, File Reporter performs, classifies, and categorizes file
content scans. For example, content scans can identify files containing specified patterns
such as U.S. Social Security numbers or credit card numbers.

1.6 - Microsoft 365 Cloud Scanning

File Reporter extends the ability to report what files are being stored on your enterprise
storage devices and who has access to these files, with reporting on the files and associated
permissions located in Microsoft 365 cloud repositories for OneDrive for Business,
SharePoint Online document libraries, and Teams document libraries.

18
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Unlike scanning the network file system separately for File System, Permissions, and Volume
Free Space, scans for files and associated permissions stored in the Microsoft 365 cloud are
conducted simultaneously.

Reporting on Microsoft 365 is done through the development of custom queries and report
layouts or by using report templates available at https://filequerycookbook.com. For
instructions on creating a Custom Query report from a predefined template, see Microsoft
365 Reports in the File Reporter 24.2 Custom Query Guide.

1.7 - Reporting

When File Reporter has a scan, you can utilize it to generate a report. You can generate
reports through the following means:

e Built-in Reports
e Custom Queries

1.7.1 - Built-in Reports

Generating a built-in report is as simple as selecting the report type from a menu.

To generate a report, the Engine takes all of the needed scans that apply to the specifications
of the report and consolidates them into a single report by indexing the applicable scans.

Built-in Report Types

File System Reports Security Reports Trending Reports
Folder Summary Assigned NTFS Permissions | Volume Free Space
Detail Reports Permissions by Path

File Extension Permissions by ldentity

Duplicate Files Historic NTFS Permissions

Date-Age

Owner

Storage Cost

Comparison

Directory Quota

Historic File System Comparison

19
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File Reporter lets you present built-in reports in various formats including PDF, Microsoft
Excel, RTF, HTML, TXT, and CSV. The product also includes built-in graphs for certain report

types.

Top 10 Folders by File Size

56 GE
51 GE
47 B
42 GB
37 GE
33 GE
20 GE
23 0GB

19 GE
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B wiServer_2ad\Cust_Sery
[ wServer_1.advHR

- “WServer_2 ad\Sales

|| “MServer_3.ad\Projects
- “\Server_3 adsLogistics
-4~ File Count

1.7.2 - Custom Query Reports

These reports allow administrators who are familiar with querying the database to generate
very specific report data that might not be available through one of the built-in report types.

Custom Query report data can be further customized for layout and presentation from a
Windows workstation with the Report Designer.

File content and Microsoft 365 reports are delivered as Custom Query reports.
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1.8 - Client Tools

File Reporter provides the following Client Tools, designed to be run from a Windows
workstation.
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1.8.1 - Data Analytics

In addition to extensive reporting options, File Reporter provides the ability to graphically

analyze file system data using a variety of analytics tools that are available to administrators
through the Client Tools.

Dashboard

The Dashboard lets you graphically analyze data from file system scans according to the
filters that you specify.

[E-  Home

o B I -]
v B E g

Loadrom Loadfrom Saveto | Dashboard Puot Tree Map

Datwbase File | File o

il

Detai
G

Scan Data Data View Dashboard &

Vg Dashooard

D .

Storage Target: \\srs-m2.sp.cctec.org\Shares

Filters th | Summary Data th | Summary th &2
Owners Y. &l | TopOwnersbySize th . 9 I TopExtensions by Size h ¥ 91 | Owners

Enter et to search
[ tam

[] suimnadministrators

»
] spajames BUILTIN\Administrators: 43. 16% 24

[

File Extensions
0.8

File Extensions T O

Entertext to search, 2

Size (Sum)

Files

(unoD) azis

0.8
Pcednards: 25.72%

40

Total Bytes

t xs doc png 2

iles Created by Year T iles Modified by Year

200 200

Record Count: 53

Tree Map

The Tree Map lets you view graphical representations of hierarchical file system data and in
the process, gain insight very quickly.
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Report Viewer

The Report Viewer lets you view all stored reports locally from a Windows workstation.
Because the Report Viewer utilizes the resources of the Windows workstation, rather than
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those of the Engine, the Report Viewer can display stored reports much faster in most
instances.

E- Print Preview

SH @6 & «<«rHH Qe W 2 H

Open  Save Print  Quick Find Bookmarks First  Previous Mext Last Many Pages Zoom Out Zoom ZoomIn = Page Color Watermark  Export
Print Page Page Page Page E o e e Ta ¥
Document Print Mavigation Zoom Page Background Exp..

Document Map X

v Owner
> Parameters
Top Ten Owners by File Size
> Report Data

Owner Report

CCTEC

CCTEC

Report Date: 11/30/2020 8:54:32 PM
Generated by:  File Reporter

File Reporter Pags 1of5
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2 - Web Application

This section provides procedures for enabling and using the web browser-based File
Reporter administrative interface.

2.1 - Supported Browsers

File Reporter is managed through a Web browser-based interface and is supported on the
latest versions of the following browsers:

Supported Browsers

Windows Linux Mac OS X
Firefox Firefox Firefox
Chrome Chrome
Edge
2.2 -Logging In

1. Inthe browser’s address bar, type:

https://FileReporter web server dns name
The DNS name is the one you created during the File Reporter installation.
You must enter the DNS name. You cannot log in with an IP address.

The login screen appears.
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File Reporter 4.0

User Account
Password

|IIIIIIIIIIIl%HHHIIIIIIIIIIIIl

2. Enter the username and password of a member of the SrsAdmins group that you
created and click Log In.

The username can be entered in any of the standard Active Directory formats:
e domain\SAMAccountName (AD\Userl)

e UPN(userl@sp.cctec.orq)

¢ LDAP (CN=userl, OU=home, DC=sp, DC=cctec,DC=0rqg)

':ﬁ“’ NOTE: With LDAP, there may be partial case sensitivity, especially with
| | the domain (DC=) components.

The File Reporter Home page appears:
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File Reporter 4.0  Main ~ overnance eports + & sP\Admin

I

General B scns Il Reports

File System Scan Policies Report Definitions 3
40012
40026
40021

Microsoft Windows Server 2019
Standard Stored Report Storage
Database Microsoft SQL Server 2017 Bytes In Use Obytes
(RTM-GDR) (KB4505224) - File System Scans Data Path Free Bytes Remaining 34.55GB
14.0.2027.2 Joucs

34.55GB

Report Generation
Reports In Progress 0
# Stored Reports 0

coown

File System Agents
Total Agents 1

Production
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11/5/2022
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oft 365 Tenants
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Coordinated Universal Time
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Copvright 2020 Condrev Corporation

2.3 - Overview

All tasks are conducted by selecting an option from one of the menus at the top of the page.
The Main menu provides access to notifications and system information.

The File Systems menu is the means to set up and view the progress of file system scans.
The File Content menu provides options for setting up and conducting file content scans.

The Governance menu is for enabling the conducting of access reviews on unstructured data
through OpenText Identity Governance.

The Microsoft 365 menu provides the means of scanning OneDrive for Business, SharePoint
Online document libraries, and Team libraries.

The Reports menu is the means of generating and accessing reports.

The Configuration menu is the means of establishing and modifying configuration settings
within File Reporter.

2.3.1 - Notifications

File Reporter displays notifications for completed scans, failed scans, completed reports,
failed reports, errors, warnings, and other information.

You can use the filtering options to list only the notification types you want.
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28

1. From the Main menu, select Notifications.

5 Refresh Notifications
Drag acolumn header here to group by that column
Severity Timestamp i Status Category Message
@ Success 12/16/2020 5:24:07PM  (0) Operation successful. Scan The File System Data Scan for target "\\srs-m2.sp.cctec.org\Shares' with 1d '3' completed successfully
@ Success 12/16/2020 4:47:47PM  (0) Operation successful. scan The File System Data Scan for target "\srs-m2.sp.cctec.org\Shares' with 1d '2' completed successfully
@ Success 12/16/2020 3:26:220PM  (0) Operation successful. scan The File System Data Scan for target "\\srs-m2.sp.cctec.org\Shares' with Id '1' completed successfully

Y Create Filte

Copyright 2020 Condrey Corporation

Like many pages in the administrative interface, you can modify the current display.

(Optional) Display columns in the order you want by dragging them to the desired
location.

(Optional) List the most recent notification by clicking the column heading twice.
(Optional) Filter the notifications to display only the information you want:

At the desired column heading, click the “pin” icon.

For example, the Message column.

Select the desired filter option.

For example, Contains.

In the field to the left of the “pin” icon, enter the distinguishing word or letter for the
filter.

For example, Permissions.

The page is updated according to the filtering parameters.



2 - Web Application

Notifications

5 Refresh
Drag a column header here to group by that column
Severity Timestamp I status category Message

= ]

12/16/20205:57:53PM | (0) Operation successful. The report Owner Report has been successfully generated and s ready to be viewed.

T Contains([Message], 'report’)

Copyright 2020 Condrey Corporation

2.3.2 - Web Client Options
After 20 minutes of inactivity in the administrative interface, you are required to log in again.

You can adjust this setting and specify the number of items displayed per page through the
Web Application option of the Configuration menu.

1. From the Configuration menu, select Web Application.

Web Config

Display Options.

Grid Page Size | 50 I | rows  Note: This setting applies to the current browser only.

Session Options
Authentication Timeout 1440 | minutes  Note: This setting will not affect any current authenticated sessions.

Report Page Execution Timeout = 900 I seconds

Copyright 2020 Condrey Corporation

2. Inthe Grid Page Size field, specify the number of entries you want to display.

3. Inthe Authentication Timeout field, specify the minutes of inactivity before you will
need to log in again.

4. Click Apply.

5. When you are notified that the Web interface configuration was saved, click OK.
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2.3.3 - System Information

Select System Configuration from the Main menu to view system information specific to the
database and web application.

Database Statistics

Database Version String.

Database Total Size
Database Host Address
Database Name
Database Schema Version

Scans

Total Size of Scans

File System Metadata Scans
Permision Scans.

Volume Trend Scans.

Identity System Data

Identity Systems Count

Identity System Cached Objects.
Identity Systems Size

Microsoft SQL Server 2019 (RTM-GDR) (KB4517790) - 15.0.2070.41 (X64)
Oct 282019 19:56:59

Copyright (C) 2019 Microsoft Corporation

Standard Edition (64-bit) on Windows Server 2019 Standard 10.0 <X64> (Build
17763:) (Hypervisor)

83,886,080 bytes

localhost

srsdb

4001

884,736 bytes
2

0
[}

2
10
221,184 bytes

Referenced Web Application Assemblies

Name

Version

Processor Architecture

System Info

i _

Condrey.5rs.Core
Condrey.Srs.Core.Database
Condrey.Srs.CoreExt

Condrey.Srs.Product

Copyright 2020 Condrey Corporation

4080

2002

4006

4.0.12.0

None

None

None

None
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Before you can start scanning storage resources and generating reports
perform some setup procedures.

3.1 - Storage Resources

1. Select Configuration > Storage Resources.

3 - Setup Procedures

,you first need to

When Active Directory has been enabled, the associated storage resources are available for
scanning and reporting.

File Reporter cannot see a Windows network disk drive that is not shared.

£ Discovery Options Schedule  Rebuild 3 Refresh

Resource Operating System File System  Last Update Last Update Attempt Last Status

o

[ desp.cctecorg Windows Server 2019 Standard 12/16/2020 3:24:57 PM 12/16/2020 3:24:57 PM

§ srs-m1.sp.cctec.org Windows Server 2019 Standard

[ srs-m2.sp.cctec.org Windows Server 2019 Standard 12/16/2020 3:24:57 PM 12/16/2020 3:24:57 PM

O
O B srs-m3sp.cctecorg Windows Server 2019 Standard Never Never
O B waksr2.sp.cctecorg Windows Server 2008 R2 Standard Never Never

Copyright 2020 Condrey Corporation

Storage Resources

A\ The specified name could not be resolved by the network client.

°

i\ The specified name could not be resolved by the network lient.

i\ The specified name could not be resolved by the network lient.

All of the servers in the Active Directory forest are displayed.

Click each button to view options.

Discovery Options: For large organizations with Active Directory forests spanning
multiple geographic areas, rebuilding the storage resources can take many hours.
Rather than rebuilding the storage resources, you can select this to create a scope that

specifies just those containers or servers that should be included.
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32

Storage Resource Discovery Options - sp.cctec.org

@ Scope by Container List O Scope by Server List

Container FDN

MNew
No Containers defined. The entire sp.cctec.org forest will be searched.

ﬂ Cancel

Select whether to specify the servers through a container FDN or server FDN, then
click New to enter the paths. Specify the FDN path and click Update. When all of the
paths you want searched are listed, click OK.

Schedule: By default, File Reporter rebuilds Active Directory’s storage resources each
day at midnight. Larger sites might want to change this setting to weekly or monthly.
To do so, click this option and modify the settings in the dialog box.

Rebuild: Clicking this button automatically rebuilds Active Directory’s storage
resources.

Rebuild Only Selected Servers: Use this option to rebuild the selected servers.

Refresh: Refreshes the resource list.

3. Click the >for each server to browse the storage resources.
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O Discovery Options Schedule  Rebuild 3 Refresh Storage Resources
Resource Operating System File System  Last Update Last Update Attempt Last Status
4 D B dcsp.cctecorg ‘Windows Server 2019 Standard 12/16/2020 6:19:57 PM 12/16/2020 6:19:57 PM [ ]
O B srs-mispcctecorg Windows Server 2019 Standard Never Never A\ The specified name could not be resolved by the network client.
M g srs-m2.sp.cctec.org ‘Windows Server 2019 Standard 12/16/2020 6:19:56 PM 12/16/2020 6:19:56 PM
= ADMINS NTFS
= Analytics_02b32e3d-b3e4-4f93-82d6-9:. NTFS
= NTFS.
TZES NTFS
= gthrsvc_02b32e3d-b3e4-4f93-82d6-927 NTFS
= SearchResults NTFS
72 Shares NTFS
* O [ srs-m3sp.cctecorg Windows Server 2019 Standard Never Never A\ The specified name could not be resolved by the network client.
* O B waksr2sp.cctecorg Windows Server 2008 R2 Standard Never Never A\ The specified name could not be resolved by the network client.
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3.2 - Assigning Proxy Targets
An Agent cannot be deployed on a NAS device or storage cluster.

Additionally, only one Agent type (AgentFS, AgentFC, or Agent365) can be hosted on a server.

Finally, some organizations might not want Agents deployed on every server. In situations
such as these, you can have a deployed Agent on another server function as a proxy agent.

1. Select File Systems > Scan Agents.

All of the Agents are listed.

() S Refresh File System Scan Agents

Drag a column header here to group by that column

Agent server AgentType  Version Identity System Support Last Heartbeat Proxy Count  Status Message

E. i | BT food CETROIEE) LB 604 E -_

Create Filter
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2. Select the Agent you want to set up as a proxy agent and click Assign Proxy Targets.
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Assign Proxy Targets for srs-m1.sp.cctec.org

Server Server Type Identity System Current Proxy Agent
|:| dc.sp.cctec.org Windows sp.cctec.org
srs-m2.sp.cctec.org Windows sp.cctec.org
[0 srsm3sp.cctecorg Windows sp.cctec.org
[0 w2ksrz.sp.cctecorg Windows sp.cctec.org

3. Select the proxy targets and click OK.

3.3 - Configuring Notifications

Notification parameters specify what types of notifications are listed and how email
notifications are sent.

1. Select Configuration > Notifications.

Notification Configuration
Notification Settings
Only notify me about events of at least this severity level: |~ Success -
Days to display notifications in the dashboard: 30

O Enable Mail Notifications

Mail Settings

Mail Server: 1P Address or Hostname
Port: 25 .

Connection Type: s -

From Email Address: | noreply@cctec.org
[O uUse Authentication
Username: | mailuser

Password:

Minutes to buffer multiple notications for a single email: | 1

Save Changes

Copyright 2020 Condrey Corporation

34



3 - Setup Procedures

Only notify me about events of at least this severity level: This field lets you specify
the severity level of events that are recorded and displayed on the Notifications page
and through email notifications.

The severity levels are listed from lowest to highest, with Success being the default
setting.

If you change the severity level, File Reporter records and displays only the events for
that severity level and higher. Older notifications from formerly recorded severity levels
continue to be displayed on the Notifications page. For example, if you change the
setting from Success to Warning, only warning and error events are recorded, but the
formerly recorded success and info events are still displayed unless you filter them
out.

To avoid receiving emails for every successful event, you should modify this setting to
a more restrictive level.

Days to display notifications in the dashboard: This field indicates the number of days
an event is listed on the Notifications page.

Enable Mail Notifications: Clicking this activates the fields in the Mail Settings region
of the page.

Email notifications are sent to all members of the SrsAdmins group. File Reporter finds
each member’s email address from Active Directory.

Mail Server: Specify the IP address or hostname of the mail server to use for sending
the email notifications.

Port: Specify the port number used by the mail server.
Connection Type: Specify the encryption type used by the mail server.

From Email Address: Specify the address you want to use for the From field of the
email notifications that are sent.

Use Authentication: If your mail server requires authentication, select this.
Username: Specify the mail server username.
Password: Specify the mail server password.

Minutes to buffer multiple notifications in a single email: File Reporter can
consolidate messages into a single email notification. If you change this setting to 5,
File Reporter consolidates all of the events that took place in 5 minutes and emails you
a notification.

2. Specify your notification parameters and click Save Changes.

3.4 - Integrating with File Dynamics

If you have OpenText File Dynamics deployed, you can use File Dynamics to report on File
Dynamics policies. Before you can do so, you must first specify the server address and port
number of the server hosting the File Dynamics Engine.
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IMPORTANT: File Reporter 24.2 integrates with File Dynamics 6.6 or later.

1. Select Configuration > File Management.

S Refresh File Management Integration
Engine Communication
Server Address

Port 3009

Save Changes

Copyright 2020 Condrey Corporation

2. Specify the IP address or DNS name of the server hosting the File Dynamics Engine.
3. Specify the port number that the Engine is using.

The default port number is 3009.
4. Click Save Changes.
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4 - File System Scans

This chapter provides procedures for scanning your Microsoft network file systems.

4.1 - Overview

Through AgentFS, File Reporter takes a file system “scan” of the file system’s storage
resource at a given moment. A storage resource is a Microsoft network share.

File system scans are indexed data that are specific to a storage resource. They are the
means of generating a storage report or analytics views. Scans include comprehensive
information on the file types users are storing, when files were created, when they were last
modified, permission data on the folders where these files reside, and much more.

File Reporter collects file system scans from the Agents, compresses them, and sends them
to the Engine, where the Scan Processor takes them and uploads them to the database.

File system scans can be taken at any time, but we recommend using a scheduled time after
normal business hours to minimize the effect on network performance.

You should consider several factors as you decide how often to conduct a file system scan:

« Although daily scanning always provides the most up-to-date information, scanning is
not throttled and might place a considerable load on the server hosting the Agent.

e Most storage resources do not change rapidly enough to justify daily scanning.

¢ Monthly scanning places the least total load on individual servers and the network, but
scans are not as up-to-date as they could be.

¢ You can scan frequently-changing shares more often and scan the more static shares
less often.

e Part of the decision concerning scanning frequency involves the primary purpose of
the reporting. Reporting on storage trending can generally use less frequent scans, but
reporting that is intended to solve immediate problems, such as “Who filled up this
volume?’ needs more frequent scans.

¢ When information is needed immediately, you can manually trigger a scan.

¢ For installations where you are not sure of the optimal scanning frequency, you can
start with weekly scanning, and then adjust that interval based on the needs of the
particular site.

4.1.1 - Scan Retention

By default, File Reporter only retains the most current file system scan and permissions scan
of a storage resource. However, if you want to generate Historic Comparison reports, which
let you compare two scans of the same storage resource over two points in time, you will
need to specify that scans be retained. Depending on the retained scan type, this is done
either manually or automatically.
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Manual Retention

You can specify that a file system or permissions scan be retained indefinitely as a “Baseline
scan” by manually specifying it on the Scan Data page. For procedures and more information
on Baseline scans, see Establishing a Baseline Scan (page 47).

Automatic Retention

Within the scan policy, you can specify that the last file system scan or permissions scan be
retained when a new file system scan or permissions scan is conducted. This version is
known as a “Previous scan.” For procedures and more information on Previous scans, see
Creating A Scan Policy (page 40).

4.2 - Scan Targets
4.2.1 - Adding a Scan Target

All shares must first be specified as a scan target before they can be scanned.
1. Select File Systems > Scan Targets.
2. Click Add.

3. Click the >to view the shares of the listed servers.
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Storage Resource Browser o
Resource Filter: ‘ | Apply Filter Refresh
¥  sp.cctec.org -
[J wdc.sp.cctec.org\ADMINS NTFS
[J wdc.sp.cctec.org\Cs NTFS
|:| \de.sp.cctec.org\NETLOGON NTFS
[J wdc.sp.cctec.orgisysvoL NTFS
[J vsrs-m2.sp.cctec.org\ ADMING NTFS
|:| \srs-mz.sp.cctec.orgldnalytics_02b32e3d-b3e4-4f93-8 NTFS
[J wsrs-m2.sp.cctec.org\Cs NTFS
|:| \isrs-m2.sp.cctec.org\Es NTFS
|:| \\srs-mz2.sp.cctec.org\gthrsve_02b32e3d-b3e4-4f93-82¢ NTFS
|:| \isrs-m2.sp.cctec.org\SearchResults NTFS
|:| \srs-mz2.sp.cctec.org\Shares NTFS -
Cancel

4. Select the shares you want File Reporter to be able to scan and click OK.

The scan targets are added.

©Add  @oDelete S Refresh i Rebuild Storage Resources File System Scan Targets
Drag a column header here to group by that column
[0 1dentity system | TargetPath 1 File system id

T
O  spcctecorg \\srs-m2.sp.cctec.org\LondonShare NTFS 4
O  spcctecorg \srs-m2.5p.cctec.org\NYCShare NTFS H
O  spcctecorg \\srs-m2.sp.cctec.org\Shares NTFS 2

Page 10f1(ditems) < ° >

T Create Filter

Copyright 2020 Condrey Corporation
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4.2.2 - Removing a Scan Target

1. Select File Systems > Scan Targets.

2. Select the check box of the share you want to remove as a scan target and click
Delete.

3. When the confirmation dialog box appears, click Yes.

4.3 - Scan Policies

4.3.1 - Creating A Scan Policy

The specifications for a scan are established in a scan policy. The scan policy specifies the
following parameters:

¢ What type of scan to conduct (File System, Permissions, or Volume Free Space)
e The scan targets
¢ Scan retry settings

¢ The scan schedule

: IMPORTANT: The scan policy name must be unique. If you attempt to
* give the scan policy an existing name, File Reporter generates an error.

1. Select File Systems > Scan Policies.

2. Click Add.
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New Scan Policy

Policy Name ‘

Policy Type
O File System

(O Permissions

O Volume Free Space

3. Inthe Scan Policy Name field, specify a name for the scan policy.

You can enter a description of the policy in the next dialog box.
4. Select the type of scan that File Reporter is to conduct.

File System: Scans the files currently stored on the network share, the size of
those files, when the files were last accessed, the locations of duplicate
versions, and so forth.

Permissions: Scans the permissions of the folders stored on the shares.
Volume Free Space: Scans the availability of free space on the shares.

5. Click OK.
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Scan Policy Editor

Name:* Atlanta FS
Description:
S
Retry Count: 3 o
Retry Interval: 60 C Minutes hd

Directory Quotas: [_] Scan Directory Quotas
Previous Scans: |:| Save Previous Scan
Content Hash: [J Generate file content hashes

All Files
Files updated since last scan

Add  Remove

Target Path

6. Name: Displays the name of the scan policy.

7. Description: Specify a description of the scan policy in this field.

Retry Count: Specify the number of times File Reporter attempts to scan the
storage resource targets listed in the scan policy if there is a failure.

Retry Interval: Specify the amount of time before File Reporter retries scanning
the storage resource targets listed in the scan policy if there is a failure.

Directory Quotas: By default, a scan does not include home folder quota
information, because gathering this information on Windows shares can extend
the scan time significantly. Unless you plan to generate a Directory Quota report,
we recommend that you leave this option deselected.

This option applies only to File System scans.
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Previous Scans: This option lets you specify whether to keep the previous
version of a scan generated through this policy. This scan is known as the
“Previous scan” which you can then use to generate a Historic Comparison
report through a comparison with either a Baseline scan or a “Current scan.” For
more information, see Historic Comparison Reports (page 111).

Previous scans are designated whenever a new scan is performed. The new
scan is the Current scan and the earlier scan becomes the Previous scan. When
the target paths are eventually scanned again, the new scan becomes the
Current scan, the earlier Current scan becomes the Previous scan, and the
former Previous scan is deleted.

by specifying it as a Baseline scan.
For more information, see Establishing a Baseline Scan (page 47)

| |l:50 NOTE: If you want to maintain a scan indefinitely, you can do so

The management of Previous scan retention occurs when processing a new
scan. This means that if you deselect Retain existing Previous scan, no existing
Previous scan will be removed at that time, but it will be removed when a new
scan is processed.

Content Hash: Selecting this check box enables File Reporter to create a
content-based hash for each file in the specified target path. These hashes can
then be compared through a Custom Query report to find duplicate files based
on hash comparisons.

While File Reporter has always had a Duplicate File report option with its built-in
reports, its reporting is based solely on metadata comparisons. Generating a
duplicate file report through content comparisons can be much more accurate.

For more information on generating a duplicate file report through content-
based hashes, see Content Hash Duplicate File Reports in the File Reporter 24.2
Custom Query Guide.

All Files: Selecting this check box creates a new individual hash for each file in
the specified target path.

Files updated since last scan: Selecting this check box creates an individual
hash for each file that does not already have a previously created hash or for
files updates since the hash was created.

LS  NOTE: Generating a content hash for each file will cause AgentFS

I_’ to take longer to perform the scan. Generating hashes only for
new or updated files can save a significant amount of time for
subsequent scans.
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Add: Click this option to specify the scan targets for the scan policy.

: IMPORTANT: After a target has been added to a scan policy, the
Ll same target cannot be added to another scan policy of the same
scan policy type.

Clicking Add brings up a dialog box like the one below where you can select
available storage resources.

Scan Target Browser

Identity System

sp.cctec.org
sp.cctec.org

sp.cctec.org

O 000

sp.cctec.org

Target Path

\\srs-m2.sp.cctec.org\AtlantaShare
\isrs-m2.sp.cctec.org\Londonshare
Wsrs-m2.sp.cctec.org\NYCShare

\\srs-m2.sp.cctec.org\Shares

8. Click OKto save the scan policy.

The scan policy is now displayed on the Scan Policies page.
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(] & ° o) 5 Refresh File System Scan Policies
[J PolicyName Scan Type TargetPaths  Save Previous Schedule Retry Count Retry Interval 1d
| O | 7 anars FileSystem Data 1 o] m s 3 omntes |2
O % Atantaves Volume Free Space 1 (Yes) [Not Scheduled] 3 60 minutes 4
O sF File System Data 1 No Day 1 of every month at 12:00 AM 3 60 minutes 1
O % LondonFs File System Data 1 No Daily at 0 AM 3 60 minutes 5
O % NvCPermissions Permissions. 1 No 2] [Not Scheduled] 3 60 minut 3

Page 1 of 1 (Sitems) °

Create Filter
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The scan policy still needs to be scheduled. For procedures on scheduling
scans, go to Scan Scheduling (page 45)

4.3.2 - Editing a Scan Policy

5.

1
2
3.
4

. Select File Systems > Scan Policies.

. Click the check box for the scan policy that you want to edit.

Click Edit.

. Change any of the settings you wish.

Click OK.

4.3.3 - Deleting a Scan Policy

1.
2.
3.

Select File Systems > Scan Policies.
Click the check box for the scan policy that you want to delete.

Read the warning and click Yes.

4.4 - Scan Scheduling
4.4.1 - Setting a Scan Schedule

1. Select File Systems > Scan Policies.

2. Click the check box for the scan policy you want to schedule.

3. Click Edit Schedule.
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Schedule for Atlanta Users FS

SCHEDULE START
Engine Local Time:* 12:00 AM 3
Engine Local Start Date:* | 4/20/2021 -

SCHEDULE RECURRENCE

O Once
o Daily
@ Weekly Tuesday v

O Monthly

Engine Local Time: Specify the time that you want the scan to begin.

The time you select is based on the time zone where the Engine is located and not the
Agent that conducts the scan.

Engine Local Start Date: Specify the date when you want the scan schedule to take
effect.

Be aware that entering a date does not mean that the scan takes place on that date. If
the Engine Local Start Date is set for today, which is a Monday, but the Schedule
Recurrence setting is set for Weekly on Sunday, the scan does not take place until
Sunday.

Once: Select this option to scan the storage resources specified in the scan policy only
once.

Daily: Select this option for a daily scan of the storage resources specified in the scan
policy.



4 - File System Scans

Weekly: Select this option and specify a weekday for a weekly scan of the storage
resources specified in the scan policy.

Monthly: Select this option and specify a day for a monthly scan of the storage
resources specified in the scan policy.

4. Specify the scheduling parameters and click OK.

4.4.2 - Editing a Scan Schedule

1. Select File Systems > Scan Policies.

2. Click the check box for the scan policy for you want to reschedule.
3. Click Edit Schedule.

4. Make the schedule changes you want.

5. Click OK.

4.

4.4.3 - Clearing a Scan Schedule

1. Select File Systems > Scan Policies.
2. Click the check box for the scan policy you want to unschedule.
3. Click Clear Schedule.
4. When the confirmation prompt appears, click Yes.
4.

4.4.4 - Conducting an Immediate Scan

Select File Systems > Scan Policies.
Click the check box for the scan policy you want to execute.
Click Scan Now.

H w DR

When the confirmation prompt appears, click Yes.

4.5 - Baseline Scans

4.5.1 - Establishing a Baseline Scan

A Baseline scan is a scan that you save as a reference for a historical comparison with
another scan of the same Scan Target. You compare scans when you generate a Historical
Comparison report. Unlike a Previous scan, which gets replaced as a new Current scan is
created, a Baseline scan is retained indefinitely until you decide to delete it. You can have
only one Baseline scan per scan target.

IMPORTANT: Because you can have only one Baseline scan per scan type for a
L] scan target, establishing a scan as a Baseline will override any established
Baseline scan of the same scan type for the same scan target.
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1. Select File Systems > Scan Data.

2. Inthe far left column, select the check box of the scan you want to set as a Baseline
scan.

3. Click Set Baseline.

4. When the confirmation dialog box appears, click Yes.

4.5.2 - Clearing a Baseline Scan

Scans designated as Baseline scans are retained until the baseline designation is cleared. If
a Baseline scan that is in the Retained state has its Baseline status removed, that scan will
be immediately marked for deletion.

1. Select File Systems > Scan Data.

2. Inthe far left column, deselect the check box of the scan you want to clear as a
Baseline scan.

Click Clear Baseline.

4. When the confirmation dialog box appears, click Yes.

4.6 - Scans in Progress

You can view details on the scans that are in progress through the Scans in Progress page.
When the scan has been completed, you can view the details on the Scan History page.

Select File Systems > Scans in Progress.

) O S Refresh File System Scans in Progress

Draga column header here to group by shat column

[] scani Scan Target Scan Policy Scan Type Agent Start Time Status TryCount  NextRetry Time Last Error
\srs-m2.sp.cctec.org\Londonst London FS FlleSystemData  SRS-M2 12/17/2020 9:04:06 PM  Scanin Progress (0) Operation successful.
[m] 7 \srsm2sp.cctecorgiShares | FS File SystemData  SRS-M2 12/17/2020 8:04:06 PM | Scanin Progress 0 (0) Operation successful.
O 6 \\srsm2.sp.cctecorg\atantash Atlanta VFS Volume Free Space 12/17/2020 9:04:06 PM  Waiting for Retry 1 ;;” D) (D gli:;:d"w“md el
[m] 5 \srsm2sp.cctecorgatiantash Atlanta s FlleSystemData  SRS-M2 12/17/2020 9:04:06 PM | Scanin Progress 0 (0) Operation successful.

Page 1 of 1 (Sitems) °

Create Filter

Copyright 2020 Condrey Corporation

As you click Refresh, the completed scan listings are removed and listed in the Scan Data
and Scan History pages.
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4.7 - Scan Data
4.7.1 - Viewing Scan Data

The Scan Data page lets you view a minimal set of details for the currently available scans
for each scan target.

Select File Systems > Scan Data.

(<] S Refresh File System Scan Data
Drag a column header here to group by that column

[ scanid Scan Target Scan Type State T Baseline T Triggered Scan Time | Policy Agent status

E \\srs-m2.sp.cctec.org\LondonShare File System Data 12/18/2020 2:13:21 PM | London FS SRS-M2 (0) Operation successful.

7 \\srs-m2:sp.cctecorg\Shares File System Data Current False 12/17/2020 9:04:06 PM  FS SRS-M2 (0) Operation successful.

[m]

9 \sTs-m2:sp.cctec.org\NYCshare Permissions Current False 12/17/2020 9:04:06 PM  NYC Permissions SRS-M2 (0) Operation successful.
O 5 \\srs-m2.sp.cctecorg\Atlantashare File System Data Current False 12/17/2020 9:04:06 PM  Atlanta Fs SRS-M2 (0) Operation successful.

1 \srs-m2.sp.cctecorg\Shares File System Data Retained True 12/16/2020 3:26:12PM  FS SRS-M2 (0) Operation successful.

]

Page 1 of 1 (Sitems) o

State] Is any of (‘Current’, 'Previous’, 'Retained’) Clear
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4.7.2 - Deleting Scan Data

To delete specific scan data:
1. Select File Systems > Scan Data.
2. Inthe far left column, select the check boxes of the scans you want to delete.
3. Click Delete in the menu at the top of the page, and a confirmation dialog box appears.
4

(Optional) Check the check box for Delete Immediately in the dialog box to perform the
data cleanup immediately, instead of waiting for the next scheduled cleanup interval.

IMPORTANT: Consider leaving the Delete Immediately option
unselected.

By default, the Delete Scans operation marks the selected scans for
cleanup on the next maintenance interval and is performed by the
Engine. This is the recommended option.

Deleting scans with the Delete Immediately option selected is performed
by the Web Application directly and may result in timeout errors if the
operation takes too long, especially with large scan sets.

5. Click Yes to confirm and close the dialog.
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4.8 - Scan History

The Scan History page displays a complete history of all scans, along with details of the scan
and some basic information of the storage resource at the time of the scan, including the file
and folder count.

Select File Systems > Scan History.

5 Refresh File System Scan History
Drag a column header here to group by that column

Database Folder

scan Id Start Time Scan Target Scan Policy Scan Type Agent scanDuration O e File count 0 status
10 | 12/18/20202:13:21PM London FS File System Data SRS-M2 00.00:00:00.000 | 00.00:00:00.140 1 | (0)-Success
mZ sp.cctecorg\londonshar
121172020 90406 PM T Atlanta VFS Volume Free Space  SRS-M2 00.00:00:01.517  00.00:00:00.033 (0)- Success

m2.sp.cctec.org\Atlantashare

8 12/17/2020 9:04:06 PM \srs- London FS File System Data SRS-M2 00.00:00:00.000 00.00:00:00.106 0 1 (0) - Success
m2.sp.cctec.orgilondonShare

1211772020 9:0006PM ST Fs File System Data SRS-M2 00.00:00:00.000  00.00:00:01.123 40 13 (0)- Success
m2.sp.cctec.org\Shares

121172020 90806 PM ST NYC Permissions ~~ Permissions SRS-M2 00.00:00:00.000  00.00:00:00.203 0 1 (0)-Success
m2.sp.cctec.org\NYCshare

\\srs-
5 12/17/2020 9:04:06 PM Atlanta Fs File System Data SRS-M2 00.00:00:00.000  00.00:00:00.190 [ 1 (0)-Success
m2.sp.cctecorg\AtlantaShare (]

Wers-

Page 10f 1 (10 items) o

Create Filter

Copyright 2020 Condrey Corporation

You can click the columns to list the data in ascending or descending order.

Because the Scan History page logs each successful scan, the most efficient way of locating
a scanis using a filter.

4.9 - Retrying Failed Scans

In the Scan Policy Editor dialog box, the default scan policy settings for Retry Count is three
and the Retry Interval is 60 minutes. You can adjust each of these settings. Assuming the
default settings are not adjusted, File Reporter retries the scan in 60 minutes and only retries
to scan up to three times.

Until File Reporter has attempted all three retries, the failed scans remain listed on the Scans
in Progress page. After all retries have been performed, the scan listing is moved to the Scan
History page.

As long as a failed scan is listed on the Scans in Progress page, you can retry the scan
manually by doing the following:

1. From the Scans in Progress page, select the check box corresponding to the failed
scan.

2. Click Retry.
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4.10 - Troubleshooting

1.
2.

Verify that the Agent service is running properly on its host machine.

Verify that the host machine where the Agent is installed has enough free disk space
to temporarily store a copy of the scan in its uncompressed and compressed form.

If an Agent is not installed directly on the server with the storage resource you want to
scan, verify that a proxy assignment for the storage resource has been established.

If the proxy agent is not scanning, assign the storage resource from a different proxy
agent and try scanning again.

Verify that the proxy rights group has been assigned the proper rights to the share.

The proxy rights group must be assigned to the Builtin\Administrators group
on the server where the scan is being conducted.

Verify that the Windows Firewall is configured to permit network traffic to flow
between the Engine and the Agent.

For more information on the Windows Firewall, see Windows Firewall Settings (page

123).
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5 - Active Directory ldentity Scans

File Reporter 24.2 performs an extended collection of identities (security principals) in your
Active Directory forest. The extended data collected with this process is available for use
with Custom Query reports, direct review via the ldentities page, or for use with other
customer-defined processes that query the database directly.

5.1 - Overview
5.1.1 - Scope

Active Directory ldentity Scan service scans for all identities across all domains in the
associated Active Directory forest. Identities are classified as any object in Active Directory
that has a valid Security Identifier (objectSid) attribute.

5.1.2 - Collected Data

The collected data includes a predefined set of single-value attributes that enrich the basic
identity metadata for users, groups, and other security principals found in Active Directory.

For a list of the currently included attributes, see ad.ds_objects in the File Reporter 24.2
Custom Query Guide.

l:ﬁﬂ NOTE: Multi-value attributes are currently not supported, except the

I_’ objectClass attribute for which only the primary structural class value is
collected.
Support for multi-value attributes such as group members, direct reports, and
SID history will be added in a future release.

5.2 - Performing Scans

5.2.1 - Scheduling ldentity Scans

Active Directory Identity Scans run once per day at midnight.

Support for custom schedules will be added in a future release.

5.2.2 - Performing an Immediate Scan

To perform an immediate scan of Active Directory identity objects:
1. Log into the File Reporter web application.

2. Select File Systems > Identities.
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Scan Targets
Scan Policies

Scans in Progress

Identities

Scan Data

Scan History

Scan Agents

3. Click Start Scan.

5.3 - Viewing Collected Identities
1. Loginto the File Reporter web application.
2. Select File Systems > Identities.

3. By default, the collected identities are grouped by domain and object type.

> StartScan 'S Refresh Active Directory Identities
Job Status: ' Waiting for scheduled scan.

Forest Domain object_class

dn domain_nethios sam_account_name account_expires object _sid create_timestamp

v Domain: sp.cctec.org (2.238)

> Object Class: builtinDomain (1)

> Object Class: computer (4)

> Object Class: domainDNS (1)

»  Object Class: foreignSecurityPrincipal (4)

»  Object Class: group (1,112)

»  Object Class: inetOrgPerson (2)

>  Object Class: user (1.114)

Page 1 of 1 (9 items) °

Create Filter

4. Use the search filters and grouping capabilities of the grid display to gain insight into
the collected identities and assist with Custom Query reports.

5.4 - Extending Custom Query Reports

For an example of creating a Custom Query report with extended identity information, see
Active Directory Identity Enrichment in the File Reporter 24.2 Custom Query Guide.
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6 - File Content Scanning

In addition to generating file system, permissions, and trending reports, File Reporter
customers can also analyze their files based on content. By analyzing content, organizations
can locate files containing confidential, sensitive, and personal information that should be
given restricted access, moved to a more secure location, or deleted.

All File Content procedures are performed through the File Content menu options.

6.1 - File Content Classifications

File content classifications are needed by File Reporter as a search parameter. For your
convenience, File Reporter includes three classifications and severity levels. You can modify
this list by editing the settings or creating your own classifications.

6.1.1 - Creating a New Classification
1. Select File Content > Classifications.

2. Click Add.

Classification

Classification:*

<>

Level:*

Description:

Update Cancel

3. Inthe Classification field, enter a name.
For example, Private.

4. From the Level field, specify a severity level for the new classification.
For example, 400.

5. Inthe Description text box, enter a description for the new classification.
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For example, high-risk, private information not intended for public disclosure.

6. Click Update.

6.1.2 - Editing a Classification
1. Select File Content > Classifications.

2. Select the classification you want to edit.
3. Click Edit.

4. Edit the fields.

5. Click Update.

6.2 - File Content Categories

Categories are an additional way of refining your search parameters. For your convenience,
File Reporter includes three standard categories. You can modify this list by creating your
own classifications.

6.2.1 - Creating a New Category

1. Select File Content > Categories.
2. Click Add.

Category

Category:*

Description:

Update Cancel

3. Inthe Category field, enter a name.
For example, National ID.
4. Inthe Description text box, enter a description for the new category.
For example, US Social Security Numbers as well as other national ID schemes.

5. Click Update.
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6.2.2 - Editing a Category
1. Select File Content > Categories.

2. Select the category you want to edit.
3. Click Edit.

4. Edit the fields.

5. Click Update.

6.3 - File Content Search Patterns

Search patterns specify the conditions for the content scanning, along with how you want to
classify and categorize the results.

File Reporter utilizes regex search strings for conducting content scanning. Regex is short for
“regular expression,” a special text string describing and defining a search pattern. Regex
search strings are ideal for locating files containing specified patterns (e.g. Social Security
numbers, credit card numbers, etc.) or other user-defined patterns.

File Reporter currently makes use of Microsoft's .NET regular expressions engine. For basic
information and tutorials on compiling regular expression search strings, see the following
sites:

» https://regexone.com

* https://www.regular-expressions.info/tutorial.html

e https://docs.microsoft.com/en-us/ dotnet/ standard/ base-types/regular-expressions

l:ﬁb NOTE: For cases where different regex engines or languages are mentioned,
| note that this version of File Reporter makes use of the C# (.NET) regular
expression variant.

6.3.1 - Creating a New Search Pattern
1. Select File Content > Search Patterns.
2. Click Add.
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8.
9.

Search Pattern

Name:*

Classification:* -

Category:* -
Match Confidence:* v
Regex Options: -

Search String:*

Description:

Update Cancel

In the Name field, enter a descriptive name for the search pattern.

For example, Social Security US - High.

Names are restricted to A-Z, a-z, 0-9, space, - (hyphen), and _ (underscore).

From the Classification drop-down menu, select a classification.

From the Category drop-down menu, select a category.

From the Match Confidence drop-down menu, select either Low, Medium, or High.

These designations allow you to indicate your confidence in the search pattern.
Selecting High does not necessarily make the match confidence better than selecting
Low. It simply indicates your confidence in the results of the search, based on the
accuracy of the search string.

For example, a search for all Social Security numbers might be Low, while a search for
a particular Social Security number specified in the search string would be High.

In the Regex Options drop-down menu, select any applicable options.

For an explanation of these options, we recommend referring to the following:
https://docs.microsoft.com/en-us/ dotnet/ standard/ base-types/ regular-expression-

options.

In the Search String text box, enter or paste the search string.

In the Description text box, enter a description of the search pattern.


https://docs.microsoft.com/en-us/dotnet/standard/base-types/regular-expression-options
https://docs.microsoft.com/en-us/dotnet/standard/base-types/regular-expression-options
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Search Pattern

Name:* Sacial Security US - High

Classification:" Restricted -

Category:" Pll -

Match Confidence:* High A d

Regex Options: None v

Search String:” AB(NBOA) 1+ NSO L+ IOD LB L2 3¢\ +)67 89121 9C-I\ N+ )09(-N Ns+)9999107 B(-N \s+)05(-I\ s +)1120) 2166610001 NI 2N

I Ns9)IOEINGLND

Description: Search string that looks for the pattern of a Social Security number but leaves out known numbers that are not in circulation.

Updare Cancel

10. Click Update.
6.3.2 - Editing a Search Pattern

Select File Content > Search Patterns.
Select the search pattern you want to edit.
Click Edit.

Edit the fields.

o~ L NP

Click Update.

6.4 - File Content Jobs

A job definition specifies the file system paths where the content scanning will take place,
the search patterns that will be applied, the filters for the search, and where the content
scanning results will be stored.

6.4.1 - Creating a New Job Definition

1. Select File Content > Job Definitions.
2. Click Add.
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Job Definition

Name:* | SSN Search Result Type:* | patabase -

TARGET PATHS SEARCH PATTERNS FILTERS

Add  Remove
Target

[ | visrs-m1.sp.cctec.orgishares

Update Cancel

3. Inthe Name field, enter a descriptive name for the job definition.
4. From the Result Type menu, select from the following options:

« Database: This option saves the results of the content scan to the database, where
you can use it to generate a report using the Report Designer. Having the scan in the
database also allows you to search and report utilizing the established classifications
and categories.

¢ File: This option saves the results of the content scan as afile in the Search
Results share. You can access all saved files through the Search Results page.
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5. From the Target Paths tab, click Add.

Scan Data Browser - File System Data

T BB sp.cctec.org

' |:| f=\\srs-m1.sp.cctec.orghrefs-share
v |:| f=\\srs-m1.sp.cctec.org\Shares
' &5 Atlanta
» [ s Home
» [ sssFo
[J =5 test

-

-

Wisrs-m1.sp.cctec.org\Shares2
Wsrs-mi.sp.cctec.orghtest-1
Wsrs-mi.sp.cctec.orghtest-10

-m1.sp.cctec.orgitest-100

- -
- -
LA LA
- =
L LA

-m1.5p.cctec.org\test-101

\\srs-m1.sp.cctec.orgitest-102

1000000

R B

VL marm wmm A e e ameed mmde A CVTE

6. Select the targets where you want the file content to be scanned.

IMPORTANT: File paths appear in the Scan Data Browser - File System
Data dialog box only if the paths have had a previous file system scan. If
the path you want does not appear in the dialog box, you must first
conduct a file system scan on the path.

7. Click OK.
8. Click the Search Patterns tab.
9. Click Add.
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10.
11.
12.

13.

62

Search Patterns Browser

|:| Name Category Classification
[J Amanda cox General Sensitive
|:| Sodial Security Us Pll Sensitive

From the Search Pattern Browser, specify your search patterns and click OK.
Click the Filters tab.

In the Maximum File Size field, specify the size of files that will not be scanned for
content.

For example, large files such as ISO files should probably not be scanned. If you do not
enter a setting in this field, all files in the file path will be scanned.

In the File Extensions text box, specify the file types you want scanned.

If you do not specify file extensions, all files in the file path will be scanned.
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Job Definition

Name:* | ssN Search Result Type:* | patabase -
TARGET PATHS SEARCH PATTERNS FILTERS
Maximum File Size: 0 C MB  (Value of 0 s unlimited size)
File Extensions: txt
pdf
doc

xsx

Enter filename extensions, one per line, without a leading period.

Update Cancel

14. Click Update to save the job definition settings.
6.4.2 - Editing a Job Definition

1. Select File Content > Job Definitions.

2. Select the job definition you want to edit.
3. Click Edit.

4. Edit the fields.

5. Click Update.

6.5 - Managing File Content Scans
6.5.1 - Verify AgentFC Registrations

You can view the version, last heartbeat, and other details for each deployed AgentFC by
selecting File Content > Agents.
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@Delete 5 Refresh File Content Scan Agents
Draga column header here to group by that column

Host Name Version Last Heartbeat 05 Version OCR  status

[m} S Versi 0s Description java Version Tika Version
Windows Server 2019 opendk version "11.0.7* 202
v | srs-m1.sp.cctecorg 41272021 805:01PM | 10.0.17763.0 Standard (Build 17763) OpenJDK Runtime Environme Apache Tika 1.24.1 Ready
Release 1809 Open|DK 64-Bit Server VM Ad

Create Filter

Copyright 2020 Condrey Corporation

This page can be used to verify the consistency of AgentFC deployments and configuration
parameters.

6.5.2 - Start a File Content Scan Job
To start a File Content scan job:

1. Select File Content > Job Definitions.

2. Select the check box for the job definition to run.

3. Click Scan Now in the toolbar to initiate the selected File Content Scan Job.
6.5.3 - Viewing Jobs in Progress

You can view the status of file content scanning jobs in progress by selecting File Content >
Jobs in Progress.
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@ cancel | G Refresh File Content Jobs in Progress

Drag a column header here to group by that column

[ Jebip Job Definition Files submitted Files Processed status Code Status Message

o e

Page 10f 1 (1 items) o

Copyright 2020 Condrey Corporation

6.5.4 - Viewing Scanned Data Matches

You can view the set of matched results data by selecting File Content > Scan Data.

S Refresh File Content Scan Data
Job

Full Path Scan Time Classification Category Matched Search Pattern Confidence

v Job: amanda cox - 2 (4 entries - Processing) =
\\srs-m1.sp.cctec.org\Shares\SFO\Employees\acox\finding names.txt 4/27/2021 8:04:38 PM Sensitive General ‘Amanda Cox (2 matches) Low
\\srs-m1.sp.cctec. tlant: e\New Text Document.txt 4/27/2021 8:04:37 PM Sensitive General Amanda Cox (2 matches) Low
\\srs-m1.sp.cctec.org\Shares\Atlanta\Employees\acox\New Text Document.txt 4/27/2021 8:04:15PM Sensitive General Amanda Cox (2 matches) Low
\\srs-m1.sp.cctec.org\Shares\Atlanta\Employees\acox\finding names.txt 4/27/2021 8:03:52 PM Sensitive General Amanda Cox (2 matches) Low

v Job:amanda cox-1 (11 entries - Completed)

\lsrs-m1.sp.cctec.org\Shares2\test\Microsoft Visual Studio

14.0\Common7IDE\temTemplates\VisualBasic\Windows 11/10/2020 7:58:53 P Sensitive General Amanda Cox (5 matches) Low
Forms\1033\LoginForm\LoginForm.resx

\srs-m1.sp.cctec.org\Shares2\test\Microsoft Visual Studio

14.0\Common7\IDENtemTemplates\VisualBasic\Windows 11/10/2020 7:58:53PM | Sensitive General Amanda Cox (2 matches) Low
Forms\1033\Explorer\explorer.resx

\isrs-m1.sp.cctec.org\Shares2\test\Microsoft SQL Server Management Studio

18\Common7\IDE\Corr 15\Platform\De DiagnosticComm¢ 11/10/2020 7:58:23 PM Sensitive General ‘Amanda Cox (1 match) Low
2.0.0.0.debugjs
\sTs-m1.sp.cctec.org\Shares2\testMicrosoft SQL Server Management Studio 0202075531 P | Sensitive - Amands Cox (4 matches) Low
18\Common7\IDE\Mashup\ODBC Drivers\Simba Spark ODBC Drivericacerts,pem
\\srs-m1.sp.cctec.org\Shares2\test\M ft SQL S M. t Stud

Srem sp.cctec.orgSharesatesticrosem SQL Server Management Studio. 11/10/2020 749:56 PM  Sensitive General Amanda Cox (1 match) Low
18\Common7\ServiceHub\Services\TypeScriptLintingServiceMypescriptiinting.alljs
\srsm1.sp.cctec.org\Shares2\testiMicrosoft Visual studio 11/10/2020 7:47:09 PM Sensitive General Amanda Cox (1 match) Low

14.0\Common7\IDE\1033\UpgradeReport.xsit

\\srs.m1 sn crfer are\Shareso\testMicrnsoft SOI Servar Manasement Stidin

Page 10f 1 (17 items)

Copyright 2020 Condrey Corporation

6.5.5 - Download Search Results

For those job definitions where the Result Type setting is set to File, you can download the
file content scan file from the Search Results page.
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o 5 Refresh File Content Search Results

Draga column header here to group by that column

[J ResultFile 1 Jobstatus File Size Last Modify Time

T T T v T
E Eaer SRR _

Page 10f1 (Titems) < o >

Copyright 2020 Condrey Corporation
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7 - Microsoft 365 Scans

Scanning your Microsoft 365 tenant identifies all users and groups from Azure AD and
SharePoint Site Collections, associated Drives, SharePoint Sites, Teams and Team Channels,

and associated Document Libraries.

Each Drive and Document Library scan includes details of the file system structure, individual

files, and file and folder permissions.

7.1 - Tenants

To scan the Microsoft 365 Tenant:

1. Select Microsoft 365 > Tenant.

File Reporter 41  Main~  FileSystems ~ File Content +

»> 'S Refresh
D v tog that colum
[]  JobsStatus Tenant
condreycorprpl
+ Complete ycorpre
a o2 condreycorprpl.onmicrosoft.com / sp.cctec.org

2 sP\Administrator

Microsoft 365 Tenants

Counts
Users 1,120/1,120 Sifes 25/25 ShareFoint Users 200/ 200
Groups 1,078/1,078 Teams 9/9 SharePoi 81/81
Drives 30/30 Channels 15/15 SharePoinf evels  158/158

Copyright 2022 Condrey Corporation

2. Select the check box associated with the listed tenant, then click Scan.

The progress of the scan is displayed in the Counts column.

2 SP\Administrator

File Reporter 4.1 fain ~  File Systems + File Content ~
» s ‘G Refresh
o v o group by that columy
Job Status Tenant
condreycorprpl
Q Processing g [ Cancell
D1 condreycorprplonmicrosoft.com / sp.cctec.org

Microsoft 365 Tenants

Counts
Users 709/1,120 Sites 25/25 SharePoint Users 200/ 200
Groups 07241 Teams 2/2 SharePoint Groups 81/81
Drives 30/30 Channels 3/3 SharePoint Permission Levels 158 /158

Copyright 2022 Condrey Corporation
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You can also monitor the progress of the scan among the various drives by selecting
Microsoft 365 > Drives.

2 sP\Administrator

File Reporfer 4.1 ~ Main ~  FileSystems ~  File Content ~  Governance ~  Microsoft 365 - Reports ~  Configuration ~

> ‘G Refresh Microsoft 365 Drive Scans

[] ScanStatus Drive Type Counts. URL Scanld

Files 1
Foiders 1
Complete Document Library htps:/icondreycorprplsharepoint.com/subsiteldoclib 1
Packages 0
Permissions 10

Files
Folders

0Documents 2

O + complete Documen t Library

. sp_cctec_org/Documents

O + Complete Business

n cctec ara/Documents

M« Comnlete Business
Copyright 2022 Condrey Corporation

Once the Job Status column indicates that the scan is complete, you can then
generate a Microsoft 365 report. For procedures for doing so, see Microsoft 365
Reports in the File Reporter24.2 Custom Query Guide.

7.2 - Drives and Document Libraries

There may be instances where after the initial tenant scan, changes are made to only a select
number of libraries. Rather than rescan the entire tenant, you can select the specific drives to

scan.

consequently the creation of a new drive, requires a tenant scan for the drive to
be scanned.

| Fﬁi NOTE: More significant changes, such as the addition of a new team and
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1. Select Microsoft 365 > Drives.

2. Select the check boxes associated with the listed drives you want to scan, then click

Scan.
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8 - Reporting

File Reporter provides an extensive set of reporting options for each of the supported
repository types and targets.

8.1 - Built-in Reports

File Reporter provides several built-in report templates for Windows file system targets. Each
template includes customizable parameters specific to the report type and includes
categories such as:

¢ File system metadata reporting
¢ Permissions reporting
e Historic comparison reporting for changes in permissions or metadata over time

¢ Volume free space trending

l:ﬁﬂr NOTE: See Built-in Reports (page 81) for more details on Built-in Reports
| | definitions.

8.2 - Custom Query Reports

For cases where customized file system reporting is required or for repository types where
built-in reports are not available, such as Microsoft 365, Custom Query reporting provides an
advanced interface for querying collected scan data and laying out report data results.

A Custom Query report may be configured as just a simple SQL query with delimited text
output, or it may include both the SQL query as well as a detailed report layout definition to
assist with the presentation of charts, grouping, and custom layouts, as well as provide
exports for various formats including PDF, HTML, and Excel spreadsheet exports.

':ﬁ“’ NOTE: See Custom Query Reports (page 119) for more details on Custom Query
| | reports.

8.3 - Report Definitions
8.3.1 - Creating a Report Definition

To create a report definition:
1. Select Reports > Report Definitions.

2. Click Add in the toolbar.
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Add Report Definition &

Name:* “

Unformatted: [] Create report as Unformatted (for use with Text, Csv, or XIs exports)

Directory Data File Data

o Summary o Filename Extension O Filename Extension Detail
O Directory Quota O Qwner O Owner Detail

O Storage Cost o Duplicate File O Duplicate File Detail

o Comparison O Date-Age O Date-Age Detail
Permissions Historic Comparison

o Assigned NTFS Permissions O File System Comparison

o Permissions by Path o NTFS Permissions Comparison

O Permissions by Identity

Trending Custom Query

o Volume Free Space o Custom Query Report

3. Inthe Name field, enter a name for the report.

4. (Optional) Select Unformatted to create a report that is delimited text only, with no
report layout assigned.

5. Select areport type by clicking one of the radio buttons.

Query report definition may provide better control and performance than

|II?‘Q NOTE: For users who are familiar with writing SQL queries, a Custom
a comparable unformatted report definition.

6. Click OKto create the report definition.

Depending on the report definition type, set any remaining report definition
parameters, or for Custom Query reports, write the necessary SQL query and report
definition layout.

For details on the various built-in reports and their parameters, see Built-in Reports (page 81).

For details on Custom Query reports, see Custom Query Reports (page 119).

8.3.2 - Deleting a Report Definition

To delete a report definition:
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1. Select Reports > Report Definitions.

2. From the list of report definitions, select one that you want to copy.
3. Click Delete in the toolbar.
4

. Click Yes in the confirmation dialog to confirm the report definition deletion.

'&‘G NOTE: Editing or deleting a Report Definition, does not affect any Stored
| | Reports previously generated from that Report Definition.
8.3.3 - Copying a Report Definition

To save time in creating a new report definition and its associated properties, you can copy
an existing report definition.

When you copy a built-in report, the following properties are included:
* Report Parameters
¢ Report Targets Paths
¢ Report Identity Targets
e Filters
¢ File Dynamics Policies
When you copy a Custom Query report, the following properties are included:
e SQL Query
* Report Layout

I;‘ﬂ NOTE: Copying a report definition does not copy the content in the Description
| | field, nor does it copy the report schedule.

1. Select Reports > Report Definitions.
2. From the list of report definitions, select one that you want to copy.

3. From the toolbar, click Copy.
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7.
8.
9.
10.
11.
12.

Copy Report Definition

source

Target Copy of ATL File Extension
Click Copy.

The new report definition is added to the list of report definitions with the name Copy
of preceding the name of the original report definition.

Select the copy of the report definition.

From the toolbar, select Rename.

Rename Report Definition

MNew Name Copy of ATL File Extension

Rename Cancel

In the New Name field, specify a name for the new report definition, then click Rename.

Select Schedule > Edit Schedule.

Set the scheduling parameters for the new report definition, then click OK.
From the toolbar, click Edit.

In the Description field, enter a new description.

Click Save.

8.4 - Preview Reports

A Preview Report is generated from scan data in the database and is temporarily cached in
the Web Application's data folder. When you close a preview report, you cannot access the
report again until you generate a new one using the same report definition.

When you view a report in Preview mode, you can print the report or save the report locally.
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From the Report Definitions page, select the report definition from which you want to
generate a report.
. Select Generate > Generate Preview.

. (Conditional) If you get a message stating that your browser prevented pop-up
windows from appearing, enable pop-ups for this site.

o B8 8 Page 1 ~ of 4 > »» 1A & ppr o~

* Summary
Parameters
Top 10 Folders by File Size

¥ ReportDats

Summary Report

CCTEC

CCTEC

Report Date:  4/27/2021 7:03:11 PM
Generated by: File Reporter

Galileo Page 10f4

All reports are structured similarly, with a title page, report parameters, for some report
types a Top Ten summary, followed by a comprehensive breakdown of the data in the
pages that follow.

Display the Search Window button: Lets you conduct a search within the preview
report.

Print the Report button: Prints the entire preview report.

Print the Current Page button: Prints the currently displayed page.
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4.

First Page button: Takes you to the first page of the preview report.

Previous Page button: Takes you to the page that precedes the page you are viewing.
Page drop-down menu: Lets you advance to a page number by selecting it.

Next Page button: Takes you to the page that follows the page you are viewing.

Last Page button: Takes you to the last page of the preview report.

Export a Report and Save it to the Disk button: Exports the preview report to the file
type listed in the drop-down menu and lets you view or save it in the new format.

Export a Report and Show it in a New Window button: Exports the preview report to
the file type listed in the drop-down menu.

File Type drop-down menu: Lets you select the file type format to export the report to.

Document Navigation: Lists the contents of the report. You can click any item to
advance within the preview report.

Export, save, or print the preview report.

8.5 - Stored Reports
8.5.1 - Generating Stored Reports

Generating a Stored Report means that the report is saved and available for access for a set
number of days from the time it is generated. Of course, you can save the report locally
where you can keep it indefinitely.

1.
2.
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From the Report Definitions page, select Generate > Generate Stored Report.

Select Reports > Stored Reports.

o S Refresh Stored Reports
o gro
Name size Report Type Report Time | Expiration Date 1d
D ¥ @ owner 35.98KB  Owner 4/27/2021 6:36:02 PM 5/27/2021 12:00:00 AM 2
O & & refssummary 11.92KB  Summary 10/22/2020 12:28:30 PM 11/21/2020 12:00:00 AM 1
e rariciens < @)
Create Filter
Copyright 2020 Condrey Corporation
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3. Click the report you want to view.

4. (Conditional) If you get a message stating that your browser prevented pop-up
windows from appearing, enable pop-ups for this site.

n 8 8 Page 1 ~ of 4 » » & ppF ~

Summary Report

CCTEC

CCTEC

Report Date:  4/27/2021 7:03:11 PM
Generated by: File Reporter

Galileo Page 10f4

All reports are structured similarly, with a title page, report parameters, for some report
types a Top Ten summary, followed by a comprehensive breakdown of the data in the
pages that follow.

Display the Search Window button: Lets you conduct a search within the preview
report.

Print the Report button: Prints the entire preview report.
Print the Current Page button: Prints the currently displayed page.
First Page button: Takes you to the first page of the preview report.

Previous Page button: Takes you to the page that precedes the page you are viewing.
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Page drop-down menu: Lets you advance to a page number by selecting it.
Next Page button: Takes you to the page that follows the page you are viewing.
Last Page button: Takes you to the last page of the preview report.

Export a Report and Save it to the Disk button: Exports the preview report to the file
type listed in the drop-down menu and lets you view or save it in the new format.

Export a Report and Show it in a New Window button: Exports the preview report to
the file type listed in the drop-down menu.

File Type drop-down menu: Lets you select the file type format to export the report to.

Document Navigation: Lists the contents of the report. You can click any item to
advance within the report.

5. Save or print the stored report.

8.5.2 - Stored Reports Path

The default path for stored reports is established during the installation of the Engine. If you
want to change the file path, you can do so if the new path is on the server hosting the Engine
and Web Application.

Because both the Web application and the Engine need access to the report files, the service
accounts those processes run as must have both Read and Write access to the specified
path. For the Engine, this is the Windows Proxy Account and for the Web Application, this is
the associated IIS AppPool Identity, which is an account created by Windows and tied to the
Application Pool when the Web service was configured.

If you create a new folder for the stored reports, you must assign Read and Write access for
the associated Windows server/ proxy account to that folder, as well as the AppPool Identity.
Because you cannot browse for the AppPool Identity, you need to use the name of the
AppPool itself:

Select User, Computer, Service Account, or Group >

Select this object type:
|User. Group, or Buittin securty principal | | Object Types... |

From this location:

|sp.cdec.urg || Locations... |

Enter the object name to select (examples):

SreProxyBights ; SreAppPoolSve Check Names

]| el |
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1. Select Configuration > Stored Reports.
2. Inthe Stored Reports Folder field, specify a new path.
3. Click Save Changes.

IMPORTANT: When reconfiguring the Stored Reports path, File Reporter does
L) not move previously generated reports to the new location—you will need to
move these yourself.

8.5.3 - Stored Reports Lifespan

By default, stored reports are available for access for 30 days. You can adjust this setting by
following the procedures below.

1. Select Configuration > Stored Reports.
2. Inthe Default Expiration field, adjust the setting.
3. Click Save Changes.

':;G NOTE: You can always save a Preview or Stored report locally so it remains
| | accessible indefinitely.

8.6 - Report Scheduling
8.6.1 - Setting a Report Schedule

You can generate reports on a one-time or regularly scheduled basis.
1. Select Reports > Report Definitions.
2. Click the check box for the report definition you want to schedule.

3. Select Schedule > Edit Schedule.
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78

Schedule for ATL Duplicate File

SCHEDULE START
Engine Local Time:* 12:00 AM C
Engine Local Start Date:™ | 4/27/2021 -

SCHEDULE RECURRENCE

O Once
O Daily
@ Weekly Tuesday -

O Monthly

Engine Local Time: Specify the time that you want the report to generate.

The time you select should be based on the time zone where the Engine is located and
not the workstation where you are accessing the Web application.

Engine Local Start Date: Specify the date when you want the report schedule to take
effect.

Be aware that entering a date does not mean that the report generates on that date. If
the Engine Local Start Date is set for today, which is a Monday, but the Schedule
Recurrence setting is set for Weekly on Sunday, the report does not generate until
Sunday.

Once: Select this option to schedule the report to be generated only once.
Daily: Select this option to schedule the report to be generated daily.
Weekly: Select this option and specify a weekday to generate the report.

Monthly: Select this option and specify a day to generate the report each month.

4. Specify the scheduling parameters and click OK.
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The new schedule is displayed in the Schedule column of the Report Definitions page.

8.6.2 - Editing a Report Schedule
. Select Reports > Report Definitions.
. Click the check box for the report definition you want to reschedule.
. Select Schedule > Edit Schedule.

1
2
3
4. Make the schedule changes you want.
5. Click OK.

6

8.6.3 - Clearing a Report Schedule

Select Reports > Report Definitions.
Click the check box for the report definition with the schedule you want to remove.

Select Schedule > Clear Schedule.

A

When the confirmation screen appears, click Yes.

The status of the report definition appears in the Schedule column as Not Scheduled.

8.7 - Reports in Progress

8.7.1 - View Reports In Progress
When you generate large reports, you can view the progress on the Reports in Progress page.
1. Select Reports > Reports in Progress.
2. Click Refresh.
When the report disappears from the list, the report generation is complete.
8.7.2 - Cancel a Report in Progress
To cancel a report in progress:
1. Select Reports > Reports in Progress.
2. Click the check box for the report in progress that you want to cancel.

3. Click Cancel in the toolbar.

8.8 - Troubleshooting Reports

If there is potential for a reporting problem, File Reporter provides notifications to help
resolve the issue. The following points might also be helpful.
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1. Verify that a scan exists for the storage resources you want to report on.

2. If your built-in reports include too much data to be useful, narrow the scope of the

report by implementing filters or reducing the number of report target paths for built-in
reports.

For more information on built-in report filters, see Built-in Report Filtering (page 86).
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9 - Built-in Reports

This chapter provides overview information and procedures for generating reports applicable
to your Microsoft network, including Built-in reports and Custom Query reports.

9.1 - Overview

After you have conducted scans on storage resources, File Reporter has the content needed
to generate reports. The type of report you can generate depends on the type of scan that
you have conducted. For example, to create an Assigned NTFS Permissions report, a
Permissions scan on a Windows share must first be conducted.

All reports are created by first creating report definitions. The report definition specifies the
report name, type, target path to the scans, and more.

IMPORTANT: The report definition name must be unique. If you attempt to give
L] the report definition an existing name, File Reporter generates an error.

File Reporter has built-in aggregate reporting capabilities, meaning that you can specify
multiple target paths in the same report. Additionally, File Reporter has built-in scoping,
which allows you to browse through the file path or Active Directory and specify the level
where you want to start reporting data. Finally, Boolean filtering is available for all File Data
Reports. For more information, see Built-in Report Filtering (page 86)

When the definition has been saved, you can generate the report immediately or schedule it
to be generated.

You can generate reports in either Preview or Stored Report mode. Preview lets you view the
report where you can save it locally if you want to. Stored Report saves the report to the
server hosting the Engine, where it remains for a set amount of days.

You can generate Detailed Reports from certain built-in report types. For example, a File
Extension Report can be the means of generating a Detailed Report that includes the specific
details of all of the * .mov files.

All built-in reports include a cover sheet that you can customize to include your
organization’s logo.
9.2 - Built-in Report Types
File Reporter has five different built-in report type classifications:
e Directory Data
e Permissions

¢ File Data
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e Historic Comparison
e Trending

Each classification includes one or more report types. For example, in the Permissions
category, three different reports can be generated.

9.3 - Branding and Style
9.3.1 - Cover Sheet Logo

All generated built-in reports include a cover sheet that includes a default graphic. If you
want, you can replace it with your organization’s logo.

1. Select Reports > Report Definitions.

2. Select Report Branding and Styling > Report Branding.
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Report Branding

Company Name:

Company Logo:

Images must meet the following criteria:
* [ess than one megabyte (1 MB)
* Dimensions no larger than 500x400 pixels
* File format is one of the following:
° PNG (*.png)
o JPEG (*jpg *.jpeg)
o BMP (*.bmp)

Browse... Reset

Save Cancel

3. Inthe Company Name field, specify the name of your organization.
This is the name that appears on the front cover.

4. Click Browse, then browse to and replace the default logo with a new logo.
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Report Branding

Company Name:  CCTEC

Company Logo:

CCTEC

Images must meet the following criteria:
* [ess than one megabyte (1 MB)
* Dimensions no larger than 500x400 pixels
* File format is one of the following:
o PNG (*.png)
© JPEG (*,jpg. *.jpeg)
o BMP (*.bmp)

Browse...

Reset

Save Cancel

5. Click Save.

9.3.2 - Report Data Font

Due to limitations of font encoding in PDF files, you might need to specify an alternate report
data font. Locales that have multi-byte characters or characters outside the Latin-1 set of

characters supported by the default font are especially at risk.

If you know the collected data is limited to a specific locale or language, choose a font that

properly displays all characters for that locale or language.

If the collected data might contain characters that span multiple locales or that include both
multi-byte and Latin-1 characters, for example, choose an appropriate Unicode Font that can
accurately display most characters from the Unicode set and not just a specific locale.
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Two Unicode fonts known for having both good Unicode character coverage and good glyph
presentation are MS Arial Unicode (a sans-serif font) and CODE2000 (a serif font).

For more information on these fonts and on Unicode fonts in general, see
https://en.wikipedia.org/wiki/ Unicode font.

l:b‘ﬂ NOTE: You can change the data font to any font that is available on the server
| | hosting the Web Application.

Headers and parameters in the reports remain in the default Arial font.
To change the report data font:
1. From the Reports menu, select Report Definitions.
2. From the Report Branding and Styling drop-down menu, select Report Data Font.

3. From the Report Data Font Name drop-down menu, select the font you want to use for
the report.

4. Click Save.

9.4 - File Management Policy Reports

For most built-in reports, you browse to and specify a file path for the report through the
Target Paths tab. If you have File Dynamics managing your organization’s user and
collaborative storage, you can have File Reporter report on the storage according to the
target paths of the File Dynamics policies, rather than through a specific file path.

IMPORTANT: File Reporter 24.2 only supports File Dynamics 6.6 or later.

The advantage to specifying a File Dynamics policy rather than a file path is that a policy can
include many different target paths. For example, in a large organization that utilizes File
Dynamics’ load balancing capabilities, a single policy might have 10 or more target paths. If
you chose to specify the paths through the Target Paths tab, you would need to list all 10
paths. But if you have each of the target paths listed in a single policy, through the File
Management Policies tab, all you need to do is add the single policy.

Another important advantage is that File Reporter reads the associated policy target paths
each time areport is generated so that it dynamically responds to changes in assigned target
paths for File Dynamics policies.

in Integrating with File Dynamics (page 35)

‘ |l:5¢ NOTE: Procedures for integrating File Reporter with File Dynamics are included
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You can specify policies for all File Reporter built-in reports except for Comparison reports,
Permissions by Identity reports, and Volume Free Space reports.

9.5 - Built-in Report Filtering
File Reporter enables you to utilize advanced filtering capabilities so that your reports

include only the data you want. File Reporter provides this advanced filtering capability for all
File Data Reports, which include:

¢ Filename Extension Reports

¢ Filename Extension Detail Reports
¢ Owner Reports

e Owner Detail Reports

¢ Duplicate File Reports

¢ Duplicate File Detail Reports

e Date-Age Reports

¢ Date-Age Detail Reports

Filters Tab

Built-in report filtering is available in the Filters tab of the Report Definition Editor.
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Report Definition Editor - Atlanta Users Owner Report

Mame:* Atlanta Users Owner Reporf

Unformatted: D
Type: Owner Report

Description: Report Definition created on 12/7/2020 7:46:06
PM by SPAAdministrator

TARGET PATHS FILE MANAGEMENT POLICIES FILTERS

RELATIVE DATE

Save Cancel

You can filter according to size, dates, or both.
Filter Expression Builder
The And drop-down menu is used to:

¢ Select Boolean operators for creating a search filter

e Create additional groups or conditions

¢ Delete search filters, groups, or conditions

You set filter parameters using the Boolean operators available through the And drop-down
menu and add the search parameters with the + button. Alternatively, you set date filters
using the Relative Date filter parameters on the right-hand portion of the page.
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The + button next to the And drop-down menu is used to create parameters for a search
condition.

And

File Extension Begins with  <enter a value> @

@ NOTE: File size filter values must be entered in bytes.

For example, if your filtering parameters were for all files larger than 500 MB,
you would enter 524288000 (500 x 1024 x 1024). A more practical entry might
be 500000000. Do not attempt to enter commas; they are placed
automatically.

Relative Date Filter Settings

Click Relative Date and then select the Create Date, Modify Date, and Access Date check
boxes to enable the corresponding drop-down menus and fields.

EXPRESSION N
Create Date | Since b L Days * ago
REL ATIVE DATE
i
Modify Date | Since b 0 o Days ¥ ago
; ~
Access Date | Since - L Days ¥ | ago

LS  NOTE: Use of both the Filter Expression Builder and Relative Date Filter in the
same report definition are logically joined with a Boolean AND.
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9 - Built-in Reports

Reports in this classification include Summary, Directory Quota, Storage Cost, and

Comparison Reports.

Before generating any type of Directory Data report, you must first conduct a File System

scan on the shares you want to report on.

9.6.1 - Summary Report

Summary reports provide a summary of the contents of folders according to a specified level

in the file system.

1. Select Reports > Report Definitions.

2. Click Add.

Add Report Definition

Name:* ATL Summary

Unformatted:

Directory Data

@ Summary
(O oirectory Quota

O Storage Cost

O Comparison
Permissions

(O Aassigned NTFS Permissions
O Permissions by Path

O Permissions by Identity

Trending

O Volume Free Space

File Data

o Filename Extension o Filename Extension Detail
o Owner o Owner Detail

O Duplicate File O Duplicate File Detail

O Date-Age O Date-Age Detail

Historic Comparison

(O File system comparison

O NTFS Permissions Comparison

Custom Query

(O custom Query Report

3. Inthe Name field, specify a descriptive name of the report definition.

For example, User Volume Summary Report.

The name can contain up to 64 alphanumeric characters.

4. Select the Summary option and click OK.
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90

5.

Report Definition Editor - ATL Summary

Name:* ATL Summary Report Path Depth 0

<» &>

Type:
e Summary Report Initial Chart Path Depth 0

Description: = Report Definition created on 4/27/2021 6:58:47
P by SPAAdmInistrator @ A Report Path Depth greater than 3 or 4 may result in

significant report size and processing time.

TARGET PATHS FILE MANAGEMENT POLICIES

Add  Remove
Target Path

D Wisrs-m1.sp.cctec.org\Shares\Atlanta

Save Cancel

In the Report Path Depth field, specify the depth of reporting.

For example, if you select 3, the Summary report lists the file contents of all file paths
in the specified shares up to 3 levels in the file structure.

For example, for a server named srs-mlsp, the Summary report would list the contents
of these paths:

\\srs-mlsp.cctec.org\Shares\Home\Usersl
\\srs-mlsp.cctec.org\Shares\Home\Usersl\a
\\srs-mlsp.cctec.org\Shares\Home\Usersl\a\stuff\ss
\\srs-mlsp.cctec.org\Shares\Home\Usersl\a\stuff\morestuff

In the Initial Chart Path Depth field, specify the initial path depth for inclusion in the Top
Ten Folders by Size chart that is displayed in the report header section.

This is important so that when the Report Path Depth is greater than zero, the top-level
folders are now conditionally included. The Chart Path Depth parameter is not allowed
to be greater than the currently specified Report Path Depth.

7. From the Target Paths tab, click Add.
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Scan Data Browser - File System Data

T BB sp.cctec.org
' |:| f= \\srs-m1.sp.cctec.orgirefs-share
T |:| f=\\srs-m1.sp.cctec.org\Shares
g =5 Atlanta
» [J = Home
» [ sssFo
[J =5 test

-m1.sp.cctec.org\Shares2

-

!

-
—
LA
=
LA

\isrs-mi.sp.cctec.orgitest-1
\\srs-m1.sp.cctec.org\test-10
-m1.sp.cctec.org\test-100
-m1.sp.cctec.org\test-101

\isrs-mi.sp.cctec.orgitest-102

Y S ) Y

1000000

Wmerm amm A mem e et Fmed A Y

8. Click the >to browse and select the file paths you want included in the report, then
click OK.

You must expand the Active Directory forest to be able to select the shares, even if you

want to select the root of the Active Directory forest.
9. Click Save.

The report definition is added to the list.
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©add I : o {%)schedule  Generate [ Report Brandingand Styling 5 Refresh Report Definitions

Draga column h yh

[m] Name Report Type Targets  File Management Policies  Report Owner Schedule 1d
I Y T S N

D Q Group Memberships ms365 Custom Query 0 0  sp\administrator [Not Scheduled] 2

O Q & owner Owner 1 0 sp\administrator 3 [Not Scheduled] 3

O Q @& refssummary Summary 1 0 sp\administrator [Not Scheduled] 1

Page 10f 1 (4 items) o >

Create Filte

Copyright 2020 Condrey Corporation

10. Do one of the following:

e Generate the report in Preview mode by following the procedures under Preview
Reports (page 72)

¢ Generate the report in Stored mode by following the procedures under Stored
Reports (page 74)

9.6.2 - Directory Quota Report

Directory Quota reports specify folders with assigned quota, the amount of quota assigned,
and the amount of quota consumed.

configured to collect quota information.

‘ |"?‘0 NOTE: Quota information is only available if the file system scan policy was
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2
3.
4

Select Reports > Report Definitions.
Click Add.
In the Name field, specify a descriptive name of the report definition.

Select the Directory Quota option and click OK.
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Report Definition Editar - ATL Users Directory Quota

Name:* ATL Users Directory Quota

Unformatted: []
Type: Directory Quota Report

Description: Report Definition created on 4/27/2021 7:10:27
EM by SP\Administrator

TARGET PATHS FILE MANAGEMENT POLICIES

Add  Remove
Target Path

|:| Wsrs-m.sp.cctec.org\SharesiAtlanta

Save Cancel

© N o O

From the Target Paths tab, click Add.

Click Save.

Generate the report as either a Preview report or a Stored report.

Browse and select the file paths you want included in the report and click OK.

For procedures on generating a Preview report, see Preview Reports (page 72)

For procedures on generating a Stored report, see Stored Reports (page 74)

9.6.3 - Storage Cost Report

Storage Cost reports indicate storage costs according to prices established in the Cost per
Unit setting of the Report Definition editor. You can use this report to determine which users

or groups are being irresponsible with network storage practices.

o

NOTE: When the report is generated, the monetary symbol that is displayed
comes from the local Engine/ Web server's Windows locale and region settings.
For example, if the Windows server hosting the engine and Web application is
set up using US locale and region, it will show a $ for costing displays in the

report.
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1. Select Reports > Report Definitions.

2. Click Add.

3. Inthe Name field, specify a descriptive name of the report definition.
4

Select the Storage Cost option and click OK.

Report Definition Editor - ATL Storage Cost

Name:* ATL Storage Cost Unit: ce -

Unformatted: []

Cost per Unit:* 1.0
Type: Storage Cost Report

Description: Report Definition created on 4/27/2021 7:11:35
PM by SP\Administrator

TARGET PATHS FILE MANAGEMENT POLICIES

Add  Remove
Target Path

D \srs-m1.sp.cctec.orgiShares\Atlanta

5. Inthe Unit drop-down menu, select the storage unit value for which you want to
establish a cost.

In the Cost per Unit field, indicate the cost of the selected storage unit.
From the Target Paths tab, click Add.

Browse and select the file paths you want included in the report and click OK.

© ®© N o

Click Save.
10. Generate the report as either a Preview report or as a Stored report.

For procedures on generating a Preview report, see Preview Reports (page 72)

For procedures on generating a Stored report, see Stored Reports (page 74)

9.6.4 - Comparison Report

A Comparison report specifies the differences between two selected folders on the network.
This is useful if you want to verify that servers are hosting the same version of library files,
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documents, and so forth.

1. Select Reports > Report Definitions.

2. Click Add.

3.

In the Name field, specify a descriptive name of the report definition.

4. Select the Comparison option and click OK.

5.

8.

Report Definition Editor - ATL Comparison

Name:* ATL SFO Comparison Results:  Show unique paths from both targets -
Unformatted: []
Type: Comparison Report

Description: Report Definition created on 4/27/2021 7:12:15
P by SPAAdministrator

TARGET PATHS

Add  Remove
Target Path Index
D Wsrs-m1.sp.cctec.org\SharesiAtlanta 1

|:| Wsrs-m1.sp.cctec.orgiShares\SFO 2

m Cancel

In the Comparison Results drop-down menu, select an option.

Show unique paths from both targets: The report indicates the differences in folder
and file names for the compared target paths.

Show paths unique to the first target: The report indicates only the unique folder and
file names found in the first target path.

Show paths unique to the second target: The report indicates only the unique folder
and file names found in the second target path.

From the Target Paths tab, click Add.

Browse and select two shares or folders whose data you want to compare and click
OK.

Click Save.
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9. Generate the report as either a Preview report or as a Stored report.

For procedures on generating a Preview report, see Preview Reports (page 72)

For procedures on generating a Stored report, see Stored Reports (page 74)

9.7 - File Data Reports

Reports in this classification include Filename Extension, Owner, Duplicate File, and Date-
Age, along with detailed versions of each of these reports.

Before generating any type of File Data report, you must first conduct a File System scan on
the shares you want to report on.

9.7.1 - Filename Extension Report

The Filename Extension report presents data grouped according to the filename extension.
This report helps determine file types that you do not want stored on your network drives. For
example, you can easily identify who is storing .MP3 or .MOV files.

l:;ﬂ* NOTE: File extensions in File Reporter are limited to 32 characters. File
| | extensions longer than 32 characters are considered part of the file name and
not as an extension.

Select Reports > Report Definitions.
Click Add.

In the Name field, specify a descriptive name of the report definition.

A w0 bdPF

Select the Filename Extension option and click OK.
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Report Definition Editor - ATL File Extension

Name:* ATL File Extension

Unformatted: [

Type: Filename Extension Report

Description: Report Definition created on 4/27/2021 7:16:12
P by SP\Administrator

TARGET PATHS FILE MANAGEMENT POLICIES FILTERS

Add  Remove
Target Path

|:| \srs-m1.sp.cctec.org\Shares\Atlanta

m Cancel

5. From the Target Paths tab, click Add.
6. Browse and specify the file paths you want included in the report and click OK.
7. (Optional) Click the Filters tab and set the filters for the report.

For information on using the filtering capabilities of File Reporter, refer to Built-in
Report Filtering (page 86)

8. Click Save.
9. Generate the report as either a Preview report or a Stored report.

For procedures on generating a Preview report, see Preview Reports (page 72)

10. For procedures on generating a Stored report, see Stored Reports (page 74)

11. (Optional) Generate a Detailed report on an individual file extension by clicking a file
extension name in the report.

9.7.2 - Detailed Filename Extension Report

A Detailed Filename Extension report is similar to a standard Filename Extension report,
except you can filter the report to include only the files with the extension types you want.

1. Select Reports > Report Definitions.

2. Click Add.
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3.
4.

5.

10.

98

In the Name field, specify a descriptive name of the report definition.

Select the Filename Extension Detail option and click OK.

Repart Definition Editor - ATL File Extension Detail

Name:* ATL File Extension Detail Filename Extensions (no leading dot), one per line
df
Unformatted: [] 3‘6’;
Type: Filename Extension Detail Report txt
Bng
Description: | Report Definition created on 4/27/2021 7:17:00 Jpeg

PM by SP\Administrator

TARGET PATHS FILE MANAGEMENT POLICIES FILTERS

Add  Remove
Target Path

D \\srs-m1.sp.cctec.org\Shares\Atlanta

Save Cancel

In the Filename Extension field, specify the filename extensions you want included in
the report by listing each on an individual line. Do not precede the filename extension
with a period.

For example:

mov

jrg

tmp

From the Target Paths tab, click Add.

Browse and specify the file paths you want included in the report and click OK.
(Optional) Click the Filters tab and set the filters for the report.

For information on using the filtering capabilities of File Reporter, refer to Built-in
Report Filtering (page 86)

Click Save.

Generate the report as either a Preview report or a Stored report.
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For procedures on generating a Preview report, see Preview Reports (page 72)

For procedures on generating a Stored report, see Stored Reports (page 74)

9.7.3 - Owner Report

An Owner report groups data according to file owners. If it is determined that certain users
are using a disproportionate amount of storage, you can see what these users are storing
and if they are justified in doing so.

1. Select Reports > Report Definitions.

2. Click Add.

3. Inthe Name field, specify a descriptive name of the report definition.
4

. Select the Owner option and click OK.

Report Definition Editor - ATL Owner

Name:* ATL Owner

Unformatted: []
Type: Oowner Report

Description: Report Definition created on 4/27/2021 7:18:06
PM by SP\Administrator

TARGET PATHS FILE MANAGEMENT POLICIES FILTERS

Add  Remove
Target Path

D \isrs-m1.sp.cctec.org\Shares\Atlanta

Save Cancel

5. From the Target Paths tab, click Add.
6. Browse and specify the file paths you want included in the report and click OK.
7. (Optional) Click the Filters tab and set the filters for the report.

For information on using the filtering capabilities of File Reporter, refer to Built-in
Report Filtering (page 86)
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8. Click Save.

9. Generate the report as either a Preview report or a Stored report.

For procedures on generating a Preview report, see Preview Reports (page 72)

For procedures on generating a Stored report, see Stored Reports (page 74)

10. (Optional) Generate a Detailed report on an individual owner by clicking an owner’s

name in the report.

9.7.4 - Detailed Owner Report

A Detailed Owner report is similar to a standard Owner report, except you can specify the

users you want information on.
1. Select Reports > Report Definitions.

Click Add.

2
3. Inthe Name field, specify a descriptive name of the report definition.
4

Select the Owner Detail option and click OK.

Report Definition Editor - ATL Owner Detail

Name:* ATL Owner Detail

Unformatted: []
Type: Owner Detail Report

PM by SP\Administrator

Add  Remove

# Identity System
sp.cctec.org
sp.cctec.org
sp.cctec.org

sp.cctec.org

Ooo0oooao

sp.cctec.org

[ | ———tm
Page 1 of 1 (9 items) o

Description: Report Definition created on 4/27/2021 7:18:57

QOWNERS TARGET PATHS FILE MANAGEMENT POLICIES

@ See Owners tab below for selected identities.

FILTERS

owner

SPAAARO_C_EMFING95
SPVADRI_Z_BUGOS942
SPAVANET_U_HUGILS83
SPVANIT_Y_CROUTO29

SPVANJA_G_NOETH789

Save Cancel

5. From the Owners tab, click Add, then browse and specify the owners you want in the

report and click OK.
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From the Target Paths tab, click Add, then browse and specify the file paths you want
included in the report and click OK.

. (Optional) Click the Filters tab and set the filters for the report.

For information on using the filtering capabilities of File Reporter, refer to Built-in
Report Filtering (page 86)

Click Save.
Generate the report as either a Preview report or a Stored report.

For procedures on generating a Preview report, see Preview Reports (page 72)

For procedures on generating a Stored report, see Stored Reports (page 74)

9.7.5 - Duplicate File Report

A Duplicate File report indicates duplicate versions of files being stored and their locations. A
principle objective for any organization determined to limit network storage usage should be
the elimination of duplicate versions of files.

|l:§¢ NOTE: This Duplicate File report option is generated by comparing filenames

P w0 dRE

and other metadata.

File Reporter offers a more advanced Duplicate File report generated through
content hash comparisons. For more details, see Content Hash Duplicate File
Reports

Select Reports > Report Definitions.
Click Add.
In the Name field, specify a descriptive name of the report definition.

Select the Duplicate File option and click OK.
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Report Definition Editor - ATL Duplicate File

Name:* ATL Duplicate File

Unformatted: [] Match Name

Type: Duplicate File Report (] Match Create T
atch Create Time

Description: Report Definition created on 4/27/2021 7:20:33 D Match Modify Time

PM by SP\Administrator
Minimum Duplicates 2

TARGET PATHS FILE MANAGEMENT POLICIES FILTERS

Add  Remove
Target Path

[J | vsrs-m1.sp.cctec.org\Shares\Atlanta

Save Cancel

5. Use the check boxes and Minimum Duplicates field to specify the parameters for
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reporting.

The more check boxes you select, the more likely it is that File Reporter can identify
definitive duplicate files.

Match Size: Specifies that files reported must have duplicate file sizes. This option
cannot be deselected.

Match Name: Specifies that files reported must have duplicate names with other files.

Match Create Time: Specifies that files reported must have duplicate file creation
times with other files.

Match Modify Time: Specifies that files reported must have duplicate file modification
times with other files.

Minimum Duplicates: Specifies the minimum number of duplicate files, according to
the parameters selected above, for inclusion in the report.

Browse and specify the file paths you want included in the report and click OK.
(Optional) Click the Filters tab and set the filters for the report.

For information on using the filtering capabilities of Built-in Report Filtering (page 86)

Click Save.



9 - Built-in Reports

9. Generate the report as either a Preview report or a Stored report.

For procedures on generating a Preview report, see Preview Reports (page 72)

For procedures on generating a Stored report, see Stored Reports (page 74)

10. (Optional) Generate a Detailed report on a duplicate file by clicking a specific file name
in the report.

9.7.6 - Detailed Duplicate File Report

A Detailed Duplicate File report is similar to a standard Duplicate File report, except you can
specify the exact filename to search for, along with exact create and modify times.

1. Select Reports > Report Definitions.

2. Click Add.

3. Inthe Name field, specify a descriptive name of the report definition.
4

Select the Duplicate File Detail option and click OK.

Report Definition Editor - ATL Duplicate File Detail

Name:* ATL Duplicate File Detail Duplicate Criteria

Unformatted: [ Name customer_list.xlsx

Type: Duplicate File Detail Report O size bytes
Description: | Report Definition created on 4/27/2021 7:21:12 [ create Time

PM by SP\Administrator D Modify Time

TARGET PATHS FILE MANAGEMENT POLICIES FILTERS

Add  Remove
Target Path

D \isrs-m1.sp.cctec.orgiShares\Atlanta

Save Cancel

5. Inthe Duplicate Criteria region, specify the file name size, and the dates and times that
the file was created or modified.
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IMPORTANT: When specifying Create or Modify times, the time entered
must be exact down to the second. If a date range is required, do not
enable the Create or Modify criteria here, but use the date filters in the
Filters tab. Built-in Report Filtering (page 86)

For more information on filters,

Browse and specify the file paths you want included in the report and click OK.
(Optional) Click the Filters tab and set the filters for the report.

For information on using the filtering capabilities of File Reporter

Click Save.

Generate the report as either a Preview report or a Stored report.

For procedures on generating a Preview report, see Preview Reports (page 72)

For procedures on generating a Stored report, see Stored Reports (page 74)

9.7.7 - Date-Age Report

The Date-Age report presents file count data according to when files were created, last
accessed, or last modified. You can use this report to help you determine which files have
not been accessed for a given amount of time and then decide whether to delete, archive, or
move those files to less expensive storage.

1.

2
3.
4
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Select Reports > Report Definitions.

. Click Add.

In the Name field, specify a descriptive name of the report definition.

. Select the Date-Age option and click OK.
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Report Definition Editor - ATL Date-Age

Name:* ATL Date-Age Date Type: Create Time A
Unformatted: [] Detail Level: | Year -
Type: Date-Age Report

Description: Report Definition created on 4/27/2021 7:22:58
PM by SP\Administrator

TARGET PATHS FILE MANAGEMENT POLICIES FILTERS

Add  Remove
Target Path

D \srs-mi.sp.cctec.orgiSharesiAtlanta

Save Cancel

In the Date Type drop-down menu, select an option.
Create Time: Reports when files were created.
Modify Time: Reports when files were last modified.
Access Time: Reports when files were last accessed.
In the Detail Level drop-down menu, select an option.

Year: Groups the file count in the report according to the year they were created, last
modified, or last accessed.

Month: Groups the file count in the report according to the month they were created,
last modified, or last accessed.

Day: Groups the file count in the report according to the calendar date they were
created, last modified, or last accessed.

Browse and specify the file paths you want included in the report and click OK.
(Optional) Click the Filters tab and set the filters for the report.

For information on using the filtering capabilities of File Reporter, refer to Built-in
Report Filtering (page 86)

Click Save.

105




9 - Built-in Reports

10. Generate the report as either a Preview report or a Stored report.

For procedures on generating a Preview report, see Preview Reports (page 72)

For procedures on generating a Stored report, see Stored Reports (page 74)

11. (Optional) Generate a Detailed report by clicking a specific year, month, or date in the
report.

Unlike the standard Date-Age report that lists the data by file count, the generated
Detailed report lists individual files.

9.7.8 - Detailed Date-Age Report

A Detailed Date-Age report is similar to a standard Date-Age report, except you can specify
the exact create, modify, or access date parameters.

1. Select Reports > Report Definitions.

2. Click Add.

3. Inthe Name field, specify a descriptive name of the report definition.
4

Select the Date-Age Detail option and click OK.

Report Definition Editor - ATL Date-Age Detail

ok . i
Name: ATL Date-Age Detail Date Type: Create Tima -
Unformatted:
D Detail Level: Year -
Type: Date-Age Detail Report
Selected Dates: 2020
Description: Report Definition created on 4/27/2021 7:23:37 2019
PM by SP\Administrator 2018
Enter one or more dates with the format
yyyy-mm-dd, one per line.
TARGET PATHS FILE MANAGEMENT POLICIES FILTERS

Add  Remove
Target Path

[J | vsrs-m1.sp.cctec.orgishares\atlanta

Save Cancel

5. Inthe Date Type drop-down menu, select an option.
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Create Time: Reports when files were created.

Modify Time: Reports when files were last modified.

Access Time: Reports when files were last accessed.
6. Inthe Detail Level drop-down menu, select an option.

Year: Groups the file count in the report according to the year they were created, last
modified, or last accessed.

Month: Groups the file count in the report according to the month they were created,
last modified, or last accessed.

Day: Groups the file count in the report according to the calendar date they were
created, last modified, or last accessed.

7. Inthe Selected Dates field, specify the dates you want.

This indicates that only the files created, last modified, or last accessed on those
dates will be included in the report.

8. Browse and specify the file paths you want included in the report and click OK.
9. (Optional) Click the Filters tab and set the filters for the report.

For information on using the filtering capabilities of File Reporter, refer to Built-in
Report Filtering (page 86)

10. Click Save.
11. Generate the report as either a Preview report or a Stored report.

For procedures on generating a Preview report, see Preview Reports (page 72)

For procedures on generating a Stored report, see Stored Reports (page 74)

9.8 - Permissions Reports

Reports in this classification include Assigned NTFS Permissions, Permissions by Path, and
Permissions by ldentity.

Before generating any type of Permissions report, you must first conduct a Permissions scan
on the volumes or shares you want to report on.

9.8.1 - Assigned NTFS Permissions Report

The Assigned NTFS Permissions report indicates the assigned Microsoft file system user
permissions for all folders and subfolders from a specified path.

1. Select Reports > Report Definitions.
2. Click Add.

3. Inthe Name field, specify a descriptive name of the report definition.
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4. Select the Assigned NTFS Permissions option and click OK.

10.

108

Report Definition Editor - ATL NTFS Permissions

Name:* ATL NTFS Permissions [ vimit Path Depth
Unformatted: [ [ include Inherited ACEs
Type: Assigned NTFS Permissions Report

Description: Report Definition created on 4/27/2021 7:14:00
P by SP\Administrator

TARGET PATHS FILE MANAGEMENT POLICIES

Add  Remove
Target Path

[ | wsrs-m1.sp.cctec.orgiSharesiatianta

Save Cancel

(Conditional) If you want to limit the scope of the report to a set depth in the file
structure, click the Limit Path Depth check box and specify the depth level.

For example, if you specify 3, the report lists the file contents of all file paths in the
specified target paths up to 3 levels in the file structure.

If you do not specify a path depth, File Reporter will report on all levels of the specified
target path.

(Conditional) If you don’t want the report to include inherited ACEs (Access Control
Entries), deselect the Include Inherited ACEs check box.

From the Target Paths tab, click Add.

Browse and specify the file paths you want included in the report and click OK.
Click Save.

Generate the report as either a Preview report or a Stored report.

For procedures on generating a Preview report, see Preview Reports (page 72)

For procedures on generating a Stored report, see Stored Reports (page 74)
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9.8.2 - Permissions by Path Report

The Permissions by Path report indicates the effective permissions to the Microsoft file
system according to the paths you specify.

1.

© N o O

Select Reports > Report Definitions.

2. Click Add.
3.
4

In the Name field, specify a descriptive name of the report definition.

. Select the Permissions by Path option and click OK.

Report Definition Editor - ATL Path Permissions

Name:* ATL Path Permissions

Unformatted: [
Type: Permissions by Path Report

Description: Report Definition created on 4/27/2021 7:14:36
PM by SPAAdministrator

TARGET PATHS FILE MANAGEMENT POLICIES

Add  Remove
Target Path

D \isrs-m1.sp.cctec.org\Shares\Atlanta

m Cancel

From the Target Paths tab, click Add.

Browse and specify the file paths you want included in the report and click OK.
Click Save.

Generate the report as either a Preview report or a Stored report.

For procedures on generating a Preview report, see Preview Reports (page 72)

For procedures on generating a Stored report, see Stored Reports (page 74)
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9.8.3 - Permissions by ldentity Report

The Permissions by Identity report indicates the effective permissions to the Microsoft file
system according to the identities you specify.

1.

2
3.
4

© ©®© N o O
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Select Reports > Report Definitions.

Click Add.

In the Name field, specify a descriptive name of the report definition.

Select the Permissions by Identity option and click OK.

Report Definition Editor - ATL Identity Permissions

Name:* ATL Identity Permissions

Unformatted: []
Type: Permissions by Identity Report

Description: Report Definition created on 4/27/2021 7:15:14
PM by SP\Administrator

IDENTITIES

Add  Remove
Identity System
sp.cctec.org
sp.cctec.org
sp.cctec.org

sp.cctec.org

O000oa0o

sp.cctec.org

Name

SPVAARO_C_EMFINGSS

SPVABIB_V_SONNET757

SPVADEN__BOHNEZ31

SPVADOL_V_BEISH699

SPVADRI_Z_BUGOS5942

Save Cancel

From the Identities tab, click Add.

Browse and specify the identities you want included in the report.

Click OK to close the Identity Browser.

Click Save to close the Report Definition Editor.

Generate the report as either a Preview report or a Stored report.

For procedures on generating a Preview report, see Preview Reports (page 72)

For procedures on generating a Stored report, see Stored Reports (page 74)
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9.9 - Historic Comparison Reports

Historic Comparison reports specify the differences between two similar scan types of the
same target system. For example, if you had a Previous Permissions scan of a Windows
share and a Current Permissions scan of the same share, you could generate a Historic NTFS
Permissions Comparison report that would specify the differences in permissions between
the two points in time that the scans were taken.

Historic Comparison reports can compare the following:
e Baseline scans to Previous scans
¢ Baseline scans to Current scans
e Historic scans to Current scans

Reports in this classification include Historic File System Comparison and Historic NTFS
Permissions Comparison.

9.9.1 - Historic File System Comparison Report

1. Select Reports > Report Definitions.

2. Click Add.
3. Inthe Name field, specify a descriptive name of the report definition.
4

. Under Historic Comparison, select the File System Comparison option, then click OK.
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Report Definition Editor - ATL Historic FS Comparison

Name:* ATL Historic FS Comparison D Limit Path Depth
Unformatted: D Scans to Compare Current and Previous hd
Type: Historic File System Comparison Report

QUERY FILTERS DETAIL DISPLAY OPTIONS

Description: Report Definition created on 4/27/2021 7:24:47
PM by SPA\Administrator
Added Entries Files
Removed Entries Folders

(M) Modified Entries
Include entries modified by:
FileSize [] Create Time [] Directory Quota

attributes [] Modify Time

Owner D Access Time

TARGET PATHS

Add  Remove
Target Path

D Wisrs-m1.sp.cctec.orgiShares\Atlanta

Save Cancel

5. (Conditional) If you want to limit the scope of the report to a set depth in the file
structure, click the Limit Path Depth check box and specify the depth level.

For example, if you specify 3, the report lists the file contents of all file paths in the
specified target paths up to 3 levels in the file structure.

If you do not specify a path depth, File Reporter will report on all levels of the specified
target path.

6. From the Scans to Compare drop-down menu, select one of the following options:

Current and Previous: Compares the Current scan of the storage resource to the
Previous scan of the storage resource.

Current and Baseline: Compares the Current scan of the storage resource to the
Baseline scan of the storage resource.

Previous and Baseline: Compares the Previous scan of the storage resource to the
Baseline scan of the storage resource.

All options appear whether you have scans or not. If you do not have scans, File
Reporter will generate an empty report.

7. Inthe Query Filters region, specify whether to include the following metadata
categories in the report:

112



10.

11.
12.
13.

9 - Built-in Reports
Added Entries: If you want the report to list files or folders that have been added since
the older scan, leave this check box selected.

Removed Entries: If you want the report to list files or folders that have been removed
since the older scan, leave this check box selected.

Modified Entries: If you want the report to list files or folders that have been modified
since the older scan, leave this check box selected.

Files: If you want the report to list files, leave this check box selected.
Folders: If you want the report to list folders, leave this check box selected.

In the Include entries modified by: region of the Query Filters, specify which of the
attributes modified between the older and newer scan you want included in the report.

In the Detail Display Options region, identify whether to display the metadata
categories specified below in the Detail Data section of the report.

The categories below pertain to the Detail Data section of the report only, and not the
Summary Data section.

Added Entries: If you want the report to display this category, whether there are added
entries to list or not, select this check box.

Removed Entries: If you want the report to display this category, whether there are
removed entries to list or not, select this check box.

Modified Entries: If you want the report to display this category, whether there are
modified entries to list or not, select this check box.

(Conditional) If you selected the Modified Entries check box, in the Always show modify
detail for: region, select any of the category options you want to display in the report
whether these metadata categories have been changed between the two scans or not.

By default, the Modified Entries section of the report only shows metadata that has
changed. The options in this region of the dialog box are to force the display of one or
more particular metadata properties.

Any metadata for an entry that File Reporter has determined has changed is displayed
in bold font. Any optional data that has not changed is displayed in regular font.

Browse and specify the file paths you want included in the report, then click OK.
Click Save to close the Report Definition Editor.
Generate the report as either a Preview report or a Stored report.

For procedures on generating a Preview report, see Preview Reports (page 72)

For procedures on generating a Stored report, see Stored Reports (page 74)
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9.9.2 - Historic NTFS Permissions Comparison Report

5.

114

1
2
3.
4

Select Reports > Report Definitions.
Click Add.
In the Name field, specify a descriptive name of the report definition.

Select the Historic NTFS Permissions option, then click OK.

Report Definition Editor - ATL Historic NTFS Comparison

Name:* ATL Historic NTFS Comparison D Limit Path Depth
Unformatted: |:| Scans to Compare Current and Previous v
Type: Historic NTFS Permissions Comparison Report

- [ include Inherited ACEs
Description: Report Definition created on 4/27/2021 7:25:49

PM by SP\Administrator Include Removed Paths

TARGET PATHS

Add  Remove
Target Path

|:| \srs-m1.sp.cctec.org\SharesiAtlanta

Save Cancel

(Conditional) If you want to limit the scope of the report to a set depth in the file
structure, click the Limit Path Depth check box and specify the depth level.

For example, if you specify 3, the report lists the permissions of file contents of all file
paths in the specified target paths up to 3 levels in the file structure.

If you do not specify a path depth, File Reporter will report on all levels of the specified
target path.

From the Scans to Compare drop-down menu, select one of the following options:

Current and Previous: Compares the Current scan of the storage resource to the
Previous scan of the storage resource.

Current and Baseline: Compares the Current scan of the storage resource to the
Baseline scan of the storage resource.



10.
11.
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Previous and Baseline: Compares the Previous scan of the storage resource to the

Baseline scan of the storage resource.

All options appear whether you have scans or not. If you do not have scans, File
Reporter will generate an empty report.

(Conditional) If you want your report to include not only direct permissions but
inherited permissions, select the Include Inherited ACEs check box.

Reporting inherited permissions could make the report significantly larger.

(Conditional) If you do not want the report to list any paths that have been deleted or
removed, deselect the Include Removed Paths check box.

Browse and specify the file paths you want included in the report, then click OK.
Click Save to close the Report Definition Editor.
Generate the report as either a Preview report or a Stored report.

For procedures on generating a Preview report, see Preview Reports (page 72)

For procedures on generating a Stored report, see Stored Reports (page 74)

9.10 - Trending Report

Currently, the only report in this classification is the Volume Free Space report. Before
generating a Volume Free Space report, you must first conduct a Volume Free Space scan on
the volumes or shares you want to report on.

Generating a Volume Free Space Report

The Volume Free Space report lets you view available Windows share disk space over a set
amount of time. For best results, you should conduct regularly scheduled Volume Free Space
scans on specific shares. File Reporter then has the data it needs to graph the pattern of free
space on the share.

1.

2
3.
4

Select Reports > Report Definitions.

. Click Add.

In the Name field, specify a descriptive name of the report definition.

. Select the Volume Free Space option and click OK.
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Report Definition Editor - ATL Volume Free Space Report

Last number of days to

Name:* ATL Volume Free Space Report _
include

EL
Unformatted: []
Type: Wolume Free Space Trending Report

Description: Report Definition created on 4/27/2021 7:26:31
PM by SP\Administrator

TARGET PATHS

Add  Remave
Target Path

[0 visrs-m1.sp.cctecorgishares

Save Cancel

5. Inthe Last number of days to include field, specify the last number of days you want
the report to include.

For example, if you want the report to graph the last month, enter 30.

The lowest number you can specify is 7.
6. Browse and specify the shares you want included in the report and click OK.
7. Click Save.
8. Generate the report as either a Preview report or a Stored report.

For procedures on generating a Preview report, see Preview Reports (page 72)

For procedures on generating a Stored report, see Stored Reports (page 74)

9.11 - Folder Summary Reports

The Folder Summary feature provides you with a visual folder structure according to the
latest scanned file system data. Folder Summary also provides extensive summary
information for the folders and files.

You can access Folder Summary by selecting Reports > Folder Summary
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Gexport | pgr ~| ' Refresh Folder Summary
Path 1 ScanStart Time File Size File Count Folder Count Folder Quota % of Parent Folder Size % of Total Size
sp.cctec.org -
» & \\srs-m1.sp.cctec.org\refs-share 11/10/2020 7:36:20 PM
¥ & \srs-m1.sp.cctec.org\Shares 412772021 7:40:32 PM
- 268 45 1108 G0 0
~ FuAtlanta 168 29 30 e e
~ & Employees 168 27 17 ool
> E Files... 223 bytes 1 [ o
- TS S~ N
> EFles.. 591 M8 10 B
> ol 7KB 5 0 0 0
¥ &5 anance 591 MB 1 0 so =
> Gries.. 591 " oo
» Eareid Obytes 0 0 0 0
* @ blawson 0 bytes o o [ o
» & bnabors Obytes 0 0 0 0
> B cedwards Obytes 0 0 0 0
* §gdadams 0 bytes o o [ o
v = dbetts Obytes 0 0 0 0
0 bytes 0 o ] o
Obytes 0 0 0 0
Obytes 0 0 0 0
0 bytes 0 o ] o
Obytes 0 0 0 0
0 bytes 0 o ] o
0 bytes 0 [ 4] 0
Obytes 0 0 0 0
919 KB 2 " [ o
Obytes 0 6 0 0 -
Copyright 2020 Condrey Corporation

You can print, save, or export the data as a PDF or XLSfile.
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10 - Custom Query Reports

Custom Query Reports are reports that are generated from SQL queries that you enter and
optional report layouts for displaying the resulting data. These queries enable you to
generate very specific detail in reports that are not available through the built-in report types
in File Reporter.

The SQL queries must be specific to the database (Microsoft SQL Server or PostgreSQL) that
your deployment of File Reporter is utilizing.

and views that you can utilize in Custom Query reports, refer to the File

|l:§nr NOTE: For details and examples of the supported database functions, tables,
Reporter 24.2 Custom Query Guide.

SQL queries are entered through report editors available from the File Reporter browser-
based administrative interface and the Report Designer client tool.

l:ﬁﬂ NOTE: For details on using the report editor in the Report Designer, see
| | Designing a Custom Query Report in the File Reporter 24.2 Client Tools Guide.

IMPORTANT: Don't forget to utilize File Query Cookbook as a resource for
obtaining SQL queries and sample report layouts. Both the SQL queries and
report layouts can be customized as needed. You can access the File Query
Cookbook directly through the Report Designer interface or at
https://filequerycookbook.com.

Select Reports > Report Definitions.
Click Add.
In the Name field, specify a descriptive name for the report definition.

Select Custom Query Report.

o c W nNpoRE

Click OK.
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6.

120

EDITOR ~
> Include Column Headers
(n_| -
Save  Execute Delimiter . (Comma) b
(Cll-8)  (Cl-E)
Query Delimited Text

Record Limit 100 O

Drag a column here...

No data to display

No data to paginate

Enter the SQL query according to what information you want included in your report.

As you update the query, you can click Execute to get a preview in the bottom portion
of the editor of how the report will appear.

The Row Limit setting does not limit the size of the report. Instead, it limits how much
can be previewed.
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EDITOR ~
E > Include Column Headers
save Execute Delimiter . (Comma) -
(CllS)  (CILE)

Query Delimited Text

29 ELSE 'Other Files' -
38 END AS category
31 FROM srs.current_fs_scandata AS =d
32 WHERE (sd.fullpath LIKE "‘\srs-ml.sp.cctec.org\Sharesh\%' ESCAPE '#') AND
33 (sd.path _type = 1)),
34 y({category, filename_extension, extension_size, extension_count) AS (SELECT x.category,
35 %.filename_extension,
36 Sum(x.size) AS extension size,
37 Count(x.filename_extension) AS extension_count
38 FROM
39 CROIP RY v ratamaems e
a4 3

Record Limit 100 O

# category filename_ext¢ extension_siz extension_co cat_size cat_size_strir ext_size_strir cat_ext_coun ¢

1 pambase  accdp 20 1 20 20 bytes 20 bytes .
2 | Executables | exe 1239905456 14 1239905456 115GB 115GB

3 OtherFiles  lic 11873 8 12096 11.81 K3 1159 KB

4 Log Files log 941143 1 941143 91908KE  919.08 KB

Page 1 of 1 (6 items)

When you are satisfied with the report and the previewed results, click Save.
Close the Custom Query Report Editor.
Select Reports > Report Definitions.

Select the Custom Query Report you just saved and generate the report as either a
Preview report or a Stored report.

For procedures on generating a Preview report, see Preview Reports (page 72) in the
File Reporter 24.2 Administration Guide.

For procedures on generating a Stored report, see Stored Reports (page 74) in the File
Reporter 24.2 Administration Guide.
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A.1 - Security Settings

A.1.1 - Windows Firewall Settings

Depending on the host system, exceptions must be added to the firewall rules for that host.
The following are needed for the successful operation of File Reporter tasks.

Windows are set up automatically during the configuration of each component.

‘ |l:5¢ NOTE: Inbound firewall exceptions for File Reporter components installed on

¢ The Engine must remain permitted to make outbound connections.

¢ The Engine must remain able to listen on port 3035.

This is the default port choice that is presented during the installation and
configuration.

e AgentFS must be permitted to make outbound connections.

¢ AgentFS must remain able to listen on TCP port 3037.

This is the default port choice that is presented during the installation and
configuration.

e The Web Application hosted on IIS must be allowed to listen on TCP ports 80 and 443.

¢ On each server hosting storage that you wish to collect quota via proxy, you must
enable the

Remote File Server Resource Manager Management - FSRM Service (RPC-In) firewall

rule.

¢ If File Content Analysis is enabled:

ManagerFC must remain permitted to make outbound connections.
AgentFC must remain permitted to make outbound connections.
RabbitMQ must remain permitted to make outbound connections.

RabbitMQ must remain permitted to listen on TCP port 15671 for the
management interface.

This is the default port that RabbitMQ is configured for with TLS.
RabbitMQ must remain permitted to listen on TCP port 5671.
This is the default port that RabbitMQ is configured for with TLS.
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A.1.2 - Windows LSA User Rights

Windows Local Security Authority (LSA) User Rights and Privileges are assigned to accounts
or groups, and they determine how those accounts or group members may access the
system. The User Rights are modified through the Local Security Policy from:

Start > Administrative Tools > Local Security Policy
1. In Local Security Policy, go to the following:
Security Settings > Local Policies > User Rights Assignments

2. Verify that the File Reporter proxy rights group has the following assignments:
¢ Access this computer from the network
e Back up files and directories
¢ Bypass traverse checking
e Create atoken object
¢ Create symbolic links
¢ Impersonate a client after authentication
e Logon as abatch job

e Manage auditing and security log

IMPORTANT: Absence or removal of these privileges may prevent the Engine
and Agent components from functioning properly.

In some cases, Group Policy Object (GPO) settings may remove or override the
necessary Local Security Policy settings and revoke the membership of the File
Reporter proxy object from one or more required LSA privileges.

If GPO conflicts are detected, set up an additional GPO with just the privileges
listed above and assign it to the proxy rights group for the appropriate servers.

A.1.3 - Proxy Rights Group

By default, whenever any of the components of File Reporter are installed on a server in a
domain, the proxy rights security group is granted membership in that server’s built-in
Administrators security group. This grants File Reporter certain permissions needed in
addition to the LSA privileges required for successful scanning of file system metadata.

On other servers in the domain that are hosting storage to be scanned by File Reporter
through a proxy agent, you must also grant the proxy rights group membership in the built-in
Administrators group. This is necessary because there are many actions performed that
require membership in this group regardless of the LSA privileges that the user has been
granted—in particular, reading directory quotas.
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Additionally, the other servers in the domain that are not hosting components, but are
hosting storage to be scanned, must have the necessary rights and privileges, along with
some file share and NTFS permissions. The easiest way of granting these rights and
privileges is through Group Policy objects in Active Directory.

At a minimum, you must grant read-only sharing and security privileges to the proxy rights
group for each share that File Reporter will scan.

A.1.4 - Windows File Server Cluster

File Reporter supports Windows File Server clusters via proxy agents. Configuring a cluster to
be scanned through a proxy agent is similar to configuring an individual server to be scanned
by a proxy agent.

To support proxy-based scanning, the File Reporter proxy rights group must be granted
membership in the built-in Administrators group and granted all of the required LSA user
rights on each cluster node. When this is done, the folder share permissions and NTFS
permissions that are required must be granted to the proxy rights group for all shares and
NTFS volumes that will be scanned by File Reporter.
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B.1 - Log File Locations

When troubleshooting File Reporter, you may need to refer to component log files. The
default locations for each are specified in the table below.

Component Default Log File Path

Enaine C:\ProgrambData\
9 OpenText\FileReporter\Engine\log\srsengine.log
C:\ProgrambData\

Sl HDaRsEl OpenText\FileReporter\Engine\log\scanprocessor.log

Web
. C:\inetpub\srs root\AppDatallogs\webui.lo

Application e - PP J J
C:\ProgramData\

AgentFS 2 .
OpenText\FileReporter\AgentFS\1log\SRSAgentFS. log
C:\ProgramData\

ManagerFC J .
OpenText\FileReporter\ManagerFC\log\SRSManagerFC.log
C:\ProgramData\

AgentFC 2 .
OpenText\FileReporter\AgentFC\log\SRSAgentFC. log
C:\ProgramData\

Agent365 N

OpenText\FileReporter\Agent365\10g\SRSAgent365.10g
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C.1 - AgentFS Scan Capabilities
C.1.1 - Server Platform and NAS Device Support

The following Windows platforms are supported as server hosts for scan targets.

Server Platform Scan Type

e Windows Server 2022

Local Scan
e Windows Server 2019

Proxy Scan
¢ Windows Server 2016

¢ Windows Server 2012 R2
e Windows Server 2012

Proxy scan only
¢ Windows Server 2008 R2

e Windows Server 2008

Older systems such as Windows Server 2003 or 2003 R2 may work but are not supported as
scan target hosts.

The following Network Attached Storage (NAS) devices are supported as hosts for scan
targets.

NAS Device Scan Type

e NetApp Filer with OnTAP 9.x
Proxy scan only
e PowerScale (formerly Isilon) OneFS 9.x

LS  NOTE: Older versions of NetApp OnTAP and Isilon OneFS may work but are not
| *o| supported.

'3“ NOTE: Other NAS devices not listed here might work with limited support if
| > | running a vendor-supported version of the device and management software.

C.1.2 - File System Feature Support

The following table lists the file system scanning capabilities of File Reporter.
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Feature NTFS ReFS

<
<

File Name / Extension
File Size

File Sparse Size

File Compressed Size
File Size on Disk 1
Create Time

Modify Time

Access Time

Directory Quota 2

C L€ K L K LK«
CX £ £ £ < X <K«

Owner

X
X

Encrypting File System (EFS)

1. File size-on-disk calculations default to an assumed 4 KB block size in cases where
AgentFS cannot retrieve the actual allocation size.

2. Directory Quotas are only available on Windows 2008 R2 and later servers, and only if
the File Server Resource Manager (FSRM) Role has been installed.

C.1.3 - Security Scans

Windows Component Supported Notes
Share Permissions \/

. . Includes the DACLs, ,and all ACE and
Security Descriptors \/ neludes te S, owner, anda an

security descriptor flags.

130



Windows Component

Universal Security
Groups

Global Security Groups

Local Security Groups

Nested Group
Memberships

Primary Groups

Local Security Authority
(LSA) Privileges

Supported

< <

v
X

Notes

However, only security descriptors for folders

are currently collected.

Additionally, deny ACEs are not factored into

calculations for Permission by Identity or
Permission by Path reports.

The local security groups themselves are
collected, but group memberships for local

security groups are not currently processed.

Nested group membership is collected as a
flat list of all intermediate and leaf groups,
users, and other security principals. The
hierarchy of group nesting is not currently
preserved.

LSA privileges are not currently collected.

C.1.4 - Other Microsoft Supported Features

e Multiple domains in a single forest

¢ Distribute File System (DFS) running in domain-based mode

C.1.5 - Current Limitations

¢ No scanning of workstations

¢ No scanning for standalone servers

¢ No support for Distributed File System (DFS) in standalone mode

¢ No support for Single Label Domains

¢ No support for FAT or FAT32 file systems

¢ No support for Trusted Forests

131



C.1.6 - AgentFS Scan Capabilities

Server Platform and NAS Device Support

The following Windows platforms are supported as server hosts for scan targets.

Server Platform Scan Type

e Windows Server 2022

Local Scan
e Windows Server 2019

Proxy Scan
e Windows Server 2016

e Windows Server 2012 R2
e Windows Server 2012

Proxy scan only
e Windows Server 2008 R2

¢ Windows Server 2008

Older systems such as Windows Server 2003 or 2003 R2 may work but are not supported as
scan target hosts.

The following Network Attached Storage (NAS) devices are supported as hosts for scan
targets.

NAS Device Scan Type

e NetApp Filer with OnTAP 9.x
Proxy scan only
o PowerScale (formerly Isilon) OneFS 9.x

LS  NOTE: Older versions of NetApp OnTAP and Isilon OneFS may work but are not
| *¢| supported.

l%ﬂl NOTE: Other NAS devices not listed here might work with limited support if
| > | running a vendor-supported version of the device and management software.

File System Feature Support

The following table lists the file system scanning capabilities of File Reporter.



Feature NTFS ReFS

<
<

File Name / Extension
File Size

File Sparse Size

File Compressed Size
File Size on Disk 1
Create Time

Modify Time

Access Time

Directory Quota 2

C L€ K L K LK«
CX £ £ £ < X <K«

Owner

X
X

Encrypting File System (EFS)

1. File size-on-disk calculations default to an assumed 4 KB block size in cases where
AgentFS cannot retrieve the actual allocation size.

2. Directory Quotas are only available on Windows 2008 R2 and later servers, and only if
the File Server Resource Manager (FSRM) Role has been installed.

Security Scans

Windows Component Supported Notes

Share Permissions V

Includes the DACLs, owner, and all ACE and
Security Descriptors \/ security descriptor flags.

However, only security descriptors for folders
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Windows Component Supported Notes

are currently collected.

Additionally, deny ACEs are not factored into
calculations for Permission by Identity or
Permission by Path reports.

Universal Security
Groups

< L

Global Security Groups

The local security groups themselves are
Local Security Groups x collected, but group memberships for local
security groups are not currently processed.

Nested group membership is collected as a
flat list of all intermediate and leaf groups,
users, and other security principals. The
hierarchy of group nesting is not currently
preserved.

Nested Group
Memberships v

Primary Groups v

Local Security Authority x

(A Erivileges LSA privileges are not currently collected.

Other Microsoft Supported Features

e Multiple domains in a single forest

¢ Distribute File System (DFS) running in domain-based mode
Current Limitations

¢ No scanning of workstations

¢ No scanning for standalone servers

¢ No support for Distributed File System (DFS) in standalone mode

¢ No support for Single Label Domains

e No support for FAT or FAT32 file systems

¢ No support for Trusted Forests
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D.1 - NAS Device Considerations

D.1.1 - NetApp Filer

For a NetApp Filer device, the configuration is very simple because the device does not fully
emulate

a Windows Server at the operating system level.

1. Usethe NetApp Filer administration utility to join the NAS device to a domain where
File Reporter can report.

2. Grant the proxy rights group membership in the NAS device’s built-in Administrators
group.

3. Grant the proxy rights group the folder share permissions that are required to access
the storage.

There are no LSA privileges to grant on a NetApp Filer NAS device.
D.1.2 - PowerScale OneFS

Perform the following steps to integrate a PowerScale OneFS device (formerly EMC Isilon).
You can use these same steps to see if other NAS devices integrate with File Reporter.

1. Rebuild the storage resources and verify that the NAS device is displayed on the list.

2. Perform any needed steps for giving the proxy rights group access to the desired
shares and folders on the NAS device.

D.1.3 - Other NAS Devices

Perform the following steps to see if other NAS devices integrate with File Reporter.

1. Inthe associated Computer object in Active Directory, add the following text
somewhere in the description attribute for that object:

***SRGenericNASDevice**x*
2. Rebuild the storage resources and verify that the NAS device is displayed on the list.

3. Perform any needed steps for giving the proxy rights group access to the desired
shares and folders on the NAS device.
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E.1 - Resetting the Proxy User Password

If the proxy user password is not working, you can reset it through the Engine Configuration
Utility.

As part of the configuration process, it resets the proxy user password.

137



	Administration Guide
	Version 24.2

	Legal Notices
	Third-Party Systems
	Contents
	About This Guide
	Audience

	1 - Overview
	1.1 - Introduction
	1.2 - How File Reporter Works
	1.3 - Core Components
	1.3.1 - Web Application
	1.3.2 - Engine
	1.3.3 - Database

	1.4 - File System Scanning
	1.4.1 - Scan Processor
	1.4.2 - AgentFS
	1.4.3 - Scans

	1.5 - File Content Scanning
	1.5.1 - ManagerFC
	1.5.2 - AgentFC
	1.5.3 - Scans

	1.6 - Microsoft 365 Cloud Scanning
	1.7 - Reporting
	1.7.1 - Built-in Reports
	1.7.2 - Custom Query Reports

	1.8 - Client Tools
	1.8.1 - Data Analytics


	2 - Web Application
	2.1 - Supported Browsers
	2.2 - Logging In
	2.3 - Overview
	2.3.1 - Notifications
	2.3.2 - Web Client Options
	2.3.3 - System Information


	3 - Setup Procedures
	3.1 - Storage Resources
	3.2 - Assigning Proxy Targets
	3.3 - Configuring Notifications
	3.4 - Integrating with File Dynamics

	4 - File System Scans
	4.1 - Overview
	4.1.1 - Scan Retention

	4.2 - Scan Targets
	4.2.1 - Adding a Scan Target
	4.2.2 - Removing a Scan Target

	4.3 - Scan Policies
	4.3.1 - Creating A Scan Policy
	4.3.2 - Editing a Scan Policy
	4.3.3 - Deleting a Scan Policy

	4.4 - Scan Scheduling
	4.4.1 - Setting a Scan Schedule
	4.4.2 - Editing a Scan Schedule
	4.4.3 - Clearing a Scan Schedule
	4.4.4 - Conducting an Immediate Scan

	4.5 - Baseline Scans
	4.5.1 - Establishing a Baseline Scan
	4.5.2 - Clearing a Baseline Scan

	4.6 - Scans in Progress
	4.7 - Scan Data
	4.7.1 - Viewing Scan Data
	4.7.2 - Deleting Scan Data

	4.8 - Scan History
	4.9 - Retrying Failed Scans
	4.10 - Troubleshooting

	5 - Active Directory Identity Scans
	5.1 - Overview
	5.1.1 - Scope
	5.1.2 - Collected Data

	5.2 - Performing Scans
	5.2.1 - Scheduling Identity Scans
	5.2.2 - Performing an Immediate Scan

	5.3 - Viewing Collected Identities
	5.4 - Extending Custom Query Reports

	6 - File Content Scanning
	6.1 - File Content Classifications
	6.1.1 - Creating a New Classification
	6.1.2 - Editing a Classification

	6.2 - File Content Categories
	6.2.1 - Creating a New Category
	6.2.2 - Editing a Category

	6.3 - File Content Search Patterns
	6.3.1 - Creating a New Search Pattern
	6.3.2 - Editing a Search Pattern

	6.4 - File Content Jobs
	6.4.1 - Creating a New Job Definition
	6.4.2 - Editing a Job Definition

	6.5 - Managing File Content Scans
	6.5.1 - Verify AgentFC Registrations
	6.5.2 - Start a File Content Scan Job
	6.5.3 - Viewing Jobs in Progress
	6.5.4 - Viewing Scanned Data Matches
	6.5.5 - Download Search Results


	7 - Microsoft 365 Scans
	7.1 - Tenants
	7.2 - Drives and Document Libraries

	8 - Reporting
	8.1 - Built-in Reports
	8.2 - Custom Query Reports
	8.3 - Report Definitions
	8.3.1 - Creating a Report Definition
	8.3.2 - Deleting a Report Definition
	8.3.3 - Copying a Report Definition

	8.4 - Preview Reports
	8.5 - Stored Reports
	8.5.1 - Generating Stored Reports
	8.5.2 - Stored Reports Path
	8.5.3 - Stored Reports Lifespan

	8.6 - Report Scheduling
	8.6.1 - Setting a Report Schedule
	8.6.2 - Editing a Report Schedule
	8.6.3 - Clearing a Report Schedule

	8.7 - Reports in Progress
	8.7.1 - View Reports In Progress
	8.7.2 - Cancel a Report in Progress

	8.8 - Troubleshooting Reports

	9 - Built-in Reports
	9.1 - Overview
	9.2 - Built-in Report Types
	9.3 - Branding and Style
	9.3.1 - Cover Sheet Logo
	9.3.2 - Report Data Font

	9.4 - File Management Policy Reports
	9.5 - Built-in Report Filtering
	Filters Tab

	9.6 - Directory Reports
	9.6.1 - Summary Report
	9.6.2 - Directory Quota Report
	9.6.3 - Storage Cost Report
	9.6.4 - Comparison Report

	9.7 - File Data Reports
	9.7.1 - Filename Extension Report
	9.7.2 - Detailed Filename Extension Report
	9.7.3 - Owner Report
	9.7.4 - Detailed Owner Report
	9.7.5 - Duplicate File Report
	9.7.6 - Detailed Duplicate File Report
	9.7.7 - Date-Age Report
	9.7.8 - Detailed Date-Age Report

	9.8 - Permissions Reports
	9.8.1 - Assigned NTFS Permissions Report
	9.8.2 - Permissions by Path Report
	9.8.3 - Permissions by Identity Report

	9.9 - Historic Comparison Reports
	9.9.1 - Historic File System Comparison Report
	9.9.2 - Historic NTFS Permissions Comparison Report

	9.10 - Trending Report
	Generating a Volume Free Space Report

	9.11 - Folder Summary Reports

	10 - Custom Query Reports
	A.1 - Security Settings
	A.1.1 - Windows Firewall Settings
	A.1.2 - Windows LSA User Rights
	A.1.3 - Proxy Rights Group
	A.1.4 - Windows File Server Cluster

	B.1 - Log File Locations
	C.1 - AgentFS Scan Capabilities
	C.1.1 - Server Platform and NAS Device Support
	C.1.2 - File System Feature Support
	C.1.3 - Security Scans
	C.1.4 - Other Microsoft Supported Features
	C.1.5 - Current Limitations
	C.1.6 - AgentFS Scan Capabilities

	D.1 - NAS Device Considerations
	D.1.1 - NetApp Filer
	D.1.2 - PowerScale OneFS
	D.1.3 - Other NAS Devices

	E.1 - Resetting the Proxy User Password


