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1. Release Notes

This document provides the new features, installation and upgrade notes, known
issues, and workarounds that apply to release 25.4.0 of OpenText™ Core Application
Security (Fortify on Demand).

This information is not available elsewhere in the product documentation. The user
guides for this product are available on the Product Documentation website:
OpenText Core Application Security (Fortify on Demand) - Documentation | Micro
Focus
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1.1. Fortify product name changes

OpenText is in the process of changing the following product names:

Previous name

Fortify Static Code Analyzer

Fortify Software Security Center

Fortify Weblnspect

Fortify on Demand

Debricked

Fortify Applications and Tools

Fortify Aviator

New name

OpenText™ Static Application Security
Testing (OpenText SAST)

OpenText™ Application Security

OpenText™ Dynamic Application
Security Testing (OpenText DAST)

OpenText™ Core Application Security

OpenText™ Core Software Composition
Analysis (OpenText Core SCA)

OpenText™ Application Security Tools

OpenText™ Core SAST Aviator (SAST
Aviator)

The product names have changed on product splash pages, mastheads, login pages,
and other places where the product is identified. The name changes are intended to
clarify product functionality and to better align the Fortify Software products with
OpenText. In some cases, such as on the documentation title page, the old name
might temporarily be included in parenthesis. You can expect to see more changes in

future product releases.
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1.2. Anhhouncements

In the Core Application Security version 25.4.0:

o All context-sensitive help links in the portal are now functional.

e The pre-assessment request conference call is deprecated from the mobile and
dynamic setup form. This feature will not be available from 26.1 version onwards.

» All functionalities related to STIG 5.3 are made obsolete.

« Continuous Application Monitoring (CAM) and its associated features have been
fully deprecated and eliminated from the product.
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1.3. New features

SAST Aviator : Ability to customize auditor status
mapping for Aviator

Starting with 25.4.0, auditor status is configurable at the tenant level, enabling
customers to manage it independently and choose whether to suppress false
positives. To support this, a new tab, Configure SAST Aviator Auditor Status, has
been added under Administration > Settings. For more information, see "Configuring
SAST Aviator Auditor Status" in the Core Application Security User Guide.

DAST scan setup form updates

o Starting with 25.4.0, the DAST scan setup form has been streamlined. Only the
fields relevant to your chosen assessment type are displayed, helping you set up
dynamic scans more easily and correctly.

e From 25.4.0 onwards, the DAST setup form for API scans (Postman type) allows
you to upload all the file types needed to successfully run a Postman collection
scan.

For more information, see "Configuring Dynamic Scan" in the Core Application
Security User Guide.

SAST scan for mobile applications: Availability of
MBS/Swift/Objective C/C++ tech stack

Starting with 25.4.0, Core Application Security accepts MBS files in addition to Swift,
Objective-C, and Objective-C++ files in the tech stack, streamlining the iOS static
scanning workflow. This enhancement also reduces processing costs by leveraging
Linux for MBS files instead of relying solely on macQOS scanners required for source
code submissions. For more information, see "Configuring Static Scan" in the Core
Application Security User Guide.

CSV scan data export: Availability of microservice
name in CSV scan export

From 25.4.0 onwards, customers can view microservice name in the CSV scan data
export. For more information, see "Creating a Data Export Template" in the Core
Application Security User Guide.

Data export: Filter entitliement consumption data
export by scan or subscription start date
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From 25.4.0 onwards, Core Application Security enables the users to concentrate
specifically on entitlement consumption within a selected time frame by allowing them
to select a time period for the entitlement consumption

report. For more information, see "Creating a Data Export Template" in the Core
Application Security User Guide.

Ability to search and filter issues based on instance
ID

Starting with version 25.4.0, the Core Application Security users can search and filter
issues by instance ID on the Application Issues and Release Issues pages. For more
information, see "Navigating the Application Overview Page" and "Viewing Release
Details" in the Core Application Security User Guide.

Notifications to release owners made optional

A new subscription scope, All Releases Owned By Me, is now available on the Create
Subscription page. This enables release owners to subscribe to notifications for all
releases they create or own, according to their preference. For more information, see
“Creating an Individual Subscription" and "Creating a Global Subscription” in the Core
Application Security User Guide.

Other portal updates
DISA STIG 6.3 support

e New report modules and templates for DISA STIG 6.3 have been added.

e The issues data export now includes columns for DISA STIG 6.3.

o DISA STIG 6.3 is incorporated into the grouping and filter lists on the Application
Issues and Release Issues pages.

o When creating a security policy, DISA STIG 6.3 is now available in the list of
classifications.

o DISA STIG 6.3 is added to the API.

APl updates

The following additional updates have been made to the OpenText™ Core Application
Security API:

e Customers can now add attributes and assign values to issue type data through
the API. The POST /api/v3/releases/{releaseld}/vulnerabilities/bulk-edit
endpoint is enhanced to accept both GUIDs and Issueld/ld in the vulnerabilitylds
parameter.
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o Customers can now retrieve the latest modified date information for each
vulnerability through the API. Support is added to filter the vulnerability list by
modified date. To enable this feature, a modified date timestamp field is added
to the endpoint:

o GET /api/v3/releases/{releaseld}/vulnerabilities

o Customers can now search and filter issues by Instance ID through the API. To

support this feature, the Instance ID field is added to the endpoint:
o GET /api/v3/releases/{releaseld}/vulnerabilities

e The GET /api/v3/releases/{releaseld}/vulnerabilities endpoint is updated to

include a new boolean field remediationGuidanceAvailable .
o You can also filter vulnerabilities based on this field.

A new endpoint GET /api/v3/releases/{releaseld}/vulnerabilities/{vulnid}/aviator-
remediation-guidance is introduced.

o This returns machine-readable Aviator remediation details in JSON format
for individual issues.
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