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1. User Guide

This guide provides instructions on using OpenText Core Application Security to run
application security testing in the cloud. This guide is intended for application security
professionals and development teams.
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1.1. Preface

Contacting OpenText Core Application Security
Customer Support

Contact OpenText Core Application Security Customer Support through the following
ways:

o Start a live chat or create a support ticket in the OpenText Core Application
Security Help Center, accessible from the OpenText Core Application Security
portal.

» Call 1.800.893.8141 or 650.800.3233.

For more information

For more information about Application Security Testing products, visit Application
Security"> Application Security.

About the Documentation Set

The Software documentation set contains installation, user, and deployment guides
for all Software products and components. In addition, you will find technical notes
and release notes that describe new features, known issues, and last-minute updates.
You can access the latest versions of these documents from the following Product
Documentation website:

https://www.microfocus.com/support/documentation
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1.2. Introduction

This section contains the following topics:

Product name changes

OpenText Core Application Security Overview
Security Rating System

Service Level Objectives
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1.2.1. Product name changes

OpenText is in the process of changing the following product names:

Previous name

Fortify Static Code Analyzer

Fortify Software Security Center

Fortify Weblnspect

Fortify on Demand

Debricked

Fortify Applications and Tools

Fortify Aviator

New name

OpenText™ Static Application Security
Testing (OpenText SAST)

OpenText™ Application Security

OpenText™ Dynamic Application
Security Testing (OpenText DAST)

OpenText™ Core Application Security

OpenText™ Core Software Composition
Analysis (OpenText Core SCA)

OpenText™ Application Security Tools

SAST Aviator

The product names have changed on product splash pages, mastheads, login pages,
and other places where the product is identified. The name changes are intended to
clarify product functionality and to better align the Fortify Software products with
OpenText. In some cases, such as on the documentation title page, the old name
might temporarily be included in parenthesis. You can expect to see more changes in

future product releases.

This PDF was generated on January 8, 2026
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1.2.2. OpenText Core Application Security
Overview

OpenText Core Application Security is a Software as a Service (SaaS) solution that
enables your organization to easily and quickly build and expand a Software Security
Assurance program. OpenText Core Application Security's software security testing
incorporates advanced and updated application testing technologies with expert
review, dedicated account management, and 24/7 support.

Services

An application submitted to OpenText Core Application Security undergoes a security
assessment where it is analyzed for various software security vulnerabilities.
OpenText Core Application Security offers static, dynamic, mobile, and open source
assessments at several service levels.

A static assessment analyzes an application's source code, bytecode, and/or
binary code.

* A dynamic assessment analyzes a running web application.

e A mobile assessment analyzes the mobile application's binary (analysis of
network and backend web server is also available).

» An open source software composition analysis analyzes open source components
in the payload.

The testing team conducts a thorough analysis of your application for security
vulnerabilities, including:

» Application scanning: the application is scanned using Fortify software.

o Expert review: an automated audit is performed on scan results to ensure the
highest possible degree of accuracy. Some assessments types include a manual
audit.

e Remediation validation: an assessment includes at least one free remediation scan
to validate that the issues found have been fixed. The remediation scan is run on
the same application after changes have been made to remedy the vulnerabilities
found in the baseline assessment.

OpenText Core Application Security uses a 5-star rating system to rate applications
that have been assessed. The assessment results are delivered in several ways,
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including various views in the Ul, customizable reports, and detailed data exports.
Pricing

OpenText Core Application Security services are available through the purchase of
entitlements in the form of assessment units or scans. Entitlements are valid for 12
months from the effective date of the order term.

Assessment units can be redeemed for single assessments or subscriptions of any
assessment type; scan entitlements represent quantities of single assessments or
subscriptions of a specific assessment type. Subscriptions allow unlimited
assessments of selected applications during the subscription period.

Refer to your contract for specific entitlement details.

Support

OpenText Core Application Security offers support through self-service resources
and the OpenText Core Application Security Help Center, staffed 24/7 by a dedicated
support team.
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1.2.3. Security Rating System

OpenText Core Application Security provides useful information about the
vulnerability of your applications. To ensure that the results you receive are
consistent, understandable, and actionable, OpenText Core Application Security uses
the following reporting conventions to rate your applications:

e Likelihood and Impact
e Priority Order
o Five-Star Assessment Rating

This PDF was generated on January 8, 2026 Page 7 of 721
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1.2.3.1. Likelihood and Impact

The likelihood and impact ratings define the level of risk for each discovered
vulnerability.

Likelihood

Likelihood is the probability that a vulnerability will be accurately identified and
successfully exploited.

Impact

Impact is the potential damage an attacker could do to assets by successfully
exploiting a vulnerability. This damage could be in the form of, but not limited to,
financial loss, compliance violation, loss of brand reputation, and negative publicity.
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1.2.3.2. Priority Order

OpenText Core Application Security defines the following six priority levels as a way
to categorize the severity of vulnerabilities (also known as "“issues").

Critical

Critical issues have high potential impact and high likelihood of occurring. Critical
issues are easy to detect and exploit and result in large asset damage. These issues
represent the highest security risk to an application. As such, immediately remediate
critical issues.

SQL injection is an example of a critical issue.
High

High-priority issues have high potential impact, but low likelihood of occurring. High-
priority issues are often difficult to detect and exploit, but they can result in large
asset damage. These issues represent a high security risk to an application.
Remediate high-priority issues in the next scheduled patch release.

Hard-coded password is an example of a high issue.

Medium

Medium-priority issues have a low potential impact, but high likelihood of occurring.
Medium-priority issues are easy to detect and exploit, but they typically result in little
asset damage. These issues represent a moderate security risk to your

application. Remediate medium-priority issues in the next scheduled product update.

Path manipulation is an example of a medium issue.
Low

Low-priority issues have low potential impact and low likelihood of occurring. Low-
priority issues can be difficult to detect and exploit and typically result in little asset
damage. These issues represent a minor security risk to your application. Remediate
low-priority issues as time allows.

Dead code is an example of a low issue.

Best Practices

"Best practices" indicates no significant vulnerabilities in your application, just minor
issues that may be less than ideal for your type of application.
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Info

“Info" is the lowest priority level. OpenText Core Application Security provides

information about your application that does not represent a vulnerability but may be
of general interest.
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1.2.3.3. Five-Star Assessment Rating

The OpenText Core Application Security 5-star rating system provides an overview on
the likelihood and impact of vulnerabilities present within an application. A perfect
rating within this system would be 5-stars, indicating that no vulnerabilities were
uncovered.

w OpenText Core Application Security awards one star to applications that
have undergone a security review that identifies critical (high likelihood and high
impact) issues. Vulnerabilities that are trivial to exploit and have a high business or
technical impact should never exist in business-critical software.

ok OpenText Core Application Security awards two stars to applications
that have undergone a security review that identifies no critical (high likelihood and
high impact) issues. Vulnerabilities that have a high impact, even if they are non-trivial
to exploit, should never exist in business critical software.

Yook OpenText Core Application Security awards three stars to applications
that have undergone a security review that identifies no high (low likelihood and high
impact) issues and meets the requirements needed to receive two stars.
Vulnerabilities that have a low impact, but are easy to exploit, should be considered
carefully as they may pose a greater threat if an attacker exploits many of them as
part of a concerted effort or leverages a low impact vulnerability as a stepping stone
to mount a high-impact attack.

Yk ik - OpenText Core Application Security awards four stars to applications
that have undergone a security review that identifies no medium (high likelihood and
low impact) issues and meets the requirements for three stars.

Wik Wk OpenText Core Application Security awards five stars, the highest
rating, to applications that have undergone a security review that identifies no issues.
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1.2.4. Service Level Objectives

All assessments have a target turnaround time, represented by the service level
objective (SLO) of the chosen assessment type. The SLO is specified in business
days, based on the OpenText Core Application Security data center's time zone. The
SLO is four hours to two business days for a static assessment, two to three business
days for a dynamic assessment, and one to four business days for a mobile
assessment.

Note

e The portal displays the SLO of the selected assessment type when you
are setting up an assessment. For more information, see Completing the
Static Scan Setup, Completing the Dynamic Scan Setup, and Completing the Mobile
Scan Setup.

If an assessment does not meet customary testing requirements, the testing team
may pause the SLO timer while waiting for a response from the customer. The testing
team is committed to promptly restarting the timer and testing as soon as possible.

If you have additional questions about SLOs and balancing your business timeline
with an assessment service level, contact support.

Note

e Service Level Agreements (SLAs) are specific contractual agreements
with customers. The turnaround times may differ from defined SLOs.
Service Level Agreements are defined in your customer statement of
work (SOW) and include targets and liabilities if they are not met.

Service Level Objective Start and End Dates

The SLO start and end dates are defined as follows:

o Start Date: The date the application assessment was requested to be started
o End Date: The date the results are available

Service Level Objective Exceptions
A static assessment SLO does not apply to any of the following exceptions:

e Application has not been packaged correctly as per OpenText Core Application
Security best practice guidelines
e The application payload exceeds 1,000MB
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A dynamic or mobile assessment SLO does not apply to any of the following
exceptions:

e The testing team is not provided continuous 24-hour per day access and fully
operational test credentials to assess the application that is in scope.

e The testing team is not able to configure security testing tools to use a minimum
of fifteen (15) concurrent connections continuously to assess a single
application with an average response time of less than 600ms to an
HTTP/HTTPS request

o Mobile binary is obfuscated or is not prepared as per OpenText Core Application
Security best practice guidelines.
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1.3. Getting Started

This section contains the following topics:

» Before You Start

e Logging In and Out of the Portal
e Resetting Your Password

» Navigating the Portal

e Searching the Portal
 Managing Your Account Settings
» Managing Notifications

e Switching Tenants
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1.3.1. Before You Start

Before you access OpenText Core Application Security, verify that you have the
following:

e An active internet connection

e Portal credentials

Note

You will receive instructions for setting up your credentials in a
welcome email. If you have not received the email, check your spam
filter.

e Monitor with a minimum display resolution of 1280 x 720 (recommended 1920 x
1080)

e One of the following supported browsers installed:
o Chrome latest version
o Firefox Quantum latest version

o Safari on Mac latest version (Safari on PC is not supported)
o Edge latest version
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1.3.2. Logging In and Out of the Portal

You can access the portal once you have received your portal credentials.

Logging in to the Portal

To log in to the portal:

1. Type the portal URL that was provided with your user credentials in your
browser's address bar.

The login page appears.

2. Type your username, password, and tenant code.
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opentext”

Core Application
Security
26.1

Username

Password

Tenant

CSA STAR Level 1 Registry Forgot password?

@ English v Contact Us Privacy Notice

Note

If you have logged in through SSO within the last 30 days, the SSO
Login link is available to log back in.

3. Click Login.

The landing page appears. If you have not set a challenge question and
corresponding answer, you are redirected to your account settings page instead.
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Note

If your organization has two factor authentication enabled, you are
prompted to type a security code that you receive through SMS,
email or TOTP.

Logging out of the Portal

Log out of the portal from the portal toolbar settings. Note that the portal
automatically logs you out after a 20 minute period of inactivity.

To log out of the portal:

1. Click your account name and select Log Out.

& Account Settings

%@ API Explorer

8 Personal Access Tokens
it Tools

B+ Logout
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1.3.3. Resetting Your Password

To reset a forgotten password:

1. Click Forgot Your Password? on the login page.

The Forgot Password page appears.

Forgot Password

Please enter your username and the tenant code to help us locate your account.

Usermame

Tenant Code

SUBMIT

2. Type your username and tenant code.
3. Click Submit.

An email containing the password reset link is sent to the email address
associated with the user account.

4. Click the link in the email.

The Reset Password page appears.

Note

If the password reset link has expired, follow the instructions in the
email to request a new link.

5. In the Password Challenge Answer field, type the answer to the challenge
qguestion. If you do not have a password challenge question and answer, this
step does not apply to you.

6. Type and retype the password.
7. Click Ok.

The password is reset.
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1.3.4. Navigating the Portal

The portal pages share a common page layout. The following table describes general
navigation in the portal.
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Task

Navigate to a parent view

Replay user tour

Access account settings and additional
resources

Access portal search

Access portal notifications

Access training courses

This PDF was generated on January 8, 2026
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Action

Select one of the following views:

Dashboard Administration

Applications

Reports

Click Reset Tour Popups on the
toolbar.

RESET TOUR POPUPS E -

Click your account name on the
toolbar.

Q & @

Sai v

fe Account Settings
%= API Explorer
& Personal Access Tokens

1% Tools

[5* Logout

L. (D~ YEU-LIwv

s Account Settings
¥ Tools

Click n For more information, see
Searching the Portal..

Click E238. For more information see
Managing Notifications..

Click E For more information, see
Training Courses.
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Task

Access help resources

Navigate to a page within a parent view

Access context-sensitive help

Sort columns on a page
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Action

Click the help menu.

N How To Guides
M  Documentation
(® Help Center

[N Live Chat

1 How To Videos
M pocumentation

(@ support

Click an icon on the sidebar.

Click @. A new window opens that
displays the help topic for the feature.

Click a column header. A white triangle
in the header indicates the field being
sorted and the sort order of your data.
To reverse the order, click the header a
second time.

Page 22 of 721



3 opentext" Core Application Security 26.1

Task Action

Change the number of items displayed Click 25, 50, or 100.
on a page Display: 50

Note

9 The Discovered tab on
Your Applications page
supports displaying 250
and 500 items per page.

View another page in the list Click a page number or an arrow.

1
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1.3.5. Searching the Portal

OpenText Core Application Security provides several ways of locating a resource in
the portal. You can use the Search box located in the portal toolbar to search for an
application, release, microservice, or report at the tenant level.

To search for an application, release, microservice, or report in the portal:

1. Click the n icon on the portal toolbar.

The search box appears. All item types are included in the search by default.

[2]1 Applications [E] Releases [E] Reports [E] Microservices

2. Clear one or more of the Applications, Releases, Reports, and Microservices
check boxes to limit search results to the desired selection.

3. In the search box, type the full or partial name of the item that you want to
search for.

Search results appear in a drop-down list.

[2] Applications [E Releases [E] Reports [E Microservices

Z€r0

Zero Application

Zero Security (COBOL) Application

4. Make your selection from the list. The portal refreshes with your selection.
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1.3.6. Managing Your Account Settings

You can view and edit your account settings from the portal toolbar.

This section covers the following topics:

o Editing Your Account Settings
e Changing Your Account Password
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1.3.6.1. Editing Your Account Settings

You can update your personal contact information, portal preferences, and password
reset question and answer on the My Account page.

To edit your account settings:

1. Click your account name and select Account Settings.

The My Account page appears.

opentext' | Core Application Security 261  Applications Dashboard Reports Administration Qa ] 2 Qv AUTO-TAMv

= My Account

8’* First Name

Username Display Settings
2 ‘ T ‘ AUTOTAM Theme
Last Name T Browser Setting v
enant

‘ o ‘ Show 0d Do
IUATDemo

Phone Number

23456789 Email Subscriptions
The folowing settings deterrnine what formats are used to display dates and Signup (Check toSubscrve)
times.

Release and Maintenance Notifications

Changes to display formats will ot be reflected unti the next data refresh. Events (Bx. Webinars, Conferences, lc)
Security Advisories and Research

Date Format

YYYY/MM/DD v
Time Format

12 Hour AM/PM v
Language

English v

Password Challenge Question

Whatis your favorite pet's name? v

Password Challenge Answer

2. Update the fields as needed. Fields that are outlined in red must be completed.
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Field

First Name
Last Name
Phone Number

Date Format

Time Format

Language

Password Challenge Question

This PDF was generated on January 8, 2026
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Description

Your first name
Your last name
Your phone number

Date format displayed:
MM/DD/YYYY, DD/MM/YYYY,
YYYY/MM/DD

Time format displayed: 12 Hour
AM/PM, 24 Hour

Language displayed: English,
Espafol, B&EE

Note

Your reports are
generated in your
selected language.

A list of password challenge
questions
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Field Description

Password Challenge Answer ) L
Your case-insensitive answer to the

selected password challenge
question

Note

You will not be able to
save your account
changes unless you have
set a password
challenge question and
answer.

3. Update your subscriptions in the Email Subscriptions section. Email
subscriptions keep you up-to-date with OpenText Core Application Security
events. You can sign up to receive notifications about releases and maintenance,
security advisories, and relevant webinars and conferences.

4. To request for a new TOTP authenticator, click Generate new QR code.
The Security Code screen appears.
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Security Code

Enter TOTP verification code

1. Scan the QR Code.
2. Enter the TOTP verification code.
3. Click Submit to verify the code.

5. Click Save.

A confirmation message appears indicating that you have successfully saved
your changes.
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1.3.6.2. Changing Your Account Password

You can change your account password on the My Account page.

Note

Passwords must be at least 16 characters long, not contain easy common
password phrases, and have at least: 1 capital letter, 1 lower case letter, 1
number, and 1 special character.

To change your account password:

1. Click your account name and select Account Settings.
The My Account page appears.
My Account

Security Warning : Please help improve the security of your account by providing a password reset challenge question and answer.

@ el

First Name Username Display Settings
il ‘ saislead Theme
Last Name Browser Setting v
Tenant

Fu ‘

Go
Phone Number

Email Subscriptions

The following settings determine what formats are used to display Signup (Check o Subscribe)

dates and times Release and Maintenance Notifications

Cchanges to display formats will not be reflected until the next data Events (Ex. Webinars, Conferences, etc)
refresh. Security Advisories and Research

Date Format

YYYY/MM/DD v

Time Format

12 Hour AM/PM v

Language
English v

Password Challenge Question

Whatis your favorite pet's name? v

Password Challenge Answer

2. Click Change Password.

The Change Password page appears.
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Change Password

Type in your existing pa

0ld Password
Mew Password

Confirm Mew Password

“ BACK TO ACCOUNT

3. Type your current password in the Old Password field.

4. Type a new password in the New Password field.
5. Retype the new password in the Confirm New Password field.

6. Click OK button to change your password, or click Back to Account to exit the
page.
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1.3.7. Managing Notifications

OpenText Core Application Security provides a robust in-product notifications engine
to enable users to better monitor key activity in the portal, which is particularly
important for large applications and user bases. Users are initially assigned system
default global subscriptions for notable events (including when an application's
Business Criticality is changed, when a failing release is promoted to production, and
when scans of an application are started, paused, completed, or canceled). Users can
conveniently access notifications for applications to which they have access from the
portal toolbar.

Users can create individual subscriptions to receive additional notifications. Security
Leads can create tenant level global subscriptions for all users, specific roles, or
specific groups. The following notification trigger types are available:

» Application creation, updates, and deletion

e Release creation, updates—including promotion of failing releases to production,
and deletion

e Scan status updates

¢ |Issue updates

* Report generation

This section contains the following topics:

» Viewing Notifications

e Creating an Individual Subscription
e Creating a Global Subscription

o Editing a Subscription

e Deleting a Subscription
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1.3.7.1. Viewing Notifications

You can view notifications from any page in the portal. When a trigger event occurs
for which you are subscribed, a number next to the Notifications icon on the toolbar is
incremented. This number is a tally of your notifications that have not been marked as

read.

Note

Core Application Security 26.1

All notifications, read or unread, are deleted after three months.

To view notifications:

19
1. Click the icon on the portal toolbar.

The Notifications page appears, displaying a list of your unread notifications.

My Notifications

Unread 20 Read o
29 found
SELECT ALL

TRIGGER

Scan Completed

Scan Canceled
Scan Canceled
Scan Canceled
Rels Created

Application Created

Application Created

Scan Completed

MESSAGE

Mobile Assessment scan has completed for AUS_Shift (eNokia).

Mobile Assessment scan has been cancelled for AUS_Shift (eNokia).

Mobile Assessment scan has been cancelled for AUS_Shift (eNokia).

Dynamic Website Asses

n has been cancelled for brand new app (15)

Release 2.0 has been created for brand new app.

Application brand new app has been created.

Application Test_Only_12 has been created

Static Assessment scan has completed for Carena_Static Scan (17.4).

Release 17 4.1 has been created for Carena_Static Scan.

Static Assessment scan has been cancelled for Carena_Static Scan (17.4).

DATE

2017110/20

201710/20

2017/10/20

201710720

2017710120

201710/20

201710720

201711019

201711019

20171018

a v
Display 50 expand all | collapse all
“ TRIGGER

Application Created o

Release Created 5
v @& Scan Canceled 10
v 0 Scan Completed &

Scan Paused 1
v b3 select all | unselectall | apply
v bd
v B
v b3
v bd
v B
v bd
v bl

2. To view a notification in greater detail, click the &d icon in the notification's
action column. You are taken to the relevant application, release, or individual

issue's page.

3. To mark a notification as read, click the ¥ icon in the notification's action
column. You can also filter the notification list and click Mark as Read to batch
edit notifications.

The notifications are moved to Read Notifications and removed from the tally.

4. To view notifications that you have previously marked as read, select the Read

tab.

The list of your read notifications appears.
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My Notifications

Unread | 26 Reed 3 a Y
3 found Display: 50 expand all | collapse all
SELECT ALL R@IEGGER
TRIGGER MESSAGE DATE Sean Canceled ?
Scan Complefed 1
Sean Complated Mobile Assassment scan has completed for AUS_Shift (sNokia). 201710720 5] selectall | unselectall | apply
Scan Canceled Mobile Assessment scan has been cancelled for AUS_Shift (eNokia). 201710720 %]
Scan Canceled Mobile Assessment scan has been cancelled for AUS._Shift (eNokia). 2017710720 &
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1.3.7.2. Creating an Individual
Subscription

In addition to receiving global notifications, you can create your own subscriptions to
receive notifications triggered by your specified criteria.

To create an individual subscription:

9

1. Click the icon on the portal toolbar.
The Notifications page appears.

2. Click Subscriptions.

A list of your individual subscriptions appears.

My Subscriptions

BA | (1) sy a
1 found Display: 100
TRIGGER SCOPE SEND EMAILS NOTE
Report ted ] t B 72 W

3. Click +New Subscriptions.

The Create Subscription modal window opens.
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Create Subscription X
Trigger
Ortens (Choose One) |E|
Summary
Scope

All Applications

Maote

Send Emails

Send to Slack “

NEXT
Create Subscription X
Trigger
Options (Choose One) -
Summary
Scope
All Applications |ZI
Mate
Send Emails
NEXT

4. Complete the fields. Fields are required unless otherwise noted.
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Field Description
Trigger Select the trigger type from the list
Scope Select the scope to which the trigger

will apply from the list: All
Applications (default), Application,
Application Type, Application
Attribute, Business Criticality and
All Releases Owned By Me.

(Optional) Type a note for the
subscription.

Send Emails (Optional) Move the slider from No to
Yes to enable sending email
notifications. This option is available
for the Issue Assigned To User
trigger and all non-issue triggers.

Send to Slack (Optional) Move the slider from No to
Yes to post notifications to Slack.
This option is only available if Slack
integration has been configured and
is limited to Security Leads.

5. Click Next.

If you selected a scope other than All Applications, the Scope page appears.
Otherwise, skip to step 7.

6. Select the scope value and click Next.
7. Review the notification trigger settings and click Save.

The new subscription appears in your list of individual subscriptions.
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1.3.7.3. Creating a Global Subscription

Security Leads can create tenant level global subscriptions for all users, specific
roles, or specific groups.

To create a global subscription:

29

1. Click the icon on the portal toolbar.
The Notifications page appears.

2. Click Subscriptions.

A list of your individual subscriptions appears.

— My Subscriptions
BA | (1) sy o
1 found Display: 100
TRIGGER SCOPE SEND EMAILS NOTE
Report Generated All Applications (= TP |

3. Select the Global Subscriptions tab.

A list of global subscriptions, including system-default global subscriptions,

appears.
= My Subscriptions
B I ite (s ) i a
-Q- N
3 found Display: 100
TRIGGER SCOPE SEND EMAILS CREATED BY RECIPIENT NOTE
Scan Resumed All Applications DELETED, DELETED (deleted_user4028) Test Default System Notification for Scan R. [ |
Payload Has No Source Files All Applications DELETED. DELETED (deleted_user&028) Everyane Default System Notification for Payloa o f T

4. Click +New Subscription.

The Create Subscription modal window opens.
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Create Subscription

Options

Summary

Trigger

(Choose One)

Recipient

Everyone

Scope

All Applications

Note

Send Emails

Send to Slack

MEXT

5. Complete the fields. Fields are required unless otherwise noted.
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Field
Trigger

Recipient

Scope

Send Emails

This PDF was generated on January 8, 2026
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Description

Select the trigger type from the list

Select the subscription audience
from the list: Everyone (default),
Group, and Role. If you select Group
or Role, select a specific group or
role, respectively.

Note

Recipients are limited to
users who have access
to the application
referenced in a
notification.

Select the scope to which the trigger
will apply from the list: All
Applications (default), Application,
Application Type, Application
Attribute, Business Criticality and
All Releases Owned By Me.

(Optional) Type a note for the
subscription.

(Optional) Move the slider from No to
Yes to enable sending email
notifications. Scan Canceled and
Scan Paused triggers have Send
Emails permanently enabled.This
option is available for the Issue
Assigned To User trigger and all
non-issue triggers.
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Field Description

Send to Slack . )
(Optional) Move the slider from No to

Yes to post notifications to Slack.
This option is available if Slack
integration has been configured and
is limited to Security Leads.

6. Click Next.

If you selected a scope other than All Applications, the Scope page appears.
Otherwise, skip to step 8.

7. Select the scope value and click Next.
8. Review the notification trigger settings and click Save.

The new subscription appears in the list of global subscriptions.
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1.3.7.4. Editing a Subscription

You can edit custom subscriptions. If you are a Security Lead, you can also edit global
subscriptions.

To edit subscriptions:

19

1. Click the icon on the portal toolbar.
The Notifications page appears.

2. Click Subscriptions.

A list of your custom subscriptions appears.

My Subscriptions

@ My Subscripfions | 1 Global Subscriptions 3 Search Text LW -+ NEW SUBSCRIPTION
1 found Display: 100
TRIGGER SCOPE SEND EMAILS NOTE
Report ted Il i 6 72 W

3. If you are editing a custom subscription, remain on the My Subscriptions tab. If
you are a Security Lead who is editing a global subscription, select the Global
Subscriptions tab.

4. Click the € icon next to the subscription you want to edit.

The Edit Subscription window appears.
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Edit Subscription

Options

Summary

Trigger

X

Payload Has Mo Source Files

Recipient
Everyone

Scope

All Applications

Naote

Default System Motification for Payload Has Mo Source Files

Send Emails

Send to Slack

MNEXT

5. Edit the fields as needed. For information on the fields, see Creating an
Individual Subscription and Creating a Global Subscription.

Your subscription changes are saved.
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1.3.7.5. Deleting a Subscription

You can delete individual subscriptions that you created. Security Leads can delete all
global subscriptions, including system default global subscriptions.

To delete a subscription:

19

1. Click the icon on the portal toolbar.
The Notifications page appears.

2. Click Subscriptions.

A list of your individual subscriptions appears.

My Subscriptions

@ My Subscripfions | 1 Global Subscriptions 3 Search Text LW -+ NEW SUBSCRIPTION
1 found Display: 100
TRIGGER SCOPE SEND EMAILS NOTE
Report ted Il i 6 72 W

3. If you are deleting an individual subscription, stay on the My Subscriptions tab.
If you are deleting a global subscription, select the Global Subscriptions tab.

4. Click the [ jcon next to the subscription you want to delete.
A confirmation message appears.
5. Click Yes to confirm the deletion.

The subscription is removed from the list of subscriptions.
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1.3.8. Switching Tenants

TAMs can switch among the tenant accounts that they manage in a portal datacenter.

Note
This is a TAM-only feature.

To switch tenants:

1. Click your account name and select Switch Tenants.

£ Account Settings

@ Documentation
I ® Help center

2 AP| Explorer

1% Tools

A Beta Features

2 Switch Tenant

B Log out

The Switch Tenants page appears.
2. Select the desired tenant from the list of your available tenants.

The portal refreshes with the selected tenant's data.
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1.4. Managing Applications and Releases

Security assessment results are organized according to applications and associated
releases in OpenText Core Application Security. Users can manage applications and
releases in the portal.

This section contains the following topics:

o Structuring Applications and Releases
e Managing an Application

e Managing a Release

e Viewing Applications in the Tenant

e Viewing Releases in the Tenant

e Searching Applications and Releases
e Creating Deep Links
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1.4.1. Structuring Applications and
Releases

OpenText Core Application Security defines an application and release for the
purpose of security assessments.

Application Definition

An application is a codebase. It serves as a top-level container for one or more
releases.

OpenText Core Application Security defines an application in the following contexts:

For static assessments, an application is defined as a deployable unit of code
consisting of a collection of source and/or byte code instruction files that:

Can deliver some or all of the functionality of a business application

Is written in the same technology family
e Is built on a single platform
e Does not include any loosely coupled components

e Can be configured to run on an application server (e.g., a Web Application
Archive [WAR] or Enterprise Archive [EAR] file for a Java application or a
solution in team foundation server for a .NET application)

A microservice as a small, modular service that runs as an independent, loosely
coupled process and communicates through a well-defined, lightweight mechanism
to serve a single function of a business application. For an application using a
microservices architecture, a Static Subscription entitles a customer to test up to 10
microservices that form some or all of the application. Each microservice must be
packaged and submitted as a single ZIP file of 100 MB or less. For all other static
assessment services, each microservice is considered a separate application.

The following conditions apply to microservice applications:

e Supported technology stacks are: .NET, .NET Core, C/C++, Go, JAVA/J2EE,
JS/TS/HTML, PHP, Python, Scala, and Ruby.

» Static scans submitted for multiple microservices are placed in a queue and will
be scanned in the order in which they were queued.

o Third party libraries are always excluded when scanning microservices.
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For dynamic assessments, an application is defined as a fully qualified domain name
(FQDN). For example, for www.microfocus.com:

o www.microfocus.com is the FQDN and is the application.

e www.microfocus.com/news/ is the same hostname and hence the same FQDN
and so is the same application.

o community.microfocus.com is a different subdomain and hence a different
FQDN and so is a different application.

e www.microfocus.co.uk is a different domain name and hence a different FQDN
and so is a different application.

The application can only have a single authentication management system with the
following exceptions:

o Forms authentication and single network authentication (basic/digest/NTLM) is
allowed.

o Forms authentication, single network authentication and application generated
authentication such as bearer tokens is allowed.

User logins may not be “daisy chained”. For example, two forms authentication
mechanisms are not permitted.

For web API applications only, the customer must provide a definition of the API
endpoints:

e Dynamic Assessments

o REST API - OpenAPI JSON specification or Postman collection with valid
values for all parameters and a hard coded and long-lived authentication
token

e Dynamic+ Assessments
o REST API - OpenAPI JSON specification or Postman collection
o SOAP -single SOAP WSDL file

Working examples, with valid values for all parameters, must be provided.

For mobile assessments, an application is a single installable application for a single
hardware platform. Mobile applications submitted for testing must be in the form of a
compiled IPA (iOS) or APK (Android).
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Release Definition

A release is a particular iteration of a codebase. In OpenText Core Application
Security, release versioning provides a useful way to differentiate and track scan
activity. You can structure releases depending on your organization's reporting needs
and development processes.

The following examples show how releases can be structured:

o Static assessments:

o Create one main release, copied from an initial baseline release, for
automated scans on builds from a continuous integration build server .
Periodically, create branch releases for scenarios such as major
deployments of code (using copy state), more detailed analysis (including
3rd party libraries and/or choosing manual audit for a baseline, or sandbox
releases to do a one-time scan without affecting metrics.

o Create a new release for every major product release (using copy state)
and run scans during a release cycle before moving to the next release.

o Create a release for every build. This approach is not recommended due to
the lack of trending and increased overhead.

o Dynamic assessments:

o Create a single release, based on the environment being scanned
(development, staging, UAT, or production), for all scans. The release is
usually named by the URL.

o Create a new release for each major deployment (using copy state).

o Static plus dynamic assessments:

o Implement the above examples by themselves or in combination. For
example, you can implement the first static assessment example as the
main approach, and either run dynamic scans against the main and major
release branches or run dynamic scans against a separate release that is
independent of static scans.

e Mobile assessments:

o For assessments of only the mobile binary, implement the static
assessment examples.

o For assessments that include backend web services, implement the
dynamic assessment examples.
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In addition, you can assign Software Development Life Cycle (SDLC) stages to a
release to track it as it progresses through the SDLC. OpenText Core Application
Security uses the following SDLC stages:

Development
QA/Test
Production

Retired

Note

New scans cannot be started for a retired release. If a release is
retired while a scan is in progress, the scan will still finish.
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1.4.2. Managing an Application

You can create, view, and edit applications, depending on your user permissions.

This section covers the following topics:

o Creating an Application

o Viewing Application Details

o Editing Application Settings

e Managing User Assignment to an Application
e Viewing the Application Event Log

o Deleting an Application
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1.4.2.1. Creating an Application

Before you can start the initial security assessment of an application, you need to
create a new application in OpenText Core Application Security.

To create an application:
1. Select the Applications view.
Your Applications page appears.
2. Click +New Application.
The Create Application wizard appears.

3. In the Application Details page, define the application. Fields are required,
unless otherwise noted.
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Create Application X

Application Name
Application Details fest

Release Details
Business Criticality

Application Attributes

. Medium v
Release Attributes
User Groups Application Type
Summary Web / Thick-Client v

Microservice Application

Description

Email Notifications

Separate multiple email addresses with a semicolon or comma

Next
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Field Description
Application Name Type the name of your application.

Business Criticalit
y Select the application's level of

importance:

o High: Security issues could
have catastrophic
consequences for the
business.

o Medium: Security issues would
have non-trivial consequences,
but ones which do not pose a
life-or-death threat to the
business.

o Low: Security issues can be
ignored or addressed gradually
as time permits

Description (Optional) Type a description of the
application that will help you manage
multiple applications.

Email Notifications
(Optional) List the email addresses

that will receive email notifications of
scan status updates for the
application. Separate multiple email
addresses with a semicolon or
comma.

Application Type
PP P Select the application type: Web /

Thick-Client or Mobile.
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Field Description

Microservice Application .
Create a Help Center ticket to have

the feature enabled.

(Web / Thick-Client applications
only) Select the check box to scan
the application as a microservice
application.

Important

The designation of a
microservice application
is permanent and cannot
be changed after the
application has been
created.

4. Click Next.

5. (Microservice applications only) In the Microservices page, type the name of a
microservice in the text box and click + .

The microservice is added below. You can add up to 10 microservices.

Note

You can also add microservices to an application after it has been
Created.
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Create Application

v Application Details
Microservices
Release Details
Application Attributes
User Groups

Summary

6. Click Next.

Microservices

Define one or more microservices for this application {imit 3).

BACK

MEXT

X

7. (Microservice applications only) If microservice attributes have been configured,
specify the microservice attributes. Click Next to do this for each microservice

you added earlier.
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Create Application

Micraservice Property
~ Application Details

v Microservices
M1
Release Details
Application Attributes
User Groups

Summary

BACK

MNEXT

X

8. Click Next.

9. In the Release Details page, define a release of the application. The release
represents a iteration of your application that will be tested. Fields are required,

unless otherwise noted.

This PDF was generated on January 8, 2026

Page 57 of 721



file:///builds/docops/pip/pi-wip-pdfgenerator/generated/User_Guide.html
file:///builds/docops/pip/pi-wip-pdfgenerator/generated/User_Guide.html

3 opentext" Core Application Security 26.1

Create Application X
Release Name
v Application Details
v Microservices
SDLC Status
Release Details
(Choose One) v
Application Aftributes
User Groups Microservice
Summary (Choose One) v
Owner
Huang, Yeu-Li N
Description
BACK NEXT
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Field Description
Release Name Type the name of your release.
SDLC Status Select the Software Development

Lifecycle from the list. The Retired
option is not available.

Microservice (microservice Select the microservice that will be

applications only) linked to the release from the drop
down list. A release must be linked
to a microservice.

Owner Select the owner from of the
release. The owner will receive email
notifications of scan status updates
for the release.

Description (Optional Type a description that
helps describe the release.

10. Click Next.

11. If custom application attributes are configured for the tenant, in the Application
Attributes page, specify the application attributes.
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Create Application X
External
+ Application Details (Choose One) v
v Microservices
Region
v Release Details
(Choose One) v
Application AHtributes
User Groups
Summary
BACK NEXT
12. Click Next.

13. If custom release attributes are configured for the tenant, in the Release
Attributes page, specify the release attributes.
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Create Application X

RelAttr
~ Application Details

(Choose One) v
v Release Details
v Application Attributes

Release Attributes

User Groups

Summary

BACK NEXT

14. If user groups have been configured for your tenant, in the User Groups page,
select the groups that have access to the application. You can use the search
box to search group names.
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Create Application X

Select groups that should have access fo this application.
v Application Details

v Microservices
v Release Details

GROUP NAME ASSIGNED USERS
v Application Atfributes
Lead Develope o
User Groups ad Developer

Summary

BACK MEXT

15. Click Next.

16. In the Summary page, review the application settings.
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Create Application

v Application Details

~ Microservices

+ Release Details

+ Application Atfributes
v User Groups

Summary

Application Details

Application Name
Microservice App

Business Criticality
Low

Application Description
(nonel

Application Type
Web [ Thick-Client

Microservice Application
Yes

Email Notifications
(none)

Application Attributes

Region
Americas

Release Details
Release Name
vl

SDLC Status
Development

Microservice
M1

Owner
Huang, Yeu-Li

Release Description
(none)

User Groups

Selected Groups
(none)

BACK

X

SAVE

17. Click Create Application.

You are redirected to the Overview page of your new application's release.
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1.4.2.2. Viewing Application Details

The Application Overview page displays an overview of the application and its
releases. It serves as a dashboard for the application, offering a quick yet
comprehensive snapshot of the application's production security risk. Here you can
filter the application's releases, search for particular releases, create new releases,
and start scans.

To view details of an application:

1. Select the Applications view.
Your Applications page appears.
2. Click the name of the application that you want to view.

The Application Overview page appears. The page shows the following details
about an application: production risk and policy compliance, security status, and
a list of associated releases (sorted from the latest to the earliest last completed
scan date by default).

WebGoat (NET)

@ Policy Compliance Issues In Production
@. * CRITICAL HIGH MEDIUM Low
@ FAIL 135 151
view
&
D Releases Search Text a v
@ 1 found Display: 50
@3 SELECT ALL
81“ STARTSCAN  RELEASE COPY STATE SOURCERELEASE SDLCSTATUS POLICY COMPLIANCE #1SSUES STATIC ~ OPENSOURCE DYNAMIC
o FAIL CRITICAL HiGH MEDIUM Low
STARTSCAN b 52 Production * s Y = ) @) ®
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1.4.2.2.1. Navigating the Application
Overview Page

The following table describes how to navigate the Application Overview page.
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Task

View the security policy applied to the
application

View combined metrics across the
application's production releases

View the application's security status

Search the application's releases
Create a release

Start a scan

View additional release details

View data composing part of a graph

This PDF was generated on January 8, 2026
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Action

Click View in the Policy Compliance
box.

The Policy Compliance and Issues in
Production boxes display the
combined star rating and number of
issues across an application's
production releases. Click Critical,
High, Medium, or Low to view the
details of issues by priority. You can
also search for an issue by its specific
Instance ID on the Aplication Issues

page.

The Security Status box displays the
application's security status.

Enter search word in the text box.
Click + New Release.

Click Start Scan next to a release and
select the scan type. The button is
disabled for releases with the Retired
SDLC status.

Click the release name.

Click a section of the graph.
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Task Action

View the most recent scan status for a

Hover over the relevant status icon.
release

Click it to directly access the scan
status details.

STATIC DYNAMIC

© ®

e Scheduled scans display the
scheduled start date.

e The completion date calculation is
based on the start date + SLO of
the chosen assessment type +
pause time + weekends. In the
event that a scan is past the SLO,
the expected completion date
displays "Long running scan on
<release>. Contact us for details."

Expand or collapse filters Click expandall | collapse a & or the
arrow next to the filter name.

Hide or display the filter list .
Click ¥ .

Remove applied filters Click X or click X Clear Filters.
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1.4.2.2.2. Filtering the Application
Overview Page

By default, the Application Overview page displays all results . You can customize the
data displayed by applying filters.

Note

A filter only appears in the filter list when the results contain multiple
values for that filter.

To filter the Application Overview page:
1. Click ¥ to display the filter list if it is not currently displayed.
2. Expand the filters you want to apply.

3. Select the filter values. The following table describes the Application Overview
filters.
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Filter

Dynamic Scan Status

Mobile Scan Status

Pass/Fail

Release Created Date

Scan Type

SDLC status

Star Rating

Static Scan Status

Description

Status of dynamic
scans

Status of mobile scan

User-defined Pass/Fail
rating

Date of release
creation

Type of scan

SDLC status of
releases

S5-star rating system

Status of static scans

Core Application Security 26.1

Values

Completed, Canceled,
In Progress, Not
Started

Completed, Canceled,
In Progress, Not
Started

Fail, Pass

Static, Dynamic,
Mobile, Network, Open
Source

Development, QA/Test,
Production, Retired

1,2,3,4,5

Completed, Canceled,
In Progress, Not
Started

The page automatically refreshes with your filtered results. Applied filters are
shown at the top of the page.
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1.4.2.3. Editing Application Settings

You can edit application settings after the application has been created.
To edit application settings:
1. Select the Applications view.
Your Applications page appears.

2. Click the name of the application that you want to edit.

3. Click Settings.

The Settings page appears.

—  WebGoat (NET)
@ Application Summary BT ]
i Application Summary  Application Atiributes  Bug Tracker  Source Contral
E Application Name Additional Emails
&Q ‘ WebGoat (NET) ‘
® B Criticality
‘ High ~ ‘
PDF|
Application Type
8,0 Application Description
Auto generated

Separate multiple email addresses with a semicolon or comma

4. Select the tab that corresponds to the application settings you want to edit.
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Field
Application Name

Business Criticality

Application Type

Application Description

Additional Emails

Core Application Security 26.1

Description

Name of your application

Business Criticality level

Application type (not editable for
microservice applications)

(Optional) Description of the
application that will help you manage
multiple application

(Optional) Email addresses that will
receive notifications of activity
related to the application

o The Application Summary tab displays application details.

o (Microservice applications only) The Microservices tab displays existing
microservices. You can add, edit, or delete microservices, as well as edit

microservice attribute values.

Note

You cannot delete a microservice that is tied to a release.

Microservice Application 2

Application Summary

ML BEOARS I

X DELETE APPLICATION
+ abp

MICROSERVICE NAME

EDIT

EDIT

EDIT

EDIT DELETE

o The Application Attributes tab displays system attributes as well as

custom attributes.
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WebGoat (NET)
Applicaion Summary I
Application Summary  Application Attributes  Bug Tracker  Source Contro!

Region ImpactTest

(Choose One) v (Choose One) v

OHRE G I

o The Bug Tracker tab displays configuration settings for bug tracker
integration. For more information, see Bug Tracker Integration.

o The Application Defender tab displays configuration settings for
Application Defender integration. For more information see Fortify
Application Defender Integration.

o The Source Control tab displays configuration settings for source control
integration. For more information, see Source Control Integration.
5. Edit the application settings as desired.

6. Click Save.

The application settings are saved.
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1.4.2.4. Managing User Assignment to an
Application

Users with the Manage Users permission can manage user access to an application
at the application level.
Note

Security Leads have access to all applications and cannot be removed.

To manage user access to an application:

1. Select the Applications view.
Your Applications page appears.

2. Click the name of application for which you want to edit user access.
The Application Releases page appears.

3. Click Access.

The Users with Application Access page appears, displaying the list of users
with access to the application.

WebGoat (NET)

Users with Application Access S a

2 found Display: 50

LAST NAME FIRST NAME EMAIL ROLE ACCESS METHOD

Huang Yeu yeu Security Lead Role
j

g

@
g &
>
©
=
-
a

Smith James Application

PRI O I

4. Click Edit Users.
The Assign Users window appears.

5. You can perform the following tasks:
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Task Procedure

Assign users to application . .
1. Click Edit Users.

The Assign Users window
appears.

2. Select the Available tab.

Huang

A list of non-Security Lead
users that can be assigned to
the application appears.

3. Perform the following actions
to select users:

= Select the check box next
to individual users.

= Select the ASSIGN check
box to select displayed
users.

= Select the Assign All
Tenant Users check box
to select all users.

You can use the search field to
filter the application list.
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Task Procedure

Remove users from application . .
1. Click Edit Users.

The Assign Users window
appears.

2. Select the Selected tab.

sssss

yyyyy

A list of non-Security Lead
users that are assigned to the
application appears.

3. Perform the following actions
to remove users:

= Clear the check box next
to individual users.

= Clear the ASSIGN check
box to remove displayed
users.

= Select the Unassign All
Tenant Users check box
to remove all users.

You can use the search field to
filter the application list.

6. Click Save.

The changes to the application's assighed users are saved.

Related Topics:

To manage user access to applications at the user level, see Managing Application
Assignment for a User.
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1.4.2.5. Viewing the Application Event Log

Users with the Manage Applications permission can view an application's event log.
An application's event log logs all event related to the application:

» application creation, updates, and deletion

e release creation, updates, and deletion

» addition and removal of user and group access to the application
e scan initiation, updates, and completion

o entitlement consumption

e report creation, publication, download, and deletion

e FPR downloads

o data exports

e advanced audit settings creation, updates, and deletion

To view an application's event log:

1. Select the Applications view.

Your Applications page appears.
2. Click the name of the application for which you want to view the event log.
3. Click Event Log.

The Event Log page appears.

WebGoat (NET)
Event Log @ Search Text % EXPORT \ 4
EVENT DATE FROM: 2022/11/23 EVENT DATE TO: 2022/11/29 expand all | collapse all
“ EVENT DATE
2 found Display: 50
From:
EVENT DATE TYPE USER NOTES

Too

ApplicationType = "Web/Thick-Client",

11190 072700 B ) o n . Applicat ationType = “Web/ nBusi
ZPPr ARG | U] | Bienstm tenant fortifyfodqa? localfredirect/Applications/

Applicatio

sCriticality = "1°,
rigin = "WebUI*

2022/11/29 07:2643PM | Project Updared  HuangTam | APplicationName = - AppleationType = 0
122/11/29 07:26:43 B Y ApplicationRedire enant forfifyfodk

qa

[@YEEPO SRS G I

4. You can perform the following tasks:
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Task Action
Export the event log of the last 13 Click Export. A .csv file is saved
months locally to the folder specified in your

browser settings.

Search the event log Type a keyword or phrase in the
search text field and click Enter.

Hide or display the filter list )
Click Y.

Expand or collapse filters Click expandall I collapse ail @& or the
arrow next to the filter name.

Remove applied filters Click X or click Clear Filters at the
top of the page. The filter is set to
the last 24 hours by default.

Related Topics

For information about viewing all events that occur in your portal, see Accessing the
Administration Event Log.
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1.4.2.6. Deleting an Application

Deleting an application removes all data associated with the application and cannot
be undone. Application data is purged from OpenText Core Application Security after
72 hours. If an application was deleted in error, contact support within 72 hours of
deleting the application.

Note

If you need to reuse the name of a deleted application, wait 72 hours after
deleting the application before creating a new one.

To delete an application:

1. Select the Applications view.

Your Applications page appears.
2. Click the application that you want to delete.
3. Click Settings.

The Application Summary page appears.

WebGoat (NET)

Appiication Summary I o

Application Summary  Application Attributes  Bug Tracker  Source Control

Application Name Additional Emails

‘ WebGoat (NET) ‘

Business Criticality

‘ High v‘

@ pE)OHR @ @ I

Application Type

Web / Thick-Client

Application Description

Auto generated

Separate multiple email addresses with a semicolon or comma

4. Click X Delete Application .
A confirmation message appears.
5. Click Yes to delete the application.

You are returned to Your Applications page.
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1.4.3. Managing a Release

You can create, view, and edit releases, depending on your user permissions.

This section covers the following topics:

e Creating a Release

e Viewing Release Details

e Overriding the Security Policy of a Release
o Editing Release Settings

e Deleting a Release
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1.4.3.1. Creating a Release

You can create a new release of an existing application. When creating a new release,
you have the option to start fresh or carry over vulnerabilities and other details from a
previous release.

To create a new release:

1. Select the Applications view.
Your Applications page appears.

2. Click the application for which you want to create a new release.
3. Click + New Release.

The Create Release wizard appears.

Create a Release X

Release Details

Release Mame

Release Description

SDLC Status

(Choose One) w

Release Attributes
RelAttr

(Choose One) b4

B Copy State from Existing Release

NEXT

4. In the Release Details page, complete the fields as needed. Fields are required,
unless otherwise noted:
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Field Description
Release Name Type the name of your release.
Release Description (Optional) Type a description that

helps describe the release.

SDLC Status
Select the Software Development

Life Cycle stage of the release:
Development, QA/Test, Production.
The Retired option is not available.

Release Attributes Specify the release attributes.
Microservice (microservice Select the microservice that will be
applications only) linked to the release from the drop

down list. A release must be linked
to a microservice; a microservice
can be linked to multiple releases.
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Field

Copy State from Existing Release

Core Application Security 26.1

Description

(Optional, selected by default) Select
Copy State from Existing Release to
carry over data from a previous
release to the new one. The
following data is copied: release
owner, scan settings for all scan
types, star rating, issue counts, and
issue details (including issue history,
bug tracker links, and attached
screenshots).

Note

Data from completed
and imported scans are
copied. Data from
paused and in-progress
scans, including scan
settings, are not copied.
Fix validated issues are
not copied.

5. If you selected Copy State from Existing Release, click Next. Otherwise, skip to

step /.
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Create a Release X
Copy State from Existing Release Search Text Q X
1 found Display: 50
RELEASE MAME SDLC STATUS
5.4 Production

Retire Selected Release

BACK

6. In the Copy State from Existing Release page, select the release that you want
to carry over the vulnerabilities and other details from the list.

7. Click Save.

You are redirected to the Overview page of the new release.

Note

e If you selected to copy data from a previous release, the copy
release data process can slow the screen refresh, so you might not
see the Overview page immediately.
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1.4.3.2. Viewing Release Details

The Release Overview page displays a dashboard-style overview of the release,
offering a quick yet comprehensive snapshot of the release's security risk. Through a
series of easy-to-read visuals, you can see the key metrics of your release. Many
visual elements are interactive so that you can drill down into the data sets displayed.

To view details of a release:

1. Select the Applications view.
Your Applications page appears.
2. Click Your Releases.
Your Releases page appears.
3. Click the name of the release that you want to view.

The Release Overview page appears.

WebGoat (NET) - 5.4

®  Release Details
@ Policy Compliance Issues Scan Status
w CRITICAL HIGH MEDIUM Low STATIC OPEN SOURCE DYNAMIC
<> FAL 135 151 © ®
VIEW | EDIT
@ COMPLETED CANCELED
@ Recommendations  Analysis  Smar Fix

Recommended Issues To Address

286 issues require remediation and verification
284 unassigned
284 open
2 inremediation

286 pending auditer review

Application monitoring is required by your security policy for this application

Trending Grouo By
Severity hd
e W crtical
B high

Medium

Low

The top section of the Release Overview page summarizes scan results for the
release.

o The Policy Compliance box displays the Star Rating and Pass/Fail status.

o The Issues box displays the number of vulnerabilities at each severity
level. Click Critical, High, Medium, or Low to view the details of issues by
priority. You can also search for an issue by its specific Instance ID on the
Release Issues page.
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o The Scan Status box displays the most recent scan statuses for the release.

o The tabs display visual representations of the scan results, with links to drill
down into issues.

The following table describes how to navigate the Release Overview page.
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Task Action

View the copy state source (if

. Click the link below the release
applicable)

name.

UAT _test = UATv1_v2_CopyST

Release Details copied from "uaTv1

Show or hide fixed issues Select Show >Fixed to switch
between showing and hiding Fix
Validated issues.

Show or hide suppressed issues Select Show > Suppressed to switch
between showing and hiding False
Positive Confirmed and Suppressed
issues.

Start a scan Click Start Scan and select the scan
type from the list. The button is
disabled for releases with
SDLC status of Retired.

View the security policy applied to Click View in the Policy Compliance
the application box.

Override the policy compliance Click Edit in the Policy Compliance
box.
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Task Action

View the most recent scan status for

Hover over the relevant status icon.
the release

Click it to directly access the scan
status details.

STATIC DYNAMIC

© ®

o Scheduled scans display the
scheduled start date.

o The completion date calculation
is based on the start date + SLO
of the chosen assessment type +
pause time + weekends. In the
event that a scan is past the SLO,
the expected completion date
displays "Long running scan on
<release>. Contact us for
details."

Drill down into issues filtered by Click the visual elements in the Issue
issue severity or scan type and Scan Status boxes.

Select a visual representation of the

. Select a tab. For more information,
scan results for further analysis

see Release Overview Graphs.
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1.4.3.2.1. Release Overview Graphs

The tabs on the Release Overview page display visual representations of the scan
results, with links to drill down into issues

Recommendations

Analysis

Smart Fix (static scans)

App Information (mobile scans)
Reputation (mobile scans)

Note

Showing fixed and suppressed issues increases the vulnerabilities in the
count. The updated count is also represented in the vulnerability graphs.

Recommendations

The Recommended Issues To Address section lists why the release is failing the
security policy. If specific issues are causing the release to fail, you can drill directly
into those issues. If your policy requires a minimum scan frequency, that information
is displayed here as well. Releases that are passing and do not have scan frequency
requirements do not have this section.

Recommendations Analysis Smart Fix

Recommended Issues To Address

286 issues require remediation and verification
284 unassigned
284 open
2 in remediation
254 pending auditor review

Application monitoring is required by your security policy for this application

The Trending section displays a line graph of the release's vulnerability trends over
time, measured in terms of the selected facet. Hover over a data point to view the
count and type. Click a label to switch between showing or hiding that data set.
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Facet
Auditor Status

CWE Top 25 2023

Developer Status
FISMA (deprecated)

GDPR

Is Assigned

Is Closed

Issue Status

Is Suppressed

Kingdom

NIST SP 800-53 Rev 5

OWASP ASVS 4.0

OWASP ASVS 5.0

OWASP 2017

OWASP 2021

This PDF was generated on January 8, 2026
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Description
Auditor status of issues

Common Weakness Enumeration Top
25 classification

Developer status of issues
FISMA classification

GDPR classification from Fortify
Software Security Research (SSR)

Assignment status of issues: False,
True

Resolution status of issues: False, True

Issue status: New, Existing, Reopen,
and Fixed

Suppression status of issues: False,
True

Seven Pernicious Kingdoms
classification

National Institute of Standards and
Technology Special Publication 800-53

OWASP ASVS 4.0 classification
OWASP ASVS 5.0 classification

OWASP Top 10 2017 classification

OWASP Top 10 2021 classification

Page 90 of 721



3 opentext"

Facet
OSWAP 2023

OWASP 2014 Mobile Top 10, OWASP,
2024 Mobile Top 10

PCI40
PCIDSS401
PCISSF12

Scan Type

Severity

STIGS52
STIG53
STIG61
STIG62

STIG63

Analysis

Core Application Security 26.1

Description
OWASP API Top 10 2023 classification

OWASP Mobile Top 10 classification

PCI 4.0 classification
PCIl 4.0 classification
PCI SSF version 1.2

Scan type of issue: Static, Dynamic,
Mobile

Issue severity: Critical, High, Medium,
Low

DISA STIG 5.2 classification
DISA STIG 5.3 classification
DISA STIG 6.1 classification
DISA STIG 6.2 classification

DISA STIG 6.3 classification

The Analysis tab displays a bar graph of the release's vulnerabilities divided into
groups. The categories displayed depend on the Aggregation facet selected:
Assignment, Auditor status, Category, Developer Status, Scan Type, and OWASP

13.

Drill down into a group by clicking any of the bars in the graph. For example, if you
click the Privacy Violation bar in the Category facet, you are redirected to a filtered
Issues page displaying privacy violation vulnerabilities.
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Recommendations Analysis Smart Fix

Analysis

100% new
(155 issues)

Cross-Site Scripti...

Posor Error Handli

SOL Injection

Web Server Misco...

Web Server Misco...

Command Injection

rivacy Vialation: 100%
Privacy Vialation: — a2

issues)

Log Forging Ul

Privacy Viclation
Web Server Misco.. m

Smart Fix (static scans)

Core Application Security 26.1

38X of Tomal
(155 issues)

Group By

Category

8% of Total
(34 issues)

8% of Total
(33 issues)

5% of Total
(22 issues)

5% of Total
(21 issues)

5% of Total
(1% iszues)

3% of Total
{12 issues)

5% of Total
(11 issues)

2% of Total
(10 issues)

2% of Tota
(% issues)

The Smart Fix tab is available once a static scan has been performed. It displays an
analysis trace diagram that visualizes node execution order across static issues in a
vulnerability category and provides insight into shared data flows across those
issues. This information can help identify optimal fix locations and remediation

strategies.
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Recommendations ~ Analysis  Smart Fi

Categores Selected ssue Count
AN Ansble sconfton e Lanbe Aces ContlPly-3 0 ToggeHeat Map Reset ~ ZoomToFit

Fullsceen ~—~~ Hep

St F visulzes noce e oder a8 muple taic ssues withina vaineraiycetegory end provides nsighinto shere decs o acros hose isses.Thisinformation can helpcenify opiml fi
locaions and remediationsrategies.

Select a vulnerability category in the Categories list to view its analysis trace
diagram. You can interact with the diagram in the following ways:

e Scroll up and down to zoom in and out, respectively.
e Click a node to highlight shared paths.
e Click an issue icon to drill down into the issue.

e Manipulate the diagram using the toolbar commands:
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o Toggle Heat Map: enables / disables highlighting of data flows

o Prune (available when a node is selected): narrows the diagram to the
combined data flow of the selected issues

o Reset: resets the diagram to the default view of the selected issue category

o Zoom To Fit: resizes the entire diagram to fit in the display without resetting
or pruning

o Full Screen: expands the diagram in full screen mode

App Information (mobile scans)

The App Information tab displays the following information about a mobile
application's binary file: the platform, application name, identifier (package name),
version, file size, minimum OS requirements, and device requirements.

Reputation (mobile scans)

OpenText Core Application Security's Mobile Reputation service performs a
reputation analysis of traffic endpoints discovered while testing a mobile application.
The Reputation tab displays the analysis results. It lists all identified hosts and
whether each is in good standing. Mobile scan results also include dedicated
vulnerabilities for identified hosts not in good standing.

Analysis Trending Reputation

HOST NAME GOOD STANDING

hitpsi/ftwitter.com/ v

https://dataflurry.com/

hitp:/fwww.apple com/

hitp://apitwitter.com/

https//m.facebook com/

http://zpilinkedin.com/

http//geogle.couk/

hitpsy/fwww linkedin.com/

hitps://api.twitter.com/

A N N Y U N U NN

http/fadleg flurry.com/
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1.4.3.3. Overriding the Security Policy of a
Release

Security Leads can manually override the security policy of a release by setting the
release as passing or failing. This capability allows you to better reflect real-world
exceptions process in the portal without artificially suppressing issues. The
justification for the exception is logged in the application's event log. The status of
the release automatically reverts to the official security policy on the next scan.

To override the security policy of a release:
1. Select the Applications view.
Your Applications page appears.
2. Click the name of the application containing the release you want to edit.
The Application Overview page appears.

3. Click the name of the release for which you want to override the security policy.

The Release Overview page appears.

WebGoat (.NET) - 5.4

©  Relesse Details
@ Palicy Compliance |ssues Scan Status
* CRITICAL HIGH MEDIUM Low STATIC OPEN SOURCE DYNAMIC
(/) FAIL 135 151 @ ®
VIEW | EDIT
@ COMPLETED CAMNCELED
P@ Recommendations Analysis Smart Fix

Recommended Issues To Address

286 issues require remediation and verification
284 unassigned
28L apen
2 inremediation

286 pending auditor review

Application monitoring is required by your security policy for this application

Trending Group By

W citical
B High

Medium

4. Click EDIT in the Policy Compliance box.
The Compliance Override modal window appears.

5. Type the justification for changing the policy compliance results in the field.
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Compliance Override X

To manually set the compliance status of this release, please enter a comment.

SET TO PASS SET TO FAIL CAMNCEL

6. Click Set to Pass or Set to Fail.

You are returned to the Release Overview page. Your policy override is displayed
in the Policy Compliance box.

Related Topics:

o For information on Star Ratings, see Five-Star Assessment Rating.
» For information on managing security policies, see Policy Management.
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1.4.3.4. Editing Release Settings

You can edit release settings after a release has been created.

To edit the release settings:

1. Select the Applications view.
Your Applications page appears.
2. Click Your Releases.
Your Releases page appears, displaying a list of your releases.
3. Select the release that you want to edit.
4. Click Settings.

The Release Summary page appears.

WebGoat (NET) > 5.4

@ Release Summary “ X DELETE RELEASE
@ Release Name Release Descripfion
® [ RE
¢fy oSt
‘ Production
g Owner
p!m;| ‘ (Choose One)

5. Edit the Release Summary page as desired. Fields are required unless noted
otherwise.
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Field
Release Name

Microservice

SDLC Status

Owner

Run Debricked Open Source Scan

Release Description

This PDF was generated on January 8, 2026
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Description
Name of the release

(Microservice applications only)
Name of the microservice linked to
the release

Software Development Lifecycle
stage of the release

Owner of the release who receives
email notifications of scan status
updates to the release

(Available for tenants with Sonatype
entitlements) Select the check box
to switch the software composition
analysis tool from Sonatype to
OpenText Core SCA. The setting
cannot be reverted once it has been
saved. The tenant must have active
OpenText Core SCA entitlements to
successfully run OpenText Core SCA
scans after the switch.

Note

If your tenant has
inactive Sonatype
entitlements and active
OpenText Core SCA
entitlements, your open
sources scans are
powered by OpenText
Core SCA.

(Optional) Description of the release
that helps describe the release.
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6. Click Save to save your changes.
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1.4.3.5. Deleting a Release

Users with the Create Applications permission can delete a release. Deleting a
release removes all data associated with the release and cannot be undone. Release
data is purged from OpenText Core Application Security after 72 hours. If a release
was deleted in error, contact support within 72 hours of deleting the release.

Note

If you need to reuse the name of a deleted release, wait 72 hours after
deleting the release before creating a new one.

To delete a release:

1. Select the Applications view.
Your Applications page appears.
2. Click Your Releases.
Your Releases page appears, displaying a list of your releases.
3. Click the release that you want to delete.
4. Click Settings.

5. Click x Delete Release.

WebGoat (NET) - 5.4

©  Release Summary I [ |
@ Release Name Release Description
® [ BE
(/) SDLC Status
‘ Production
@ Owner
p@ ‘ (Choose One)
6. Click Yes.

You are returned to the Release Overview page.
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1.4.4. Viewing Applications in the Tenant

You can review the security status of multiple applications simultaneously. Your
Applications page is the default landing page after logging in to OpenText Core
Application Security. It displays a high-level overview of your applications, with a
focus on the risk and policy compliance of production releases.

To view Your Applications page:

1. Select the Applications view.

Your Applications page appears. The grid shows the following details about
each application: application name, number of releases, business criticality, the
combined star rating and number of issues across production releases, the most
recent scan status across all releases, and the most recent risk-relevant change.

Your Applications Search Tar a 4

10 found Display: 25 50 100 expand all | collapse all
Select All  Sort
Name P ion Risk & Policy C: i ] Scan & Security Status @ Production Risk v

AT HEI

WebGoat (JAVA) Fail Critical High Medium Low Static  Open Source Dynamic A\ v Application Type
1 RELEASES * @ Web / Thick-Client ]
Business Criticality: MEDIUM
Mobile 2

Juice Shop Fail Critical High Medium Low Static  Open Source Dynamic Ay proo Change
 1RELEAS * 181 @
Business Criticality: MEDIUM > Scan Type
Fortify-IWA (Java) Fail Critical High Medium Low Static Open Source Dynamic A 2 StarRating
1 RELEASES ® apply all checked
Business Criticality: MEDIUM * PRl
iGoat (Swift) Fail Critical High Medium Low Static Open Source Mobile A
1 RELEASES * @
Business Criticality: MEDIUM
Fortify-IWA (.Net) Fail Critical High Medium Low Static Open Source Dynamic A\
1 RELEASES * @
Business Criticality: MEDIUM
Bricks Fail Critical High Medium Low Static  Open Source Dynamic A

QH

Business Criticality: MEDIUM

Go-Test-Bench Fail Critical High Medium Low

@
£}
a

Open Source Dynamic A

®

1 RELEASES *
Business Criticality: MEDIUM

CloudGoat (laC) Eail Critical High Medium Low

@
£}
a

Open Source Dynamic  Av
1 RELEASES w
Business Criticality: MEDIUM

WebGoat (.Net) Fail Critical High Medium Low Open Source Dynamic  Au

Qi ©

1 RELEASES *
Business Criticality: MEDIUM
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1.4.4.1. Navigating Your Applications Page

The following table describes how to navigate Your Applications page.
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Task Action
Create an application Click +New Application.

Search the application list )
Type a keyword or phrase in the search

text box and click Enter. To remove the
search results, remove the text from
the search box and click Enter or
remove the applied filter.

For information on using the search
text box, see Searching Applications
and Releases.

Hide or display filter lists .
Click ¥ .

Expand or collapse filters Click exand all or collapase all or the
arrow next to the filter name.

Apply filters . .
Select desired filter values below the

filter name. The page automatically
refreshes with the filtered results. For
some filters, click apply to refresh the

page.

Remove applied filters Click X next to each applied filter or
click Clear Filters.

Filter applications by microservice Select the desired tab.
deSignation All 12 Microservice o Mon-Microservice 12
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Task

Edit application attributes for multiple
applications

This PDF was generated on January 8, 2026
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Action

1. Select the check box next to
individual applications or click
select all to select all applications
on the page.

2. Click Edit Attributes.

The Edit Attribute window opens.

Edit Atiributes (2 items) X

Business Criticality

(Choose One) hd
Region

(Choose One) v
Impact Test

(Choose One) hd

SAVE CANCEL

3. Update the fields as needed.

4. Click Save.

For more information on application
attributes, see Creating an Application.
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Task Action

Edit user groups for multiple

applications 1. Select the check box next to

individual applications or click
select all to select all applications
on the page.

2. Click Edit Groups.

The Edit Groups window opens.

Edit Groups (2 items) ® X
Select groups that should have access to the selected application(s).
GROUP NAME ASSIGNED USERS
Lead Developer 0
APPEND & SAVE OVERWRITE & SAVE CANCEL

3. Select the groups that will be
assigned to the applications.

4. Click Append & Save to add the
selected groups to the existing
assigned groups, or click
Overwrite & Save to replace the
existing assigned groups with the
selected groups (if no user groups
are selected, all existing assigned
groups are removed).
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Task

View details of an application

View the security policy applied to an
application

View combined metrics across an
application's production releases

This PDF was generated on January 8, 2026
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Action

Note

Users must have both
Manage Applications
and All Application
Access permissions to
use Overwrite & Save.

For more information on groups, see
Groups.

Click the application name.

Click the star rating.

The Production Risk & Policy
Compliance column displays the
combined star rating and number of
issues across an application's
production releases.
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Task

View the most recent scan status
across an application's releases

View the most recent risk-relevant

change for an application.

This PDF was generated on January 8, 2026
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Action

Hover over the relevant status icon.
Click it to directly access the scan
status details.

Static Open Source Dynamic Aviator

© ©

e Scheduled scans display the
scheduled start date.

e The expected completion date is
calculated based on the scan start
date + SLO of the chosen
assessment type + pause time +
weekends. In the event that a scan
is past the SLO, the expected
completion date displays "Long
running scan. Contact us for
details."

The Most Recent Change column
displays the most recent change from
the following list:

e Risk profile updated

» Release created

e Release deployed to production

e New dynamic vulnerabilities
detected

e New static vulnerabilities detected

 New mobile vulnerabilities detected

e Business criticality updated

» Release passing security policy

» Release failing security policy
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1.4.4.2. Filtering Your Applications Page

By default, Your Applications page displays all of your applications, which are sorted
from top to bottom based on the following criteria:

o The group that the application belongs to, sorted by descending priority:
o production: application with one or more production releases (sorted by
Pass/Fail status, where failing > unassessed > passing)
o pre-production: application with one or more dev or QA releases
o retired: application with no production, dev, or QA releases
o Within each group (production, pre-production, retired), the applications are

sorted by business criticality (from high to low), followed by the number of issues
by severity

You can limit the applications displayed as well as change the sort order by applying
filters. The following filters are available on Your Applications page:

Note

A filter only appears in the filter list when the results contain multiple
values for that filter.
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Filter

Application Type

Business Criticality

Has Microservices

Dynamic Scan Status

Mobile Scan Status

Most Recent Change

Pass/Fail

Scan Type

This PDF was generated on January 8, 2026

Description

The application type,
selected during the
application creation
process

Business Criticality of an
application

Whether the application
has microservices

Status of dynamic scans

Status of mobile scans

Category of the most
recent change detected
for an application

User-defined Pass/Fail
rating

Scan type

Core Application Security 26.1

Values

Mobile, Web/Thick-Client

High, Medium, Low

false, true

Scheduled, In Progress,
Completed, Canceled,
Waiting

Scheduled, In Progress,
Completed, Canceled,
Waiting

New Monitoring
Vulnerabilities Detected,
Release Passing Security
Policy, Business
Criticality Updated,
Release Created, New
Dynamic Vulnerabilities
Detected, Release Failing
Security Policy

Fail, Pass, Unassessed

Static, Dynamic, Mobile,
Open Source
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Filter

Sort

Star Rating

Static Scan Status
<Custom application
attribute>

<Custom microservice
attribute>

This PDF was generated on January 8, 2026

Description

Sort order

5-star rating system

Status of static scans

Application attributes
that are picklists

Microservice attributes
that are picklists

Core Application Security 26.1

Values

Production Risk (default),
Most Recent Change,
Application Name (A to
Z), and Application Name
(Zto A)

1,2,3,4,5

In Progress, Completed,
Canceled, Waiting

User-defined

User-defined
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1.4.5. Viewing Releases in the Tenant

In addition to reviewing multiple applications at once, you can also review the details
of individual releases across multiple applications simultaneously. Your Releases page
displays a high-level overview of your releases in OpenText Core Application Security.

To view Your Releases page:

1. Select the Applications view.

Your Applications page appears.

2. Click Your Releases.

Your Releases page appears. The grid shows the following details about each
release: application name, associated release name, number of issues found in
the release, star rating, and current scan statuses.

10 found

Select All

A@mE I

Start Scan

Start Scan P

Start Scan P

Start Scan P

Start Scan b

Start Scan P

Start Scan b

Start Scan P

Start Scan b

Your Releases

Al 10 Production 10

Application

Bricks

CloudGoat (1aC)

Fortify-IWA (Net)

AndroGoat

Fortify-IWA (Java)

Go-Test-Bench

Juice Shop

WebGoat (.Net)

Release Copy State Source Release

22

20

1.0

2019-04-21

1.0

1.0

2021-06-30

8.2

Critical

Critical

7

Critical

Critical

1]

Critical

57

Critical

Critical

Critical

# Issues

High

High

High

High

High

High

High

High

Search Text

Medium

0

Medium

Medium

Medium

Medium

Medium

Medium

Medium
0

Display.

25

a + New Application Y

Static

©

© © O 0 B

©

50 100 expandall | collapse all @

v Application Type
I3 Mobile 2
Web/Thick-Client 8
> Dynamic Scan Status
> Mobile Scan Status
> Sample Application
> Scan Type
> Star Rating
> Application Created Date
apply all checked

3. Select the tabs to filter releases by their SDLC status. The default SDLC status is
All, which displays all of your releases. You can change the default SDLC status
in your account settings.
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1.4.5.1. Navigating Your Releases Page

The following table describes how to navigate Your Releases page.
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Task Action
Create an application Click +New Application.

Search the release list .
Type a keyword or phrase in the search

text box and click Enter. To remove the
search results, remove the text from
the search box and click Enter or
remove the applied filter. For
information, see Searching
Applications and Releases.

Export data as a .csv file ) . .
Click Export. A .csv file containing

detailed information on all
vulnerabilities is saved locally to a
folder specified in your browser
settings.

Note

5 The Export functionalities
in the Tenant Dashboard,
Your Releases, and Release
Issues pages outputs the
same column fields.
Currently applied filters are
also applied to the export.

Change the grid columns
1. Click g3 .

2. Use the check boxes to make
your selections.

3. Click Save.
Hide or display the filter list )
Click ¥ .
Expand or collapse filters Click expandall | collapse an & or the

arrow next to the filter name.
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Task

Apply filters

Remove applied filters

Filter releases by SDLC status

Sort the release list by column

Edit release attributes for multiple
releases
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Action

Select desired filter values below the
filter name. The page automatically
refreshes with the filtered results. For
some filters, click apply to refresh the

page.

Click X or click Clear Filters at the top
of the page.

Select a tab corresponding to an SDLC
status. The selected SDLC status is
preserved when moving between
views.

All 108 Development 42 QA/Test 14 Production 46 Retired &

Click a column header. The arrow next
to the header indicates the sort order
of the data. To reverse the order, click
the header again.

1. Select the check box next to
individual releases or click select
all to select all releases on the

page.
2. Click Edit Attributes.

The Edit Attribute window opens.

mmmmmmmmmmmmmmmm

3. Update the fields as needed.

4. Click Save.

For more information on release
attributes, see Creating a Release
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Task Action

Start a scan )
Click Start Scan and select the scan

type.

View additional details of an application = Click an application or release name.
or release

View the most recent scan status for a

Hover over a status icon. Click it to
release

directly access the scan status details.

STATIC DYNAMIC

© ®

e Scheduled scans display the
scheduled start date.

o The completion date calculation is
based on the start date + SLO of
the chosen assessment type +
pause time + weekends. In the
event that a scan is past the SLO,
the expected completion date
displays "Long running scan on
<release>. Contact us for details."

View the security policy applied to a Click a star rating.
release's parent application
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1.4.5.2. Filtering Your Releases Page

By default, Your Releases page displays all of your releases. You can limit the

releases displayed by applying filters. The following filters are available on Your
Releases page:

Note

A filter only appears in the filter list when releases have multiple values
for that filter.
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Filter

Application Created Date

Application Type

Business Criticality

Dynamic Scan Status

MicroserviceName

Mobile Scan Status

Pass/Fail

Scan Type

SDLC Status

Star Rating

Static Scan Status

<Custom release
attribute>

This PDF was generated on January 8, 2026

Definition

Date when the
application was created.

The application type,
selected during the
application creation
process

Criticality of the
applications

Status of dynamic scans

Microservice names

Status of mobile scans

User-defined Pass/Fail
rating

Scan type

SDLC status of releases

5-star rating system

Status of static scans

Release attributes that
are picklists

Core Application Security 26.1

Values

< 7 days, < 30 days, <
90 days, < 180 days

Mobile, Web/Thick-Client

High, Medium, Low

Not Started, Canceled,
Completed, In Progress,
Waiting

User-defined

Not Started, Canceled,
Completed, In Progress,
Waiting

Fail, Pass

Static, Dynamic, Mobile

Production, QA/Testm
Development, Retired

1,2,3,4,5

In Progress, Completed,
Canceled, Waiting

User-defined
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1.4.6. Searching Applications and
Releases

In addition to the top-level Search box that is available in the portal toolbar, you can
also use the Search Text box available on each grid to search for application names,
release names, keywords, and URLs within the display context of the grid.

Searching Text

To search for an application or release in a grid:

1. Type the string that you want to search for in the Search Text box.
Search Text Q x

You do not need to type the entire string in the box. For example, if you are
searching for an application named Test App T.

o If you type Test in the box, your search results will include Test App 1.
o If you type Tes in the box, your search results will not include Test App 1.
o If you type Tes* in the box, your search results will include Test App 1.

2. Click Enter.
The page refreshes with your search results.

3. Click the name of the desired application or release. The page refreshes with the
selected application or release page and clears the search box.

Removing the Search Results

To remove the applied search filter, perform one of the following:

o Remove the search string from the search box.
e Click the browser Back arrow.
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1.4.7. Creating Deep Links

OpenText Core Application Security supports deep linking to applications, releases,
scans, and issues.

To create deep links, use the following path formats:

» Applications: https://<fod_domain>[redirect/Applications/<application_id>
o Releases: https://<fod_domain>[redirect/Releases/<release_id>
e Scans: https://<fod_domain>[redirect/Scans/<scan_id>

e Issues: https://<fod_domain>.com/redirect/Issues/<issue_id>

Note

The top of the issue details panel displays the issue ID.

[ 236127 http://zero.webappsecurity.com:80/for¢

where <fod_domain> is the OpenText Core Application Security data center domain:

e US: ams.fortify.com

e EMEA: emea.fortify.com

e APAC: apac.fortify.com

e FedRAMP: fed.fortifygov.com
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1.5. Running Assessments

OpenText Core Application Security offers comprehensive security testing across
three assessment types: static, dynamic, and mobile.

This section contains the following topics:

o Static Assessments

e Open Source Software Composition Analysis
e Dynamic Assessments

e Mobile Assessments

o Entitlement Consumption

e Managing Scans
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1.5.1. Static Assessments

A static assessment analyzes an application’s source code, bytecode, or binaries for
possible security vulnerabilities. Static assessments are powered by OpenText SAST.
Static testing using OpenText SAST involves:

1. Translating the source code into an intermediate translated format

2. Analyzing the translated code
This section contains the following topics:

e OpenText SAST Requirements
Preparing Static Assessment Files
Configuring a Static Scan

Uploading a Static Assessment Payload
Static Assessment Payload Validation
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1.5.1.1. OpenText SAST Requirements

Note

OpenText SAST updates in OpenText Core Application Security can occur
between major releases. OpenText SAST requirements are updated in the
documentation for the major release. For more information on OpenText
SAST releases, see the OpenText Static Application Security Testing and Tools
Documentation.

This section contains the following topics:

e Supported Languages
e Supported Compilers
e Supported Libraries, Frameworks, and Technologies
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1.5.1.1.1. Supported Languages

OpenText SAST supports the programming languages listed in the following table.
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Language / framework Versions

.NET (Core) 2.0-9.x

.NET Framework 2.0-4.8

ABAP/BSP 6.Xx, 7.X

ActionScript 3.0

Apex 55-61

Bicep 0.12.x-0.15.31

C#
5-13

C C1, C17, C23 (see Compilers)

C++ C++11, C++14, C++17, C++20 (see
Compilers)

Classic ASP (with VBScript) 2.0,3.0

COBOL IBM Enterprise COBOL for z/OS 6.1-6.3

(CICS, IMS, DB2, and IBM MQ)

Visual COBOL 6.0-8.0

ColdFusion 8-10
Dart 2.12-31
Docker (Dockerfiles) any
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Language / framework
Flutter

Go

HCL

HTML

Java (including Android)

JavaScript

JSON

JSP

Kotlin

MXML (Flex)

Objective-C/C++

PHP
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Versions

2.0-313

112-1.23

2.0

Note

HCL language support is
specific to Terraform and
supported cloud provider
Infrastructure as Code
(laC) configurations.

5 or earlier

7-21

ECMAScript 2015-2023

ECMA-404

1.2-2.1

1.3-2.0

4

2.0 (see Compilers)

7.3-8.3
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Language / framework Versions
PL/SQL 8-23

Python 2.6-2.7,3.0-3.12
Ruby 1.x

Scala

211-213, 3.3-3.4

Solidity 0.412-0.8.21

Swift .
5.0-5.10, 6.0 (see Compilers for

supported swiftc versions)

T-SQL SQL Server 2005, 2008, 2012
TypeScript 3.6-5.4
VBScript 2.0, 5.0

15.0-16.9

Visual Basic (VB.NET)

Visual Basic 6.0
XML 1.0
YAML 1.2
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Core Application Security 26.1

1.51.1.2. Supported Compilers

<<topic is shared with FoD>>

OpenText SAST supports the compilers listed in the following table.

Compiler Versions Operating systems
gcc GNU gcc 6.x-10.4, 11, 12, Windows, Linux, macOS
13
GNU gcc 4.9, 5.x Windows, Linux, macOS,
AlIX
g++ Windows, Linux, macOS

OpendDK javac

GNU g++ 6.x-10.4, 11, 12,
13

GNU g++ 4.9, 5.x

9,10, 11,12,13, 14,17, 21

Windows, Linux, macOS,
AlIX

Windows, Linux, macOS,
AlIX

Oracle javac 7,8,9 Windows, Linux, macOS
cl (MSVC) 2015, 2017, 2019, 2022 Windows

clang 14.0.3, 15.0.0, 16.0.0 macoS

Swifte 5.8,5.81,5.9,5.9.2,510, macOS
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1OpenText SAST supports applications built in the following Xcode versions: 14.3,
14.31, 15, 15.0.1, 15.1, 15.2, 15.3, 15.4, 16, 16.1, 16.2.
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1.5.1.1.3. Supported Libraries,
Frameworks, and Technologies

OpenText SAST supports the libraries, frameworks, and technologies listed in this
section with dedicated Fortify Secure Coding Rulepacks and vulnerability coverage
beyond core supported languages.

Java
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Adobe Flex
Blaze DS

Ajanta

Amazon Web
Services
(AWS) SDK

Android

Android
Jetpack

Apache
Axiom

Apache Axis

Apache
Beam

Apache
Beehive
NetUI

Apache
Catalina

Apache
Cocoon

Apache
Commons

Apache ECS

Apache
Hadoop

Apache
HttpCompon
ents

Apache
Jasper

Apache Slide

Apache
Spring
Security
(Acegi)

Apache
Struts

Apache
Tapestry

Apache
Tomcat

Apache
Torque

Apache Util

Apache
Velocity

Apache
Wicket

Apache Xalan

Apache
Xerces

ATG Dynamo
Azure SDK
Castor
Display Tag
Dom4;j

GDS AntiXSS
Google Cloud

Google
Dataflow
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iBatis
IBM MQ

IBM
WebSphere

Jackson

Jakarta
Activation

Jakarta EE
(Java EE)

Jasypt

Java
Annotations

Java Excel
API

JavaMail
JAX-RS
JAXB
Jaxen
JBoss
JDesktop
JDOM
Jetty
JGroups
json-simple
JTidy Servlet
JXTA

JYaml

Liferay Portal

Core Application Security 26.1

Mozilla Rhino
MyBatis
MyBatis-Plus

Netscape
LDAP API

OkHttp
OpenCSV

Oracle
Application
Development
Framework
(ADF)

Oracle BC4J
Oracle JDBC

Oracle OA
Framework

Oracle
tcDataSet

Oracle XML
Developer Kit
(XDK)

OWASP
Enterprise
Security API
(ESAPI)

OWASP
HTML
Sanitizer

OWASP Java
Encoder

Spring Al
Spring MVC
Spring Boot

Spring Data
Commons

Spring Data
JPA

Spring Data
MongoDB

Spring Data
Redis

Spring
HATEOAS

Spring JMS
Spring JMX

Spring
Messaging

Spring
Security

Spring
Webflow

Spring
WebSockets

Spring WS
Stripes

Sun
JavaServer
Faces (JSF)

Tungsten

Weblogic
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Apache Google MongoDB Plexus WebSocket
Log4j Guava Archiver
XStream
Apache Google Web Realm
. YamlIBeans
Lucene Toolkit
Restlet ZeroTurnarou
Apache gRPC
SAP Web nd ZIP
MyFaces
Gson Dynpro )
ZipdJ
Apache Hib te Saxon
OGNL iberna
Apache ORO SnakeYAML
Apache POI Spring
Apache
SLF4J
Kotlin

Kotlin support includes all libraries covered for Java and the following Kotlin libraries.

Kotlin
standard
library

Scala

Scala support includes all libraries covered for Java and the following Scala libraries.

Scala Slick
Akka HTTP

Scala Play

.NET
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.NET
Framework,
.NET Core,
and .NET
Standard

NET
WebSockets

ADO.NET
Entity
Framework

ADODB

Amazon Web
Services
(AWS) SDK

ASP.NET
MVC

ASP.NET
SignalR

ASP.NET
Web API

ActiveDirecto
ry LDAP

Apple System

Logging
(ASL)

C++

Azure SDK

Castle
ActiveRecord

CsvHelper
Dapper

DB2 .NET
Provider

DotNetZip

Entity
Framework

Entity
Framework
Core

fastJSON

gRPC

CURL Library
GLib

JNI
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Hot
Chocolate

IBM Informix
.NET Provider

Json.NET
Log4Net

Microsoft
ApplicationBl
ocks

Microsoft My
Framework

Microsoft
Practices
Enterprise
Library

Microsoft
Web
Protection
Library

MySQL

Netscape
LDAP

ODBC
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MongoDB

MySQL
Connector/N
ET

NHibernate
NLog
Npgsql

Open XML
SDK

Oracle Data
Provider for
NET

OWASP
AntiSamy

Saxon

OpenSSL

POSIX
Threads

SQLite

SharePoint
Services

SharpCompre
SS

SharpZipLib

SQLite .NET
Provider

SubSonic

Sybase ASE
ADO.NET
Data Provider

Xamarin

Xamarin
Forms

YamIDotNet

Sun RPC

WiInAPI
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Boost Smart
Pointers

MFC

SQL

Oracle
ModPLSQL

PHP

ADOdb

Advanced
PHP
Debugging

CakePHP

PHP Debug

STL

WMI

PHP DOM

PHP
Extension

PHP Hash
PHP JSON

PHP Mcrypt

JavaScript/TypeScript/HTMLS
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PHP Mhash
PHP Mysql
PHP OCI8

PHP
OpenSSL

PHP
PostgreSQL
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PHP
Reflection

PHP
Simdjson

PHP
SimpleXML

PHP Smarty

PHP Sodium

PHP WordPre
SS

PHP XML

PHP
XMLReader

PHP Zend

PHP Zip
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Angular

Anthropic
Claude

Apollo Server
Bluebird

child-
process-
promise

Express

Python

aiopg

Amazon Web
Services
(AWS)
Lambda

Amazon
SageMaker

Anthropic
Claude

Azure
Functions

Django
Flask

Google Cloud

Ruby

Gemini API
GraphQL.js
Handlebars
Helmet

i0S
JavaScript
Bridge

jQuery

Graphene
gRPC
httplib2
Jinja2
LangChain
libxml2
Ixml

memcache-
client
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JS-YAML
LangChain
Mustache

Node.js
Azure
Storage

Node.js Core

OpenAl

_mysql

MySQL
Connector/Py
thon

MySQLdb
OpenAl
oslo.config

Paramiko

psycopg?2
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React
React Native

React Native
Async
Storage

React Router

SAPUI5/Open
uls

pycrypto

PyCryptodom
e

pycurl
pylibmc
PyMongo
PySpark

PYYAML

Sequelize

Underscore.j
s

Vue

requests
simplejson
Six
TensorFlow
Twisted Mail
urllib3

WebKit
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MySQL

P9

Objective-C

AFNetworkin
g

Apple
AddressBook

Apple AppKit

Apple
CFNetwork

Apple
ClockKit

Apple
CommonCry
pto

Apple
CoreData

Swift

Rack

SQLite

Apple
CoreFoundati
on

Apple
CorelLocation

Apple
CoreServices

Apple
CoreTelepho
ny

Apple
Foundation

Apple
HealthKit
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Thor

Apple
LocalAuthenti
cation

Apple
MessageUIl

Apple
Security

Apple Social

Apple UIKit

Core Application Security 26.1

Apple
WatchConne
ctivity

Apple
WatchKit

Apple WebKit
Hpple
Objective-Zip

Realm

SBJson

SFHFKeychai
nUtils

SSZipArchive
ZipArchive
ZipUtilities

ZipZap
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Alamofire

Apple
AddressBook

Apple
CFNetwork

Apple
ClockKit

Apple
CommonCry
pto

Apple
CoreData

COBOL

Auditor
CICS

DLI

Go

GORM
logrus

gRPC

Configuration

Apple
CoreFoundati
on

Apple
CorelLocation

Apple
Foundation

Apple
HealthKit

Apple
LocalAuthenti
cation

Micro Focus
COBOL Run-
time System

MQ
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Apple
MessageUIl

Apple
Security

Apple Social
Apple SwiftUl
Apple UIKit

Apple
WatchConne
ctivity

POSIX

SQL
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Apple
WatchKit

Apple WebKit
Hpple
Realm
SQLite

SSZipArchive

Zip
ZipArchive

ZIPFoundatio
n

ZipUtilities

ZipZap
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.NET
Configuration

Adobe Flex
(ActionScript)
Configuration

Ajax
Frameworks

Amazon Web
Service
(AWS)

Ansible

AWS CloudFo
rmation

Azure
Resource
Manager
(ARM)

Build
Management

Docker
Configuration
(Dockerfiles)

GitHub
Actions

Google
Android
Configuration

iOS Property
List

J2EE
Configuration

Java Apache
Axis

Java Apache
Log4j
Configuration

Java Apache
Spring
Security
(Acegi)

Java Apache
Struts

Java Apache
Tomcat
Configuration

Java Blaze
DS

Java
Hibernate
Configuration

Java iBatis
Configuration

Java IBM
WebSphere

Java MyBatis
Configuration

Infrastructure as Code: Amazon Web Services
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Java OWASP
AntiSamy

Java Spring
and Spring
MVC

Java Spring
Boot

Java Spring
Mail

Java Spring
Security

Java Spring
WebSockets

Java
Weblogic

Kubernetes

Mule

OpenAPI
Specification

Oracle
Application
Development
Framework
(ADF)

PHP
Configuration

PHP WordPre
SS

Silverlight
Configuration

Terraform
(AWS, Azure,
GCP)

WS-
SecurityPolic
y

XML Schema
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API Gateway
AppSync
Athena
Aurora
Backup
Batch

Certificate
Manager

CloudFormati
on

CloudFront
CloudTrall
CloudWatch
CodeStar
Cognito

Config

Database
Migration
Service
(DMS)

DocumentDB
DynamoDB
EC2

Elastic Block
Store (EBS)

Elastic
Container
Registry
(ECR)

Elastic
Container
Service (ECS)

Elastic File
System (EFS)

Elastic
Kubernetes
Service (EKS)

Elastic Load
Balancing
(ELB)

ElastiCache
EMR
FinSpace
FSx

Global
Accelerator

Glue
GuardDuty

Identity and
Access
Management
(IAM)

Image Builder

Key
Management
Service
(KMS)

Kinesis

Kinesis Video
Streams

Infrastructure as Code: Microsoft Azure
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Lightsail

Location
Service

Mainframe
Modernizatio
n

Managed
Streaming for
Apache
Kafka (MSK)

MemoryDB
for Redis

MQ
Neptune

OpenSearch
Service

Quantum
Ledger
Database
(QLDB)

RDS

Redshift

Rekognition
Route 53
SageMaker

Secrets
Manager

Simple
Notification
Service
(SNS)

Simple
Queue
Service
(SQS)

Simple
Storage
Service (S3)

Timestream

Transfer
Family

VPC

WorkSpaces
Family
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App Service
Automation

Microsoft
Entra Domain
Services

Azure Health
Data Services

Azure
Kubernetes
Service
(AKS)

Batch
Blob Storage

Cache for
Redis

Cognitive
Search

Container
Registry

Cosmos DB

Database for
MariaDB

Database for
MySQL

Database for
PostgreSQL

Databricks

Defender for
Cloud

Event Hubs
Front Door

loT Central

Infrastructure as Code: Google Cloud

Apigee API
Management

App Engine
BigQuery

Cloud
Bigtable

Secrets

Cloud DNS

Cloud
Functions

Cloud Key
Management

Cloud Load
Balancing

Cloud
Logging
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Cloud
Spanner

Cloud SQL

Cloud
Storage

Compute
Engine
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loT Hub
Key Vault
Logic Apps

Media
Services

Monitor
NetApp Files
Policy

Portal

Filestore

Google Cloud
Platform

Google
Kubernetes
Engine (GKE)

SignalR
Service

Site Recovery
Spring Apps
SQL

Storage
Accounts

Virtual
Machine
Scale Sets

Virtual
Machines

Web PubSub

|dentity and
Access
Management
(IAM)

Media CDN
Pub/Sub

Secret
Manager
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.netrc
1TPassword

Actually Goo
d Encryption
(AGE)

Adafruit
Adobe
Airtable
Algolia

Alibaba
(Aliyun)

Amazon
(AWS, MWS)

Apple
(macOS)

Apache
HTTP

Asana
Atlassian
Authress

Basic access
authenticatio
n

bcrypt
Beamer
Bearer token
Bitbucket

Bittrex

Defined
DES
DigitalOcean
Docker
Doppler
Droneci
Dropbox
Duffel
Dynatrace
EasyPost

Encryption
key

Etsy
Facebook
Fastly
Finicity
Finnhub
Flickr
Flutterwave
Frame.io
Freshbooks
Git

GitHub
GitLab
Gitter

GNOME
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HashiCorp
(Terraform,
Vault)

Heroku
HexChat
HubSpot
Intercom
Java

JFrog
(Artifactory)

JSON Web
Token

KDE Wallet
(Kwallet)

KeePass
Kraken
Kucoin
LaunchDarkly
Linear
LinkedIn
Lob
Mailchimp
Mailgun
Mapbox
Mattermost
MD5

MessageBird
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New Relic
npm
NuGet
Okta
OpenVPN

Password in
comment

Password in
connection
string

Password in
PowerShell
script

Password in
URI

Password
Safe

PayPal
(Braintree)

Pidgin

Plaid
Planetscale
PostgreSQL
Postman
Prefect
Pulumi
PutTY

PyPI

RapidAPI

Sendbird
SendGrid
Sentry
SHA1
SHA256
SHA512
Shippo
Shopify
Sidekiq
Slack
SonarQube
Square
Squarespace
StackHawk
Stripe
Sumologic
Telegram
Travis
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1.5.1.2. Preparing Static Assessment Files

The first step in a static assessment is to prepare your application's source code
and/or compiled files. To prevent rejection of the static assessment and get
comprehensive and accurate scan results, prepare the files according to the
instructions provided for the programming language or technology stack of the
application.

Note

For information on preparing files for open source software composition
analysis, see Preparing Open Source Assessment Files.

This section contains the following topics:

o Static Assessment File Requirements

« Installing and Using the Fortify ScanCentral SAST Client

e Preparing .NET Application Files

e Preparing Java Application Files

e Preparing JavaScript Technology/HTML/XML Files

e Preparing Kotlin Application Files

o Preparing ABAP (SAP) Application Files

e Preparing C and C++ Application Files

o Preparing Classic ASP, VBScript, and Visual Basic Application Files
e Preparing Dart and Flutter Application Files

e Preparing ColdFusion Markup Language (CFML) Application Files
e Preparing COBOL Application Files

e Preparing Dockerfiles and Infrastructure as Code (laC) Files

e Preparing Go Application Files

e Preparing PHP Application Files

e Preparing Python Application Files

e Preparing Ruby Application Files

e Preparing Solidity Application Files

e Preparing Salesforce (Apex and Visualforce) Application Files
e Preparing Scala Application Files

e Preparing Android Application Files (Source Code)

e Preparing iOS Application Files (Source Code)
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1.5.1.2.1. Static Assessment File
Requirements

Applications submitted for static assessments must meet the following file
requirements:

o Application files must be packaged in a non-password protected zip file. Other
file extensions such as tarball, rar, tar, and 7z, are not supported.

e The maximum payload size is 5 GB for a monolithic application and 100 MB for a
microservice application; free trials are restricted to a maximum payload size of
150 MB.

e The payload must contain at least one of the following file types:

o Binary/compiled files: binary/compiled files are the debug compiled
executable files produced by compiling your application’s source code files
and the executable library and resource files produced by third party
dependencies that are used by your application.

o Source code files: source code files are the text files compiled to produce
the application files.

» Application files must meet specific requirements for the technology stack under
which the application is submitted. Make sure to prepare the application files as
instructed for that technology stack.

e In general, code submitted must be fully deployable. For example, this means
that a JAR file must have executable code.
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1.5.1.2.2. Installing and Using the Fortify
ScanCentral SAST Client

Fortify offers a stand-alone Fortify ScanCentral SAST client for automatically
packaging all necessary dependencies and source code required for static scanning
and the files required for OpenText open source scanning. The following languages
are supported: .NET and .NET Core (MSBuild projects), Apex, Classic ASP,
ColdFusion, Dockerfiles, Go, Java (Gradle and Maven projects),
Javascript/Typescript, PHP, Python, and Ruby.

Important

The stand-alone Fortify ScanCentral SAST client is a component of the
on-premises Fortify ScanCentral SAST software and is used to package
code to send to a Controller for scanning. OpenText Core Application
Security uses only the packaging feature of the Fortify ScanCentral SAST
client. Details that are relevant to packaging your source code has been
provided.

The latest version of the Fortify ScanCentral SAST client is available from the Tools
page in the portal. Installation instructions are available in the README.txt file stored
in the zip file.

For more information about using the Fortify ScanCentral SAST client, see the Fortify
Software Security Center Documentation. Select the documentation version that
corresponds to your installed version.

o Software requirements: "Fortify ScanCentral SAST Client Software
Requirements" in OpenText™ Application Security Software System
Requirements

e Supported build tools: "Fortify ScanCentral SAST Sensor Languages and Build
Tools" in OpenText™ Application Security Software System Requirements

o« Command-line options: "Package Command Options" in OpenText™ Fortify
ScanCentral SAST Installation, Configuration, and Usage Guide
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1.5.1.2.3. Preparing .NET Application Files

For .NET implementations (.NET, .NET Core, .NET Framework, and Xamarin
applications for Android and iOS), use one of the following methods to prepare your
application files:

o Automated code packaging with Fortify ScanCentral SAST (recommmended)
o Code packaging with IDE tools

e Manual code packaging

Important

Source code is scanned by default. OpenTextThe MSP Portal strongly
recommends providing source code, as this produces more accurate and
comprehensive scan results. In addition, as the scanning process can
result in false positives, auditors use the source code to manually review
issues. If source code scanning is not an option, contact support to
enable binary/compiled code scanning.

Automated Code Packaging with Fortify
ScanCentral SAST Client (Recommmended)

The Fortify ScanCentral SAST client automatically packages source code and all
necessary dependencies in your project.You need to download the Fortify

ScanCentral SAST client from the Tools page and install it on the build machine.
Installation instructions are available in the README.txt file stored in the zip file.

In a command-line interface, navigate to the project's working directory and run the
package command. The basic syntax is: scancentral package o <output_zip> ; for
example, scancentral package o mypayload.zip .

For more information on the Fortify ScanCentral SAST client and additional packaging
options, see Installing and Using the Fortify ScanCentral SAST Client.

Note

Fortify ScanCentral SAST packaging is built in to the OpenText Core
Application Security IDE tools and CICD tools.

Additional package command examples for .NET:

« dotnet project on Windows: scancentral package -bt dotnet -o mypayload.zip
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» MSBuild project on Windows with CSPROJ file: scancentral package -bf
my.csproj -o mypayload.zip

Code Packaging with IDE Tools

The IDE plugins enable selection of project files and necessary dependencies for
packaging. For more information on using IDE tools, see IDE Tools.

Manual Code Packaging

Manual code packaging consists of:

e Preparing source code files
e Preparing compiled files (for binary/compiled code)

» Creating a zip file containing the source code and compiled files

Preparing Source Code Files

Source code consists of all projects for the application. A complete project contains
the following:

o All necessary source code files (C/C++, C#, or VB.NET)
» All required reference libraries

This includes those from relevant frameworks, NuGet packages, and third-party
libraries.

e For C/C++ projects, include all necessary header files that do not belong to the
Visual Studio or MSBuild installation.

e For ASP.NET and ASP.NET Core projects, include all the necessary ASP.NET
page files

The supported ASP.NET page types are ASPX, ASCX, ASAX, ASHX, ASMX,
AXML, Master, CSHTML, VBHTML, BAML, and XAML.

In addition, make sure to do the following tasks to help reduce undesirable scan
results:

e Include only one copy of your dependencies that are targeted to your specified
.NET version.

» Do not provide the obj and bin/release folders in order to avoid duplicate
code in the payload.
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Note

e If you are workina in the Visual Studio Developer Command Prompt, make
sure to run the dotnet restore command to make sure that all required
reference libraries are downloaded and installed in the project. You must
run this command from the top-level folder of the project.

Preparing Compiled Files (for binary/compiled code)

e Clean and compile the application in full debug mode. Scan results of compiled
files only include file names and line numbers if there are matching PDB files.
Matching binary and PDB files must be present in the same folder; a binary is
excluded if the matching PDB file is not present.

Note

If you are including third party libraries in scan results, matching
PDB files are required.

» Provide the debug build files, including all dependencies. Do not provide the
obj and bin/release folders in order to avoid duplicate code in the payload.

Creating a Zip File

Package the source code and the debug build files in a zip file. Place the source code
files in a separate root directory.

If the application contains Javascript, HTML, and/or XML components, simply include
the JavaScript, HTML, and/or XML files in the payload to have them scanned.
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1.5.1.2.4. Preparing Java Application Files

For Java applications, use one of the following methods to prepare your application
files:

o Automated code packaging with Fortify ScanCentral SAST client
(recommmended)

o Code packaging with IDE tools

e Manual code packaging

Important

Source code is scanned by default. OpenTextthe MSP Portal strongly
recommends providing source code, as this produces more accurate and
comprehensive scan results. In addition, as the scanning process can
result in false positives, auditors use the source code to manually review
issues. If source code scanning is not an option, contact support to
enable binary code scanning.

Automated Code Packaging with Fortify
ScanCentral SAST Client (Recommmended)

The Fortify ScanCentral SAST client automatically packages source code and all
necessary dependencies in your project.You need to download the Fortify

ScanCentral SAST client from the Tools page and install it on the build machine.
Installation instructions are available in the README.txt file stored in the zip file.

In a command-line interface, navigate to the project's working directory and run the
package command. The basic syntax is: scancentral package o <output_zip> ; for
example, scancentral package o mypayload.zip .

For more information on the Fortify ScanCentral SAST client and additional packaging
options, see Installing and Using the Fortify ScanCentral SAST Client.

Note

Fortify ScanCentral SAST packaging is built in to the OpenText Core
Application Security IDE tools and CICD tools.

Additional package command examples for Java:
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» Maven project with a custom POM file: scancentral package -bf
myCustomPom.xml -o mypayload.zip

» Gradle project with custom build parameter: scancentral package -bc clean
build -o mypayload.zip

Code Packaging with IDE Tools

The IDE plugins enable selection of project files and necessary dependencies for
packaging. For more information on using IDE tools, see IDE Tools.

Manual Code Packaging
Manual code packaging consists of:

» Preparing source code files
e Preparing compiled files

o Creating a zip file containing the source code and compiled files

Preparing Source Code Files

Provide the source code, along with any relevant Kotlin source code that is referenced

by the Java application.

Preparing Compiled Files

» Compile the application in debug mode (for example, run javac -g if you are
using the javac compiler). Scan results of compiled files only include file names
and line numbers if debug information is provided.

o JSP files must be part of a WAR file. Do not precompile JSP files.

» Package the application as a JAR, WAR, or EAR file.

» Provide only one copy of shared files to avoid duplicate code in the payload.

 If source mode scanning will be used, provide just the dependencies from the
compiled files to minimize duplicate issues in scan results. Dependencies are
usually found in the WEB-INF/lib folders (WAR) and the lib or APP-INF/lib
folders (EAR).

« If mixed mode scanning will be used, provide all the compiled files, including
dependencies.

Creating a Zip File
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Package the source code and compiled files in a zip file. You can include multiple
JAR, WAR, and EAR files in the zip file. Do not include source code in JARs; place the
source code files in a separate root directory.

If the application contains Javascript, HTML, and/or XML components, simply include
the JavaScript, HTML, and/or XML files in the payload to have them scanned.
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1.5.1.2.5. Preparing JavaScript
Technology/HTML/XML Files

JavaScript, HTML, and XML files can be submitted as stand-alone payloads under the
JS/TS/HTML technology stack. JS/TS/HTML is a catch-all option for simple web
applications and web applications that primarily use JavaScript-related technologies.
React Native mobile applications are submitted under the React Native technology
stack.

For applications that are built with different languages or technology stacks and
contain Javascript, HTML, and/or XML files, package the application according to the
instructions provided for the language or technology stack and include the
JavaScript, HTML, and/or XML files in the package.

Use one of the following methods to prepare your application files:

o Automated code packaging with Fortify ScanCentral SAST client
(recommmended)

o Code packaging with IDE tools

e Manual code packaging

Automated Code Packaging with Fortify
ScanCentral SAST Client (Recommmended)

The Fortify ScanCentral SAST client automatically packages source code and all
necessary dependencies in your project.You need to download the Fortify

ScanCentral SAST client from the Tools page and install it on the build machine.
Installation instructions are available in the README.txt file stored in the zip file.

In a command-line interface, navigate to the project's working directory and run the
package command. The basic syntax is: scancentral package o <output_zip> ; for
example, scancentral package o mypayload.zip .

For more information on the Fortify ScanCentral SAST client and additional packaging
options, see Installing and Using the Fortify ScanCentral SAST Client.

Note

Fortify ScanCentral SAST packaging is built in to the OpenText Core
Application Security IDE tools and CICD tools.
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Manual Code Packaging

For applications that consist of JavaScript, TypeScript, HTML, and/or XML files,
package the files in a zip file. Include all production dependencies. For example, run
npm install --only=prod if you are using npm.

In addition, make sure to do the following:

e Include the package.json file.
e Provide only TypeScript source code, not transpiled TypeScript. For example, do
not provide the dist folder generated when building an Angular project.

e Do not include minified JavaScript files of your source code, as minified code
significantly diminishes the quality of scan results.
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1.5.1.2.6. Preparing Kotlin Application
Files

For Kotlin applications, package the Kotlin source code files in a zip file, along with
any relevant Java source code that is referenced by the Kotlin application. Include all
dependencies; these are usually found in the WEB-INF/lib folders (WAR) and the lib
or APP-INF/lib folders (EAR).

Important

Scanning of Kotlin source files is supported.
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1.5.1.2.7. Preparing ABAP (SAP)
Application Files

ABAP code needs to be extracted from the SAP database and prepared for scanning.
The Fortify ABAP Extractor tool is provided for downloading source code files to the
presentation server.

Importing the Transport Request

The Fortify ABAP Extractor is available on the Tools page in the portal (see Viewing
Tools). The Fortify ABAP Extractor zip file contains the following files:

e K900XXX.S9S (where the "XXX" is the release number)
e R9I00XXX.S9S (where the “XXX" is the release number)

These files make up the SAP transport request that you must import into your SAP
system from outside your local Transport Domain. Have your SAP administrator or an
individual authorized to install transport requests on the system import the transport
request.

The NSP files contain a program, a transaction (YSCA), and the program user
interface. After you import them into your system, you can extract your code from the
SAP database.

Installation Note

The Fortify ABAP Extractor transport request was created on a system running SAP
release 7.02, SP level 0006. If you are running a different SAP version and you get the
transport request import error: Install release does not match the current version ,
then the transport request installation has failed.

To resolve this issue:

1. Re-run the transport request import.
The Import Transport Request dialog box opens.

2. Click the Options tab.
3. Select the Ignore Invalid Component Version check box.
4. Complete the import procedure.

If this does not resolve the issue or if your system is running on an SAP version with a
different table structure, OpenText recommends that you export your ABAP file
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structure using your own technology so that OpenText Core Application Security can
scan the ABAP code.

Running the Fortify ABAP Extractor

You need to use an account with permission to download files to the local system and
execute operating system commands.

To run the Fortify ABAP Extractor:

1. Start the program from the transaction code or manually start the Extractor

object.

E Programm

gearbeten

Springen

(V] K 000 =

Fortify ABAP Extractor

@

Mew

Systemn

Fortify ABAP Source Code BExtractor. Version 900041

We highly recommend to turmn off security options in your SAP-GUI

Objects

Hife

Software Component
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FPR File Path

Working Directory
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Transhtion Parameters
Scan Parameters

ZIP File Name
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Actions
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Scan
Launch AWE
Create ZIP File
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2. Provide the start and end name for the range of software components,
packages, programs, or BSP applications that you want to scan.
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Note

You can specify multiple objects or ranges.

3. Specify your preferences for extracting the source code. Fields are required
unless otherwise noted.
Note

Certain fields do not apply to OpenText Core Application Security
usage. Only applicable fields are listed.

Field Description

Working Directory Type or select the directory where
you want to store the extracted
source code .

ZIP File Name (Optional) Type a ZIP file name if you
want your output in a compressed
package.

Maximum Call-chain Depth A global SAP-function F is not

downloaded unless F was explicitly
selected or unless F can be reached
through a chain of function calls that
start in explicitly-selected code and
whose length is this number or less.
You should not specify a value
greater than 2 unless directed to do
so by support.

4. Specify the actions to execute. Fields are required unless otherwise noted.
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Note

Certain fields do not apply to OpenText Core Application Security
usage. Only applicable fields are listed below.

Field Description

Download Select this check box to download
the source code extracted from your
SAP database.

Create ZIP file (Optional) Select this check box to
compress the output. You can also
manually compress the output after
the source code is extracted from
your SAP database.

Export SAP standard code (Optional) Select this check box to
export SAP standard code in
addition to custom code.

5. Click Execute.

Fortify ABAP Extractor Notes

Because the Fortify ABAP Extractor program is executed online, you might receive a
max dialog work process time reached exception if the volume of source files
selected for extraction exceeds the allowable process run time. To work around this,
download large projects as a series of smaller Extractor tasks. For example, if your
project consists of four different packages, download each package separately into
the same project directory. If the exception occurs frequently, work with your SAP
Basis administrator to increase the maximum time limit ( rdisp/max_wprun_time ).

When a PACKAGE is extracted from ABAP, the Fortify ABAP Extractor extracts
everything from TDEVC with a parentcl field that matches the package name. It
then recursively extracts everything else from TDEVC with a parentcl field equal to
those already extracted from TDEVC . The field extracted from TDEVC is

devclass .
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The devclass values are treated as a set of program names and handled the same
way as a program name, which you can provide.

Programs are extracted from TRDIR by comparing the name field with either:

e The program name specified in the selection screen
e The list of values extracted from TDEVC if a package was provided

The rows from TRDIR are those for which the name field has the given program
name and the expression LIKE programname is used to extract rows.

This final list of names is used with READ REPORT to get code out of the SAP
system. This method does read classes and methods out as well as merely
REPORTSs , for the record.

Each READ REPORT call produces a file in the temporary folder on the local system.

As source code is downloaded, the Fortify ABAP Extractor detects INCLUDE
statements in the source. When found, it downloads the include targets to the local
system.

Packaging ABAP Source Code

If you did not have Fortify ABAP Extractor compress the output, package the
downloaded source code files in a zip file.
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1.5.1.2.8. Preparing C and C++ Application
Files

OpenText Core Application Security does not support direct scanning of C/C++
source code or their binaries. C/C++ code must be translated and packaged into an
archive in your environment. This ensures consistency in translation regarding
environmental variables and compilers used and alleviates the need for the testing
team to reproduce your build environment. A translate-only version of OpenText SAST
is provided for translating C/C++ code and packaging it for scanning.

Installing OpenText SAST

The latest version of OpenText SAST is available on the Tools page in the portal. You
can download installers for Windows, macOS, and Linux operating systems. A valid
license file is required to translate source code. Contact support to be issued a
license, which will be available from the Tools page.

For installation and usage instructions, see the at OpenText Static Application Security
Testing and Tools Documentation.

Translating Code

1. In a command-line interface, change the directory to your normal build directory.
2. Execute the following command:

sourceanalyzer —debug —-verbose -lodfile translate.log -b <build-id> touchless
<build_command>

where <build_command> is your build script.
Example:

sourceanalyzer —debug —verbose -logfile translate.log -b my_proj touchless
make all

3. Verify that the project builds correctly by checking the console output for
completion and the translate.log for errors.

Packaging Translated Code

A OpenText SAST mobile build session (MBS) lets you translate a project on one
machine and scan it on another. A mobile build session file (MBS file) includes all the
files needed for the scan.
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To generate and package an MBS file:

1. On the machine where the translation was done, execute the following command
to generate a mobile build session:

sourceanalyzer -b <build-id> -export-build-session <file.mbs>
where <file.mbs> is the file name you provide for the mobile build session.

2. Package the MBS file in the root of a zip file. Do not include other files (including
additional MBS files) or directories; this will cause the scan to be cancelled.

3. Upload the zip file to OpenText Core Application Security under the
MBS/C/C++/Scala technology stack option.

For more information about using OpenText SAST, see the at OpenText Static
Application Security Testing and Tools Documentation.
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1.5.1.2.9. Preparing Classic ASP, VBScript,
and Visual Basic Application Files

For Classic ASP, VBScript, and Visual Basic (VB6) applications, use one of the
following methods to prepare your application files:

o Automated code packaging with Fortify ScanCentral SAST client
(recommmended)

» Code packaging with IDE tools

 Manual code packaging

Automated Code Packaging with Fortify
ScanCentral SAST Client (Recommmended)

The Fortify ScanCentral SAST client automatically packages source code and all
necessary dependencies in your project.You need to download the Fortify

ScanCentral SAST client from the Tools page and install it on the build machine.
Installation instructions are available in the README.txt file stored in the zip file.

In a command-line interface, navigate to the project's working directory and run the
package command. The basic syntax is: scancentral package o <output_zip> ; for
example, scancentral package o mypayload.zip .

For more information on the Fortify ScanCentral SAST client and additional packaging
options, see Installing and Using the Fortify ScanCentral SAST Client.

Note

Fortify ScanCentral SAST packaging is built in to the OpenText Core
Application Security IDE tools and CICD tools.

Manual Code Packaging

Package the source code files in one zip file.
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1.51.2.10. Preparing Dart and Flutter
Application Files

Package the source code files in a zip file. Include all dependencies.

Download the dependencies by running one of the following commands:

» For Flutter projects, use flutter pub get .

o For Dart-only projects, use dart pub get .

For example, to download the dependencies for a Flutter project that has the project
root myproject , run the following commands:

cd myproject
flutter pub get

Important

If the project includes nested packaaes with different pubspec.yaml

files, you must run dart pub get or flutter pub get for each package
root.

Important
Make sure that the following are included in the project directory:
o The pubspec.yaml file, which specifies the dependencies

e The .dart_tool directory, which includes the package_config.json
file automatically generated by the pub tool
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1.5.1.2.11. Preparing ColdFusion Markup
Language (CFML) Application Files

For CFML applications, use one of the following methods to prepare your application
files:

o Automated code packaging with Fortify ScanCentral SAST client
(recommmended)

e Manual code packaging

Automated Code Packaging with Fortify
ScanCentral SAST Client (Recommmended)

The Fortify ScanCentral SAST client automatically packages source code and all
necessary dependencies in your project.You need to download the Fortify

ScanCentral SAST client from the Tools page and install it on the build machine.
Installation instructions are available in the README.txt file stored in the zip file.

In a command-line interface, navigate to the project's working directory and run the
package command. The basic syntax is: scancentral package o <output_zip> ; for
example, scancentral package o mypayload.zip .

For more information on the Fortify ScanCentral SAST client and additional packaging
options, see Installing and Using the Fortify ScanCentral SAST Client.

Note

Fortify ScanCentral SAST packaging is built in to the OpenText Core
Application Security IDE tools and CICD tools.

Manual Code Packaging

Package the source code files in one zip file.
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1.5.1.2.12. Preparing COBOL Application
Files

For COBOL applications, use one of the following methods to prepare your application
files:

o Automated code packaging with Fortify ScanCentral SAST client
(recommmended)

e Manual code packaging

Automated Code Packaging with Fortify ScanCentral SAST
Client (Recommmended)

The Fortify ScanCentral SAST client automatically packages source code and all
necessary dependencies in your project.You need to download the Fortify

ScanCentral SAST client from the Tools page and install it on the build machine.
Installation instructions are available in the README.txt file stored in the zip file.

In a command-line interface, navigate to the project's working directory and run the
package command. The basic syntax is: scancentral package -targs "-copydirs
<copybooks>" -targs "-dialect <cobol_dialect>" o <output_zip> ; for example,
scancentral package -targs "-copydirs copybooks" -targs "-dialect COBOL390" o
mypayload.zip .

For more information on the Fortify ScanCentral SAST client and additional packaging
options, see Installing and Using the Fortify ScanCentral SAST Client.

Note

Fortify ScanCentral SAST packaging is built in to the OpenText Core
Application Security IDE tools and CICD tools.

Manual Code Packaging

Package the COBOL source code, the copybook files that the COBOL source code
uses, and the SQL INCLUDE files that the COBOL source code references in one zip
file. Copybook and SQL INCLUDE files must retain the names used in the COBOL
source code COPY statements.

Do not include copybook or SQL INCLUDE files in the directory or the subdirectory
where the COBOL sources reside. Place your COBOL source code in a folder named
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sources/ and your copybooks in a folder named copybooks/ . Place these folders at
the same level in the root of the zip file.
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1.51.2.13. Preparing Dockerfiles and
Infrastructure as Code (laC) Files

Infrastructure as Code (laC) configuration files and Dockerfiles can be submitted as
stand-alone payloads under the Infrastructure-As-Code/Dockerfile technology
stack.

For containerized applications, package the application according to the instructions
provided for the application's language or technology stack and include the
Dockerfile in the package.

Note

ObnenText SAST translates the followina files as Dockerfiles: Dockerfile ,
dockerfile , *Dockerfile , and *.dockerfile .

OpenText SAST accepts the following escape characters in Dockerfiles:
backslash (\ ) and backquote ( " ). If the escape character is not set in
the Dockerfile, then OpenText SAST assumes that the backslash is the
escape character.

Use one of the following methods to prepare your application files:

» Automated code packaging with Fortify ScanCentral SAST client
(recommmended)

e Manual code packaging

Automated Code Packaging with Fortify
ScanCentral SAST Client (Recommmended)

The Fortify ScanCentral SAST client automatically packages source code and all
necessary dependencies in your project.You need to download the Fortify

ScanCentral SAST client from the Tools page and install it on the build machine.
Installation instructions are available in the README.txt file stored in the zip file.

In a command-line interface, navigate to the project's working directory and run the
package command. The basic syntax is: scancentral package o <output_zip> ; for
example, scancentral package o mypayload.zip .

For more information on the Fortify ScanCentral SAST client and additional packaging
options, see Installing and Using the Fortify ScanCentral SAST Client.
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Note

Fortify ScanCentral SAST packaging is built in to the OpenText Core
Application Security IDE tools and CICD tools.

Manual Code Packaging

Package the files in a zip file and submit it under the Infrastructure-As-
Code/Dockerfile technology stack.

This PDF was generated on January 8, 2026 Page 167 of 721



3 opentext" Core Application Security 26.1

1.5.1.2.14. Preparing Go Application Files

For Go applications, use one of the following methods to prepare your application
files:

o Automated code packaging with Fortify ScanCentral SAST client
(recommmended)

o Code packaging with IDE tools

e Manual code packaging

Automated Code Packaging with Fortify
ScanCentral SAST Client (Recommmended)

The Fortify ScanCentral SAST client automatically packages source code and all
necessary dependencies in your project.You need to download the Fortify

ScanCentral SAST client from the Tools page and install it on the build machine.
Installation instructions are available in the README.txt file stored in the zip file.

In a command-line interface, navigate to the project's working directory and run the
package command. The basic syntax is: scancentral package o <output_zip> ; for
example, scancentral package o mypayload.zip .

For more information on the Fortify ScanCentral SAST client and additional packaging
options, see Installing and Using the Fortify ScanCentral SAST Client.

Note

Fortify ScanCentral SAST packaging is built in to the OpenText Core
Application Security IDE tools and CICD tools.

Code Packaging with IDE Tools

The IDE plugins enable selection of project files and necessary dependencies for
packaging. For more information on using IDE tools, see IDE Tools.

Manual Code Packaging

Package the Go source code files in a zip file. Include dependencies that are not in
the standard Go libary. Make sure that these dependencies are in the Vendor folder.

The following dependency management systems built into Go are supported:
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e Go modules (recommended)

If your project uses Go modules, the project files (including the go.mod file)
must be in the root of the zip file. Do not place the project files inside nested
directories.

o GOPATH (deprecated in Go 1.13)

Note
The following entities are excluded from scanning:

o Vendor folder
» All projects defined bv any go.mod files in subfolders
 All files with the _test.go suffix (unit tests)
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1.5.1.2.15. Preparing PHP Application Files

For PHP applications, use one of the following methods to prepare your application
files:

o Automated code packaging with Fortify ScanCentral SAST client
(recommmended)

o Code packaging with IDE tools

e Manual code packaging

Automated Code Packaging with Fortify
ScanCentral SAST Client (Recommmended)

The Fortify ScanCentral SAST client automatically packages source code and all
necessary dependencies in your project.You need to download the Fortify

ScanCentral SAST client from the Tools page and install it on the build machine.
Installation instructions are available in the README.txt file stored in the zip file.

In a command-line interface, navigate to the project's working directory and run the
package command. The basic syntax is: scancentral package o <output_zip> ; for
example, scancentral package o mypayload.zip .

For more information on the Fortify ScanCentral SAST client and additional packaging
options, see Installing and Using the Fortify ScanCentral SAST Client.

Note

Fortify ScanCentral SAST packaging is built in to the OpenText Core
Application Security IDE tools and CICD tools.

Note

Fortify ScanCentral SAST packaging is built in to the OpenText Core
Application Security IDE tools and CICD tools.

Code Packaging with IDE Tools

The IDE plugins enable selection of project files and necessary dependencies for
packaging. For more information on using IDE tools, see IDE Tools.

Manual Code Packaging
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Package the source code files in one zip file. Make sure to include the php.ini file
with the package. This file helps to identify where dependencies reside.
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1.5.1.2.16. Preparing Python Application
Files

For Python applications, use one of the following methods to prepare your application
files:

o Automated code packaging with Fortify ScanCentral SAST client
(recommmended)

Important

Python microservices must be packaged using the Fortify
ScanCentral SAST client .

e Code packaging with IDE tools

 Manual code packaging

Automated Code Packaging with Fortify
ScanCentral SAST Client (Recommmended)

The Fortify ScanCentral SAST client automatically packages source code and all
necessary dependencies in your project.You need to download the Fortify

ScanCentral SAST client from the Tools page and install it on the build machine.
Installation instructions are available in the README.txt file stored in the zip file.

In a command-line interface, navigate to the project's working directory and run the
package command. The basic syntax is: scancentral package o <output_zip> ; for
example, scancentral package o mypayload.zip .

For more information on the Fortify ScanCentral SAST client and additional packaging
options, see Installing and Using the Fortify ScanCentral SAST Client.

Note

Fortify ScanCentral SAST packaging is built in to the OpenText Core
Application Security IDE tools and CICD tools.

Code Packaging with IDE Tools
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The IDE plugins enable selection of project files and necessary dependencies for
packaging. For more information on using IDE tools, see IDE Tools.

Manual Code Packaging

OpenText SAST processes PY files as Python source code. PYC files (compiled
Python files) are not supported. OpenText SAST supports translation of the Django
and Flask frameworks.

Package the source code files in one zip file. Include all standard and third-party
modules and packages; these are found in the lib folder of the Python virtual
environment (provide at a minimum the site-packages folder).

Note

If your application uses a version of Python not listed in Supported
Languages, contact support to discuss your options.
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1.5.1.2.17. Preparing Ruby Application Files

For Ruby applications, use one of the following methods to prepare your application
files:

o Automated code packaging with Fortify ScanCentral SAST client
(recommmended)

e Code packaging with IDE tools

e Manual code packaging

Automated Code Packaging with Fortify
ScanCentral SAST Client (Recommmended)

The Fortify ScanCentral SAST client automatically packages source code and all
necessary dependencies in your project.You need to download the Fortify

ScanCentral SAST client from the Tools page and install it on the build machine.
Installation instructions are available in the README.txt file stored in the zip file.

In a command-line interface, navigate to the project's working directory and run the
package command. The basic syntax is: scancentral package o <output_zip> ; for
example, scancentral package o mypayload.zip .

For more information on the Fortify ScanCentral SAST client and additional packaging
options, see Installing and Using the Fortify ScanCentral SAST Client.

Note

Fortify ScanCentral SAST packaging is built in to the OpenText Core
Application Security IDE tools and CICD tools.

Manual Code Packaging

Package the entire application as it would be deployed and all source code files in
one zip file .
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1.5.1.2.18. Preparing Solidity Application
Files

Package the source code files in a zip file. Include all dependencies.

OpenText SAST downloads compilers that are referenced in the code with the pragma
statement from the Solidity compiler repository. If a file does not contain a pragma
statement, then the default of #0.8.0 is used.
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1.5.1.2.19. Preparing Salesforce (Apex and
Visualforce) Application Files

To prepare Salesforce (Apex and Visualforce) applications:

o Use the Ant Migration Tool available on the Salesforce website to download your
application to your local computer from your Salesforce organization (org) where
you develop and deploy it. Make sure that the project manifest files are set up
correctly for the specified target in your build.xml file.

e The downloaded version of your application contains:

o Apex classes in files with the .cls extension

o

Visualforce web pages in files with the .page extension

[¢]

Apex code files called database “trigger” functions in files with the
trigger extension

[¢]

Visualforce component files with the .component extension

o

Objects with the .object extension

o Configure the retrieve targets using the Ant Migration Tool documentation. If
your organization uses any apps from the app exchange, make sure that these
are downloaded as packaged targets.s

» Package the source code files in one zip file.
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1.5.1.2.20. Preparing Scala Application
Files

Scala code must be translated and packaged into an archive in your environment. The
Fortify Scala plugin and a translate-only version of OpenText SAST are available for
translating Scala and packaging it code for scanning.

Installing OpenText SAST

The latest version of OpenText SAST is available on the Tools page in the portal. You
can download installers for Windows, macOS, and Linux operating systems. A valid
license file is required to translate source code. Contact support to be issued a
license, which will be available from the Tools page.

For installation and usage instructions, see the at OpenText Static Application Security
Testing and Tools Documentation.

Translating Code

To translate Scala code, you must have the following: a standard Lightbend Enterprise
Suite license and the Fortify Scala plugin from Lightbend. Contact OpenText Core
Application Security support to obtain a license key. For instructions on downloading
the plugin and translating Scala code, see the Lightbend documentation at
https://developer.lightbend.com/guides/fortify/.

Important

If your application contains source code in a language other than Scala,
submit the other source code in a separate assessment.

Packaging Translated Code

A OpenText SAST mobile build session (MBS) lets you translate a project on one
machine and scan it on another. A mobile build session file (MBS file) includes all the
files needed for the scan.

To generate and package an MBS file:

1. On the machine where the translation was done, execute the following command
to generate a mobile build session:

sourceanalyzer -b <build-id> -export-build-session <file.mbs>

where <file.mbs> is the file name you provide for the mobile build session.
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2. Package the MBS file in the root of a zip file. Do not include other files (including
additional MBS files) or directories; this will cause the scan to be cancelled.

3. Upload the zip file to OpenText Core Application Security under the
MBS/C/C++/Scala technology stack option.

For more information about using OpenText SAST, see the at OpenText Static
Application Security Testing and Tools Documentation.
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1.5.1.2.21. Preparing Android Application
Files (Source Code)

For Android applications, package the Java or Kotlin source code files in one zip file.
Include all dependencies that are required to build the Android code in the application
project.

Note

OpenText SAST supports Xamarin. For instructions on preparing Xamarin
application files, see Preparing .NET Application Files. Other third-party

development libraries such as Cordova, lonic Framework, PhoneGap, and
Unity are not supported.

Related Topics:

For information on preparing Android binary files for mobile assessments, see
Preparing Android Application Files (Binary).
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1.5.1.2.22. Preparing iOS Application Files
(Source Code)

For iOS applications, prepare the source code files according to the following
instructions:

o Applications must be buildable using xcodebuild from the command line.

o Make sure that any dependencies required to build the project are present in the
payload and not accessed through dependency managers like a password-
protected GitHub. The payload needs to be buildable in isolation.

 Remove any developer or environment-specific settings from your application

 If your project includes property list files in binary format, you must first convert
them to XML format. You can do this with the Xcode plutii command.

o Make sure that the headers for third-party libraries are available.

e Objective-C++ projects must use the non-fragile Objective-C runtime (ABI
version 2 or 3).

Package the source code files in one zip file.

Note

OpenText SAST supports Xamarin. For instructions on preparing Xamarin
application files, see Preparing .NET Application Files. Other third-party
development libraries such as Cordova, lonic Framework, PhoneGap, and
Unity are not supported.

Related Topics:

For information on preparing iOS binary files for mobile assessments, see Preparing
iOS Application Files (Binary).
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After preparing your application files for a static assessment, you need to configure
the static scan settings. You only need to configure the static scan settings once per
release as your settings are carried over to the next scan. You can edit settings as

needed for subsequent assessments.

To configure a static scan:

1. Select the Applications view.
Your Applications page appears.
2. Click the name of the application.

The Application Overview page appears.

WebGoat (NET)

Policy Compliance Issues In Production

* CRITICAL HIGH MEDIUM
FAIL

view

135 151

o

@R HBEHOHLRE G I

1 found
SELECT ALL
STARTSCAN  RELEASE COPY STATE SOURCERELEASE SDLCSTATUS POLICY COMPLIANCE #1SSUES

FAIL CRITICAL HIGH MEDIUM
START SCAN D> 54 Production

Releases Search Text

-« I v

Display: 50

OPEN SOURCE  DYNAMIC

®

3. Click Start Scan for the release that you want to have assessed and select

Static.

> Stafic
& Open Source
@@ Dynamic

START SCAN [ 5.4

The Static Scan Setup page appears.
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WebGoat (NET) - 5.4

Static Scan Setup @

Static Scan Details

Assessment Type

Core Application Security 26.1

1000 Unit(s) Available

| Static Assessment

v ‘

The service level objective (SLO) for this assessment is 5 business day(s) Pacific Standard Time @
Entitlement

| 6985 - Subscription (2 Units)

Fortify Aviator @

Fortify Aviator is currently supporfed enly for Java Payloads.

htt zon, 3b3i27czbkzn
Audit Preference

Manual

Software Composition Analysis

Note: Refer to the Debricked documentation for the list of required files fo be submitted in the payioad for a successful Debricked scan. @

> Advanced Settings
> DevOps & IDE integration
> Legacy Settings

4. Complete the fields as needed.
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Field Required Description

Assessment Type Yes
Select the assessment

type. Only assessment
types allowed by the
organization's security
policy are displayed.

The SLO of the
selected assessment
type appears below the
field.
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Entitlement
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Required

Yes

Core Application Security 26.1

Description

Select the entitlement
that the assessment
will use. The field
displays entitlements
that are valid for the
selected assessment
type, including those
available for purchase.
Note that microservice
applications are
restricted to
subscriptions. If the
release has an active
subscription, only
options that do not
consume entitlements
are displayed.
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Field Required Description

Note

If you
select an
entitlement
offered
through a
Dynamic
Premium or
Mobile
Premium
assessmen
t, the
assessmen
tis
activated
and the full
cost of the
entitlement
is
deducted.
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Field Required Description

Audit Preference Yes .
Select the audit

preference.

o Manual: False
positives
identified by
Fortify Audit
Assistant with
high confidence
are automatically
suppressed. A
security expert
then manually
reviews the scan
results.

o Automated: False
positives
identified by
Fortify Audit
Assistant with
high confidence
are automatically
suppressed and
results are
published without
manual review.
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Required Description

Note

Fortify
Audit
Assistant is
only
applied to
new issues
found in a
scan. False
Positive
Challenge
is not
available
for new
issues
found in a
scan using
automated
audit.

The ability to select
audit preference
depends on the
assessment type:

o A Static single
scan allows
Automated only.

o A Static
subscription
allows one
Manual audit per
application (not
per release or
microservice).

o A Static+ single
scan allows
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SAST Aviator
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Required

No

Core Application Security 26.1

Description

Manual only.

o A Static+
subscription
allows Automated
or Manual audit
for each
assessment.

For scans using
Automated audit,
select the check box to
have SAST Aviator
audit results and
provide enhanced
remediation
assistance. This option
is selected by default if
SAST Aviator is allowed
in the security policy; if
it is not allowed the
option is disabled.

This service consumes
1 additional
assessment unit. No
entitlement is deducted
if the SAST Aviator
service is not
performed. For more
information on SAST
Aviator, see Audit and
Remediation with SAST
Aviator.
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Field Required Description

Software Composition No

. Select the check box to
Analysis

include open source
software composition
analysis. No code
leaves the OpenText
Core Application
Security environment.
For more information
on adding software
composition analysis
as part of a static scan,
see Open Source
Software Composition
Analysis.
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Scan third-party
libraries for static
security assessment
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Required

No

Core Application Security 26.1

Description

Note

Contact
support to
enable the
option.

(Optional) Select the
check box to have third
party libraries scanned
for vulnerabilities,
which will be included
in the scan results.
This significantly
increases the
turnaround time. This
option is not available
for microservice
applications.

Note

Selecting
this option
infers that
your
organizatio
n has
received
consent
from all
third-party
vendors to
scan their
libraries.
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5. If needed, you can configure additional scan settings in the sections appearing
below the required fields.

Click Advanced Settings and complete the fields as needed.

Field Description

Technology Stack o
Select the application's technology

stack. The languages available for
selection depends on the application
type (web/thick client or mobile) and
whether the application is a
microservice application.

If the auto detect feature is enabled,
selecting Auto Detect has OpenText
Core Application Security determine
the technology stack based on the
payload content.

Language Level .
If applicable, select the technology

stack's language level from the list.

Click Legacy Settings and complete the field as needed.
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Build Server Integration
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Description

Once the static scan
settings (assessment
type, technology stack,
language level, audit
preference, software
composition analysis)
have been configured,
a token is automatically
populated in the Build
Server Integration
field. The token can be
used to submit a static
assessment using
external tools.

Note

The BSI
token is
persistent
across
assessmen
ts of a
release.

Core Application Security 26.1

Deprecation Note

The release ID replaces
the BSI token. Migrate
build configurations to
the release ID at the
earliest convenience.
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Source Control
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Description

Select the method of
uploading the payload.

o Manual Upload
(default):
Manually upload
the payload from

your local system.

o Source Control:
Upload the
payload from a
version control
platform. This
option is available
if source control
has been
configured. For
more information,
see Source
Control
Integration.

Core Application Security 26.1

Deprecation Note

This feature is planned
to be deprecated. You
should migrate legacy
source control
integrations to
pipelines on the
applicable version
control platforms at the
earliest convenience.
For more information,
see CICD Tools.
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Scan Binary
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Description

Note

Contact
support to
enable the
option.

(Java/J2EE/Kotlin,.NET,
and .NET Core
technology stacks)
Select the check box to
have compiled and
source code files
scanned. Scanning
binary files is not
supported for Fortify
ScanCentral SAST-
packaged payloads.

Core Application Security 26.1

Deprecation Note

Page 194 of 721



m opentext- Core Application Security 26.1

Field Description .
Deprecation Note

Note

If the
source
code
inclusion
requiremen
tis enabled
and this
option is
not
selected,
the scan
will be
cancelled if
the payload
does not
contain
source
code.

6. Click DevOps & IDE integration to view the release ID. The release ID can be
used to submit a static scan using CICD tools. The release ID serves as a token
that retrieves the most recently saved scan settings in the portal.

7. Click Save.
Your static scan settings are saved.

8. If you have the Consume Entitlements permission and selected a subscription
entitlement, click Start Subscription to start the static assessment subscription
and consume the entitlement immediately. The assessment cost is deducted
from the entitlement when a user starts the initial scan.

Note

Contact support to enable the option.
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1.5.1.4. Uploading a Static Assessment
Payload

Once you have packaged the application files and configured the static scan settings,
upload the payload for scanning. The maximum payload size limit is 5 GB; web
browsers have their own maximum size limits (see your browser documentation for
details). As portal timeouts can occur when uploading large files, you should upload
through the portal only if the file size is less than 500 MB. If you have difficulties
uploading through the portal, see Related Topics for alternative methods of uploading
your files. You can also contact support to discuss the most appropriate upload
option.

You can have one in progress static scan for a release. You can submit multiple scans
for an application, including ones for the same release. Additional scans are queued
and then scanned in the order in which they were queued. Each application can have
up to 30 scans in the queue.

To upload a static assessment payload through the portal:

1. Select the Applications view.
Your Applications page appears.
2. Click the name of the application.

The Application Overview page appears.

WebGoat (NET)

@ Policy Compliance Issues In Production
@ * CRITICAL HIGH MEDIUM Low
& =
view
&
® Releases Search Text a v
PD@ 1 found Display: 50
€§3 SELECT ALL
81“ STARTSCAN  RELEASE COPY STATE SOURCERELEASE SDLCSTATUS POLICY COMPLIANCE # ISSUES STATIC  OPENSOURCE DYNAMIC
o FAIL CRITICAL HIGH MEDIUM Low
STARTSCAN > 54 Production * “n @ ®

3. Click Start Scan for the release that you want to have assessed and select Static
from the menu.
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" <P Static
& Open Source
@ Dynamic

START SCAN [ 5.4

The Static Scan Setup page appears.

WebGoat (NET) > 5.4

Static Scan Setup © m

R O I

Static Scan Details 1000 Unit(s) Available
Assessment Type
14 /) | Static Assessment v ‘

The service level objective (SLO) for this assessment is 5 business day(s) Pacific Standard Time @
Entitlement

DI | 6985 - Subscription (2 Units) V‘

Fortify Aviator @

Fortify Aviator is currently supporfed only for Java Payloads.

SRS

n. 3b3i27czbkzn
Audit Preference

Manual v

Software Composition Analysis @

Note: Refer o the Debricked documentation for e list of required files fo be submitted in the payioad for a successful Debricked scan.

> Advanced Settings
> DevOps & IDE integration
> Legacy Settings

4. Click Start Scan.

Note

If the application has an active static scan, you are blocked from
starting another scan.

The Start Static Scan window opens.

5. Perform the relevant task based on your method of upload:
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Method of Upload Procedure
Manual upload Start Static Scan X
— e
1. Click ....
2. Navigate to and select your zip
file.

Source Control

1. Select Branch or Release from
the Source Location list.

2. Select the specific branch or
release.

6. In the field, type a description of the application.
7. Click Next.
A summary of the static scan setup values appears.

8. Review the summary. If necessary, click Back and make any corrections. If the
values are correct, click Start Scan.

Once the upload of the zip file is complete, you are redirected to the Release
Scans page; your new scan status is Queued. The scan will begin once it moves
to the front of the queue.

Related Topics

In addition to using the portal, you can submit a static assessment using the following
methods:

e IDE plugin tools: Visual Studio Extension, Eclipse Plugin, IntelliJ Plugin, Fortify
Extensions for Visual Studio Code. For more information, see IDE Tool.
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» Build server integration tools: FoDUploader, Fortify Azure DevOps Extension,
OpenText Core Application Security Jenkins Plugin. For more information, see
CICD Tool.

e OpenText Core Application Security API. For more information, see OpenText
Core Application Security API.
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1.5.1.5. Static Assessment Payload
Validation

After the payload has been uploaded, OpenText Core Application Security performs
the following payload validation checks to ensure that the requirements have been
met for the static testing team to start a static assessment:

e The zip file is valid and not corrupt.

e The payload contains file extensions that are supported by OpenText SAST.
Supported file extensions are: ABAP, abap, appxmanifest, as, asax, ascx, ashx,
asmx, asp, aspx, baml, bas, bicep, BSP, bsp, cbl, cfc, cfm, cfml, class, cls, cob,
conf, Config, config, cpx, cs, cscfg, csdef, cshtml, ctl, ctp, dart, dll, Dockerfile,
dockerfile, erb, exe, frm, go, hcl, htm, html, inc, ini, jar, java, jmod, js, jsff, json,
jsp, jspf, jspx, jsx, kt, kts, Master, master, mbs, mxml, page, php, phtml, pkb, pkh,
pks, plist, properties, py, razor, rb, scala, settings, sol, sql, swift, tag, tagx, tf, tld,
trigger, ts, tsx, vb, vbhtml, vbs, vbscript, wadcfg, wadcfgx, winmd, wsdd, wsdl,
xaml, xcfg, xhtml, xmi, xml, xsd, yaml, yml.

o For .NET applications, the payload contains .dll or .exe files.

» For Java and Kotlin applications, the payload contains .class, .java, .jar, .jsp, .kt,
,.ktm, or .kts files.

e A Fortify ScanCentral SAST-packaged payload does not have the Scan Binary
scan setting enabled.

o For Python microservice applications, the payload is packaged using the Fortify
ScanCentral SAST client.

« For technology stacks that require a mobile build session (MBS) file to be
submitted, the payload contains only one .mbs file.

o For tenants that have enabled the source code inclusion requirement, the
payload contains files in the following file formats:
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Technology Stack Source File Extension

.NET .CS, .vb

ABAP .abap

ASP .asp

CFML .cfm, .cfml, .cfc

COBOL .cbl, .cob, .ccp, .cb2

Dockerfile/Infrastructure as Code .dockerfile, .json, .xml, .tf, .yaml,
dockerfile

Go .go

JAVA/J2EE/Kotlin Jjava, .kt, .ktm, .kts

JS/TS/HTML .xsd, .xmi, .wsdd, .config, .cpx,
xcfg, .js, .ts

PHP .php

PYTHON Py

VB6 .vbs, .bas, .frm, .ctl, .cls

VBScript .vbscript

Ruby .rb

If any of the requirements is not met, the scan is automatically canceled and an email
indicating the cancellation reason is sent. Upon acceptance of the file, the code is
transferred to a secure server and analyzed.
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1.5.2. Open Source Software Composition
Analysis

OpenText Core Application Security offers open source software composition analysis
in conjunction with a static assessment or as a separate assessment. Applications are
scanned using one of the following software composition analysis tools:

e OpenText Core SCA (offered with static assessments and as a separate
assessment)

e Sonatype (offered with static assessments, not available for purchase)

The following languages are supported: C# (.NET), Go, Java, JavaScript, Kotlin,
Objective-C, PHP, Python, Ruby, and Swift.

Purchase OpenText Core SCA entitlements to enable open source software
composition analysis. An entitlement is redeemed for one OpenText Core SCA
subscription per application. Upon submitting an open source scan, the software
composition analysis tool checks for open source components in the payload. Open
source scan results identify direct and transitive dependencies along with associated
security issues and licenses

Tenants that do not have active Sonatype entitlements receive five complementary
Debricked scans per static subscription. Complementary scans are limited to the
subscription period. Complementary scans are void once tenants purchase open
source scan entitlements.

If you are interested in purchasing OpenText Core SCA entitlements, contact your
sales representative.

This section contains the following topics:

Preparing Open Source Assessment Files

Uploading an Open Source Assessment Payload Through the Portal
Viewing Open Source Components in a Release

Viewing Open Source Components in a Tenant
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1.5.2.1. Preparing Open Source
Assessment Files

For open source scanning, the files that are required in the payload depend on the
software composition analysis tool that is being used.

OpenText Core SCA File Requirements for Lock File
Analysis

To reliably detect dependencies, OpenText Core SCA uses one of the following
approaches depending on the build system or package manager:

o Some package managers use a lock file to describe dependencies in a project
(such as npm). Package managers usually automatically generate lock files.
OpenText Core SCA supports scanning dependencies using native lock files.

o For build systems or package managers or build systems that don't use a lock
file (such as Maven and Gradle), OpenText Core SCA requires a file describing
the resolved dependency tree to be generated using the functionality of the
build system or package manager. This file is referred to as a OpenText Core
SCA lock file.

You can use one of the following methods to generate both native lock files and
OpenText Core SCA lock files:

o (Recommended) Use the Fortify ScanCentral SAST client (22.1.2 or later) to
generate the lock files along with the application files. Add the -oss
option to the package command to invoke the OpenText Core SCA CLI
and add the lock files to the package. Note that package generation is not
dependent on successfully packaging the lock files.

o (Recommended) Run the OpenText Core SCA CLI to generate the lock files
independently of the application files. For installation and usage
instructions, see README.FoD.md.

o Manually generate the lock files. You can automate this process by adding
the appropriate command to your CICD pipeline.

The following table describes the file requirements for OpenText Core SCA scanning
in OpenText Core Application Security.
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Important

A OpenText Core SCA scan is canceled if the required lock file is not
present in the payload.
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Language Package
Manager
C# NuGet
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Required File

packages.lock.js

on

Core Application Security 26.1

Notes (if not
using the Fortify
ScanCentral
SAST client)

Use one of the
following
methods to
generate the lock
file:

e Run
debricked
resolve
from the
Debricked
CLI. For
more
information,
see C# -
Nuget,
Paket.

¢ Run dotnet
restore --
use-lock-
file from the
.NET CLI.
For more
information,
see Enable
repeatable
package
restore
using lock
file.

e Setthe
MSBuild

property
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Language

Package
Manager

Paket

This PDF was generated on January 8, 2026

Required File

paket.lock

Core Application Security 26.1

Notes (if not
using the Fortify
ScanCentral
SAST client)

RestorePac
kagesWithL
ockFile to
true inthe
.CSproj
project file
and run the
Nuget
restore
command.
For more
information,
see Enable
repeatable
package
restore
using lock
file.

paket.lock is

automatically
generated by
Packet.
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Language Package Required File

N if
Manager otes (if not

using the Fortify
ScanCentral
SAST client)

Go Go De opkg.lock
P HORRD gopkg.lock is

automatically
generated by
dep.

Note
B Go

Dep

updat
es will
not be
made
as Go
Dep is
depre
cated.

Go modules ) ) )
gomod.debricke For instructions

d.lock on generating the
resolved
dependency tree
file, see Go - Go
Modules, Go Dep,
Bazel.

Java/Kotlin Bazel WORKSPACE WORKSPACE is
automatically
generated by
Bazel.
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Language

Package Required File

Manager
(Recommended)
maven_install.jso
n

Gradle .
gradle.debricked
Jock

Maven

maven.debricked
Jock
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Notes (if not
using the Fortify
ScanCentral
SAST client)

Use
rules_jvm_extern
al to generate
maven_install.jso
n , where all
dependencies are
pinned to their
respective
versions. For
more information,
see A repository
rule for
calculating
transitive Maven
dependencies.

For instructions
on generating the
resolved
dependency tree
file, see Java &
Kotlin - Gradle,
Maven and Bazel.

For instructions
on generating the
resolved
dependency tree
file, see Java &
Kotlin - Gradle,
Maven and Bazel.
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Language Package
Manager

JavaScript Bower
npm
Yarn
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Required File

bower.debricked.

lock

package-
lock.json

yarn.lock
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Notes (if not
using the Fortify
ScanCentral
SAST client)

For instructions
on generating the
resolved
dependency tree
file, see
JavaScript -
NPM, Yarn,
Bower.

The npm install
command
automatically
generates
package-
lock.json unless
disabled in a
.npmrc file. The
npm install --
package-lock-
only command
generates
package-
lock.json without
checking
node_modules
and downloading
dependencies.

yarn.lock is

automatically
generated by
Yarn.
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Language Package
Manager
Objective-C Cocoapods
PHP Composer
Python pip
Pipenv
Ruby RubyGems
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Required File

podfile.lock

composer.lock

<file_name>.pip.

debricked.lock

Pipfile.lock

Gemfile.lock
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Notes (if not
using the Fortify
ScanCentral
SAST client)

podfile.lock is
automatically
generated by
Cocoapods.

composer.lock
is automatically
generated by
Composer.

For instructions
on generating the
resolved
dependency tree
file, see Python -
Pip, Pipenv.

Pipfile.lock is
automatically
generated by
Pipenv based
upon the virtual
environment for
the project.

Gemfile.lock is
automatically
generated by
RubyGems.
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Language Package Required File .
Notes (if not
Manager . .
using the Fortify
ScanCentral
SAST client)
Swift Cocoapods podfile.lock

podfile.lock is
automatically
generated by
Cocoapods.

In keeping with industry best practices, you should commit lock files to the source
control repository. This simplifies the process of preparing application files, especially
if you are not using the Fortify ScanCentral SAST client to package the payload.

OpenText Core SCA File Requirements for
Fingerprint Analysis

OpenText Core SCA supports scanning for unmanaged dependencies not defined in
manifest files by examining fingerprints of the application files, including binary files
(with some exclusions for non-relevant files). The debricked.fingerprints.txt file
must be provided; this file is automatically generated by OpenText Core Application
Security when submitting a OpenText Core SCA scan. A OpenText Core SCA scan
includes both fingerprint analysis and lock file analysis. For more information on
OpenText Core SCA file fingerprinting, including the currently supported languages,
see File fingerprinting.

In some instances, the package and/or version resulting from file fingerprinting might
differ from the dependency used in your application. You can ensure the results are
correct by excluding fingerprinting of a certain file or path. To do so, add the correct
dependency to a manifest file. CycloneDX SBOM using the OpenText Core SCA CLI.
Alternatively, generate a debricked-config.yaml file to override results. For more
information on excluding dependencies, see Manage or override results.

Sonatype File Requirements

For information on the file requirements for Sonatype scans, see
https://help.sonatype.com/igserver/analysis.
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1.5.2.2. Uploading an Open Source
Assessment Payload Through the Portal

The method of uploading an open source payload depends on whether the open
source assessment is included with the static assessment or is run separately:

e To include the open source assessment with the static scan assessment,
configure your static scan settings to include an open source scan. Include the
required open source files in your static assessment payload. This method is
available for both OpenText Core SCA and Sonatype. For more information, see
Configuring a Static Scan.

e To run separately the open source assessment, upload a native or OpenText
Core SCA lock file. The following instructions describe how to submit the
OpenText Core SCA-only scan.

Note

You can submit OpenText Core SCA assessments on third-party
software bill of materials. For more information, see Importing a
Software Bill of Materials.

To submit the OpenText Core SCA-only scan:

1. Select the Applications view.
Your Applications page appears.
2. Click the name of the application.

The Application Overview page appears.

WebGoat ((NET)

@ Policy Compliance Issues In Production
@_ * CRITICAL HIGH MEDIUM Low
FAIL
@
view
PD@ 1 found Display: 50
@ SELECT ALL
8 STARTSCAN  RELEASE COPY STATE SOURCERELEASE SDLCSTATUS POLICY COMPLIANCE #1SSUES STATIC  OPENSOURCE DYNAMIC
o
o FAIL CRITICAL HIGH MEDIUM Low
STARTSCAN [ 54 Production * n“ @ ®
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3. Click Start Scan for the release that you want to have assessed and select Open
Source.

> Static
& Open Source
@ Dynamic

START SCAN [~ 5.4

The Open Source Scan window appears.

Start Open Source Scan X

Run a Debricked open source scan to generate a Software Bill of Materials. Refer to the

Debricked documentation for the files reguired in the payload. @

Select File Czip)

CANCEL

4. Click ....
5. Navigate to and select your zip file containing the lock file. The zip file can
contain either the static assessment payload or just the lock file.

6. Click Start Scan.

Once the upload of the zip file is complete, you are redirected to the Release
Scans page; your new scan status is Queued. The scan will begin once it moves
to the front of the queue.
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1.5.2.3. Viewing Open Source
Components in a Release

You can view open source components found in the most recent scan for a release.
To view open source components for a release:
1. Select the Applications view.
Your Applications page appears.
2. Click Your Releases.
Your Releases page appears.
3. Click Open Source Components.

The Open Source Components page appears.

= WebGoat - 8.0
@ Open Source Components START SCAN EXPORT A v|  Search Text Q
| 27 6
@ Components Identified  Security Issues (Info Excluded)
Affecting 4 components
<
27 found Display 50
ﬁ COMPONENT VERSION TYPE KNOWN PUBLIC VULNERABILITIES LICENSE SCAN TOOL
v v v
PDE|
CRITICAL HIGH MEDIUM Low
@cading-blocks/bootstrap £21-cbl a-name MIT sonatype i}
o o [
@ CRITICAL HIGH MEDIUM LOW
ia 110 o o o MI typ il
CRITICAL HIGH MEDIUM LOW
ace-builds 41 -nam S onaty)
ace-build: 141 a-name o o o o BSD sonatype (]
CRITICAL HIGH MEDIUM Low
backbone 120 a-name 0 9 a 0 Mr sonatype |
CRITICAL HIGH MEDIUM Low
code-editor-madule 0026 a-name 0 9 e Q MI sonatype il
CRITICAL HIGH MEDIUM LOW
codemirror 5.27.0 a-name o o o o M sonatype 0

4. If results from multiple scan tools are available, select the source whose results
you want to view from the drop-down list.

The page refreshes with results from the selected source.

The following table describes how to navigate the Open Source Components page.
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Task

Export the open source component list

View results from specific scan tool

Search the open source component list

Filter and sort by column values

View issues filtered by package URL

View component's package URL and
Open Source Select link
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Core Application Security 26.1

Action

Click Export. A link to download a CSV
file is sent to the email address
specified in your account settings. The
link is valid for 7 days from the time the
email is sent.

Select the scan tool you want to view
from the drop-down list.

Type a keyword or phrase in the search
text field and press Enter.

Click one of the following column
headings: Component, License, Scan
Tool, Scope, and Type

Click the issue counts in each
component row.

Click the Details icon.
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1.5.2.4. Viewing Open Source
Components in a Tenant

Users with the View Third Party Apps permission can view a tenant-wide summary of
all identified open source components and the applications utilizing them.

To view open source components across a tenant:
1. Select the Applications view.
Your Applications page appears.
2. Click Open Source Components.

The Open Source Components page appears.

— Open Source Components @ Sonatype  |V|  Search Text a
0 27 found Display: 50
COMPONENT PACKAGE URL VERSION TYPE KNOWN PUBLIC VULNERABILITIES LICENSE RELEASES
® e e e
& jquery 224 a-name 0 0 0 MIT 1 VIEW RELEASES
CRITICAL HIGH MEDIUM Low
orgwebjars bootstrap 311 a-name ° o ° Apache-2.0 1 VIEW RELEASES
CRITICAL HIGH MEDIUM LowW
@coding-blocks/bootstrap 4.2.1-cbl a-name 0 o o MIT 1 VIEW RELEASES
crimcaL HH MeDIUM Low
jquery 1.10.2 a-name o ° ° MIT 1 VIEW RELEASES
CRITICAL HIGH MEDIUM Low
ace-builds 141 a-name ° P o ° BSD 1 VIEW RELEASES
CRITICAL HIGH MEDIUM LOW
backbone 120 a-name ° o P o MIT 1 VIEW RELEASES
crimicAL HH MeDIUM Low
code-editor-module 0.0.26 a-name ° ° ° ° MIT 1 VIEW RELEASES

Open source scan results from retired releases are excluded.

The following table describes how to navigate the Open Source Components page.
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Task

Export the open source component list

View results from specific scan tool

Search the open source component list

Filter and sort by column values

View the applications and
corresponding releases that use a
component.

View component's package URL and
Open Source Select link
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Action

Click Export. A link to download a CSV
file is sent to the email address
specified in your account settings. The
link is valid for 7 days from the time the
email is sent.

Select the scan tool results you want to
view from the drop-down list.

Type a keyword or phrase in the search
text field and press Enter.

Click one of the following column
headings: Component, License, Scan
Tool, Scope, and Type

Click View Releases in the row of a
component.

Click the Details icon.
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1.5.3. Dynamic Assessments

A dynamic assessment analyzes a running web application for security vulnerabilities.
Dynamic assessments include automated testing powered by OpenText DAST and
manual analysis.

Dynamic testing using OpenText DAST involves the following modes:

e Crawl, the process by which OpenText DAST identifies the structure of the target
website

o Audit, the actual vulnerability scan
This section contains the following topics:

e Preparing the Website for Dynamic Testing

e Preparing Web API Files

o Setting Up OpenText Core Application Security Connect

o Configuring a Dynamic Scan

e Scheduling the Dynamic Scan

o Editing Dynamic Scan Settings for Ongoing and Completed Scans
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1.5.3.1. Preparing the Website for Dynamic
Testing

For all dynamic assessments, make the following preparations to facilitate the testing
process:

o Confirm that the web application and user credentials are functioning before the
assessment. If the web application uses client certificate authentication, contact
support.

o Disable all multi-factor authentication controls for the duration of the testing
window. This includes secondary authentication mechanisms such as SMS
messages, email verifications, CAPTCHA, OATH Tokens, and physical tokens.
Alternatively, the assessment can be performed unauthenticated to evaluate the
security of the application content available to unauthenticated users.

o Complete all functional and performance testing before the assessment and
freeze the application’s code for the duration of the testing window.

e As a standard precaution, OpenTextthe MSP Portal recommends that you back
up all of your data before beginning the testing process. When testing is
complete, restore your data from a backup that is known to be good to avoid any
chance of data corruption.

o Add the OpenText Core Application Security IP addresses to the allow list in
firewalls, IPSs, IDSs, and WAFs to ensure the application can be scanned by the
dynamic testing team. You can obtain the IP addresses from the Dynamic Scan
Setup page in the portal. Adhoc addresses may be used with your consent only
when conditions necessitate it.

e Provide the OpenText Core Application Security IP addresses to your security
operations and network operations teams, so they know not to block the IP
addresses if they see attacks being submitted against the site, which are part of
planned recurring security scanning.

e As long as your website is accessible through the http/https default ports
(80/443), you do not need to open any additional ports for the assessment.

o For internal sites, use OpenText Core Application Security Connect to set up
site-to-site VPN. For more information, see Setting Up Fortify on Demand
Connect.

For dynamic assessments that utilize automation during the scanning process, make
the following preparations:
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o Create workflow macros to run scans as Workflow-Driven Scans. A workflow
macro is a recording of HTTP events when you navigate a Web site using a Web
Macro Recorder tool. You can create workflow macros with OpenText DAST's
Event-based Web Macro Recorder, available on the Tools page in the portal. For
instructions on creating workflow macros, see the OpenText™ Dynamic
Application Security Testing Tools Guide at OpenText DAST Documentation.

» Create login macros for authentication. A login macro is a recording of the
events that occur when you access and log in to a Web site using a Web Macro
Recorder tool. You can create login macros with OpenText DAST's Event-based
Web Macro Recorder, available on the Tools page in the portal. For instructions
on creating login macros, see the OpenText™ Dynamic Application Security
Testing Tools Guide at OpenText DAST Documentation.

Note

If you using the APl and switching from a Dynamic assessment type
to a DAST Automated assessment type, upload the login macro
through the portal before starting the scan.
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1.5.3.2. Preparing Web API Files

If a dynamic assessment includes web API testing, you need to provide project files
with working sample data for proper security testing. Prepare project files according
to the following guidelines.

Note

e If you do not have project files with working sample data, ask your QA and
development teams for assistance in obtaining these files. They usually
have collections of these files for testing web API functions.

REST

e Provide an API definition, such as an OpenAPI document file or URL or Postman
collection file or URL.

Note

Postman environment files are not supported.

* Requests must include valid parameter values to establish the baseline
application behavior.

 If your API requires authentication, provide credentials that will be valid during
the testing period.

o If you are providing a Postman collection, configure authentication in the
Postman collection.

Note

Dynamic authentication is not supported.

o If you are providing an OpenAPI document, provide the credentials on the
Dynamic Scan Setup page.

SOAP

» Provide a Web Service Definition Language (WSDL) file or URL.
e Provide request and response pairs in text or XML format or as a SoapUl project
or Postman collection file.
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* Requests must include valid parameter values to establish the baseline
application behavior.

 If your API requires authentication, provide credentials that will be valid during
the testing period.

 If you are submitting a SoapUI project or Postman collection file, configure
authentication in the project file. You can also provide the information in the
Additional Notes or Additional Documentation fields.

gRPC

o Provide a proto file. If additional imports are needed, they must be combined
with the primary proto file into a "master" proto file. gRPC proto files must be
self-contained. Any imports must be to internally recognized resources and not
to user-generated files. OpenText DAST cannot identify file paths from imported
proto files.

GraphQL

e Provide a GraphQL introspection file or URL. The GraphQL API must have
introspection enabled to download the schema contents for the scan.

Examples
The following examples show project files with working sample data.

Note

Only input parameter values need to be provided—the responses are
shown here for information only.

Example 1 (REST)

The following example shows a RESTful APl endpoint that has been loaded in the
Postman Ul. The endpoint handles authentication for an application. The screen
shows a request with the correct username and password input values (framed in
red) and the response from the application (framed in green).
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Dj Runner Import Builder (i Sign In O ‘ ‘ v
Postman Example
https://reqres.i
Collections - — - )
» https://reqres.infapiflogin Examples (0) v
All
POST httpsi/freqres.in/apiflogin Params Save
Postman Example
3 requests 1 Body ® Tl
GET form-data w-www-form-urlencoded * raw binary  JSON (application/json)
https:/ 1 /apifregister . } .
1 |{"email":"petergklaven”,"password”:"cityslicka"}
https://regres.infapiflogin
Body (9) Status: 2000K  Time: 278 ms
Pretty JSOMN 5 Save Response
1+ {
2 "token”: "QpwlLStked4Pnpja7x”
N

Example 2 (SOAP)

The following example shows a WSDL file that has been loaded in the SOAPUI Ul and
updated with working parameter values. The screen shows four requests with the
correct input values (framed in red) and the corresponding responses from the web
service (framed in green).
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1.5.3.3. Setting Up OpenText Core
Application Security Connect

You can use OpenText Core Application Security Connect to easily set up site-to-site
VPN for dynamic assessments of internally facing web applications. OpenText Core
Application Security Connect implements an OpenVPN server and client configuration
to create secure site-to-site connections. You need to install the OpenVPN client,
available as a Docker container.

The following instructions assume that you have familiarity with installing, configuring,
and using Docker.

To set up OpenText Core Application Security Connect:

1. Pull the OpenText Core Application Security Connect Docker image on Docker
Hub. Access to the Fortify Docker repository requires credentials and is granted
through your Docker ID. To access the Fortify Docker repository, email your
Docker ID to mfi-fortifydocker@opentext.com.

2. Install the Docker container on a Linux x86_64 machine. The machine must meet
the following requirements:

o Minimum supported Docker Engine version: 20.10.17
o Access to the internally facing application

3. (Security Leads) Add a OpenText Core Application Security Connect network in
OpenText Core Application Security. See Adding a OpenText Core Application
Security Connect Network.

4. (Security Leads) Copy the docker command for the network and run it on the
machine before the dynamic scan is scheduled. The following is an example
docker command:

docker run --name fdc client -d \
-e "FDC_ADDRESS=35.155.176.67:443" \
-e "FDC_UNAME=fodconnect username" \
-e "FDC_UPSWD=fodconnect password" \
-e "FDC_PROXY=3128" \
--privileged fortifydocker/fortify-
connect:23.1.0.5.alpine.3.17
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The container ID is returned if the docker command was successful.
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1.5.3.4. Configuring a Dynamic Scan
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After preparing your web application for a dynamic assessment, you need to
complete the Dynamic Scan Setup page. You only need to configure the dynamic
scan settings once per release as the settings are carried over to the next scan. You

can edit settings as needed for subsequent assessments.

Note

Dynamic scan settings prior to 22.4 were saved at the application level.

Save or update existing dynamic scan settings to have them saved at the

release level.

To configure a dynamic scan:

1. Select the Applications view.
Your Applications page appears.
2. Click the name of the application.

The Application Overview page appears.

WebGoat (NET)

Policy Compliance Issues In Production
* CRITICAL HIGH MEDIUM
Al 135 151

view

1 found
SELECT ALL

START SCAN RELEASE COPY STATE SOURCE RELEASE SDLC STATUS POLICY COMPLIANCE # ISSUES

FAIL CRITICAL HIGH MEDIUM

[@PBHOHARE G I

START SCAN D> 54 Production

Releases Search Text

Low

I ¥

Display: 50

STATIC OPENSOURCE DYNAMIC

®

3. Click Start Scan for the release that you want to have assessed and select

Dynamic.

The Dynamic Scan Setup page appears.
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WebGoat (NET) : 5.4

® Dynamic Scan Setup Setup Status: Valid &

Assessment Type

Re 6l

Dynamic Website Assessment v |

~
~

The service level objective (SLO) for This assessment s 3 business day(s) Pacific Stangarg Time
Workflow-Driven Scan (audit only)

/

Use a macre to navigate the application and perform an automated analysis
Dynamic Site URL
D! | http:/izerawebappsecurity com/ |

S5 &

Fortify on Demand assessments will occur from IP ranges and networks: 35.160.133.133/32, 52.15.112.207/32

Entitlement 986 Unit(s) Available

| 5575 - Subscription (6 Units)

v

Time Zone

| (UTC-05:00) Eastern Time (US & Canada) v |

Environment Facing

| External v |

> Scope

> Aurhentication

> Scheduling & Availability
> Additional Derails

4. Complete the required fields. All other fields are optional or set to default values.
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Field Assessment Type Description

Assessment Type
Select the assessment

type. Only assessment
types allowed by the
organization's security
policy are displayed.

The SLO of the
selected assessment
type appears below the
field.

Note

The
Dynamic+
API
assessmen
tis used for
testing a
web API
where a
definition
file is not
available.
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Field Assessment Type Description

Scan Type DAST Automated .
Select the dynamic

scan type:

o Website: this scan
is similar to a
Dynamic Website
scan.

o Workflow-Driven
Scan: this scan is
similar to a
Dynamic Website
scan that utilizes a
workflow macro.

o API: this scan is
similar to a
Dynamic API scan.

Dynamic Site URL ) . .
o All Website types Provide your site's

URL.
o API+
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Field Assessment Type

Workflow-Driven Scan ) )
o Website (Optional)

o DAST Automated:
Workflow-Driven
Scan

This PDF was generated on January 8, 2026

Core Application Security 26.1

Description

A Workflow-Driven
Scan uses the audit
only mode (no
crawling) and is
completely automated.
OpenText DAST audits
only those URLs
recorded in the macro
and does not follow
any hyperlinks
encountered during the
audit.

For the Website
assessment, you need
to select the check box
to run the scan as a
Workflow-Driven Scan.
Upload the workflow
macro (see Preparing
the Website for
Dynamic Testing).
Supported macros are
.webmacro files, Burp
Proxy captures, and
.har files.
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Field Assessment Type Description

Note

The
application
being
scanned
must be
external
facing.
Activity
recorded in
a macro
overrides
other scan
settings.
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Field

Entitlement

This PDF was generated on January 8, 2026

Assessment Type

Core Application Security 26.1

Description

Select the entitlement
that the assessment
will use. The field
displays entitlements
that are valid for the
selected assessment
type, including those
available for purchase.
If the release has an
active subscription,
only options that do not
consume entitlements
are displayed.
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Field Assessment Type Description

Note

Switching
from
Dynamic or
Dynamic+
assessmen
t to DAST
Automated
assessmen
t does not
consume
assessmen
t units.
However,
switching
from DAST
Automated
assessmen
t to another
assessmen
t consumes
the cost of
the new
assessmen
t.

Time Zone .
Select your location's

time zone, which is
used to schedule the
scan's start time.

Environment Facin
g Select whether the site

is internal or external.
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Field

Request False Positive
Removal (optional)

This PDF was generated on January 8, 2026

Assessment Type

DAST Automated

Core Application Security 26.1

Description

Request False Positive Removal @

Select the check box to
request false positive
removal by the testing
team once per
application. This option
is selected by default if
DAST Automated add-
ons are allowed in the
security policy; if it is
not allowed the option
is disabled.

Important

Login
macro
generation
and false
positive
removal are
offered as
an optional
service that
is available
once per
application
and
consumes 1
additional
assessmen
t unit.
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Field Assessment Type Description

Important

If you want
to request
both login
macro
generation
and false
positive
removal,
you must
select both
options
together;
once a
scan that
includes
either
option has
completed,
both
options will
be disabled
for
subsequent
scans.
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Field

Use Fortify on Demand
Connect (optional)

Assessment Type

Core Application Security 26.1

Description

(Optional) If the site is
internal, select the
check box to use

OpenText Core

Application Security
Connect to set up site-
to-site VPN, and then
select the OpenText
Core Application
Security Connect
network that has been
configured for the site.
For more information,
see Setting Up Fortify
on Demand Connect.

Important

A

connection
must be
initialized
between
the VPN
client and
the VPN
server
before
scheduling
the scan.

5. If needed, you can configure additional scan settings in the sections appearing

below the required fields. The sections that are available depend on the
assessment type selected.

Scope (Dynamic Website, Dynamic+ Website, Dynamic+ API)
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To edit the scope of the scan, click Scope and complete the fields as needed.

v Scope

Fortify on Demand may scan the entire host of the designated URL. Other domains and subdomains will not be scanned during the assessment.

@ Scan entire host (snas.nbcuni.com) Restrict scan to URL directory and subdirectories @

W Allow HTTP (:80) and HTTPS (:443)
B Allow form submissions during crawl @

Exclude URLs which contain
+

Include subdomain URLs
+
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Field

Scan entire host (<URL>)

Restrict scan to URL directory and
subdirectories
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Core Application Security 26.1

Description

Select one of the following options:

o Scan entire host (<URL>)

(default): the entire host will be
scanned

Example: Given
https://foo.com/home, the
following URLs will be included:
= https://foo.com/
» https://foo.com/contact-
us.html
» https://foo.com/folder/
» https://foo.com/folder/folde
r2/page.aspx
» https://foo.com/home/folde
r/
= https://foo.com/home/index
.html

Restrict the scan to the URL
directory and subdirectories:
only the directory denoted by the
last slash in the URL and its
subdirectories will be scanned. If
you select this option, make sure
the last slash denotes the
directory to which you want the
scan to be restricted.

Example: Given
https://foo.com/home/, the
following URLs will be excluded:
» https://foo.com/
» https://foo.com/folder/
» https://foo.com/contact-
us.html
» https://foo.com/folder/folde
r2/page.aspx
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Field Description

Allow HTTP (:80) and HTTPS (:443)
Select the check box to allow both

HTTP and HTTPS scanning of the
site (default).

Example: Given
https://foo.com/home, if the Scan
entire host option is selected,
http://foo.com/ and its subdirectories
will be included. If the Restrict scan
to URL directory and subdirectories
option is selected, only
http://foo.com/home and its
subdirectories will be included.

Important

This field is not
applicable for Dynamic
and Dynamic + Website
Assessment assessment

types.
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Field Description

Allow form submissions during crawl
Select the check box to allow form

submissions during the crawl of the
site (default). This uncovers
additional application surface area
that can then be examined for a
more thorough scan.

Not selecting the check box does
not prevent form submissions during
vulnerability checks. Detection of
many critical vulnerabilities, such as
SQL injection and cross-site
scripting, requires form submissions.
To exclude specific web
functionalities from form
submissions, specify those URLS in
the Exclude URLS that contain field.

Important

For Dynamic and
Dynamic + Website
Assessment assessment
types, this field is
disabled and cannot be
modified.

Exclude URLS that contain ) . )
(Optional) Provide a full or partial

URL and click + to exclude URLs
matching the string from being
scanned. Add a new entry for each
string. The field is not case-
sensitive.

Example: https://foo.com/login.html,
login.html
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Field Description

Include URLs ) .
(Optional, Dynamic+

Website, Dynamic Website
assessments) By default, OpenText
Core Application Security does not
scan URLs outside the provided top-
level domain. To audit resources
linked to the Dynamic Site URL
domain, such as subdomains, APls,
and offsite resources, type the

URL and click + . Add a new entry
for each additional URL.

Do not include URLs that are under
the Dynamic Site URL domain, offsite
domains, or third party applications.

Example: Given
https://foo.com/home, valid URLs
include:

o www.foo.com (subdomain)
o APl.aws.com (API)

o authfoo.com/login

o api.foo.com

o api.foo2.com

Scope (Dynamic Website as Workflow-Driven Scan)

To edit the scope of the scan, click Scope. A list of the hosts defined in the
workflow macro appears. Select the hosts that will be scanned.

v Scope

‘When a macro runs it has a number of URLs that it pulls from that may not be obvious when building the macro. For example, each time an advertisment is shown
on a page an external URL is associated with that advertisment. If yvou wanted yvour scan to execute checks against that site you would indicate that host name as an

allowed host below

zerewebappsecuritycom: 80 zerowebappsecurity.com:fs 3

Scope (DAST Automated)
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To edit the scope of the scan, click Scope and complete the fields as needed.

~ Scope
Fortify an Demand may scan the entire host of the designated URL. Cther domains and subdomains will not be scanned during the assessment.
@ Scan entire host (zerowebappsecurity.com) Restrict scan to URL directory and subdirectories @

Exclude URLs which contain

Enable Redundant Page Detection @

Compares the page structure 1o each crawled page to identify and exclude processing of redundant resources.

Scan Policy

Standard

Timebox Scan Duratien (Hours) @

Timeboxing a scan will limit the scanning activity to that duration.
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Field

Scan entire host
(<URL>)

This PDF was generated on January 8, 2026

Scan Type

Core Application Security 26.1

Description

Select one of the

following options:

o Scan entire host
(<URL>) (default):
the entire host will
be scanned

Example: Given
https://foo.com/ho
me, the following
URLs will be
included:
= https://foo.co
m/
= https://foo.co
m/contact-
us.html
= https://foo.co
m/folder/
= https://foo.co
m/folder/folde
r2/page.aspx
= https://foo.co
m/home/folde
r/
= https://foo.co
m/home/index
.html

o Restrict the scan to
the URL directory
and subdirectories:
only the directory
denoted by the last
slash in the URL
and its
subdirectories will
be scanned. If you
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Field Scan Type Description

select this option,
make sure the last
slash denotes the
directory to which
you want the scan
to be restricted.

Restrict scan to URL
directory and
subdirectories

Example: Given
https://foo.com/ho
me/, the following
URLs will be
excluded:
= https://foo.co
m/
= https://foo.co
m/folder/
= https://foo.co
m/contact-
us.html
= https://foo.co
m/folder/folde
r2/page.aspx

This PDF was generated on January 8, 2026 Page 245 of 721



3 opentext" Core Application Security 26.1

Field Scan Type Description

Exclude URLS that

) Website (Optional) Provide a full
contain

or partial URL and click
+ to exclude URLs
matching the string
from being scanned.
Add a new entry for
each string. The field is
not case-sensitive.

Example: https://foo.co
m/login.html, login.html
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Field

Enable Redundant
page detection

This PDF was generated on January 8, 2026

Scan Type

o Website

o Workflow-Driven

Scan

Core Application Security 26.1

Description

Select the check box to
enable comparison of
page structure to
determine the level of
similarity, allowing the
sensor to identify and
exclude processing of
redundant resources.

Important

Redundant
page
detection
works in
the crawl
portion of
the scan. If
the audit
introduces
a session
that would
be
redundant,
the session
will not be
excluded
from the
scan.
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Field

Scan Policy
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Scan Type

Policies differ by scan
type

Core Application Security 26.1

Description

Select the policy
(collection of
vulnerability checks
and attack
methodologies that the
sensor deploys against
a Web application):

Standard: A standard
scan includes an
automated crawl of the
server and performs
checks for known and
unknown vulnerabilities
such as SQL Injection
and Cross-Site
Scripting as well as
poor error handling and
weak SSL configuration
at the web server, web
application server, and
web application layers.

Criticals and Highs:
Use the Criticals and
Highs policy to quickly
scan your web
applications for the
most urgent and
pressing vulnerabilities
while not endangering
production servers.
This policy checks for
SQL Injection, Cross-
Site Scripting, and
other critical and high
severity vulnerabilities.
It does not contain
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Field
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Scan Type

Core Application Security 26.1

Description

checks that may write
data to databases or
create denial-of-
service conditions, and
is safe to run against
production servers.

Passive Scan: The
Passive Scan policy
scans an application
for vulnerabilities
detectable without
active exploitation,
making it safe to run
against production
servers. Vulnerabilities
detected by this policy
include issues of path
disclosure, error
messages, and others
of a similar nature.

Api: The API policy
contains checks that
target various issues
relevant to an API
security assessment.
This includes various
injection attacks,
transport layer security,
and privacy violation,
but does not include
checks to detect client-
side issues and attack
surface discovery such
as directory
enumeration or backup
file search checks. All
vulnerabilities detected
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Field Scan Type
Timebox Scan Duration o Website
(Hours)

o API

Core Application Security 26.1

Description

by this policy may be
directly targeted by an
attacker. This policy is
not intended for
scanning applications
that consume Web
APIs.

Specify the maximum
duration of the scan. If
the scan is not
completed at the end
of the specified
duration, the scan is
terminated and partial
results are available. If
the scan is completed
during the specified
duration, then complete
results are available.
Incremental scanning is
not supported.

Authentication (Dynamic Website, Dynamic+ Website, Dynamic Manual,

Dynamic+ API, Dynamic+, DAST Manual)

To edit the authentication settings, click Authentication and complete the fields

as needed.

Note

Saved values in the passwords fields are obfuscated once the

settings.
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v Authentication
B Forms Authentication Required
Primary Username Primary Password
Secondary Username Secondary Password
Username 3 Password 3

This PDF was generated on January 8, 2026
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Role
)

Role
@

Role
@

Page 251 of 721


file:///builds/docops/pip/pi-wip-pdfgenerator/generated/User_Guide.html
file:///builds/docops/pip/pi-wip-pdfgenerator/generated/User_Guide.html

m opentext- Core Application Security 26.1

Field Description

Form Authentication Required ) )
(Optional) Select the check box if

form authentication is required.
Provide user names and passwords
for at least two users.

Note

9 For authentication during
Dynamic+ Assessment
and
Dynamic Manual Assess
ment, you can provide
three additional user
names, passwords and
roles. To provide
additional user names,
passwords and roles,
click plus at the bottom
of the form. Role is an
optional field which can
accept up to 32
characters.
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Field

Network Required
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Core Application Security 26.1

Description

Important

Make preparations so
that the user credentials
remain valid for the scan
duration, such as
increasing the password
expiration duration. The
scan will be canceled if
site authentication fails.

Specifying the same
credentials for multiple
concurrently active
scans might lead to
delays or inaccurate
results (due to account
lockout, password
changes, or other
events). To avoid this
issue, make sure that
scans that are active at
the same time have
distinct credentials.

If available, select the Generate
unique authentication check box if
self-registration is required.

(Optional) Select the check box if
network authentication is required.
Provide a username and password.
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Field Description

Additional Authentication

. (Optional) Select the check box if
Instructions

additional authentication is required,
such as an account number or tenant
code, and type instructions.

Important

OpenText Core
Application Security
does not support multi-
factor authentication.
Examples include
authentication controls
involving SMS
messages, email
verifications, CAPTCHA,
OATH Tokens, and
physical tokens.

Authentication (DAST Automated)

To edit the authentication settings, click Authentication and complete the fields
as needed.

Note

Saved values in the passwords fields are obfuscated. You can clear
password fields and provide new values if needed.
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v Authentication ®
B Use Site Authentication
@

Request Login macro creation

Login macros provide access o protected locations of yvour application. Therefore using a login macro is highly recommended to increase the coverage of your scan.

Please Upload your Login Macra File

[ -]

E Use Network Authentication

Authentication Type

Basic

Metwork Usernams Metwark Password
‘ ‘ 2

This PDF was generated on January 8, 2026 Page 255 of 721


file:///builds/docops/pip/pi-wip-pdfgenerator/generated/User_Guide.html
file:///builds/docops/pip/pi-wip-pdfgenerator/generated/User_Guide.html

3 opentext" Core Application Security 26.1

Field Scan Type Description

Use Site Authentication @ Website )
(Optional) Select the

check box if site
authentication is
required. Upload the
login macro (see
Preparing the Website
for Dynamic Testing).
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Scan Type
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Description

Important

Make
preparation
s so that
the user
credentials
remain
valid for the
scan
duration,
such as
increasing
the
password
expiration
duration.
The scan
will be
canceled if
site
authenticati
on fails.

Specifying
the same
credentials
for multiple
concurrentl
y active
scans
might lead
to delays or
inaccurate
results (due
to account
lockout,
password
changes, or
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Field Scan Type Description

other
events). To
avoid this
issue, make
sure that
scans that
are active
at the same
time have
distinct
credentials.
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Field

Request Login macro
creation
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Scan Type

Website

Core Application Security 26.1

Description

Select the check box to
request generation of a
login macro by the
testing team once per
application. Upon scan
completion, the login
macro will be available
for download on the
Scans page. This
option is selected by
default if DAST
Automated add-ons are
allowed in the security
policy; if it is not
allowed the option is
disabled.

Important

Login
macro
generation
and false
positive
removal are
offered as
an optional
service that
is available
once per
application
and
consumes 1
additional
assessmen
t unit.
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Field Scan Type Description

Important

If you want
to request
both login
macro
generation
and false
positive
removal,
you must
select both
options
together;
upon
completion
of a scan
that
includes
either
option,
both
options will
be disabled
for
subsequent
scans.
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Field Scan Type Description

Use Network

Authentication (Optional) Select the

check box if network
authentication is
required. Provide the
authentication type,
username, and
password.

Note

The scan
will be
canceled if
network
authenticati
on fails.

APIs (DAST Automated: API)

To add instructions for scanning web APIs utilized by the site, click APIs. For
information on preparing web API project files suitable for automated testing, see
Preparing Web API Files.

v APls
@

To help ensure guality results and avoid paused scans, please review the detailed instructions for APl assessments.

APl Type

(Choose One) hd

Select the API definition type in the API Type field: Postman Collection,
OpenAPL

Note

OpenAPI Specification versions 2.0 and 3.0 are supported.

Perform the relevant task based on your API definition type:
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API Definition Type Procedure

Postman .
Click ... and browse to and select the

Postman collection file. The JSON
file format is accepted. If a file
already exists, you can use the
existing file or upload a new file.
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API Definition Type

Postman Collection (URL)
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Core Application Security 26.1

Procedure

1. Provide the Postman collection

URL.

. If authentication is needed to

access the URL, provide the
header name in the Header
Name and the credentials in
Header Value fields. For
example, provide

Authorization in Header Name
and Bearer <token> in Header
Value. Not that this is separate
from the credentials used to
authenticate requests.

Examples:
X-API|-Key: <apikey>
Authorization: <apikey>

Authorization: Bearer <token>

Note

If the credentials are
passed as a query
parameter, include it
in the URL.
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API Definition Type Procedure

OpenAPI Select File or URL to the OpenAPI
specification and perform the
relevant task based on your
selection.

File

o Click ... and browse to and select
the OpenAPI document file. The
JSON file format is accepted. If a
file already exists, you can use
the existing file or upload a new
file.

o If the API requires authentication,
provide the API key value in the
API Key field.

Note

The supported
security scheme is
API key. Multiple API
keys in requests are
not supported.
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API Definition Type Procedure

URL to the OpenAPI specification

o Provide the OpenAPIl document
URL.

o If the API requires authentication,
provide the API key value in the
API Key field.

Note

The supported
security scheme is
APl key. Multiple API
keys in requests are
not supported.

In the Additional Instructions field, provide additional instructions.
APIs (Dynamic API, Dynamic API+, DAST Manual)

For information on preparing web API project files suitable for automated testing,
see Preparing Web API Files.

To add instructions for scanning web APIs utilized by the site, click APIs.
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v APls

To help ensure quality results and avoid paused scans, please review the detailed instructions for APl assessments. ®
B APls

AP Type

Postman

Please upload your Postman files

Postman collection (workflow) file is mandatory to continue.

Select File Type

Workflow v E

Additional Instructions

Describe required headers, tokens, authentication mechanisms, ete.

Select the API definition type in the API Type field: SOAP, REST, Postman.

Perform the relevant task based on your API definition type:
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API Definition Type Procedure

SOAP . .
o Upload a WSDL file that contains

working sample data. The JSON,
WSDL, TXT, and XML file formats
are accepted.

o (Optional) In the Additional
Instructions field, provide
additional instructions, such as
required headers, tokens, or
authentication mechanisms.

o (Optional) Provide the username
and password or API key and
password.

REST o
o Upload an API definition file that

contains working sample data.
The JSON, WSDL, TXT, and XML
file formats are accepted.

o (Optional) In the Additional
Instructions field, provide
additional instructions, such as
required headers, tokens, or
authentication mechanisms.

o (Optional) Provide the username
and password or APl key and
password.
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API Definition Type Procedure

Postman o Upload an API definition file that
contains working sample data.
The JSON, WSDL, TXT, and XML
file formats are accepted.

o In the Select File Type field,
select the file type as either
Workflow, Auth, Environement or
Globals. The workflow file is
mandatory, while the other file
types are optional.

o (Optional) In the Additional
Instructions field, provide
additional instructions, such as
required headers, tokens, or
authentication mechanisms.

o (Optional) Provide the username
and password or API key and
password.

Scheduling & Availability (Dynamic Website, Dynamic+ Website, Dynamic API,
Dynamic+ API)

To edit the scan frequency and site availability settings, click Scheduling &
Availability and complete the fields as needed.

v Scheduling & Availability

Repest Frequency ()

(Do not repeat) w

Site Availability

DAY ALL DAY MIDNIGHT TO 4AM &AM TO BAM BAMTO 12PM 12PM TO 4PM 4PM TO 8PM 8PM TO MIDNIGHT
Sunday [ |
Monday u
day [ |
Wednesday [ |
hursday u
Friday [ ]
Saturday u
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Field

Repeat Frequency

This PDF was generated on January 8, 2026

Core Application Security 26.1

Description

Select the scan's repeat frequency:
Do not repeat (default), 2 weeks, 1
month, 2 months, 3 months, 4
months, 6 months, 12 months. If you
are requesting a single scan, keep
the default value.

Scheduled recurring scans are
automated and subjected to the
following stipulations:

o Scheduling of a scan occurs
seven days before the calculated
scan date, which is determined
by the start date of the previous
scan and the repeat frequency.
For example, if a monthly
scheduled scan starts on the 5th
of the month, the next scan will
be scheduled for the 5th of the
next month.

o The entitlement is deducted at
the time of scheduling.

o A scan will only be scheduled if a
valid entitlement for the selected
assessment type exists at the
time of the scheduling.

o If a scan is canceled, no further
scans will be scheduled.

o If a scanis still in progress when
the next scan is to be scheduled,
OpenText Core Application
Security will attempt once a day
to reschedule the next scan until
the scan date has passed. For
example, if a monthly scheduled
scan that starts on the 5th of the
month is still in progress by the
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Field

Site Availability

Core Application Security 26.1

Description

5th of the next month, the next
rescheduling attempt will take
place seven days before the 5th
of the month after that.

Select the check boxes to indicate
when the environment is available for
testing. Use the local time of the time
zone specified above. You must
provide a minimum of a four hour
window of availability during the
week.

Note

Site availability
restrictions can have a
significant effect on the
turnaround time. For
example, you can expect
a potential doubling of
the testing window if you
restrict the testing times
to half the day. Contact
support for more
information if you have
site availability
constraints.

Additional Details (Dynamic Website, Dynamic+ Website, Dynamic+ API)

To add additional details about the scan, click Additional Details.
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v Additional Details

Concurrent Request Threads ®
® Standard Limited

Additional Notes

Adding additional notes or files requires manual review and leads to longer turnaround times.

Additional Documentation

-]

Upload additional documentation/information (30MB limit)

Uploaded Files

There are no items to display.
Request pre-assessment conference call

This feature will no longer be offered starting in release 26.1
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Field

Concurrent request threads

Additional Notes
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Core Application Security 26.1

Description

Select the number of concurrent
requests that will be used for the
scan:

o Standard (default): 5 crawl
requestor threads, 10 audit
requestor threads, 20 second
request timeout

o Limited: 2 crawl requestor
threads, 3 audit requestor
threads, 5 second request
timeout

Selecting the Limited option will
reduce the scan load but will also
cause the scan to take longer than
the standard SLO.

(Optional) Type additional
information that the testing team
needs to know before starting the
assessment.

Note

9 Free form exclusions and
whitelist notes have been
migrated to this field.
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Field

Additional Documentation

Generate WAF Virtual Patch
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Core Application Security 26.1

Description

(Optional) Upload documentation (30
MB limit) that facilitates testing of the
application. Uploaded files appear in
the Uploaded Files section below.
You can also download files that
were previously submitted for
dynamic assessments.

Supported file types: DOC, DOCX,
PPT, TXT, PDF, PPTX, ZIP, XLS,
XLSX, CSV.

Note

Contact support to
enable the WAF feature.

(Optional) Select the checkbox to
generate an export of vulnerabilities
to a web application firewall (WAF).
The export is an XML file and is
compatible with the following WAFs:
Imperva and F5. Once the
assessment is complete, you can
download the file on the Scans page
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Field Description

Request pre-assessment conference = (Optional, Dynamic Premium and

call Dynamic+ assessments) Select the
check box to request a pre-
assessment conference call. The
check box is cleared after the
assessment is completed.

Note

You cannot request a
pre-assessment
conference call for a
scan scheduled within 72
hours.

This feature is
deprecated for 25.4
version and will not be
available starting from
26.1 version.

6. Once you have configured the scan settings, click Save.
o If the form is complete, the Setup Status is marked as Valid.

o If the form is incomplete, the Setup Status is marked as Incomplete. A list
of the issues appears at the top of the page. You can hover over the x icon
next to Setup Status to display the list.
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1.5.3.5. Scheduling the Dynamic Scan

Once you have prepared your web application and configured the dynamic scan
settings, you can schedule the dynamic scan. You can have one in progress dynamic
scan across all releases of an application.

To schedule a dynamic scan:

1. Click Start Scan.

Note

If the application has an active dynamic scan, you are blocked from
starting another scan.

The Start Dynamic Scan window opens, displaying the current time and time
zone.

Start Dynamic Scan - http://zero.webappsecurity.com/ X

Start Date

Start Date

2017/11/10 fi:06 am

Site Accessibility

< November 2017 >
Summary

Su Mo Tu We Th Fr Sa
1 2

(1]
i

5 ] 7 8 ¢ 1 n
2 13 1% 13 1B 1718
1?20 21 22 23 24 25
26 27 28 29 30

Time :06 am

Hour Tlam W

Minute 06 v
NOW DONE

NEXT

2. Click the Start Date field.

Click Now to schedule a scan immediately or use the calendar to select a start
date and time, then click Done.
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3. Click Next.

Core Application Security 26.1

Site accessibility check results appear. The site accessibility check looks for the

following criteria:
o The URL resolves.

o The DNS of the hostname resolves.

o OpenText Core Application Security receives a valid HTTP response.

o The server returns a valid response (the status code is listed).

o The final URL, if there are any redirects, is within the target domain (the

final URL is listed).

o Whether the application has limited or complex application functionality

(such as links , forms, or scripts).

o Whether updated credentials were provided if authentication is required.

Start Dynamic Scan - http://zero.webappsecurity.com/

Application accessibility test complete, @

~ Start Date
(©) valid URL format

Site Accessibility @
Valid host

Summa
v @ Valid HTTP response

@ Received 200 OK response
Status Code: 200 - OK

@ Valid final URL within target domain
Final URL: http://zero.webappsecurity.com:80/

@ Application functionality detected

BACK

NEXT

X

Resolve any issues before starting your scan in order to prevent the scan from

being paused.
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Note

Core Application Security 26.1

The site accessibility check is available for website scans (with the
exception of sites accessed through VPN).

4. Click Next.

A summary of the dynamic scan setup values appears.

~ Start Date
+ Sife Accessibility

Summary

Start Dynamic Scan - http://zero.webappsecurity.com/

LA TR I TP Tpe T Ty

Mo

Time Zone
(UTC-05:00) Eastern Time (US & Canada)

Environment Facing
External

Scope

Restrict to Directory and Subdirectories
Mo

Allow HTTP (:80) and HTTPS (:443)
Yes

Allow form submissions
Yes

Exclusions
Mo

Scheduling & Availability

Repeat Frequency
(Do not repeat)

Availability
Always

Additional Details

WAF Virtual Patch
Mo

Pre-Assessment Call
Mo

Assessment Notes
(None)

By starfing this assessment, you acknowledge authorization to perform a security assessment of the application.

BACK START SCAN

5. Review the summary. If necessary, click Back and make any corrections. If the
values are correct, click Start Scan.

You are redirected to Release Scans page; your new scan has a Scheduled
status. The scan will begin at your scheduled time. If you schedule recurring
scans, the release will be scanned at the intervals you defined until you update
your dynamics scan settings.

Related Topics

In addition to using the portal, you can submit a dynamic assessment using the

following methods:
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» Build server integration tools: Fortify Azure DevOps Extension, OpenText Core
Application Security Jenkins Plugin. For more information, see CICD Tool.

e OpenText Core Application Security API. For more information, see OpenText
Core Application Security API.
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1.5.3.6. Editing Dynamic Scan Settings for
Ongoing and Completed Scans

You can edit dynamic scan settings for scheduled scans that have not been started
and paused scans. If you need to edit scan settings for an in progress scan, create a
Help Center ticket to have the scan paused. The testing team will respond to the
ticket.

The following fields cannot be edited after a dynamic scan has been scheduled:
o Assessment Type. Cancel the scan to edit the field.

« Dynamic Site URL. If the release does not have a completed scan, cancel the
scan to edit the field. Otherwise, the field is locked.

In addition, upon successful completion of a dynamic scan, the following fields are
set to values from the completed scan and locked for editing:

e Dynamic Site URL

e Scan Type

 All fields in the Scope section (except for DAST Automated scans)
o Workflow-Driven Scan fields

« All fields in the Authentication section, with the exception of username and
password fields.

« All fields in the APIs section, with the exception of username and password
fields and uploaded project files.

To edit these fields, create another release using the copy state feature and
reconfigure scan settings.
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Note

If you are switching from a Dynamic assessment type to a

DAST Automated assessment type, you can edit dynamic scan settings.
The DAST Automated scan settings must match the Dynamic assessment
scan settings. For example, if the release's original assessment type was
Dynamic Website, the new assessment type must be DAST Automated
Website.

If your API definition type is a GraphQL URL, switching from Dynamic API
to DAST Automated is supported only through the portal.
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1.5.4. Mobile Assessments

A mobile assessment tests a mobile application. It offers security testing across the
client, the network, and the backend server. OpenText Core Application Security
supports the following platforms: Android, iOS.

This section contains the following topics:

e Supported Platforms and Operating Systems

e Preparing Mobile Assessment Files

e Preparing the Backend for Mobile Testing

e Configuring a Mobile Scan

e Scheduling the Mobile Scan

» Editing Mobile Scan Settings for an Ongoing Scan
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1.5.4.1. Supported Platforms and
Operating Systems
Hardware Platforms

OpenText Core Application Security supports the following hardware platforms:

. Mobile+
Mobile

Phone (small format) N/A Yes
Tablet (large format) N/A Yes

Yes
SIM/cellular service N/A

No
Hardware type (Apple N/A

Watch, Samsung Galaxy)

Operating Systems and Architectures

OpenText Core Application Security supports the following operating systems and
native architectures:
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Minimum iOS version
( MinimumQOSVersion )

Native iOS architecture

Minimum Android
version

( android:minSdkVersio
n)

Native Android
architecture

This PDF was generated on January 8, 2026

Mobile

N/A

ARMv7, ARM64

N/A

ARMv7, ARM64

Core Application Security 26.1

Mobile+

Up to 17.6

ARMv7, ARM64

Up to 32 (Android 12)

ARMv7, ARM64
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1.5.4.2. Preparing Mobile Assessment
Files

The first step in a mobile assessment is to prepare your mobile application's binary
file for upload to OpenText Core Application Security. To ensure an effective analysis
of the mobile application, prepare your files according to the instructions that are
provided for the framework of the mobile application.

This section contains the following topics:

e Preparing Android Application Files (Binary)
» Preparing iOS Application Files (Binary)
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1.5.4.2.1. Preparing Android Application
Files (Binary)

For Android applications, prepare your application's binary (.aab or .apk) file
according to the following instructions:

o Make sure the application does not require MDM features.

e Provide the binary file in its entirety. Since only the submitted file is tested,
features that require application updates are not supported.

« For assessments that include on-device testing (Mobile+), make sure that the
submitted application can be installed and run on a physical device.

o To facilitate testing for Mobile+ assessments, disable any root detection,
application tampering, or certificate pinning mechanisms. Leaving in these
features might result in testing limitations that impact scan coverage.

o Mobile+ assessment of AAB files supports dynamic feature modules that have
<dist:fusing dist:include="true" /> specified in the manifest.

Important

. If you are submitting a subsequent scan of an application, either as a
remediation scan or as a new scan, OpenTextthe MSP Portal
recommends keeping the application identifier (the package name)
consistent in order to preserve the integrity of issue tracking
between scans. The application identifier is used to calculate issue
identifiers that track unique issues. Changing the application
identifier between scans will result in many pre-existing issues
showing up as “New" instead of “Existing” in the scan results.

Related Topics:

For information on uploading Android files for static assessments, see Preparing
Android Application Files (Source Code).
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1.5.4.2.2. Preparing iOS Application Files
(Binary)

For iOS applications, prepare your application's binary (.ipa) file according to the
following instructions.

« For assessment that include on-device testing (Mobile+), make sure that the
submitted application can be installed and run on a physical device.

« To facilitate testing for Mobile+ assessments, disable any application tampering or
certificate pinning mechanisms. Leaving in these features might result in testing
limitations that impact scan coverage.

e Make sure the application does not require MDM features.

o Export the application for submittal using the following supported distribution
types:

o App Store submittal (the IPA must contain executable code, so make sure the
Include bitcode checkbox is cleared when exporting the application)
o Ad Hoc

Note
Enter admonition content here...

o Enterprise
o Development

Important
The following distribution types are NOT supported:

o |PA download from the App Store. The IPA is encrypted to the
user who downloaded it.

o App Store submittal with the "Include bitcode" setting. The IPA
does not contain executable code.

Since only the submitted file is tested, features that require application updates
are not supported.
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Note

» |f you are submitting a subsequent scan of an application, either as a
remediation scan or as a scan of a new version, OpenTextthe MSP
Portal recommends keeping the application identifier (the bundle
identifier) consistent in order to preserve the integrity of issue
tracking between scans. The application identifier is used to calculate
issue identifiers that track unique issues. Changing the appllcatlon
identifier between scans will result in many pre- existing issues
showing up as “New" instead of “Existing” in the scan results.

» Before the IPA is installed on a device, it is re-signed to add the
entitlements required for the security assessment and to ensure it can
be installed on our test devices. This re-signing process may remove
entitlements needed for certain app functionalities or trigger security
mechanisms related to application integrity. The MAST team maintains
and evolves several techniques to mitigate issues caused by re-
signing. If critical application functionality continues to be affected,
the scan may be paused while we investigate and recommend
solutions or workarounds.

Related Topics:

For information on preparing iOS source code files for upload, see Preparing iOS
Application Files (Source Code).
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1.5.4.3. Preparing the Backend for Mobile
Testing

For mobile assessments that include backend, web application testing, make the
following preparations to facilitate the testing process:

o Confirm that your web application and/or user credentials are functioning before
the assessment.

o Complete all functional and performance testing before the assessment and
freeze your application’s code for the duration of the security test engagement.

e As a standard precaution, OpenText recommends that you back up all of your
data before beginning the testing process. When testing is complete, restore
your data from a backup that is known to be good to avoid any chance of data
corruption.

o The web application must be publicly accessible. OpenText Core Application
Security does not support scanning over VPNs.

o Add the OpenText Core Application Security IP addresses to the allow list in
firewalls, IPS, IDS and WAFs to ensure the application can be scanned by the
mobile testing team. You can obtain the IP addresses from the Mobile Scan
Setup page in the portal. Adhoc addresses may be used with your consent only
when conditions necessitate it.

e Provide the OpenText Core Application Security IP addresses to your security
operations and network operations teams, so they know not to block the IP
addresses if they see attacks being submitted against the site, which are part of
planned recurring security scanning.

Note

e As long as your website is accessible through the http/https default ports
(80/443), you do not need to open any additional ports for the
assessment.
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1.5.4.4. Configuring a Mobile Scan

If this is the first time you are submitting a mobile assessment for a release, you need
to complete the Mobile Scan Setup page. You only need to complete the page once
per release as the settings are carried over to the next scan. You can edit settings as

needed for subsequent assessments.

To set up a mobile scan:
1. Select the Applications view.
Your Applications page appears.

2. Click the name of the application.

The Application Overview page appears.

iGoat Android (JAVA)

@ Policy Compliance Issues In Production
@ * CRITICAL HIGH
o  m
VIEW
O
p@ Releases
{é‘? 1 found
8‘" START SCAN RELEASE SDLCSTATUS POLICY COMPLIANCE
E] - —
STARTSCAN D> 2.4 Production

MEDIUM

HIGH MEDIUM Low @ @

Security Status

Low APP DEFENDER

- I v

Display: 50

#ISSUES STATIC MOBILE LAST COMPLETED

2016/05/13

3. Click Start Scan for the release that you want to have assessed and select Mobile

from the menu.
START SCAN [> 24
<> Static

B Mobile

The Mobile Scan Setup page appears.

iGoat Android (JAVA) - 2.4 [}

Setup Status: Incomplete &

1000 Unit(s) Available

Time Zone

@ (/) Mobile Scan Setup ©
@ Define Mobile Application Details
@ Assessment Type
<
Entitlement
Q | {Choose One)
P@ Framework Type
@ | Android

| (UTC-08:00) Padific Time (US & Canada) = |

Audit Preference

| (Chagse One)

Appiication Platform
M Tablet  Phone
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4. Complete the fields as needed. Fields are required, unless otherwise noted.
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Field Description

Assessment Type
Select the assessment type. Only

assessment types allowed by the
organization's security policy are
displayed.

The SLO of the selected assessment
type appears below the field.

Entitlement Select the entitlement that the
assessment will use. The field
displays entitlements that are valid
for the selected assessment type,
including those available for
purchase. If the release has an active
subscription, only options that do not
consume entitlements are displayed.

Framework Type . . .
Select the mobile OS: i0S, Android,

Windows (Premium assessments
only)

Time Zone .
Select your location's time zone,

which is used to schedule the scan's
start time.
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Field Description

Audit Preference .
Select the audit preference. The

value is fixed at Manual for Mobile
Standard, Mobile Premium, and
Mobile+ assessments.

Automatically publish (no audit) -
The scan results are automatically
published upon scan completion.

Manual - The scan results are
reviewed by auditors before being
published.

Application Platform . L
(Optional) Select your application's

preferred platform: Phone and/or
Tablet

5. If needed, you can configure additional scan settings in the sections appearing
below the required fields. The sections that are available depend on the
assessment type selected.

Authentication (Mobile Standard, Mobile Premium, and Mobile+)

To edit the authentication settings, complete the fields as needed in the
Authentication section.

Authentication

Authentication Required
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Field Description

Authentication ) )
(Optional) Select the check box if

authentication is required and enter
user names and passwords of at
least two users. To add more
credentials, use the Add additional
[...] notes field at the bottom of this
form.

Important

Specifying the same
credentials for multiple
concurrently active
scans might lead to
delays or inaccurate
results (due to account
lockout, password
changes, or other
events). For example,
you might schedule
scans for the Android
and iOS versions of an
app at the same time. To
avoid this issue, make
sure that scans that are
active at the same time
have distinct credentials.

Multi-Factor Authentication (Optional) Select the check box if
multi-factor authentication is
required and specify the details of
your multi-factor authentication.

APIs (Mobile Standard, Mobile Premium, and Mobile+)

To add details about web APIs, complete the fields as needed in the APIs
section.
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Web Services

W Access to Web Services

Exclusions

Example URL: mail google.com, Example Mote: The shopping cart checkout function connects to the production servers. Please do not test.

Web service scanning is limited to first parry controlled sites. Third party endpoints (such as Salesforce or Google Analytice) will not be tested without written approval from the endpoint
owners.
Faortify on Demand assessments will occur from IP ranges and networks: 15.0.0.0/8, 16.0.0.0/8, 174,137 32.22/32. £273.140.103/32, 6275.140.104/32

Environment Availability

DAY ALL DAY MIDNIGHT TO 4AM 4AM TO 8BAM B8AMTO 12PM 12PM TO 4PM 4PM TO 8PM BPMTO
Sunday ] H| |H| [N [m H| |H| [N [m H| |H| N N H| |H||H||m H| |H| N |m u
Monday u LI IR IRL! LI IR IRL! LI IBLIRL LIBLIRL IR LIBL IR IRL u
Tuesday ] H| |H||H| = M| |W| (W] || LI IRLInL] M| (W |m] W M| (W |m] | u
Wednesday [ ] LIRLIRLIRL] LIRLIRLIRL] LI IBLIRL LIBLIRL IR LNl IRL INL u
Thursday ] H| |H| |H]||m H| |H| |H]||m H| |H| NN H| |H||H||m H| |H||H||m u
Friday ] LIRLIRLINL ! LIRLIRLINL ! LIRL IRl Nl L IRl IRL INL ! LI IRL INL ||
Saturday ] H| |H| [N [m H| |H| [N [m H| |H| |H| |m H| |H||H||® H| |H||H||m ||

< >

Fortify on Demand can work according to your sites availability restrictions. However, decreasing the scan window will cause the scan 1o take longer than the typical SLA
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Field

Access to APIs

Exclusions

Environment Availability

This PDF was generated on January 8, 2026

Core Application Security 26.1

Description

(Optional) Select the check box to
allow OpenText Core Application
Security to scan web APIs utilized by
the application.

(Optional) List websites, backend
web services, web APIs, or internal
services the application talks to via
HTTP/HTTPS that are to be excluded
during the scan. This gives the
testing team the correct context and
boundaries for conducting the scan;
domains not excluded that are
discovered may be classified as
vulnerabilities.

Select the check boxes to indicate
when the environment is available for
testing. Use the local time of the time
zone you specified above.

Pausing and resuming testing causes
the scan to take longer than the
standard SLA typically allocated for a
scan. Contact the support team for
more information if you have site
availability constraints.

Note

Application modifications
during blackout periods
introduce uncertainty in
the findings.
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Additional Documentation (Mobile Standard, Mobile Premium, and Mobile+)

To add additional details about the scan, complete the fields as needed in the
Additional Documentation section.

Additional Documentation

Upload Additional documentation/information (30MB imit)

Add additional application and assessment notes

List any special requirements for tesfing this application such as: requires sim card, requires a working phone number, location restrictions, certificate pinning
details, rootfjailbreak enforcement, etc.

Request pre-assessment conference call

This feature will no longer be offered starting in release 26.1

Uploaded Files

Name Created

There are no items to display.

[ Start Scan
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Field

Upload additional
documentation/information (30MB
limit)

Add additional application and
assessment notes

Request pre-assessment conference
call

Core Application Security 26.1

Description

(Optional) Upload documentation (30
MB limit) that facilitates testing of the
application. Uploaded files are
displayed in the Uploaded Files
section below.

Supported File types: DOC, DOCX,
PPT, TXT, PDF, PPTX, ZIP, XLS,
XLSX, CSV.

(Optional) Add any more information
that the testing team needs to know
to successfully build your
application.

(Optional, Premium and Mobile+
assessments only) Select the check
box to request a pre-assessment
conference call. The check box is
cleared after the assessment is
completed.

Note

e You cannot request a
pre-assessment
conference call for a
scan scheduled within 72
hours.

This feature is
deprecated for 25.4
version and will not be
available starting from
26.1 version.

6. When you have completed the Mobile Scan Setup page, click Save.

o If the form is complete, the Setup Status is marked as Valid.
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o If the form is incomplete, the Setup Status is marked as Incomplete. A list
of the issues appears at the top of the page. You can also hover over the x
icon next to Setup Status to display the list.

Next Step:

Scheduling the Mobile Scan
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1.5.4.5. Scheduling the Mobile Scan

Once you have prepared your mobile application and configured the mobile scan
settings, you can upload the payload and schedule the mobile scan. You can have
one in progress mobile scan across all releases of an application.

To schedule a mobile scan:

1. Click Start Scan.

Note

If the application has an active mobile scan, you are blocked from
starting another scan.

The Start Mobile Scan window opens.

Start Mobile Scan X

Start Date

SEeaDs 2024/01/24 01:28 am

Select Binary
(UTC-05:00) Eastern Time (US & Canada)
Payload Yalidation

Summary

NEXT

2. Click the Start Date field.

Click Now to schedule a scan immediately or use the calendar to select a start
date and time, then click Done.
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Note

This step only applies to mobile scans that include backend testing.

3. Click Next.

The Select Binary page appears.

Start Mobile Scan X

Upload Android Binary (.apk, .aab)

Select Binary

Please ensure the binary file does not indude roct/jailbreak detection or certificate pinning. Binaries without these mitigations
Payload Yalidation )

remowved will see reduced scan coverage.

Summary

BACK

4. Click ... and navigate to and select your binary file.

Note

The Override Payload Validation check box appears for payloads
greater than 500 MB. Select the Override Payload Validation check
box to skip the mobile payload validation.

Owerride Payload Validation

BACK NEXT

5. Click Next.
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Payload validation results appear. Payload validation looks for the following
criteria:

o The payload is a valid zip archive. (Mobile, Mobile+)

o The payload is a valid application format. (Mobile, Mobile+)
o The application supports standard device formats. (Mobile+)
o The application supports required architectures. (Mobile+)

o The application targets a supported minimum operating system version.
(Mobile+)

o The iOS application's bundle executable contains executable code.
(Mobile+)

o The IOS application's bundle executable is unencrypted. (Mobile+)

o The iOS application's bundle executable runs on a physical device.
(Mobile+)

Start Mobile Scan X

Payload validation fest result @

~ Start Date
@The payload is 3 valid zip archive.

~" Select Binary
@The payload is a valid application format: apk.

Paylead Validation
@ The application supports standard formats: Phane, Tablet.

Summary
@The application supports required architectures: armbé-vBa, armeabi-v7a.

@The application targets a supported minimum OS version: SDK 15.

BACK NEXT

OpenText The MSP Portal recommends resolving any issues before starting your
scan in order to prevent the scan from being canceled. In some cases, the
testing team can proceed with the scan in spite of validation failures. Select
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Override validation failures to continue to the next step. For more information
on overriding validation failures, contact support.

6. Click Next.

The Summary page appears.

Start Mobile Scan

v Start Date
v Select Binary
v Payload Validation

Summary

Scan Details

Start Date
2024/01/24 01:28:47 AM

Time Zone
(UTC-05:00) Eastern Time (US & Canada)

Assessment Type

Mobile+ Assessment

The service level objective (SLO) for this assessment is 3 business day(s) Pacific Standard Time (3
Remediation Scan

MNo

Application Details
Framework Type
Android

Application Platform
Phone & Tablet Application

Authentication Required
No

By starting this assessment, you acknowledge authorization to perform 3 security assessment of the application.

BACK START SCAN

7. Review the summary. If necessary, click Back and make any corrections. If the
values are correct, click Start Scan.

You are redirected to the Release Scans page, your new scan has a Scheduled
status. The scan will begin at your scheduled time.

Note

If you consumed a Premium Mobile entitlement, an associated static

entitlement, named "<Mobile Premium Name> (Source)," is now
available when you start a static scan.

Related Topics
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In addition to using the portal, you can submit a mobile assessment using the
following method:

e OpenText Core Application Security API. For more information, see OpenText
Core Application Security API.
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1.5.4.6. Editing Mobile Scan Settings for
an Ongoing Scan

You can edit mobile scan settings for paused scans and scheduled scans that have
not yet been started. Note that you cannot edit the Assessment Type, Framework

Type, Audit Preference, and Application Platform fields. If you need to edit those

fields, cancel the scan and resubmit the mobile assessment.

If you need to pause an in progress scan to edit the scan settings, create a Help
Center ticket. The testing team will respond directly to the ticket with any updates. For
more information on creating a Help Center ticket, see Submitting a Help Center
Ticket.
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1.5.5. Entitlement Consumption

The portal manages entitlement consumption. The available entitlement quantity is
displayed on the Scan Setup pages. If you purchased scans, the number of available
assessments is displayed. If you purchased assessment units, the unit cost of each
assessment and the total number of available units across all entitlements are
displayed.

When you start or schedule a scan, the cost is automatically deducted from your
entitlement allotment. Single scans are deducted each time you perform a scan,
whereas a subscription is deducted once and is then valid for the application until the
subscription end date. You can identify an application that is under subscription
because the entitlement cost is replaced with the subscription end date.

Additional entitlement information is available through the following sources:

e The entitlement consumption and active entitlements dashboard tiles. For more
information, see Dashboard Graph Types.

e The entitlement consumption data export. For more information, see Creating a
Data Export Template.

» Entitlements page under the Administration view. For more information, see
Viewing Entitlements.
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1.5.6. Managing Scans

You can manage scan activities at the tenant, application, and release levels. The
Your Scans page displays scans across the tenant. Users can drill down into an
application; the Applications Scans page displays scans ran against the application
and the Release Scans page display scans ran against the release. The Scans pages,
sharing a similar layout and functionality, provide a single view where users can
review scan details and track scan progress.

This section contains the following topics:

e Viewing All Scans

e Viewing Application Scans

e Viewing Release Scans

» Navigating the Scans Page

« Filtering Your Scans page

e Checking the Scan Status

e Canceling a Scan

e Resuming a Paused Scan

e Viewing Help Center Tickets Linked to a Scan
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1.5.6.1. Viewing All Scans

You can view scans for all your applications at the tenant level.

To view scans at the tenant level:
1. Select the Applications view.
Your Applications page appears.

2. Click Your Scans.

Your Scans page appears. The number of available entitlements is shown at the
top.

opentext' | Core Application Security 261  Applications Dashboard Reports ~ Administration Qa [ Q2 @v AUTOTAMv
= YourScans st o ¥
B 360Units) Avalable
|l|_] 380 found R Diglay. %5 % 100
@ Select All ~ There are 1 item(s) selected.
& Application Release ScaniD  ScanType Assessment Type Slatus  Aviator Started  Completed #1ssues
N Avidlor 025 AVialor 251.2 65116 Satc Sallc Assessment @ ® wsmn 25m (D@D o© | o
Aviator Auto Remediation test R 64980 Static Staic Assessment @ @ asiono s (EDEEED © | 6 "
Aviator custom auditor status demo  Remediation quidance 64971 Static Static Assessment @ 2025/1010 2025110110 Ll
Remediation guidance R1 64961 Static Static Assessment @ ® wsiow a0 (DGR © | 6 e
Remediation guidance RI 64960 Static Static Assessment @ ® msiow s DGR o© | 6 I
Aviator custom auditor status demo  Remediation quidance 64959 Static Static Assessment @ 2025/10/09 202510110 Ll
Aviator custom auditor status demo R 64958 Static Static Assessment @ @ 2025/10/09  2025/10/09 nn 0 61 e
25.4DAST App Rl 64667 Dynamic Dynamic Website Assessment @ 2025/0919 Ll
Aialor 5.4 R 64666 Satc Stalc Assessment @ @ wso9ne 501 (D@D © | 6
Aviator 25.4 BulkeditIssue atiibutes 64665 Static Staic Assessment @ @ sy s (D EEED © | 6 "
Aialor 5.4 Ri 84662 Satc Stalc Assessment @ @ wsoene s EN)EERD © | 4

The following table describes how to navigate Your Scans page.
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Task

Search the scan list

Hide or display the filter list

Expand or collapse filters

View Help Center tickets associated
with a scan

Request cancellation of an in progress
scan

View scan summary

View static scan notes

Download scan results

This PDF was generated on January 8, 2026
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Action

Type a keyword or phrase in the search
text box and click Enter. To remove the
search results, remove the text from
the search box and click Enter. For
information, see Searching
Applications and Releases.

Click y .

CI|Ck expand all | collapse all @ or the
arrow next to the filter name.

Click

Click === and select Cancel Scan. See
Canceling an In Progress Scan.

Click === and select Scan Summary.
The scan summary includes the scan
ID and a comparison to the previous
scan.

Click === and select Scan Notes.

Static, dynamic, and mobile: Click ===
and select Download Results.

Open source: Click === and select
Download SBOM. To download
CycloneDX, select CycloneDX. To
download SPDX, select SPDX.
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Task

Download manifest of static scan
payload

Download static scan payload

Edit attributes

Download dynamic scan site tree

View dynamic scan detected hosts
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Action

Click === and select Download
Manifest. The manifest lists uploaded
files and excludes images, media files,
and CSS files.

Note

9 Contact support to enable
the download source code
feature.

Click === and select Download Source
Code for a completed scan.

Either select one or more scans from
the list and click Edit Attributes or click
= = = and then select Edit Attributes.

Note

9 You can select one or more
scans from the Scans list
view and add custom
attribute values. The Edit
Attributes window displays
the scan-type attributes,
where you can enter or
update values as needed.

Click === and select Download Site
Tree. Select CSV or JSON for the file

type.

Click === and select Detected Hosts.
Detected hosts are hosts that are
referenced by the application but are
not specified as allowed hosts.

Page 309 of 721


file:///builds/docops/pip/pi-wip-pdfgenerator/generated/User_Guide.html
file:///builds/docops/pip/pi-wip-pdfgenerator/generated/User_Guide.html
file:///builds/docops/pip/pi-wip-pdfgenerator/generated/User_Guide.html
file:///builds/docops/pip/pi-wip-pdfgenerator/generated/User_Guide.html
file:///builds/docops/pip/pi-wip-pdfgenerator/generated/User_Guide.html
file:///builds/docops/pip/pi-wip-pdfgenerator/generated/User_Guide.html
file:///builds/docops/pip/pi-wip-pdfgenerator/generated/User_Guide.html
file:///builds/docops/pip/pi-wip-pdfgenerator/generated/User_Guide.html

3 opentext" Core Application Security 26.1

Task Action

Submit Debricked scan on SBOM )
Click === and select Send to

Debricked. The SBOM must be
available for download.

Delete an imported scan Click === and Cancel Imported
Scan.See Deleting an Imported Scan.

Create a WAF export file
Note

Contact support to enable
the WAF feature.

Click ===and select Send to WAF/IPS.
The export is an XML file.
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1.5.6.2. Viewing Application Scans

Core Application Security 26.1

You can drill down into an application and view scans of only that application.

To view scans at the application level:

1. Select the Applications view.

Your Applications page appears.

2. Click the name of the application that you want to view scans ran against.

3. Click Scans.

The Application Scans page appears, displaying scans ran against the
application.

opentext' | Core Application Security 261

Applications Dashboard Reports Administration

a [ 0 Qv AUTOTAMv

-

REISO D P

&

The following table describes how to navigate the Application Scans page.

SBOM import

Application Scans

6 found

Select All  There are 2 tem(s) selected.

Release

ScanID

49974

49966

40726

472

49720

49647

Scan Type

Open Source

Open Source

Open Source

Open Source

Open Source

Open Source

Assessment Type

Debricked (Imported)

Sonatype (Imported)

Whitesource (Imported)

Node js module (Imported)

Node s module (Imported)

Debricked (Imported)
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Entitlement Type

NA

N/A

N/A

N/A

N/A

N/A

Status

©

IOESHEOON &)

Started

2022/09/01

2022/09/01

2022/08/25

2022/08/25

2022/08/25

2022/08/24

Completed

2022/09/01

2022/09/01

2022/08/25

2022/08/25

2022/08/25

2022/08/24

#lssues

Display. 25 50 100
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Task Action

View Help Center tickets associated Click

with a scan

Request cancellation of an in progress Click = == and select Cancel Scan. See
scan Canceling an In Progress Scan.

Click === and select Scan Summary.
The scan summary includes the scan
ID and a comparison to the previous
scan.

View scan summary

View static scan notes Click === and select Scan Notes.

Download scan results
Static, dynamic, and mobile: Click ===

and select Download Results.

Open source: Click = == and select
Download SBOM. To download
CycloneDX, select CycloneDX. To
download SPDX, select SPDX.

Download manifest of static scan Click === and select Download

payload Manifest. The manifest lists uploaded
files and excludes images, media files,
and CSS files.
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Task Action

Edit attributes Either select one or more scans from
the list and click Edit Attributes or click
= = = gnd select Edit Attributes.

Note

B You can select one or more
scans from the Scans list
view and add custom
attribute values. The Edit
Attributes window displays
the scan-type attributes,
where you can enter or
update values as needed.

Download dynamic scan site tree Click === and select Download Site
Tree. Select CSV or JSON for the file
type.

View dynamic scan detected hosts Click === and select Detected Hosts.

Detected hosts are hosts that are
referenced by the application but are
not specified as allowed hosts.

Submit Debricked scan on SBOM )
Click === and select Send to

Debricked. The SBOM must be
available for download.

Delete an imported scan Click === and Cancel Imported Scan.
See Deleting an Imported Scan.

Create a WAF export file Note

Contact support to enable
the WAF feature.

Click ===and select Send to WAF/IPS.
The export is an XML file.
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1.5.6.3. Viewing Release Scans

You can drill down into a release and view scans of only that release.

To view scans at the release level:

1. Select the Applications view.
Your Applications page appears.
2. Click Your Releases.
Your Releases page appears.
3. Click the name of the release that you want to view scans ran against.
4. Click Scans.

The Release Scans page appears, displaying scans ran against the release.

opentext:| Core Application Security 261  Applications Dashboard Reporis Adminisiration a @ 0 Qv AUTOTAMv

SBOM import , V2

@ Release Scans
@ 3 found Display % B M0

@ Select Al Thereare 1 item(s) selected.
¢ /) Sean ID Scan Type Assessment Type Entitlement Type Status Started Completed #1ssues

@ W 974 OpSouwce  Debiicked (mpored) NA @ W00 22009001 (o | 72 ] | =

Png 49722 Open Source Node js module (Imported) N/A @ 2022/08/25 2022/08/25 0 0 0 0 | 0

& 49720 Open Source Nodejs module (mported) N/A @ 2022/08/25 2022/08/25 0 0 0 0 | 0

The following table describes how to navigate the Release Scans page.
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Task Action

Import a scan Click Import Scan and select the scan
type. OpenText Core Application
Security supports on-premises scan
results (Importing an On-Premises
Scan ) and open source scan results
(Importing a Software Bill of Materials).

View Help Center tickets associated Click

with the scan

Request cancellation of an in progress Click === and select Cancel Scan. See
scan Canceling an In Progress Scan.

View scan summary Click === and select Scan Summary.
The scan summary includes the scan
ID and a comparison to the previous
scan

View static scan notes Click === and select Scan Notes.

Download scan results
» Static, dynamic, and mobile: Click

=== gnd select Download Results.

e Open source: Click === and select
Download SBOM. To download
CycloneDX, select CycloneDX. To
download SPDX, select SPDX.

Download manifest of static scan Click === and select Download

payload Manifest. The manifest lists uploaded
files and excludes images, media files,
and CSS files.
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Task Action

Download static scan payload
Note

B Contact support to enable
the download source code
feature.

Click === and select Download Source
Code for a completed scan.

Edit attributes Either select one or more scans from
the list and click Edit Attributes or click
= = = gnd select Edit Attributes.

Note

B You can select one or more
scans from the Scans list
view and add custom
attribute values. The Edit
Attributes window displays
the scan-type attributes,
where you can enter or
update values as needed.

Download dynamic scan site tree Click === and select Download Site
Tree. Select CSV or JSON for the file
type.

View dynamic scan detected hosts Click === and select Detected Hosts.

Detected hosts are hosts that are
referenced by the application but are
not specified as allowed hosts.

Download login macro Click === and select Download login
macro.

Download logs file failed DAST
Automated scans
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Task Action

Submit Debricked scan on SBOM )
Click === and select Send to

Debricked. The SBOM must be
available for download.

Delete an imported scan Click === and Cancel Imported Scan.
See Deleting an Imported Scan.

Create a WAF export file
Note

Contact support to enable
the WAF feature.

Click ===and select Send to WAF/IPS.
The export is an XML file.
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1.5.6.4. Navigating the Scans Page

The following tables describe how to navigate Your Scans page, Application Scans
page, and Release Scans page. The Scans pages share the same features except
where noted.
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Task

Search the scan list

Hide or display the filter
list

Expand or collapse filters

View Help Center tickets
associated with a scan

Request cancellation of
an in progress scan

View scan summary

This PDF was generated on January 8, 2026

Action

Type a keyword or
phrase in the search text
box and click Enter. To
remove the search
results, remove the text
from the search box and
click Enter. For
information, see
Searching Applications
and Releases.

Click ¥y .

Click

expand all | collapse all H
or the arrow next to the
filter name.

Click

Click === and select
Cancel Scan. See
Canceling an In Progress
Scan.

Click === and select
Scan Summary. The
scan summary includes
the scan ID and a
comparison to the
previous scan.

Core Application Security 26.1

Notes

Text search is only
available on Your Scans

page

Filtering is available on
Your Scans page. ltis
not available on other
Scans pages. For more
information, see Filter
Options on Your Scans

page.
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Task

View static scan notes

Download scan results

Download manifest of
static scan payload

Download static scan
payload

This PDF was generated on January 8, 2026

Action

Click === and select
Scan Notes.

Static, dynamic, and
mobile: Click === and
select Download
Results.

Open source: Click == =
and select Download
SBOM. To download
CycloneDX,

select CycloneDX. To
download SPDX,

select SPDX.

Click === and select

Download Manifest. The

manifest lists uploaded
files and excludes
images, media files, and
CSS files.

Note

Contact
support to
enable the
download
source code
feature.

Click === and select
Download Source Code
for a completed scan.

Core Application Security 26.1

Notes

Downloading static scan
payload is only available
on Your Scans page and
Releases page.
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Task

Edit attributes

Download dynamic scan
site tree

View dynamic scan
detected hosts

This PDF was generated on January 8, 2026

Core Application Security 26.1

Action Notes

Either select one or more
scans from the list and
click Edit Attributes
orclick === and select
Edit Attributes.

Note

e You can

select one or
more scans
from the
Scans list
view and add
custom
attribute
values.

The Edit
Attributes wi
ndow
displays the
scan-type
attributes,
where you
can enter or
update
values as
needed.

Click === and select
Download Site Tree.
Select CSV or JSON for
the file type.

Click === and select
Detected Hosts.
Detected hosts are hosts
that are referenced by
the application but are
not specified as allowed
hosts.
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Task

Download login macro
used in dynamic scan

Download scan log for
failed dynamic scan

Submit OpenText Core
SCA scan on SBOM

Delete an imported scan

Create a WAF export file

Note

Action

Click === and select

Download Login Macro.

Click === and select
Download Scan Log.

Click === and select
Send to Debricked. The

SBOM must be available

for download.

Click === and Cancel
Imported Scan. See
Deleting an Imported
Scan.

Note

e Contact

support to
enable the
WAF feature.

Click = ==and select
Send to WAF/IPS. The
export is an XML file.

Core Application Security 26.1

Notes

Login macro is available
for the following scan
types: DAST Automated
Website, Dynamic,
Dynamic+

Scan log is available for
DAST Automated scan.

e The duration of availability for downloads is set by the Data Retention Policy.
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Core Application Security 26.1

1.5.6.5. Filtering Your Scans page

You can limit the scans displayed on Your Scans page by applying filters.The
following filter and grouping options are available on Your Scans page:

Note

For a filter to appear in the filter list, the results need to contain multiple

values for that filter.

Filter

Started on

Completed on

Assessment type

Entitlement Type

Is Remediation

Release

Scan Status

Scan Type

This PDF was generated on January 8, 2026

Description

Date range in which
scans were started

Date range in which
scans were completed

Assessment type of the
scan

Entitlement type of the
scan

Whether the scanis a
remediation scan

Release associated with
the scan

Status of static, dynamic,
mobile, and network
scans

Scan type

Values

Single Scan, N/A,
Subscription,
Remediation

False, True

In Progress, Completed,
Canceled, Waiting

Static, Dynamic, Mobile,
Network, Open Source
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1.5.6.6. Checking the Scan Status

You can check the scan status in the portal. Release owners, scan submitters, and
users on an application's notification list also receive email notifications of the
following scan status updates: scan start, scan completion, scan cancellation, scan
pause, and False Positive Challenge submission and completion.

Note

e The available scan statuses depend on the assessment type. There is a
limit of 25 in progress scans per tenant.

» Static: An application can have one in progress static scan for a
release (maximum of two in progress per application). Additional
scans are queued and then scanned in the order in which they were
queued. Each application can have up to 30 scans in the queue.

e Open source: An application can have one in progress OpenText Core
SCA scan for a release (maximum of two in progress per application).
Additional scans are queued and then scanned in the order in which
they were queued

e Dynamic: An application can have one in progress dynamic scan at a
time. Scans cannot be queued.

o Mobile: An application can have one in progress mobile scan at a time.
Scans cannot be queued.

To check a scan status for an application:

1. Select the Applications view.
Your Applications page appears.
2. Click the name of the application for which you want to check the scan status.

The Application Overview page appears.
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WebGoat (NET)

@ Policy Compliance Issues In Production
@. * CRITICAL HIGH MEDIUM Low
o =
view
&
) Releases Search Text a v
PD@ 1 found Display: 50
@ SELECT ALL
8{0 STARTSCAN  RELEASE COPY STATE SOURCE RELEASE SDLC STATUS POLICY COMPLIANCE # ISSUES STATIC  OPENSOURCE DYNAMIC
o FAIL CRITICAL HIGH  MEDIUM Low
STARTSCAN > 5.4 Production * “n @ ®

3. Hover over a scan status icon to view a tooltip with additional information about
the most recent scan of that type across releases.

4. Click a status icon to directly access the scan status details:

o Not Started: you are redirected to the relevant Scan Setup page.

o Scheduled: you are redirected to the relevant Scan Setup page.

o In Progress: you are redirected to the Release Scans page or the
Application Scans page if a microservice application has queued static
scans.

o Queued: you are redirected to the relevant Scan Setup page.

o Paused: you are redirected to the Help Center Tickets window on the
Release Scans page.

o Canceled: you are redirected to the relevant Scan Setup page.

o Completed: you are redirected to the Release Issues page (static, dynamic,
and mobile scans) or the Application Issues page, filtered by the relevant
scan type.

Note

DAST Automated and OpenText Core SCA scans can have
partial results; the scan status icon for completed scans that
have partial results is highlighted in orange;
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1.5.6.7. Canceling a Scan

You might need to cancel a scan that has not been started or has been started but
has not been completed. The portal automates processing of the cancellation
request. The entitlement cost will be refunded if a refund is deemed appropriate.

To cancel a scan:

1. Select the Applications view.

Your Applications page appears.

Core Application Security 26.1

2. Click the name of the application for which you want to cancel a scan.

The Releases page appears.

3. Click Scans.

The Application Scans page appears.

WebGoat (NET)
Application Scans
4 found
RELEASE SCAN TYPE ASSESSMENT TYPE ENTITLEMENT TYPE

54 Dynamic Dynamic Express Subscription

54 Dynamic Dynamic Premium N/A

MBPRHOHRS G I

5.4 Static Static Basic N/A

54 Dynamic Dynamic Premium NA

STATUS

© O

STARTED

2017/11/10

2016/05/13

2016/05/13

2016/05/13

COMPLETED

2019/05/06

2017/07/19

2016/05/13

2016/05/13

Display: 50

#ISSUES

Ea» o | 208
D @D | 300

4. Click === in the row of the scan and select Cancel Scan.

A confirmation message displays.

5. Click Yes to confirm the scan cancellation.

o For a scan with a Queued or Scheduled status, the scan is automatically

canceled.

o For a scan with an In Progress status:

» If the scan is a static scan that has not been audited, it is

automatically cancelled.

» [f the scan is a dynamic scan, mobile scan, or static scan under
audit, a Help Center ticket is generated that includes the cancellation
request and scan details. An email is sent to the testing team, who
then manually cancels the scan.
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o For a scan with a Waiting status, the scan is automatically canceled. An
email is sent to the testing team.

Once a scan is cancelled, any Help Center tickets associated with the scan are
marked as solved.
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1.5.6.8. Resuming a Paused Scan

The testing team will pause a scan if additional information is needed. Respond to the
associated Help Center ticket so the scan can be resumed. Note that pausing and
resuming testing causes the scan to take longer than the standard SLO.

Note

Scans that have been paused for more than 21 consecutive days are
automatically canceled. Any Help Center tickets associated with the scan
are marked as solved.

To resume a paused scan:

1. Select the Applications view.
Your Applications page appears.

2. Click the paused status icon in the Scan & Security Status column of the
application.

The Help Center tickets window appears.
3. Click the Pending Tickets section.
Pending tickets for the scan appears.
4. Click a ticket to view its comments.
5. Click Add Public Comment.
A text box appears below.
6. Type a comment that will be added to the ticket.
7. Click + Add Public Comment.

The comment is added to the ticket details in both the portal and Help Center.
Your assessment'’s status then reverts to In Progress.

Note

If you need to add an attachment to the ticket, you must do it
through the Help Center.

1. Click your account name.
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2. Select Help Center.

& Account Settings
24 API Explorer
1 Tools
A Beta Features
B> Log out
The Help Center opens in a separate window.

3. Click View Tickets.

View Tickets

View currently open
tickets for your tenant.

A new screen appears, with a list of tickets submitted. Each ticket has a status,
listed in the left-hand column. Possible statuses are New, Open, Pending, and
Solved.

4. Click Show Pending.

The list now shows only tickets that require action from your organization.

Note

Your total number of Pending tickets appears as a red numeral
above the Help Center link at the top of the page.

5. Click Reply and type your response to the question.

As soon as you send a response, your assessment'’s status reverts to In
Progress.
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1.5.6.9. Viewing Help Center Tickets
Linked to a Scan

You can directly view Help Center tickets linked to an active scan from the Your
Scans, Application Scans, and Release Scans pages.

Note

e If a scan has been paused, you can access associated Help Center tickets
from any release-level page by clicking the Help Center Tickets button
located in the status bar.

To view Help Center tickets linked to an active scan:

1. Select the Applications view.
Your Applications page appears.
2. Click the name of the application.

3. Click Scans.

The list of all scans ran against the application or release appears.

WebGoat (NET)

@ Application Scans
4 found Display: 50
E RELEASE  SCANTYPE ASSESSMENT TYPE ENTITLEMENT TYPE STATUS STARTED COMPLETED #15SUES
Q 5.4 Dynamic Dynamic Express Subscription ® 2017/11/10 2019/05/06
O
54 Dynamic Dynamic Premium NA ® 2016/0543  2017/07/19
BDE
5:9:; 5.4 Static Static Basic N/A @ 2016/05/13 2016/05/13 aEaEDaE» - | 108
85“ 54 Dynamic Dynamic Premium N/A @ 2016/05/13 2016/05/13 [ 100 I & ] | 300

4. Click the icon.

The Help Center modal window opens, displaying all pending, open, and solved
tickets associated with the scan.
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Help Center Tickets X

Tickset: 70 Status: pending
Assessment Waiting for Customer Action

Ticket- 70 Status: pending
Assessment Waiting for Customer Action

Assessment for Drupal - 725 is waiting for customer meaning
we are having issues accessing the site__

> Add Public Comment

From: Dylan Thomas 20M6/0719 08:49:02 AM
Quick feedback!

From: Dylan Thomas 2016/07119 06:23:04 AM
| swear they work! But I'm such a great customer. I'll update them anyway.

Sincerely.

Happy FeD customer

From: Dylan Thomas 2015/08/25 06:42:33 PM
Assessment for Drupal - 725 is waiting for custfomer meaning we are having issues accessing the site
properly.

Assessment Type: Dynamic

Tenant: Dylan Tenant

Notes: The scan of your application has been paused because the credentials provided are not
waorking. Flease verify the credentials and notify the Help Center with the updated information so we
may complete your scan. Te chat with an FoD representative or leg a suppert ticket, visit the FoD
Help Center link on the FoD portal. For immediate assistance. use the Help Center Vaoice Channel
(800)893-8141. Without your response, your scan may be cancelled.

‘We would appreciate it if you could log in and help us resolve the issues.
You can access the Assessment by going to HTTPS:/FODOAS-1IS2/Releases/|ssues/1621

Thanks.
HP Security Services

5. In the Pending tickets section, click a ticket to view its comments.
6. Click Add Public Comment.
A text box appears below.
7. Type a comment that will be added to the ticket.
8. Click + Add Public Comment.

The comment is added to the ticket details in both the portal and Help Center.
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1.6. Remediating Vulnerabilities

When the testing team completes the scan, it publishes the scan results in the portal.
Log in to OpenText Core Application Security to view your scan results and remediate
vulnerabilities found in your application.

This section contains the following topics:

e Reviewing Issues

e Issue Details

e Updating Issues

e Auditing Issue Remediation

e Audit and Remediation with SAST Aviator
e Audit Templates

» Dataflow Cleanse Rules

e Requesting a Remediation Scan
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1.6.1. Reviewing Issues

You can view detailed information about the issues that were found in a scan at both
the application and release levels. The Application Issues page displays issues found
across all releases of an application (excluding retired releases). The Release Issues
page displays issues found across all scans of a release.

The Application Issues and Release Issues pages, sharing a similar layout and
functionality, provide a single, consolidated view of issue data. A page is split into
three panels:

e The navigation panel displays a list of the issues. Issues are organized by severity,
with a tab for each severity level and a tab for all issues.

e The issue details panel displays details of the issue selected in the navigation
panel. Details are organized among several tabs. The tabs that are available
depend on the scan type in which the issue was found.

» The audit panel is collapsible. It displays user-remediation fields of the issue
selected in the navigation panel as well as the issue status, the date the issue was
introduced, and the date the issue was last found.

Issues have one of the following statuses:
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Status Description

New A vulnerability appeared for the first
time in the latest scan.

Existing o
A vulnerability in the latest scan has
appeared in one or more previous
scans, including the one immediately
preceding the latest one.

Reopen A vulnerability appeared in the latest

scan and has appeared previously, but
not in the scan immediately preceding
the latest one. In other words, the issue
appeared, then did not appear in one or
more scans, thereby seeming to be
fixed, and then later came back again.

Fixed/Fix Validated
/ A vulnerability appeared at least once

previously, but it was not identified in
the latest scan. Fixed vulnerabilities are
hidden by default. To see Fixed
vulnerabilities, select Show... Fixed on
the Release Overview and Issues
pages.

This section contains the following topics:

e Viewing Application Issues

e Viewing Release Issues

e Navigating the Issues Page

 Filtering and Grouping the Issues Page

o Customizing Issue Filters and Groupings
e Assigning Attributes for an Issue
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1.6.1.1. Viewing Application Issues

You can view issues from all releases (excluding retired releases) of an application.

To view issues at the application level:

1. Select the Applications view.

Your Applications page appears.

2. Click the name of the application that you want to view.

The Application Overview page appears.

3. Click Issues.

The Application Issues page appears. Within a grouping, issues are sorted by file
name, then line number. Issues with the same instance ID across multiple
releases are combined in a single view. You can deselect individual issues when
the group is selected.

This PDF was generated on January 8, 2026

Application Issues =
0000

Group By

Category v

v Aaure ARM Misconfiguration: Hardcoded Secr.. @)
azuredeploy.json: 5
azuredeployjson : 131
createtableautomationjob.json : 32

info-csa-extension.json: 14

Gh @ G G G

virtual-machine-with-plan json : 54
% Azure ARM Misconfiguration: Improper Comp. (192
 Azure ARM Misconfiguration: Insecure Active (10
» Azure ARM Misconfiguration: Insecure: App Se..
> Azure ARM Misconfiguration: Insecure MySQL... m
 Azure ARM Misconfiguration: Insecure Postgr. (10
> Azure ARM Misconfiguration: Insecure Storag. {151
> Azure Resource Manager Misconfiguration: H.
» Credential Management: Hardcoded API Cred @
3 CrossSite Scripting: Reflected m
 Dynamic Code Evaluation: Insecure Transport m

% HTMLS: Missing Content Security Policy (5]

» HTMLS: Missing Framing Protection °
Y Insecure Transport 0
% Insecure Transport: Weak SSL Protocol o
> JSON Injection °

% Key Management: Hardcoded Encryption Key
 Mass Assignment: Request Parameters Boun. n
 Open Redirect °

% OpenSource 0
» Password Management: Hardcoded Password @

N neabveesidosin _—

€

‘Search Text

s v Samples/SCA/dev/azure-quickstart-templates/application-workloads/chef/ch...

m Azure ARM Misconfiguration: Hardcoded Secret ) ' Smart Fix

Vulnerabiity  Recommendations  Code  Diagram  More Evidence v History

Summary

Online 5 of azuradeploy,son, the template defines a default value for a parameter with a secure type. The template defines a defautt value for a parameter
with a secure type.

Explanation

Sensitive Azure ARM template parameters, such as passwords, typically use the securestring OF secureohizct types.
For parameters that use a secure type, the parameter values are not logged or stored in the deployment history.

However if a hardcoded defaut value is confiqured for a secure type, that default value s readable to anyone who can access the template or the
deployment history.

Hard-coded secrets can compromise Security in a way that is not easy 1o remedy. After the software is in production, an update is required 1o change the
COITIWOITIISed secret.

Inthe case of a secret that is used to encrypt data, key-fotation steps must be administered to decrypt and re-encrypt all the data protected by the
compromised key.

Example 1: The following template shows a parameter with a secret type that has a hardcoded default value.

{

“parameters": {

“rootPassuord": {

"defaultValue": "HardcodedPassword",
"type": "secureString”

";dminLugin": {

"type": "string"

b

"sqlServerName": {

"type": "string"

}

b

}

Instance ID: 1A4796F30ATFEB94C2C44207CBB47E66
Primary Rule ID: C2BEAE43-BF1D-4328-8483-27240E12438E

Standards and Best Practices

CWE
+ CWESD!

CWE Top 252024

+ CWE-287-Improper Authentication
+ CWE-798 - Use of Hard-coded Credentials

] 7

s Audit

Status
New

Introduced Date
2023/01/30

Last Found Date
2023/01/30

Remediaton Grace Period ©
1043 days overdue

Assigned User
(Not Set) v

Developer Status

Open v

Auditor Status

Pending Review v

Severity

Critical v

Comment

Add

‘ Add Audit Filier

‘ Assign Attributes ‘
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1.6.1.2. Viewing Release Issues

You can view issues from a release of an application, including open source scan
issues and on-premises scan issues.

To view issues at the release level:

1. Select the Applications view.
Your Applications page appears.
2. Click Your Releases.
Your Releases page appears.
3. Select a release from your list.
4. Click Issues.

The Release Issues page appears. Within a grouping, issues are sorted by file
name, then line number. You can deselect individual issues when the group is
selected.
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