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(FOD) IDE Y —JL & CICD WY —JLICHEAAEF N TWE T,

NET DEINID package O~ >~ KDfl:

« Windows £® dotnet O < = ¥ b: scancentral package -bt dotnet -o
mypayload.zip

e csproj 7 7 A L& L 7= Windows £® MSBuild A< = 4 b: scancentral
package -bf my.csproj -o mypayload.zip

IDEY—I)L&ERAL/EZOI— ROy 45—t

IDE 7574 vaERT2&. 7OV N 7740 ENy F—ILICBEREREFERFRE
BIRTEZXY, IDEY—ILOFERADOFMICOWTIX, TIDEYV—IL] Z25RBLTLES
(A

d— FOFENNY 5r—I1{k

O—RDOFFNY F—IIEROEETERINE T,

o V=22 O—K 771 D%E(E

o AVINAINFEHRT7AINDER (N4 F1)/A2/X4)L —KA)

o V=R OA—KREOAVNRAIEHR T 7AINESE zip 7 7 1 ILDIEK
Y—2 32— K 72 74 L O¥fE

Y—R A=K, 77V 5—23v03RTCOTOV I NTERINE T, 2470
Ty MIE, UTFHAEENET,

e MERIANRTOY—RXIA—K 774JL(C/C++, CH. F7=I& VB.NET)
o MBRINRTDNI77L VYR ZA4ATZY

CHICIEEETZ 7L —LT—4, NuGet Nwhr—, BLUH—RIR—F4 D54
TS)DEDTATLANEFNET,

e C/C++ 7O x4 MIZIZ. Visual Studio ZF7=ld MSBuild D4 > X M—JLIZE L TWL
BRWKHREBERITRTOANY Y — J74ILESHFT,

o« ASP.NET 7O ¥ k& ASP.NET Core 7OY = U MIlE, BERTANTOD
ASPNET R—Y 774 I EZE8HET,
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HR— M HFRD ASP.NET R—TD#H 1 Fi&, ASPX. ASCX. ASAX. ASHX.
ASMX. AXML. Master, CSHTML, VBHTML. BAML., &£ U XAML T79,

ILI, BELLKRBRWVWAF v UEREZRO IO, RDI RV EMTRITL TS
L,

e BELL NET NNV avandReET2ERFBRH{OIE-—Z1DLETIDET,

e RAO—RADI—RDODEEZEEITDLH, obj] LU bin/release 7 L5 —I(F
BELABVWTLREIY,

Note

B Visual Studio &I~ K 7OV 7 A2 FEHL TW35481E. dotnet
restore ¥V RAZEIFTLT, 7OV MIRBERIRTOY 77 L VR
ATV EBEICYIO—RLTAVYRAM=ILLTLKEIW, 20OV
Kiz, 7Oz NOBREAD I ALY —HSRTTIHELIHY T,

AVNRAIVERT7AIVDERE (/N4 FY)/32/314)L I—KH)

e ZWTNy T E—RTT7T)r—vavaeEy)y—=—vLcavr4ILLET, Wit
TB5PDB 77 M IHDEFEETBHBE. AVNRAIFERT7AINDRAF v VIERICIZT 7
ANBETESOANEENET, NIKT S5/ 1F)EPDB T 7 4»@ BLC7 =)L
FICEETBIREINHYET, WWihd % PDB 7 7 1 ILBRWHEIL. /N1 1) HBRA
INEY,

Note

Y—RNR—F 4 SATSVART v VIERICEDHZIHE. NiHT 3
PDB 7 7 1 IL D\ ETT,

o IRTDEKERBRESLT NI EILRK 774V EBELEFT, R1O—KADI—
ROEEAEITDH, obj BLY binfrelease 7 # )L —IFHELLWVWTL X
LYo

Zip 7 7 1 )VDYERK

Y—Z A=K 274N ETNRNY T EINR Z74I% zip 774Ny r—ILFE
T, YV—RAA—R 7274 EJDI—hk T4 LIV MNJICERELE T,

77 r—2a v Javascript,. HTML, XML @OV R—% Y MAEEFNTVWSIHE, &

I JavaScript. HTML, XML 7 7 4)1#&’\4!]—I\ka&J%ﬂﬁ_b"C%hb’a}Z#V/’C%
Y,
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1.51.2.4.Java 7 T )5 —>a3y 274)1LD
i

Java 7 7 r—2a v DFgalk. RowsThhroREEFEARALTCTZ I r—3y 77
AV EHEFLET,

o Fortify ScanCentral SAST /54 7 N&fER LAI— ROBEI/ Y 7y —J 1k (#EE)
e DEY—ILEFERLEZI—RKDNNy 45—k
e A—RDFH;NNyvH—I1t

Important

Y—2A—KREF 74NN MTCRFrrInEzd, V—RIOA—KRIFLYIEHET
BEMRAF v VEREERT 57286, OpenTextMSP R—4% JLik, V—2R
:—P%%&Tézt%ﬁ<8@wbito$6E\X$v>7DtZEm
BERHEOIEEMELH B D, BEEEIEY —RX I—RNA2FHALCFHTHE
HEETEET, V—RIA—RKR AXv U FT T a3 v THRWBEEIR. YR— h
F—ALISEKELT, XM+ =K AF v UZ2BMWLTLEIL,

Fortify ScanCentral SAST V S4 7> &R L /O
— RDBEEIN Y F—I 1t (HLE)

Fortify ScanCentral SAST 2 54 7> MMd. V—R A— REBBRIRTOEKEFERRE 7
oYz MIEBRICNNYy F—IELET, [V—IL] R—=I D5 Fortify ScanCentral
SAST 7547 haFoO0—RKLT, EWNRIVVICA VA MN=LTIRERHY X
T, A VA M—ILDFIEIF, zip 77 A NVITRFINTWS README.txt 7 7 1 JLICEEHE
INTWETY,

ARVYRSAVAVI—TIART, 7OV bOEET LI MN)ICBEIL.
package AV Y RZEITLET. EFHNLBXILRDEHY TY: scancentral
package o <output_zip> . 3: scancentral package o mypayload.zip

Fortify ScanCentral SAST V54 7Y B L CBIND /Ny r— b4 T 3 v DOFMICD
Wi, TFortify ScanCentral SAST V54 7V hDA VA M—JLEER] 2#5RLTL
X,

Note

Fortify ScanCentral SAST /Nvw o — 2 {bld, OpenText Fortify on Demand
(FoD) IDE Y —JL & CICD Y —JLICHFRAEFNTWE T,
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Java DENID package a< ¥ KDl:

e hRHLPOM 774 I)L%EL Maven 7O =4 b: scancentral package -bf
myCustomPom.xml -o mypayload.zip

o NAFL EINRK RS A—=49—%ET Gradle 7O =¥ b: scancentral package -
bc clean build -o mypayload.zip

IDEY—I)L&ERALEZOIO— ROy 45—t

IDE 7S 74 aERET3E, 7OAVII N 274 ENY T —IBICRERKEFERFRAE
BIRTEZT, IDEYV—ILOFEREOFMICDOWTIE., TIDEY—IL] #8RBLTLLES
W,

— FOFENY 75—k
O—ROFFNY F—IIERODEETERINE T,
e Y—2Z O— K 774 ILD%(F
o AVNANWEHT 714 ID%ElE
e V=R OA—KREQAVNRAIWEHT 7AWV EET zip 7 71 ILDIERK
Y—2Z =R 774V D%EfE

Y—R O—K&, Java 7 ) 5= a vHSIRT 58E Kotlin V—RX I—R&RMHELZF
ER

AVNRAIFERT 7 1 D

e VXY= avETNY ST E—RTAVNRAILET (EXIE javac V45
ZHEALTWBHBAIF. javac-g ZFRITLET), TNy JTEBRI|IREINTVWSEG
B, AVNRANWNBEH T 7ANDRAF v VIERICE T 7 INBETEBSDADEENE
ER

e JSSP77A4IIEWAR 774 ILD—ETHIUELNHY FT, JSP 7 7 1 JLIXERID
INAIL LIRWT LK X0,

e 7T — 3% JAR., WAR, F/IZFEAR 774J)LE LTy — ‘/ﬂﬁbi?’

e RAMO—RADOI—KDEEAREITZIH, HET774ILDIAE—%1DDHEE
9,

e V=R E—RRF v VEFEATBIHAIE. TVRAMIFERT 74D SIKEFEEFZEDH
ERELT, 2F v VEROEEOBEBEZR/NRICINA T, BEDFE. KERRF
I& WEB-INF/lio 7 #JL%— (WAR) &L lib F7=1& APP-INF/lib 7 #)L4 —
(EAR) ICH Y £7,
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e BEE— N XX vV 2EATIHBER. KERRZETCINTOIAVNRAIEHRT 7
/r}l/%%E'{/\l./ij_o

Zip 7 7 1 IVDYERK

V=R A=K 774N ETAVNRANWNERT 7AWV zip 774 IVIS/INY 5— /ﬂsbi@*
zip 7 74 ILICIE. D JAR, WAR, BLTVEAR 771 I EEDHBIENTEET,
—2 A—RIFJARIZEDHRWVWTLEIW, V=R O—K 77 4}bL;tEU0)}b—I\T4I/7
MJICEREL XY,

77— av|C Javascript. HTML, XML @OV R—% Y MHEFNTVWBRIHE,. B
IC JavaScript. HTML, XML 7 74 JLZRA O—RICEHBZLEITTENSLZRAF vV TX
£7,
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1.5.1.2.5. JavaScript =% / O
JIHTML/XML 7 7 1 JL DR

JavaScript, HTML, 8L U XML 7 7 A JLiE, JSITSHTML =2 /0O A9V I DRH
vR7OY RA4O—RELTEETEET, JS/TS/HTML &, Eftilz Web 7 ) r—
3 &, JavaScript B ED TV / OV AEEIERTZ Web 77V r—>avitwgd3a
EW R A 72 3> T, React Native /X)L 77 1) r—2 3 >~ React Native 77
JAOY Ry I TEEINET,

JIFIFATE LTI /AY RF v U THEEIN, JavaScript, HTML, 7% (& XML 7
TAUWDEFNTWE T T r—avnigs. §E2FET7/0Y 28 v 7 OFRIC
Wo>TCT7 T r—2avaENy =L, JavaScript. HTML, F7/E XML 7 71 )L %
Ny G—IJIlEHET,
ROWTNHODAEEZFALTCT T Tr—2ay J74 0V EEFELET,

e Fortify ScanCentral SAST V54 7Y b AFERL/AO— ROBE)/ Ny 5r—I 1t (H#

5%)
e DEYV—ILEFERHLAO—RKD/IXy =1L
e I—RDFEINYyFT—1E

Fortify ScanCentral SAST V54 7 b &R L7
— RDOBEEINNY 5 —I (b (HELE)

Fortify ScanCentral SAST V54 7> MME., V—R I—RERBRIRTOKERFRE T
oYz MIEBMICNY S—ILET, [V—IL] R—I D5 Fortify ScanCentral
SAST 7547 haFoO0—RKLT, EVNRIVVICAVAMN=LTERERHY X
T, A VAM—IDFIEIF. zip 7 7 4 IVITRFEIN TS README.txt 7 7 1 JLICEEH
INTWETY,

AR YR SAVAVI—TIAART, AV bOEET ALY MNYICEEIL.
package Iv Y RZETLFET, EAMLREXIIRDEHY TT: scancentral
package o <output_zip> , f5l: scancentral package o mypayload.zip .

Fortify ScanCentral SAST V54 7~ hB L EBMD /Ny F—I{bA T 3 VOFEMICD
WTI&. TFortify ScanCentral SAST V54 7> bDA VA M—=)LEER] 258 LT
7230,
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Note

Fortify ScanCentral SAST /Xv 4 — < {kl&. OpenText Fortify on Demand
(FOD) IDE Y —JL & CICD WY —JLICHEAAEF N TWE T,

dA— FOFEINNY T—I1{k

JavaScript. TypeScript. HTML., 7/ XML 7 71 ILHSWZB 7 T r—> a3 v Dif
B, 77ANEIDD Zip 77 ARy r—JbLE T, ABRBEOKEEREIANT

BHFET, & ZE npm ZEA L TWSIHFEIE. npminstall --only=prod %347 L &
ER

IBIC, UTFOAERZERITLTILEIL,

package.json 7 7ML EEZHFET,

NS> X814 )LENT TypeScript Tid7/2 <. TypeScript V—X d— RO A %12
LEd. &2, Angular 7OV TV ME2EIRT B EZICERIND dist 7+
W —IFEBELBWVWTLEI W,

WBHAINAZO—FNERF v UV EROREZELLETIES LD, NIV —2
J— Rd JavaScript 7 7 1 IVIEFEHRVWTLKEI W,
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1.51.2.6.Kotlin 7 7V —>3>y 2741
D #E i

Kotlin 7 7 r—> a v D&k, Kotlin V—RX O3—K 2 74J)L&, Kotlin 7 ) or—v
avHASRBRIIEEJava YV —R A—REZ zip 774Ny 5= LFEd, IXTOD
KEERESDET, BEDHBE. KEFEBMRIE WEB-INF/lib 74 )L4— (WAR) 8L T

lib F7I& APP-INF/lio 7 #JL4— (EAR) IZH Y £9,

Important

Kotin V—R 774 IILDRAF v VIFHR—FINhTWET,

This PDF was generated on August 14, 2026 Page 155 of 713



3 opentext" Fortify on Demand 26.3

1.51.2.7. ABAP (SAP) 7 /)4 —>a > 2
7 1 IV DEE(E

SAP F—% ~X—2Z 5 ABAP O— Rt L. 2%+ Y BICEET 2RBENBY F T,
Fortify ABAP TV XA NSOV 4 W—)Lik, V—RA—K 7 7AINVETLEYFTF—Va Y H
—N—(IF I O—RTBLHDIRBEINET,

NS YVRAR—FMERDA VR— b

Fortify ABAP TV X RSV ¥ &, R—FILD[Y—I]R=IDBLAFTEFET ( [RRY
—J)l] =5BR), Fortify ABAP TV XK V89D zip 77 A IICIRD T 7A1ILHBAEENT
WE7,

o K90OXXX.S9S ( IXXX] (&) —2ES)
o RY900XXX.S9S ( IXXX] (&Y ) —R&ES)

INLDT77AINIE, OA—AILDISVRAKR—F RXAALVDOHENS SAP ¥ AT ALICA
VIR—KNTERENHB SAP hSVRR—MNEREBHRLET, bTVRAR—MNEXKIF,
SAP BEEEZLIFIVATLICN VY RAR—MNEKRKEZA VA M—ILT 2HERZFOHLED
A VR—MNTBIUBEIDHY FT,

NSP 7 7AJLICIE, ATV S L, MUY a3y (YSCA)., LU0 7ATZLDI—
— A V=T A ADEEFNTVWET, TNHEV AT ALIZA ViIR— kL7, SAP 7—
AR—ZAMNSDA—REHWEHTEIENTEET,

AVAMILDOER

Fortify ABAP TR NSV 9D KNSV RAR—MNEXRIEZ, SAP Y 1J—2X 702, SP LR)L
0006 #E{TI BV ATALTHERINE L, BID SAP N—Y 3V %#ETLTWBIGHE
l&. T Install release does not match the current version | &WD M5V ZAR— NEK
DAVER—MNIZ—DHEELT., FSYVRAR—FERDSA VR M —JLIZKBLZET,

COEEEBRATHICIE. ROFIEEEITLET,
1. NRSYRR—FMERODA VR—NE2BEETLET,
[NV RR—RMNERDA VR—RN Y4700 Ry 2 ZAHLEATET,

2. [FAFvav]ivTEos) vy LET,
3. [EWARAVR—R VY MNDONR=IV 3 VEREBRTB]| Fv IRV IREFVICLET,
4.4 VR—bMDFIEERTLET,

INTEEDIERLBWGECY AT LADNERSZT—TIVEIED SAP /N—2 3 Y TEITI
NnTW3aiHAEIE. OpenText Tld. OpenText Fortify on Demand © ABAP 1— K% X ¥
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YUTEBLIIC, MEDT I/ OVEFRALTABAP 77 M ILiEE2 T/ RK—NT 3
EEBBOLET,

Fortify ABAP TV A N5V % DEFT

7740 OQ—HI AT LI D O—RLTARL—FT 4 VT Y RAFLDOAT Y K%
ETTEEREEDOD7THO Y NEFRITIVELN,HY T,

Fortify ABAP TV X SV 9 %EITT HICIE. ROFIRZETLET,

1. NS YUY o a3y O—RRS 7OV S L5HBTEIN TIVRANS VY FTOL)

NeFETHRIBLET,

[¥ Progmamm Bearbeiten Sprngen  System  Hife

9 K 000 = Y @ %
Fortify ABAP Extractor

& Mew

Fortfy ABAP Source Code Extractor. Version 900041
We highly recommend to tumn off security options in your SAP-GUI

Objects
Software Comgonent jl tf o
Package | s =
Program bis ‘_._+
BSP Apphcation b E

Sourceanalzer parameters
FPR File Path
Working Directory
Buid-ID
Transation Parameters
Scan Parameters
ZIP Fie Name
Mzdmum Cal-chain Depth 1

ACTIONS
+ Downlkoad
Buid

Scan
Launch AWE
Create ZIP Fie

Export SAP standard code

222F v VBV I b0z AVR—xV N Ny —=I TOUZ L, FIEBSP
TN r—2av@BEORBREERTEZADLET,
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Note

BHOATI I NELBEHBEZANTEET,

3.V—RIA—REHMHT 21DDERRELBEL T, MICTHETIRWERY, 74
— )V RIEZATY,

Note

—E8MD 7 14 —JL KiZ, OpenText Fortify on Demand DfEMA ICILEA X
NEFtA, FHAER 71 —ILROAD)ZARNINET,

74—J)LR Bl

EETa LI N HMHELAEZY—XI—RARETSZT 1
LI N BADFAIGBRLET,

ZIP 7714 L% (AT ayv)EfENyTr—JICHAT
DBEIE. ZIP 77405 AHLE
E

d—ILFI—YVDRKEX 7' O0—/\)L SAP B F (X, F »BAR

FISBIRI N TOWRWGE., F7/2IEEA
THIOBRINAOI—-RTHRIEY., &
INZOHBELUTORHESHLOF
T—VABLTFICRETERWNG
. Yorva—KEhFthA, HR—
NEYMNSIERNLWVWERY., 2 £LYK
FWMEIFEEELAWVWTCEI N,

4. 1792702 avEANALET, MMISERPBRVERY., 74—V FIZBHEAETT,
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Note

—ERD T 14 —JL K&, OpenText Fortify on Demand DfE ICI&#E A X
nEtA, BEASINZ 71 —ILRDHELTFICYRMNLET,

74—JLR EREA

Ao oO—R SAP F—44NR—Z2HhSHHEINEY —
2 d—RKRAEFY>O—RTBICIEE. Z
DFTYIRYIDREFVICLET,

ZIP 7 7 1 )V % {ERX (FF>av)HhaEEMRT 2ICE. Z
DFTVvIRYIREFTVICLET,
Y—2 J— KM SAP T—H R—2H
SHEINARICFEITHAZERYT
5ZEHTEZEY,

SAPZ#Q— KA TV AKR— b (AT aV)hRIYLOI—REEDHIC
SAPZH#J—RZIVRR—NT 515
BlE. TOFv Y Ry I REFVIC
LEx9,

5.[RfT1 20V v U LET,
Fortify ABAP TV A M5V 9 DFEEMR

Fortify ABAP TV A NS4 7OV ZLIEAYSA4 VY TEITIND LD, HIHEDLDITE
RINFEZY—RIT7MAIVDOENFRINSG TO L RAETHEZBA %%BE. [ max
dialog work process time reached | WS BIADNRETEZ DY FT, JORER
Ok 2IC1d. KRERTOS I Ne—BDNIBRIVRANZ VS §R7ELTY DY
O—KRLET, £EZE 7OV MDA DDEBZNRNy =Y TERINTWSIS
A, EN\vr—rrELCTOY N T4 L7 MYIEICY D yO—RLET, AN
SREICRE T B5E(1E. SAP Basis DEEE ICIKEE L T ABRFEFIR

( rdisp/max_wprun_time ) DfE%* KX LE 9,

Ny ir—2% ABAP " oHiH 9 % & X2, Fortify ABAP TV X MS 7 41& TDEVC 7 1
— RNy = RII—HTBEDTANT% parentcl "SHEHLET, RIS,
TDEVC Mo 9 TICHIN/A=E D E parentcl 74 —ILRDBAFELWZDOMHDTART %
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TDEVC Mo BREMICHELEYd, TDEVC Mo IN 3714 —JL KiE devclass T
ER

devclass DEIX 7OV S LEZDEy hELTHRDN, 21— —IEERREALATOT S A
ZERBUAETCUEINET,

TRTILE, ZRIZ74—ILREROWTINELERTSZ I &ICE>T TRDIR 2S5
InEY,

o BIRBECIHRELALTOTS LA

o Ny —UBIBELLIBAIE TDEVC HSHHINAED) R~
TRDIR DfTIE&RI7 1 —IL RICIBEINLZ IOV S LEZDHZTT, TOHHICIEN
LIKE programname AEREINZE T,
I DRIEBRERIDOY R M, SAP Y RFLNSI— RERBY 5729HIC READ

REPORT & &EHIFEAINE T, TOXAYVY RIZIVSREXAY Y REZGAIY., /4L 1
— RICH LT, BIC REPORTs #%#5AHY XY,

% READ REPORT MU'H LIk, O—AHI Y ATFLD—B T4 IFT—ICT 74 ILBEERL
9,

Y—22 A—RKPM¥ova0—RKInsd &, Fortify ABAP TV R NSV 9IEY—RAD
INCLUDE XAMHELET, MEINZE, O—HI YRATFLIZAVIIL—R =4y
e oO—RKLET,

ABAP YV —R O— KDy r—I1{t

Fortify ABAP TV XA NSV 9 THAZEMLAN > HBEIF. FovO—RKRLELY—R 3
— R 7740V zip 7274y =L LET,
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1.51.2.8.CEBLUVC++ 7Yy -3y 7
7 1 I D¥ER

OpenText Fortify on Demand Tld, C/C++ V—RX A— R F/IEXZD/NA F ) A EFEXF
vUTEFHA, FHRENTC/C++ O—REZHL T, 7—h1 Ty 5=k
DMENHYET, ThIZLY, FRAINZIRRERE IV /A S TERRO—E I
RINBED, TAN F—LPENNREEBERT 2REENRY EJ, C/C++ O—
REZBMLTRFY VEIINNY F—Ib T 2DDOEHMER/N— 3 D OpenText SAST
PREINhTWET,

OpenText SAST D1 VA h—Jb

OpenText SAST D\RF/N— a3 Vid, R—=FILD [V —IV] R—IDSLAFTEET,
Windows, macOS. 8L U Linux 7RV —F74 VT AT LBADA VAN —=5%85 TV
O—RTEXFd, V—R OA—REZEHBTZITE. BIRFAEVR T7M1IUDRETT,
FAEVREFEITTBICIE. YR—PMERLTCEIV, YR—ME V=] R=IH
SAEATEEY,

4 VA M=ILEFRAEICDOWTIE, OpenText Static Application Security Testing and
Tools DRF a2 AV MDESRL TSIV,

O— RDZE#

1.AYR AV AV —TIARAT, T4LIV M) EZBEDEILR T4 LY MNJIC
ZTELEY,

2.0RDAR Y REERFTLET,

sourceanalyzer —debug —-verbose -lodfile translate.log -b <build-id> touchless
<build_command>

Z Z . <build_.command> EIK X2 Y) T NTT,
{5l

sourceanalyzer —debug —verbose —logfile translate.log -b my_proj touchless
make all

3.AVY—)ILHATAT Y RARET LI &E%MER L. translateldlog ICTZ—D7RW
JEEHRLT, Yy I\7b\IE.%L;l:}lxI\“‘Sh%b\tvb\%*ﬁnﬁbii

% ey g e Bl NOVAS R Beub d |
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OpenText SAST ENXAJL EJLK vy 3> (MBS) Tl&, 7OV Y boE#HRETOY
IV MDRAFY U ERHNADIYVTITIZEDNTEXEFT, ENMILELRNK Y IV T
74 (MBS 7 74I)) ICIE. RAF v VICMHEBERIRTODI7MILEEFEFNTVWET,

MBS 774 ILESERKL TNy —IT 51018, ROFIEZEITLET,
1. BMAT 2V T, ROAX Y REFEITL, ENXNMILEILR By a v aEERK
LE9d,

sourceanalyzer -b <build-id> -export-build-session <file.mbs>

<file.mbs> ICIE. EXRAMILEILR By o a VIR T 2774 EEIEELE
7,

2.MBS 774 % zip 7274 ILDI— MRy 45— LET, DT 710 GBIND
MBS 774 I EET) £ T4 LI M) ZEHBVWTLKLEIW, 8HdE. XAF¥ v
Vv UEILINET,

3.MBS/C/C++/Scala 77 /0OY A% v Y *7T2a>rT, zip 774 J/JL% OpenText
Fortify on Demand IC7y 7O0— KL £ 9,

OpenText SAST DFERAAEICDWTIE, OpenText Static Application Security Testing
and Tools D RF a2 XY bDESELTLEIW,
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1.5.1.2.9. Classic ASP, VBScript BLU
Visual Basic 7 7)) s5—>3a > 2741l ®D
i

Classic ASP, VBScript. & & 0 Visual Basic (VB6) 7 7)o —> 3 v DiBE., ROWT
NOOAREEZFERALTCT S r—>ay 774002 %EGLET,

o Fortify ScanCentral SAST V54 7 bAFERL/ZO—ROBEN/ Ny 5r—I1{b (H#
1)

o IDEYV—ILEFERLALI—RDNXy5—I1t

o I—FROFFH v -1t

Fortify ScanCentral SAST 754 7> b &R LA
— RDOBEEINNY r—I 1t (HELE)

Fortify ScanCentral SAST V54 7> MME., V—R I— R ERBERIRTOKEFEH FRE S
A ) MIBEMNICNNyS—LET, [V—IL] R—I D5 Fortify ScanCentral
SAST V547V &Y 2O0—RKLT, EMRIIVICAVRAMN=ILTZRELNHY F
¥, 41V AM=ILOFIEIL, zip 7 71 IIVITREINTWS README.txt 7 7 1 JLICEEH,
INTWET,

ARYRN AV AVI—TIAARAT, AV bDEET ALY MNYICBEIL.
package OAv Y RZETLFET, EXNRBEXIFTRDEHY TY: scancentral
package o <output_zip> , f: scancentral package o mypayload.zip ,

Fortify ScanCentral SAST V54 7Y B L BIND /Ny F— b4 T 3 v DFMICD
WTIE. TFortify ScanCentral SAST V54 7> DA VA M—)LEfER] 258 L TL
XN,

Note

Fortify ScanCentral SAST /Nvw o — 2 {bld, OpenText Fortify on Demand
(FoD) IDE Y —JL & CICD Y —JLICHFRAEFNTWE T,

— RDFEINY F—I1t

YV—RAA—RKR 7274 NVEBE—D zip 774 IRy = LET,
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1.51.2.10. Dart B &L U Flutter 7 ) r—>
3y 771 IDO%EHE

Y—Z2 A=K 2740 %E Zip 274Ny T—JLET, IRTOKRERRESDHE
ER

ROWEFNHADIATY REEITLT, KEFERAGREZYYO—-RFNLET,
o Flutter 7O ¥ DB EIE. flutter pub get #FEALE T,

e Dart DADTOT TV hDIFHIE, dartpubget ZFEALET,

fEZE, 7OY Y b Jb— b myproject =D Flutter 70> =7 b DIRGFREKE Y
70— R$3ICE ROATY RERTLET,

cd myproject flutter pub get

Important

TOVII MIRRAMNINAERyF=—IUNEFNTHEY., ThEHD
pubspec.yaml 7 7 1 IILHEQRBIFEIF, /Ny F—2 JL— M T &IC dart
pub get F7id flutter pub get =ETT2MENHY £T,

Important
7Oz N T4LIM)ICUTFAEEFNATVWR I EAR LTI,
o KEFAKREIEET S pubspec.yaml 774 JL

o pub V—ILIZL > TEHBMICER I /= package_config.json 7 7
1)=& .dart_tool 74 LUKV
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1.5.1.2.11. ColdFusion Markup Language
(CFML) 7V —>a >y 774 IIVD¥EfE

CFML7 74— avdDiga. ROWTFhHrOFEAFERLTCTZ IV yr—>3y 7274
WEHREBELET,

e Fortify ScanCentral SAST V54 7Y hAFERL/ZO— ROBE)/ Ny 5r—I1{b (i
1)

e I—FDFEFNNvFT—T1t

Fortify ScanCentral SAST 7 54 7> b &R L&
« (< o ®

— KD/ Y F—Ib (#E)

Fortify ScanCentral SAST 254 7> MMd., V—RX A— R EBBRIRTOEKERRE 7

OYz7 MIBBMICNYyS—ILET, [V—IL] R—=I D5 Fortify ScanCentral

SAST V547> baEY9vO—RLT, ENRIIVICAVRAN=ILTE2RERHY F

T, 1V AMN—IDOFIRIE, zip 7 7 M IIVITERFINT WS README.txt 7 7 1 JLICEEH

INTWET,

ARVYRSAVAVI—TIART, 7AVZ I bDEET4 L2 M) ICBEIL.
package ¥ RZETLFT, EAXAMREXIIROEHY TT: scancentral
package o <output_zip> . 3: scancentral package o mypayload.zip

Fortify ScanCentral SAST 7 54 7Y B L EBID /Ny F—IfbA T 3 v DOFMICD
WTI&. TFortify ScanCentral SAST V54 7> bDA VA M—=)LEER] #58BLTL
I,

Note

Fortify ScanCentral SAST /Nw & — 2 {bld. OpenText Fortify on Demand
(FOD) IDE Y —JL & CICD WY —JLICHEAAENTWE T,

A— FOFEINNY T—I1k

Y—ZA A=K 774NV EE—D zip 774 IRy 5= LET,
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1.51.212.COBOL 7 Y4 —> a3y 774
VD XH

COBOL 7 7V r— a3 vdDighH. ROWThHIDAEEEFRALTCTZ IV r—>3y 77
1IVEERBLET,

o Fortify ScanCentral SAST /54 7 N &R LAI— ROBEI/ Y 5y —I 1k (#EE)
e I—FOFFN\viF—Tft

Fortify ScanCentral SAST V54 7> h&EALAEZI— FOEH
Ny ir—I{t (#E3E)

Fortify ScanCentral SAST 7 54 7 MME., V—R I—REMBBRIRTOKERGRE T
oYz MIBBRICNNYy F—IELET, [V—IL] R—=I D5 Fortify ScanCentral
SAST 754 7Y h&SHYO—KLT, ELK IYVIEA YR M—LT BRENBY F
T, A VAM—IDFIEIF, zip 7 7 4 IIRERFEIN TS README.txt 7 7 1 JLICEEH
INTWVWET,

ARVYR SAVAVI—TIART, 7OV bOEET LI M)ICBEIL,
package Iv Y RZETLFEFT, EAMLREXIIRDEHY TT: scancentral
package -targs "-copydirs <copybooks>" -targs "-dialect <cobol_dialect>" o
<output_zip> , fl: scancentral package -targs "-copydirs copybooks" -targs "-
dialect COBOL390" o mypayload.zip .

Fortify ScanCentral SAST 754 7~ hB L EBMD/Ny F—I{bA T 3 v OFEMICD
WTI&. TFortify ScanCentral SAST V54 7> bDA VA M=)V EER] #58BLTL
I,

Note

Fortify ScanCentral SAST /Nw & — 2 {bld, OpenText Fortify on Demand
(FOD) IDE®Y —JL & CICD W —ILICHAAEFNTWE T,

d— RDOFE)/NNy r—I 1k

COBOLY—X O— R, COBOLY—X O—KpMEHEITZIEE—Tv o 774, 8LV
COBOL YV—R O— KA SBT3 SQLINCLUDE 774 I 1DD zip 7 7 A IIZ/INw T
—JfklLEFd, IE—TvY 774JLE SQLINCLUDE 7 7 1 )L, COBOL YV —XR O—
KD COPY XTHERAINTWBRRAAZFRFLTWEIHRENHY T,
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AE—7wv Y 774)LF7/iE SQLINCLUDE 7 71 L%, COBOL VY —ADEET ST 1
LY NDERLEYTTAL I MIICEDHRWVWTLL LI, COBOLDY—RX O— K%
sources/ EWID 7 AJIF—IZ, AE—T v V% copybooks/ EWD 7 # I —ICEE
LEd, D745 —Ezip 7714ILDIL—bDEICLARIVICEEEL 9,
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1.5.1.2.13. Dockerfile & Infrastructure as
Code (lIaC) 7 7 1 LD ¥(&

Infrastructure as Code (1aC) #m& 7 7 1 JL. & & U Dockerfile (. Infrastructure-As-
Code/Dockerfile 77 /OY Ry VDRIV R7AOVDORAAO—RELTEETEZE
9,

AVFFHEINET7 TV r—2a3vDgald. 77V 5—avosE»esy /09 R4

wOBEIFTDIERICES>TT I r—>a3va/Ny A r—I4k L. Dockerfile /8y r—|C
EHF9,

Note

e OpnenText SAST (. KD 7 7 4 LA Dockerfile & |. TZ# . X9 :
Dockerfile ., dockerfile ., *Dockerfile ., &1 *dockerfile ,

OpenText SAST (Z. Dockerfile TROIRT—TXFEZIFANTT: /Ny

G925y a (\)BLVONNY I +—K (). Dockerfile TZRYy —FX=F
DNEREINTWARWEGE, OpenText SAST IINY I RSy ahT Ry —7
XETHDERELET,

ROWTNHDDAEEFRALTCTZ IV y—>ay 27458 ELET,

o Fortify ScanCentral SAST V54 7Y bAFERL/ZO—ROBE)/ Ny 75—t (H#

)
e I—RDFFN\v I —Tft

Fortify ScanCentral SAST V54 7 b &R L7
— RDOBEEINNY 5y —I 1t (HELE)

Fortify ScanCentral SAST 754 7 MME., V—R I—RERBBRIXRTOKEHFRE S
oYz MIEBMICNY F—ILET, [V—IL] R—=I D5 Fortify ScanCentral
SAST 7547 a9 O0—RKLT, EWNRIVVICAVRAMN=LTERERHY X
T, A VAM—IDFIEIF. zip 7 7 4 IIRERFEIN TS README.txt 7 7 1 JLICEEH
INTWETY,

ARV R SAVAVI—TIAART, AV bOEET ALY MY ICEEIL.
package Ov Y RZETLFEFT, EAMREXIIRDEHY TT: scancentral
package o <output_zip> , f5l: scancentral package o mypayload.zip ,

Fortify ScanCentral SAST 754 7> hB L EBMD /Ny F—I{bA T 3 v OFEMICD
WTI&. TFortify ScanCentral SAST V54 7> bDA VA M—)LEER] 258 L TL
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72X,
Note

Fortify ScanCentral SAST /Nvw & — 2 {bld, OpenText Fortify on Demand
(FOD) IDE Y —JL & CICD W —JLICHAAEFNTUVE T,

d— RDFEI/NNy r—I 14k

774NV % zip 774 IIZ/Xv =2 {E L. Infrastructure-As-Code/Dockerfile =7 /
OY X9y IV TEELET,
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1.51.214.Go 77V —>3ay 7274 ILD
(@

Go 7N hrr—avdiga. ROWThHIOAREFERALTCT IV r—yay 72740
EEFELET,

o Fortify ScanCentral SAST V54 7Y hAFERL/AZO—ROBE)/ Ny 5r—I 1t (H#
1)

e IDEYV—ILEFERLALZI—RDNNy5—I1t

e I— RDFEFI/NvH—1t

Fortify ScanCentral SAST V S4 7> &R L /O
— RDOBEINNY r—I 1t (HELE)

Fortify ScanCentral SAST V54 7> MME., V—R I— R ERBRIRTOKEH FRE T
Ay MIBFMNICNNYyS—LET, [V—IL] R—I DS Fortify ScanCentral
SASTVZ547 a9 O0—RLT, EWNRIIVVICAVRAMN=LTE2RELNHY F
T, A VAM—IDFIEIE, zip 7 7 4 INIERERFIN TS README.txt 7 7 1 JLICEEH
INTVWET,

ARVYR SAVAVI—TIART, 7OV bPOEET LI MN)ICBEIL,
package IV Y RZEITLET. EFHNLBXXILRDEHY TY: scancentral
package o <output_zip> . 3l: scancentral package o mypayload.zip

Fortify ScanCentral SAST V54 7Y B L CBINID /Ny F—I b4 7T 3 v DFMICD
Wi, TFortify ScanCentral SAST V54 7Y hDA VA M—I)LEER] 2#5RLTL
X,

Note

Fortify ScanCentral SAST /Nvw o — < {bld, OpenText Fortify on Demand
(FOD) IDE Y —JL & CICD W —JLICHAAEFNTVE T,

IDEY—I)EZEAHALEZO—RONRNy 45—t

IDE 7574 v &ERATZE. AV N 2700 ENY F—IICUERIKEFERFK %
BIRTEZXY, IDEY—ILOFERADFFMICOWTIE, TIDEYV—IL] Z25RBL TS
(A

d— RDFE)/NNy r—I 14k
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GoYV—RA—KR 774NN %E zip 77 ANy r—ILET, ZHED Go 51T
ICEELAWMEREREREZESODET, ChODERERGRIRVY — 245 —IlHDT %
MR LET,

Go ICHEARFNTVWBRDIKERBREBE AT LD Y R—FMINTWET,
e Go EVa—IL ()

7OV NTGo EVa2—IEFERYT2HAIFE. 7OV N 774J)L (go.mod
T774NVEEL) 52 zip 7714 )LD —MNIERET Z2HLEIHYEY, 7OV b
T77ANERARNINET ALY MICERELRVWTLLREIL,

e GOPATH (Go 113 TIZELLFE)

Note
RDIVTATAIRRAFY UDLLBRAINET,

o« RUHF— T4 )Y —

e YT T7F#INHFHD gomod 77 AINICE>TERINLTRTOTO
P27 N

o _testgo Y714 v VATV TVWEITRTDTI 7ML (A=Y b TR
)
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1.51.205.PHP 7 7)) 5r—>a > 7741l D
#Eim
PHP 7 7Y r—> 3 vDizE. ROWTIHLDAEEEFERALTCTZ TV s—>ay 77401
=HfFELET,
o Fortify ScanCentral SAST /54 7 N&fER LAI— ROBEI/ Y 5y —J 1k (#EE)
e DEYV—IEFEALLIA—-—RDNRYy =1
o A—RDFFHNNvH—I1t

Fortify ScanCentral SAST V S4 7> &AL /O
— RDOBEINNY r—I 1t (HELE)

Fortify ScanCentral SAST V54 7> MME., V—R I— R ERBRIRTOKEH FRE T
A ) MIBFMNICNNy = LET, [V—IL] R—I D5 Fortify ScanCentral
SASTVZ547 a9 O0—RLT, EWNRIIVVICAVRAMN=LTE2RELNHY F
T, A VAM—IDFIEIE, zip 7 7 4 INIRERFIN TS README.txt 7 7 1 JLICEEH
INTVWET,

ARV R SAVAVI—TIART, 7OV bOEETA LI M) ICHEEIL,
package AV Y RZEITLFET., EXRNREXITRDEH Y TY: scancentral
package o <output_zip> . 3: scancentral package o mypayload.zip

Fortify ScanCentral SAST V54 7Y B L CBINID /Ny r— b4 7 3V DFMICD
WTI&. TFortify ScanCentral SAST V54 7> bDA VA M—=)LEFER] 258 LTL
X,

Note

Fortify ScanCentral SAST /X sr—{bi&. OpenText Fortify on Demand
(FoD) IDE Y —JL & CICD Y —JUICHAAAE N TVWE T,

IDEY—I)EZEAHALEZO—RONRNy 45—t

IDE 7574 v &ERATZE. AV N 2700 ENY F—IICUERIKEFERFK %
BIRTEZXY, IDEY—ILOFERADFFMICOWTIE, TIDEYV—IL] Z25RBL TS
(A

d— RDFE)/NNy r—I 14k
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V=R A=K 774N EE—D zip 77 ANy 5—=ILET, NvFT—II(C

php.ini 774 ILEEHET, TDT77AIICEDWTKRERGRHI EICEET 2H %85
ETBIENTEET,
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1.51.2.16.Python 7 7)o —>a>y 7274
LD XE(H

Python 7 7Y 75— 3 v DiFE. ROVWTILDOAEEFRLTCTZ ) r—>ay 77
TIVEHE/LIET,

e Fortify ScanCentral SAST V54 7V bAFERL/AZO—ROBE)/ Ny 5r—I1{t (H#

)

Important

Python ¥4 7 O —E XX, Fortify ScanCentral SAST 754 7> k
ZEAL TNy SIS H2H0EL’HY FT,

e DEYV—IL%EFEALAZOI—KD/Nv =1t
e A—RKDFF/N\v 45—t

Fortify ScanCentral SAST 7 54 7> b &R LA
— RDBENI/N Y r—U 1 (HELR)

Fortify ScanCentral SAST V54 7 ME., V—R I— R EMBRIRTOKREEFZRE T
OYxy MIBBMICNYS—ILET, [V—IL] R—=I D5 Fortify ScanCentral
SAST V547 &9 O—RLT, EWNRIIVICA VR MN—ILT2RENHY F
T, A VAM—IDFIEIF. zip 7 7 4 IVITRERFINTUWS README.txt 7 7 1 JLICEEH
INTVWET,

AV RN ZAV AVI—TTART, 7O bDEET A LI MY ICKEIL.
package <Y REEIFTLFT., EXRMLEXITROESY TT: scancentral
package o <output_zip> . 3l: scancentral package o mypayload.zip .

Fortify ScanCentral SAST 754 7Y B L ™BINID /Ny F—IfbA T 3V DOFMICD
WTIE. TFortify ScanCentral SAST V54 7> bDA VA M=)V EER] #58BLTL
EEW,

Note

e Fortify ScanCentral SAST /Nw & — 2 {bld. OpenText Fortify on Demand
(FOD) IDE Y —JL & CICD WY —JLICHEAHAEF N TWE T,

IDEY —IJ)LAERALEZO— ROy 54—t
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IDE 7S 74 VA FERTRE, 7OV 274NNy F—IbICEBELRKFRGRE
BIRTEFT, IDEYV—ILOFEROEMICOVWTIE., TIDEVY—IL] #BBLTLKESX
W,

A— FOFEINNY T—I1k

OpenText SAST & PY 7 7 4 JL% Python V—X O— K& L CTURELZY, PYCT 74
(AR ILiEFH Python 7 7 4 )L) IEHR— kI TWEHA, OpenText SAST I,
Django 8& U Flask 7L —LT7—J DEIERZHR—MLTWE T,

Y—2 A=K 774NV EEB—Dzip 774Ny r—JLET, IRTOEBEEY 2
— b, Y—KR—=F 41 EVa—-I)l, BLIUONvITr—I%EHET, Ihbid, Python Ik
HIREBED lib 74 I)L5— (D &% site-packages 7 # )L ¥ —%FEE) IChHY ET,

Note

TV —2a v yR— bREEEICKRTIINTLAWL/AN—2 3 2O Python
AEALTVWSIGEIE. YAR— MER L THISAZEE THEHKCIEI L,
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1.51.217.Ruby 7 7V r—>a>y 2740
D #E i

Ruby 7 7 ) 75— a3 v DFa, ROWThHLDOHEEEFRLTCZ IV r—>ay 7274
WeEELET,

o Fortify ScanCentral SAST V54 7Y bAFERL/AZO— ROBE)/ Ny 5r—I 1t (H#
1)

e IDEYV—ILEFERLAELZI—RDNNy5—I1t

e I—RDFEFI/NvH—1t

Fortify ScanCentral SAST V S4 7> &R L /O
— RDOBEINNY r—I 1t (HELE)

Fortify ScanCentral SAST V54 7> MME., V—R I— R ERBBRIRTOKREH FRE S
OJzy MIBEIICNy = LET, [V—IL] R=I D5 Fortify ScanCentral
SASTVZ547> a9 vO0—RLT, ELVNRIIVVICAVRAMN=LTE2RELNHY F
T, A VAM—IDFIEIE, zip 7 74 INIRERFIN TS README.txt 7 7 1 JLICEEH
INTVWET,

ARVYRSAVAVI—TIART, 7OV bOEET LI N)ICBEIL,
package AVY Y RZEITLET. EFHNLBXILRDEHY TY: scancentral
package o <output_zip> . jl: scancentral package o mypayload.zip

Fortify ScanCentral SAST V54 7Y B L CBINID /Ny F—I b4 7T 3 v DFMICD
Wi, TFortify ScanCentral SAST V54 7Y hDA VA M—I)LEER] 2#5RLTL
X,

Note

Fortify ScanCentral SAST /Nvw o — < {bld, OpenText Fortify on Demand
(FOD) IDE Y —JL & CICD WY —JLICHAAEFNTUVE T,

A— FOFEINY T—I1k

BRETIREERLCLIICT IV F—2a v EdRTOY—R I—RK 774)L% 1D
D zip 77 ANy r—IbLET,
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1.5.1.2.18. Solidity 7 ) sr—> 3>y 7274
L D#ElE

Y—Z2 A=K 274 % Zip 774Ny T—JbLET, IRTOKRERRESDHE
ER

OpenText SAST & Solidity AV /X145 LY A KNYHSHI— RO pragma X THERY 53
VINA S S YO—RLEY, 774 pragma XAEZFENTWRWES, 774/
hd ~0.8.0 MEAINZET,
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1.5.1.2.19. Salesforce (Apex EB & U
Visualforce) 7 7V r—>a> 2 74)LD
#Elm

Salesforce (Apex & & U Visualforce) 7 7'V r—> 3 v = #{E 9 5 I12IE. ROFIEAEIT
LEd,

o Salesforce Web %4 N TAFHEER Ant BTV —ILAEFHALT. 77V 45—y ay
., ThaHEFE L CRMAY % Salesforce #i## (org) AoO—A)N IV Ea1—4IC4
J>oO—RKLZEY, buildxml Z74ILTHREINY—Fy ML T7OYx
JMNIYZTIAMN T7ANUDPELKEREINTVWS I EZHEBLTSLEIWL,

e A vO—RINETTIVT—2a3vDN—=U3 VICIEUTASENET,

[¢]

Cls IERFEFDOT7 71 ILAD Apex 7 5 R

o

.page ILBRFAEFED 7 7 1 JILAD Visualforce Web R—Y

[¢]

trigger HEFEFH O 7 7MAINADT—IR— Tv) H—] BHEEIEIN S
Apex A— K 774

o .component ¥:3EF %D Visualforce AV R—RV b 774
o .object #LERFEFOA TV K

o AntBITY—ILDORFa AV NEFEALTREY—F Yy aEKR LT, E#EDS
AppExchange O7 7Y —2avaERALTVWREHEIR. Thod/ Ny -
NEdY—oy bELTHIYO—RINTWVWEBRIEEBERLTLEIL,

o V—ROA—R 774 NEEBE—D zip 774Ky T—I{LET,
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1.51.2.20.Scala 77V 45 —>a>y 2741
D #Efig
FABERT Scala A—RET# LT, 7—HA TIN5 —IJT20EIHY FT,

Scala O— RAZ#BLTRF v VRN r—Ibd %74HIC. Fortify Scala 75714 ~
B LUOTHRER/N—T 3 D OpenText SAST HFIHATEET T,

OpenText SAST 1 VX h—J)b

OpenText SAST DEF/N—TY 3 Vik, R—FILD [V—IL] R—=IHMHLAFTEET,
Windows, macOS, 8L Linux 7R —FT 1 VT AT LEADA VA N—=Z%5F TV
O—RTEFJ, V- OA—RNEZEHRTZITE. BIRSAEVR 774D RBRETT,
ZAEVREREITTBICIE, PR—MIEERLTLLEIV, HYR—=MNI[VY—IL] R=IH
SAETEET,

4 VA M=ILEFRAEICDOWTIL, OpenText Static Application Security Testing and
Tools D RF a2 AV MDESRL TSIV,

O— RDZEH#

Scala O— RA&Z#9 % (1TIE. Lightbend h 5 R DIZ# Lightbend Enterprise Suite < 4
Y 2B LU Fortify Scala 75714 VA AFLTELKBENHY £9, OpenText Fortify
on Demand 7 R— MIEE LT, S41EVRAF—EMBLTLLEIV, TS71 VD4
7 >O—NK, 8LV Scala A— ROZBLDFIEICDOWTIL,
https://developer.lightbend.com/guides/fortify/ ICd % Lightbend D KF¥ a1 XY M &5
BLTCEIW,

Important

7Y r—2 37| Scala UADEZEDY —RX A— RHAEFNTWBIFE
. BIOFE DY —RX OJ—RAZEELEFT,

% ey gy e Bl NOVAS R B2l |
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Help Center Tickets X

Assessment Waiting for Customer Action

Ticket- 70 Status: pending
Assessment Waiting for Customer Action

Assessment for Drupal - 725 is waiting for customer meaning
we are having issues accessing the site__

> Add Public Comment

From: Dylan Thomas 20M6/0719 08:49:02 AM
Quick feedback!

From: Dylan Thomas 20M6/07119 0&:23:04 AM
| swear they work! But I'm such a great customer. I'll update them anyway.

Sincerely,

Happy FoD customer

From: Dylan Thomas 2015/08/25 06:42:33 PM
Assessment for Drupal - 7.25 is waiting for customer meaning we are having issues accessing the site
properly.

Assessment Type: Dynamic

Tenant: Dylan Tenant

Motes: The scan of your application has been paused because the credentials provided are not
working. Flease verify the credentials and notify the Help Center with the updated information so we
may cemplete your scan. To chat with an FoD representative or leg a suppert ticket, visit the FoD
Help Center link on the FoD portal. For immediate assistance use the Help Center Waice Channel
(B00)893-8141. Without your response, your scan may be cancelled.

‘We would appreciate it if you could log in and help us resolve the issues.
You can access the Assessment by going to HTTPS:/FODQAS-1IS2/Releases/lssues/1621

Thanks.
HP Security Services
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@ v Azure ARM Misconfiguration: Hardeoded Secr.. m
® azuredeployjson: &
azuredeploy.json : 131
createtableautomationjob json : 32

info-csa-extension json : 14

o G G G G

8 virual-machine-with-plan json : 54
> Azure ARM Misconfiguration: Improper Comp... @
> Azure ARM Misconfiguration: Insecure Actve .. (10}
> Azure ARM Misconfiquration: Insecure App Se..
 Azure ARM Misconfiquration: Insecure MySQL @
> Azure ARM Misconfiguration: Insecure: Postr.. (10}
> Azure ARM Misconfiguration: Insecure Storag m
 Azure Resource Manager Misconfiquration: H
% Credential Management: Hardcoded API Cred.. 0
 Cross-Site Scripting: Reflected m
» Dynamic Code Evaluation: Insecure Transport (10}
» HTMLS: Missing Content Security Policy n
 HTMLS: Missing Framing Protection (1]
> Insecure Transport 0
> Insecure Transport: Weak SSL Protocol @
» JSON Injection °
> Key Management: Hardcoded Encryption Key
 Mass Assignment: Request Parameters Boun O

% Open Redirect (1]
> Open Source m

 Password Management: Hardcoded Password @
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Search Text

s+ Samples/SCA/dev/azure-quickstart-templates/application-workloads/chef/ch... , Audit

m Azure ARM Misconfiguration: Hardcoded Secret ) [ Smart Fix

Vulnerability ~ Recommendations ~ Code  Diagram  More Evidence v History

Summary

Online 5 of azuredeploy,json, the template defines a default value for a parameter with a secure type.The template defines a default value for a parameter
with a secure type.

Explanation
Sensitive Azure ARM template parameters, such as passwords, typically use the securestring OF secureohject types.
For parameters that use a secure type, the parameter values are not logged or stored i the deployment history.

However,if a hardcoded default value is configured for a secure type, that default value is readable to anyone who can access the template or the
deployment history.

Hard-coded secrets can compromise security in a way that is not easy to remedy. After the software s in production, an update is required to change the
compromised secret.

Inthe case of a secret thatis used to encrypt data, key-rotation steps must be administered to decrypt and re-encrypt all the data protected by the
compromised key.

Example 1: The following template shows a parameter with a secret type that has a hardcoded default value.

{
“parameters": {
“rootPassword": {

"defaultValue": "HardcodedPassword",
"type": "secureString”
b

vadnd
"ty

"

+ "string"

s
"sqlServerhame": {
"type": "string"

}

h

-

Instance ID: 1A4796F30ATFEB94C2C44207CBBATERG
Primary Rule ID: C2BEAE43-BF1D-4328-8483-27240E1243BE
Standards and Best Practices

CWE
+ CWE3N

CWE Top 252024

+ CWE267 - Improper Authentication
+ CWE-798 - Use of Hard-coded Credentials

Stalus
New

Introduced Date
2023/01/30

Last Found Date
2023/01/30

Remediation Grace Period
1043 days overdue

Assigned User
(Not Set)

Developer Status

Open

Auditor Status

Pending Review

Severity

Critical

Comment

‘ Add Audit Filter

‘ Assign Attributes ‘
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Cross—SiTeScripting:Reﬂeded) 7 Av—HMEIE

MeEStE  fEEEE o-F TOMDEE ~  FEE

blogEntry.jsp (0wt _jspServiceQ |3, 1T 53 TAAREED T — &% Web T 32 FIT2ELAT . BARIL T, FF 7D ERDH 20— =TT SR &Y X
T o AEREDT — % Web IV DEET B4 BRILTIFUV Y TEREDH LI F O E TSN LR S ET .

B

SRMDIZE| I, Cross-Site Seripting (XSS (MRAASED FE L F£9 .

LSRR TS —IEHTT — 20 Web T — g CAVAATIRS . UL 9t xss DS, (S TE G — 213 web UO I THLDH—BETTT .
—A. R x55 Bl AL FF X559 MBS T — A=A ED) AT F T — A2 T TH DN —HIITT .

ZDIBE. T —513 saveBlogEntryActionjava (DT 319 | CF5-% getParameterQ | CALIAATOET,

2 FEEEOFE web 1 —H —| TEESHAERI T T LU IT A0 EENTLAES.
ZMIFE. T —413 blogEntryjsp i T 53 | CH 2 print0) TiE{SENTIET,

Web FSUHFIDRESNAEER LT TouIE. BLDIEE. JavaScript O—ERE OV SEREEI - TOET . LAL, HTML, Flash %5 ¥, SO HAEITT 20lREM
DHZH S EHFTDI-F THLITEEMbEY T, xs5 | CEDCROMER I TIFEIRICHY £9 ., —888 211, cookie "0 DA FR P TOMD 2o g

TERFEHIEE| SR, BEEDREIT 52 Web LT U | CHEEEFEA L ORLIZY, BRSO H LT 1M R T - —Ov L L TEREH 2T
EFETLIILET .

<% String eid = request.getParameter("eid"); %>

Employee ID: <%= eid %>
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Warrior DFF#ICDWTIL. TSecure Code Warrior Dfi& ] #ZBLTLEXW,
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¥5s DRSS RE T DT UIr —2a OB NICEESR LT — M EENLEESLOT. ERETOEAL T, 7y — a5 naERl o7
— SR Y ARENEY T T LI Web F I —La 3B OIS SRR DA VEBA I D — VR ERL TR L T vEE T 20, COEIIRELL
PRIV TVLGEAET SRR COERERIT AEREVIAAL. ANTO XSS OEEIE T2 25T,

Web 7 A —2 g3, AZDEREREL T SQL Injection ¥ MRESE MERAIE T 2.0 B0\ G 20T, 77U —2 a0 DEEED A DS 0= 2 LEEAEL T s 1#5E
FEHBHIXNI I CHERIES T T . B IR X85 |5 d B AN L e T THH A0 TIIRVE LA, /T — 52 75 £D(F
BEN T ALY —2a7 FUTr — g A ESR TIRAZ bR N, B8PS A EEPE To T v — a0 AT — A2 TR A 2SR Y E
T CDicth, FOLI0T — Ao THER | CHETE AR T2 I TE T A, DFY, xss QRS R L TERIE TR, 7 —a s A
T =T =g e L= — | RSN AT — SR N TTHESE T A 2T,

xss BRI TRYEESFIEL, HTTe DT Ly TOERESF O] § 5F 2 INFONRT (- AREFERL. ol W F TRl A e Ahals
T, XA 1E, BHTOATENSNS I —F oo TTOHETENINAERESERUI T I TEES 7L, ZOHEIT wee 71T
—iavTl3EDES, ETRURETT ., JHUd, ZF52 ¥ L THRRFEESRFF DS DONFIL. I I-FehThaii A h L RAashasEDid ot
TF, = —HaO HTMLBITETE T 24BN E S web T F 1R 8T ORTT,

.
Bk
1. The HP Fertify Secure Coding Rulepacks warn about SGL Injection and Access Control: Database issues when untrusted data is written to a database and also treat the
database as a source of untrusted data. which can lead to XS5 wulnerabilities. If the database is a trusted resource in your environment, use custom filters to filter out

dataflow issues that include the DATABASE taint flag or originate from database sources. Nonetheless, it is often still a good idea o validate everything read from the

database.

]

Even though URL encoding untrusted data protects against many XS5 attacks. some browsers (specifically, Internet Explorer & and 7 and possibly others) automatically
decode content at certain locations within the Document Object Model (DOM) prior to passing it to the JavaScript interpreter. To reflect this danger. the rulepacks no
longer treat URL encoding routines as sufficient to protect against cross-site scripting. Data values that are URL encoded and subsequently output will cause Fortify to
report Cross-Site Scripting: Poor Validation vulnerabilities.

3. Fortify RTA adds protection against this category.
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A4 VDML —RADRREBNELITEMICT S
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impart java Ukl Set;

Aok

# Saves 3 hlog ety
*

# i@author
y

puklic class SaveBlogErtrvAction extends SecureAction {

Sirnon Brown

Sk the log used by this class ®/
private static Log bg = LogFactory getlo g5 aveBlogErt rvAction.class);

Sk the value usad if the blog ertry is being previewed rather than added */

private static firal String PREVIEW = " Preview”;
private static firal String SAVEAS DRAFT = "Save as Draft”;
private static firal String SAVEAS TEMPLATE = “Save as Template”;

Sk

# Peforms the processing associated with this action.

e

* @param reguest The HitpSerdetReguest instance.

* @param resporee The HitpServdetResponse instance.
* @returm The rame of the next wview

#

[M] % 7iCid. BEDSF ML —AMARTZINET,

1073417 pebble-web/jsp/blogEntry.jsp : 53
Cross—SHeScripfing:Reﬂeded) I Av—}EE

licEE i

H#EEIE a-F B OO - FEE
SaveBlogEntryAction.populateBlogE... ElogEntrysetTags
() getParametertreturn)
= Assignment to fags
3[] setTags(0 - thistags) —_—

:= Assignment fo thistags

T DAt DEEHL
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3[] _jspService(2 : refurn)

::s{] print{0)
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is no longer listed as an active vulnerability. (Z DESEMEIET7 2 7 1 T2
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e Sonatype: https://guides.sonatype.com/igserver/technical-guides/sonatype-
vuln-data/

e OpenText Core SCA: https://debricked.com/docs/security/security-about#data-
refinement
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Request to be a Vendor X

Before you can send an analysis report fo a customer, you must request
to be & vendor of that customer. To initiate this request click "Generate.”

This will create a Link ID which vou will send to the receiving customer.

Motes

Used to add supplementary identification informatfion to the companmy
relationship (only viewable by you)

GENERATE

5[] =0 )y LT [VVIIDES]ZXRTLET,

Request to be a Vendor X

The vendor request has been initiated. To activate the vendor-customer

relationship:

& Securely send the Link ID below to the customer you wish to be a
vendaor of 50 that vou can send reports to that customer.

# The customer you send the Link ID fo will use this ID to verify the
vendaor request.

# Once verified by the receiving customer, yvou will need to approve the

relationship fo make it active.

To copy the Link ID, select the |0, right click and select copy or click the
'‘Copy To Clipboard" button.

M This Link ID is not recoverable after this dialog is closed.

Link D

bdble28b-2bb7-4b7c-b2e?-7 369346507 3

CLOSE

6.[VYVID&S]Z#3E-LZEY,
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Verify Vendor Link X

To accept the link request, enter the Link ID below that was given fo

vou from the vendor.

Link ID

Motes

Used to add supplementary idenfification information fo the company
relationship (only viewable by you)
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Publish Report X

Select the companies fo which vou want to publish this report.

Test Tenantl

Report Name:
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Created Date:
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1.9. OpenText Fortify on Demand API
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T—Y VH— API Root URL
AMS https://api.ams.fortify.com
EMEA https://api.emea.fortify.com
APAC https://api.apac.fortify.com
SGP https://api.sgp.fortify.com
FedRAMP https://api.fed.fortifygov.com
&= A R https://api.trial.fortify.com
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{"swagger”:"2.0", "info":{"version":"v3", "title": "Fortify on Demand Web APL Explorer”}, "host": "16.103,234,237", "schenes”: ["http"],"paths": {"/api/v3/applications/{applicationld}";

et”:{"tags":["Applications”],"sumary
application/json”, "text/json”,"

id","require

{"description”: "Unauthorized"}, 404 (”dascr‘1pt1on

application”, "operationId": "Applic.
urlencoded”, "multipart/form-data®]
application id","required”:true,”type":

"BadRequest”, "schema”
NotFound"},"422":

[1,"produces”
id","required
{"description
{"description”:
of applications”, Dperatlunld” "Applications

["spplication/json”,

[{"name":"filters","in

order the results by.","

"nffset”,”m" "query","description”
i n":"query”, "description”

nk","schema‘

Unauthorized"}, "see":{

{"description”:
data”], "produces”: [],"paraneters”: [{ "nane
$ref

efinitions/PostApplicati
{ descr)pt)nr\":”Ur\pr‘ocessahleEnt1t

etrieves an individual application by id
application/xml”, "text/xml"], "parameters”:[{"name”: "applicationId"
Format”: "int32"}], "responses® :{"200"  { "description”: "0k”, "schema": {"Sref"  "#/definitions/Application”} }, "401"
: "NotFound"}, "5

produces
integer”
{"$ref":"#/definitions/PutipplicationRequest™}}], “responses”: { 200" :{"description”: "0k, "schema” :{"$ref": "#/def initions/PutApplicationRespons:
{"Sref": "3/defini tions/Puthppl
"UnprocessableEntit;
InternalServerErrar”}], "deprecated”: false}, "delete”
"application/wuml", "text/xml"], "parameters”:
"int32"}],"responses”:{"200": {"description":"0k","schema":{"$ref":"#/definitions/DeleteApplicationResponse"}}, "400";
“#/definitions/DeletespplicationResponse” }},"401" { "description”: "Unauthorized"}, "403
"Internalservererror”}}, "deprecated”:false}}, "/api/v3/applications”:
GetApplications”,"consumes”:[ ], produces™: ["application/json”, "text/json”, "application/xml", "text/xml"], "parameters”:
"<pa delinited list of field filters.c/p>\rincprFicld name and value should be separated by a colon (3).</pX\rincpotiultiple fields

pplication/json”, "text/json", "application/xnl”, "text/xnl"], "parameters”: [{ "name

“description”:

t/4s0n"

thFound”},"saa” {"description™:

query”,"description
should be separated by o plus (+). Exemple, Fieldnemel:velustficldnamezivalues/p>","required”:false, "type”:"string"}, {"nane

;"required”:false, "type"

Offset of the starting record. ® indicates the first record.”,"required”:false,"type”
Maximum records te return. The maximum value allowed is SB.”,”required"‘False,"type"
/definitions/ApplicationlistResponse”}}, 488" :{ "description”: "BadRequest”, "schema™
ternalserverError"]}, "deprecated”:false}, "post”: {"tags": [ "applications"], "summary

“deseription”: "I
release’,"operstionld’ s “ApplicationsV3 Posthpplicstion

chema™: {"$ref"”

» "operationT

“pplicationsVs GetApplication”,”consunes”: [],"produces":
in":"path”,"description”:"The zpplication

{"description”:"InternalServerError”}}, "deprecated”:false}, "put”: {"tags": [ "Applications"],"summary”: "Update an
:["application/json", "text/jsen", "application/xml”, "text/xml"

"path”,"description™:"The
equired”:true,"schema":

}3,"400":
Forbidden™},"404":

int32"},{"name": "requestiodel”, "in": "body", "description”: "The application data”

ionResponse”}}, 401" :{"description”: "Unauthorized"}, 463" :{ "description
chema”: {"$ref":"#/definitions/PutApplicationResponse”}}, "s00":
“tags":["Applications"], "summary”: “Deletes an application”,"operationld":“ApplicationsV3 Delete”,"consunes”:

“name”: "applicationId”,"in":"path”, "description”: "The application

“description”:"Forbidden"}, 404" :
applications”],"summary”: "Retrieve a collection

"orderBy”, "in query ", "description”:
“fields", "in":"query”, "description”: "Comma separated list of fields to return.”, "required”:false,"type
", "format”: "int32"},
ormat”:"int32"}], "responses”:{"200":
#/definitions/ErrorRespanse”}}, " 401"
":"Create a new application and

The field name to
"i"string"},

Tref

"censumes”: [ "spplication/json”, "text/json", “application/xnl”, "text/xml", "application/x-mm-form-urlencoded", "multipart/forn-
requestfiodel”, "in
R/defmltlans]PostAppllcatlonRequ:st "}}1,"responses™: 4
00" {"description”: "BadRequest
/definitions/ErrorResponse™}}, "500" :

The application data”,"required”:true,"schena”
No Content"},"201":{"description”: "created","schema"-
schema":{"$ref": "#/definitions/ErrorResponse”}}, "481

:{"description”:"Unauthorized"},"422":

Swagger Editor > Swagger Codegen 72 & Swagger #H%/R—h9 23— K
91*1/—9 Y —IVIZJSON 7 7 AV ZBEYIF B A1V R—bMLT, 75
AT7UNRYTELIESDK ZERKT B ENTEET,
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AL EMEIERZANLEY,

This PDF was generated on August 14, 2026 Page 620 of 713



3 opentext"

Fortify on Demand 26.3

FRRED T3 % FIRr

client_credentials 1.[2547>Y MID] 714 —JLRIC
APl ¥—%Z AHDLZFY, APl ¥—
DIERRICDWTIE, TAPI +—0
ER] Z5RL TSIV,
2.[954F7 b= Ly N T4
—JLRIZAPI Y=o Ly N&E AN
LET,

This PDF was generated on August 14, 2026 Page 621 of 713



3 opentext"

SREE D 3%

password

This PDF was generated on August 14, 2026

Fortify on Demand 26.3
FIR

Note

ThHoY MNDERENST T
D20 Nl Bl NP ey 2
EMBTEEY,

1. [2—Y—R] 714 —ILRICTHD
VDAY —ZHEANLET,

2.[IRRAT=FR] 74— RIZTAHD
Y hDNRRT—=REER=VF
V7 OEA b=V AALE
EE

Note

N=YFILTIER
N—2 UDMERX
n, EINLRD
—THNR=YFIL T
IR =0 VD
AXNAZA3—TD
Y7ty N TIEAL
A, FREbid KRB L
£7,

B [FTFYM Ta—IRIZTFV B
d— P%lj] L/ij_o

4. (2 ZERZBADBEMDHBEICHE)
[t¥a2YF74 A—KR] 74—ILK
IS, 2 BRBEMD—H & L TR
Ltz®a)74 OJ—KE2AHL
Y,

5.3 — RABRFEANR—ZDT V%
’fL\ /QZU_ |\\ (TOTP) D:LDIE) 7
Da—oavilk o TEMRIN

Page 622 of 713



3 opentext"

D&

5 FEl =7 Vv I LET,

Fortify on Demand 26.3

FIRr

BElk, [TOTP 2] #ERL
TLEXW,

Ty avdT7 IR =0 UDNERINE T,

6. TV RRAVMEREAL, RRINLT A —ILRICNSIA =S —%ZANLET,

/api/v3/applications/{applicationId}

Respanse Class (Status 200)

Ok
Model Schema
{
"applicationId”: @,
"applicationName”: “string”,
"applicationDescription”: "string",

"applicationCreatedDate”: "2816-85-208T16:81:36.7881",

"businessCriticalityTypeld”: @,

"pusinessCriticalityType™: "string”,

"emaillist"™: "string",
"applicationTypeld™: @,

"applicationType”: "string",

R LT L

Response Content Type | application/json ¥

Retrieves an individual application by id

Parameters

Parameter Value Description Parameter Type Data Type
applicationId The application id path integer

Response Messages

HTTP Status Code Reason Response Model Headers
481 Unauthorized

484 NotFound

588 InternalServerError

Try it out!

7. [Tryitout!] 22 v o LZET,
ISEDNTICEBIMINET,
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Curl

Fortify on Demand 26.3

curl -X GET --header "Accept: application/json' --header 'Authorization: Bearer gAAAAH21jER2935DMsX8quA2q6qyhpPh8cOVeDfNo_9Kegnbiz

Request URL

http://16.1@3.234.237/api/v3/applications/4191

Response Body

"applicationId”: 4191,

"applicationName": "Test Application™,
"applicationDescription®™: null,
"applicationCreatedDate™: "2016-81-26T18:23:22.717",
"businessCriticalityTypeId": 3,
"businessCriticalityType": "Low",

"emaillist": null,

"applicationTypeId”: 1,

"applicationType™: "Web_Thick_Client™,

"attributes": null

Response Code

286

Response Headers

{

pragma”: “"no-cache”,

"date": "Thu, 19 May 2816 14:14:34 GMT",

"server”: "Microsoft-IIS/8.5",

"x-powered-by": “ASP.MET",

"content-type”: "application/json; charset=utf-8",
“expires™: "-1",

"cache-control™: "no-cache™,

"content-length™: "29&",

"x-ua-compatible™: "IE=Edge"
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1. ROAELXINSG A=Y —%BELT, h—I VDIV RRA Vb
<datacenter_root_URL >[oauth/token |Z POST Exk%#=XEL X9,

Note

F—4 >4 —® APIRoot URL DY X MIDWTIE, 77U s —v s
Y IAvSIVEI AV —T142 (AP)] BESRBLTLEIW,
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FEIEER)

o client_credentials : APl F+—¢&
=Ly b

username THAODY N A—F—R&
<tenant_code>\<username> T,
FTFrFYMNIOA—REI—HY—-RKIF. TH
DY MNDEREICKRRINET, 21—
— % %5 A CH~A. FHHXFEIR
r—7L%9,
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2 FHIY RDISRT— RE el S—

FTILTOERA M=V, INXAT—K
5| CHA& . BHRXFEIRYT—
TLET,

Note

SSO 21 —H—i&k, /N—=V
FTILTIOERA M=V %
FART B LDICHIPEIN
£7,

Note

IN=YFI TR b=
JUDNIRRAT—RELT
FRAIN, BEINELR
A==V FIL TV
TR N—=UVDFAIH
A2A—T0H Ty ~
ERERLRWSGE. 533

FERBLET, N—VF
WT7Io9ERA =0 D
HMIZOWTIE, T/8—vr
W72 b= VD

Bl ASRLTEIV,

client_id APl F—

client_secret APl >—2 L v b

"access_token" E WO EZFITJISON IREBETCh—o BRI F T,
2.ZDON—YOVHEFREINY I —TRT7S h—o V& LTHERLET,

Authorization: Bearer {token}
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LT, 21— —EBBREZFERALTINTS b—J VZRET2ERDHITT,

curl --request POST 'https://api.ams.fortify.com/oauth/token' \
--form 'scope="api-tenant"' \ --form 'grant type="password"' \ -
-form 'username="myTenantCode\\myUsername"' \ --form
‘password="myPassword"'

LTI, APl =& =Ly AL TART7S =0V ZBIRT2ERDHITY,

curl --request POST 'https://api.ams.fortify.com/oauth/token' \
--header 'Content-Type: application/x-www-form-urlencoded' \ --
data-urlencode 'scope=api-tenant' \ --data-urlencode

‘grant type=client credentials' \ --data-urlencode

‘client id=myApiKey' \ --data-urlencode

‘client secret=myApiSecret'
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AOA—=T1F, 79X b= VI E5INZ 79 2AEREHRLET, A3—7Ik, IR
Ea—HY—D2F->TVWBULDEREMGSLERHA, API TV RT7O0—ZICTY KRS Y
NDOEMAERRL, FIINRI-—TE2HEATEET,

RORKIC, EATERRI—-T2RLET,

23—

api-tenant

start-scans

manage-apps
view-apps
manage-issues
view-issues
manage-reports
view-reports
manage-users
view-users
manage-notifications

view-tenant-data
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OpenText Fortify on Demand Tl&,. TV KR4V hNT &, L2 -T&. FkiF
F—R—RAZTEDAPIL—HF Uy MDEEINZET,

RDITY RRA Y MIFHEIRINWEEA,

o PUT/api/v3/releases/{releaseld}/dynamic-scans/import-scan
o POST /api/v3/releases/{releaseld}/mobile-scans/start-scan
o PUT /api/v3/releases/{releaseld}/mobile-scans/import-scan
o POST /api/v3/releases/{releaseld}/static-scans/start-scan

o PUT /api/v3/releases/{releaseld}/static-scans/import-scan

RORIC, HIRINB TV RKRAVMDOL—MN Uy bAERLET,
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POST 6
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PUT 1
/api/v3/applications/{app
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/api/v3/eventlogs/downl

oad

POST /api/v3/releases 6
PUT 1
/api/v3/releases/{release
ld:int}

POST 1

/api/v3/releases/{release
|d:int}/dynamic-
scans/start-scan

1

GET
/api/v3/releases/{release
|d:int}/fpr

Note

L—h VI

MIREv

DYATZE

ICEREINZE

ER
GET 1

/api/v3/releases/{release
Id:int}/vulnerabilities/{vul
nid}/all-data
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IVRRAV b RAER *’J’

POST 1 5
/api/v3/releases/{release

Id:int}/vulnerabilities/bug

-link

POST 1 5
/api/v3/releases/{release

Id:int}/vulnerabilities/bul

k-edit

ZTOMOITY RRA > b 10 1

NSwx>o T L—MYIy b

API TV RRA YV FERUPHET EXIC, IWEHTTPAY Y —ICL—K Uy MBLUVL—
MYZy MOEMKRENRINET,

« X-Rate-Limit-Limit: E5R DR A
o X-Rate-Limit-Remaining: 3k D% V) D%
o X-Rate-Limit-Reset: L— bk ) I v kDY tvy PEIN2EETOMWE

API TV RRA Y hDL—F YUZy MIFETDE, APHIE HTTP 429 Too Many
Requests (BERNEZ T E3)| IWBERT—IRERDELIRIEEA v E—TVE—HIORLE
ER

{ "errors": [ { "errorCode": null, "message": "Rate limit of 1
request(s) every 15 second(s) has been exceeded" } ] }

L—MNYIy NEEETEIIEOHDRAN 59574 R

APl ZIPUH T & XICL— N Uy MEDORT 201, ROXRN 759574 R%FEAL
T, API 2RO ZiEL LT, WELEY,

o IKHEATET—F%eFrvralEd,

L EATBAPI TV RRA Y hDIFE. APIIGEZF vy 22l T T—9%2EK
TRHEECFryyaIhiiEZO0—NLET,

o TREQLAPIHFUHLZRZSLET,
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o ERL — ~DHIE

EHARICL—N VI v MSET2HE1F. BEXOL—MZHIEIL T, EEINALL
— KNIy RNAIKIREZ EDICTZTOECREZEDZ I EEREFTLTLEIWN, EH
EERKL—MZERELT. EXRL— M ZENICHET 2D, EXZMNSvFVTL,
L—K DIy MOEM EHIHTZZ EICE > TEIMICKIHTZZENTEET,
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N=YFINTIER b= F EFRLEI—Y—IIEERMITONE—EDF—TY, Z
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N=YFI TR M=V VEGFHRHLTR—FIICATAVTBIEITTE
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IN—=YFI 7R k=2 IE, OpenText Fortify on Demand &EfiE T 3720 DFERT
REQIRIAFEEZRBELET, 12— - REO=—XIXEDLETCRI—TDELRZE
BON—O aFERALLY., b—0VOAMBRZIEELLYTEZXT, /L, WDOTDH
N—=OVZEMITETET,

OpenText Fortify on Demand (&, /X—Y FIL 7O 2R =0V OEWDHRIIN S 14
HEICEFA—IILBRER—FYILBMEEELET, LWL —I Ly MBERINARL
RY. BRERTINDNR—=YFIL 7o h—=0 VIIFERTETEHA,

DV avTIE, ROMNEY ZIZDWTEHRBALE T,

o N=YFILTUOERA M= VDIEK
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1 The HP Fortify Secure Coding Rulepacks warn about SQL Injection and Access Control: Database issues when untrusted data is written to a database and also treat the
database as a source of untrusted data, which can lead to XS5 vulnerabilities. If the database is 2 trusted resource in your environment, use custom filters to filter out
dataflow issues that include the DATABASE taint flag or ariginate from database sources. Nonetheless. it is often still a good idea fo validate everything read from the
database.

2. Even though URL enceding untrusted data protects against many XS5 attacks, some browsers (specifically, Internet Explorer & and 7 and possibly others) automatically
decode content at certain locations within the Document Object Model (DOM) prior to passing it fo the JavaScript interpreter. To reflect this danger, the rulepacks no
longer treat URL encoding routines as sufficient to protect against cross-site scripting. Data values that are URL encoded and subsequently output will cause Fortify to
report Cross-Site Scripting: Poor Validation vulnerabilities.

3. Fortify RTA adds protection against this category.
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Transfer-Encoding = chunked Vary = Accept-Encoding X-Request-Id
= e9cbce0c-108f-46e9-b2cc-89f6f0104dca X-Token-Id = 89bed2d3-
a8dd-4414-9e31-6b09a5590ee5 Cache-Control = no-cache, private
Date = Fri, 02 Jul 2021 16:08:29 GMT Set-Cookie =

laravel session=CRuQJLoiFx9ay1lUV88ufH83vC0jqlPLOINOWY59v;
expires=Fri, 02-Jul-2021 18:08:29 GMT; Max-Age=7200; path=/;
httponly Server = nginx/1.14.2
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@ 2021/06/17 23:25:13 https:/hpfod zendesk.com/agent/dashboard 2698de80-9f58-47d9-abd9-ed53edbbadel Bzl
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Web 7 vV DEEFIE. 7 KL R (BOXEI—BHAYR—bINFT)
ETZIIDICL>THRETEZTT,

This PDF was generated on August 14, 2026 Page 697 of 713



3 opentext"

Fortify on Demand 26.3

4. Web 7y V7 DITT [FHMl] =2V v o LET,
HTTP ERB LUV EFDIREEZL [Web 7 v JERE] 74 Y RIDARRINE T,
Kk

Webhook Delivery X
@ ‘ 8909f981-b4cee-4af7-aBcd-418al2eeaece https:ffhooks.slack.com/services/TALM3FNGL/BO26WSEDLTU4 &/30/2021, 11:37:47 PM

Request @ Response

Headers

X-FOD-Deliveryld = 8909f981-4cee-4af7-aBcd-418al2ee0ace
X-FOD-Signature = 6B5D3EF8315ADFEA728ADCCA0ACCEA37CBSF215CFED386B3622B5CAATECS3ALD

Content

["deliveryld""8909%f981-4cee-Laf7-aBcd-418al2eefaee” "eventName™ scan_completed”."payload™
{"scanld™31246, tenantld":1126,"applicationld: 12237, "applicationMame""WebGoat" "

~12672 . rel N ""8.0""scanType""static","notes™"Scan Job Id 12549 : FPR
IMPORT SUCCESSFUL AND AUTOMATICALLY RELEASED),"webhookld™"f16b45d0-9631-4af6-9db7-7132d60alb21" triggered At""2021-07-01T03:37:47 310542477}
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Webhook Delivery

©

Request : Response

Headers

3c727595-35c6-4775-a91b-96006f34a168

X

https:/fhooks slack.com/services/TALM3FNGL/BO26WEBDLTUL | 7/1/2021. 2:31:11 AM

x-frame-options = SAMEORIGIN
x-xs5-protection = 0

wvary = Accept-Enceding
referrer-policy = no-referrer
x-slack-backend = r

Date = Thu, 01 Jul 2021 06:31:50 GMT

Content

strict-transport-security = max-age=31536000; includeSubDomains; preload
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