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Release notes (26.4)

This document provides the new features, installation and upgrade notes, known issues, and workarounds that apply to
release 26.4 of OpenText™ Fortify on Demand.

The user guides for this product are available on the product documentation website: OpenText Fortify on Demand (FoD) -
Documentation | Micro Focus

1. Engine and rulepack updates

OpenText Fortify on Demand 26.4 includes the following engine and rulepack versions:

e OpenText Static Application Security Test 26.3:
OpenText Fortify on Demand implements OpenText SAST (Fortify Static Code Analyzer) version 26.3. For more
information, see OpenText Fortify Static Application Security Testing (SAST) 26.3

2. New features

Automatic SAST-DAST correlation

OpenText Fortify on Demand now automatically correlates eligible static application security testing (SAST) and dynamic
application security testing (DAST) findings for releases that contain both. This helps teams identify related findings across
the two assessment types. This capability requires Fortify Remediation Aviator and SAST and DAST subscriptions.

For more information, see SAST-DAST correlation.

Quota-based processing for Fortify Remediation Aviator

Fortify Remediation Aviator now uses a quota-based model for issue processing. Each application starts with a 10,000-issue
quota, replenished by 1,000 issues each month up to the 10,000-issue maximum. You can view the remaining quota in the
Scan Summary.

For more information, see Audit and remediation with Fortify Remediation Aviator.

Cyber Resilience Act (CRA) support

Fortify on Demand now supports filtering and grouping issues by Cyber Resilience Act (CRA) 2024 classification, helping
teams review findings by classification.

For more information, see Filter and group the issues page.

Open Source license risk visualization

Gain better visibility into your open-source software compliance posture with the new Open Source License Risk
visualization. This enhancement provides a clear breakdown of open-source components by license risk category, enabling
security, engineering, and compliance teams to quickly understand their organization's exposure to potentially restrictive,
reciprocal, or unknown license types.

Scan Tool filter on the All Scans Page

OpenText Fortify on Demand now includes a Scan Tool filter on the global All Scans page, making it easier to find scans
performed by a specific scanning tool.

For more information, see Filter Your Scans page.
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API updates

Scan imported CycloneDX SBOMs with Debricked

You can now choose to have imported CycloneDX SBOMs scanned by Debricked during the import process. When enabled,
Debricked enriches the SBOM with vulnerability and license data, providing deeper open-source risk insights.

The CycloneDX SBOM import API accepts the optional scanWithDebricked parameter. When set to true , the imported
SBOM is automatically analyzed by Debricked for vulnerability and license risks. When omitted or set to false , the SBOM is
imported without enrichment.

Increased workflow macro upload limit

Fortify on Demand increases the default maximum workflow macro file size from 30 MB to 90 MB for Dynamic (non-
automated) and DAST Automated scans in the tenant portal. An administrator configures the environment-wide limit
through the WorkflowMacroMaxFileSizeMB ' site setting.

A new API endpoint supports chunked uploads of DAST Automated workflow macro files up to the configured limit.
Currently, only WorkflowDrivenMacro is supported. Existing DAST scan manifest PATCH endpoints retain the 30 MB limit.

PATCH /api/v3/releases/{releaseld}/dast-automated-scans/scan-setup/chunked-file-upload

For more information, see Configure a Dynamic scan.

3. Known issues

Issues with PDF outputs

Description

The customer-facing PDF documents of OpenText Fortify on Demand contains cross-reference links that do not navigate to
the intended section or page. Users relying on these links to quickly access referenced content may need to locate the
information in the document manually.

Workaround

Use the search feature in the PDF viewer to locate the referenced section manually.

Status

The issue is under investigation.
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