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1.1. Getting started

This help describes how to install the Core Application Security Plugin for IntelliJ IDEA
and use it to upload code for static analysis to OpenText™ Core Application Security
and open analysis results for remediation. This plugin works with Android Studio and
other JetBrains IDEs as listed in the JetBrains Marketplace. The procedures in this
guide reference the IntelliJ IDEA interface and the instructions might be slightly
different for the other IDEs.

e Product name changes

» Requirements for using the Core Application Security Plugin for IntelliJ IDEA
 Installing the Core Application Security Plugin for Intellid IDEA

o Configuring the Core Application Security Plugin for IntelliJ IDEA
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1.1.1. Product name changes

OpenText is in the process of changing the following product names:

Previous name New name

Fortify Static Code Analyzer OpenText™ Static Application Security
Testing (OpenText SAST)

Fortify Software Security Center OpenText™ Application Security

Fortify Weblnspect OpenText™ Dynamic Application
Security Testing (OpenText DAST)

Fortify on Demand OpenText™ Core Application Security

Debricked OpenText™ Core Software Composition
Analysis (OpenText Core SCA)

Fortify Applications and Tools OpenText™ Application Security Tools

The product names have changed on product splash pages, mastheads, login pages,
and other places where the product is identified. The name changes are intended to
clarify product functionality and to better align the Fortify Software products with
OpenText. In some cases, such as on the documentation title page, the old nhame
might temporarily be included in parenthesis. You can expect to see more changes in
future product releases.
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1.1.2. Requirements for using the Core
Application Security Plugin for IntelliJ
IDEA

To use the Core Application Security Plugin for IntelliJ IDEA, you must have the
following:

* Your OpenText™ OpenText Core Application Security login credentials or your
SSO login URL if your organization has configured SSO for the tenant

e An API root URL.

For a list of data center API root URLSs, see the OpenText™ Core Application
Security User Guide.

e To upload your code to OpenText Core Application Security:
o Your login account must have the Start Static Scan permission.

o To have the Core Application Security Plugin for IntelliJ IDEA automatically
package all the necessary dependencies and source code (including files
required for a Debricked open source scan), you must have a locally
installed OpenText™ Fortify ScanCentral SAST client version 22.1.2 or later
and Core Application Security Plugin for Intellid IDEA version 23.1 or later.

You can download the Fortify ScanCentral SAST client from the OpenText
Core Application Security Tools page. For installation instructions, see the
README.txt file included in the downloaded ZIP.

o To upload Debricked open source scans to Core Application Security,
ensure that the Run Debricked Open Source Scan option is selected in the
application.
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1.1.3. Installing the Core Application
Security Plugin for Intellid IDEA

To install the Intellid plugin:

1. From the IDE, open the Settings dialog box as follows:

o On Windows or Linux, select File > Settings.
o On macOS, select <IDE_name> > Preferences.
2. In the left pane, select Plugins.

3. Select the Marketplace tab, and then in the search box type OpenText Core
Application Security .

4. Click Install.

5. Click OK.

The Tools menu now includes the OpenText Core Application Security commands.
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1.1.4. Configuring the Core Application
Security Plugin for Intellid IDEA

You can configure options for uploading source code and for communicating with
OpenText Core Application Security at any time.

To configure the Intellid plugin options:

1. From the IDE, select Tools > OpenText Core Application Security > Options.
Settings X
Q- Other Settings » OpenText Core Application Security Reset

> Appearance & Behavior
HTTP timeout (seconds): 120

Keymap
s Editor Upload chunk size (KB): | 64
Plugins ScanCentral SAST
> Version Control =] File path: v Browse...
> Build, Execution, Deployment Version: 24.4.0.0059
> Languages & Frameworks
> Tools
Settings Sync

Advanced Settings
~ Other Settings
Fortify Security Assistant
IvyIDEA =

OpenText Core Application Security

Disable SSL validation (not recommended)

? “ Cancel Apply

2. To change the amount of time to wait when communicating with OpenText Core

Application Security before giving up, type the time in seconds in the
HTTP timeout box.

Valid values for HTTP timeout are O through 21600 (6 hours). A value of 0

indicates that there is no timeout. The default HTTP timeout is 120 seconds (2
minutes).

3. To change the size of individual pieces that are uploaded to OpenText Core
Application Security, type the size in kilobytes in the Upload chunk size box.

This PDF was generated on December 30, 2025 Page 6 of 44



3 opentext" Core Application Security Plugin for Intelli) IDEA 25.4

The packaged source code is uploaded in chunks for optimal performance and
reliability. The valid chunk size values are 1 through 10000 KB. To upload a
large file with a stable connection, you can specify larger chunks sizes. To
upload a small file with a connection that is not as reliable (for example, a
wireless connection), use the default chunk size of 64 KB or smaller.

4. If you are using the Fortify ScanCentral SAST client to package your code, under
ScanCentral SAST click Browse to the right of File path to specify the location
of the executable.

You can download the Fortify ScanCentral SAST client from the Tools page. For
installation instructions, see the README.txt file included in the downloaded
ZIP.

After you specify the path to the Fortify ScanCentral SAST client, its version is
displayed.
Note

If you do not specify the location of the Fortify ScanCentral client in
the configuration options, then the first time you upload your project
to OpenText Core Application Security using ScanCentral packaging,
you are prompted to specify the location. <<This works in the

VS FoD extension, but does not work in the Intellid plugin>>

5. To enable the plugin to accept any server certificate, select the Disable SSL
validation check box.

Note

For security reasons, selecting this option is not recommended.

6. Click OK.
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1.2. Uploading static code to OpenText
Core Application Security

Before you start, make sure you have the following:

e Your OpenText Core Application Security login credentials

Note

To upload your code, you must have the Start Static Scan
permission.

e A project open in IntelliJ IDEA or Android Studio

» Toinclude a Debricked open source scan for this solution and automatically
package the project with all the required files, verify that you have the following:

o Fortify ScanCentral SAST client version 22.1.2 or later

o Core Application Security Plugin for IntelliJ IDEA version 23.1 or later

Note

To include a Debricked open source scan for the project
without using the Fortify ScanCentral SAST client, make sure
your project includes the file required to detect dependencies
as described in the OpenText™ Core Application SecurityUser
Guidebefore you upload the code to OpenText Core Application
Security. You must manually verify that all the files to package
are selected including the required file prepared for open
source scanning.

To upload source code to Core Application Security Plugin for Intellid IDEA:

1. From the IDE, select Tools > OpenText Core Application Security > Start Scan >
Static.

The OpenText Core Application Security Upload wizard opens.

Files to Upload
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Bl OpenText Core Application Security Upload X

Files To Upload

Specify the files to include in the upload package and configure the packaging options.

Select A Add Directory

v [‘5 remediation-common

Sources

Libraries
> (3 fod-upload-common
> 5 fod-core
> 3 java-ide-plugins
> [Cg intellij thing to s
Filters

Binaries Only ' Filter Types... = No filters selected

Package Options
Use ScanCentral packaging Download Fortify ScanCentral client

Compress the Package
Upload Package to OpenText Core Application Security

Save Package Locally

o
wy
[1+]

The left pane displays all the open modules.

2. To automatically package the project with Fortify ScanCentral SAST client,
select Use ScanCentral packaging.

Fortify ScanCentral client can automatically package all the necessary
dependencies and source code required for the scan. To use this feature, you
must have a locally installed Fortify ScanCentral SAST client and specify the
installation location in the plugin configuration (see Configuring the Core
Application Security Plugin for IntelliJ IDEA).
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To download the Fortify ScanCentral SAST client:
1. Click Download Fortify ScanCentral client.

2. Log in to OpenText Core Application Security and download the
ScanCentral Client utility from the Tools page.

For instructions on how to install the Fortify ScanCentral SAST client, see
the README.txt file included in the downloaded ZIP.

3. To manually select all the files you want to upload (without using the Fortify
ScanCentral SAST client):

1. Clear the Use ScanCentral packaging check box.
2. Select the files you want to upload.

To refine the files to upload, perform one or more of the procedures
described in the following table.
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File Upload Refinement Procedure

Omit specific modules. o Inthe left pane, clear the check
box for the module you want to
exclude from your upload
package.

Omit specific files located in a 1. Select a folder in the left pane.

modaule listed in the left pane. .
2. In the right pane, clear the

check boxes for the files you
want exclude from your upload

package.
Upload only binary files (EAR, EXE, o Select the Binaries only check
CLASS, DLL, JAR, and WAR files). box.
Upload only specific file types. 1. Click Filter Types.

2. In the Select Types dialog box,
select the check boxes for the
file types that you want to
upload.

3. Click OK.

Upload one or more additional 1. Click Add Projects.

projects. . .
2. In the Folder Selection dialog

box, navigate to and select the
additional project to upload and
click OK.
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File Upload Refinement Procedure
Upload additional external 1. Click Add Directory.
resources.

2. In the Browse for Folder dialog
box, navigate to and select the
resources to upload, and then
click Open.

After you add a folder, you can
select specific files within it.

Notes:
= Subfolders are included.

= Folders with native
Unicode symbols in the
name are not supported.

4. To upload the package to OpenText Core Application Security, leave the Upload
package to OpenText Core Application Security check box selected.

5. To save the package to a local directory:
1. Select the Save package locally check box.

2. Click Browse, and then navigate to a folder where you want to save the
package.

3. Type a name for the package, and then click Save.
6. To reduce the package size, select the Compress the package check box.

Although this reduces the size of the package to be uploaded, the packaging
process takes longer.

7. Do one of the following:

o If are saving the package locally without uploading it to Fortify on Demand,
click Finish.

A package (ZIP) is created in the location you specified.

o To upload the package to OpenText Core Application Security, click Next to
proceed to the OpenText Core Application Security Login Credentials
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page.
OpenText Core Application Security Login Credentials

If you have already logged in to OpenText Core Application Security, then the next
step is to select an application and release (see Release Selection and Static Scan
Setup).

i ﬂ OpenText Core Application Security Upload X
OpenText Core Application Security Login Credentials
APl Root URL: | https://api.ams.fortify.com v

Clear Portal History

o OpenText Core Application Security Login Credentials

Username:
Password:
Tenant 1D:
Use Identity Provider
SSO Login URL:

Remember Login Credentials

Configure Network Connection

Previous m Cancel

1. In the API Root URL box, type the API root URL.

This PDF was generated on December 30, 2025 Page 13 of 44



3 opentext" Core Application Security Plugin for Intelli) IDEA 25.4

2. Provide your login credentials. Use one of the two methods described in the
following table.

Login Method Procedure
Provide your OpenText Core 1. Provide your Username,
Application Security credentials. Password, and Tenant ID.

2. To save your credentials, select
the Remember Login
Credentials check box.

Note

For security
reasons, the plugin
does not save your
password.

3. To configure your proxy
network preferences, click
Configure Network
Connection, and then follow
the instructions provided by the
IDE help.

Use Single Sign-On (SSO) for 1. Select Use Identity Provider.
OpenText Core Application Security
if your organization has configured
SSO for its tenant.

2. In the SSO Login URL box, type
the URL provided by your
Security Lead.

3. Click Next.
4. If your tenant requires two-factor authentication, then do the following:

1. In the Two-Step Verification dialog box, select a delivery method for the
security code (SMS or Email), and click OK.

2. Obtain the security code delivered using the method you selected.
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3. Enter the code in the Security Code box, and then click OK.

The Core Application Security Plugin for IntelliJ IDEA allows you three
attempts to enter the security code. If necessary, click Resend Code to
have a new security code sent to you.

B OpenText Core Application Security Upload

Release Selection and Static Scan Setup

Search:

Application (Microse...
AndroGoat

Ann_test

Ann_test

August 15 2023 STATI...
August 15 2023 STATI...
August 15 2023 STATI...

Bricks

CloudGoat (laC)
DwayneTest (1)
DwayneTest (1)
Eclipse FOD MS
Eclipse FOD Plugin
FOD Eclipse
Fortify-IWA (.Net)
Fortify-IWA (Java)
Go-Test-Bench
HelloWorld

iGoat (Swift)
Juice Shop

ktest

Entitlement Preference

Action For In-Progress Scan

Remediation Preference

Release
2019-04-21

1
2
1
1

1

2.2

2.0

v

v2

VErsion 1
VErsion 1
Version1
1.0

1.0

1.0

1.0
2020-04-18
2021-06-30
1.0

Single Scan Only

Do not Start Scan

Release Selection and Static Scan Setup

Application Type
Mobile

Web / Thick-Client
Web / Thick-Client
Web / Thick-Client
Web / Thick-Client
Web / Thick-Client
Web / Thick-Client
Web / Thick-Client
Web / Thick-Client
Web / Thick-Client
Web / Thick-Client
Web / Thick-Client
Web / Thick-Client
Web / Thick-Client
Web / Thick-Client
Web / Thick-Client
Web / Thick-Client
Mobile

Web / Thick-Client
Web / Thick-Client

Remediation Scan if Available

Purchase Entitlements

Fallback to active Entitlements

Previous

1. Select the application and release for your upload package.

r

| w— O

€

Scan Status

In Progress
Completed
In Progress
Completed
Completed
Completed
Completed
Completed
Not Started
Completed
Not Started
Not Started
In Progress
Completed
Completed
Completed
In Progress
Completed
Completed
In Proaress

Finish

Cancel

If you have permission, you can create a new release for an existing application.

To quickly find an application and release, type the name or partial name of an
application or release in the Search box, and then press Enter. The search is

This PDF was generated on December 30, 2025
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case-insensitive. To clear the search results, clear the Search box, and then
press Enter.

Note

To refresh the list of applications, click Refresh | = .

To create a new release for an existing application:
1. Click Create New Release .
The Create a Release dialog box opens.
2. Select an application from the Application list.
3. In the Release Name box, type a unique name for the release.
Valid characters include letters, digits, underscores, and spaces.
4. (Optional) Type a description for the new release.
5. From the SDLS Status list, select the Software Development Lifecycle.

6. Select Copy State from Existing Release to copy vulnerabilities and other
details from a previous release to the new one, and then select the release
that you want to copy from the list.

7. Click OK.
2. Select an Entitlement Preference from the list.

If multiple entitlements are available, the scan will use the oldest entitlement. If
the release has an active subscription, the scan will use the active subscription.

3. From the Action for In-Progress Scan list, select what should happen if the
selected release scan status is In Progress.

You can choose to not start the scan, cancel the in-progress scan and start the
new scan, or queue the new scan.

4. From the Remediation Preference list, select whether to run a remediation scan.

5. To purchase entitlements for this scan (if available), select the Purchase
Entitlements check box.

6. To fall back to the next active entitlement once the current entitlement
subscription ends, select Fallback to active Entitlements check box.
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7. Select an assessment type from the Assessment Type list.

Note

Steps 7 through 10 (shown under Static Scan Details) are only
applicable if the selected release does not have scan settings
configured yet. The fields described in these steps are hidden if the
scan settings are already configured.

»

Static Scan Details

10917 Unit(s) Available

Assessment Type microservice - Subscription (2 Units) v
Technology Stack = JAVA/J2EE/Katlin -
Language Level 17 -

Open Source Component Analysis

Audit Preference = Automated v
Fortify Aviator
https.//aws.amazon.com/marketplace/pp/prodview-3b3i27czbkzw?2

Include third-party libraries for static security assessment (will lead to longer turnaround times)

To upload your project, you must select an assessment type that is less than or
equal to the entitlements that you have available.

8. Specify the Technology Stack and the Language Level.

These fields display the values automatically detected for the selected IntelliJ
IDEA project. The Auto detect option can identify Java/J2EE/Kotlin, C/C++,
PYTHON, Ruby, and CFML projects. If you have previously used the IntelliJ
IDEA plugin, the technology stack and language level that you used previously
are restored.

9. If you want open source libraries identified in the analysis (and you have
entitlements for this feature), select the Open Source Component Analysis
check box.

The open source scan results include identified open source components and
associated security issues.

This

This PDF was generated on December 30, 2025 Page 17 of 44



3 opentext" Core Application Security Plugin for Intelli) IDEA 25.4

10. To specify additional advanced scanning and auditing preferences, make
selections for the options described in the following table.
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Audit Preference

Fortify Aviator

This PDF was generated on December 30, 2025
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Description

This option is only available if
enabled for your tenant.

The audit preference settings are:

o Manual—A security expert
manually reviews the scan
results and removes false
positives.

o Automated—False positives
identified by Fortify Audit
Assistant with high confidence
are automatically suppressed
and results are published
without manual review. This
can reduce the turnaround
time.

Note

Fortify Aviator is
only applicable for
Automated audit.

For scans using Automated audit,
select the check box to have SAST
Aviator audit results and provide
enhanced remediation assistance.
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Option Description

Include third-party libraries for static =~ Authorizes OpenText Core

security assessment Application Security to assess the
code for vulnerabilities to include in
reports, vulnerability count, and risk
rating.

Selecting this option indicates that
your organization has received
consent from all third-party vendors
to scan their libraries.

11. Click Finish to upload your code to OpenText Core Application Security.

Information about the IDE (name and version) used for this upload is saved and
shown in the scan summary.
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1.3. Uploading open source code to
OpenText Core Application Security

Before you start, make sure you have the following:

e Your OpenText Core Application Security login credentials

Note

To upload your code, you must have the Start Static Scan
permission.

e A project open in IntelliJ IDEA or Android Studio

e To upload a Debricked open source scan for this solution and automatically
package the project with all the required files, verify that you have the following:

o Fortify ScanCentral SAST client version 22.1.2 or later
o Core Application Security Plugin for IntelliJ IDEA version 23.1 or later

o Ensure that the Run Debricked Open Source Scan option is selected for
the application in Core Application Security.

1. From the IDE, select Tools > OpenText Core Application Security > Start Scan >
Open Source.

OpenText Core Application Security Login Credentials

If you have already logged in to OpenText Core Application Security, then the
next step is to select an application and release (see Release Selection and
Static Scan Setup).
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3 opentext"

Start Open Source Scan

OpenText Core Application Security Login Credentials

b

APl Root URL: | https://api.ams.fortify.com
Clear Portal History

) OpenText Core Application Security Login Credentials

Username: tenantuser
Password:
Tenant 1D tenantl

Use Identity Provider

550 Login URL:

Remember Login Credentials

Configure Metwork Connection

Previous m Cancel

1. In the API Root URL box, type the API root URL.

2. Provide your login credentials. Use one of the two methods described in

the following table.
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Login Method Procedure
Provide your OpenText Core 1. Provide your Username,
Application Security credentials. Password, and Tenant ID.

2. To save your credentials,
select the Remember Login
Credentials check box.

Note

For security
reasons, the
plugin does not
save your
password.

3. To configure your proxy
network preferences, click
Configure Network
Connection, and then follow
the instructions provided by
the IDE help.

Use Single Sign-On (SSO) for 1. Select Use Identity Provider.
OpenText Core Application
Security if your organization has
configured SSO for its tenant.

2. In the SSO Login URL box,
type the URL provided by
your Security Lead.

3. Click Next.
4. If your tenant requires two-factor authentication, then do the following:

1. In the Two-Step Verification dialog box, select a delivery method for
the security code (SMS or Email), and click OK.

2. Obtain the security code delivered using the method you selected.

3. Enter the code in the Security Code box, and then click OK.
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The Core Application Security Plugin for IntelliJ IDEA allows you three
attempts to enter the security code. If necessary, click Resend Code
to have a new security code sent to you.

B Start Open Source Scan

Release selection and Start Open Source Scan

1. Select the application and release for your upload package.

Release selection and Start Open Source Scan

Search:

Application (Microse...

AndroGoat
Ann_test
Ann_test

August 15 2023 STATI...
August 15 2023 STATL...
August 15 2023 STATL...

Bricks
CloudGoat (laC)

NuaravimaToaet 1)

Release
2019-04-21

1
2
1
1

1
22
2.0

we

Package for Debricked open source scan

Automatically generate payload to upload

Select file to upload (.zip)

following options:

Application Type
Mobile

Web / Thick-Client
Web / Thick-Client
Web [/ Thick-Client
Web [/ Thick-Client
Web / Thick-Client
Web / Thick-Client
Web [/ Thick-Client

Wik | Think _Mlianmt

Previous

Finish

r €

Scan Status
In Progress
Completed
In Progress
Completed
Completed
Completed
Completed
Completed

hlmt Ctoartmdd

Browse

Cancel

2. In the Package for Debricked open source scan section, select one of the

1. If you want automatically package the project into a .zip file, select
Automatically generate payload to upload.

2. If you want to upload an existing package of the project, choose the Select
file to upload (.zip) option and click Browse to upload a .zip file.

3. Click Finish to upload your code to OpenText Core Application Security

The Start Open Source Scan status bar shows the status for generating and
uploading the Fortify ScanCentral SAST package to OpenText Core Application

This PDF was generated on December 30, 2025
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Security.

After successful upload of your code to OpenText Core Application Security,
Core Application Security Plugin for IntelliJ IDEA displays a Scan ID.
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1.4. Reviewing analysis results

From the IDE, you can open OpenText Core Application Security analysis results for
an application and release to remediate and audit.

e Opening analysis results

e Analysis results in the Core Application Security Plugin for IntelliJ IDEA
e Reviewing issues

e Auditing issues

e Locating the source code associated with static scan issues
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1.4.1. Opening analysis results

If you already have analysis results open, you can use this procedure to close the
current analysis results and open the analysis results for a different application and
release.

To open the analysis results from OpenText Core Application Security:

1. From the IDE, select Tools > OpenText Core Application Security > Open
Analysis Results.

The Fortify on Demand Open Analysis Results wizard opens.

2. Select an application and release for the analysis results you want to open.

B Open Analysis Results X
Select Application and Release —
Search: Q Only show releases you can remediate <
Applicat... Release Rating Issues Static Dynamic Maobile Last Co...
AndroGoat 2019-04-.. 2 6 In Progress Not Started Mot Started 2023.08.07
Ann_test 1 5 0 Completed Not Started Not Started 2023.08.15
August 15... 1 1 1 Completed Not Started Not Started 2023.08.15
August 15... 1 1 1 Completed Not Started Mot Started 2023.08.15
August 15... 1 1 1 Completed Not Started Mot Started 2023.08.15
Bricks 2.2 1 58 Completed Not Started Not Started 2023.08.07
CloudGoa... 2.0 1 19 Completed Not Started Not Started 2023.08.07
DwayneT... vZ 1 128 Completed Not Started Not Started 2023.08.24
Fortify-l... 1.0 1 520 Completed Completed Mot Started 2023.08.07
Fortify-l... 1.0 1 357 Completed Completed Not Started 2023.08.07
Go-Test-... 1.0 1 34 Completed Not Started Not Started 2023.08.07
iGoat (Sw... 2020-04-... 1 20 Completed Not Started MNot Started 2023.08.07
Juice Shop 2021-06-... 1 256 Completed Completed Not Started 2023.08.07
Microserv... v1 5 0 Completed Not Started Not Started 2023.08.29
Aimrmammres vl Tl = [a} Meamelatsacd Kot Ctartand hlat Crtartasd N2 M0 10

Previous m Cancel

You can only open results for an application and release that has had at least
one successfully completed scan. Clear the Only show releases you can
remediate check box to see all applications and releases.

To quickly find an application and release, type the name or partial name of an
application or release in the Search box, and then press Enter. The search is
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case-insensitive. To clear the search results, clear the Search box, and then
press Enter.

Note
To refresh the list of applications, click Refresh | = .

3. Click Finish.

The analysis results are displayed in the Fortify windows. See Analysis Results in the
Core Application Security Plugin for Intellid IDEA for a description of the Fortify
windows.
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1.4.2. Analysis results in the Core
Application Security Plugin for IntelliJ
IDEA

After the analysis results are opened, the Core Application Security Plugin for IntelliJ
IDEA displays four audit-focused windows. The Analysis Results window displays the
results. The Analysis Trace, Audit Summary, and Issue Summary windows are
visible, but do not contain any information until you select an issue from the Analysis
Results window.

Note

B To open a Core Application Security window that is not currently visible,
select Tools > OpenText Core Application Security > Show View and
select the window you want to open.

The following table describes the Fortify windows.
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View

Analysis Results

Analysis Trace

This PDF was generated on December 30, 2025

Core Application Security Plugin for Intelli) IDEA 25.4

Description

The Analysis Results window provides
a way to group and select the issues to
audit. This view also displays the
relevant trace output for issues (see
the following description of the
Analysis Trace window).

The color-coded tabs in the Analysis
Results group the issues by severity
level. The last tab contains all issues.
The Group By list options sort the
issues into subfolders. The option you
select is applied to all visible folders.

For Static Analysis Results—After you
select an issue in the Analysis Results
window, the Analysis Trace window
displays the relevant trace output. This
is a set of program points that show
how the analyzer found the issue. For
dataflow and control flow issues, the
set is presented in the order executed.
For dataflow issues, this evidence is
the path that the tainted data follows
from the source function to the sink
function. See the following descriptions
of the analysis trace icons.

For Dynamic Analysis Results—After
you select an issue in the Analysis
Results window, the Analysis Trace
window displays details about the
request parameters.

This window also provides an abstract
that briefly describes the issue.
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View

Audit Summary

Issue Summary

Core Application Security Plugin for Intelli) IDEA 25.4

Description

After you select an issue in the
Analysis Results view, the Audit
Summary view displays audit
information for the selected issue. You
can edit issue information, add
comments, and review the audit
history. For more information, see
Auditing Issues.

After you select an issue in the
Analysis Results window, the Issue
Summary window provides detailed
information about the issue. The
Details tab provides an abstract of the
issue, a detailed explanation, and might
also include examples with descriptive
text and code samples, and the scan
type (static, dynamic, or mobile). The
Recommendations tab displays
recommendations to remediate the
issue, along with tips and references
for additional research.

The Editor is where the Intellid plugin displays the source code (if available) for static
scans or the request and response details for dynamic scans. The Editor opens after
you select an issue in the Analysis Results window.

Analysis Trace Icons

The analysis trace icons described in the following table show how dataflow moves in
the section of the source code or execution order.

This PDF was generated on December 30, 2025

Page 31 of 44



3 opentext"

Ilcon

A}

)

Description

Data is assigned
to a field or
variable

Information is
read from a

source external to

the code such as
an HTML form or
a URL

Data is assigned
to a globally
scoped field or
variable

A comparison is
made

The function call
receives tainted
data

The function call
returns tainted
data
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Icon Description

)
Passthrough,

tainted data
passes from one
place to another

This is typically
shown as
functionA(x : y) to
indicate that data
is transferred
from xto y. The x
and y values are
one of the
following:

An argument
index

e return —The
return value
of a function

e this —The
instance of
the current
object

e A specific
object field or
key

LT
An alias is

created for a
memory location
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Ilcon

«0

+0

Description

Data is read from
a variable

Data is read from
a global variable

Tainted data is
returned from a
function

A pointer is
created

A pointer is
dereferenced

The scope of a
variable ends

The execution
jumps

A branch is taken
in the code
execution
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Icon Description

M A branch is not
taken in the code
execution

® Generic

ool A runtime source,
sink, or validation
step

*

Taint change

1.4.3. Reviewing issues

To view and select issues:

1. From the Group By list, select a value to use to sort issues in all visible folders
into groups.

The default grouping is category.
2. Click a colored tab to view the associated issues.

The issue type subfolders listed are based on the selected Group By value.
3. To show suppressed or fixed issues, click Set visibility options 8
4. To view the list of issues in a subfolder, expand the subfolder.

The Core Application Security Plugin for IntelliJ IDEA retrieves the
corresponding issues from OpenText Core Application Security.
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Analysis Results E« T

WehGoat, verl gﬁ
ou 0156 01]/01]|02| @3] @207] |
Group By: |categor}r n 'E‘g}

Denial of Service: Parse Double (1)

J2EE Bad Practices: Mon-5erializable Object Stored in Session (1)
Log Forging (2)

@ HammerHead java:201

@ HammerHead java:201

Mull Dereference (107)

[1-50]

[51 - 100]

[101 - 107]

Password Management: Empty Password (3)

Password Management: Password in Configuration File (1)
Race Condition: 5tatic Database Connection (2)

Unreleased Resource: Databaze (11)

Unreleased Resource: Streams (20)

Weak Cryptographic Hash: Hardcoded PBE Salt (2)

Weak Cryptographic Hash: Insecure PBE Iteration Count (2)
Weak Encryption (4)

Note

If a folder contains more than 50 issues, the issues are grouped into
subfolders in blocks of 50 with folder names that indicate which
issues are included. For example, if a folder contains 71 issues, the
first 50 issues are in a subfolder labeled [1-50] and the next set of
issues are in a subfolder labeled [51-71].

5. To see any updates to the analysis results made on OpenText Core Application
Security, click Refresh S.

6. Select an issue.

The Analysis Trace, Audit Summary, and Issue Summary windows display
information about the selected issue.
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1.4.4. Auditing issues

If you have the Edit Issues permission, you can assign a user, set the developer
status, and add comments for issues in the Audit Summary view. If you have the
Audit Issues permission, you can also edit the issue's auditor status and severity.

To audit an issue:

1. Make sure that the Audit Summary view is open.
2. From the issues list in the Analysis Results, select an issue.

You can select multiple issues in the Analysis Results view to make the same
edits to multiple issues.

3. In the Audit Summary view, select the user to assign the issue from User list.

4. To change the issue's development status, select the status from the
DeveloperStatus list.
5. To change the auditor status, select the status from the AuditorStatus list.

6. To change the issue severity, select an issue severity from the Severity list.

7. To add a comment for the issue, type your comment in the box at the bottom of
the Comments area, and then click Add Comment.

Your comment is displayed in the Comments section.

The Core Application Security Plugin for IntelliJ IDEA saves your changes for the
OpenText Core Application Security application and release.
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1.4.5. Locating the source code
associated with static scan issues

You can use the Core Application Security Plugin for Intellid IDEA to locate
security-related issues in your code.

To jump to the line of source code that contains the issue selected in the plugin:

o Select anissue in the Analysis Results window or select a line in the Analysis
Trace window.

If the issue is located in source code available in the current project, Core Application
Security Plugin for IntelliJ IDEA opens the relevant file in the Editor. Otherwise, the
plugin attempts to download the source code from OpenText Core Application
Security and if the relevant file is available, it is opened in the Editor.

Note

If the file was downloaded, the file name is prepended with
Remote<yyyy-mm-dd>- where the <yyyy-mm-dd> is the date the file
was last scanned.

The Core Application Security Plugin for Intellid IDEA highlights the line of code
associated with the issue.
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1.5. Auto-remediation with SAST Aviator

You can use OpenText™ SAST Aviator to automatically remediate your code from
Intellid IDEA using Al-powered security fixes for vulnerabilities detected during a
static scan.

SAST Aviator auto-remediation identifies vulnerabilities for static scans configured
with SAST Aviator enabled auditing and automatically applies the remediations
proposed by SAST Aviator to the source code with a single click. This enables users
to fix their source code with minimal manual intervention. The SAST Aviator service
leverages Generative Artificial Intelligence (GAI) with a Large Language Model (LLM)
to audit results and provide auto-remediation guidance.

Caution

A Al-generated remediation suggestions may contain inaccuracies or
errors. OpenText recommends you to review all suggestions carefully
before applying any fixes.

Requirements

To enable auto-remediation for static assessments in Core Application Security:

o SAST Aviator must be enabled for the Core Application Security tenant.
o Audit preference must be set to Automatic in the static scan settings.
o Fortify Aviator option must be enabled in the static scan settings.

Identifying and selecting vulnerabilities to auto-remediate

Vulnerabilities with SAST Aviator auto-remediation capability are indicated by the
Aviator ( %X ) indicators in the Analysis Results view.

To select a vulnerability to auto-remediate:

1. From the IDE, select Tools > OpenText Core Application Security > Open
Analysis Results.

The Open Analysis Results wizard opens.

2. Select an application and release for the analysis results you want to open and
that has had at least one successfully completed scan.

3. Click Finish.

The Analysis Results view is displayed.
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The following example image shows the Analysis Results view
with vulnerabilities indicated with the Aviator ( ¥ ) indicators:

m Eile Edit View Navigate Code Analyze Refactor Build Run Tools VCS Window Help Fast
FashicnBotique

Analysis Results 2 -
01TeoolsAviatorFashionBoutique, 25.4.0 H
25 02 027

Group By: | category v E"-l"
5T
s T

w [

I Project

M Favorites = Structure

S Analysis Results

oy

R L Y L T Y R

==

20 Audit Summary

% lssue Summary

4. Click on any vulnerability indicated with the Aviator ( 7% ) indicator.

The plugin automatically opens the file in the IntelliJ editor and the Aviator ( ¥ )
indicator is displayed near the specific line of code causing the issue.

Auto-Remediate the vulnerabilities
There are two ways to auto-remediate vulnerabilities in the source code:

» Review the proposed code changes in the Diff Review window and accept the
changes.
e Quick remediate to apply the fixes instantly without any reviews.
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Review and Accept
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To review and accept the changes proposed by SAST Aviator:

1. In the IntelliJ editor, navigate to the lines of code indicated by the Aviator ( ¥ )
indicator and left-click the Aviator ( Zf ) indicator.

The Diff Review window displays the affected files, affected lines of codes, and

code fixes.

2. The Diff Review displays a split-screen comparison where the left screen
indicates the vulnerable code in red and the right screen indicates the proposed
fixes for the affected lines of code in green.

Diff Review

File: DeleteCartEntryjava 1/1)

Affected Files

protected void processRequest(HttpServietRequest request, HttpServletResponse response;
throws ServietException, I0Exception {

response. setContentType ("text/ntnl;charset=UTF-8")

Printiiriter out = response.getWriter();

Connection con=null;

response. sendRedirect("Mycart. jsp");
}

catch(Exception e){

response. sendRedirect("HyCart.jsp");}
finally {
out.close();
i
}

Important

Some security vulnerabilities require changes across multiple files to
be properly resolved. SAST Aviator applies these fixes and

ensures all related changes are applied as a single remediation
operation.

protected void processRequest(HttpServietRequest request, HttpServietResponse response;
throws ServietException, I0Exception {

response. setContentType("text/html;charset=UTF-8")

Printiiriter out = response.getiiriter()

InitialContext in=new InitialContext();

response. sendRedirect("Hycart.jsp")
)
cateh(Exception e){

response. sendRedirect ("Hycart.jsp);}
finally {
out.close();

}

Acpt | Discard

If multiple source code files are affected for the vulnerability, the files are listed in
the Affected Files area. You can use the navigation buttons (¢ or —) in the
Affected Files area to review all the vulnerable lines of code and the proposed

fixes.
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Diff Review
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~ | File:DataBaseManagerjava (1/2)

Affected Files

ChangePsdActon,ava

1 1

}

DisConnect();
for (int i = 0; i < parans.length; i++) {

public boolean ChkValid(String query)

{ public boolean ChkValid(String query)
‘

[ L

e

If there multiple block of codes in a single file, use the navigation buttons ( T and
N/ ) to navigate between the code blocks.

3. Click either Accept to apply the fixes or click Discard to reject the suggested

changes.

When you click Accept, SAST Aviator replaces the vulnerable lines of code with
the fixes and the Aviator ( Z¥ ) indicator disappears after a fix is successfully

applied.

Note

If any changes are made to the corresponding affected source code
file while the Diff Review window is open, the Accept button will be
disabled. Re-select the vulnerability to view the updated remediation.

4. The Core Application Security Plugin for Intellid IDEA navigates to the
Remediation tab on the Issue Summary view. You can view the details of the
SAST Aviator remediation such as fix description, file name, affected lines of
code, original code, and fixed code. You can copy the lines of code in the
Original Code and Fixed Code area to verify the suggested fixes locally.

This PDF was generated on December 30, 2025 Page 42 of 44


file:///builds/docops/pip/pi-wip-pdfgenerator/generated/User_Guide.html
file:///builds/docops/pip/pi-wip-pdfgenerator/generated/User_Guide.html
file:///builds/docops/pip/pi-wip-pdfgenerator/generated/User_Guide.html
file:///builds/docops/pip/pi-wip-pdfgenerator/generated/User_Guide.html
file:///builds/docops/pip/pi-wip-pdfgenerator/generated/User_Guide.html
file:///builds/docops/pip/pi-wip-pdfgenerator/generated/User_Guide.html
file:///builds/docops/pip/pi-wip-pdfgenerator/generated/User_Guide.html
file:///builds/docops/pip/pi-wip-pdfgenerator/generated/User_Guide.html
file:///builds/docops/pip/pi-wip-pdfgenerator/generated/User_Guide.html
file:///builds/docops/pip/pi-wip-pdfgenerator/generated/User_Guide.html

3 opentext"

W Project

Structure

@0 lssie Summany | 90 Audit Summary D Analysis Results M- Favarites

@ Analysis Trace

Issue Summary

DeleteCarEntryjavaidT - SOL Injection (dataflow)

Details Recommendations Remediation

This change uses aF with parameter (?) and sets the values
separately, which prevents SQL injection by properly escaping any special characters in the input.

Wetadata

Instance I

ID: 969F313B753DA593C393D284480ET6DF

Date: 2025-11-12T22:04:33.189-08:00

Suggested Code Changes

File: srcfjava/serviets/DeleteCartEntry.java

Lines 36-47:

Original Code =]

String query=null:
try |
HttpSession hesrequest.getSession();
LoginfrorBean log=(LoginfromBean) hs.getAreribute ("user”) ;
querp="Delete from catalogue whers

1d=\""request., gecBaranser ("4d")+"\' and user=\'"+1og.getullane () +™\'";

Fixed Code

Connection con=null;
Statement stmt=null;
InitialContext in-new InitialContext();
DataSource ds={DataSource) in. Lookup("java:conp/env/Account”) ;
con=ds.getConnection () ;
stmt=con. createStatenent () ;
stnt. executelpdate (query) ;

B

String query=null;
try {

HucpSession hs=request.getSession();

LoginFromBean log= (LoginFromBean)hs.getAttribute ("user”);

Connection con=null;

PreparedStatement stmt=null;

InitialContext in-new InitialContext();

DataSource ds=(DataSource) in. Lookup("java:comp/env/Account”)
con=ds.getConnection () ;

query = "DELETE FROM catalogue WHERE id = ? AND user = 2°;
Stmt = con.prepareStatement (query);

stmt.setString(l, Tequest.getParameter(id"));
stmt.setString (2, log.getulare()):

ET000 O Problems B Terminal ¥ Diff Review

Quick Remediation

a -

Core Application Security Plugin for Intellij IDEA 25.4

i MyCartsp 4l DeleteCartEntryjova

Project JDK is not defined

protected void processRequest(HttpServietRequest request, HttpServietResponse response)
throws Servietexception, I0Exception {
response.setContentType("text/htnl; charset=UTF-8");
Printiriter out = response.getiriter();
bAY String query=null;
try {
HttpSession hs=request.getSession();
LoginFromBean log=(LoginFromBean)hs.getAttribute("user");
query="Delete from catalogue where id=\'"+request.qgetParameter("id")+"\' and user=\'"+log.getuName()+"\"";
Connection con=null;
Statement stnt=null;
InitialContext in=new InitialContext();
DataSource ds=(DataSource)in.lookup("java:comp/env/Account");
con=ds.getConnection();
stnt=con.createStatenent();
stnt.executelpdate(query);
response. sendRedirect("HyCart.jsp");
}

catch(Exception e){

response . sendRedirect("HyCart.jsp");}
finally {
out.close();
}
3

HttpServiet methods. Click on the + sign on the left to edit the code.

To quick remediate and apply the fixes instantly without any reviews:

1. In the IntelliJ editor, navigate to the lines of code indicated by the Aviator ( 7 )
indicator and right-click the Aviator ( 7% ) indicator.

\

, Tip

2. Click Quick Remediate.

',!: Click Show Details to view the details in the Remediation tab on the
Issue Summary view.

The fixes are applied immediately without any reviews and the Aviator indicator
disappears from the lines of code.

3. The Core Application Security Plugin for IntelliJ IDEA navigates to the
Remediation tab on the Issue Summary view. You can view the details of the
SAST Aviator remediation such as fix description, file name, affected lines of
code, original code, and fixed code.
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1.5.1. Best practices for auto-remediation

OpenText recommends the following best practices when you use the SAST Aviator
auto-remediation:

e Browse the Analysis Results view to understand all the security issues in your
project. Focus on SAST Aviator-enabled vulnerabilities, as these
vulnerabilities can be fixed quickly.

e Review the Remediation tab on the Issue Summary view before applying fixes,
especially for complex vulnerabilities, to ensure the suggested changes to your
code are viable and necessary for code security.

e For Quick Remediation, use Show Details to understand the security issue and
proposed code changes before applying the fix.
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