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TAT7INERITTHIELTEET . AV RN —)LE DY—)LEE A L TULRET D
Fortify Static Code Analyzer®@4{ > Xk —ILoF% 17957 % (ZDLVTIE. 70/
TAT7AILDFET" R—T 39145 B LTSN,

LLBI DAV AR =L T—T4 7778 &8 79 BIZIE. ROFIEIZHELET .

a. Btatic Code Analyzer®# 1T (Static Code Analyzer Migration)] X—_ T [Ly
(Yes)|ZEIRLT. WA(Next)1#0vILET

b. ¥ AT Lt DB 7F DFortify Static Code AnalyzerdA Ak —JUiGFRZIEEL. &R
~(Next)]&2')vILFET .

LLRT DY) —RAMNoDT—TAT7I DIATL—230E XXy T 9521, Btatic Code

Analyzer®# 1T (Static Code Analyzer Migration)] ®:&{R % (W YZ(No)] DEFIZL

T. RA(Next)] &V vILET .

R+ —)LVEE fiE (Ready to Install)] R—2 T B ~(Next)] #%')v%L T. Fortify Static
Code Analyzer. # iR LI-a2R—3b . 8&UFortify Security Contentz (> Xk —)L
LFY.

TXA)TAATUOYDEHERRLEE S E X7 TUOVEH ORR
(Security Content Update Result)] 21>k DIZEFa )70 T VR #H OFE R HR R
SINFET.

5t T (Finish)] %%1)%L T. Fortify Static Code Analyzertwt 7y HF—K#F L
EX 8

Fortify Static Code AnalyzerdHAL 2k (B N)A 2V RA—)L

HALUNAVRAN—)VEFERTHE 2—TOV TR ER T BT AR —ILER T T=F
T o ALV TAVRR—ILT BT AVAN—SITHBERIEFRER T4 To a0 T710
WEERTADEIABYET . ALV AVAR—ILEZFERLT. 8 DA E1—2(T(VR
F—ILI\GA—REE B TEFET .

B E Forify7 74— 3o &9—ILDA 2V Ak —)L%k &R L ToL 2k UlZFortify Static
Code AnalyzerZ 4> Ak —)LLIELVTLIEELY,

Fortify Static Code AnalyzerzH(L >k TIV AR —)LF %L, TI4ILE TlE AV A —3IC
&> TMicro Focus Fortify Software Security ContentA% o O—K ShFERA. 7723077
4 JUCFortify Security Content®D# > A—k %8 %1129 %5 h, Fortify Security ContentzF
B TAU RN —ILTEZET (IM"Fortify Security Content®DF &) 4 Ak —)L"' R—I33 1 %5

lllll
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Fortify Static Code AnalyzerZH# AL >k TAU AL —)L9 B

1. AT a7 IWVEERRLET
a. XOITEZELCTXIANIFMIIVEERLET.

fortify license path=<license file Llocation>

_ZT. <license_file_location>%fortify.licenseZ7AILADITIVINATY .
b. LIMSAt A H—N\ZFE BT 5I2E LIMSAEURT—ILERIEREZEORDITE
AT TrAIUEMLET .

lim url=<lim url> 1lim_pool name=<license pool name> lim_pool
password=<license_pool pwd>

C. https://update.fortify.com®dT IAILk EIXE % 515 A ZFortify Security Content
DEHIFERALTWSEE(E. ROITEEMLET .

update_server=<update_server_url>

d. Fortify Security Content®%™o>0—K [Z7AXSH—\HDL B 5 & (. ROIT
BMLEST.

update_proxy_server=<proxy_server> update_proxy_port=<port_number>

e. Fortify Security Content®# o> O—R #H M ITTHITIE. ROITEEMLET .

update_security_content=1

f. BEITGELT, T3V T7MIUAV R —)UE REEMLET .
AT T7AIUSE M TEBAV AN =LA T ar DURN ]G T 5I12F. a<R
TOUTNERE. AVAN =507/ IVE &--helpA T avEA A LET . 2OaTUR
Tl FEARAAELE ATV SAUAT IV DRI E AV abft Toh. E R
BER/IN\TGAANAFINTHENTT . 2EAIE A1VRAN—ILOE TR RFIATRS
AR TR TBIEE & AT 32 T7A U Zunattendedmodeui=minimalZB A0 L&
ENR

I E:

o AXVURSAVATL IV TIFRXF LN FEHR Fl ShFET S

o AVRR—=IVAT L avlE, HIR—F SN TNVSITARTARL—T ATV AT LT
B L TIIBHLHEFRYVEFA. --helpZEA LTIV AN—FFETLT. AR
L—TA I AT LCHER AR RA T cHRALET.
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R DWindowsA TS ar 774 LG Tl 54 AT7A/ILDIG FR . Fortify Software
Security Center—/ M1 ft &Fortify Security ContentZER 1§ 35166007 O0x 1
. LLRT DY) —Ao D% 1T E 3K . HKUFortify Static Code AnalyzerdA > Ak —
IWTAL IR DS T AYE E SN TLVET

fortify license path=C:\Users\admin\Desktop\fortify.license update_
server=https://my _ssc _host:8080/ssc
update_proxy_server=webproxy.abc.company.com

update_proxy port=8080

migrate_sca=1

install dir=C:\Fortify

Linux® XUmacOSDATLar 771 )LD . RDELYTT .

fortify_license_path=/opt/Fortify/fortify.license update_
server=https://my_ssc_host:8080/ssc update_proxy_
server=webproxy.abc.company.com update proxy port=8080 migrate sca=1
install dir=/opt/Fortify

2. ATLavTPAIVERFELET.
3. ARL—TFTAVTLRTLOYAL UM AV AR —)LARUR EETLET
FE: 5 G SFOTUL /YR —5FRITIHANIC. EEBELL AL TRVTRE
EITITOIREIDYEYS .
Windows Fortify_SCA_<version>_windows_x64.exe--mode unattended--
optionfile <full path to options file>

Linux ./Fortify SCA <version>_linux_x64.run --mode unattended--
optionfile <full_path_to_options_file>
macOS ORUREEITI AR ZIPT7AMIVERATOLELHYET .

Fortify SCA <version>_osx_x64.app/Contents/
MacOS/installbuilder.sh --mode unattended --optionfile
<full path to options file>

AlIX ./Fortify SCA _<version> <platform>.run --mode unattended --
Solaris optionfile <full path to options file>

AVAN—=ILDTE T T5E AVRN—SDATT7AIVAME R SNES . CORTT7/ U 7
NU—TAV TV AT LITE C TR DGR TR EESNET

Windows C:\Users\<username>\AppData\Local\Temp\FortifySCA-<version>-
install.log
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WindowsklL /tmp/FortifySCA-<version>-install.log

5

Windows L 4% DTS5vk DA —LTHTHFRARAR—XE—KTH
Fortify Static Code Analyzer®A > Xk —)L
AR FAVTTHFANR—ZRDA VAN —)VEETLES . /AN —UFIZ. /RN —)LE

ST 35EOITHEREBEHROA HEROHZTOVTF AR REINET . Windows T LT
[TTFARAR—ZADAL RS — )L HTR—F SN TULVER A

B E Fortify7 T )r— 3 &E9—ILDA 2 Ak —)L5k ER LT 4L2 IZFortify Static
Code AnalyzerZF A > Ak —JLLAELNVTLEELY,

Fortify Static Code Analyzer®7F Ak R—ADA VAN —)LER T TBICIE. ROKRITRT
SN ARL—TFT AV TV AT LA DTHFARR—ZADA VAN —)LAYUR ERITLET .

Linux ./Fortify SCA <version>_linux_x64.run --mode text

AlIX
Solaris

macOS  aXURZEEITI AR R SHIZIPOFANER R T2 EAHYFET .

Fortify SCA <version>_osx_x64.app/Contents/
MacOS/installbuilder.sh --mode text

Fortify Security Content®F &) /> Ak —)L

Micro Focus Fortify Software Security Content (Secure Coding Rulepacks&A 2 7—43)
[F AR —)LEF [CB BB ISA VR —)LTEFET . 1=FL. Fortify)L—)Ls SOV i H—/\
MisFortify Security ContentZ4™> 0—K L THYS. fortifyupdatea< /R 54 Y—)L%E F
LTAVRN =L BTELTEFET . COA T2 avid, AVRb =L [TA3—FIN 701
ATELEVR ARE OOIR SN TOET .

|JE—h H—/\Ff=(FA—HIUFD2 O—F SN f=T71 JLhsFortify Security ContentZz 1> X
kb —ILF BIZIE. fortifyupdateZ{E A LE T .

TX)TAATVEAV AN —ILTBITE ROFIEIHENET .

1. AR R IEREET
2. <sca_install_dir>/binTa4L IR JIFEENLFET .
3. av R FOrTh Tl fortifyupdate JEA I LET

LL AT [ZFortify JL— )Lz N\ 3 $ H—s \hi5Fortify Security ContentZ4 ™2 0—K L1=15
B (&, -importA T3 EZIPTFANEZDO—R LIz TAL IR UND/ISREFE R LT
fortifyupdateZZEITLET .
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ZDRE LY—ILZ&{E A L T. Fortify Security Content® 5 1 95_ &3 TEE T . fortifyupdate
ARUR A Y—IILOFMIZDWTIE. M EFa )T T YDEFH" R—2144 15 B L
TLIZELY,

Docker{s# Fi L f=Fortify Static Code Analyzer®
AVARN—ILEE T

Docker4{ A—< |ZFortify Static Code Analyzerz4 > Ak —)LL THvS. Fortify Static Code
AnalyzerzDockera>7+HEL TE T TEET

3% : Fortify Static Code Analyzer(Z. DockerTH7R—bk S TLBLiInuxT Sk IA—LAT
DHETTEET .

Fortify Static Code Analyzerz4 > Xk —)L9 %SDockerfile®
E B

Z Dk VYTl Docker{ A— TFortify Static Code Analyzerz4/ > Xk —ILY %
Dockerfilez{E B 9674 & ITDNVTERBALEFT .

Dockerfile[Z[F. R D&s T HE FNTLOBENHYET .

1. R=ZA A=V (fF A SINBLINUXV AT LEHRELET .
X : Fortify Static Code AnalyzerM=E T B IZEJLR Y—)LEE R T55 & £, 1A—

DITHEREIRY—ILBALURA—ILEN TR EFER LET . YR—kShTLY
BEIRY—ILOFERIZDOWTIE. MEJLR#i & " X—2121 1S B L TEALY,

2. COPYf#n 45 %3 FH L T. Fortify Static Code Analyzer{> Xk —5. Fortify5 1t X 77
I BERAU RS =LA T 32 T74 )LEDockerf A—2([2aE—LET .

AR —=AT a3 T4 )\VEVE B %7 & IZDLVTIE. [Fortify Static Code
AnalyzerDHA Lk (EN)A VAR —)V" R—2301%5 BB LTS,

3. RUN#h 4§ %{# A L TFortify Static Code Analyzer{/ > A —S%E T LET

AV RR—SIEE N E—R TEFTILENBYES. #1220 T, ["Fortify Static
Code Analyzer@HA Lk (N AV AR —)U" R—U301%5 B LTESLY.

4. fortifyupdatez3E 47 L T. RUNh 4 %1 A L TFortify Security ContentZ 47> 0—k L
EX I

CDARVRSAI—ILDFE M 12DV TIE. MFortify Security Content®F ) 4 Ak —
IV RHIDA—2 125 B LTS,

5. Fortify Static Code Analyzer&z=E 1T TEALIITAA—DEER TE I I,
ENTRYPOINT#: 4 &4 fi L T, 41> Rk —)L&hfzsourceanalyzer {1 7] B 774 /LD
BATICTURJRAUREER ELET
sourceanalyzer®7 4Lk DA Ak —)L/\RI[E/opt/Fortify/Fortify SCA_
<version>/bin/sourceanalyzerT9Y .
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Fortify Static Code AnalyzerZ 41> Xk —JL9 %DockerfileDfl| (L. R DESYTT .

FROM registry.suse.com/suse/sles12sp4 COPY fortify.license ./ COPY Fortify SCA 23.1.0_linux_x64.run
./ COPY installerSettings ./ RUN ./Fortify SCA 23.1.0 linux_x64.run --mode unattended \ --
optionfile ./installerSettings && \ /opt/Fortify/Fortify_ SCA_23.1.0/bin/fortifyupdate && \ rm
Fortify SCA_23.1.0_linux_x64.run fortify.license installerSettings ENTRYPOINT [
"/opt/Fortify/Fortify_ SCA 23.1.0/bin/sourceanalyzer" ]

IRTE DT1L Ok )psDockerfileZ{# Bl L TdockerA A —2 %4 5 95121 docker build=
I REFERTOILELIHYET . HI:

docker build -t <image_name>

OVTFTDOERLT
ZDkEYITIL. Fortify Static Code Analyzer{/ A—%a7FELTE T THH AT
THBAL. T PBEIUVRF VYA DDockerE17av R Dl Z R LET .

3¥: O3> 7F TFortify Static Code Analyzer =X 17§ A& 2. $F 53/ LaVT R #
£, % A 9515 & |L. Fortify Static Code Analyzer[CEJLK 3w K (javack E)ZE T35
=B YN R EF Al BN D EERERLET .

Fortify Static Code Analyzer{/ A—2 % 7 FEL TE T T BICIE. KRR T7A IV AT Lh
BAVTHITRD2DDTALINJER IS DB ENHYET .

s DI BY—RIFTAILDEENSTALINY.,

o T I —XERFT v IT—ADRM [ZFortify Static Code AnalyzerEJLK v as R 7F
L. B A 77MIURTEFPRI7MIVERRAN L B §51=-60D— B T1L I,

ZDT4L Ik I, Fortify Static Code Analyzer®ZE #: a< R EXFv2av R Dl 5 T
—project-rootAYUR SAUATL I EFERLTHEELET -

ROATKR OB TIE. /srclA ATALIRY)/sourcesF Ik L. /scratch_docker[Z—
B TALORUEIDUNLET . OB DA A= % [Ffortify-scaTY .

E E Fortify Static Code AnalyzerTa 77 F F DA E)DAIME H BXUFE A SIS
&3IZ. Fortify Static Code Analyzer®-fcontainerA 7L 3 2 av R EXF v O
IR DE B IZE OHFET . TN D15 & (. -autoheaphE #h [THE D=8, TIHILE
TYRTLAEDE &t HFortify Static Code Analyzer T HH S Ed .
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% 25 : Fortify Static Code Analyzerd{ > Xk —)L

T B LU AT A DDockerE 17a< K DO

ROBITIE — B TALIRIE)—RTALOMN)ETIUNL B T—XA 23V T
Fortify Static Code Analyzer&={TLZE3 .

docker run -v /scratch local/:/scratch_docker -v /sources/:/src -it
fortify-sca -b MyProject -project-root /scratch_docker -fcontainer [<sca_
options>] /src

R OB TlE —BFTsLIR)EIOUNL. 511 7—XA (232 T7FHSFortify Static Code
Analyzerz=Z{TLFY .

docker run -v /scratch_local/:/scratch_docker -it fortify-sca -b MyProject
-project-root /scratch_docker -scan -fcontainer [<sca options>] -f
/scratch_docker/MyResults.fpr

MyResults.fpri 71 D7 ILHRRAR D/scratch_localTa4L IR UIAE L SNET

Fortify Static Code Analyzer®@7v74 L —KI[ZD
LT

Fortify Static Code Analyzer&7v7 45 L—F 3 5I2(&. ]E D/N\—2 3o ARk —ILENT
WBIS AT EIFR G HG AT [SH LULVAA—230F AV AR —LL . LT DAV AR —ILDDER E &
BITLET. O 1T Tl <sca_install_dirs>/Core/configT4L Ik JIZ&AFortify
Static Code Analyzer7—74 779k 74 IR B B LVE FranFET .

LLBT DUY—RABER EER 1T LEME & [, ROF—SHEBSNTONIE, /v 7yT%
REITDHIENEREINTLET.

e <sca_install_dir>/Core/config/rulesZ#IL5

e <sca_install_dir>/Core/config/customrulesZ# )L

e <sca_install_dir>/Core/config/ExternalMetadataZ#/LF

o <scq_instaLL_dir>/Core/config/CustomExterna1Metadatai7j?b§f

e <sca_install _dir>/Core/config/server.properties771JL

e <sca_install_dir>/Core/config/scalesI#ILF

HFLLIN—U3 0 F A AR—ILLT=D. BT OIN—230 5 T A AR —ILTEET ., 552D

LTI, MFortify Static Code AnalyzerD7 A2 Ak —)UZDWNT" RDAR— 125 R LTK
=&l

E: LETON—230 DM VAR —)LENF-FFRICL THEIEL TEFT . ALV AT LITHE

BDN—2aV AU RN—ILENTWSIE S [, ITURSAUNSITURERTT5HE.
RIEAVAN—ILENEN—CavE S ShET .
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Fortify Static Code Analyzer®7 >4 Ak —JUZ
2L\ T

Mt 3> TlE. Fortify Static Code Analyzer& 7 AV Ak —ILT 55 % ZDULVTERBAL
FTAEEAVRAN WIS R EFRTEEL POV RN—ILESALUNTEIT TS
2L TEFT . WindowsLL 4t DY RT LTI THFARAR—RDT7 VAR —)LEE TS
ZEHLTEEY.

Fortify Static Code Analyzer®7> A2 Ak —)L

Windows 75k Z4—LTOT7UALV R —)L
Fortify Static Code Analyzery 7k Dx 7% 7 AV A —ILT B2

1. RE—F]> BRE]> PF)E#8E(Apps & Features)] DIE ISEIRLFET .

2. F7OJ5LM)RNhn.  Btatic Code Analyzer <version>]%#ERL. PoAVAb—
WIED)VILET .

3. FIVTr—2av 2 KZEBIBR T 5. B ©« DoV R—RU%HIBR 3 5h0%IE E T5L5K
HBAVE—T DR REINFT . ELONEEIRL. R(Next)| 20 JvILEFET .
BEDAVR—RNETUAVRN—ILTBIG &L ToAV A=)V Ha R—RUk
0%& R (Select Components to Uninstall) ] R— TH| B 37500 R—R b EE R L.

WRA(Next)] &0 )vILFET .

4. IRTOT7IVT—a ik EZHIBRTEDEINEIR E T H5E5K HBAE—U DK TR
SINFT. ROVITIOEETLET.

o 7UALAL—)L¥ BFortify Static Code Analyzer®/\— 3 & —#& T4V Ak —)LE
g_LT:ZIDTI'f—*.‘/F DT TVr—2a ik EZHIBR T 5IZIE. [FLN(Yes)] 0wl FE

Fortify Static Code Analyzer (sca<versions) 74 IVEIEEI R ShFEE A

o NO|ZVIWILT. 7IVr—2a it EaATLIZERBELET.
DTS5SI IA—LTDTALAN—IL

Windows L 4+ DT 5wk I4—L E DFortify Static Code Analyzer) Ik 917 %74V A
F—ILTBICIE. ROFIEFETLET .

1. TEROARL—T420T S AT LD<sca_install_dirs|ZHBT oAV AR—)LaY R %
EITLET.

Linux ./Uninstall FortifySCA <version>

AlIX
Solaris

macOS Uninstall FortifySCA <version>.app
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% 25 : Fortify Static Code Analyzerd{ > Xk —)L

2. THIr—2a 2 K EEIBR T 50 B 7 OaUR—R b EEI R T 50 E 3 5K5K
HBAE—UDNRRENET . ELONTERL. R(Next) |20 JvILFET .
BEDQIAVR—RUNETUAVRAN—ILTBIE &I VoAV RAN—)LT HaviR—RUk
0%& R (Select Components to Uninstall) ] R— TH| B 37502 R—R b EE R L.

W A(Next) |20 )vILET .

3. IRNTDTIVr—a R EZRIR T ENEINEE T HLIR HHAVE—UNK T
SNFT . ROVINAZEEITLET .
o 7UAURk—)L9 %Fortify Static Code Analyzer®/\— 3 &— #EITA VAL —)LE
NIAVR—RUs D7 T)Vr—2av R EZHIBR T AI2E. [FLN(Yes)]| &0 ILE
ER

Fortify Static Code Analyzer (sca<versions) 74 IVEIEEI R ShFEEA.
o NolZVUVILT. 7IVNVr—av B BEDVRATLIREBELET .

Fortify Static Code Analyzer®HY AL k7242 AR —)L
Fortify Static Code Analyzer&H ALk TPUAV AR —ILE BIZIE. RDF B IR WET .

1. AVRAM—=ILTALOMNIIZREELET .
2. ARL—FTAVT O RTLIZE DNT, ROATRKOWThhEA HLFET.

Windows Uninstall FortifySCA <version>.exe --mode unattended

Linux ./Uninstall_FortifySCA_<version> --mode unattended
AlX

Solaris

macOS Uninstall FortifySCA _

<version>.app/Contents/Mac0S/installbuilder.sh
--mode unattended

#: Windows. Linux. £&UmacOSDi5 & . 71 Ak —)LF SFortify Static Code
Analyzer®/\—> 3 b— # 24V Rk —ILEN v R—R ok D7 FYr—av i 11
TUAV AN —SIZ&>THIBR SN ET -
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Windows L 4% DT 5 Uk T+ —LTHDTFANR—IXE—F TD
Fortify Static Code Analyzer7> A2 Ak —)L

Fortify Static Code Analyzer&T ¥ Ak R—XE—K TP7UA VR —ILT B2 RDELIIZ.
ARL—TAV TV AT LA DTHRNR—RDAV AL —ILAT R ERTLET

1. /AN —=ILTALOM)IZREEILET .
2. ARL—TAVT O RTLIZEDNT. ROARRKOWThhEA D LFET.

Linux ./Uninstall FortifySCA <version> --mode text
AlIX
Solaris

macOS Uninstall_FortifySCA_
<version>.app/Contents/MacOS/installbuilder.sh --mode text

AVARR—ILIZE DRRY

AR+ —ILi% DR A TIE. Fortify Static Code Analyzer®f§ A %R 18 354 E2LET .

AR —)LiE I Y—ILDE 1T

ARk —)Lik AL 3B Y—)L&{E A 5 &. Fortify Static Code Analyzer@EL BRIl D/ \—2 32D
T0/T 4774 ILDF 1T . Fortify Security Content®HE #7 5% 7E . L UFortify Software
Security Center~Mi% 5 5% & 1T ST EMNTEFT S

Fortify Static Code Analyzer{/> Xk —)Li% L I8 Y—)LEE 1T 9 521
1. ATURSAUh<sca install_dir>/binTALIJIZFEELET
2. aAvR A Tk TlscapostinstallJEA ALET

3. ROVWITNIMINEAALFET .
e REZRITIDITE. Ts1ZAALFT.

e HIDTOVIMZERAIZIX. Tr1EA D LFET.
o W—ILER T IAHIZIX. TqiZEADLET.

TOINTAIT7A4ILDFE 1T
LL T D/ \—2 3> DFortify Static Code Analyzerhisy AT LIZA VAR —)ILENTWAIR TE

M/ \— 3> MF ortify Static Code Analyzerl T/ T4 77/ IVEF 1T TBIZ1F. RDOFIEIC
FEWET,
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—_

©© XN Ok wN =

YR AU hbesca_install_dir>/binTALOR I ELET .
av R 7O T Gl scapostinstall]EA AILET

M]EAALT, MigrationZEIRLET .

l1]EA AL T, static Code Analyzer MigrationZERLFET

l1]EA AL T, Migrate from an existing Fortify installationZZEIRLET .
1]&EA ALT. Set previous Fortify installation directoryZZEIRLET .
LRI DAV AN —ILTAL IR )EA DILET,

[SIEANLT. EEZTHERLES.

MIEAALT. BITEETLES.

yIEAALT. HEZELET.

04— LG T
Fortify Static Code Analyzer{> Xk —)LODT 74Uk O —)UIFEE TT .
Fortify Static Code Analyzer{/ >Rk —)LOOY—)LEZE BT BIZIE. ROFIEEERITLE

ER

ok wh =

ARURSAUAobinTAL UM IR BLET .
av R A Tk Tlscapostinstall]EA ALFET .
M2]EAN LT, settingsZEIRLET
1]EA AL T, GeneralZEERLET .
1JEABLT. LocaleZERLET .
RoWFnroosr—)La—kE#A ALET

o en(&:E)

o es (ARALEE)

HAEE)

e ko EEEIEE)

o pt_BR(FRILEHILEE (TP IL))

o zh_CN(AFHEZE)

o zh TW(EARFHEZE)

(@]
Q

(
(

Fortify Security Content®E 7 D&% &

Fortify Security ContentZER1§ T 5 A EZHRELEFT . Y—/N\IER TR ELHLEE
. TOXUIEREEETINLELHYFET .

Fortify Security Content # D% & 15 & 9 5IZ(F. RDF IR IR LET .
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AR AU DBbinTAL ORI BILET .
av R 70Tk Tl scapostinstall]EA I LET
M2]EA LT, settingsTBIRLET .

21N AL T, Fortify UpdateZEIRLET .

Fortify)L—)L/ Y\ B #H H—/\DURLZZE B 3 5(2(E. T11EA DL THS. URLZEA S
LFET

Fortify JL—)Ls N\ B ¥ Y—/ DT 7A)Lk DURLIEhttps: //update.fortify.comTY .
6. Fortify Security Content® ¥t Fl 70X %8 E 3 5I21E. RDOFIEIZHELNET .
a. N21&A AL TrProxy ServerZEIRLTHD. TOFLH—/\DEZHIZA HLFET.
JOk a)LER—b BB B S LET (I some.secureproxy.com).

b. T31&A 71LTProxy Server PortZEIRLTHS. TOFLH—/\OR—+FESZA
HALET.

C. (A7 a)TOXLY—/\DA—FE (AT 3 a) &/ \RT—K (AT avs) &8 E T 5
&L TEET .

a bk own =

Fortify Software Security Center~MiE 5t D& &

Micro Focus Fortify Software Security CenterlZiE#t 35 A £/ ELET . *YbT—HT
Fortify Software Security Center~®7 R IZT7AFL H—/\HMERA SN TLSIE S (X 7
AX EHRZIEE AR ENHYFET .

Fortify Software Security Center~M#i #it D& T Z18 & I 521 ROFIRIZHEWLET .

aAYUR AU MobinTAL NI ELET .

av R 70Tk Tl scapostinstall]EA I LET

M2]EA LT, settingsTBIRLET .

[31EA AL T, Software Security Center SettingsZEIRLFET .

[11&A AL Tserver URLZEE IR L THS. Fortify Software Security Centert—/\a
URLZA ALFT.

6. EEDITOFIEREZFIRETHITUEL. ROFIBICHELET
a. N2]EA AAL TrProxy ServerZFER L THD. TAFIH—/\DLHIFA A LET
JOk a)LER—b BB RS LET (H: some.secureproxy.com).

b. M3]&A 71LTProxy Server PortZ:&R LTHS. TOFH—/\DIR—+FEZEA
ALFET.

c. TAXIHY—/\DI—HE L/ \RT—REEE TBI2E. A—F% DA T avab/ R
T—R DA T3 s ERLET .
7. (AT REEETHIELELETEET
« Fortify Software Security Centert—/ \hFortify Security Contentz 5 1 9 550D
AT 36)

« Fortify Software Security Center®1—4H4% (47 327)

a bk own =
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70X H—/\5% F DHI R

LL AT [ZFortify JL— )Lz Xy 88 $ Y—/\FF=[EMicro Focus Fortify Software Security Center
DTOFXLH—NEEFZEBEL. FEILGSE S L. TNODEE E 28I R TEET .

Fortify Security Content7y7 57— E1=[&Fortify Software Security Center® 7O+ 5% &
ZHIBR T BHICIE. RDFIEEEITLES

ARUR AU MobinTAL VNI EILET .
avR 7O 7k Tlscapostinstall]EA ALFET
[2]EAAIL T, settingsEBIRLET

[21% A AL Trortify UpdateZ:ER §°5H\. Software Security Center Settings]

FANLTEERLETS

5. BIRR957O0FEEEIHIETIEEEZANL. V1T REE()FA DL TEEZHI
BRLET

6. HIRI2TOFIEHTECLICFIBSERYRLET .

EHESNI=EIEAE DEM

Fortify Static Code Analyzerh\isFortifydDfth DY Ik D78 B B ELUN B R T LITE K 9
51=8IZ HTTPSHIE H DB E AW B (T3 515 & hHhYUFET . RITHIZLCKIARLET .

« Fortify Static Code Analyzer@7 74 )Lk TlE. SA VR E B ICLIMY—/\&BE T57=8
(2. HTTPS# i A E TY .
com.fortify.sca.lim.RequireTrustedSSLCert 0/ T4 Tld. LIMY—/\EDEE#E (ZIE
FESNT-SSLEIBAE LML E THAINESIIDRESNFES . COTO/ T DFEMIZDNT
[\ T"LIMZA 2o A0T0/57 4" R—21881%5 B L TZELY.

« fortifyupdatea <R 54 Y—ILTIE. Windows¥ AT LDA VA —)UE ICH BIM(Z
HTTPS#z #it Z2{F A 9 4H\. F B THTTPS#z {5z A L T("Fortify Security Content®
FEARL—)V" R—U331%S5 BR). Fortify Security Contenth & #r s Fxd .

« ScanCentral SASTtH&L TER & Shi=Fortify Static Code Analyzer&ar b O—51d,
HTTPS##izFE AL GRIELET .

HTTPS#%{# F 9 5&. Fortify Static Code Analyzer&ZMDY—ILTIET I74ILE T, IR RSN
1=SSLY—/GERAE (AR E DFVIGEH EMEE ININEINEH R TEHF VI E)
HYE A SNFET . M AV B DRI/ (CAZTEE L. TOCANSE ITSNTEEBHEMN
H—/\TIR ;R Sh B3 # HFortify Static Code AnalyzerTIE B SN2 E HH 515 & (L.
ZFNDCANHME 8 Sh B &5 Fortify Static Code Analyzer&:& & 95 EHHYFET . SHELY
& HTTPSHE R O A TR BT SR e AHYFET .

CAMIE #8 &N 1-3I BA & % Fortify Static Code Analyzer¥—Xr 7ZIZEM T 2L EHAHYE
9, Fortify Static Code Analyzer®—Xk 7I&. <sca_install_
dir>/jre/lib/security/cacerts 77 IUZHYET . keytoolav R A I HE EFES
NI-FEEBAEZEFF—AN7IE MM TEET

> owh =
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1§ 8 SN 1=l B & #Fortify Static Code Analyzer¥—A+ ZISE M I 5I2E. RDFIEIZ
HWET.

1. aARUR TRV TR EE. ROOTREETLET.

<sca_install_dir>/jre/bin/keytool -importcert -alias <alias_name> -
cacerts -file <cert file>

_CT:

e <alias_name>FE N T HIEEAEIZEH DR AITY .

o <cert_file>IIPEMAZ R £/-IIDERFE KX DIEFE INT-IL—FEEBAEZE L T71)L
DB A TY .

2. F—RARTNRT—FZEAALFET.
X TIAIE DINRT—K [Echangeit T .

3. COREAELEBEIALIITKHETOV T R RENTD, Jes]ZEIRLFET.
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ZDEHL VT ROMEYIIZDOWVTERBALET .

T R 44
B T 45
BN L IR s 3 46
S T R 48
xR T =R R A 51
S H7oteX

S TOERIE. RO4DOE B DT—XTHEB SNET .

1. EIF#E & - Fortify Static Code AnalyzerZE LK Y—)UHf & §50EINEERLE
T, EILR#EE DA TLav(2oWTIE MEILE A & " X—2121 125 B LTS
LY,

2. T -—EOATREFERALTY—Ra—FRE#IREL. EJLRIDIZEE &+ (5 1=
BRICEHBRLET. BE . ELFIDEIERTHTODIDEFI T, FHMICDONT
(F MEBR I ROR— 1 %S B LTSN,

3. O - EMII—ATHEINIY—RT7AIVERTYUL. R ITERI7AIVERE (T
Fortify Project Results (FPR) X THE B LF9 . FPRI7AIILDIT 74 )Lk & F [&. fpr
TT . FHMIZOLTIE M9 T 72— R—248 %5 BB L TEEL.

4. BEWES W OREE - V—RT7AIIVHDSE Y G IL—)L SO %EER L TREvoEh, I5—
MLR—F SN TULVRWNCEETREELFT . FEMICDLTE ME R I1—XEn 1T 71—
ADEFE" R—U51 125 B LTS,

EHIOTUR PR ATUR L, R/NR O E T EREF DA TR SEITTS
EEBEIHLET . )L— 12— EL TFortify Static Code Analyzerg= 1T L1=Y. IL—+ 75
CREDELTEHZTACONEE R LIZYT DL ELKENMELARLG & DB D=0, HEND
TEFEEA.

A—FDE#ED T IERAITH—E DA DB IR DELYTT .

sourceanalyzer -b MyProject -clean
sourceanalyzer -b MyProject ...
sourceanalyzer -b MyProject -scan -f MyResults.fpr

ZOf DIDDATUK & BT TAERDR DRATYIERLTVET .

1. #8 T L1=EJLF IDDEX 77 DFortify Static Code Analyzer— B 77/ JLE T R THIBRLE
9.
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BT CORTYITHHEEBL. LRTIZER LELRIDEH TR O Ea il
TLZELY,

2. JOCIHrI—KREEBLET.
ZDRATvFF. B LEJILR ID%# Dsourceanalyzer®DE 2 DM UH L THEE B T=F 9
(JavaScript/TypeScript. PHP. Python. Ruby%: EDE i) & & #5<).

3. O Hha—KREH L. £ & ZFortify Project Results(FPR) 77/ JUZIR ELFET -

INSL LA 38

RBFELTOD O DRV b5 [ %258 #i5 9572612, Fortify Static Code Analyzer(&if
TR EFRTEFTINET . ChIZKY. PRTLTHERA TESCPUITEZIRTERTE
F9 . Fortify Static Code Analyzerz£ 179 4&. AXVUIERA TES/ N\ —F 07 DEY)

Y —ZHME A SN B L8 FE ShA1=8. Fortify Static Code Analyzer®=E 1T B ICCPUE X £
(Z3H & 9 5 OTOERIEE 1T LIELKSITL T,

T IT—X

BEESYIOIIILENTWSTAD IO FIE & (CEBRTBI2E. TOP IR EEIRT
A= ELRKEERIADIEEFERELET . EY—RAA—KREA(TOETIE. HENDE
HITOWTEHRBALET .

A TOERDRE Y DRTYT(T7MIVDE ) ERITT5=HDE R HZIATUR I UE
X (&, XDOEBYTT .

sourceanalyzer -b <build id> ... <files>
EJ=lbs
sourceanalyzer -b <build _id> ... <compiler_command>

Z 1 71—X(&. sourceanalyzerd< R ZfE F L1=1[E LI £ DFortify Static Code
AnalyzerMrE M L TH B S E 3. Fortify Static Code AnalyzerTld. EJLRID(-bA T3
NeERLTEUH LA B (ZBEHE T 1TonFET . & #E DsourceanalyzerDF UH LT
(. EJLRIDIZRE & {54 (M= T7A0 V)RR I8 LGE & Sz —RI7M IVEITIR B 5%
EI7AILAEMENET .

EE B8 S & (JavaScript/TypeScript. PHP. Python. Ruby)Z % #3515 & (%, 1
B OFF U LTI RTOY—RIT7M V&R B ITHE E I 50 BZ HHYFET . Fortify Static
Code AnalyzerTl&. Z0% OFF N LEF (CEJLR IDIZRE & £ (T =074 VIR [T
LULNT7AILEIB D9 B8 BE [ HR— ShTLEEA-

ZE 1% [T-show-build-warningsTALITATEFERALT. EMIT—XTRELEZE S
I5—D)ANER R TEET

sourceanalyzer -b <build _id> -show-build-warnings
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EJUR IDIZREE f (Ton =070 IVER R T AICIE. -show-filesTALOTATEFEALES .
sourceanalyzer -b <build id> -show-files

ROETIE SESFRY—RA—FRATEERTDHEITONTEHRBELES .
e "Javad—k DZE " R—I52

o "Kotlind—F MOZE 2" R—61

o "Visual Studio7AL ok DL " R—T65

o "CEIUCHI—FRDE#" R—T71

+ "JavaScript& & UTypeScripta—K MZE " R—274

e "Pythond—k DZE " R—78

o "ENAIVTTYN TA—LDI—F DE " R—82

e "GoO—FDE#" R—86

o "DantH L UFIluttera—K MZE " R—89

e "Rubya—F DZE #1" R—91

« "COBOLO—F DZE#" R—I94

 "Salesforce Apex# LU Visualforcea—k MZE " R—99
o "TOMDEFEHLUVEERTE DE " ~X—2102

ENALILEILE Y3y

Fortify Static Code AnalyzerE/\{JLEJLK v a2 (MBS)EE A9 5&. $H5aE1—43T
TJOOOREE L. Bl DAVE1—3TRI YU TEEY . BNAMIILEIR Y3 (MBST7
AIVIZE BT I—RIB BEITFAIDNTRTEFNTVES . AU RFRZERTD
=012, EROVEa—2TE#REETLTHS. KYRFPUITE Lo E1—2IZELR
Ty a(MBST7MIVEBR B TEFT . X BB D DOVEL—3TE#EEITL. 18
DR ABFAVE1—FDHEFERA L TRKBEB LRI VYOEE T TEET .

F:EADOVATLIZRLNA—2a0 DY —RIA—KHEETB(E VATLLE DR LR
[ZT7AILHME SN TLD)DTHULR Y. ERKRIBOD T ICIIMBSEE A LA L&
EREIOLEFT("ER KRR X—TU501%B8). A DVRTALIZELY—Ra—
FAFEELLZVMES . EREZBRIMTOERORE LT A TEEEA. V—RO—FT7
AIDBRFAIIDUTHFEAELLGWNE S BELRLERKRE DT TR E SN
551 [ELR—k SN YET

EMERTLTCVDIRTLES TEEITLTWSI R TLOM A 2R L/ \—2 3> DOFortify
Security Content (Rulepack)h /> Xk —)LENTW\Sh B HHYFET .
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ENLILEIIR Yoa/\—2 a0 DR Bt

7 #a 2 F 1—4 E MFortify Static Code Analyzer/\—23> &4y #7 a2 E 1—4 £ DFortify
Static Code Analyzer/\—2av|ZH i DB B HAHYET . /N —P 3B S DR K (.
<major>.<minor>.<patch>.<build_number>(23.1.0.02407%: &) T3 . T aE1—32EHn
#rarE21—42 0 5 TFortify Static Code Analyzer®<major>E KU <minor>&B 93 H'—
LTWWBAENBYET . =LA, 22.2.0£22.2 xIZITE # 1 H&HYFET . Fortify Static
Code Analyzer/\— 3 & B &M 95(21%. a<v R 542 Tlsourceanalyzer -v]&
AALFET.

R DA R %E B L TMBS 774 LA E JLKR ID&Fortify Static Code Analyzer/\—2 3%
& TEETS.

sourceanalyzer -import-build-session <file>.mbs -
Dcom.fortify.sca.ExtractMobileInfo=true

E/NILE LK v ar DE X
EHMEETLIEOVELI—3TROATRERITLT,. B/NMIILEIR v avEdE i LE
9.

sourceanalyzer -b <build _id> -export-build-session <file>.mbs

ZCT. <file>.mbsl&Fortify Static Code Analyzer®DE/ A JLEJLE 2y aVIZIEE T 577
AILBTY .

E/ALILEIR Eyav DL R—b

AX v HEETITHAEI—FIFiles .mbsTPAINERE L=, BENAILEIKR Y avw
Fortify Static Code Analyzer®7 02 bk JL—b TAL IR VIZAR—F LET S
ENCIIVEIR £yavEAoR—5I2E ROITIEEADLET.

sourceanalyzer -import-build-session <file>.mbs

Fortify Static Code Analyzer@E/\fJLEJLR viav A R—k L1=5. 2 # 7z—XIH#
OIENTEFET . TMIFERASINLELR CELRIDTRFYUEETLET .

BB DENIIEILR Y3V EE — DMBST7M4IUIR—UF B EETEEEA. TVX
R—h ENF-EIR v arTaz. —E DEILR DA E TY . =1L . [ UFortify Static
Code Analyzer®4 > Ak —)Ui% 2T RTDE LR DO ViR—k Snfzio. -bA T3 %E H
LTIE DRAF YU THE B DEIL DERFT YU TEET ("D T 72— R DR—2 1 %S
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D IT—X

D II—ATIE EREFIERSNI-F B T7MIIDRTroSn. e B HERI7MIL
(FPR)AMERL SN FET .

2 Hr 7—XI&. sourceanalyzerD1EI DIEUNH L TR SNET . EILRIDZEEEL. -
scanTALITATEM DL BT D AT avF = hA T avEEBIZEHFET (MM #T
AT R=U130BKUMH hAToa " R—U1331%5 ).

/4 0)15%!_3:\ D II—RAERTL. BREFPRI7MIURETHIAVUN /X ETRL
TWEY .

sourceanalyzer -b MyProject -scan -f MyResults.fpr

3¥: 774Uk T, Fortify Static Code Analyzer@FPRIZ7/ LMY —RXa—K W& FENT
WETS

BHOEIWRZFE —DRFvoav R HAAE HEBIZIE. aAvURSAUIEMDE LR %
BMLET.

sourceanalyzer -b MyProjectl -b MyProject2 -b MyProject3 -scan -f
MyResults.fpr

53 H ~NDREv R —nE A
5 (AF VL) 71—Z Tl BLRABHB AR ELTI—F R E B E TERESI

T 5012, RFvoR)—%8 E TEFT . ROXRT. FAHAIRELEIDDRATYUR)S —
[ZDWVTERBALZET .

A —
% B3

classic NIETIAHILE DRFYR)—T. DT ER OB EE IR ESINFEE
Ao ZORVD—D R . B ICRFVU R —EIEELLEMEE LRILT
9. Fortify TI&. Al 8874515 & [ELVDE5E £ 4classicAFv 2R 1T T HEE
HEHLET .

security =~ COARFYURYL—TE. I—FRE I ETIEENS TR AR &
NEY. LX) T/ RERE DI EEICERZESG S (IR —ZE A
LEI.

devops = ZODARF¥URYL—TIE. securityR)L —IZ&>THER S SNHRI B AR &S
NT.EBAEEVEVEEMRSHNARHYET . CORFroRID—IF R
FrUREZBELC HAREIEREZ(PHEEERELGLOERLEL—TS

g&
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Ry —
£

SH;

BR

BEIERLET. CORTY R —E#ERAL-RIERABEE X BEN
WELERLEEX1)TAEBECTHAUREE L BHYET

#E: O—hiLdsecurity R RS —I2H0 Rz HRAIA XHY, 20D
devops AFx¥ RS —IZH 8 B T4 A FBEFHYEE A

DT ZRFY R —%E AT 5IZE ROFTTR T &SI, 587 7z—XIZ-scan-policy
(Fzl&-s)A T2z E DI EHHYET -

sourceanalyzer -b MyProject -scan -scan-policy security -f MyResults.fpr

F1=IE. fortify-sca.properties 774 JLMcom. fortify.sca.ScanPolicy O/ \TA%{E A
LTRFYUR)—FHEE THIEETEET . fil:

com.fortify.sca.ScanPolicy=security

T A ORF Y RV —EBREEEALT, FIWAT7IIVEB R TEET (T4 )L7
T7AIUZE B E DR N ~A—21731%5 BB). CDiH & . Fortify Static Code
Analyzer|Z&>TREYURS—ETAIIVAT7AILDRE 5 D353 4T ISE A S ET .

RS —T 74 )UZ. <sca_install_dir>/Core/config/scalesTAL IR IZHYET . AFv>
RS =N DDITFANDHYET . CHHDRIS—T7/ VDR EEEE LT, AFvR
o —FENAIRAXTEET . RIS —T74)UME R ShHE XITOWTIE. MO 5774
[ZEAR B DR S R—1731F5 BB L TSN,

= R 5

B RSH(HOA)TIX. BRI—FEZFERALTT—270—%EB M358 EE AR EINET
B RI—FTIE BAHMELLTEESN. ERQBAR KX (TLFRN)ZFE AL TEBAE R
SN BIBMELTESN ELLTREIN., AT I DEHE IV I—ILRIZE|YY T
F9 . hoOa—k /83—, JavaScript. TypeScript. Python. Ruby. Swift#: & M #
DENHEETHETY.

T 4Lk TlL. JavaScript. TypeScript. Python. Ruby. Swiftd& a—R #XFvo 95L&,
Fortify Static Code AnalyzerTig R 3 1 BETINFET . @ R 5 OTO/\T4(2DLVT
(& MM ED T 7—ADTO/NT1" R—21801%5 BB LTS,

T A5—0 T
O )—RIZIE B a5 T OF T TLEA—DAEFENTUOET ., 25— Tk, O
7Aook EESA TSN EHTSATINEE R AT YU TEFT . ZDE . a770

DIONERFNYUTBEZIZ, CNLDEB R ICRFY INT-SATSUEE HBHENTEET .
NIZEKY., a7TOaP IR ERX YU T BEUITTATIVER AT LV =6, a770d
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I D DINTA—IURADH ESINDABEEADHYFES . T 25—0 T TlE S4T3UD
y—AX3—K . Fortify Static Code AnalyzerCTZ #: SNi=J74 L. (IS4 TS)DR+Fv>
[TERSINDIDRILIN—INEBLBE LETIT. SATSINS B INSTOD I ER TV T
BIEHTEFT . INITKY BB ILFOT7T IV —L 3o TRIBEEE B THILDAHTH
BEVVEMOH AHAEONET. P HHERE BEEHFHITIO—FITEhETLYEEL
SNBH. TBELTWVELWI—F O EZDETIDLEINHYFEA-

W7 . ED 25— # [FJavaF &KW Jakarta EE (Java EE) TR E S i=514T3VHE LU 7T
r—a TERTEEFRY

F: COV)—RTIE, BV aF—R T I2EB/\TFH—T U ADR E MR oNE WA REME D
HYFET . Fortify TIX. § & OV)—RTED 25— 1 O/ \TA— U ANR E 1t Shb
FETY.

ROBRAE DU, FA4TIVEBRAXYUTILEINHYFET

o #LLVW\— 3> DFortify Static Code AnalyzerlZE #7195

« Fortify Security Content#E #7195

s JATIVEEETD

EDAT5—aATUR IS4 0Of

SATSVEE M IZE B BIUORFYTBI2E. ROIATNLEANSLET

sourceanalyzer -b LibA MyLibs/A/*.java

sourceanalyzer -b LibA -scan-module

7T O EE BB LUVRFTYUL . BRIICAXVYUSNE B DTM1TIVEE HBIC
(. ROAYEZAALEFT
sourceanalyzer -b MyProj MyProj/*.java

sourceanalyzer -b MyProj -scan -include-modules LibA,LibB

OB TRLI=ATLavizoWTE, Mo i 47230 R—U1301%25 B LTS,

IERKRE 5

ERTRH (regex) N M TlE. ER KRB IL—IEFERBLTI7MINALTUVET7AIVE Dl
7 DifE 55 14 1R i T A5 E AR L S FET . COR T TlE. oD Uk 774 LA DIfE 55
=LYk (INRD—F | F—, ER BB, E)EHE H TEFT . Configuration Analyzer(Z
(T ERKRBATEELEFNTLET.
ERRBEASFTIE ERI—RITEFNEGTARNTDITFAIVARENR /=B IFHI I
BREINTT. FICEBRISRIN Sh TR TNIE BRE Sh=& TALIIDT7AIUTT
;;'Cﬁj\ gghi?’o ERRBESTITEFENTWSIFMIIEE BT HICE. ROFTav%
ALZFET.
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o B II—XT-excludeA T avEFERLTIFAIVERITTALOR)ERNLET .
CDATLavDEMIZDONTIE "Ef AT a0 R—U128% S5 B L TESLY.

o TIAILTIE. ERKRE D HSRE E Al BELR/ N\ FUTFAIDTRTRIN SNET . &
M I2NAFIIPAIVES HBITIE. ROTO/NT1%fortify-sca.propertiesT7AJUZIE
MLUES(FEIE -DATLavEFERALT. COTONTAZFARVR SAVIZE HFET).

com.fortify.sca.regex.ExcludeBinaries = false

o TIOAILETlE. AEX VBRI MHF AR R D552, 10 MBZB 25771 ILAE R R
WA WHISBENINET. ROTONTAEERBLT. RRIFZAILVHAX(AH /A~ B
L ETEET,

com.fortify.sca.regex.MaxSize = <max_file_size_mb>

ERRBESWEEDIZTBIZE. XOTO/ T 1% fortify-sca.properties 774 JUTE M
FEHM AXURTAUIZE HBILELIHYET .

com.fortify.sca.regex.Enable = false

EHRER
"FIE R OTO/NT(" R—188
"EINILE LK 2y g R—246

EIT—AER T IT—ADFREE

Micro Focus Fortify Audit Workbench®#& R & B & [Z(3 RFvU (kDR HHMNT T
L. B THHESHHYR ESNFET . Fortify Audit Workbench®ZO2 =+ 8 Z (Z(E. Fortify
Static Code AnalyzerCR¥ v ani-a0—FK BT 5 X 04 E DIFHR AR RIhFET

o AXXUENIZTFAILD)RN (T7AINIA RERAL LRRA T E)

o THIZFERAINDJavalTR/INR (L THIHE)

o T ITfE B ShdRulepack

« Fortify Static Code Analyzer@>2 34 L% & LXK SA0ATLay

o EMBFFLEINMEFICRELLIS—FEIESE

o AVEA—EBLUVTTUN T+—LDIE R

Eﬁf RAAELMBTBITE 2 I7—ADH A K [CFPREIEE TAMENH
Y£Ed.

R EHE|E R T 9512, Fortify Audit Workbench TFPRZ 71 JLARBR &=
Tools]> Project Summary]> Certification] DIE IR LFET . EFHMIZDOLTIE.
Fortify Audit Workbencha—4/41F%% BB L TN,
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FEA4E - Javaa—K DZ
Dt a3 TlE Javaa—r & E 55 LK ITDOWNVTEHRBALET

Fortify Static Code AnalyzerTlZ. Jakarta EE (Java EE) 74— a3 (JSPI7A L. IR 1%
BREITAIVL. B TARIUTA%EE D). Javas\fka—FK . $&ULombok7 /T—a A tE
Javaa—k O fr & HR—k LTLET .

DU aVTIE ROEYIIZDOWNTERBALET .

JavaZ M O N A R 3 52
Javal) 2 D B 56
Jakarta EE (Java EE) 77U —a3  DZEHE L 57
Java/ N s O—R D B 58
JSPEBLIUA I T BB DN ST IV a—TA42T 59

JavaZE O R SAUE X

Javaa—R#ZE | T BI2E. SATSITE RSN, IT—F R TS EINETRXTOA/TH
Y —ARa—k | VSART7AIL. FIRIART 7ML IE TEE B EZFHF >TLDR ELIHYFE
T . TRTOHY—RIT7A JVEFortify Static Code Analyzerav R SAUIZE HTLEELY.

O Ik [ZKotlina—K #5 I8 3 %Javad—K H& N TS5 & . Javaad—K EKotlina—
k A3@E CFortify Static Code Analyzer{ > XAV RIZZE #i S . KotlinE R ~DJavaS B H
IE LSRR ENB ELSIZL TSN, KotlinhvsJava~DiE B & F 1t TlX. -sourcepath?”
L3V TR S BKotlin 74 JLEHR—k LERA. -sourcepathA T3> DFE #1220V T
(&, M"Javaav ok SA AT RDOR—2 1% B LTS,

Javaad—R#ZE I 5-0DE KM EITUR S/ AE X ER OB [TRLET S
sourceanalyzer -b <build _id> -cp <classpath> <files>

Javaa—K %{# f 3% &. Fortify Static Code AnalyzerTlEDWWINAERE 1T TEET

o OAVIMTEIZAL—+T 5. EINDIFEE IERLIZEIHYET
o Y—RI7PANEEERZITANSG. AXUNFAVAXTVYUTERTY

Ant&Fortify Static Code Analyzer®fft & M #ll ITDLVTIE, [M"AntDfE & " X—21231%5
BB L T<iZaly.

Fortify Static Code AnalyzerTax /S 5%I2aLl—b B3I RDATLEA DI LFET

sourceanalyzer -b <build_id> javac [<translation_options>]

Micro Focus Fortify Static Code Analyzer (23.1.0)



dA—HHAK
F4E: Javaa—K D%

74 )\VEFortify Static Code AnalyzerIZIE #% & 9721, ROATU R EA A LFET S

sourceanalyzer -b <build id> -cp <classpath> [<translation options>]
<files> | <file_specifiers>

—C_T:

<translation optionss>|&. A IMIITE ESNDA T3 TY .
-cp <classpath>l&. Javay —RaA—KR([fE A T595RN\REIEELET .

TP EEIR THDISEE FERASNDIARKFREZREZE OFT . EH O/ XLt
2aA>(Windows)FEf=Eaa(Windows L 44 ) TR 1 YFEF .

javac&fR #k [Z. Fortify Static Code AnalyzerTI35R%& ISR/ SRIZHIRTBIERF T
A—RLFEY . VAMRIZE L2 Bl DUSRHME 8 8515 & . Fortify Static Code Analyzer
TlIERAIIO—R SNF=OSREFEALET . X OFI Tl A.jardB. jarDi A [
MyData.class&LVS 4 Rl DITAME £ b5 & . Fortify Static Code AnalyzerTlEA. jar
Mi5MDMyData.classZFE A LET .

sourceanalyzer -cp A.jar:B.jar myfile.java

Fortify Tl -cpA T2 avCEER THVSRAEMALBNKSITRHRELET.

Fortify Static Code AnalyzerTIZJARTZ7AILER DIEF TO—KLET .

a. -cpAFLavmn

b. jre/libhvs

C. <sca_install_dir>/Core/default_jarsh¥s

CNIZEY. -cpATLar TR E LIZJARICE ¥ D& BT DISREE HBHZET, 514739
SRE L EETEFT.

ff AR eI RTDJavaEl H DATUKRSAUA T av O M (2D TIE. "Javaav kRS
AA T3 " FTESBLTESL.

Javaavw R A4 T3y
R DFE TlE. Javaavwo R S/4 4T3 (Java SEES LW Jakarta EER ) (ZDULVCERBAL &

ER
JavaFi=(IJakarta EEDA T
av B
-appserver JSPI7AIIVERIB T HT7T)r—avd—\EBEL
weblogic | websphere £9,
BEDT/T14:
com.fortify.sca.AppServer
-appserver-home <dir> TIVr— 3o Y—/\DiR—LEHE ELET .

Micro Focus Fortify Static Code Analyzer (23.1.0)
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JavaExf-ldJakarta EEQA
v

-appserver-version
<version>

-cp <dirs> |
-classpath <dirs>

-extdirs <dirs>

-java-build-dir <dirs>

-source <version> |
-jdk <version>

B85

« WebLogicDi5 & . Chuldserver/libTaL Ik )%
BELTALIRNI)ANDINRATT .

« WebSphereMi5 & . CtldIspBatchCompilerX49Y)
ThEETTALIMNIADISRTT

RZEDTO/\T14:

com.fortify.sca.AppServerHome
FIIr—Sa—\ON—2a w2 ' LET
B % DT/ T4

com.fortify.sca.AppServerVersion

Javay—RO—F O B IZE R $505R/1\R%EHE
ELFYT. R [FjavackR L TT . Ta4LIRDEZO
AVX P YFELFIOUR YIRS T . R OB IR
9 &SI, Fortify Static Code AnalyzerZ774 JLIE & F
ERATHELLTEET.

-cp "build/classes:1lib/*.jar"

T7MIE E F DFEMIZDOLTIE. "I7AILET ALk
DG E" R—U140%S B LTEELY.

B % DT/ \T14:

com.fortify.sca.JavaClasspath

javac extdirsA 7 av @ RIS, ToLZM)DEIO0
VR YFLIFAOVR YIRS EER TEFT . ch
SDTALINZHBIARTZAIUE. IFR/RIHE B
BICEFNET.

RE DT/ \T144:

com.fortify.sca.JavaExtdirs

AV JViE #AJavay —REE 12U E DTF«LIRY)
EELET.

Javaa—KF %52k 37 3IDKNN—2 3w R LET .
R—k S TLVB/A—23(2DUWVTIE. Fortify Ik Dz
FORTLAEHDRE X2 AN ES B LTS T4
JUk [XJava 1.8 T

B & DTO/N\T14:
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JavaExf-ldJakarta EEQA
v

gllxl

BA

com.fortify.sca.JdkVersion

-show-unresolved-symbols L ShrfJavay —RI7(IVTS RSN TLDR
RDZAT. T4—IL  BLUEEN ERORRERIC
RERINFET . VAR ENDDIE, L —/N\—F1TH\E
RFAavaBATTHA I — I BLVERS B D
HTY . HEVIR. T14—Ik BEXUBEEHLS. —F R
TERAICEBIN-HREROV—REHREEDIZK
RENFT . COBMIFATI7MIUAESTAFTENE
EE

RE T/ \T14:

com.fortify.sca.ShowUnresolvedSymbols

-sourcepath <dirs> AFVUITEFENTUVELDR BIERICFERAINDS
Y—ROA—REELTALIMNIDVR EEIOOVK ]
YFELIFaRVR P YTHEELET . V—RNR([FIFRX
INRIZELTOVET A iR IZIEHDTRT7AILTIFEL
Y—RI7AIDME R SNFET . 3—7 vk T74/ VR
[Z&-TSBEINDY—RIT7MILDHDE B INFET .

RE 0o/ \T14:

com.fortify.sca.JavaSourcePath

ERER
"JavaB LUKotlinD 70/ s 74" R—2191

JavaDav R S4 245

DS RINAREL THavaee. jarhME & SNT=1DDT7A JMyServlet.javaZ E # T 52X, RD
OvUREAALET .

sourceanalyzer -b MyServlet -cp lib/javaee.jar MyServlet.java

1ibTAL IR DT RTDIART7AINEISRANREL TER L Tsrc TALIR VA DTART
D.javaFZ7AIEE BT AIZIE. XROAT R EA D LFETS

sourceanalyzer -b MyProject -cp "lib/*.jar" "src/**/*.java"

javaca /(5% {#F A L TvyCode. javaZ7A IVEE B EXVA /(LT BIZIE. RODaAT>
FEABDLET.

sourceanalyzer -b MyProject javac -classpath 1libs.jar MyCode.java

Micro Focus Fortify Static Code Analyzer (23.1.0)
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JavaDZE & DL IE

P IZERSINFIANATOE EZR T I DI RFvoT71—RZ[ IR I 5HRTIZR O3
RUREAALFT.

sourceanalyzer -b <build _id> -show-build-warnings

JavaZ i DE &
Javad—R LM T BE. ROEE A% R SNBSS HHYET.

'S

Unable
Unable
Unable
Unable

Unable

Multiple definitions found for class...

Micro Focus Fortify Static Code Analyzer (23.1.0)

to

to

to

to

to

resolve type...
resolve function...
resolve field...
locate import...

resolve symbol...

2t BA /AR IR R

NoDELITEE. JV—RHTE
LTWAIGEEIHKELEFT . FzEAE.
FTI)r—a DE R [T Bl — B
D.jarBEW.classT7IILHEE S

NTULVEWLATEEE ABYET .

NONE EZfEIR I BT 7T
T—avMER TR ELRTI7IVE
FRTEDDRLENDYFT .

CDEL (LEE . Javad7 LN TY
SAMEHEL TS EIZRELE
ER

NoNEEFMRIBICIE. EEIC
RTSNTNDY—RIT7AIUIE — D
T7AIDEBRLTEBR T RDOY—R
T7AIUE B & HHNTLNSEDT
(TN EF(I2EAIE RLTaY ok
D2 DDIN—23UhEENTINVDZE
FERLFET . EENFEITDIES
(. BT 5T71ILSZED1DEHI
B LET . £59 %<&, Fortify Static
Code AnalyzerCfE A9 507AMD
IN—D3VFRTE TESLIITHYETS
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Jakarta EE (Java EE)7 77— 3> D% #A

Jakarta EE7 )4 — 3 %% #: 9 51Z(%. Fortify Static Code AnalyzerCGJavay) —RA 774
LB & Jakarta EEaVR—RU b (JSPI7AIL. BRATRYITE . BXVRIERE 77 /L
HE)EFME LET . Jakarta EE7T)T—2av A DT ARTORE E 7/ IVEI1 ATV T E
FTHIEMNTEETH, TOD YL TIE ERTORRICH G LIY. MR RN OSFETIF5 7
= EEI&I-? %‘a@:—/‘f’éfrﬁ =L1zY9 %1012, FIEZIHR—RUNIR B T2HENELDH
ELHYET .

Javaog7M/ILDZE #2

Jakarta EE7 U — 3 a9 5121d. JavadZ7 M IILOE#R IZE A L=t DER CFIE
EERALET. f-E2I1E "JavaDav R SA 61" R—U55%5 B L TLEELY.

JSP7O IO . IRMB R TE I7MIL. BLUVEB R TAXD)TAR
DE 2

Jakarta EE (Java EE) 77— arDJava77M VEE T HIFMN. JSSPI7AMIL. IREE
REI7AI. BEIVEB R TRIVTEIDE R HINE (TR DHENHYET . JSSPTPAILIE.
Web7 ) 7r—2 3> 7—h4T(WAR)D— E THAILELHYET . V—RTALININT T
[ZWARZ7A LT X THE R SN TULBIE & 1. V—ATALINUNSISPI7A)VEE £ T i

TEEY . TOTHIME S (L. 7TV r—avzREAL. BB TALININSISPIZAILEE
MIDBLENDHYET .

151 :
sourceanalyzer -b MyJavaApp "/**/*.jsp" "/**/*.xml"

CZT. /*%/* ispldISPTOC IO 7 ILDIGFRES B L. /1 /* xmlITIR B R E I71IL
BLEUEBRTARIIVTZI7AIVDIG S B LET .

Jakarta EE (Java EE)Z #t DEZ &
Jakarta EE7 )T —L 3> DE R TR DEENR TRINDGEEHIHYET .

Could not locate the root (WEB-INF) of the web application. Please build
your web application and try again. Failed to parse the following jsp
files:

<list_of jsp files>
ZDE L L. Web7T)r—arhMZ £ OWARTALIM R KX TERA SR TUVELD, &b

BIRSM4TIIDRE LR EINNEFTENTVENIEERLES . COEFEMHIR T BT,
Web77)/r—av bl BN F-WARTAL IR R K THY . 7TV r—2av T B TRT

Micro Focus Fortify Static Code Analyzer (23.1.0)
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D.jarZ7AILE K. class T7AJLHIE LUWEB-INF/1ibEBS K UWEB-INF/classes T4k 1)
[T SN TSI EERE B L TS, Fz. TRTORAT DT ARTHDTLDI7A )L BLUZE
NoDRT DEZEITH G THIARTFAILNGFE THIELRER L TN,

Java/\f ka—K D% #a

Fortify Tl&. Javas\Afka—F &JSP/Javad—k %R CsourceanalyzerPE UM L TE # LR
WIEERENOLET . B CEILR IDZ#F D8 # DsourceanalyzerfE UM LEFE AL T, /81
ba—K&ISPUavad—F Ol AZE LTI EE#BLET

Y—RO—FDZERIZMZ T, TR/ A DJava/ A~ a—FZE B TEET . /A fba—F

EEHITBIZE. RO2DDATLavhHYET -

« Fortify Static Code AnalyzerT/\{k O—F J5R%& & & DJavad 7 JUTHE I/ JLL T
THICEODIELZERLET.
AR O—REZE R (SE a2\ IV BIZE. kR OT O/ F1%fortify-sca.properties 774
JUZEB M UET (FlE, -DATLav#FE AL TATURSAUIZOTONT1EE HFET).

com.fortify.sca.DecompileBytecode=true

« Fortify Static Code AnalyzerCi#i A/ ILBFIAO—REE R THILEERLE
j—

RE DR E/ D10, Fortify TIITZT 2L T/\WJE R (javac -g)ZFERALT/\(~O—
FEIVNAITBIEEH R L TLET

/\A k 3—Fk %Fortify Static Code AnalyzerZ #t [Z& $HB(Z(3:

a. fortify-sca.propertiesZ7AJUZR OTO/NTAZEMLET (F=(Z. -0ATL 3%
FERLTIATURSAUIZTNLDTO/NTA1ZE HFET).

com.fortify.sca.fileextensions.class=BYTECODE
com.fortify.sca.fileextensions.jar=ARCHIVE

Zh(Z. Fortify Static Code AnalyzerT.classB &, jarF7MIIVEIL IR 57 & %45
ELFET.

b. Fortify Static Code AnalyzerZ #t 7xt—XT. £ #: 9 BJava/\ Ak a3—K 771 L%
ELEY . ixED/I\TA—IURE"T 518 XD B jarEl=X. class 771
IWEFEEELET
R OB TIE. . classT7AILHE L SN TULET

sourceanalyzer -b MyProject -cp "lib/*.jar" "src/**/*.class"
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JSPE MBIV TIZBE T ARENDESTIL
a—TAT
g_g_)ta:/ﬂ“/f“li\ JSPOZE # LRAX YU TBNTTIN a—T4VJEHIZDOLNTERBAL

— BB DISPEZEK #: TE/RLY

Fortify Static Code AnalyzerTIl&. # AA A2/ (M S5FE(IEF E DT TVr— 3 H—n
JSPaV/A5%E A LT, 75 DF=HIZISPI74A )VEJava 77 JUZE . LET . Fortify
Static Code AnalyzerTJSPZ77A JLEJava 74 JUZE # § B [ZISP/A—H TR E A F &
FTBHE RDEIGEAVE—DNRREINET .

Failed to translate the following jsps into analysis model. Please see the
log file for any errors from the jsp parser and the user manual for hints
on fixing those
<list of jsp files>
NITEE . ROIDLLEDEHTRAELES.
o Web7)r— 3> hViE Y] 452 B B ] BEWARTAL UL U R TLAT O S TLVELY
o TIVr—2avITh BIRJARTPAIVERIFOSAD— BB MR DAL
o TI)Vr—230MRATF5ATIIEITENLDIE £ (TLD)D— EB AR DALY
MEOFMEREIHICE. ROFIEEETLET.

1. IF44%TFortify Static Code AnalyzerO%s 77/ LB EE T,
2. ROXFHEH®RELFETS.

e Jsp parser stdout:

e Jsp parser stderr:
JSP/I\—HYTIEINoDIS—FE B LET . T5—%#E iR L TFortify Static Code Analyzer
ZHEETLEY.
Jakarta EE7 )7 — 3> MDA DF #l 1I2DULVTIE. [MJakarta EE (Java EE)771)7—
DAV ME MR R—U57 1% S B LTS,

JSPEREHTIUTRIE D AE LT
531745 R I ENDIORY A RPYTTA2 515 EDISPRLE HTTUON: 5 14 28 65U AT

(MFortify Static Code Analyzer/\—2 3> LEL 8 L TR ITHE ML TL\SIH & (L. 547
J1—XT-legacy-jsp-dataflowA T avE & CEET (-scanA T 3B ELEY).
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F4E Javaa—K DZE ik

DATLavzEER 5L, JSPEE DOT—270—d 5B M DT IR THE 74
Y. R ShABEEAR D LET .

fortify-sca.properties 774 JL TR E TEANA T av bR & DT/ \T41%
com.fortify.sca.jsp.LegacyDataflowT9 .
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% 55 : Kotlina—k OZE #:
—OtH a3 TlE. Kotlina—RZE #9355 %5 DLW TEHRBALES .
DU aVTIE ROEYIIZDOWNTERBALET .

KON R S S 61
Kotlin&JavaDZE M 4B B 38 B TE 64
Kothin R T DB e 64
Kotlinav R SA U X

Kotlina—k OZ # (&, Javaa—F OZE L LE #% TY . Kotlina—R ZZE #9521 5175
JTEEIN. a—FATSBINDITRTORAATH, V—Ra—F | I5RT7A)L. Ff=lE
JARTZZAIUZR G T BE REF T ELHYFET . TTDHY—RT74 )LEFortify
Static Code Analyzera<Y R SAUIZE HTLIEELY,

Kotina—KR 2L #1 4 3=-NE A HZaATURSAUE X ER OB IR LET .

sourceanalyzer -b <build _1id> -cp <classpath> [<translation_options>]
<files>

T
o -cp <classpath>lE. Kotliny—RXaA—KI{E R 3597 R/\REHEELET

TP EENR THDISEE FERASNDIARKFREZREE HFT. D/ Rt
SaA(Windows)FE =& (Windows L 44 ) TR 1 YFEF .

Fortify Static Code AnalyzerTIXOSREIZANRIZH IR 3 5IEF TE—FLET . URE
N IZFE L4 B DISAHME #8515 A . Fortify Static Code AnalyzerTlIERE #) [CO—K &
NI=OZREFERLET . ROHITIE. A.jar&B. jarDi A [2MyData. class &L VD4 B DY
SANE Thbi5 4 . Fortify Static Code AnalyzerTIHA. jarhisDMyData. classZ{# A
LET.

sourceanalyzer -cp "A.jar:B.jar" myfile.kt
~cpA TV TER TEHIFREERA LGNSR R LET .

FERA LT TDJavaE H DaAYU R AT avDFE M 12D TIE. [MKotlina< kR
SGAVAToa " HOR—2 1S B LTSN,
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% 5% : Kotlina—F D% i

Kotlina<> K SA4 AT 3y
R DFE Tl KotlinEFH DaARUR A4 T3 2DV TERBELET .

KotlinA7< 3>

-cp <paths> |
-classpath <dirs>

-source <version>
-jdk <version>

-sourcepath <dirs>

-jvm-default <mode>

Bt B

Kotliny —Xa—F OZE L FE R 3597 R/\REHE E
LET . Ihld, E2arV R YFRLIFoaU R Yo
TALIRMDYRSTE . ROFIIZR K32, Fortify
Static Code Analyzer77/JUE & F&F A 952¢%
ISSESE

-cp "build/classes:1lib/*.jar"

T7MIE E F DFEMIZDOLTIE. "I7AILET ALk
DG E" R—U140%S B LTEELY.

B % DT/ \T14:

com.fortify.sca.JavaClasspath

Kotlina—K #&2 it 9 AJDK/IN—2 3o F R LET . 4
R—k &N TULVE/N—2a 22T, Fortify 7~ oz
FORTLEMHDE XA ES B LTS TI4
JUk [FJava 1.8 T,

RE DT/ \T14:

com.fortify.sca.JdkVersion

AFXVUICEFENTIVEVD R AR ICFER NS
JavaV—RXa—FZ&E L TAL IR DR EEZO0OY
XY VFELIFOOVRPYTIEELET . V—RNRIE
DSRNRIZBL TOET A IR IZIZHIFTRAT7AILTIE
) —=RITFAIDME FHESNET . 23— vk T7/ IR
MZEOTBBEINDZY—RT7AILDADE B ENE
ElE

B % DT/ \T14:

com.fortify.sca.JavaSourcePath

K&K HKotlinA U Z—TTA RIZA DTS AYIE D
DefaultImpls VS RADNE L %6 E LET . <mode>D
BAMGIE

e disable— KAZEF DAVIENEFN TSR 1
R—ITA A% LT, DefaultImplsVTREHE KT
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KotlinA7< 3> Bt BA

B&ONFEELEFT

e all—A3—JxAX|C
@IvmDefaultWithCompatibilityD;E FRAMFKIH &
[Z. DefaultImplsVSREE M T AHLIFEELE
ER

e all-compatibility — 432 —JxARIZ
@JvmDefaultWithoutCompatibility®iE FR AVt H
ZUVR Y. DefaultImplsVTREE T HLIITIEE
LET.

R &E 07/ \T14:

com.fortify.sca.KotlinJvmDefault

ZRE®
"JavaB L UKotlindDF O/ \F4" R—2191

Kotlina<>k 54> DO

DIRINRELTA. jarh¥E & SNF=1DDT7A JWyKotlin . ktZEE # 95I2IEL. RDATUE
#AHNDLET.

sourceanalyzer -b MyProject -cp lib/A.jar MyKotlin.kt

1ibTAL IR A DT RTHDIART7AIVEISRINARELTHE AL TsrcTALIRNJRA DT AT
D.ktIT7AINEEBMTBIZE. ROaATKREA D LET.

sourceanalyzer -b MyProject -cp "lib/**/*.jar" "src/**/*. kt"
gradlew#{§ i L Cgradle 7O O 2 E M HI2E RDIATEEZA SILFET

sourceanalyzer -b MyProject gradlew clean assemble

1ibTAL IR B XUVHTTAL IR A Dsrc/javaB KUVTRTDIART7A JLDJavaik 77 B
BEISANRELTERL TsrcTALIN IR DT RTODIT7AIVEE R THIZIE. ROa<y
FEZAALET.

sourceanalyzer -b MyProject -cp "lib/**/*.jar" -sourcepath "src/java" "src"
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% 5% : Kotlina—KF D% #

Kotlin&JavaDZ 2 48 B 1& A %

JaCHk TJavaa—K 5 B 3 B3Kotlina—K HE ENTLVRIE & . Bl OKotlind7( ILES
B2 3 BKotlinT7/ ILDIE & LR LA % T, JavadrMIILE L Y—IUTE T EMNTEET .
EiIn=-7O0 o) —RD—E EL T F=lF-sourcepath/ \GA—REL TE T ENT
=F9,

0P Yk [ZKotlina—K %35 B8 3 %Javad—K /& N TS5 & . Javaad—K EKotlina—
& A3@E CFortify Static Code Analyzer{/ > XA RIZE #i Sh . KotlinZE 3k ~MDJavaS B H
IE L<EE R SN B ESI1ZL TSN, KotlinhvbJava~Dil B & A 1 Tl -sourcepathA
LAV TIR SN BKotlinZ7A ILEHR—k LEEA. -sourcepathd 7 avDFE#l (DT
(& T"Kotlina vk 5404 T2 30" R—262 125 B LTS,

KotlinR9) T+ MDZE

Fortify Static Code AnalyzerTI&. 5 B B XVUTh DHhRZ2TA X%k <KotlinXZ) T+ D
EEHR—LTWVET . ROVTF DHRETA X2 A B TO/NTDB N 58 F=(%
BTIRFEERORELZRESHYFET . RVVTNEE(TVIL—R)FHREZLRI)T D
ERICE RSN, TUTL—b (F* ktsTPAIWL R FITE DVDWTRIYT ITE A ShETS .
Fortify Static Code AnalyzerTId* . kts 77MIVEE - LETH. ThoDToTL—k ILE F
SINFHA.
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28 6F : Visual Studio7AY =/ DE i

Fortify Static Code AnalyzerTld. X @24 T MVisual Studio AT =5k DE = HR—k
THHDEIR S EIREFELTOET.

o C/C++T7OT Yk

e .NET Framework&. NET CoreZ2—4"whk &9 5CH#7AS T4k

e ASP.NETIL—LTJ—%5EASP.NET CoreZ2—4 vk £ HASP.NET7 ) — 3>

o AndroidE8LVIOSTS Yk T+—LESF—H vk EF D Xamarin7 T )r— 3>

BEE I 57055358 B BLUIL—LT—IDYHR—k ¢ R /N—230D— & &Visual
Studio#s £UMSBUIldIZDWNTIE. Fortify ) T 7o RFLEHR 1Ak 58 B LTS
LY,

DtV TIE. ROREYIIZTDWNTEHREALET

Visual Studio 7AYok DRI R & 65
Visual Studio 7B O DARUR SAMEI o 66
Visual StudioSEUMSBuUIldTOD O~ OFE (TR ¥ D4 bk a7 —ADWE . 67
Visual StudioBs5 &UMSBUldTAS O EE BT DR DA E 69

Visual StudioZA< 4+ Z # MRTIR & &

Fortify Tl £ 95K TOD UL EEMIE. ISR L TEIR TEHRBETEBREE

T952EEBEOLES. B2 TOCIIMNIE. ROEEIEFENET.

s MEBGTRTNDY—ARIA—F T74JUCIC++. C#. F=[XVB.NET).

« MWERTRTNDSES(4TI.
INIZIE BETEIIL—LT—IDS B S14T3). NuGet/ Wr— | B&UH—F/3—
TAESATIINEFENET .

o C/C++7OY /b M5 & 1. Visual StudioFEf=(EMSBuildf > Ak —JUZE L TLVEL WA
BRI RNTOANVEITFAIVEE HFET .

o ASP.NETEELUASP.NET Core7AL Uk DI5 & (X, b BT ATDASP.NETR—D
T7AIVEE HFT .

HR—b SN TLVHASP.NETR—2 DA A T(d. ASAX. ASCX. ASHX. ASMX. ASPX.
AXML. BAML. CSHTML. Master. RAZOR. VBHTML. £&UXAMLTY .
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% 6% : Visual StudioZ7OC =4k DZE 2

Visual Studio7A< ok DT RS/ X

Visual Studio/)a—avFE700 oV % #2 975E K 897548 XX T, Fortify Static
Code AnalyzerZ #: v R D—E LT, TAC O DR S TEEIR AT aoxEELE
T, Z5FTBEENRHEIRHLT. Va—2aoBKUTaC Ik I7/ILHS i sh. B
B ISEY BEBRRTYIHAERITINET

BEE @Y7 OMREBBRE)V—RADTATEZEIL S HEEVVEKER G T
B&5(129 B1=8. Fortify Static Code Analyzera~¥ R [ZEILK DRI R EIZ7IERT
EHOVURTAVTIMOET TN ELNHYET . Fortify TIE, ERICRBELIREZ
FE R 9 571=IZ. Visual StudioDBA F BV R TAVTE MoZDaARURERITT 5K
REHERELFT

R OB TlE. Visual Studio!)a—3asample. sinlZ& FENET RXTHTOL 5k HFortify
Static Code Analyzer|Z&k>TE B ENET . IOV TR Y -=TAP I DURALZEIETE
LT 12U LB ENTOC IO EE M TEHIELTEET.

o WindowsZ7=ldLinuxE D.NET 6.0LLFE DYV Ya—av DB & 1. XOav o RZFHL
T )a—avxZE#;LET.
a. BREITHELTROATURFETL. UETOTOD I EILR e 8 74 LA BR
LFET.

dotnet clean Sample.sln

b. EIZIGELTRODATNEZEFTL. BELIRTOSEBI4ITF)HIEHO0—KR S
n. 7"1:}9:’7#(:»{*/7% —LENBESIZLFET . ROAT KR ETOS o D L i
THIVEINSEITLET .

dotnet restore Sample.sln

c. FAY IO DEILE DR E & IZIE LT, R OFortify Static Code Analyzera <2k 0
WIFNAEETLET . COATURIZE. BN DEIR INTGA—FEE HEHIENTEF
ER

sourceanalyzer -b MyProject dotnet msbuild Sample.sln
EJbS

sourceanalyzer -b MyProject dotnet build Sample.sln

o Windows E MC. C++. ELU.NET Framework'/Ja—32(4.8 xLLHT DB & (X, XD
OvUREERALTY)a—av a2 B ] LET,
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% 6% : Visual StudioZ7OC =4k DZE 2

sourceanalyzer -b MyProject msbuild /t:rebuild Sample.sln

3% : Visual Studio®Bf & & a< K 7OV Tk TlEAE{Windows D<K 7OV Tk i
Fortify Static Code Analyzer%( 179515 & (£. REZEEL. TAP U DEILR
(i A MSBUIlAEE 1T 7] BE 774/ ILAD/SAEPATHIB EE T #1128 2L ELHYE
9.

AT T L= ROBITTRT LI B 7—RXEE T LTH R EZFPRI7MILIZEE
TEEY.

sourceanalyzer -b MyProject -scan -f MyResults.fpr

Visual StudioB KUMSBuildZA > ok D #E(Z
B 9 A%F ik L —RADAL I8

AOVTE DoDE HDET

AT EDIE =t 5 B B—F TE 8 %3E 17 951, Fortify Static Code AnalyzerZ #2
ERITIDEIRODATNAREERTLC. TR ICRELIRBE 25 I LTS,

cmd.exe /k <vs_install_dir>/Common7/Tools/VSDevCmd.bat

ZZT. <vs_install_dir>l&Visual StudioZz 1> Xk —)LLI=T4L YT .

TJL—i NETBLUASP.NETZOU 4 OZE #2

TL—7 NETELUASP.NETZAY 27k (& Windowsawk AV T & UVisual
Studio¥g i MSZE #: TEFEF . WindowsavwUR TOV T MoE R I515E (£, ook
DE LR |26 B A2 MSBUIldE 1T 7] 88 774 LAD/ SZAHPATHIR BB ZE # TS TN TSI EE
FEER L TSN,

C/IC++B&UXamarinZa> o+ NZ fa

C/IC++H LU XamarindO =&k (. Visual StudioDBf % & av K O Fh Fi=[FMicro
Focus Fortify Extension for Visual Studiomho>ZE #: 32 EAHYET .

i : XamarinZaP ok Tl ® 6 37 5% 1717 Android APID/L—/LAF ortify
Secure Coding Rulepacks|ZfF 7 9415 & . Xamarin.Android APIDARA L JL—)LE
135; RI2LEFHYFETA. FHITLHE EELBEIRE SN REEIHYE
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% 6= : Visual StudioZAC 4+ DZE

THZEOEHTELZEOTOCIINDE L

FTHEZETCREBEREFTEIZTOMDERE I7MIEERLTIOD O HBEIR SN TINS
BEIE.BREEESI AT CEORELNIHYET . &AL IRIBEFE EMy Configuration®
ff FH L TEJLR &fvf=Visual StudioV)a— 3 sample.s1nZE 1 3AI2(E. RDATUEH
FERLEYT.

sourceanalyzer -b MySampleProj msbuild /t:rebuild /p:Configuration="My
Configuration” Sample.sln

Visual StudioVJa— 3> DE —JOS o D% #

Visual StudioVJa—av[EH OTOD /R BNE FNTNSIE & (X, Y )a—3a 2 KT
(FE1DOTADIHNEE MR TEHIELTEFT . TOD I T7AIUZIE. proj TR 0B T7
A IV H5 3R F (. vexproj R, csproji E)AMT LW TWLET . 100TOV I/ EE T 521,
MSBuIldavY R D/ \5A—REL T )a—2 3O HYIZTaD o D7/ IVER ELET

R OFI Tl sample.vexproj 7O O I7AIVEZEHLET

sourceanalyzer -b MySampleProj msbuild /t:rebuild Sample.vcxproj

B OETARIEE I7MIVEEILR THTO° 9 DA

Visual StudioFEf=[EMSBuildTAY =/ k TR 8 DOXE 17 0] §E T71 U T 71 L4 DL 3R F

* exeZFDIFAIEEZEIRTHIEE X D TIER DRE A ORI B4 11516, E
TI7AICEIE R 25 T 72—REE T 5 EERLBENDLET . Fortify CNE1T I
(X, B I7—ADE T IZ-binary-nameA T a2 FE R LT, ETR[BET7MILE Ff=
[ENET7EUITVEHF/N\GA—RELTHEELET .

R Of 1% Sample1 (NET7tE> 1% HEE 4 IT5 TLVELC+HTAY ook ) ESample2
(NET7E2T)& sample2ZF DNETFOD /M) EWLNI2DDTOV /- TR SN
Visual StudioV!')a— 3> sample . sinZE L T ITDAEEZRLTCVET . £J00x
Ik & ZNENHIE DZE 17 7] BE 774 )L (Samplel.exe&Sample2.exe)FEJLR LET . 747
#E B [Isamplel. fprI7AILesample2 . fpr 77/ JURTFESNET .

sourceanalyzer -b MySampleProj msbuild /t:rebuild Sample.sln sourceanalyzer
-b MySampleProj -scan -binary-name Samplel.exe -f Samplel.fpr
sourceanalyzer -b MySampleProj -scan -binary-name Sample2.exe -f
Sample2.fpr

-binary-nameZA LI TDWNTEE LLIE. "G T AT 3" R—2130%5 BB L TIZELY,
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% 6= : Visual StudioZAC 4+ DZE

Visual StudioB8 &KUMSBuIldTOC x4 1 9
BR DA E

ZDtY 3> TlE. Visual StudiodBs KUMSBUIldTED =/ EE 5 5] DF K 12DV TER
BALEY .

Visual StudioVJa— 3> H DR DZE AT 3>

WindowsRX—ZXMVisual Studio/')2—> 3> TOAE F TESRI M2 DODE M A EERIC
~LET.
« Micro Focus Fortify Extension for Visual StudioZ & Fi 9%
Fortify Extension for Visual Studiold. % #2 8 XU T (RFv2) IT—REI1RTYITE
TLET
« Fortify Static Code Analyzera<>K[Zdevenvav R ZE NI 5
R OATUE TIE. Visual Studio/!)a— 3 sample.sInFE L ET .

sourceanalyzer -b MySampleProj devenv Sample.sln /rebuild

Fortify Static Code Analyzeriddevenv®iE Ut L& R & OMSBuUildDFE U LIZE # ¢
Bz, ZOGE . COaARUREFE R I 51— 3vEdevenvy—ILTIEE<KMSBLUIldIZ
FOTEIRENFET .

Fortify Static Code Analyzer Bl R ICE T ETITE R T
%

Fortify Static Code AnalyzerZ & #% i€ 8) £97"Visual Studio 7O O L #2354 T3
UDBYET . ChIZIX. DotNetB LU Framework TAL Ik )MD<sca install
dir>\Core\private-bin\sca\MSBuildPluginlZdAFortify.targets 77 ILHWLE TY,
TP IO FENR TEHENR TR SAU TR AN\REISHE X SREFER L TI7MILE
BE TEET . FRHALTLBEILROTUR (dotnet . exeFE=[EMSBuild. exe)Zis LTy #NE
fpotnet T LUk UEEFramework TAL O JEE LINREERHLES . Hi:

dotnet.exe msbuild /t:rebuild /p:CustomAfterMicrosoftCommonTargets=<sca_
install_dir>\Core\private-bin\sca\MSBuildPlugin\Dotnet\Fortify.targets
Sample.sln

EelP s

msbuild.exe /t:rebuild /p:CustomAfterMicrosoftCommonTargets=<sca_install_
dir>\Core\private-bin\sca\MSBuildPlugin\Framework\Fortify.targets Sample.sln
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% 6= : Visual StudioZAC 4+ DZE

TN DEBREFR T THOIEEE CEIRBEEHITIERHYET. ChoDEH D
% LIET I+ EZE$E B . Fortify Static Code AnalyzerTIZZE 8 A% E SN TLVELME &
[CEAINFET . ChoDEHERDERITTRLET .

RIEZEH &t BA T4 E
FORTIFY_ % #2 MF ortify Static Code AnalyzerEJ)L %L
MSBUILD_ FIDFEELET . COME I FTHREL
BUILDID TLIZ&ELY,
(. Fortify Static Code Analyzer -b
AT a3 EELTY.
FORTIFY_ TINWWITE—RZBEMILFT . Chld. False
MSBUILD _ Fortify Static Code Analyzer -debugZt~
DEBUG LaVERLTY .
FORTIFY_ NRT/\WIEFRZHMILEST. I False
MSBUILD _ [&. Fortify Static Code Analyzer -
DEBUG_ debug-verboseA L a3 R L TY . il

VERBOSE 73 HitruelZ5% B S TLVBIE & (.
FORTIFY_MSBUILD_DEBUG&KY+ &

SEINFET.
FORTIFY_ THDOAE)EHEZIVM -xmxAToay SRATLTERAA ALY IE
MSBUILD _ DX TIEELET. F=EZ1E. -xmx26  AEYIZEDVVTEEFHEIYY
MEM [ZRYFET T
FORTIFY _ Fortify Static Code AnalyzerB4 774 JL  %LOCALAPPDATA%/Fortify/
MSBUILD_ D5 (Mt AR)EHR ELET S sca/log/sca.log

SCALOG —hlX. Fortify Static Code Analyzer -

logfileA 7L av R L TY .
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E7E:CBLUC++a—F D% ifn
ZDEHIVTIH. CEBXUCHIO—FREEMRTEHAERICDOLVTHRALET .

EE ZOE Tl%. Visual StudioEf-IZIMSBuUldTOY 5k D— & TIEZELICHE L UC++
O—KR#LE#IBH5HEIZDOLVTEHBALET . Visual StudioEf-IZMSBuild7o =4k D
I A & 12DV TIE. "Visual Studio 7B 4k MZE " R—65%5 B L TE&LY,

eI IVTIH ROMEYIIZDWVTERBALET .

CBREUCHO—R E R BT R e 71
CEEUCHDATUR ARG S oo 71
AT IR SNT-CELUCHTOA—R DRI 72
CICH+H+DTV)AU I JUB FHANIZTTAIL oo 73

N A\ I~ —_t B
CHEIUC++O—FZE H DRETIE & &
TAaC UM EEIR T 5ODITL BIEKF B R (TR \—TAE A TIIDNVFEE T)H
BB EERE R LTS, Fortify Static Code AnalyzerZs #: Tl AT 19 71 ILER
H/B B SATSVDT71 IS B HYFE A

3¥: Fortify Static Code Analyzerld. & 9 LE T NTOIE % LL S DC++18 & 1K ZHR—
kLTULFEEAS

GradleZFE R L TC++7Oa O FEIR T BI5 & (. C++T7T)r—230 TS5 40K D
WIFhh Dz R TGradleZ7MIUTE I SN TS EFFE B L TSN,

apply plugin: ‘'cpp'

plugins { id 'cpp-application' }

Gradle,LD#f & 12DV TEHLLIE, "ELF T & " R—U 12125 B LTS,

CBLUC+H+DaATURIAE X

AVISITESNZARURSA0FToaviE. T)TO0 vy DRTICEEESZ. 55D
B BE UL AR B BEZH X FITE SN (ST HTEMNTEET , Fortify Static Code Analyzer©a
1 MZER LRSI —ROA—FE#fER T BICIE. C/IC+H+Y—RIA—FDEMIT—XTEER
A ZAYR SAVHNE TS . Tt DA/ (5K DIl [TsourceanalyzeraI UK &
AT aEEELES.
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E7E: CBLUCHIO—KR DL #

1DNIPAINEE R THIE RN EIATURSAUE TR DEBYTT,

sourceanalyzer -b <build id> [<sca _options>] <compiler> [<compiler_
options>] <file>.c

CCT:
e <sca_options>l&. Fortify Static Code Analyzer|SE Shd4 73 TY .

o <compiler>|E. T AHC/IC++a2/\ASDE Hil(gcc. g++ c1EE)TT . HiR—h SN T
WBC/IC+H+av /MM SMDYARR ZDWTIE. Fortify Y Ik DIF7 O X TLEHDR Fa AV %25
B LTS,

o <compiler options>l. C/IC++A/INMIITESNBATL 3T,

o <file>.cld. ASCIFE:IFUTF-8T a—TA4 I K THAIDEHLHYET .

7 : Fortify Static Code Analyzer@d X TDA T 3EaA I SATL IV DRI E T
DILEIHYET .

aAZaTUR [ B CRITLIEZICERBICRE T IR ENBYFET . av/(5av7
VR DK T BIE & (X O/ (57K DR IZHE E L1=Fortify Static Code Analyzera<
RBHERBLET.

FEZ I ROARNEHEA L TI7ANEID (VT HELET .
gcc -I. -o hello.o -c helloworld.c

COEE . ROARNEFERLTCOIFANEL B TEFY
sourceanalyzer -b MyProject gcc -I. -o hello.o -c helloworld.c

Fortify Static Code Analyzerld. Z# 7x1—XD— & &L TL DA/ (ST REEITLE
9. BIDITUR I TIE REFvUITBE LR B F AHDY—RE, gecZRITLTR ONEAT
1Yk T7A Jlhello. oDl 5 HE B &N E T . Fortify Static Code Analyzer -ncA 7L 3>
ZHEALT O/ MSDETEEMICTEHIENTEET

B L SN F-CELUVC++a—k DRAFr

3273 )LD IZC/C++E LK TFortify Static Code Analyzerh3H7h—hk L TLVE LV H—R 78—
TA4E OCT)T0ty4EET9 55 E (. F fE 774 /L TFortify Static Code AnalyzerZ
AT U %6 B AHYET . Fortify Static Code Analyzer®2yFL AE LK ## & Tl E
IR THR—F ENTLVEWT)T Oy e R— N TSIV MM T5E /M TFI— Tl
B— B 7MLV THEH N2 20aT R ELTETLIE &S f R 771U E B I
THINFET.
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FT7E CBLUC+H+a—KRDZE i

C/IC++DTV AU INAILFE FHANYET7A )L

— ERDC/IC++a /I AS1E. A1 IWDINTH—I VA% [ £ SEB5F)a 1 [ JVF ANV
T7AIWESR—E LTWES . a2/ A5k oTIE. SO BE D3R & [Tk ->TH 0 4 &I 1F A
DNEELET. COMEBEER DT EE. AV (SHE & DPIS5—/ L TRV —Ra—K
2 T ANSAHEEABDYET . Z0%E & . Fortify Static Code AnalyzerTZE #t T5—hR
EINTEAVNASTIHRE SNABWNEWNSF BEHREE TEHAREENHBYET .

AVINSDTAV I VF HANVFHREEE A T 515 & (3. TV MILF AT EE
BIZLTHS, EEEIREETLTY—RI—RFHBE LU/ (ILENLDERE R L TS
LY.
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5 8Z : JavaScripts KU TypeScripta—k
DZ i

JavaScript. TypeScript. JSX. BELUTSXY—RIT7/ILHYE FbJavaScript7OP Ik .
BEUHTMLT 71 JUTIE HiA FTlrdJavaScriptE o it TEET .

— &8 dMJavaScriptZL—LT—71%. F X DJavaScriptlZh T2 R/ A JU()—RHvsY) —XRIZ3
I IV)ENFET . COE B SN-a—F [E&E L £ FE@m A MTHhhET. Lz
Mo T. Fortify Static Code AnalyzerlZ&>TLHR—k ShbZNDa—K Dif: 35 14 %18 1IE 3 5I2
(FE 2 THA-O. TSR NTILELNHLIEE MHYET . -excludeaTURFAF
ToaEFERLT. COFMTDI— R E#FE TR LET.

Fortify Static Code AnalyzerTI(&. £ & S#1f=JavaScript (*.min.js)ZZ # L FH A -
#E: JavaScripta—F 8&UTypeScripta—F ZZE R 55 & (£, T_XTOY—RT7()L
%1[8 OFF ' L T— #1238 & L TLEEL)Y, Fortify Static Code AnalyzerTl. 20

DOME U LEF IZE LR IDIZEE & 5 (5N =071 IV AN ZE LUV D 74 )LAB N 3 518 g
[THR—kEhTOVEEA

DU aVTIE ROEYIIZDOWNTERBALET .

Ea7JavaScript IO Tk D2 R 74
R B R DB T, 75
NPMIR TR BE R DOBR O 75
HTMLZ74 L% A L=JavaScript7A O OZEHE 76
5} ER JavaScriptET=IFHTMLEZE R ITE 0B oo, 76

Ea7JavaScript7aOT ok MZE
JavaScriptZZ #: 3 3E KM HEIATUR SAUAE X TR DERYTT .
sourceanalyzer -b <build_id> <js_file_or_dir>
ZZT. <js_file_or_dir>I$% #: 9 BJavaScript 774 JLMD4 fil - F1=I$48 $ dDJavaScript

T7AIWNEE CTALIR)DWNTNDTT . <js_file or dirs|*.jsEHWELT. EHDT7
ANEEBTEHIELTEET
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%8 8% : JavaScript$ LU TypeScripta—k D% #

& 1= B 1% DFR 5%

5 E DIKTFEEF DOZE L w [ 8 3 5IZ1&. fortify-sca.propertiesZ74 LA O )74 70
INTAREITEMLET . ROTO/NTATHEE SNI=T7MILEE B ESnFEE A,

e com.fortify.sca.skip.libraries.ES6

e com.fortify.sca.skip.libraries.jQuery

e com.fortify.sca.skip.libraries.javascript

e com.fortify.sca.skip.libraries.typescript

L TNTAIZIE. T7AIVE (NRE|REL) DO YEZanV R Y YURNEE ELET .

NoDTO/INTATH E Shf=-714)UE. O—hILI7AILEAB—2 vk £ DT7AILDME K
(S# A ShET . F=£A (L. JavaScripta—KR 2R DO—hIL 7 LS B HAE FNDELET .

<script src="js/jquery-ui.js" type="text/javascript" charset="utf-
8"></script>

T I4I)Uk Tl&. fortify-sca.propertiesZ7AILA D
com.fortify.sca.skip.libraries. jQuer‘yjl:I/ \°7_-4’(:jquer'y-us . js75§’§“ EFNdI=H.
Fortify Static Code AnalyzerTIAT DB TR LT=D7M IV E L FEA-

T7AIVE IZIEIE #R R R % F§ TE %9 . Fortify Static Code AnalyzerTl&
com.fortify.sca.skip.libraries.jQueryJA/NNTAEIZE FNDE T7AILE D .min.jsFE
F=IE. JsDRTICER R IR ' (-2\d+\.\d+\.\d+)>' ZEBHIIHHALET.

3 -excludeaANUR SAUA T2 FE R LT, O—hILI7AIIVEIXTAL IR )2 K E
RN T HELTEFET . COATLavDFEMITONTIE, " AT R—2128%
S B L TS0,

AL ETIG S IMREIFAUNERIZEDOONTT. ChiE. KEEFRED
E & Hi-disable-languageA 73V TER ML SN TOWTEE DOYHYFEA. EBZE
T BATLavOFMITONTIE, MEHE AT a0 R—U128 125 B LTS,

NPM{x 77 B £& DFx 5+

T 74 )Lk T. Fortify Static Code AnalyzerTlIa—K (24 iR—bk S F-=NPMIK 7% B8 1% D&
EEBLET. COFEIL. RO2DODTO/STATEE TEFT

o com.fortify.sca.follow.imports T/ T Al AUR—k ENF=T7/IVER R L TE #2
& $HAHZEEFortify Static Code Analyzer[ZHE R LET -

ZOTSTAIE. TIAI TH I -TWET . COTO/ T DIE Zfalsel 5% E 95
ECATURSAVITEATRMIIZE ENTULVEONPMIKFERBE R IIEBRIZE FNFEEA
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%8 8% : JavaScript$ LU TypeScripta—k D% #

e com.fortify.sca.exclude.unimported.node. modules 7R/ NTaIE. $ I
com.fortify.sca.follow.imports TA/NTAIZKOTAUIR—h SNF=T7AILERR =,
node_modulesTAL Ik A DT RTODT71 IVEZE 2 kg ) 352 E&Fortify Static
Code AnalyzerlZf§ R LET .

CRTONTAFTIHI TE I TEoTOET . ChlE, EILR D RTAIZOA % B 17K
FERLGE ZRRIODIIMNIIDBELRIMKERBRZROE B EE (15-HTT .

HTMLZ74 JLZ{E B L1=JavaScript7 O ok O
I f
J0O< x4k [ZJavaScript 774 JUZIN Z THTML 7/ ILAYE N TULVAIE & (XK. X OFI TR

F &KIIT, fortify-sca.properties 77 INFIZEARIE S/ T
com.fortify.sca.EnableDOMModeling FA/ T 4% truel 2SR E LET .

sourceanalyzer -b MyProject <js_file or _dir> -
Dcom.fortify.sca.EnableDOMModeling=true

com.fortify.sca.EnableDOMModeling FA/ \T 4% truelZ5% & 9°5&. DOMES E DYOXHA
b ROVTT4 T DR RE7EE . DOMES E DR B IR 3 5B ML R—F &R 59 ZEMNTE
EXIE

X COATIavEE 129 BHE. Fortify Static Code Analyzer CIZHTMLZ 74 JLIN D
DOMYY)—#& & ZET JUE 9 BJavaScripta—K BE L SN ET . 7 1 72— X DEF [ A
RGDEEDNHYVET (5 I HEMFHI—FDE L 51=8).

com.fortify.sca.EnableDOMModeling A/ \T 1% truel Z5% E L 115 & (. Fortify Static
Code Analyzerh® DOMETLJ(ZE BB M DHTMLAS %
com.fortify.sca.DOMModeling.tags JA/NTA T E IHELTEET . TI4HILE T,
Fortify Static Code AnalyzerCIZHTML%#%body. button. div. form. iframe. input.
head. html. HLUpZEaE HFET -

F=EZIE HTMLAZulBLU1iEZDOMETIUCE HBITE RO EFERALFET .

sourceanalyzer -b MyProject <js file or _dir> -
Dcom.fortify.sca.DOMModeling.tags=ul,1li

5% &8 JavaScriptE=IFHTMLEZZE # [Z& 5

srcf@ 14 T & S5} 88 JavaScriptE=I[FHTML 771 )LE & $H57-8. Fortify Static
Code AnalyzerCA v O—R L TE# I1—XIZE DBENTEDR AU EIR E TEFT
CNEITSIZIE. com. fortify.sca.JavaScript.src.domain.whitelistZA/ T4 T1DLL £
DA HERELET

F: ZOTO/8T«lE. fortify-sca.properties77A LA THO—/\JUIER E TEFT
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% 8E : JavaScriptd KU TypeScripta—Fk D% #t

=&AL HTMLZ7M4IUZR DAT—k AU BRE FENTWNSELET .

<script src='http://xyzdomain.com/foo/bar.js' language='text/javascript'/>
</script>

xyzdomain.comF AL UM T7A I EF IV O—R T EHDIZK 2135 THHLEIE L TLVSIS
Bl ROTONTAEEEIAIRFAVITEML T, B I1—XTE HHIENTEET

-Dcom.fortify.sca.JavaScript.src.domain.whitelist="xyzdomain.com/foo"

3 JONTAE TIE FACU D Swww. TU T4 REE IR TEFS . 1zEZ (. 7t DHTML
74 ILDSrcR2 Tuww. google. comMSIT7AINEZIVA—R T5L3IAEE L TLNSIEE
[&. google.comF AL %8 E FB1=ITTT .

BH O A VEEEIBHICUT. ROBITRT LI fEHEXF () ROYTERAVEE
HEIBLEIHYFET .

-Dcom. fortify.sca.JavaScript.src.domain.whitelist=
"xyzdomain.com/foo|abcdomain.com|123.456domain.com”

TOXH—EFERLTOSEG S L. ROBITRT LIS, TOFSH— MR EITRS
AUNTEDDIBEINDHYFET .

-Dhttp.proxyHost=example.proxy.com -Dhttp.proxyPort=80860

TAXH—\FTa o DFE AN IDLTIE., Ryk D—X25 70/ \5412B8 3 BJava
DR FaA b ES B LTS,
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Fortify Static Code AnalyzerTI&Python 77— 3% L. .pyIh sk FEHF DT7MIL
#PythonY—Ra—K LT ELET .

D3V TR ROMEVIITOWNTEHRBALET .

PYthonZE R O R SARE I L 78
AVR—bBHDED A—IE/INT—DFEOD 78
F—LRR=RINIT =B E B oo 79
PythonTDDjangoZL—LT—I D B .. 79
PYythonaR U R SA A T UaY 80
PYthONDD R DA A 81

PythonZ #1 a<v RS/ X
Pythona—R2Z #: § AR KM LT SAUE X (TR DESYTT .

sourceanalyzer -b <build _id> -python-version <python version> -python-
path <dirs> <files>

E: Pythond—FZZE#$H5HE (L. TRTOY—RIT7MIILE1B O UHE L T—H#IC
5 7 L TLIEELY, Fortify Static Code AnalyzerTld. 0% OFE U'H LEF CEJLRIDIZ
B8 & fF (TN F=T71 V)R [ZH LWV D7 )VEEB N § 58 8E (T HR— ShTUOFER A

AVR—b B AHDED 2—ILE/I\NT—D %S DD

Python77)/r—2 3% % 1 L TRV IT{E 2518, Fortify Static Code AnalyzerTI&7
Tr—230bME A 35140 R— b BHDED 2—ILBLU/ WH—I %R R LET . Fortify
Static Code AnalyzerTI&. PythonS2 24 LY AT LD ViR—b iF HDED 21— )L/ Sor—
CEBRFRTHEOIFER T APYTHONPATHIR B E $Z2EZ B LEEA.

Fortify Static Code AnalyzerTl&. R DIEF TTAL I UDIVRREFERL T, 1oR—+ &
HADEDA—IEINT—DERERLET

1. $RTOTAD I Y—RT7A LD & JL—k T4L Uk ). Fortify Static Code
Analyzer[Zk>TE B ESNFET . FzEZ (& 220700 0 T4L IR
PrimaryDir/project1/*&H EUPrimaryDir/project2/*NEHE THEE . L& I/IL—+
T4LOK)[EPrimaryDirTY .
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% 9% : Pythona—K D% #2

AVR—bBFHEDA—IIELW T —C DERZI—TIN THHHBEIL—T4LIRY)
#EIBR 9 BI121E. ZEH a7 K ([Z-python-no-auto-root-calculationAFLavEE H5
HEIBYET .

2. -python-pathZA 7L 3> TR EShI=T/4L IR,

Fortify Static Code AnalyzerTld. 1Z # Python54 7 3UDED 12— ILDHT b % #2

Z& OF S (Mbuiltins JED 2—)L. &3 ECTER B SNF=FT RTHDED 2—/)UE L),
Fortify Static Code AnalyzerTld& #] [ZFortify Static Code Analyzer|Z& F#h b tvk
THZ #E PythonSA4 T35 )ED 2—ILER FE L. RIZ-python-pathA T3 Tie €S-
INATHE & LET . Fortify Static Code Analyzer TR Dh54 LVEY 1—)L%Pythona—
R TAUR—h 95, B AR TINET. BEPythonS(ITSUDTRTOES 1—)L
MR DD EIITT BIZIL. -python-path) Rk TIE #E PythonZ4 73D/ RZEEB ML
F9.

3. Fortify Static Code Analyzerh\Z # f DI77/ IVEE TR EDTALIR), FzEZ I,
Fortify Static Code AnalyzerTpPrimaryDir/projectl/a.pyaE#35E. 1VR—F
HAED1—IWELVI T —DERRTIREDTALINIELTTALIR
PrimaryDir/project1hB I SNFET .

R—LAR—R I\ —TEE B
F—LAR—=R /S —DFE T BIZIE. -python-pathA T AU TR—LAR—R/ S —

DTALIRIANDTRTDINREE HDLBELBHYFET . 1=EAIEL. ROFIDESIZ. EH D
THIWRIR—LAR—R /W r—package_name Fl DY T/ \whr— h2D&E FNbELFET .

/path_1/package name/subpackageA
/path_2/package_name/subpackageB

-python-pathZA 7 av(ZI&. /path_1;/path 2% & HFET .

Python CMDjangoZL—LT—-oMfE A

Fortify Static Code AnalyzerTl&. DjangoZL—LTJ—5%H7R—k L TLVET . Django”
L—LD—0%FERLTER SN FEZE T BIZ1E. <sca_install_
dir>/Core/config/fortify-sca.propertiesi% & 77 JUR DT/ \T4ZBMLET .

com.fortify.sca.limiters.MaxPassthroughChainDepth=8

com.fortify.sca.limiters.MaxChainDepth=8

T 74Uk T Fortify Static Code AnalyzerTlxZRY =k JL—k J#4)LA RN DDjangoT 7
L—hZRHE LESELFET . B Shi-DjangoTrFL—h (F. BB ICEBRIEMShE
9. Fortify Static Code AnalyzerCDjango77L—bZB B SRR H LIEWLKSITT 515
& L. -django-disable-autodiscoverA L avAEFE R LET . FAV Y+ IZDjangoT 7
L—b A B DIZ, DjangoToIL—k B F B LA WE T ICHAHIIITTAD VR MER E S
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NTLBI5 & . -django-disable-autodiscoverZ 7L a0 2 T-django-template-
dirsA T avEERALTTVIL—hEELTALIRN )RR ELET .

sourceanalyzera<>R [Z-django-template-dirs#A 7 3> %E 10 L T. DjangoT>7L—k
74 IVDIE N D5 i &48 E TEFT -

-django-template-dirs <dirs>

Pythonavw k54 AT 3y
R OFE TlE. PythonAFLavcoVTER B LET .
Python#A7 3> i 84

-python-version A¥Xv 9 BPythony —Ra—F D/N\—D 3 8 ELET S
<version> <version>sMDAE NEE L. 28KU3TY . TIAHILMNMEIF2TT .

RZE 070/ 7414

com.fortify.sca.PythonVersion

-python-no-auto-  EVa—LUEBFIW Wr—CDIUR—ER TS, $ATOTO
root-calculation  JIHbyY—RTPAILDRBEIL—FTALIMIDE B G HERS
SLFET.

EEIOrI=IAT It ¥

com.fortify.sca.PythonNoAutoRootCalculation

-python-path BN DA V—k ALY UDEIA0V K 4] Y(Windows) =33

<dirs> AV Y] Y(Windows L 44 )RR 48 E LET . -python-pathA 7
DavEFEALT. /WU FERIFED 2D UR—h 1ZfE
FTEHINRERE CTEET . COATav%wFE AL TR—LAR—R
INT—D TAL IR DT RTDISREE $HTLZELY, Fortify
Static Code AnalyzerTl&. 1V R—k ENBET7AILEITHEE S
N/ RZIEHFIERL R IREHSN-O7MIVEFERLE
ER

RZE 070/ 7414
com.fortify.sca.PythonPath

-django-disable- Fortify Static Code AnalyzerCDjangoTJL—hZ#B EIRH L
autodiscover WS EFIEELET.

RZEn7TO/\T44:

com.fortify.sca.DjangoDisableAutodiscover

-django-template-  DjangoTr7L—hE#&ELToALYM)DEIOOVX Y
dirs <dirs>
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% 9F : Pythona—K OZ #2

Python#A=7< 3> i 8A

(Windows)FE =R X g1 Y(Windows L 4% )RR 35 E LE
9. Fortify Static Code AnalyzerTl&. DjangoT>7L—k Z7AJL
CULIHEEINNRZIEFIREREL. RANIBEH SN=T2T
L—h D7 ILVEERALET .

EEIOrI=IAT It ¥

com.fortify.sca.DjangoTemplateDirs

S RER
"Python®D 70/ \F 4" XR—196

Python®aT K S5 45
Python 33—K#Z # 3 5(2(F. XRODATKFZA ALET.

sourceanalyzer -b Python3Proj -python-version 3 -python-path
/usr/lib/python3.4:/usr/local/lib/python3.4/site-packages src/*.py

Python 2O0—KR#Z # 3 5(2(X. ROaAY L ZEZA ALET

sourceanalyzer -b MyPython2 -python-path
/usr/lib/python2.7:/usr/local/lib/python2.7/site-packages src/*.py
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o
Fortify Static Code AnalyzerTl&. R DENAIT T )r—30)—RE 3B DR i &z HR—+

LTWEY.

+ XcodeZf# A L TR F Sh5i0S7 7)o — 3> MSwift. Objective-C. H&U
Objective-C++

o Android7 )4 — 3> F MJava

Xamarin7 )4 — a0 NDZE # OFF 12DV T, "Visual Studio 7B =0k MZE " R—2
65%5 B L TIEELY,

eI IVTIH ROMEYIIZDOWVTERBALET .

Apple IOS T TR DT M 82
Android T T D B 84

Apple iOSTOY T4k MOZE i

ZDtoar Tl iI0S7T)r— a2 MSwift. Objective-C. £ KLU Objective-C++Y—RA
O—RZEERTIHEICOVNVTHRBLET . TAD I DY —RT7AIVERE B T 51812,
Fortify Static Code Analyzer(&H & #] [ZXcodeav K 54 2*Y—/LMXcodebuild(Zf#f & &
nEy.

i0STO VM E B DRI & H

IOSTAC I+ EE T 5= DREITR & (TR DEBYTT .

 Objective-C++7O 7k [L. JEHfi 55 4 Objective-CT2 A L(ABI/N\—232F - 133) %
FERILIBLEIDYET.

 AppleMDxcode-selectaAY R F4Y—)L%&{E A L T, Xcode/\R%E% E LET . Fortify

Static Code AnalyzerTl&. ¥ X7 LS O—/ VL XcodeEk T %18 A L T. XcodeV—IL
FI—UbANVIERBELFT

o IEHEGEXCodeELR [T BLTRTODY—RT7M IR SN TSI LEHRLET.
~excludeA T avEFE AL T, S MOSTFAILER SN TEEF(OSO—F i Davk
FAE " ROR—U%FS ),

o JOVIURZEIRTHOIMBELRKFEEBRIAEINTOILELHYET.

o Swifta—FZZ #2 9 5(I%. CocoaPodsz & LI RN TDY—F /N—TED 21— )LEFERH T
ELHLEHRLFET . TVvoAVILFE A RETHAILBELHYFET . f-fZLXcode Tl
BE.EIPIZShDI7MIVEE B ICERLET .
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F10E: EN\AILTSUh TH—LDI—K DZE #

o TODIHMINFI K DTO/FA)AR T7AILHE TNBIE B (K. K (2T71ILEXML
ERIZEBRITILELABYET . INEITOIZIE. XcodeDputilaAT R EE A TEET

« Objective-CTAD I EE# T BI2IE. Y—KR /\—F4SA4T3)DNVEHME A 7] BE 45 s
BEAHYET .

o WatchKit7 7 )5r—a % ZE #9512, iPhone 77 )r— a3 —4wk EWatchKit
Extension32—4" vk Ol 5 %% #2 L TF=Z&LN.

iIOSO—F S T DARUR A HEX
ROAREFAE X EERAL T, iI0OST—F 2L TEFT
sourceanalyzer -b <build _id> xcodebuild [<compiler_options>]

ZZT. <compiler_options>l¥Xcodea/\(SITEIND ., Y R—kShTWN\EATL 3o T

T . A 5HD<compiler options>Z8 TE LTzbuildA T av % & HEZLEHHYET
Fortify Static Code Analyzer Xcodebuild®D#f & TI&. xcodebuild archiveZmEDHKEEIL
Fawo kol H R (T R—kEShTOWERA.

F: COOATUREE T BHE. xcodebuildlZ&o>TY —Ra—K Ao/ ILanEd .

D DSTFAIVER S FBIZIE. -excludeAToavEERALET("E #ﬁwb oA R—2
128%5 B8). 771 )ILHXcodeDE LR [TE FNTLDIEE TH. RMIEEIT— BT HI R
TV —RIFAINDNE B EINFTA. RIHIZERLES

sourceanalyzer -b MyProject -exclude "**/TestFile.swift" xcodebuild clean
build

TIVr—a0 N TONTAURR T7A IUT=EZ [E<Files . plist)Z#E R LTLDE S X Th
BDIT7AIVEF DsourceanalyzeraAYUR TEHLET . TOD I I7MILDZE #IZE B
L=t DERILEIRIDEFERALES . RITHIZERLET

sourceanalyzer -b MyProject <path to plist files>

7OY -k TCocoaPods%{E A L TLVAI5 & . -workspaceZF& HTTAV IR FEILRL
F9 . Bl

sourceanalyzer -b DemoAppSwift xcodebuild clean build -workspace
DemoAppSwift.xcworkspace -scheme DemoAppSwift -sdk iphonesimulator

EEMTE T LIzo. ROBITRT LI BT 7—RERITL TR R ZFPRO7ZAIVIZR E
TEFEY

sourceanalyzer -b DemoAppSwift -scan -f MyResults.fpr
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Android 7O 7k OZ 2

COt2avTIE. Android7 77— av Ddava) —Aa—R & E #9575 K SOV TER A
LFd . Fortify Static Code Analyzerz{ L T. R OWLVF 5 THGradleTa—F ZRX+v
UTEFY

o ARL—FTHAVT VAT LDARVESAY

e Android StudioTE TR DF—IFIL 21K

GradleDE WA (ZEELDA ETEREILETY .

% : Micro Focus Fortify Analysis Plugin for IntelliJ and Android StudioZ{& A 9 %&.
Android StudioAbAndroida—K 2B # Axv 3 528 TEFT . FHMIDULTIE.
Fortify Analysis Plugin for IntelliJ IDEA# & UAndroid Studio1—H41F%% BB L T
yjar=I AW

AndroidZ7O Y 2 DRI IR & 4

Android 7O 2 E T 5-ODRNIZ FH X DEBYTT .

e Android Studio &R :# 9 AAndroid SDKIE. RX Vv 2E T IV ATLICTAAR—ILEN
9.

e Android7AY x4k Tld. EJLK[ZGradleZFE A LFET.

GradleZ{E LA WVE WIOD 2o 1H D15 & (. BEE 11 (+5h TLYSANndroid Studio”
Ak [CGradle Y R—h ZFEB I 50 ELHYFET .

Android 7B 5+ OFE p& [ZfE B 9%/ \—2 3> MDAndroid Studiol Zf1 J& 9% Gradle& [l
C/n—avaERALET.

o 7I)r—aom7TaT I DANdroidd—R ZE LR §51=0I2h BT RTOK FE R %
PNAEINTWNAIELEZHERLET.

 Android StudioN 2% R SN LVATUR s R rombAndroidd—R 22 #9521
Gradle Wrapper (gradlew) Y AT L/ISATE ZSNTLWABLELAHYET .

Androida—k 73 T DT AU X
Android 7AYo XX w3 B2, gradlewZ{E A LE I . Thid. Gradle WrapperZ &

3 %5 L4t [EGradleZ{#E A 975242l TLYET . Gradle WrapperZ{# A L TAndroid”
A O EE# I 5 E (2D T, "GradleDff & " R—2123%5 B LTS,

AndroidL A7 2k J74 JLTHR tH SNTF=D4)L3) T DiE &8

Android AP Ik LA T IR 774 IUA—H A2 71—RADEE 51 I ) HE Th TS5
& . 782 Ik 74/ IUZIFAndroid StudiolZ&>TH B B 24 B SN BR. java) —R T 71l
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F10E: EN\AILTSUs TA—LOA—K DZE #2

NEENTVARIBEM AHYET . TOD UM ERXFv 9 5. Fortify Static Code
AnalyzerCTNHDLA TR 774U E T 5 %R H TEFT

Fortify Tl&. LA 7 J74ILCLR—F SN-RIEZ IR EMLEEITEHT. Thonif
8 OV 15 15 MESHEIR E [TH| B TEDXIITT D EEHENHLET . B AL AT
IT7AIIVTRIEZRE LR "9 T DT R—D173MER A IR -T. MEZ
TANATEET . AVRFIVAIDIZE DWW B EI/IIATEET .
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ZOtHar T, Goa—REE I HAEITDOLVTER B LET . Fortify Static Code
AnalyzerTlZ. Windows. Linux. £&UmacOS_t MGoa—k M4 #f &9 R—k L TLVET

D3V TR ROMEVIITOWNTEHRBALET .

GO R DA R 3 86
GO R A T T 86
R IE B R DR IR 88

Goav KR IAHE X

BREORREZEAICE. 7O IO MILEBET. M ELBITRTOKEFEEZEZF A
TEHADLEIHYFET.

RODITAT41E B (BLURFY) DB SNET

. RUETAIY

o HITHILAN DIEE Dgo.mod 771 IJUZEHTE & SNi=7AP U+ (%PROJECT
ROOT% DT [Z#hBgo.mod 77AIUZE>TRE TRIN-TOD I+ &<

o _test.goHIAVIAIMI KT RTDT7A )Y =V TAR)
Goa—FRZ#EMITHIEARAMBEIATUR AU X IR DESYTT .

sourceanalyzer -b <build id> [-gopath <dir>] [-goroot <dir>] <files>

GoaA~N oA AT Ty
RXNDETIE. Goa—FZEBEROATURSAA T IV OWVTHBLET .
GoAFT 3y B

-gopath <dir> TaC Ot DI TALIONVERELFT . TALOMEEN
GO T—IRAR—RPE B 25 2 TLVB &% B L TEE
(https://golang.org/doc/gopath_code.html). ZMA T ar%ig &
LAEWLME & (F. GOPATHU AT LR B E M AMERSNET.

gopathTAL Ok IFHE ¥ /S\REL TR E 350 EHHYET . X
DB & <dir>|ZH N7 E TT .

/home/projects/go_workspace/my_proj

gﬂg
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F11E: Goa—KF L i

GoA T3y

-goroot <dir>

-goproxy <url>

S RIA®

Bt B
C:\projects\go_workspace\my_proj
R OB & <dirs|TENEETT.
go_workspace/my_proj

DA T3 EGOPATHY AT LIR 1 2 AR E S TLVEL

5 & . gopathDT 74Uk (. A—HFDR—LTALI)IZ$HDgok
LSE BT DY T TAL IR )TY (LinuxMDiz & [X$HOME/go-
Windows M5 & [E%USERPROFILE%\go). ==L ZDT1L Ik IZ
GOTAARNJEL—LavNEFNTWDIE B EREET.

B % 070/\7148
com.fortify.sca.GOPATH

GOMVAr—ILDG R EEELET . COATavEie E LAWY
15 & &, GOROOTU AT LREE #MAERAINET .

CDATL Ve EENT . GOROOTV RTLIRIEZE M AR TE
INTLVELME & . Fortify Static Code AnalyzerT(&Fortify Static
Code Analyzer{/> Xk —JUZE ENHGoa /(SR LET .

R % 7o/ 5414
com.fortify.sca.GOROOT

12U £ OFTOFDURLEAV IR IYTIE ELET . Ff=. direct
F=ldoff (RUbT—IDERZEMIL)ZIEE THELTEF
ER

CDATavhE EESNT . GOPROXYU R T LR E ZE # A%
E SN TLVELME & | Fortify Static Code AnalyzerTl&
https://proxy.golang.org,directZE A LET .

R % 7o/ 5414
com.fortify.sca.GOPROXY

"GoDT O/ \T 1" R—197
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& 17 B 1% DfE IR

Fortify Static Code AnalyzerTIl&. GolZ# #A L2 0D FREFR EE L RXTLEYR—LL
TWET
e EVa—IL
Fortify Static Code AnalyzerTl&. #4747 DGoY—ILFI—r =B L TR BEHIT AT
Ok 7 B R &4 0—F LET . Fortify Static Code Analyzer&% 7453 E21—4T
ABA—FIN ANDTIERADGE R ENTLDIE S L. ROVNTIHERITLET
o Artifactory’z EQT7—T477I BB O RXTLEFE AL TS5 S 1£. GOPROXYIR
EHEHRTET DD, "Goav R SA0A T3 R—U 86T Bl SN TLVS-goproxy A
ToaEERLET.

o EVAIUEAVIEFERALT. RELGIRTOKREFERFHEF I O0—FLET.

o GOPATHOIR 77 B 1% DFZ iR

depREDH—FN—TFTDIRFREAFREE I RATLEEAL TGS S (. BiRZHAGT
BENC IRTOERERBREI IO ENHYFET .
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5 12%F : Darts LU Fluttera—k D% 2

Dt ar T, Darts & UFluttera—F 2 & #9575 i& (CDWVTERBALE T . Fortify
Static Code AnalyzerT(&. WindowsH & ULinux_E MDarts LU Fluttera—k D5 #r &4
R—kLTULET,

ZDEHIIVTIH. ROMEYIIZDOWTERBALET .

DartBS L UFIutterZE M BT I G 89
DartB KUFIUter D R SA R ST 90
DantEB K UFIutterDa~ R oA A8 90

Dart$ L UFlutterZs 3t DRI IR 5 14

Dart7OY ok EFlutter7AD zHF EE T 5-ODRNIR FH IR DEEYTT .

o HiR—k E&hTLVADart SDK (Dart® A 70 x4k M5 & ) B & UFlutter SDK (FlutterZ00
DI DB B )V RTLITAV AR —)LEN TS EHHYFET . YR— SN TLVS
Dartds KU Flutter SDKD/A— 3 2DUWVTIE. [ Fortify Y Ik DT 7o R TLE#HIES R L
TLIEZELY,

o XOWVWTNAIDIATUKREZEFTLT. TSI DIKFREFEEZS 7 O0—KLET.
o Flutter7O Ok M5 & (&, flutter pub getZEFRHALET .

e DartEE 7O I D5 A (. dart pub getZEFERALET .
f=&Z &, TOP Ik )L—bk Hnyproject DFlutter7 O =+ DIk F B F 250 0—K §
BITIE. ROOTIFEEFTLES

cd myproject

flutter pub get

BE ORI, pubspec.yaml F7A LR L DRA SN/ SWr—OHREFENT
WA & & 73— JL—k TélZdart pub getFEf=IEflutter pub getZEEITT 5
WHELHYFET .

EE JOOITALIRIIZR DL DOHNE ENTNSREHHYET .

e pubspec.yaml 7M. COT7AIUIKFEAZREIEELET -

o .dart_toolT4aLIKY. ZOTALIRJIZIE. puby—IUZE->THEIRIICE B SN
bpackage_config.jsonF7AILIE ENFET
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% 12E : DantB KU Fluttera—K DZE #a

DantB LU Flutter®a<v R SA U8 XX
DantB LU Fluttera—KR 2 ZE I 2E RMEATURSAUE XITRDEBYTT .

sourceanalyzer -b <build 1id> <translation options> <dirs>

sourceanalyzer -b <build id> <translation options> <files>

DartEB KU Flutterd)a< K S4 21451

my appZ AV IR IIL—k TaLOM)ZEE AL TDant7 O ok E=FFlutter7 O 2O 2%
9 B2

sourceanalyzer -b myProject my_app/

my _appd AP Ik JIL—b TAL IR A Ma_widget.dart I7AIIVEE T BIZIE. RDa<y
FEFERLET.

sourceanalyzer -b myProject my_app/a_widget.dart
my_dart_projT4L Ik UR DT RTDdarty) —RI7MIVEE #5213

sourceanalyzer -b myProject "my_dart_proj/**/*.dart"
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% 13%F : Rubya—FK % A

ZDEHL VT ROMEYIIZDOWVTERBALET .

RUDY R R DA R 3 o 91
A T D B I 92
GemM/Z N R E O 92

Rubyav RS/ X
Rubyd—FZZE M I IE KM LEITUR MM X IR DESYTT .
sourceanalyzer -b <build 1id> <file>

CCT. <fileslFAFv T HRubyI7MILDA R TY . 18 M DRubyI7(ILEE HAIZIEL.
ROPNTR G &I FTPANEANR—ATRYIYFT .

sourceanalyzer -b <build id> filel.rb file2.rb file3.rb

& 7 DRuby 774 ILE) AR F 511+ TlEL FRRAYRI()DITANWR H—F%#EALT. IEE
LI=T4L IR UA DT RTORuby 7/ IVEE IR TEFT . FEZ I, srcTALIVRMIRA DTN
TORUby 771 IVERR R T HIZIE. RDsourceanalyzeraAIRZEFERALET

sourceanalyzer -b <build id> src/*.rb

F:Rubya—R#ZEMTIEE L. TRATOY—RI7(IILE1RI O UHE L T—#& I8
T L TLIZ&LN, Fortify Static Code AnalyzerTl&. ZM#% O U'H LEF [ZEJLR IDIZES
E AT (ToNFI70 V)R [ZF LWV D7 IVEEB NS 58 BE (T H7R—k ShTUOERA.

Rubyav R A4 T3y
R DR 4. RubyMZE AT 2DV TR B L TLET

‘E.H‘:

Ruby#A 7+ 3y B4

-ruby-path <dirs>  RubyZAIIVEELTALINIANDINRE1DLL EIEELET ('S
ATZ)DEMN" RDA—2%S ).

EELOisIA FCF
com.fortify.sca.RubyLibraryPaths
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% 13%F : Rubya—KF D% it

Ruby#A 723> &t BA
-rubygem-path RubyGemsMi5 it AD/NRZEIE E LFET ("Gem/NADE " T &
<dirs> S ),

B DT/ \T14:

com.fortify.sca.RubyGemPaths

S RE®
"Ruby® 70O/ 74" R—198

473 )DE N
RubyY —Xa—F X4 & DA T VAW B335 & (X RubyZ4 735 %sourceanalyzerd<
URIZEMLZET . RubyDgemésd T4V R —ILEN BT RTHORUbySATSVEE HFE

9. f=&ZI&. /usr/share/ruby/myPersonalLibraryT4L 2k UR [Zutils. rb 774 ILDH S
15 & & ROFAT 3 %sourceanalyzeraA YR ITEMLET

-ruby-path /usr/share/ruby/myPersonallLibrary

BH DS1473IEEIa0(Windows)Ff=[Faa(Windows L 44 ) TR I YES . R I,
Windows L 4% DY RAT LTHDA T3Pl #RLET .

-ruby-path /path/one:/path/two:/path/three

O -
Gem/\AM:E M
Ruby D¢ RTDgemEZDIK 77 B & / \R%F B 11 9 51Z(F. RubyD T X Thgem%F A R—*k
LZE9 . RubydDgem/\RZH 5 3 B(Z(. gem envaATU R ZFEITLET . GEM PATHSDOT
TRDEIGETALINIERELET
/home/myUser/gems/ruby-version
CDTALIRIIZE SRTLITAD AR —ILEN TS T RTDGeMT7AILDTAL IR INE

FNbgemsELVSE BT DRI DTALIRUAHYES . ZOF TIXK. AIUR S/ TROATUR
ZHEALET.

-rubygem-path /home/myUser/gems/ruby-version/gems

B DgemsTALIVMUDHDIE A L. R DLSI2EZa02(Windows) Ff=[Eana(Windows
LISV TR EIYET

-rubygem-path /path/to/gems:/another/path/to/more/gems
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¥ : Windows> RTLDIE & . gemsTa4L YR UEFEIOA TR Y YFET,
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COBOLZ # [FWindows> AT LTHDHE T S i #H DCOBOLA EEHR—LFEFS . F
f=lF. LAY —COBOLE #ZFE R TEFEI ("L —COBOLE B DER" ~A—2971%5
M2,

s

COBOLI—K OZ #: THHR—F ShTLBE M DURN [ZDWTIL. Fortify Tk ST 7o X5
LE MR XA ES B LTSS, Fortify Static Code Analyzer(d. I8 B | Tl
COBOL7FT)7r— 3> MAHRA LI —)VEHHR— L TWVER A

¥ : Fortify Static Code AnalyzerCCOBOLZ#RF+> 9 B(ZI&. COBOLRF 4% fE
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I BEAIE ELNIDEIEE T AL EAHYET .

(AT av)iB il DFortify Static Code Analyzera<YoR A% A

ToavEANLET. i ToEREETLTWSE LCavEL—42IC
A0 —FL-a—RZBBIMICERITEHIEE . FEEBRATI
VENRAIARTBIG AL B INGA—FERETILELIBYFE
ER

(A7 3v)Fortify Static Code Analyzerav> R SAURFx v 4T3
VEADLET . TOEREETLTVSELIVEa—2IFor0—
FLI-O—FZB BN ICRFYUTR5E . FIERFY AT a0%
HRABTA XS B8 B (& REVv/I\GA—2EIEETIDEINHYE
9.

(FATLa)EMB/\Tr—C TH AT BIEE L ZIPT7MIIVEEA D
LFET

J0—/NLSAPEE I FIE. FABE R MISE R SN TUVEWLR Y., Ff=
FATRMISEREINO—F TR FSBEHFUHLOFI—ZNL
TFIZEZEARE T ZDFI—DREIVPIDH L T THHE & TR
E, AorO—k InFEHA. Fortify Tl&. Micro Focus Fortify hx2<
HiR—k DI RAELDR Y, 2&Y KR EVMEZEIE E LR EEHEL
F7.

4. RORITRITIVaVEHERRELTT -

Actions

-/ Download
Buid
Scan

Launch AWB

Create ZIP

File

Export SAP standard code
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24—ILF

Download

Build

Scan

Launch AWB

Create ZIP File

Export
SAP standard
code

BIUHRE DL

Bt BA

SAPT—AR—ZHisH i L 1= —Xa—K %Fortify Static Code
AnalyzerTH > A—F 3520 SOFVIRVIREAVIZLE
ER

Fortify Static Code AnalyzerT4m™>O—k & #DT N THABAP
O—RZZE#L.IBEELEELRIDEFEALTENDI—KRERETD
[21& SOFVIRVIREAUICILET . COT7ILavERTTHIC
(. Fortify ABAP Extractorz3 17 L TL &2 E 1—%(Fortify
Static Code Analyzer®A > Ak —)UE H/IN—Davh BT . %
D5 E . FooO0—K L=y —Ra—R &% B E & Shi-Fortify
Static Code AnalyzeraxE1—42IZ#8 &1 3 55 A E TY .

& % LT=E LR IDDR > %Fortify Static Code Analyzer G 17
TBITE COFTVIRVIREAUNILET . COTIaVTIE &
B(ELR)TOL VL RTICE TSN TV ELBYET . C0D
T a%EE 1T 9 BIZIE. Fortify ABAP Extractorz=E 1TLTLV%
a2 E a1—%(Fortify Static Code Analyzer®A > Ak — L& &/ \—
CIVHMETY . ZLDIFE . Foo0—K LIz —Ra—FZEH ]
E & Shi-Fortify Static Code AnalyzeraxE1—4%( % &1 554
MNEETY,

Micro Focus Fortify Audit Workbench##2 &) L T8 & L/-=FPRZ7
AIVER T BIZIE. COFTvoRvIREAVIZLET .

HAFEHTDICE. COFyIRVIREAILES . - V—
AO—RESAPT—AR—ZNHH L-E T. H AZ=FH TEHE
IHELTEET

HARRLOA—R (2N Z TSAPEEE O3—KZIHRR—FF3I21FE. 2D
FVIRVIREAUILET

5. Execute]&7')vIL%EY .
Fortify ABAP Extractor

@

Micro Focus Fortify Static Code Analyzer (23.1.0)



A—HH AR ‘
%16 ZOM OE B HEVER & O i

Fortify ABAP Extractordd 7> A2 Ak—)L
ABAP Extractor& 7 AR —ILT BIZIE. ROFIEEETLET .

1. ABAP Workbench . Object Navigator&Bl =% 9 .

2. Y_FORTIFY_ABAP/Swsr— % @IRLET .

3. Programs]#2J%#EHLET .

4. ROEZR%=HV')ILT. Delete]#FEIRLET .
o JO45.L:Y_FORTIFY_SCA

Flex$ L UrActionScriptDZE #2

ActionScript#Z # T 51=6ODE K 72TV R SAUE TR DEBYTT .
sourceanalyzer -b <build id> -flex-libraries <libs> <files>

CCT:

<libs>I&. £2OAV TR Y] b t=(Windows)Ef=[FaO2 T t] 54 f=(Windows KL 41 D

ATLY)D 19 B54T51)% DAL T, <files>IFEHRTBHT7M4ILTT

Flex& & UActionScriptav R 4473y

FlexD7AIVEE R THIZE. ROAXKRSAVATI a3 2FERALET . COEHIE. i
BH 252 & S TL SpropertiesIR 15 5% & 774 JU(fortify-sca.properties) CHIEE TEFE

7.
FlexB&U
ActionScript4 73
v i 8A
-flex-sdk-root B 7% Flex SDKDJIL—+ DiGFREIEELET . cOTsLIRVIC
<dir> [X. flex-config.xml 7 IVEE LTL—LT—ITHIWEADE

TWALELNHYET . MXMLCE TR BE 77/ IILEE TbinTAIL
FHLEFN TNV ENHYET .

EETOrI=IAS It ¥
com.fortify.sca.FlexSdkRoot

-flex-libraries )99 BT51475") % 2300V X Y] Y(Windows)Ff=lFaav X

<Libs> TIY(WindowsL SV )DURR TR ELEFT . (FEAEDZE . 2D
AR IZIEflex. swe framework.swc. playerglobal.swc (3@ .
Flex SDKJL—bk Mframeworks/1ibs/[Z3HB)HVE FNTLVET .

Micro Focus Fortify Static Code Analyzer (23.1.0)



A—HH AR ‘
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Flex&s&U
ActionScript47< 3
v & 8

iE: SWCI7AILE-IEZSWCT7A ILEFlex54T5)EL TR E
TEFET(SWZIEIR £ HR—k SN TUOERA).

A% 07O/ \T44:

com.fortify.sca.FlexLibraries

-flex-source-roots MXMLY—RAMRF SN TLBIL—btTaL IR )EEIOOVE Y
<dirs> (Windows)FEfzIEZan> X 81 Y(Windows EL 44 )DURL THEELE
T BE . INBIZIEcomELVDR BT DY T IHIVIHE FNET S

f=&Z (3. 8 T Sf=Flex)—RIL—bk h¥foo/bar/src TH D5

& . foo/bar/src/com/fortify/manager/util/Foo.mxml(E
com.fortify.manager.util.Food&l D& BT DAT D Ik (1 \wr—
T com. fortify.manager.utilP MFoodl V54 BT DA T Hh)IC
T|IhFT.

A% 07O/ \T44:

com.fortify.sca.FlexSourceRoots

¥ -flex-sdk-rootHB KU -Fflex-source-rootslEE [CMXMLZE #2 FH THY . fti 71
ActionScriptZA¥Xyv> 9 515 & 34 T3 T3 . —flex-libraries|dd RTD
ActionScript )2 V& #5A TS5V R R T H-DIERLET .

Fortify Static Code AnalyzerTIEMXMLZ 74 JLZActionScriptlZZE #2 L . ActionScript/ \—
HENMLTEITLET . &£ SN i-ActionScript/&fE B (25 #T TE. Flex524 4 LETILD
FINBELREMRETRTEDOTIEIHBYELA. ZOFER . MXMLI7AILTET IS5—DHK4E
THAHEE D HYFET . 1=EZ X XMLAE #T A3 BX L . ActionScript~MDZE #2 Mk B L . #&
B DActionScriptDfE #r £k BT HR e AHYFET . Tt DV —RI—F (T3t L CEHE 4 1%
R DR NELSIS—HVF 4 L1185 & (L. Micro Focus Fortify h A2 <H7R—k ETHE HHE<
12ELN,

S RIEH
"Flex$ & UActionScriptd 70/ \ 74" R—2201

ActionScriptda< K 54 Al

R D &, ActionScriptDZE # 1ZB8 ¢ 5— A& BI7G L F)ADIATUR SA U X &R L TLVE
ER

11

R OF L. 1 DOMXMLI7A ILETDDMXM L347\3'J(MyLib swf)DHES CHE iy al)
F—a o 0f| TY .
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sourceanalyzer -b MyFlexApp -flex-libraries lib/MyLib.swf -flex-sdk-root
/home/myself/flex-sdk/ -flex-source-roots . my/app/FlexApp.mxml

hIZ&Y. & HBF14T3UDIG T . Flex SDK. BXUFlex) —RIL—k Di5 B A% Bl ShE
9, /my/app/FlexApp.mxmllZ&HBDTDDMXMLI7A UL, my.app/ SWWor—2 R IZELE 55
FlexApp&l Y31 DMActionScript 7S RAEL TMXML7Z TV — 30w # L ET .

%12

RO L V—RT7A IV srcT4L IR )Tk LTH X B THA T T )r— 3> 0f| T9 . 1
DDSWFSA TS5 MyLib. swfé&. Flex SDKDFlexSA4T5)ETL—LT—I54TS5)EFERL
9.

sourceanalyzer -b MyFlexProject -flex-sdk-root /home/myself/flex-sdk/
-flex-source-roots src/ -flex-libraries lib/MyLib.swf "src/**/*.mxml"
"src/**/*.as"

Z Ol TlX. Flex SDK#% R DIt Fortify Static Code Analyzer774 )L E F&E A L Tsrc
THIVIRND.asT7AILE . nxm1 T7A IVEE HFET . ZOH| TIX. —flex-sdk-rootIZ#H 5. SWC
T7AIVER TR E T250EIIHYFERA. 1L ZOH TIEFI R OF=HIBARBIZ
& & L TLVET . Fortify Static Code AnalyzerlZ&Y. $§ 7 L1=Flex SDKIL—F R [Z$H 5T~
TD.SWCIT7AILHE B B [THR TR S, ActionScriptE = [EMXMLI7/ ILOZE # 1ZFE B Sh
54TV THHIERTSINFT .

%13

Z | Tl&. Flex SDKIL—hk EFlexTA TSI T/ T4 T7A LTI E SN TVET . Ch
(. sourceanalyzerz3£ 179 51=UIZR R Z A 11 T 5DIEEFE HHDV. T—2HHE F (I
E OB W=OTY , TIIr—23282 00102 3avIZn Bl . maintoiav4LaE
modules 7AIAIIRTELET . & ITAHIZIZIEK. /SRADFE | [T Dsrc THIVENE FhTLVE
T o TPMIUETE FIZUE. WA Dsrc TAIVER [ZHDTRTD . .mxmlBEW. as 77 ILEE R
BT A—KHBE ENTLVET . main/src/com/foo/util/Foo.mxm1lA DMXMLI 7L JL
(&, 1=ERIERDES)—RIL—ZFHFE LT, 73— com. foo. util P DFoodl VD4 Hil
DActionScriptySREL TE B EINFET .

sourceanalyzer -b MyFlexProject -flex-source-roots main/src:modules/src
"./main/src/**/* .mxml" "./main/src/**/*.as" "./modules/src/**/*.mxml"
"./modules/src/**/*. as"

fRIRDE S DILE

EAPICERSINIRTOE EEZR T I BIZE AFvoI1—XER 1R I HRTICR D2
RURZEANLFETS .

sourceanalyzer -b <build id> -show-build-warnings

Micro Focus Fortify Static Code Analyzer (23.1.0)



dA—HHAK ‘
E16E: TOMDEE LIV TE DL #

ActionScriptDZ &
R DEIGEAvE—U DK REINDIGE HHYFET

The ActionScript front end was unable to resolve the following imports: a.b
at y.as:2. foo.bar at somewhere.as:5. a.b at foo.mxml:8.

ZDIZ—IE. Fortify Static Code AnalyzerCis BT RTODTAITSIVHR DHBELEE(C
% % LE T . Fortify Static Code AnalyzerCH #i 58 T 9757812, (-flex-libraries#A
L3V F=IFcom. fortify.sca.FlexLibraries 7R/ NTAZE A L T)E M DSWCSA4ITSUFE
1=IESWC FlexZ4T3VEIE E 95 BB di5 & hHYFET .

ColdFusiona—F % #z

CFMLR—U A DREZRDEMEFTLINTNVDEDEL TR SHE E 1L <sca_install
dir>/Core/config/fortify-sca.propertiesDR DITEIAAVEEBRLET .

#com.fortify.sca.CfmlUndefinedVariablesAreTainted=true

M. register-globals 25 JLDHfE 55 14 1Z3E & I 5 &SI Dataflow AnalyzerlZHE R LF
T 1120 COTUSTAEA MITTBE AUV R—=DADEHBNENLURTISHKEL
F=A DN~ R—D D5 F INT-E [ZH) #i L Shd & Dataflow Analyzer T Bf L =35
BIZXELIHYET .

ColdFusiona< >R SA 4 X
ColdFusion/—Ra—KFZZE #3312 XODaATREA D LET.

sourceanalyzer -b <build_id> -source-base-dir <dir> <files> | <file_
specifiers>

T

o <build id>IEFTAD I DEIRIDEIEELET

o <«dir>IIWebT7T)Vr—avDIL—b Ta4LORN)ERRELET

o <files>|<file specifiers> [XCFMLY—XO—K J7/ L& EELET

<file_specifiers>OME R B EIZTDOWTIE. "D71ILETAL IR DIE E" XR—2140%5
LTS,

3% : Fortify Static Code AnalyzerTl&. & CFMLY—RI7/ LD 5t /\ZZEH EH I 5
1=8IZ

-source-base-dir T/ Uk R 1A m &L TE A LE T . Fortify Static Code Analyzer
TlE AV RFVRAIDEE LT HEEIC. SO X /NREERALES . 7I)r—3ay
V=RV —2 KR ER DTALIR)IFEEN T 55 E . -source-base-dird T2 avIT@# L]
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1 INSA—R%YE E 95 &, Fortify Static Code Analyzer T4 f S b4 A2 XIDIEE
LFEFETY.

ColdFusion (CFML)av> R34 A4TLay
RDE TlE CFMLATLavITDWVTEHRBALET .

ColdFusion®# 73> At B
-source-base-dir <web_app root_dir> <files> WebZ7 7 )5—> 3> DIL—k T4 Y
| <file_specifiers> k1,
B S 0T/ T4
com.fortify.sca.SourceBaseDir
SRIFER

"ColdFusion (CFML)®DZ 0/ \FT(" R—202

SQLOZ #2

Windows (B&XU.NETZAZ ok D5 & (2R Y. Linuxd)DFortify Static Code AnalyzerT
[F. . sql¥ik 5k F Z&4F DIT7AILIEPL/ISQLTIEAKT-SQLTHAH_EZAT IR ELFT . Windows
T.sql¥h 3k FZ2H DPLISQLT7MIVEE R 9415 & (X, PLISQLEL THR OB LIS
Fortify Static Code Analyzer&% & 35 EHHYET .

Windows 75wk J4A—LTHE R ISQLAATEIR E I 5I2F. ROVTIADE a7
FEZABLFET.

sourceanalyzer -b <build_1id> -sql-language TSQL <files>
EJelbs

sourceanalyzer -b <build_1id> -sql-language PL/SQL <files>

F=(3. sql¥RR FEZRF DTFAINDT IAI DB EELE E TEFT . fortify-
sca.properties 774 JLT. com.fortify.sca.fileextensions.sql A/ \TA4ZPLSQLES =T
TSQLIZER ELFTY -

SRER
"SQLOT A/ T A" R—2202
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PL/SQLOa<T kR 4145
R OB TIE 2DDPL/ISQLZ7AIVEE B LET
sourceanalyzer -b MyProject x.pks y.pks
R ORI TIE. sourcesTALIM N DT RTOPL/SQLI7AIVEEHLET .

sourceanalyzer -b MyProject "sources/**/*.pks"

T-SQLOaATU R SA 4
R OB T, 22DT-SQLIFANEE B LET .
sourceanalyzer -b MyProject x.sql y.sql
R O TlE. sourcesTALIR IR DT RTOT-SQALT7AIVEE 1 LFET .

sourceanalyzer -b MyProject "sources\**\*.sql"

X : COHI TIX. fortify-sca.propertiesd Mcom. fortify.sca.fileextensions.sql
TR/NTADTSQLISER E SN TLBIF & ZEELTLETS .

Scalaa—k D% #
Scalaa—F DE M ITHELGHDIIR DELYTY
e Scalaa v/ \(STS554>
DTS4 14 1F. Maven Central Repository o4 0—K TEET .

 Lightbend514tE2XT71 )L

—DZ14 2R T7A UL, Fortify Static Code AnalyzerM4{ > Ak —JUZE FA. <sca_
install_dir>/plugins/lightbendTAL IR JIZHYZET .

SV ADER TE A ik BLUScalaa—F D% #: A & 2DV TUE.
https://developer.lightbend.com/guides/fortify[ZghALightbend Dk Fa Ak 5 BB L T
(AN

EE JO2Yh T, Scalabl st DY —RIA—FAEFNTLSIE & (& # T 7z—XE=E

119 %R [ZScala Fortifya> /(575514 %E A L TScalaa—F #Z # L THS. RIL
EJLR IDTsourceanalyzerz{# fi L TZD DYV —RI—FZZE #5520 EHHYET .
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DockerfileDZ #a

T 74 )Lk T Fortify Static Code AnalyzerTldpockerfile*. dockerfile*. *.Dockerfile.
HELU*.dockerfileZ7A )LHDockerfilebl TR IZESNET .

3E: com.fortify.sca.fileextensions 7 H/\T4%{# A L T. DockerfileZi& 5 9 571=8%
[ZFERASNDTFAIWLE R FEE B CTEFET . ["EED T I—ADT /T R—2
18015 B L T=E0Y,

Fortify Static Code AnalyzerTIl&. Dockerfile A IR —T X F EL T/ \WIRTYL a(\)&

INVI9H—k ()EZ 1TF17FET . Dockerfile CIR—TX E AR ESNTLVELME S .
Fortify Static Code AnalyzerTlZ/\WIRSYY AT Ry —TX FERBEINFET .

DockerfileZz& LTAL U VR I HE X ER DB ITRLET .
sourceanalyzer -b <build id> <dir>

Dockerfiled#z = HIE L<AE LS & . Fortify Static Code Analyzer TIET77/ LA # TE11
W EERTIS—EATIT7MIUZE EA & DockerfileDH & R¥vILFET . AJIZEE
AFENSIT—DHIERITRLET .

Unable to parse dockerfile ProjA.Dockerfile, error on Line 1:20: mismatched
input '\n' expecting {LINE_EXTEND, WHITESPACE}

Unable to parse config file
C:/Users/jsmith/MyProj/docker/dockerfile/ProjA.Dockerfile

HCLOOZ 2

T 7#4JUk T. Fortify Static Code AnalyzerTI&. HCL¥L 53E F . hc 1B KU . tFfEF DT7(ILE
THLET . ROBITIE BRET74IUL &R F 785 D2 DDHCLI 7AW EE#LET .

sourceanalyzer -b MyProject x.hcl y.tf
R DB TIE. sourcesTALIR N DT RTOHCLI7AIIVEE - LET .

sourceanalyzer -b MyProject "sources\**\*.tf" "sources\**\*.hcl"

3 HCLOS #t H7R—k (L. TerraformB LUHHR—k 205K TO/ 44 0Da—K &L
TOALTFR 5HF K (1aC)i B I<E 5 O DTT .
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JSONDZ #1

T 74 )Lk T Fortify Static Code AnalyzerTl&. JSON#L 3 F . jsonZ#F D771 )LEJSON
ELTEHRLFET . ROHITIE. 1DDISONT7AIIVEEHLETS .

sourceanalyzer -b MyProject x.json
R OFI TIE. sourcesTALIZR A DT RTHDISONT7AIILEEHLET

sourceanalyzer -b MyProject "sources\**\*.json"

YAMLODZ 2

T 74Uk T. Fortify Static Code AnalyzerTlX. YAMLYE 3R F .yaml B L. ym1 & D774
IWEERBLES . ROBITIE. BRE5T70IUWE R FZH D2 DOOYAMLI 7/ IIVER B LE
ER

sourceanalyzer -b MyProject x.yaml y.yml
R DB TIE. sourcesTALIR A DT RTOYAMLI7AIVEE - LET .

sourceanalyzer -b MyProject "sources\**\*.yaml" "sources\**\*.yml"

ASP/VBScript{x 28 JL—k DZ #2

Fortify Static Code AnalyzerTl&. ASP{R 18 JL—+ 2018 TEET . B TrLIMIIZTYT
FTHIAJFTRELTRE T4L UM JZEME I 5WebH—/ D15 & . Fortify Static Code
Analyzer&fE 9 5LIA)7REE R TEET

f=&Z . IncludeBEULibrary &l VD4 BT DR BB TAL IR UDSHY . TNENYE T4LIE
1)C: \WebServer\Customerone\incHLUC: \WebServer\CustomerTwo\StuffZZ B L TL\S
tl/i’d-o

R O T, virtualA 22 )\ —k &6 A 357 )/7r—3a>OASP/VBScripta—k 2R L TLY
EXE

<!--#tinclude virtual="Include/Taskl/foo.inc"-->
OO T, Bk DASPO—F (IR DM B IS T ICHBIT7MIVES BB LET .
C:\Webserver\CustomerOne\inc\Task1l\foo.inc

ZOBI TlE. EEOTALIR AR TA4L IR UL IncludelTE EDHYET
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1R 28 J)L—k A%t it

BRI FT4LOR D E T %Fortify Static Code Analyzer(Zi2 it 375(2I1%. R OFI IR
9 &5IZ. Fortify Static Code AnalyzeraY¥> R SAUEUH LT
com.fortify.sca.ASPVirtualRoots.name_of virtual directoryJO/\TA%E% E I 5u

EHHYET

sourceanalyzer -Dcom.fortify.sca.ASPVirtualRoots.<virtual directory>=<full
path_to_corresponding physical_directory>

7 WindowsTl&E B /NRIZAR—ZADNEENTWSE &1L TONT R EEZSI AR
THRLLEIHYET.

sourceanalyzer "-Dcom.fortify.sca.ASPVirtualRoots.<virtual
directory>=<full path_to_corresponding physical directory>"

Bl DI a0 0F TR 9 512F. R OF 0/ T+ ZFortify Static Code AnalyzerZE L
EXRE

-Dcom.fortify.sca.ASPVirtualRoots.Include="C:\WebServer\CustomerOne\inc"

-Dcom.fortify.sca.ASPVirtualRoots.Library="C:\WebServer\CustomerTwo\Stuff"

—nIZ&Y. Includeldc: \WebServer\Customerone\inclZ. LibrarylE
C:\WebServer\CustomerTwo\StufflZwyTEahET .

Fortify Static Code AnalyzerT#include TAL T4 IR T 515 4 :
<!-- #include virtual="Include/Taskl/foo.inc" -->

Fortify Static Code AnalyzerTl&. AP Uk [ZInclude& 5% BT DM B TAL UK UMNE F
NTLDIMEIDENEFELET . COLSEME ToL IR UHELME & | Fortify Static Code
AnalyzerTIEZDZ 24 LT ONT4ERA T, -
Dcom.fortify.sca.ASPVirtualRoots.Include=

"C:\WebServer\CustomerOne\inc"§% & &R DITE 9 . €D . Fortify Static Code
AnalyzerTIZ. C:\WebServer\CustomerOne\inc\Task1\foo.inc Z7MILEIELET .

F1=1d. <sca_install_dir>\Core\configlZ#hBfortify-sca.propertiesZ7AILTZDTO
INTAERRE TEFY . ROBIITR T K3 METALIRID/ISRA DINSIRF9 A F
VEIRT—TFT2EIHYET .

com.fortify.sca.ASPVirtualRoots.Library=C:\\WebServer\\CustomerTwo\\Stuff

com.fortify.sca.ASPVirtualRoots.Include=C:\\WebServer\\CustomerOne\\inc

3 LLBIT O/ \—2 30 MASPVirtualRoot 7R/ 8T« (X5 | E#% =H %) T3 . Fortify Static
Code AnalyzeraY R 54V TR DELIIE A TEET

-Dcom. fortify.sca.ASPVirtualRoots=C:\WebServer\CustomerTwo\Stuff;
C:\WebServer\CustomerOne\inc
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L [FFortify Static Code AnalyzerlZxt L. virtualf > IL—K T4LOT4T DR R B (2. 35
ELIERF TURREN TS TALIM)ER R THLIIMELET

1 28 JL—b OOfE FA i

RDIFANDHYET -
C:\files\foo\bar.asp

CDIF7AIVERRE T BRICE ROAVIN—FEERALET .
<!-- #include virtual="/foo/bar.asp">

RIZ. sourceanalyzerdAYUK TIRBIL—FZRDEIIZRELFT -
-Dcom.fortify.sca.ASPVirtualRoots=C:\files\foo

ChIZEY. R IL—k DR AS/ foolMRR FATENET . fook

com.fortify.sca.ASPVirtualRoots 7O/ T4 T TE LA LS & . Fortify Static Code
AnalyzerTldc:\files\bar.aspZiEL TEELFET .

RBEIL—ZHEETI—TVRATIRDESYTY .

1. Y—RDINADTR ) DE 2 Z#8IBRLET
2. NADEPDE N ZE. AR SAVTHEELHEREBIL—NBEZTHRZFT.

Classic ASPOa< RS54 45

VBScript TaE ik St f=. MyASP.asp&l V54 Rl DE — J74)LADClassic ASPEE #19 5IC
(. kDAY LEAHALFET

sourceanalyzer -b mybuild "MyASP.asp"

VBScriptda~< K 54 45
myApp.vb&ELNS 4 BT DVBScript 77/ IVEE T BHIZIE. RDIATEEA ALFET .

sourceanalyzer -b mybuild "myApp.vb"
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F17E . EIR~DEE
HR—k SN TWBEIRY—)UZH T & & TEET .
DI IAVTIHR ROMEVIIZDWTERBALET .

E IR B B 121
Fortify Static Code AnalyzerhbME B SNDKIITEIR RVVTNEEE ... 122
tOUChlESSE U B B 122
AN T B L 123
Gradle T B oo 123
AV BN DT B oo 125

EILN#EE

TV O &R E1 B O 1 TE#R TEET . JTt DE /LR 2 4F DIl [Zsourceanalyzera <Y
K %#Fortify Static Code AnalyzerA 7> as At ETEMLET .

EERTODIINER BT HODE R LEIATUR SAUE X ROEEYTT .

sourceanalyzer -b <build _1id> [<sca_options>] <build_tool> [<build_tool
options>]

ZZT. <build tool>[FEJLR Y—)L(make. gmake. msbuild. devenv. gbuild%: &) D4 &if
TY . YRh—k SN TLBE LR Y—)LDYRN ZDWTIE. KX a4 KR FortifyY Z~ 7 X
TLE # %5 BB L TIESLY, Fortify Static Code AnalyzerTld. EJLK Y—ILAE TS
;'{’CO):I‘// MR EEZEZLTEANICHERINIEE DITUR AU ESINE

3 : Fortify Static Code AnalyzerTld. EJLRY—)LTEITSNBa/(5avU R DHH
MBINFET . EARZERTIBRITOD I ED)—T VI LEWME A & ELR
Y—)LTE IOV ILENET7A ILDHHFortify Static Code AnalyzerCALE SN FET .

Xcodebuild D & [ZDWVTIE. [MOSTI—F 74 DAY SAUIE X" N—U83 125 L

TLIZELY, MSBuUildED#E & [2DULVTIE, ["Visual Studio BP0k DZE i X—T65 %5

BB L T<ZELN.

ELRFEE I E T 5I2E ERY—ILTRAETINDIBEHHYET -

« Fortify Static Code AnalyzerTH7R—k SN TSI/ (SEE T TS

o N—RIA—RSNIZNRTIIGEL ARV —TAV TV AT LIAADR R TAV I (F5ERITY
%(xcodebuildD# & 2l COEHE T LEBERAINFELEA.)

o BTAVIMIMNEFTINDIYTTOEREETITEDTIIELK AU/ (FE2ETTH
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NODE HFIRIE Tl -9 TENTELUMG & (&, ["Fortify Static Code AnalyzerhVic f
SNDIINCEIR AV TR EZEE" T 1S B LTIZEL.

make D15l
ROENRATREZFRALTIAS IOV R ETIHE S

make clean make make install
ROGUTNAINREFERALT. TP O 2 R ER B ICE R EBIVI/N\(ILTEET

make clean sourceanalyzer -b MyProject make make install

Fortify Static Code Analyzerh¥2 8 S b E&5(2E
WSROI EEE

ELMMEDRBAEZELT.ELRRYITREERB LT, £/ (5. Yoh,. BLUT—H
A7 M2 /E DRI [ZsourceanalyzeraY R ZB N T 52EEH TEET . =&AL makefileTIZ.

NEDY—ILDZ RIIZE B HTE ZEINDSIIENL LVNTT,

CC=gcc
CXX=g++
LD=1d AR=ar

makefileA M*Y—)LS BB DRI, sourceanalyzera<W 2k &5 ] 73 Fortify Static Code
AnalyzerA 7 av%iB N TEET

CC=sourceanalyzer -b mybuild gcc CXX=sourceanalyzer -b mybuild g++
LD=sourceanalyzer -b mybuild 1d AR=sourceanalyzer -b mybuild ar

F121EICEI CELR IDZE A 9515 & (. Fortify Static Code AnalyzerTE B 812, & 5l
[CEBINFBIFAIDEBRINFE—DOTOD I HEESNFET.

touchlessE LK # &

Fortify Static Code Analyzer(ZI&. Fortify Static Code Analyzer T % H7h—k SN TL VA
WEIR S RTLEFRALTIAD M EE # TEStouchlessELVIN HEIR Y—ILVE &
N TULET . touchlessEILR #E & DATURE SAUE X ER DESYTT .

sourceanalyzer -b <build _id> touchless <build command>
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fzEZIE, build.py&ELVSPythonRVYTh 2R L TIRFBE®RZETEL . @ U 2B F 1+
6%7;%_:‘//{43?;7% EEETITIEEIHYET. EIREFETTBICUL. ROIATLEE
TLET.

python build.py

Fortify Static Code AnalyzerTld. CODKIEEILR 5% &t HRA T4 T R—F ShTULEE
Ao T=12L . touchlessE LR Y—)LEE AL T. BE—Dav R TIa O & R EE B B &
UPEILR TEFT

sourceanalyzer -b <build id> touchless python build.py

CDEDRTE THBALEHR—F SN TOBEIR SV ATLIZEIRZE B IH( S T5=0H0
BLEH(MEILFFHE" R—2121 122 B) . SR—FShTOVEWVEIR S AT LED
touchless D & 1ZH 8 A SNFET .

AntD#E &

Fortify Static Code AnalyzerTI&. AntEJLR D7/ )V&E A 94700 o8 F(ZJavay/—&
T7ANVERBICERTEHEMERINTOET . COH & 1X. AntDbuild. xm1I7A L%
ZTHEET(TATURSAUISER TEET . EILRAE T Eh5E. Fortify Static Code
AnalyzerTjavacR A DIE U LAVT RTEE =Z S, Javay —RI 7/ ILHa /31 )UEF 122
BEINFET . TO/TAIEFTRT. ANT_OPTSIRIEZ HITEML T, AntISE T &5I12LE
9. sourceanalyzera TR [ZIEE HZEULVTLEELY,

7 —2a o D—ETHAHISPIFAIL. IREBE R TF I7MI)L. Ff=[TJavall st O —
AI7AIWEE B DRATYITERTINENHYET .

AntO#f & Z1E Fl 97 5IZ1&. sourceanalyzerZE 1T Al B 771 ILAPATHY AT LITA VAR —)L
SNTNAILEHERELET.

RDESIZ. Antav R S/ DR [TsourceanalyzerAY R ZB ML ET

sourceanalyzer -b <build id> ant [<ant_options>]

GradleD# &

build.gradle 77/ IV EZE BT, GradleZF AL CEIR SN-TOD O EE B TEE
9. EJLKE BNE 1T Sh B &, Fortify Static Code AnalyzerTY—R 774 )L/ \A JUBE 12
BEINET . 5 GradleDff & THR— SN TS TSV T+—LEXUVE FEI(TDLVTIE.
R ¥aAURFortifyy Ik D7 R TLEHIES B LTEZEW. TR O ADTFAIL
(. GradleDfft & THR—FENTLVELE BB TREBEINFEA(TT—HLR—FEhFEE
A;)IOSE L;bfgb);’%_ INBDIT7AIUTH FrEnT | BE 77 OF 1 75 M 55 14 (& H Shiz el
B AL .
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Fortify Static Code AnalyzerZGradleE /LK [Z#f & 9 5IZI&. sourceanalyzerZE 1T Al BE 77
AN RTLDINRA L IZHAHIEERE R LET . RDKSIZ, Gradleaw kS DHIIC
sourceanalyzeraAV¥ R ZFEBMLET .

sourceanalyzer -b <build_1id> <sca_options> gradle [<gradle_options>]
<gradle_ tasks>

51 -

sourceanalyzer -b MyProject gradle clean build sourceanalyzer -b MyProject
gradle --info assemble

EJLK 74L& Hibuild.gradleER %535 & (X R OB TR T K312 EILR T7AILE (2--
build-fileA L avaft 1+E T,

sourceanalyzer -b MyProject gradle --build-file sample.gradle clean
assemble

J O 2R §&312. Gradle Wrapper (gradlew)ZE A 9§56 TEET .
sourceanalyzer -b MyProject gradlew [<gradle options>]

T )r—2a 0 TXMLERIZTANTAIR B R E I7MIHME H SN TLSIE & X Thod
J74 V%A Bl DsourceanalyzerAIUREERALTE#RLET . TOD UM T7AILTER
LizLE=ERLCERIDEERALET . RIHIERLET .

sourceanalyzer -b MyProject <path_to_xml files> sourceanalyzer -b MyProject
<path_to properties files>

gradleFf=zIgradlewTTAD U HNE B INTF=5. R OB (TR T K325 T 71— XEE 1T
LT, &R ZFPRI7MIURTF TEET .

sourceanalyzer -b MyProject -scan -f MyResults.fpr

EEMAT A ETINVTA T EE DB

Fortify Static Code Analyzer®-verboseA 7> a2 & B T515 & (L. -gradleA T avd
EHAIDLELIBHYET . COX T a>DE A (L. Gradle&Gradle Wrapper®ifi /5 125& A &
nEd. fil:

sourceanalyzer -b MyProject -gradle -verbose gradle assemble

GradleD#ft & M— & LL T. Fortify Static Code AnalyzerTit MEJLE 71 )L
build.gradleN— BB ICE HrENET . -debugh T avEE H515 & [L. Fortify Static
Code Analyzer|Z3t MEJLR 74 JLOIE—hbuild.gradle.origbL TR FINFET . -
debugA T avEFE R LD HHSE T L1=5. build.gradle.orig 77/ LD fil &
build.gradlelZR L. -debugA 7S ar%{F 19 [Zsourceanalyzer# B EETLET .
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MavenD#t &

Fortify Static Code Analyzer(ZI&. MavenZ7OP Ik QEILR (TR O BEZ BN T 55 %%
Rt HMaven TS T 1UMNE FENTLET .
« Fortify Static Code AnalyzerGiH & . it . R¥v>9 5

« Fortify Static Code AnalyzerTZ #ft S =70 ok DE/NAILELR £y 3 (MBS)%E
Fortify Static Code AnalyzerbhisITHRR—k$3

o Z# Ihf-0—K %#Micro Focus Fortify ScanCentral SASTISEE T3
« #& B #Micro Focus Fortify Software Security Center([Z7y70O—K 5

TITAVEERERTEHIEL. TV DMEEZEIR TOLRIH E THILLTEE
EE

Fortify Maven 7545 14> DAV A —ILERE #i

Fortify Maven7 25541, <sca_install_dirs>/plugins/maven|ZEE & SN TWVET . D
TALORVIZIE. A FYN—230 &) —RN—230 DTS Ao hzip7—hA T Harball 7—
HATDE B TEENTWET . TSTAVEAVAN—IILTBIZIE. FEARTDNA—2a (T
JFE-IE)—R)ZFHE L. {18 DREADME . TXTZ7AILDIE R IZHE WVET . 7T—hAIEEBRL
f=T4LIORNJTAVAR—ILEETLET

MavenTHIR—hk SN TULVE/\—23UITDNTIE. R XAV FortifyY ~ Dz 7o R TLE
%S B L TZELY,

LLRT D/ \— 3> DFortify Maven TS5 AU AV AR —ILENTWSEB & 1&. ZEFi/\—P3v
EAVAR—ILLET .
Fortify Maven737 1> D7 AV Xk —)L

Fortify Maven7S545 1% 7 AV Ak —ILE BIZIE. <maven_Local
repo>/repository/com/fortify/ps/maven/pluginTAL IR )DST RTDI7AIVEFENT
HIBRLET .
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Fortify Maven 7545424 Rk —ILDTRE
Fortify Maven 7S5 A & AV AR —ILLT=5. B DY TILI7AILDNTNAEFERLT
IELLAUVRR—ILENTWNS LR LET

Eightball> 7L 274 JLE{E A L TFortify Maven 75451 & T X 5% RDOFIEIZ
HLET,

1.

sourceanalyzerE TR BE 77/ IES LTALIMN I\ RRIEZEHITEMLET
15 :

export set PATH=$PATH:/<sca_install_dir>/bin

=%

set PATH=%PATH%;<sca_tinstall_dir>/bin

[sourceanalyzer -versionl&A L T/NADEZEEZTANLET .

ISADER TE AIE LLVG & (. Fortify Static Code Analyzer|Z/\—C 3G AR R Sh
EX 2

H 7 )LDEightball T4k (<root_dirs/samples/EightBall)IZB B LET .
ROARNEANALFT.

mvn com.fortify.sca.plugins.maven:sca-maven-plugin:<ver>:clean

ZZT. <ver>(3f# A L TL\BFortify Maven 7551 D/N\—230 T . 1\—U30hME E
SNTLVEWS & (. O—HIVIRD R )IZA 2V RN —ILENTULVS i T/ \—2 3> DF ortify
MavenZ 54514 hMavenTfE i ShET .

X : Fortify MavenT 571> D/\—23 %R R 9 5IZI&. THFRN TT12Troot_
dir>|Z3 S Lizpom. xm1 774/ )LER EFET . Fortify MavenF55 4> D3—2av (&,
<version>E R THEEINFET.

ATVFTADATUR BIEE IZ5E T L1315 & [&. Fortify Maven 755 1 HVE LAV Ak —
ILENTVWET . ROIT—AvE—UhFK R SNi35 & &, Fortify Maven 7551
IE LAV RR—ILENTLEE A,

[ERROR] Error resolving version for plugin
"com.fortify.sca.plugins.maven:sca-maven-plugin' from the repositories

MavenDA—HJVJRD k YEFyoL . Fortify MavenTS55 12 DB\ AV Ak —)LEE &
EXIP
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Fortify Maven 7545142 D{E B

MavenZOY ok Tlk. R MD2DD A i% TFortify R T 2= TLFET .

o Maven7S545142&LT

DA ETIE mvnaTUbZE A L TFortify R T 2 RAVZB B ELTEITLET . 1=&%
[FROATNEFERAL T/ — R EZEH]LET.

mvn com.fortify.sca.plugins.maven:sca-maven-plugin:<ver>:translate

ZDF & TA—KR 59 H 95I2(F. Fortify Maven TS5 AU B DR FaA R ES BEL
TLIZELY - R DF Tl Fortify MavenT 554 AV AR —JLLT=1£ TR Fa Ak HYE A
BB OLNTEHRBBALETS.

INT—284T BXaAV DG
NAF1) <root_dir>/docs/index.html

) —R <root_dir>/sca-maven-plugin/target/site/index.html

« Fortify Static Code Analyzert LK #f & B

DA ETIE. TAD O EE LR § 51012 - ShdMavena< Uk OFi IS
sourceanalyzerad YK &Fortify Static Code AnalyzerA 73> %E I LET . Fortify
Static Code AnalyzerDE LR #t & D— R EL TIFZAILERD T T 512K R DF B (ZHE L
EX P

a. LETDEIRZBEELET.
sourceanalyzer -b MyProject -clean
b. A—FZX#LFT .

sourceanalyzer -b MyProject [<sca_options>] [<mvn_command _with_
options>]

R
sourceanalyzer -b MyProject mvn package

{3 FA ¥ #& 72 Fortify Static Code AnalyzerA 72 avIZDVTIE, MMIvok S/ (404
IT—A" R—=U128 15 LTS

c. ROFNTTRT LI AFXvoaEITL TR R ZFPRI7MIVRFETHEIZKY. &
MEXETLET.

sourceanalyzer -b MyProject [<sca scan options>] -scan -f
MyResults.fpr
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ZDE TlE. — A% M 72 Fortify Static Code AnalyzeraR R SAATLavER it K D
V—ARIFANERRE S DA RITOVTHRALFY . REDEFEICEH DIXU R S104T
2aVITONTIE EDE FEDE THRBALFET -

ZDEHIIVTIH. ROMEYIIZDOWTERBALET .

B T S A 128
T T A 130
H JI T S as 133
B D T 3 136
T A T AT L 138
TTAIET AU IR DA TE oo e 140

AT gy
K DE Tl ERATLIADNTHEALET.
ATy 5 BH

-b <build_id> EJLRID%45 & LE T . Fortify Static Code AnalyzerTl&. EJL
FIDZFEALT. EID—IREL T/ (IILBELUIEE SN
=74 ILDNE R SN & TENLDI7AMIDARF Yo ESNE
ER

BR% 070/ 744
com.fortify.sca.BuildID

-disable-language EIT—AHRNITHE B DOIAVREYIYJRREIEELE

<languages> 9. BN E EEDIE L. abap. actionscript. apex. cfml.
cobol. configuration. cpp. dart. dotnet. golang. java.
javascript. jsp~ kotlin. objc. php. plsql. python. ruby.
scala. sql. swift. tsql. typescript. HEEUVbTY

B %070/ T44:
com.fortify.sca.DISabledLanguages
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AT I

-enable-language
<languages>

-exclude
<file specifiers>

-encoding <encoding_
name>

Bt B

EHISEFDIOVRYYJRALZHEELEFT . AMGEEE
DME [X. abap. actionscript. apex. cfml. cobol.
configuration. cpp. dart. dotnet. golang. java.
javascript. jsp~ kotlin. objc. php. plsql. python. ruby.
scala. sql. swift. tsql. typescript. HEXUPVvbTT .

REnFO/ 7448

com.fortify.sca.EnabledLanguages

AN TET7MIVEIEELET . TSR SNT -
T7A4IUFRTv L ENFRA ERDOT7AILA R T3S0
(Windows)ZE7=FaOo(Windows LA 54V ) TR 1 YE T . Hi:

sourceanalyzer -cp "**/*,jar" "x*x/x"
-exclude "**/Test/*.java"

ZOHI Tl EE DTest YT TALIMN IR DI RTDJavadr

AIVEBRNLET . 7B EFEERITHAEDEMIZD
WTIE TMIO7AILETAL IR DIE E" X—2 140125 BLT

Gir= AN

FE: FEALEDOU I TERIFELR Y—)VEE B EZH E T
5. CDATLIVTHRNTEHLIFEESINTNSEE T
L. AV MTFEEFENS Y=L TR EBEEN LY —RT7AIL
M9 R TFortify Static Code AnalyzerTZ i shFd . 1=
2L . Fortify Static Code Analyzer®xcodebuild$s &
MSBUIldTl&. -excludeA T avhHR—k SN TLET .

RZENTO/ 7448

com.fortify.sca.exclude

Y—RI7AINDIA—T AT AL TERTE LET . Fortify
Static Code AnalyzerTl&. T>a—K DR 45V —RT7A/ L%
B0V ERFYUTEFT . EHOI R EETT
ALYk %A 3 5(Z1E. Fortify Static Code AnalyzerTi
) —ZAaA—R TP IVER HALRR IS, B T1—XT-
encodingA T avEIE E 95 EAHYFETS . Fortify Static
Code AnalyzerTld. ZOI a—T4VIHEIIR Y30 T
REIEEIN. FVDLI7MIUZR BRENFET .

EMET a—T424 [Fjava.nio.charset.CharsetTY .

BE . IO—T4UT314T%4E E L7 &, Fortify Static
Code AnalyzerTlEIoa—T4 0 /\GA—R7ELT
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E@mATay

-nc

-noextension-type
<file type>

Bt B

java.io.InputStreamReaderd Ak T3 h5file.encoding
HME B S ET . — 58 D —R(ActionScript/ \—HDi5 & 73
E)TIE. Fortify Static Code Analyzer®7 74 /L [SUTF-8TY
a—T42JTY.

BENTO/ T4

com.fortify.sca.InputFileEncoding

AVINAZDARUE SAVDRTITHE E 9 5 &. Fortify Static
Code AnalyzerCY—RIZ7/ILHAE SN FIT A, a2/ (131
ETINFHA-

T7A IR F DR WY —R D7 JUZT7AIWNEBATEIRELE
. BTG TFAIVEATDIE [FABAP. ACTIONSCRIPT. APEX.
APEX_OBJECT. APEX_TRIGGER. ARCHIVE. ASPNET. ASP. ASPX-
BITCODE. BSP. BYTECODE. CFML. COBOL. CSHARP. DART.
DOCKERFILE GENERIC. GO+ HOCON. HTML. INI. JAVA. JAVA
PROPERTIES. JAVASCRIPT. JSP. JSPX. KOTLIN+ MSIL. MXML
OBJECT~ PHP. PLSQL. PYTHON. RUBY. RUBY_ERB. SCALA.
SWIFT. SWC+ SWF+ TLD~ SQL~ TSQL+ TYPESCRIPT. VB. VB6.
VBSCRIPT. VISUAL_FORCE+ VUE. BLUXMLTT

SWmATay

ROFETIE AT avITOVTEHRALET .

S AT v

-b <build_1id>

-Scan

-scan-policy
<policy _name> |
-sc <policy name>

L
BT DEBRIATUR THEAINBEIRIDEIEELET .

R 070/ 744
com.fortify.sca.BuildID

Fortify Static Code AnalyzerT. 5 7 L=EJLF IDOtF2 )7+
D HAEITEINET .
#: COATavE. [ Csourceanalyzera <K A T-scan-
moduleA 7L 3> &R B I B LA LVTLEELY.

AXYUDRAFYIR)O—ERELES . BRARI—4 (L.
classic. security. HKXUdevopsTT . FHIZDLTIX. " 47
ANDAFR)—OiE A" XR—248 15 B L TZELY,
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SWmATar

-scan-module

-include-modules

-analyzers
<analyzer List>

-p <level> |
-scan-precision
<lLevel>

-quick

&% B4
RZE 070/ 7414

com.fortify.sca.ScanPolicy

Fortify Static Code AnalyzerT. $§ % LT1=E/LR IDOtFa)T4
73 7 HME B DED 2—ILEL TR ITINET .

¥ ZOA T avid. [ Usourceanalyzera< R N C-scand
T av LR B 1T A LR TLEESLY,

A% 07O/ \T44:

com.fortify.sca.ScanScaModule

TaC O AXHUITE HBEIIR DDA TR P YYRS F=Fa
AVX YIYYRE T, LLRTIZE B OFY 2—I)LEL TRFYvo SNt
ATSVER/ELET .

A% 07O/ \T44:

com.fortify.sca.IncludeScaModules

TFHIAHOanV R P YIRS F=EHA IR YIRS THE RIS
BT TIAVERELES . ML TFHIA4H4L (L. buffer.
content. configuration. controlflow. dataflow. nullptr.
semantic. BEXUstructural T3 . COATLa2FAHLT. &
Fa)TABEH IR ELGRWTFIAYPEEN T HIENTEFT .

R 070/ 744

com.fortify.sca.DefaultAnalyzers

EHRAAVIEFERLT. AAvBEELRNAEELTIOY Y
FERFvLFET . AFVUBEELARILDMEVDIRE . RN
TA—VREEHRITHEYVET . BEEMEX. 1. 2. 3. BXUV4T
9. FEMITONTIE. MEfiE A1 vILEE A LI XFv& E D%
E"AR—U1541F5 B LTSN,

EETOrI=IAS It ¥

com.fortify.sca.PrecisionLevel

fortify-sca-quickscan.propertiesZ7fILEFE R LTITOD Y
FDOVAVIRFYEEITL . BERAGRHEEOE K E DR LR E
PNEWDRARET . COAETIE. BT OFEMIITETLES.
T4k TlE 1499 XFv> Di5 & « Buffer Analyzer&Control
Flow Analyzerh & %1 (272 YFE 9 . S5I1Z. Quick View 1)Lz vk
LBERAINET . FMIOLTIE M1V RFv" R—2153)
=S R L TS,
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SWmATar

-bin <binary> |
-binary-name
<binary>

-disable-default-
rule-type
<type>

-filter <file>

-no-default-issue-
rules

-no-default-rules

&% B4
RZE 070/ 7414

com.fortify.sca.QuickScanMode

AX VYT BY—RI7AIDHT b FHELET . EILRFEIZE

B ENAFIZ)IENTY —RT7AILDHDIAT N ZE DS

hET. COFTLa 2B HEFERTEHE AFvUIEHDNA
FUNE FENAELIIFEE TEFT

RZEn7TO/\T44:

com.fortify.sca.BinaryName

T 74 )Lk DRulepack THE & SNF=2ATDIL—)VET X TES I
LET. COFToavz @M EFERTHE EHDIL—II(TE
BE TEET

<type>INTA—ARIE. XMLAT oY T4 XRuleZ b LN-{E T
9. fz&& 14, DataflowSourceRule®E 3% Mi5 & (&
DataflowSourceZff AL FEY . Fi=. L IL—ILDEFE DEY
3> (Characterization:Control flow.
Characterization:Issue. Characterization:Generic%i&)%4g

EIHLELTEFY .
<type>/INGA—BTIE. KX FEPMXFMRBIENEEA.

R IAINATPAINERELET . SFHICDOLNTIE. Mo #r Do«
VR R—D173 %5 B LTLEELY,

RZEn7TO/\T44:

com.fortify.sca.FilterFile

RS BB AVE £ % & 95T 74/ MRulepack TIL—ILEESN IZLE
9. Fortify Static Code AnalyzerTI&. Bl £ OB 45 8 {4 175
IL—IUEEI EfREO—R SNFT

3¥: X, DataflowSink. Semantic. Controlflow.
Structural. Configuration. Content. Statistical. Internal.
Characterization:Issue)L—ILAA T TN ICLTI=5 & LR F
T9Y.

A% 07O/ \T44:

com.fortify.sca.NoDefaultIssueRules

T 74 )Lk MRulepackmMid)L—)LASO—R SN NKSIZLET .
Fortify Static Code AnalyzerTld. SRBAE R EE B S173)D
Rulepack ML I SnFET A JL—IUTLE SNFHA .
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SWmATar

-no-default-
source-rules

-no-default-sink-
rules

-project-template
<file>

-rules <file> |
<dir>

&% B4
RZE 070/ 7414

com.fortify.sca.NoDefaultRules

T 74k DRulepack TY—RIL—ILEEN ITLET .
FEEEEY—RIL—IVZED I ITRYEREA.
B & D70/ \T14:

com.fortify.sca.NoDefaultSourceRules
T 74k DRulepack T I—IVEESN ICLET .
FEAFHAE S III—IUTE S ITRYER A,

R%E0T0/\T14:
com.fortify.sca.NoDefaultSinkRules

AXVYUIERTIMBETIL— b I7/IEEBELET . I
&Y. O—DILAVE1—FDRF Y2 DHDEE %2 1TET . FPR%E
Micro Focus Fortify Software Security CenterlZ7v7O0—K 33
BE & TIVr—aun—oau (B )Y Tonf-fET7
L—hAME R EhFETS.

RZE 070/ 7414

com.fortify.sca.ProjectTemplate

HRA LDORulepackFEz = [ETAL VM VEBELET . COA T3>
15 $ [l {E A3 5&. 15 L DRulepack 771 ILEE & TEFET
T4LYR )% E 5L, Fortify Static Code AnalyzerTl. M
TALOR A D . 0inEB K. xm1 DL 5§ F ZHF DT ARXTOIT7/ LN
g HonET .

EEIOrI=IAT It ¥

com.fortify.sca.RulesFile

HhOAT a3y

RDFRTIE B AATIIVITOWTERBALET . oD RTOATL 350 i 7—XT
BRALES (-scanAFTarbiEELET). build-label. build-project. &KW build-
versionA 7 avid,. B IT—A TR E CEFT . oM I—ATHEERETHE b
AT avE EEZFINFET.
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T ST14 & BA
com.fortify.sca. FPRASY—RAO—F &R 4 LET .

FPRDisableSourceBundling=true

AR SAUA T I

-disable-source-bundling

com.fortify.sca. FPRAGO—F A=Yk ZF A LET .
FVDLDisableSnippets=true

ARVR LA T Ay
-fvdl-no-snippets
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sourceanalyzer -b MyProject -disable-source-bundling -fvdl-no-snippets -
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FTEHI D (RFX V) Iz—ADAIUR AU TH I IVER E THENTEET

T/ 4% B
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-fvdl-no-enginedata
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export SCA_VM_OPTS="-Dcom.sun.management. jmxremote -
Dcom.sun.management. jmxremote.port=9090 -
Dcom.sun.management.jmxremote.ssl=false -
Dcom.sun.management.jmxremote.authenticate=false"
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[CHIBLFET

There is not enough memory available to complete analysis. For details on
making more memory available, please consult the user manual.
java.lang.OutOfMemoryError: Java heap space java.lang.OutOfMemoryError: GC
overhead limit exceeded
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AnalyzerCITE ICA[ e BB Y &S DR E TH IV DR EH AHFT

15 T SNT-FE M AYE F S =45 B TMaxTaintDefForvarfl R Z#8 % 515 & . Dataflow
AnalyzerTIEZ DR # Z(MaxFieldDepth)SWAZEH 6T ZEIZE OB LMEE TH 4T LE
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1. <sca_install_dir>/core/configT4L Ik )2 B fortify-sca.properties Z7A L%
T¥AFITARTHEET .
2. com.fortify.sca.MultithreadedAnalysis O/ \TADE ZfalselZZE B LET

com.fortify.sca.MultithreadedAnalysis=false

AN, E — E
09 274 )LD it DFE &2
T J4)Lk TlZ. Fortify Static Code Analyzer|Z&>TR D5 i (2220045 774 ILAME B &
nFEy.
e Windows: C:\Users\<username>\AppData\Local\Fortify\sca<version>\log
o WindowsLL 4} : <userhomes/ . fortify/sca<versions/log
ZZT. <version>|&f# F L TL AFortify Static Code Analyzer/A\—3>T9,

ROR L. 22000 T74/ JUZDWNTHBALTLET .

T4 D7 IV &5 BA
sca.log 2 # 0%Z1E. sourceanalyzer®E TR ICFELT-
FERAE—2 . B8 BLUIS—DOIDE SN
*7.
sca_FortifySupport.log Fortify SupportAJ MR & (X DEHYTT .
o EBHEOSTTIFAILERI LAY Avt— (2, S % B
hn
o IZEDNTITFAIUZE FNTULVELVE D DFEHE Ay
-

Zna%y 774 JUFE [Z. Micro Focus Fortify hR2<4
R—bhF I F—LHIBEEZN ST 2—T1
H3 BB EIRIBET.

fif ;R TEGRWVWE & FIEI5—DF & L1=15 & &, Fortify Supporta4 774 JLEMicro
Focus Fortify h RZ<H7R—k 1281 U<FZELN,

- = o
09771 )LD:EE TE
Fortify Static Code AnalyzerCRJ 77/ JUE A DBFREHR T I 5I12F. 0T/ \T1%
BRE(OITONTA" R—D2051%S B)LET . ROOTI7AILER E IR E CEET
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A—HhHMF \
ENE: STV a—T407T

o OJT74 VD5 R L4 Fil
J0/5F4: com. fortify.sca.LogFile
o OJLANIY'BTLAJUZDNT" TESER)
T/ 4: com. fortify.sca.LoglLevel
« sourceanalyzerFxE 1T 5EICAT I7M)VE L EZTEHESH
0/ 74 com.fortify.sca.ClobberLogFile
aXURSA42F T3 -clobber-1log

a5 LARJUZDNT

BIRLIEZAJULALTIE, ZOLARLER E UL L DI RTOOTAvE—U A hashEFzET. R
DFE T ATLANIVERE ISR E DIEITTRLTOET . fzEZ I . TI4ILk DRTLAILT
HAINFOIZIE. INFO. WARN. ERROR. BELUFATALLANILDOOY Ayt—U HE FNE
9. <sca_install_dir>/Core/config/fortify.sca.properties 774/ IJLIA D
com.fortify.sca.Loglevel FA/NT . F=FAXUR AU T-0ATLavEERA LT, OJL
RIVERE TEET

gil]lé

AgLRIL BA

DEBUG  Micro Focus Fortify h 2 HR—b =35 K F—LAB B D 5T )L a—
TAVIIERATELEREE T

INFO THMFIIR v TOERIZET5E AR

WARN T FEFREvUIME L LG hvof-hY, EEFELGHE R 1T H-HITEE Al
BTG H BeE A A B (2B ¥ H1F &

ERROR FEHIWE(75HA HEHE HH DM E (2B 9518
FATAL T FIIR v Ik L-T5—IZRE 3515

Micro Focus Fortify Static Code Analyzer (23.1.0)



dA—HHAK \ \
F2E: ST a—T1Y

] 8 DFR &= EH BE 41k 5k DE 3K

T4—R w013 COR G DR AI R TY . HEREIL RS/ WFEER LY. EEZHR
# L1=Y3 3IZIE. Micro Focus Fortify h X2 H7R—k
(https://www.microfocus.com/support)[Z79t AL TSN,

NAETYR—FISER TEHEEF ROBHRES DIV ELHYFET .

&l & : Fortify Static Code Analyzer

Fortify Static Code Analyzer®/\—2 3 & 5 H L UME & D 31 L f-Fortify Static Code
AnalyzerE2 1—)L: N—2 3B B ZRE I AICE ROATUNEERTLES .

sourceanalyzer -version

TS59bk Z4—L: (=& X, Red Hat Enterprise Linux <version>)
ARL—T4 T AT L (Linux#g &)
WEENLRZE R I DG S (L. HEEILR DERBAZE HTIZELY.

FEZHE I D5 A F YR A EEZEHE TESIIT D EEFMZEA S LTS,
SEAMNGE LG BIFE, YR— A EED L THRRIIETORFERME TEET. M
REHFE L LI=EZ2 00T T74)b. F=EAT 7ML THE T HE 2 1 E HTIEEL.
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TE8A: D OIS

DI aVTIER RAv27x—Xd (25 # & R (FPR) DG E 55 1 28R 5% 9752 DD A i% 12
DWTHBLET . (I T7(IVEFERALT - B EDMR B EAVRIVR, IL—IL. BEXVHE
55 1% hTIVICE DL TR E 28 B TEFI . F£f=. 71/L4 vk (Fortify Audit Workbench
THER)ZERLT. BETUIL—IZHIER OB EFHI R ITHEETEET .

EE Fortify TlX. LR A—HTHAE S [COHIAIINBT7AINEFE R THIENH RS
NTUWET . &% . B2 & A [IFortify Static Code AnalyzerTig i SN - R TOR E %
R LTHM T4 ENHL=0H. EEEE TEI IIITAAIVEE R LGELTZE
Ly,

eI IVTIH ROMEYIIZDOWTERBALET .

TAIIWETPAIUZKBDBRE DRI 173
TAIIVEEINITEDRIBE DBRAY 176

T4IVZ2 774 IUZL B &8 DfF 4%

sourceanalyzerOdWUREETTHE FEDIMEHE A RIVR, IL—IL. BXUHETHE 4 H
;‘-:i"%?;_)b’)‘lm BYDI7MIEER TEET . -filterP AT EFERLTI7MILE
BEELET.

D4IWAT7LIUE EE DTIXARRITAITER TEDTXRNITPAILTT . ZOT7AIL T
BLGUOIO4WABEEH DHEREELET

X COEI VTR T BEI0IEAZALTE. T4IIWATFAIVERT YRS —D74 LD
mAISEBAShET ("D T ADRETrUR)L—DE A" R—U48 125 ).

ROFRIAER A BERIAINAZATEEN TN OB ZRLET .

1)L

254

A HE i

AT ATIANE. ITRTOYTHTI)EAE  Poor Error Handling

') TRSBETFEA. J2EE Bad Practices: Leftover

Debug Cod
3% : Fortify Static Code AnalyzerT ebug tode

(X 2 AEITSNDETDF) HA1E
TI—XTHTIVI1)VE05E &
nFEJ.
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A—HHAF

TE8%A: DT DIAIWAR)T

1)L

24

A *E

AR HEDEIEDAVRFVARID

BUR

ID ¥ : Fortify Static Code AnalyzerT
. DT IT—RDEITAVAREVR
IDTsIVAHNE A ESNET .

IL—IL ¥ EDORIEDOLIR—EE KT HIL—

ID JUD
¥ : Fortify Static Code AnalyzerT
(X, 2T HE T EINSRTI D EA1E
J1—XTIL—JUDIAILADE A &
nxE9.

B EBEE(X Fortify@ELIEA1EEME (L

El hIT.BEENEIR FIET.

low. medium. high. critical Td

gl

R

3*1

B

i 1

a] BE

||‘$1

FEE

&

6291C6A33303ED270C269917AA8A1005

823FEO39-A7FE-4AAD-B976-
9EC53FFE4A59

priority <= low

priority < medium

impact < 0.5

likelihood <= 1.5

confidence < 1.8

probability <= 1.2

accuracy <= 1.0

VB E IANINAEAZT—RI4IAIZIE, TR I(OFERIETUA T I(<=)ZFRALET.

SRER
"TANEBTFAILOBI" T

F4IZT7A LB

=&z I ROE A lLEightBall. java U TILDRAFvUIZ&kBH AT . COHT)ILT0O
D1k &, basic/eightball T4k )R MFortify SCA_Samples_<version>.zip7—hA
JIZTEEFNTLET
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TERA: DT DI1ILE) T

ROARUK I P EREERTHHOITEITINET .

sourceanalyzer -b eightball EightBall.java sourceanalyzer -b eightball -
scan

ROFER T BHESN500BEZEZRLTVET .

[F7A138CDE5235351F6A4405BA4AD7C53 : low : Unchecked Return Value : semantic
] EightBall.java(12) : Reader.read() [6291C6A33303ED270C269917AA8A1005 :
high : Path Manipulation : dataflow ] EightBall.java(12) : ->new FileReader
(@) EightBall.java(8) : <=> (filename) EightBall.java(8) : <-
>Integer.parseInt(0->return) EightBall.java(6) : <=> (filename)
EightBall.java(4) : ->EightBall.main(@) [176CCOB182267DD538992E87EF41815F :
critical : Path Manipulation : dataflow ] EightBall.java(12) : ->new
FileReader(®) EightBall.java(6) : <=> (filename) EightBall.java(4) : -
>EightBall.main(@) [E4B3ACF92911ED6D98AAC15876739EC7 : high : Unreleased
Resource : Streams : controlflow ] EightBall.java(12) : start -> loaded :
new FileReader(...) EightBall.java(14) : loaded -> end_of _scope : end scope
: Resource leaked EightBall.java(12) : start -> loaded : new FileReader
(...) EightBall.java(12) : java.io.IOException thrown EightBall.java(12) :
loaded -> loaded : throw EightBall.java(12) : loaded -> end of scope : end
scope : Resource leaked : java.io.IOException thrown
[BBOF74FFAOFF75C9921D0093AG665BEB : low : J2EE Bad Practices : Leftover
Debug Code : structural ] EightBall.java(4)

ROWIBERITIHTAIVET7AIDBI ERITTRLET

e J2EE Bad Practice h7aVICBE E I AEE R %I N THIFR TS
o AURAVRIDIZE DNT/\RIZIEZBIRRT S
o BTEDIL—IUDMSE R SN-T—270—DR B ZHIR T 5

#This is a category to filter from scan output
J2EE Bad Practices

#This is an instance ID of a specific issue to be filtered #from scan
output
6291C6A33303ED270C269917AA8A1005

#This is a specific Rule ID that leads to the reporting of a #specific
issue in the scan output: in this case the #dataflow sink for a Path
Manipulation issue.

823FEQ39-A7FE-4AAD-B976-9EC53FFE4A59

TANANEBEINT-H DETAMTBICE. COTFRRFIE—L. test_filter.txt&l 5%
Bl CI7AIIUZBE Y IHE T

Micro Focus Fortify Static Code Analyzer (23.1.0)



dA—HHAK
TERA: DT DI1ILE) T

test_filter.txtZ7AIUIIZIIANEBZE R THI2IE. ROATNEEITLES.
sourceanalyzer -b eightball -scan -filter test filter.txt
TAIVANIBEINT-57 1 TIE ROBRIPERSNET

[176CCOB182267DD538992E87EF41815F : critical : Path Manipulation : dataflow
] EightBall.java(12) : ->new FileReader(®) EightBall.java(6) : <=>
(filename) EightBall.java(4) : ->EightBall.main(@)
[E4B3ACF92911ED6D98AAC15876739EC7 : high : Unreleased Resource : Streams :
controlflow ] EightBall.java(12) : start -> loaded : new FileReader(...)
EightBall.java(14) : loaded -> end_of _scope : end scope : Resource leaked
EightBall.java(12) : start -> loaded : new FileReader(...) EightBall.java
(12) : java.io.IOException thrown EightBall.java(12) : loaded -> loaded :
throw EightBall.java(12) : loaded -> end of _scope : end scope : Resource
leaked : java.io.IOException thrown

T4)IL3 2 yk 2L B 8 DR 41

Micro Focus Fortify Audit Workbench CYE B LTI & T TL—bh TOqLA v EERL
T - OMBERIBEZEININITEES . I I— AP I BEEERRITT 5701321y
k %3# FH 9 5 &. Fortify Static Code AnalyzerlIZMDIE & & D BB EFPRIZEZE & A A FE
Ao TNEFTOIZIE. Fortify Audit WorkbenchZzf FA L T2V ZER L. TDT4)L2
bk & ZTDT1IVEAIh HYE EN TSR E T 7L —k % F L TFortify Static Code
AnalyzerR¥¥> %&£ 1T LET . Fortify Audit Workbench To4)L2ED4 LA EE R 3%
7 3% 122U TEE LLIE. T Fortify Audit Workbencha—HA 1K %% B8 L TS,

R OFITlE. FPRAGME B ZHI bR T 5701 BTV TL—F N TI IAZER L THE A
TR EDERMGFIEICONTHRALEYS .

1. OWASP Top 102021ZfE AL . CORZEDOATIVIZH FESN-FEDAZERTT S
ELET . Fortify Audit WorkbenchT. owAsP_Filter&l 5% BT DFF LLNIoIL2 VR %
ERLET

2. Fortify Audit Workbench. owASP_FilterZ4 LAt vb R IR R IIWAEE R LET .
OWASP Top 10 2021] [CANE FNTLVELMG & (FREZIERRITTS

DI NAE BEERELT. BATITAIZSE LOWASP Top 10 20210473 )IZR
BHATYTEINLUME & (X, ThEIERRICLET . OWASP Top 10 2021 DA TIVIE
FARTIAI(A0T. A02. .... A10) TR F571=8. X FIA1%ZE F5LvAT3)IZOWASP
Top 10 2021(ZFFEHE LFEHA. CDI1ILRIZE-T. [ 78 [EFortify Audit Workbench®
Ea—IIR R ENGBLBYETH. FPRIZIETE oF=FFIHYFET .

3. Fortify Audit WorkbenchT. IR T TFL—hk FIssueTemplate.xm1ELVSE Bl DI 7AIL
[CTHZRR—FLFET
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dA—HHAK
TERA: DT DI1ILE) T

4. Fortify Static Code AnalyzerZ{E L. RDATURZEIEEL T BT I7—XTI1/LA
TUbEHEELET

sourceanalyzer -b MyProject -scan -project-template IssueTemplate.xml -
Dcom.fortify.sca.FilterSet=0WASP_Filter -f MyFilteredResults.fpr

T4)V3 vk TRIBEI1IVET e FPROYAX(FEIF SNFETH, B E . AvU i &
58 8 ShFEH A . Fortify Static Code Analyzerld. Bl EZET E L TFPRI7MILUZEZA D
MEINER| BT LR T, T3V ZIRANET . T4)L2E9b A DI1)LRIZELST. Fortify
Static Code AnalyzerHh\0—K 3% )L—ILAALTHSR FYET .
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TH#B: REZREA T IV

Fortify Static Code Analyzer{ > Ak —5Tl&. —E QT STATFAIDV AT LIZRFS
nFE3 . FO/F4T74)UZIEL. Fortify Static Code Analyzer@Z 24 L5 #r . H . XU
INIA—RURITRIE R E A REEER B AE FNTLET

ZDEHIIVTIH. ROMEYIIZDOWTERBALET .

Fortify Static Code Analyzer@ L/ ST ATZ7AIL oo 178
fortify-SCa. PrOPEItIES .. 180
fortify-sca-quickscan.properties . ... 207
fortify-rules. properties ... 210

Fortify Static Code Analyzer®7 0/ \74F71 )L

TO/TA4T74)IUE. <sca_install _dir>/Core/configTALOM IR E SN TNVET . 1>
Ab—ILENE=T /T4 T7AIUZIE. TIHILMEHE TN TULVET . Fortify TlE. 0/ 74
T7ANDTNTAEZE BT BRI, TOD IR )—F—ITH K THIENH RSN TLET
REBEZTE I7MIVNOTATAINVTHE . FEDTFRANITARATEE TEET . -0
VEFEALT. AR SAUTTUNT1ZE E 3521 TEFT .

R MDE . Fortify Static Code AnalyzerZ /T4 774 L% LE T . Fortify Static Code
Analyzer7 7)o — 30 B ENY—ILOT O/ T4 T74 JUZDWTIE. [ Fortify Static Code
Analyzer7 7 )r—=3 0B LN —)LT O N1 ) TP R AR %5 BB LTS,

TATATPAIVE & BA =

fortify- Fortify Static Code Analyzer}(g &  "fortify-sca.properties"

sca.properties HEITONTAEEELET. ~R—180

fortify-sca- Fortify Static Code Analyzer®%  "fortify-sca-

quickscan.properties  AfwHRFYUISEAINDIRIEER  quickscan.properties”
EIONT1EERLET . R—207

fortify- IW—ILDENEERTETHIRIEHR  "fortify-rules.properties”

rules.properties EJONTAEEELET. ~R—210

TANTAI71ILDRE K

TOINTAT7AIIDE TNTAIE XFEH ORTFTHEREINET . 1ZFEH OXFESH F7O/N
T4% . 2% B OXFFH XTI/ TAETT .
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A—HHAk~
T8kB: BB HREAT I

com.fortify.sca.fileextensions.htm=HTML

ERDO&SIT. TANTATIE tnTPAIILTHEASNIE MR ESINFTT . TA/NTA4 (&
com.fortify.sca.fileextensions.htmTdHY. B I[FHTMLIZER E SN TLVET .

E: Windows> AT LDNRETONTAELL T E 515 & (. /\WIRFYYaXF
)&/ YIRSV A TCIRT—T T2 ELHYFET(H:
com.fortify.sca.ASPVirtualRoots.Library=C:\\WebServer\\CustomerA\\inc),

| TNTA1IE, TOIRTATZAIDDAAUS TIORSNTUVET . ChEDT/\T1%2H
IZTBICIE AV BT @ FHIBRLTHS. TANTAI7MIWVERBFELET . ROBIT
(% TO/STAT74 )L Tcom. fortify.sca.LogFile 7O/ NTADE S THY. BIEHZE D—
B TlEHYFEA-

# default location for the log file
#tcom.fortify.sca.LogFile=${com.fortify.sca.ProjectRoot}/sca/log/sca.log

TO/NTA5% TE OE 5L IE L

Fortify Static Code AnalyzerCld. F0/\T15% E A5 E DB F THEAShFET . LLETIZEE
ELIZTONTAIE IEELIE TLEEETEET. TONTAIFAIEEE T BRIE. D
IIg R 15E B LTS,

X DF 1ZIE. Fortify Static Code Analyzer 7R/ ST DB EIEFEZRLET .

|
F o7 DEE BRA

1 AT avftE AR SAUTHRESNTONT DB EE IRES THY.
DALMY FEEDRXVYUTHEE TEFY

2  Fortify Static ¥ A VIRX N EREAE E LANILDWNT NHEIE E
Code Analyzer®  wxg4, LizpioT. ChBOTO T8 E OFF 5 FE [3E
TAVIRAXNYUIR  £o42%H .

BERE I7AIL
DAVIRAFNIIRE 5% E 774 ) fortify-sca-
quickscan.properties) T E SNf=T O/ T+ DE %k E 32
& B TEH. -quickATLav®E (T TOAYIRFYUE—R M
BERTZHOTLBE B IRoNET .

Fortify Static AX VYA E TNTATFANTIHR ESNTONNT DE L E
Code Analyzer® (2% B TY S, -scan-precisionA T3z 4 1T TRFv>
AXvUBETD BEMEMITLGSTVSIGEEIRONET.

INTAT7AIL
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A—HHAK
T8kB: BB HREAT I

-]
F AT DEE A
3 Fortify Static Fortify Static Code Analyzerz 1 5% & 774 JUfortify-

Code Analyzer  sca.properties) T ESN=TO/NTADE %X E (FHFIE T
BIREZETEI7AIN §. I RTORFYUTRYKEW IZTTONTAENEE SIS
SO CDIFAINERELFET .

F1=. Fortify Static Code Analyzerl&M &8 TT 74N E HE XS TS —F OTO/ T+
[Tk FLET

fortify-sca.properties

ROt 3> Tl fortify-sca.properties 77/ ILTE B TEA57O/\T41ZDLVTERBAL
F9 . COTO/NTAI7AIVTHE A TEBZTOM OT0/ T 412D T, "fortify-sca-
quickscan.properties" XR—207%5 B L TZE0. K TONT DR B IZIE. EDE . T
THILME . B ZE QAR R SAoAToav (B L T558). BEUHIIE FhET.

LD T IT—ADTA/NTA

R DK TR T fortify-sca.properties 77 ILDTONT & E 2 T1—X 00 H (RFF
) 7—XRITE A SNS— R ETO/NT(TY .

TOT44 E7L:)
TR
com.fortify.sca. EILRDEILRIDEEELET
Butldio EOR: XF5)
T4 (7EL)
ARVRSAoA T Ay b
com. fortify.sca. @<filename>THE B INFAXUR AU A TV I7AILDIVI—REBELET
CmdlineOptionsFileEncod  ("ZMith DA T 3" R—U 136 ). 1=EZ . COTANTAZERALT. 7
ing 232774 )L TUnicodeDI74 JVWSREIR E CTEFT . AT a—F & (&

java.nio.charset.Charset TiE #F& N TLET

3 ZFO/\Fo(Efortify-sca.properties 77 ILTHDH B % ThHY.
fortify-sca-quickscan.properites 77/ JLA2-DATL 3 ClIMRE LT
Ao

{EDE: X x5
FIHIU : WM AT LDTIAIS Toa—F 425

fl: com.fortify.sca.CmdlineOptionsFileEncoding=UTF-8
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A—HHAF
8B REREAT

/8714

com.fortify.sca.
DISabledLanguages

com.fortify.sca.
EnabledLanguages

com.fortify.sca.
ProjectRoot

Zi

com.fortify.sca.
fileextensions.java

com.fortify.sca.
fileextensions.cs

com.fortify.sca.
fileextensions.js

com.fortify.sca.
fileextensions.py

com.fortify.sca.
fileextensions.rb

com.fortify.sca.
fileextensions.aspx

~
~

g

3~

A
E}IT—AARNITHEEOINVRYIYIRNEEELEY . BMLETED

fiE [X. abap. actionscript. apex. cfml. cobol. configuration. cpp. dart.
dotnet. golang. java. javascript. jsp. kotlin. objc. php. plsql. python.
ruby. scala. sql. swift. tsql. typescript. HXUPvbTI .

EDRE: X F 5

TIHIb: (EL)

ARURSALUA T3 -disable-1anguage

ERIHEZFOIOVRYYIRLZEELES . ARG E FEDE(L. abap.
actionscript. apex. cfml. cobol. configuration. cpp. dart. dotnet.
golang. java. javascript. jsp. kotlin. objc. php. plsql. python. ruby.
scala. sql. swift. tsql. typescript. HXUVbTI .

EDR: XF75

F 4Lk com. fortify.sca.DISabledLanguages O/ T4 TEAR B IZBR 4f LT
WRY. FEE LY —AR DI RTOE BHIEBRINET .

ARVRSAA T3y -enable-1anguage

EMBIUD N I—ATERIN-R B I7AMIVERTFETHTALINIEREL
%9 . Fortify Static Code AnalyzerTlx. COTAY I DIL—k T4LIN)IZHD

FREID7ANELGERLET . BEIZEoTIE SOTALINERYNT—HIRS
AT TIFELA—HIRFL—DITER B T 5E. 73 8 D/N\T+—< A ELFET .

fE DR : 3T F 5 (/13R)

F 24Uk (Windows): ${win32.LocalAppdata}\Fortify
3E: ${win32.LocalAppdata}lx. WindowsDO—hILF7 T Jsr—ao57—4
DINTHNEERA TR H/RIEERTY

T 74Uk (Windows EL 41 ): $home/ . fortify

aARURSALA T3y -project-root

Bl com.fortify.sca.ProjectRoot=
C:\Users\<username>\AppData\Local\

EINRHEEDLBELLLGWE B OI7MIVL R FEERTIAEERELET.
B sh 12 774 )L 58 F DFE LB L. ABAP. ACTIONSCRIPT. APEX+ APEX_OBJECT.
APEX_TRIGGER. ARCHIVE. ASPNET. ASP. ASPX. BITCODE. BSP. BYTECODE. CFML.
COBOL+ CSHARP. DART+ DOCKERFILE+ GENERIC+ GO+ HOCON\ HTML. INI. JAVA.
JAVA_PROPERTIES. JAVASCRIPT. JSP. JSPX+ KOTLIN. MSIL. MXML. OBJECT. PHP.
PLSQL PYTHON. RUBY. RUBY_ERB. SCALA. SWIFT+ SWC. SWF. TLD. SQL+ TSQL-
TYPESCRIPT. VB. VB6+ VBSCRIPT. VISUAL_FORCE+ VUE. EEUXMLTT .

EOH: XFI(EMNGEESMD)

BE5E: ST 2 UAMIZDLVTIEL. fortify-sca.properties77AILES B LTS
Ly,

#i:

com.fortify.sca.fileextensions.java=JAVA
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TEB RIEH/REATY

/8714

com.fortify.sca.
fileextensions.php

E ChIEE 2 87
AR TY. TEHURL
[ZDWVTIE. Fas 5+
T7AIVES R LT
=Y

com.fortify.sca.
compilers.javac=
com.fortify.sca.
util.compilers.JavacCom
piler

com.fortify.sca.
compilers.c++=
com.fortify.sca.
util.compilers.GppCompi
ler

com.fortify.sca.
compilers.make=
com.fortify.sca.
util.compilers.Touchles
sCompiler

com.fortify.sca.
compilers.mvn=
com.fortify.sca.
util.compilers.MavenAda
pter

bz i W o= 18N A
AR TY. TEHURL
[Z2LTlE.
TOITAT7AIVES
BB L TLEELY,

com.fortify.sca.
UseAntListener

3~

A

.fortify.
.fortify.
fortify.
com.fortify.
com.fortify.
com.fortify.
com.fortify.

.fileextensions.cs=CSHARP
.fileextensions.js=TYPESCRIPT
.fileextensions.py=PYTHON
.fileextensions.swift=SWIFT
.fileextensions.razor=ASPNET
.fileextensions.php=PHP
.fileextensions.tf=HCL

oracle:<path_to_script>MEFIRELT. EBAMTETAISLTIEE TS
L TEFT . B ELIZI7MNIUL R FE— BT HT77MILA DARUR AN
A—BEADRITANDRI)T N H/ELET . CORYYT . F #h7EFortify
Static Code Analyzer77- JLOIE £E (R DA %5 BB ) &stdout| “ZE A &, &Y
EOTIR T 32 ENHYFET . LOUNDRYI—FRIRESNIEE . FEX
DUTRDFELELLZEWNE S . COT7MIUSE SN T . 0574 )UFortify Static
Code AnalyzerQZ & NEZAENFET .

i :
com.fortify.sca.fileextensions.jsp=
oracle:<path_to_script>

com
com
com.

scCa
scCa
scCa
scCa
scCa
scCa
scCa

HRABLE DA IMSEIRELET .

B DR XXF 5| (3> (3)

FTIHIb: B2 EYRRZDNTIE. fortify-sca.properties 774 LD
FCompilers]1 9 a2 %5 BB L TIEELN.

B

I'my-gccl higeca/ M5 TaHAH E%Fortify Static Code Analyzer(Z51 55
[ RDESIZLFT .

com.fortify.sca.
compilers.my-gcc=
com.fortify.sca.util.compilers.
GccCompiler

rE:

AVIMZB DEBFREEREEZTRARIAI(M)IZLT, O LL E DX F &
—HEEBHIENTEET.

clang/clang++®M®E 1T [X. gcc/g++av R & TlIHR—FShTOWEEA.
RDESITHE TE TEET . com. fortify.sca.compilers.g++=

com.fortify.sca.util.compilers.GppCompiler

truelZE% & 9% &. Fortify Static Code AnalyzerlZ&->Tar /(54T 3z
com.fortify.dev.ant.SCAListenerAVBIIENET .

B J—)UE
FIHILb: false
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com.fortify.sca.
exclude

com.fortify.sca.
InputFileEncoding

com.fortify.sca.
RegExecutable

com.fortify.sca.
xcode.TranslateAfterErr
or

A

TIN5 70IVE1DLL LR ELFET . EHOT7MUTEIOAY
(Windows)FfzEaa(Windows A SV ) TR I YES . T7/ILIEE F DELVAIC
DNVTEE LK, "I7AILETAL IR DIEE " XR—2 140588 B L TIZELN.

;¥ : Fortify Static Code AnalyzerTl&. EJLR & ORE B (CDAHZDT
A ATAAME B ENET . (REAEDIV I SELIZELR Y—ILER E TS

& COTONRTATHRE SN TLVSIE & T, O/ (FFFEILRY—ILT
B IN DT RTDHY—RT74 JLHFortify Static Code Analyzer|Z&>TZE
eI FEF . f=fZL . Fortify Static Code Analyzer®xcodebuild&S LT
MSBuild#f & Tl&-excludeZA T arhHR—k ShTLVET .

EORE: XX F 5

TIHIVL: 3

ARURSAUA T Ay -exclude

Bl : com.fortify.sca.exclude=filel.x;file2.x

Y —RI7A DI OA—R B4 T%HE E LET . Fortify Static Code AnalyzerTlZ.
ELABX TIVa—R SNV —RI7MNIEELTOD I ERF YU TEET .
TIVFI aA—TAoTEN=T0Y o/ %4 B 97 5IZ(%. Fortify Static Code
AnalyzerCi #1 12V —Aa—R J74 )LH\G: A4A FNBMR 1. T Ix—XT-
encodingA T3 EE E TH0 B HHYFET . Fortify Static Code AnalyzerT
(& SOOI aA—TFTAUTDENIR v arTRIE SN, FVDLI7M LR B ShE
ER

BE . Ia—T19847%E E LA &L Fortify Static Code AnalyzerTlET
A—T 4 INT5A—AR%E L Tjava. io. InputStreamReadera Ak S8 H\5
file.encodinghME A SN FET . — & D7 —X(ActionScript/ \—HDIF & 742 E) T
I%. Fortify Static Code Analyzer®7 74 )Lk [ZUTF-8TT .

EDR: =75

FIFIUk: (1EL)

aARVRSALA T3y -encoding
$i:

com.fortify.sca.InputFileEncoding=UTF-16

Windows7Zwb JA—ALTIE. reg.exeV AT LLA—TAUTA~D/INREEELE
9. CygwinA Hhi5Fortify Static Code Analyzera = 17 9515 & TH. Cygwinig
X Tl Windows#E X T/XRFHR E LFET . /1 \WIRTYL 1Z2 IR —T 9 515
EBlE \WORSYaFBMLET .

B DF: SLF 5 (13R)
FTIAI: reg
B

com.fortify.sca.RegExecutable=
C:\\Windows\\System32\\reg.exe

xcodebuild 7 7REXAEOLL S D& T 3—K T T L1=15 & [ZxcodebuildZy
FLRATATINE B ETIT T EINEINEIRELET . falselZRE T 5&.
xcodebuild CERUN DE T I FHARELF-RTERSP LS. BALET
13—k TFortify Static Code Analyzer2yFL XE LR hYMZ LE LET . truel=9 5L,
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& o

com.fortify.sca.
AddImpliedMethods

com.fortify.sca.
alias.Enable

com.fortify.sca.
analyzer.controlflow.En
ableTimeOut

com.fortify.sca.
BinaryName

com.fortify.sca.
DeadCodeFilter

com.fortify.sca.
DefaultAnalyzers

com.fortify.sca.
DisableDeadCodeEliminat
ion

A

Fortify Static Code Analyzer®yFL XEJLK [Z&->Txcodebuildh¥& T 3 5HI <
A ENELR TPAIILDEBRMNETEN., (HDIS—AFRAELGRY)ET
J—F 0TFortify Static Code Analyzerh¥& 7 LEd .

ZDEE FE IZE &<, ALyt Ma—K TxcodebuildhM& T L1=15 & (.
xcodebuildD#& 7 3—K . stdout. H&LUstderrBAST T7AJUIZEEAFENTT .

EDR: J—)UiE
T4k false

truelZ5% & 9% &. Fortify Static Code AnalyzerT. ## & (L&A EMNFK E LT
158 TR R AV YR BNE SN ET .

EDR: J—)E

T4k true

truelTBX E 9 8& TAUTRD MAE R ITAHVET .

EDR: J—)E

T4k true

Control Flow Analyzer@3 4 L7 b B T HDEIDEIRELET .
EDR: J—)UE

T4 true

AX YT DY —RIFPAINDTFTIhER ELET . EIRBFIZR R T E/NA1FY)
2L TENT=) —RT7A ILDHDAFYUNZE DONET .

EDE: XF 5 (/3R)

T4k (%L)

ARUR LA TS Ay -binEf=(F-binary-name

truelZ5% = 9" &. Fortify Static Code AnalyzerT. a2/ \(SI1Z&>TTvR 3—F
7/5:?._ BENBGEEDT IR I—R O EHLHIBR SN, V—RI—R IR RmEhFE
EDR: J—)LE

FI4IU: true

EIT TR M FATOAUTEIFIOVR P YIRNEIEELET . COTA/ T
DA 7B 1L, buffer. content. configuration. controlflow. dataflow.
nullptr. semantic. H&Ustructural TY .

EOR: XF75|

T COTORTAFIAAVR T IR EN TATOR T A THRF v T
RAEhEY.

ARUR A4 T3 -analyzers

TYRO—R L. B false LTl SN Bif AT—k AUk DARIK N OI—REED.
B ICETSNEVI—FTY . 2OFT0/F1Etruel 5% E 375 &. Fortify Static
Code AnalyzerCTwR I—F AW E SNT . TURI—F ORI ELI|RESIhFEE

Micro Focus Fortify Static Code Analyzer (23.1.0)



A—HHAF

TEB RIEH/REATY

/8714

com.fortify.sca.
DisableFunctionPointers

com.fortify.sca.
EnableAnalyzer

com.fortify.sca.
ExitCodelLevel

com.fortify.sca.
FilterFile

com.fortify.sca.
FilteredInstancelDs

com.fortify.sca.
hoa.Enable

com.fortify.sca.
IncludeScaModules

3~

A

Ao 112U TR I—R R OOAfth DR 55 1% (E. AT P [ZH) ZF F T 8 THOTHIR
HINFT.

EDR: J—)LE
T4k false
truel B E 9 4& AU ICE BRI ANEH ITRYET .
EDR: J—)LE
TI4ILb: false

TIHIW DT FIAFITM AT, A3 UIER T 5751 FOHhr<FE[Fany
RYPYDYAREIEE LET . COTA/ T DAH 715 {E |E. buffer. content.
configuration. controlflow. dataflow. nullptr. semantic. BXU
structuralTd .

EDR: XF35|
Fo4IR: (55L)

FIAIL DR T AR AT a %k LET . R Ta—FECOTUTADED
HEIZDLTIE "8 T a3—F" R—2164% 8 B L TFEELY.

REXDIAIINETFAIVDINREIR ELET . 35 LLIE. "I4ILET7A IUZL B[
BB R—2173%5 B LTFEEL.

fE DR STF 5 (13R)

T4k (5L)

ARURSAUA T3y -filter

TANETFANEFE R L TR T3IDOA IR G YIRNEIEELET .
EDR: XF 75|

TIAIE: (L)

$i:

com.fortify.sca.FilteredInstanceIDs=CA4E1623A2424919B98EC19FCA279FFA,
4418B3DCO72647158B3758E6183C14CD

truelZX ET5E. B R DB ITRVET.
EDR: J—)UE
T4 true

TAC O AEX P TERATAER DOEDS 13— ILEL TERIICRATYEn=-54T
SUDELR DDAV FEFAOV X P YJRFEIEELET . FEIRIDAEEFED
AXENT=-54TSVERLTLWDHELIHYET .

fEDRE: XX F 5 (EJLFID)

FI4IU: (7EL)

aATURSAUA T3 -include-modules
i

com.fortify.sca.IncludeScaModules=LibA,LibB
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com.fortify.sca.
LowSeverityCutoff

com.fortify.sca.
MaxPassthroughChainDept
h

com.fortify.sca.
MultithreadedAnalysis

com.fortify.sca.
Phase@HigherOrder.Langu
ages

com.fortify.sca.
Phase@HigherOrder.Timeo
ut.Hard

com.fortify.sca.
PrecisionLevel

com.fortify.sca.
ProjectTemplate

E&

BA

B X E O & OAHvk ATLR)VEE E LET . Fortify Static Code AnalyzerT
[F COTONRTAIFEESNELYILEREMNMEVVEEZRE LG & C8
BLET

HEDR: # B
TIHIk: 1.0

B8P U LOA FINGA—BEH NNGA—EE DTAUE NRAOREEEEL
EXE

BB
FIHI: 4

Fortify Static Code AnalyzerZz i {75 #1 E—F TEIT I H5NEINEHEELFE
ER

EDE: J—)UiE
FIHILE: true

BRAMERITISEEFDNREYYIRNERELET . BEREEL.
python. swift. ruby. javascript. 8LUtypescriptTY .

EOR: XF75|
F 24Uk : python, ruby, swift, javascript,typescript

BRAS OB R (B)EEELET. R ALTINHIRISES B, 7F
SAFIFF AR T LET

Fortify Tl A 5D B TH MBI AR GYITEDE S ICH AT, ZOF(1 LA
Tk HI R Z=H#ELET . Fortify TIX. B E RAUb D/ SRYZVAFEITY T 24
LTI DWWT OB TR E TBHESIZ IN—KRRALLTINEI TN FZA LTI &
V#I50% R<GRETHEExHENIHLET .

HEDR: # B
FIA4Ik: 2700

AXV O EFEELET . AV DEELZT 5L ETEENALELE
3. BEEL 1. 2. 3. BLUSTT,

EDR: $hiE

TIAIE: (L)

ARVRSALA T3V -scan-precision | -p
AXrUIERTEMETUIL— I7MVERELET . ChizkY. o—hLa
VEA—RADRF Y DA DT EEF TFET . FPREMicro Focus Fortify Software

Security Centerty—/\IZ7y7O—R § 515 & (&, 7I)r—aw—oavicElY
LTonMETUIL—thMERAShET.

BEDR: XF 5|

FI4IU: (7EL)

aARVR LA T3V -project -template
Bl

com.fortify.sca.ProjectTemplate=
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com.fortify.sca.
QuickScanMode

com.fortify.sca.
ScanPolicy

com.fortify.sca.
ScanScaModule

com.fortify.sca.
SuppressLowSeverity

com.fortify.sca.
ThreadCount

com.fortify.sca.
TypeInferenceFunctionTi
meout

com.fortify.sca.
TypeInferencelanguages

E&

B4
test_issuetemplate.xml

truelZ5% & 9°%&. Fortify Static Code AnalyzerTOA v IRAFX v AR ITSNE
9. Fortify Static Code AnalyzerTI&. fortify-sca.propertiesi® & 771 /LMD
K HYIZfortify-sca-quickscan.propertiesMD& E MMFERH ShFET .

fEDE: J—)LfE

TIAIE: (F’3)

ARVRSAA T3V -quick

MESINHEHFEICEEEZS FTIDIFERATEIRFrURI—FHRELE
T BMBEARAFYURYL—E L. classic. security. H&UdevopsTY .
EORE: XX F 5

TIHIUb: classic

ARVRSALUA T3y -scFEf=lE-scan-policy

truelZ5% 7 9% &. Fortify Static Code AnalyzerCZOTRY Ik DED 1—ILK
AXVUNEITEINET . ChiIZKY. & DRXFvr> Tinclude-modulesF 73w
(Ff=lFcom. fortify.sca.IncludeScaModules TA/ T 1) EELIZZDTATZIDE
JLRIDZE A TEBLIITARYFET . FEMICOVTIE, MEMBE A/ VILEER LR
FrEEDETE" XA—U154 155 B LT,

-scanAN VR SAUFATLavh g E SN TLSIE S .
ERD

EDR: J—)UE
F A4 false
aTURSAUA T3 -scan-module

truelZ5% & 95L& AFv T S =& X E DOIE L 8 AFortify Static Code
AnalyzerlZ&>TEBINET

EDR: J—)UE
T4k true

WITR T E—F DAL HEFRELET . VR DOF=DIE R FTHALUE
BEBOTVEINHDIEEIZDOH. COTUTAEEMLET . X VvUBRB O
B ORI TARENARELG S (X ERATHIALYR#HZERE LT
M REFfR R TEET

5 DAL B
T (FE A e 70wy ya7E)

1DODRE D57 T TR HERICER TEHRM(F)). OISR ELS S .
ELGAO15 & & EHIRITGYFES.

HOR: EREE
FIAIb: 60

i) *E;& %ﬁ Fﬁ d—%) Bk @ﬁ/?if,'i:”:l/l: t)] L)@'JX}‘ )]
BB S-S B0 B EIR LLET.

COTSTAIFER SNE

Ff-13f5

FREITKY. B

Micro Focus Fortify Static Code Analyzer (23.1.0)



I—HHAK

T8kB: BB HREAT I

/8714

com.fortify.sca.
TypeInferencePhase@Time
out

com.fortify.sca.
UniversalBlacklist

E&

|
fEDR: X+ 35
7%7#7LF:javascript,python,ruby,typescript

J1—X0 (FREM o) CRERIER TELAHBRE)ERELES. 0
[SRELIE A FRIHEE LGAIE & (F. FH R IZYFT .

EOR: EHE

T4 : 300

FTRTOT7 A FhoRTEHKOIOVR Y YYRN 2R ELET .
EOR: X F 5

T4 ryyparse. *

ERFXBESHFOTONTA
R DRI IR T fortify-sca.properties 77MILDT/T4E. ERFBBR O ISERAINE

EE

JO/sT1%

com.fortify.sca.
regex.Enable

com.fortify.sca.
regex.ExcludeBinaries

com.fortify.sca.
regex.MaxSize

SRER

i

truelZFRE I 5L ERKRBAMAEMITALVET.

EQH: J—)UE

TIAIUk: true

truelZFRE F5L ERRBA MDD/ AFUIT7AIHR S ShET .
EDR: J—)E

TIAIU: true

ERKRBD TRAENVENETFAIVDR K FAR(AHNANBAL)ERELE
Y. CORKIFAINHARERB ZHT7MUIE R KRB AR ShET.

EDR: #1E
FIFILE: 10

"IERR R N—U50

LIMZA 2> R0 T8/ T+
R DRI IR T fortify-sca.properties 774 ILDT/ T 4E. LIMTOZA/ 2 RISE A S

nFEy.

/8714

com.fortify.sca.
lim.Url

&t BA

LIMY—/\DAPIURLZIE ELET . COBETHFRANITAATEEFEELL
WTLIZEW. COEZEETBICE AR I/oATavz2ERALET.
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com.
lim.

com.
lim.

com.
lim.

com.
lim.

com.

lim

com

lim.

fortify.sca.
PoolName

fortify.sca.
PoolPassword

fortify.sca.
ProxyUrl

fortify.sca.
ProxyUsername

fortify.sca.

.ProxyPassword

.fortify.sca.

RequireTrustedSSLCert

&% BA

EDR: XXF75

T A (EL)

ARURSALUA TS ay: -store-1license-pool-credentials
I https://<ip_address>/LIM.REST.API

LIMSA o RT—LOA R ERELETS . COEEZTHFRANITATE ER
ELAVWTZE. COEEEE THICE. v FM0AToavaERALE
ER

EDR: XF 75
T (L)
AR SAF T ay: -store-license-pool-credentials

LIMSA o R T— LD SAT—R (BB L) 2 ELET . COEETFFRT
TARTEERELEVTEND., COEZEE I 512E. avoRSAo1T
aVEFERALET.

EDR: XF 75|

FIHIe: (L)

ARURSALUA TS A -store-1license-pool-credentials
LIMY— N\~ I AT 570F o 4—/\EEELET.
EDE: XF75|

FIHIVL: (HEL)

i

http://proxy.example.com:8080
https://proxy.example.com

ARURSALUA TS -store-1license-pool-credentials

LIMY—NIE B T5=H0T0X B R OB St Shi-a—F L 6 E
LET. COEETXIANITAATEERELGVTZEN. COEFEFET
Bzl avoRSAUAToa # A LET.

EDR: XxF5|
T4 (TEL)
AR SAUA T3 -store-license-pool-credentials

LIMY—/\HE 6 §5=00TOXL B A O S b Shi=/SRT—F %18 &
LET . COEFZTHFRNITAATEERELGEVNTEZEN. COEEZEET
BIZIE. AR SA AT EFALET.

EDR: X F 5
TIAIE: (L)
ARURSALUA T ay: -store-1license-pool-credentials

truelZEX B 974&. EBSNIEEAZE ALK B TLIMY—NNITER L L&
LIzEZ Ik BLET . COTA/\Tr&falsel B E T4 EFESNIEIAE
AZLVR B8 TLIMH—/NITHE R L L DELFEEITE F AvE—U AR TR ENTE
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com.fortify.sca.

£ EA

7.

EDH: J—)UE

T4k true

truelZER E L. LIMSA U RT—)LOE K BERHIMRFINATLDIE S .

lim.WaitForInitiallicense  Fortify Static Code AnalyzerGIELIMSA 2 RAME F Al BE [T A DEFHEL

SRER

THSE B FLIFRATYULB IR SNFET . COTO/\TrEfalsel 5% E T 5L,
LIMSA > REE 1§ TE4 L5 & [TFortify Static Code Analyzerhid 1k LE
ERD

EQR: J—)UE
T4k true

"LIMSA £V RTALYTAT" R—D139

JL—ILDT AT+

R DK TR T fortify-sca.properties Z7AIILDTAINTAIE. IL—IUELUVHRZLIL—)L)
ERulepacklSE A S ET .

Ja/\T41%

com.fortify.sca.
DefaultRulesDir

com.fortify.sca.
RulesFile

com.fortify.sca.
CustomRulesDir

com.fortify.sca.
RulesFileExtensions

‘E-g

BAH

Fortify[Ck>TIR # SN ABE B AL L—ILI7M LR REBFIER T5T1LIN)EER
ELFET.

EDR: X F 5 (/\R)

TIHIE:
${com.fortify.Core}/config/rules

HRBLI—I S TEFETAL IR VERELES . TALINIETRE T 5L TD
TALIRIA D bin&S U xml i 3k F &8 DT NTODT7AUAE HohFT

{E DR : 3XF 5 (/3R)

TIAIE: (L)

AR SAUA T3 -rules
ARBLI—ILOEREFIERATETLIMNIERELES .
{E DR : 3LF 5 (13R)

TIHIk:

${com.fortify.Core}/config/customrules

IW—=ILIF7ANDIT7A LR F DURRERELET . COURM LR FHAEENT
L\B<sca_install_dir>/Core/config/rules (Ff=lE-rulesAFL a3 TR E Shif-
TALOR DA DT7AIHE HHNET . .bindlh iR F (X ZOTO/ T DIEIZE &R
BLEIZE HONET . COTO/T DR Y Y B & AT L/SADE/AL—ET
ER

EDR: X=F 5|
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com.fortify.sca.
NoDefaultRules

com.fortify.sca.
NoDefaultIssueRules

com.fortify.sca.
NoDefaultSourceRules

com.fortity.sca.
NoDefaultSinkRules

5% B
FIAIUR . xml

truelZ5% & 5& TIAILE DIL—ILs S5 DIL—ILHO—K ShEE A. Fortify
Static Code AnalyzerTl&. BRBABE R ES BT TVDIL—ILIVIBMEINFES
ML —IUF BB ShFETA.

EQR: J—)UE
TIAI: (L)
aATVRSAUF T3 -no-default-rules

truelZER € 974 &. [ 7 DE # OIR & L7355 T 74Uk DIL—)L1 S DIL—)UHVE &)
[ZA2YZET . Fortify Static Code AnalyzerTlZ. B $ D&E) 1F #4F 8 4+ 175 /L—ILIF
BlEHmEO—REINET . Thit. hRZLDB B IL—IEE R THEEITRILE
ERD

EDE: J—)UE
FIAIUN: (L)
aARURSAUA T3 -no-default-issue-rules

truelZ5% E I5&. TIAHILE DIL—ILi DY —RI—I)LNE I TIEYET . Th
[F. HRBLDY—RI—IVEE R THEERIBET .

BT Y —RIL—IUIFE S TG YEE A
EDH: J—)LiE
TIAI: (L)
AR SAUA TS 3 -no-default-source-rules

truelZER B 5&. T4 DIL—ILiNI D I I —)UHNEM TR YET . Thid.
NARBLDL I ON—NEE R THESIRIBET.

AT O —IUEE S TR YER A

EDR: J—)UE
TIHIE: (72L)
avURSAUA T3 -no-default-sink-rules

JavaB LU Kotlinh7 0/ 37+«

R DFE IR § fortify-sca.properties 77 LD T/ T 41&. JavaFs L UKotlind—F DZE

BISERSINEYS.

To/\T1%

com.fortify.sca.
JavaClasspath

i3

JavaFfz[FKotliny —Ra—K DR M B ICE A 505X/ RERELET . EH
D/ R FEZa02(Windows) F=[Fan(Windows L 44 ) TR F1UET .

fIE DR : X F 5 (/3R)
FIHI: (L)
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com.fortify.sca.
JdkVersion

com.fortify.sca.
JavaSourcepath

com.fortify.sca.
Appserver

com.fortify.sca.
AppserverHome

com.fortify.sca.
AppserverVersion

com.fortify.sca.
JavaExtdirs

com.fortify.sca.

JavaSourcepathSearch

B

ARURFAUA T - cpFET=lE-classpath

JavaFf=(IKotlinZ # F DJavay —Ra—K D/\—2av AR ELFET S
EDR: XF 5

TIAIk:1.8

ARVRSAATL 3y - jdkFT=I&-source

AFvU|ZE ENTOVELDSR—LLY Ja—30I2fE A ShdJavaFizldKotlin

Y —RIT7AIILT1LIR DI (Windows) Ef= [T (Windows LA 4} ) X 4]
YRR ZEHRELET . V—RNRIEITANRIZEL TOET A, R IZIEITRAT7A
IVTIFGEY) —RI7AILVDME SN ET .

{EDR: X F 5 (/1 \R)
FIAIUN: (L)
aARVRSA2A TS 3y -sourcepath

JSPIFANER B T 57T Vr—ab—n\EEELET . B HE .
weblogicEf=IdwebsphereTY .

EDR: XF75

FIHIVL: (L)

AR SAUA T3 -appserver

TIVr—S3Y—\DR—LT LI JEEE LET . WeblLogicDiF & - Thlk

server/1ibE&E OTAL IR UAD/NRATT . WebSphereDig & . “hid
JspBatchCompiler RDVYTREE LTAL YN IANDINRTY

{E DR : STF 5 (13%)

TIAM: (L)

aAXURSAUA T3y -appserver-home
WebLogicFEtzI&WebSphere 7 T )r—=avY—/\D/\—2a &8 ELET S
{E DR : x5

TIHIb: (FEL)

ARVRSALUA T3 -appserver-version

WebLogic# &UWebSphere 7 71— 3o 5—/\DHIS R/ RITHE BRI 128 8B
TALINJEIRELET.

EDE: xF 5
FIAIUN: (L)
ARVRSALUA T A -extdirs

truelZ5% & 95 &. Fortify Static Code AnalyzerT. 2—4 vk 74 JVJARIZ&2T
s REIhdlavay —RIT7MIDAHDEBREINET . T LS D5 & | Fortify
Static Code AnalyzerTlEY —R/RIZE FNDETATOI7AILHE R SINFET .

EDR: J—)UE
FIAIUE: true
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8B REREAT
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com.fortify.sca.
DefaultJarsDirs

com.fortify.sca.
DecompileBytecode

com.fortify.sca.
jsp.UseSecurityManager

com.fortify.sca.
jsp.DefaultEncoding

com.fortify.sca.
jsp.LegacyDataflow

com.fortify.sca.
KotlinJvmDefault

com.fortify.sca.
ShowUnresolvedSymbols

BRER

&t BA

— R B IZE B ESNBIART7AMILDTAL IR )OI an FE-(Fanv X g1 YRR
FHRELET . IhoDTALIRIIZHBIARTFZAIUZ. HS5RISRATL 32 (-cp)
DEFITEMINET .

EDR: XXF5

T4k default_jars

truel 5% 974 &. Java/ A ha—RAE A ITHE a2/ ILEShET .
EQH: J—)UE

T4k false

truelZ5% & 975&. JSSP/IN—HYTISPEFATAIR—DvhMERA SNET
EDR: J—)E

TIHIUR: true

JSPOIVO—REEELET

{EOE: XF5(Toa—T12%)

T4k : 150-8859-1

truelZ5% & 4 5&. JSPEE DTF—4270—I251 3B I DI LA T HE HI
HY.BRHEOENFEILLET.

EQH: J—)E
TIAIR: false
ARURSAUATL 3 -1egacy-jsp-dataflow

KK HKotlinA U A—TxA RIZA 5 TLBAY YR DbefaultImpls VAN L &5
ELET. EILEIIRDESYTT .

o disable — REERF DAVIRHE ENTNAR A3 —TTA R LT,
DefaultImpls7SREHE KT HLIIFEELET -

e all — AR —JxA RIZ@IvmDefaultWithCompatibility ¥ IR At IH &=,
DefaultImplsVTREFE K3 5LIIFEELET .

e all-compatibility — A2 A—JxA RIZ @IvmDefaultWithoutCompatibility®
SERAMT AELR Y. DefaultImplsVTREE BT HLIIIEELFT .

[EDR: XF75

FI4I)UR: disable

truelZEB T 9 5&. THiani-Javay —RI7MIL TS B EN TSR B R DEA
T o4—ILR . BEUBE#N. EHORZICRTIINET.

EDR: J—)E
TIAIR: false
ATURSALUA TS ay: -show-unresolved-symbols

"Javad—F DE " R—T52
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"Kotlina—F OZE #a" R—61

Visual StudioB LUMSBuildZOY ok 70/ 57+

R DRI IR T fortify-sca.properties 77 IILDT/T4E. NETTAD O BLUVY
)a—2avDEBISERINET

T T4 E7L
WinForms. SESFENETAT v Z2HZELET
TransformDataBindings & DR - 7‘—)HIE BEU =5
WinForms.

TIAIE &l

TransformMessageloops

WinForms. WinForms.TransformDataBindings=true

TransformChangeNotificationPattern WinForms.TransformMessageloops=true
WinForms. WinForms.TransformChangeNotificationPattern=true

CollectionMutationMonitor.Label
WinForms.CollectionMutationMonitor.Label=

WinForms. WinFormsDataSource

ExtractEventHandlers
WinForms.ExtractEventHandlers=true

com.fortify.sca. FERTHIRE I~ ~DIINROEIOAVR YRR EE ELE
ASPVirtualRoots.<virtual_path> 9,

EDE: XX F 5

T4k (%L)

R

com.fortify.sca.ASPVirtualRoots.Library=
c:\\WebServer\\CustomerTwo\\Stuff
com.fortify.sca.ASPVirtualRoots.Include=
c:\\WebServer\\CustomerOne\\inc

com.fortify.sca. truelZER E95E RAXYUDASPA SR TN UDE SN 1T YET .
DisableASPExternalEntries IE DR : T—)LiE

T4k false

LRIFH
"Visual StudioZ7B =7k DZE " R—I65
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JavaScript KU TypeScriptd 70/ 7«

R DX IR T fortify-sca.properties 774 ILODTO/ T 4IL. JavaScript& LU TypeScript

O—~OE#ISEBRINET .

/8714

com.fortify.sca.
EnableDOMModeling

com.fortify.sca.
DOMModeling.tags

com.fortify.sca.
JavaScript.src.domain.whitelist

com.fortify.sca.
DisableJavascriptExtraction

com.fortify.sca.
skip.libraries.ES6

com.fortify.sca.
skip.libraries.jQuery

E&

BA

truelZ5% & 95 &. Fortify Static Code AnalyzerT. % #t 7x—Xd1(Z
HTMLZ74 JUZ&H>THE B S -DOMY)—%ET UL 3 BJavaScript
O—KR A S . DOMEE & O &8 (YRR YA~ RV T T4 DR
BREOMMEESNET . TR T50—FIC EBHAAHFEIEISEBED
JavaScripta—F #& CHTMLI7M LHYE FENTWLSIE & 1E. CDT0
INTAERRITL TSN,

¥ ZOTONTAEE T HE. EHEREANE X DA RETE AD
UFxrd.

B J—)UE

FTI4IUb: false

com.fortify.sca.EnableDOMModeling O/ \T 1% truelZE% FE L1=15
% [X. Fortify Static Code Analyzer®DOMETJLJZ& 5B 11 D
HTML2Y & Zh R Y)Y TR E TEFT .

EDR: XF75

F 24Uk body. button. div. form. iframe. input. head. html. &
Up.

B

com.fortify.sca.DOMModeling.tags=ul,1li

Fortify Static Code AnalyzerT% & 5& (MJavaScript 774 JLEX¥v>
AIF 0—R CEBEEINFF AV EB EFRELET . URLDR 1]
YRS ELTHtEEZERLET.

HOR: X F 5|
T+ (15L)

#l: com.fortify.sca.JavaScript.
src.domain.whitelist=
http://www.xyz.com|http://www.123.0rg

truelZE% € 95 &. JSP. JSPX. PHP. 8&XUHTMLI7AJUIB DA F
fifzJavaScripta—F [$ HH Sh 3. RF¥vrosnFztA-

EDR: J—)E

FTIAI: false

% 2 ShizL\JavaScriptii i 54 TSV I77/ ILDh < E =0V X 1)
YYRRERRELET . Z7MIILB ICITE R KRB EFEH TEET
com.fortify.sca.skip.libraries.jQuery7A/STAIEIZE ThDHE

T7AIVE D.min.jsEIE. jsDETIZ EFRRIT ' (-\d\.\d\.\d)?' A’
BEMIGEAINET.
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com.fortify.sca.
skip.libraries.javascript

com.fortify.sca.
skip.libraries.typescript

com.fortify.sca.
follow.imports

com.fortify.sca.
exclude.unimported.node.modules

BREH

Bl
ED3: =35
FTIAIE:

e ES6:es6-shim.min.js,system-polyfills.js,
shims_for_IE.js

e jQuery: jquery.js,jquery.min.js,
jquery-migrate.js,jquery-migrate.min.js,
jquery-ui.js,jquery-ui.min.js,
jquery.mobile.js,jquery.mobile.min.js,

jquery.color.js,jquery.color.min.js,

jquery.color.svg-names.js,
jquery.color.svg-names.min.js,
jquery.color.plus-names.js,

jquery.color.plus-names.min.js,
jquery.tools.min.js

e javascript: bootstrap.js,
bootstrap.min.js,
typescript.js,
typescriptServices.js

o typescript: typescript.d.ts,
typescriptServices.d.ts

truelZE& & 975&. importAT—hk AR [Z& b T74 )LhNavaScript
EBRICEHONET .

B J—)UE
FIHIUb: true

truelZ5% & 975 & A2 7R—bk &f-node_modulesM& H¥JavaScriptZE
BIZEHOENFET .

BEDR: J—)LE
T4k true

"JavaScript& & U TypeScripta—K OZE " R—74

PythonD7'0/\7«

R DFE IR § fortify-sca.properties 774 ILODTO/ T 41&. Pythona—K D% # (i A

SNFT,
TO/T14 £ BA
com.fortify.sca. B DA R—k T4LYR)DEIa0V X H] Y(Windows)Fi=IFanv X 4]
PythonPath Y(Windows kL #4 )UR b %45 £ LE T . Fortify Static Code AnalyzerTl&.

PythonSo 84 LY AT LTAVR—h I7/ VDR FRIZE A SNhD
PYTHONPATHIR IR £ # [$E B ShFERFA. COTT(ZERLT. B
MoAR—cTALION)ERELET .
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com.fortify.sca.
PythonVersion

com.fortify.sca.
PythonNoAutoRootCalculation

com.fortify.sca.
DjangoTemplateDirs

com.fortify.sca.
DjangoDisableAutodiscover

SRIEH

& 84

& DL : 3CF 5 (/3R

TIAIb: (%EL)

aAXURSAA T3 -python-path

Axvrg BPython) —ZAa—R DNN— 3 FEELFET . B LIEL. 28
KU3TY.

EDR: #iE

TIxIE: 2

ATURSAL2A T3> -python-version

truelZER ¥ BE. B a—ILbs S —S DA R—k (< B T 5T RTHT
OO THR T74 U3 B DI—k TALIR DB By 5 B A5 1S
B LA " R—k B BOES 1— L S —S %S 3" R—S781%8
BB LTI,

fEDRE: T—)UE
T4k false
ARURSAL2A TS as: -python-no-auto-root-calculation

Django7> 7L —hk O/ ANV X ] Y(Windows)Ef=[Zaav X £ Y
(Windows L 4% )R+ %45 E LE Y - Fortify Static Code AnalyzerTI&.
DjangoMsettings.py 771 ILAOTEMPLATE_DIRSER i€ &fF A shxt
Ao

fE DR : XX F 51| (13R)
TIHIb: (72L)
AR SA2A T3y -django-template-dirs

Fortify Static Code AnalyzerGDjangoT7L—r#B 8 LWL\ &%
BELET.

fiE D J—)UiE
T4 (L)

ARURSALUA T ay: -django-disable-autodiscover

"Pythona—K D% #" R—78

GoD7O/\ T«

R DF 7R T fortify-sca.properties 77MILDTA/T4IE. Goa—F DE B ISE A SHh

-i-d— o
T/ T14% &% BA

com.fortify.sca. | FADIHMT—HAR—ADIL—kTF4LIR)EIRELET.

GOPATH
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E&

BA

{E DR XF 5]

TIHIUk: (GOPATHY R T LIB 15 I #1)
com.fortify.sca. @ GoAVARF—ILDGFHZEHRELET
GOROOT .

{E DR XF5]

FI7#4IU: (GOROOTYU RTLIBE Z #)

com.fortify.sca. 12 £ DTAFIURLEAVIE PIYTHE E LET . directFf=FoffEiE ETHIEL
GOPROXY TEEY,

HEDR: XXF5|
FOAIb: (GOPROXYY AT LIRS 2 #4)

S RER
"God—K D% " R—86

Ruby® 70/ 7+«

RDFE IR § fortify-sca.properties 77MIILDT/ T 41E. Rubya—F DE # ISE A &
nFEy.
4% 358
com.fortify.sca.  RubyZATIVEBLTALIMIAND/IRE1DLL LIEELET .
RubyLibrarypaths fE DB 3TF 5 (/3R
FIXHIUk: (L)
aAURSAUA T3 -ruby-path

com.fortify.sca. | RubyGems®Dif i ~MD/ \RZE1DLL L ELFET . TAC I ZRF YT BgemhHE &
RubyGemPaths fFHLNTWRE A L. COEFRELET.

B DEL: STF 5 (/8R)
T4 (L)

aAXURSAUA T3y -rubygem-path

EHRFHR
"Rubyd—k OZE " R—91
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TEB RIEH/REATY

3~

COBOL®MZO/\T+«
R DX IR § fortify-sca.properties 77 IILODTO/ T4, COBOLO—K MDE #2 (S5 A

SNFEY.

/8714

com.fortify.sca.
CobolCopyDirs

com.fortify.sca.
CobolDialect

com.fortify.sca.
CobolCheckerDirectives

com.fortify.sca.
CobolLegacy

com.fortify.sca.
CobolFixedFormat

com.fortify.sca.
CobolCopyExtensions

SRIA®

&t BA

Fortify Static Code AnalyzerCAE—J w7/ IVER R T4 12U EDT1LY
F)EEIOOVR Y UELIFOAVR Y YTE ELET .

{E DR : STF 5 (13%)
TIAIE: (L)
AXVRSAVA T3y -copydirs

COBOLMA EEEELET . A E DOF ZN7Z{E (L. coBOL390FE =[EMICROFOCUST
FT. AENETIE. KXFENXFEXFILEREA-

EQR: XF 5|

T4k : COBOL390

ATURSAA T3y -dialect

12 £ DCOBOLFvATAL Y T4TZEIOOVRYYTIEELETS .
EDR: XF 75

FIHI: (L)

ARURSALUA TS A -checker-directives
truelE’R E 95E. LAY —COBOLE B MNE R ITHYET .
EDR: J—)UE

T4k false

AR SAUA T3 -cobol-1egacy

truel 25 E 975 &. B E 2 X DCOBOLAME E S ITRTHIA—R T DHS L
8 ~ 720 —Ra—F DH % F I 5 &5IFortify Static Code Analyzer|Z3g ;R &
NES(LHL —COBOLE #t D).

[EDH: J—)E

TIAIR: false

aAXURSAUA T3y -Fixed-format

12 £ OaE—T Vo074 UL sk FEEIO0VR Y YFEIFan R Y1 YT E
LES (L —COBOLZ i DA).

EQR: XF 5|

TIAIb: (72L)

ARUR SAA T3y -copy-extensions

"COBOLI—k DZE " ~X—294
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ApexDT /T4

R DRI IR § fortify-sca.properties 77 IILDTO/ T 41L. ApexH LU Visualforcea—
FOZEMITERAINETS.

T T1% &% BA

com.fortify.sca.  truelZE% 7 3 %&. Fortify Static Code AnalyzerT. .cls#lh ik F & D77/ L LT

Apex ApexZE #i AME F SAL. . componentlh ik F D774 LIS L TVisualforce % 2 M
AEnZxEy.

{EDE: J—)LiE
FTIFIUN: false

AR SAUA TSI -apex

EREH
"Salesforce Apex# & U Visualforcea—K MZE #a" K—99

PHPDZ O/ \ T«

R DF TR fortify-sca.properties 77 ILDTA/T4IEL. PHPO—F DZE B ISEA S
nFEvy.

TT14% B BA
com.fortify.sca. PHPD/N\—2av %R E LET . B 75/ \—23vDYRE [TDWLWTIE. Fortify Zk DT 7
PHPVersion RTLEHDR Fa2AUMES B LTSN,

EDE: XX F 5

ToHNE:7.4

AXVRSALUATL 3 -php-version

com.fortify.sca. | PHPOY—RI—+ZHEELET .

PHPSourceRoot DR : T—)LiE
FIAIUR: (L)
aATURSA2A TS 3> -php-source-root
EHRIER

"PHPaI—K OZ 1" R—102
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ABAPOZO/\T«
RDFITTRTTA/T+«1E. ABAPO—FDEHISERAINET.

JOs514

com.fortify.sca.
AbapDebug

com.fortify.sca.
AbapIncludes

Et BA

truelZ5% & 9% &. Fortify Static Code AnalyzerTAvtE—C%F /353 51=8HIZABAPR
T—h AV PBIEShET .

fE DR : J—)LE
FIXHIUk: (L)

Fortify Static Code AnalyzerCABAPDINCLUDE TAL T4 hM& H S f=&Z(2. 4
A ETALIM VDR R ENFET

B DEL: STF 5 (/8R)
T4 (L)

Flexd L UActionScriptdd 707 7+«

R DK TR T fortify-sca.properties 77 ILOTA/ T4, Flexds XU ActionScripta—
FOZE#ISEBINET

Ja/\T41%

com.fortify.sca.
FlexLibraries

com.fortify.sca.

FlexSdkRoot

com.fortify.sca.

FlexSourceRoots

B

M9 % 1DZ54T5)E=2a0(Windows) =[O (Windows KL 4V ) TR Y] > TR E
LET . ZOURMZIE. flex. swe. framework.swec. HEUplayerglobal. swcE e HBHW
EHHYFET(CNSITE E | Flex SDKIL—k Dframeworks/1ibsTAL IR JIZHYET).
ZOT0/ T +1E. E(ZActionScriptZ 2 iR 3 5-OIERALET.

fE DB : XF 5 (/3R)
TIAIk: (72L)
aRURSAUA T3y -Flex-1ibraries

H #h75Flex SDKDIL— DIEFF & E LET . COTHIVFIZIE, flex-config. xmlT7A
WEESTLIL—LTI—ITHIEDEENTOED ENHYET . mxmlc R T Al §E T71ILE
BELbinTAHIFEEFNTVIRLELHYET .

B DEL: SLF 5 (/8R)
TIHIk: (L)
ARURSALUATSar: -flex-sdk-root

FlexZ7O2 Ok OB MDY —ATALINJERELET . EHDOTLUMJIFEIOAY
(Windows)ZEf=[Fan(Windows UL 44 ) TR H1UET .

{E DR XF 5| (/3R)
TIAIb: (L)
aATVRSAUA T 3Y: -flex-source-root
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ColdFusion (CFML)DZ 0/ N7«
R DRI IR F fortify-sca.properties 77MILDT/ T4l CFMLO—F DZE# IS#E A &

nFEy.

/8714

com.fortify.sca.
CfmlUndefinedVariablesAreTainted

com.fortify.sca.
CaselnsensitiveFiles

com.fortify.sca.

&t BA

truelZ5% & 9°5&. Fortify Static Code AnalyzerCCFMLR—I A 0D
REBEDEHMMNFEINLODELTREINET . Chid.
register-globals-stylefifs 55 4 % &5 #] 9% Dataflow AnalyzerlZxt 975
EVNELTHRELET . 1120, COTONTAEB T L 120
W= R=CHOEBDNENLURTHE LAV R—CRA D
BERINEINHIESINET—270—DR H ITZ EESLE
ERD

EDR: J—)UiE
T4k false

truelZBR E 958 KXNFENXFER B LEWITFAIVY AT LESE
BALTHEIN. KXFENIXFELRFNEINDETFAIATLLET
AEX v Esnf=-7I)r— 3Tl CFMLIPAILDR X F EINX F
MR Bl SR YET .

EDR: J—)LE

T4 (BH)

ColdFusion7OY Uk DR—RTAL UM JEIREELET .
I DR : XX F 51 (/5R)

T4 (55L)

aARUR LA T3 -source-base-dir

R DFE IR § fortify-sca.properties 774 IILDT/\T4IE. SQLO—F DZE# ISE A &

SourceBaseDir
SHRIER
"ColdFusiona—K OZ 2" R—114
sSQLMH7 1/ T+
nFEy.
0,714 £ Y

com.fortify.sca. SQLEZEO/\JTULERTELET . H#7ESQLE 5B 21 TDfE L. pLsQL (Oracle
SqllLanguage PL/SQLMDIE & )ELUTSQL (Microsoft T-SQLMDIE &) TT .

HEOF: X=5|
FIAIU: TsoL

aAXVRSAA T3y -sql-1anguage
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SRER

"SQLDOZE " X—115

H 705+

R DFE IR $ fortify-sca.properties 77MILDTNTAIE. A HE AISERAINET .

To/sT1%

com.fortify.sca.
ResultsFile

com.fortify.sca.
Renderer

com.fortify.sca.
OutputAppend

com.fortify.sca.
ResultsAsAvailable

com.fortify.sca.
BuildLabel

com.fortify.sca.
BuildProject

&t 3

HRNEZAFINEGTFMIL,

E D& : XX F 5

T (L)

ARVRSAVFTay: -f

Bl com.fortify.sca.ResultsFile=MyResults.fpr

HARKEHRELEST. BIEE. fpr. fvdl. text. BLXVautoTI . auto
DT IAIVE TIE. -fATLav TR E SNFT7AINDT7A VL IR F (ZF DT
HAOBKXNERINET.

ENR: X=F5
T4k auto
ARV SALUATL 3y -Format

truelZ5% & 9% &. Fortify Static Code AnalyzerCEE 77 DiE R I7/ LI RN
BMEIhET.

EDE: J—)E

T AUk false

AR SAA T3 -append

truelZE% & 9% &. Fortify Static Code AnalyzerT{$ f &I 8 |24 of=#E B A

NENFET . Thik. (B A IT7MIVEER ETH=00) - AT avERE LT
12, stdoutiT W B35 & TR ILBFET .

EDHE: J—)LiE
TIHILk: false

REvoInt=7ad it OIN)VEE E LET . Fortify Static Code Analyzer
TlE SOFNIVEERShERAD, BRICEOHONFET .

EDR: X =5
FIHIUN: (L)
aATURSAUA T3 -build-1abel

AEroInf-TJA It DA R E1E E LET . Fortify Static Code AnalyzerT
(X, COARTEERAINFERAN FERICEHONFET .

{E DB 32 F 5
TIHIE: (5L)
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com.fortify.sca.
BuildVersion

com.fortify.sca.
MachineOutputMode

com.fortify.sca.
SnippetContextLines

com.fortify.sca.
FVDLDisableDescriptions

com.fortify.sca.
FVDLDisableEngineData

com.fortify.sca.

FVDLDisablelLabelEvidence

com.fortify.sca.
FVDLDisableProgramData

com.fortify.sca.
FVDLDisableSnippets

&% BA

aAYURSAUA T3 -build-project

AFvrEInfz7ad ok DIN—2 30 %18 E LET . Fortify Static Code
AnalyzerTl&. CON—2a0 B B (JERSNFELAN BRIZE HDONET .
EDRE: XF 5|

TIHIb: (L)

AYURSALATSa: -build-version

E|EAEZSIT4TITH AEF 12 R T - Fi=[FFortify Static Code
Analyzery—)LTCE A TEAR A TE ALET . RFUDETKIRE1TT
KRRETIC. AVY—ILORTOIT DT ISHLWMTEH AL T EFINIET
KRERTLET.

fEDR: J—)UE
FIHI: (ES)
aARVRSAL2ATL 3 -machine-output

FEOREICKRTI DI DITHRERELEY . TSR A L1=1T Ol {4
1285217 DI—K [TE IT& HonFET . TIAIE TIE. 5T AR R ENET .

EDR: #iE
FIFILk: 2

truelZE& & 975&. 7 47 §E B 774 JUFVDL)hisFortify Security Content®zi
BA AR S S ET S

EDR: J—)E
TIAIR: false
ARURSALUA TS ay: -fudl-no-descriptions

truelZERE 94& AR I7MIUFVDL) IS IO T—ah R ShE
ER

[EDE: J—)UE

TIAI: false

AYUR SAL2A T3 - fudl-no-enginedata

truelZBX EI4E 7 FER 771 )UFVDL) DS INILEE L ABR SF ShET .
ED®: J—)E

TIHILb: false

truelZEX € 975&. P T §E R 771 JUFVDL)hiSProgrambatatz 7 a2 H\fk 41
SNFEY.

EDR: J—)UE
FIFILk: false
aAYURSAA T3y -fvdl-no-progdata

truelZER E 945&. 73 T #E R I71JUFVDL)ASI—F R=ZRuk RS ShE
ER
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com.fortify.sca.
FVDLStylesheet

E&

B
EDR: J—)UE

TIAIb: false

ARURSAUATL 3 -fudl-no-snippets
PHERORIAI—DIGFREEELET .
{EDRE: XF 5 (/13R)

TIXI:
${com.fortify.Core}/resources/sca/fvdl2html.xsl

E/\MILEJLE 2923 (MBS)D T/ T«
R DF IR F fortify-sca.propertiesZ7AILDTO/ T4 MBST7AIUSE R SNhZE

ER

Ta/T414

com.fortify.sca.
MobileBuildSessions

com.fortify.sca.
ExtractMobileInfo

SRER

"ENAJLE LK EviT

045270/«

g&

BA

truelZE% & 9% &. Fortify Static Code AnalyzerTY—X 774 ILHAE LR £yl ar T4
LOMJIZaE—ShET .

EDE: J—)UE
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