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Preface

Preface

Contacting Micro Focus Fortify Customer Support

Visit the Support website to:

¢ Manage licenses and entitlements

¢ Create and manage technical assistance requests
¢ Browse documentation and knowledge articles

¢ Download software

¢ Explore the Community

https://www.microfocus.com/support

For More Information

For more information about Fortify software products:

https://www.microfocus.com/cyberres/application-security

About the Documentation Set

The Fortify Software documentation set contains installation, user, and deployment guides for all
Fortify Software products and components. In addition, you will find technical notes and release notes
that describe new features, known issues, and last-minute updates. You can access the latest versions
of these documents from the following Micro Focus Product Documentation website:

https://www.microfocus.com/support/documentation

To be notified of documentation updates between releases, subscribe to Fortify Product
Announcements on the Micro Focus Community:

https://community.microfocus.com/cyberres/fortify/w/fortify-product-announcements

Fortify Product Feature Videos

You can find videos that highlight Fortify products and features on the Fortify Unplugged YouTube
channel:

https://www.youtube.com/c/FortifyUnplugged
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Change Log

The following table lists changes made to this document. Revisions to this document are published
between software releases only if the changes made affect product functionality.

Software Release /

Document Version Changes

23.1.0 Updated:

Changes were made throughout this guide for the infroduction of a
separate Fortify Static Code Analyzer Applications and Tools
installer

New fields added to specify proxy information when updated
security content (see "Configuring Security Content Updates" on
page 19)

New ability to override priority value if enabled on Fortify Software
Security Center and support for custom tags that require comments
(see "Assigning Tags to Issues" on page 100)

22.2.0 Updated:

Removed the ability to save issue reports based on BIRT in Microsoft
Excel format (see "Generating Issue Reports" on page 71)

Added the Engine Priority grouping attribute, which is available for
reviewing issues in Micro Focus Fortify Software Security Center (see
"Grouping Issues" on page 89).

Added the engine priority search modifier, which is available for
searching issues in Fortify Software Security Center (see "Search

Modifiers" on page 92).

The Fortify Remediation window now displays the application
version name and includes the ability to refresh the analysis results
with Fortify Software Security Center (see "Viewing and Selecting
Issues" on page 87 and "Adding Audit Information" on page 100).

22.1.0 Updated:

New ability to import Fortify security content from your local system
(see "Updating Security Content" on page 21 and "Importing Custom
Security Content" on page 22).
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Software Release /
Document Version Changes

¢ Added additional grouping options available when you remediate
analysis results in Fortify Software Security Center (see "Grouping
Issues" on page 45).

21.2.0 Updated:

¢ Updates made for filtering the issues list and assigning users to
issues (see "Remediating Results from Fortify Software Security
Center" on page 85).
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Chapter 1: Introduction

This guide describes how to use the Fortify Extension for Visual Studio to scan and analyze your
project source code to uncover security vulnerabilities (issues), which you can then evaluate and
remediate.

This section contains the following topics:

Fortify Extension for Visual Studio ... ... 10
Fortify Security ConteNt L. 10
About Analyzing the Source Code ... 11
INStallatioN . 12
UD T ad e . 12
Related DOCUMENTS ... ..o 12

Fortify Extension for Visual Studio

The Fortify Extension for Visual Studio works with the Visual Studio integrated development
environment (IDE). The extension infegrates into the Visual Studio IDE as a software extension.

Software security analysis typically consists of the following phases:

¢ Analysis—Scan a codebase for vulnerabilities
¢ Auditing—Review the analysis results to eliminate false positives and prioritize remediation efforts

¢ Remediation—Fix and eliminate security vulnerabilities in your code

The Fortify Extension for Visual Studio uses Fortify Static Code Analyzer and Fortify Secure Coding
Rulepacks to locate security vulnerabilities in your solutions and projects (includes support for the
following languages: C/C++, C#, Visual Basic (VB.NET), and ASP.NET). The analysis results are
displayed in Visual Studio and include a list of issues uncovered, descriptions of the vulnerability type
each issue represents, and suggestions on how to fix them.

Your organization can also use the Fortify Extension for Visual Studio with Fortify Software Security
Center to manage applications and assign specific issues to developers. You can connect with Fortify
Software Security Center to review the reported vulnerabilities and implement appropriate solutions
from Visual Studio.

Fortify Security Content

Fortify Static Code Analyzer uses a knowledge base of rules to enforce secure coding standards
applicable to the codebase for static analysis. Fortify security content consists of Fortify Secure
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Coding Rulepacks and external metadata:

¢ Secure Coding Rulepacks describe general secure coding idioms for popular languages and public
APIs

¢ External metadata includes mappings from the Fortify vulnerability categories to alternative
categories (such as CWE, OWASP Top 10, and PCD

Fortify provides the ability to write custom rules that add to the functionality of Fortify Static Code
Analyzer and the Secure Coding Rulepacks. For example, you might need to enforce proprietary
security guidelines or analyze a project that uses third-party libraries or other pre-compiled binaries
that are not already covered by the Secure Coding Rulepacks. You can also customize the external
metadata to map Fortify issues to different taxonomies, such as internal application security
standards or additional compliance obligations. For instructions on how to create your own custom
rules or custom external metadata, see the Fortify Static Code Analyzer Custom Rules Guide.

If you are using collaborative auditing with Fortify Software Security Center, make sure that any
custom rules or external metadata changes are also made in Fortify Software Security Center.

Typically, you obtain the current Fortify security content when you install Fortify Static Code
Analyzer. For information about updating Fortify security content, see "Updating Security Content" on
page 21.

About Analyzing the Source Code

You analyze the source code from Visual Studio at the solution or project level. A security analysis
with Fortify Static Code Analyzer consists of the following main phases:

¢ Translate all .NET files and other existing supported files, such as T-SQL, into intermediate files

¢ Scan the intermediate files fo complete the security analysis

There are two ways to analyze your source code:

¢ Use the locally installed Fortify Static Code Analyzer to perform the entire analysis (translation and
scan phases). For information about how to configure and run the analysis locally, see "About
Scanning Locally" on page 22.

After the scan is complete, Fortify Extension for Visual Studio displays the analysis results in Visual
Studio.

¢ Use Fortify ScanCentral SAST to perform the entire analysis (franslation and scan phases) or only
the scan phase. For information about how to configure and run the analysis using Fortify
ScanCentral SAST, see "About Scanning with Fortify ScanCentral SAST" on page 27.

Note: If you use Fortify ScanCentral SAST to perform only the scan phase, then the Fortify
Extension for Visual Studio performs the translation phase using a locally installed Fortify
Static Code Analyzer.

To view the analysis results, configure the Fortify Extension for Visual Studio to upload the analysis
results to a Micro Focus Fortify Software Security Center server (see "Remediating Results from
Fortify Software Security Center" on page 85).
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Alternatively, you can use the provided job token in the Fortify ScanCentral SAST command-line
interface to retrieve the analysis results (FPR) file, and then open them in Visual Studio (see
"Opening Audit Projects" on page 80).

Installation

You install the Fortify Extension for Visual Studio by selecting the extension during the Fortify Static
Code Analyzer Applications and Tools installation (which includes Fortify Audit Workbench and other
applications). For installation instructions, see the Fortify Static Code Analyzer Applications and Tools
Guide.

During the Fortify Applications and Tools installation, make sure that you select the extension that
corresponds to the Visual Studio version installed on your system.

If you plan to scan your code from Visual Studio, make sure that you also install Fortify Static Code
Analyzer and Fortify security content. See the Fortify Static Code Analyzer User Guide for
insfructions.

Upgrades

After you install the Fortify Extension for Visual Studio, when you subsequently upgrade Fortify Static
Code Analyzer Applications and Tools and select to also install the Fortify Extension for Visual Studio,
the new version of the extension is automatically upgraded. You can upgrade Fortify Static Code
Analyzer (along with Audit Workbench and any plugins you have installed) manually or automatically
from Fortify Audit Workbench. For instructions, see the Fortify Audit Workbench User Guide.

Related Documents

This topic describes documents that provide information about Micro Focus Fortify software
products.

Note: You can find the Fortify Product Documentation at
https://www.microfocus.com/support/documentation. Most guides are available in both PDF and
HTML formats. Product help is available within the Fortify LIM product.
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All Products

The following documents provide general information for all products. Unless otherwise noted, these
documents are available on the Micro Focus Product Documentation website.

Document / File Name

About Fortify Product Software
Documentation

About_Fortify_Docs_<version>.pdf

Fortify License and Infrastructure
Manager Installation and Usage Guide

LIM_Guide_<version>.pdf

Fortify Software System
Requirements

Fortify_Sys_Reqs_<version>.pdf

Fortify Software Release Notes

FortifySW_RN_<version>.pdf

What’s New in Fortify Software
<version>

Fortify_Whats_New_<version>.pdf

Fortify ScanCentral SAST

Description

This paper provides information about how to access
Fortify product documentation.

Note: This document is included only with the
product download.

This document describes how to install, configure, and use
the Fortify License and Infrastructure Manager (LIM),
which is available for installation on a local Windows
server and as a container image on the Docker platform.

This document provides the details about the
environments and products supported for this version of
Fortify Software.

This document provides an overview of the changes made
to Fortify Software for this release and important
information not included elsewhere in the product
documentation.

This document describes the new features in Fortify
Software products.

The following document provides information about Fortify ScanCentral SAST. Unless otherwise
noted, this document is available on the Micro Focus Product Documentation website at
https://www.microfocus.com/documentation/fortify-software-security-center.

Document / File Name

Fortify ScanCentral SAST Installation,
Configuration, and Usage Guide

Micro Focus Fortify Extension for Visual Studio (23.1.0)

Description

This document provides information about how to install,
configure, and use Fortify ScanCentral SAST fo streamline

Page 13 of 103


https://www.microfocus.com/support/documentation
https://www.microfocus.com/documentation/fortify-software-security-center

User Guide
Chapter 1: Introduction

Document / File Name Description

SC_SAST _Guide_<version>.pdf the static code analysis process. It is written for anyone
who intends to install, configure, or use Fortify
ScanCentral SAST to offload the resource-intensive
translation and scanning phases of their Fortify Static
Code Analyzer process.

Fortify Software Security Center

The following document provides information about Fortify Software Security Center. Unless
otherwise noted, this document is available on the Micro Focus Product Documentation website at
https://www.microfocus.com/documentation/fortify-software-security-center.

Document / File Name Description
Fortify Software Security Center This document provides Fortify Software Security Center
User Guide users with detailed information about how to deploy and use

Software Security Center. It provides all of the information
SSC_Guide_<version>.pdf y . P ]
you need to acquire, install, configure, and use Software

Security Center.

It is intended for use by system and instance administrators,
database administrators (DBASs), enterprise security leads,
development team managers, and developers. Software
Security Center provides security team leads with a high-level
overview of the history and current status of a project.

Fortify Static Code Analyzer

The following documents provide information about Fortify Static Code Analyzer. Unless otherwise
noted, these documents are available on the Micro Focus Product Documentation website at
https://www.microfocus.com/documentation/fortify-static-code.

Document / File Name Description
Fortify Static Code Analyzer This document describes how to install and use Fortify
User Guide Static Code Analyzer to scan code on many of the major

programming platforms. It is intended for people

SCA_Guide_<version>.pdf . ) ] ]
responsible for security audits and secure coding.

Fortify Static Code Analyzer This document describes how to install Fortify Static Code
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Document / File Name

Applications and Tools Guide

SCA_Apps_Tools_<version>.pdf

Fortify Static Code Analyzer Custom
Rules Guide

SCA_Cust_Rules_Guide_<version>.zip

Fortify Audit Workbench User Guide

AWB_Guide_<version>.pdf

Fortify Plugin for Eclipse User Guide

Eclipse_Plugin_Guide_<version>.pdf

Fortify Analysis Plugin for IntelliJ
IDEA and Android Studio User Guide

IntelliJ_AnalysisPlugin_Guide_
<version>.pdf

Fortify Extension for Visual Studio
User Guide

VS_Ext_Guide_<version>.pdf

Fortify Static Code Analyzer
Applications and Tools Properties
Reference Guide

SCA_Tools_Props_Ref_<version>.pdf

Micro Focus Fortify Extension for Visual Studio (23.1.0)

Description

Analyzer applications and tools. It provides an overview of
the applications and command-line tools that enable you
to scan your code with Fortify Static Code Analyzer,
review analysis results, work with analysis results files, and
more.

This document provides the information that you need to
create custom rules for Fortify Static Code Analyzer. This
guide includes examples that apply rule-writing concepts
to real-world security issues.

Note: This document is included only with the
product download.

This document describes how to use Fortify Audit
Workbench to scan software projects and audit analysis
results. This guide also includes how to integrate with bug
trackers, produce reports, and perform collaborative
auditing.

This document provides information about how to install
and use the Fortify Complete Plugin for Eclipse.

This document describes how to install and use Fortify
Analysis Plugin for IntelliJ IDEA and Android Studio.

This document provides information about how to install
and use the Fortify extension for Visual Studio to analyze,
audit, and remediate your code to resolve security-related
issues in solutions and projects.

This document describes the properties used by Fortify
Static Code Analyzer applications and command-line tools.
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Visual Studio

Use the Fortify Extension for Visual Studio to perform Fortify Static Code Analyzer scans, review and
audit analysis results, and remediate issues in Visual Studio.

This section contains the following topics:

Working with Fortify Software Security Center ... .. 16
Configuring Security Content Updates ... ... 19
About Scanning Locally ... 22
About Scanning with Fortify ScanCentral SAST . 27
Viewing Analysis RESUITS . 33
Auditing Analysis ReSUITS ... o 56
Using Issue Templates ... 58
Configuring Custom Tags for Auditing ... 60
Creating @ Filter St oo 63
MaNaging FoOlders .. 65
Generating Analysis Results Reports ... ... 69
Working with Audit Projects L. 80
Integrating with a Bug Tracker Application . ... 82
TroUbleSOO NG oo 83

Working with Fortify Software Security Center

You need to configure a connection to Fortify Software Security Center to perform any of the
following tasks:

¢ Upload your analysis results to Fortify Software Security Center

¢ Audit applications collaboratively using Fortify Software Security Center

¢ Update your Fortify security content from Fortify Software Security Center

The following sections describe how to configure a connection to the Fortify Software Security Center
server, the different login methods and how to synchronize your work on audit projects with Fortify
Software Security Center.
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Configuring a Connection to Fortify Software Security Center

Before you can upload to or access the audit results in Micro Focus Fortify Software Security Center,
you need to configure your connection to Fortify Software Security Center.

To configure a connection to Fortify Software Security Center:
1. From the Fortify extension menu, select Options.

2. Inthe left pane, select Server Configuration.
3. Under Software Security Center, specify the Server URL for Fortify Software Security Center.

Tip: Click Test Connection to confirm that the URL is valid and you can successfully connect
to the Fortify Software Security Center server.

4. Click OK.

Logging in to Fortify Software Security Center

The first time you perform an operation that requires a connection to Fortify Software Security Center
such as uploading an audit project or opening a collaborative application, you are prompted to log in.
Before you can log in, you must have already configured the Fortify Software Security Center URL as
described in "Configuring a Connection to Fortify Software Security Center" above.

To log in to Fortify Software Security Center:

1. From the Login method list, select the login method set up for you in Fortify Software Security
Center.

B Software Security Center Credentials

Login options
Login method | Username/Password

[ ] Save login method

Username;

Password: |

OK Cancel |

2. To save your login information, select the Save login method check box.

The Fortify Extension for Visual Studio saves your login information for all future use of this
extension until you install a new Fortify Extension for Visual Studio.
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3. Depending on the login method you selected, do one of the following:

Login Method Procedure
Username/Password Type your Fortify Software Security Center user name and
password.

Authentication Token Specify the decoded value of a Fortify Software Security
Center authentication token of type ToolsConnectToken.

Note: For instructions on how to create an authentication
token from Fortify Software Security Center, see the Fortify
Software Security Center User Guide

X.509 SSO Fortify Software Security Center must be configured to use X.509
Certification-based SSO.

Note: Your certificate must be in the current user certificate
store and in the Personal store.

a. Click Browse for Certificate (=),

b. Select the certificate for the sign-on, and then click OK.

Kerberos SSO Fortify Software Security Center must be configured fo use
SPNEGO-based Kerberos authentication.

Note: Support for Kerberos SSO is limited to Windows
systems.

4. Click OK to connect to Fortify Software Security Cenfter.

Synchronizing with Fortify Software Security Center

The Fortify Extension for Visual Studio supports the ability to synchronize the local version of your
project with the corresponding application version on the Fortify Software Security Center server.
With synchronization to the server enabled, each time you load, merge, scan, or save your project
locally on your system, the extension automatically uploads your changes to the version of your
project on the server. This automatic synchronization prevents work loss during a power outage and
enables you to work locally and synchronize your work when you connect later.

If synchronization is enabled, then when you perform a scan, partial scan, save, or merge on your
project, a dialog box prompts you to specify whether you want to auto-synchronize your project with
the server.
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To change whether synchronization occurs automatically with the server:

From the Fortify extension menu, select Options.
In the left pane, select Project Configuration.

Select the Synchronization Options tab.

e

Either clear the Auto Synchronize all Projects with Server Applications check box to disable
automatic synchronization or select it to enable automatic synchronization.

You can customize which action synchronizes your local version project with the server. For instance,
you can customize so that synchronization occurs only when you merge or scan a project.

To customize the actions that trigger synchronization with the server:

From the Fortify extension menu, select Options.

In the left pane, select Project Configuration.

Select the Synchronization Options tab.

Select Auto Synchronize all Projects with Server Applications.

uo s wWN e

Select the actions to exclude from automatic synchronization, and then click OK.

Configuring Security Content Updates

You can configure the server from which to update security content and whether to have the security
content updated from a server automatically. To configure these settings, you must provide the
location of a locally installed Fortify Static Code Analyzer. You can specify the location of Fortify
Static Code Analyzer on the Security Content Management page.

To update security content from your local system (if you do not have an internet connection or a
Micro Focus Fortify Software Security Center server), see "Updating Security Content" on page 21.

To configure the server from where you will obtain security content:

1. From the Fortify extension menu, select Options.

The Options dialog box opens to the Server Configuration section.
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E Opticns

Semver Configuration

Server Corfiguration Security Content Update
Security Content Management
ScanCentral SAST Conrfiguration () Update from Software Security Center
Remediation Configuration
Project Configuration (® Update from Fortfy Update Server

Server URL:  |https://update fortify com

|

Provy Server: | | Port: | |

Usemame: | |

Password: | |
Test Connection

[ Update securty content automatically
it ey (G

Software Security Center

Server URL: |http://localhost:8180/ssc

Test Connection

Defaults

2. To update security content from your Fortify Software Security Center server:

a. Under Security Content Update, select the Update from Software Security Center check
box.

b. Under Software Security Center, specify the Server URL for Fortify Software Security
Center (for example, http://my.domain.com:8080/ssc).
3. To update security content from the Fortify Rulepack update server:

a. Under Security Content Update, seclect the Update from Fortify Update Server check box.
b. In the Server URL box, type the URL for the Fortify Rulepack update server.
c. If required, specify the proxy server, port number, and credentials for proxy authentication.

Note: When you specify the proxy settings, exclude the protocol from the proxy server
(for example, some . secureproxy.com). You must specify a proxy port number.

4. To update security content from a server automatically and with a specific frequency:

a. Under Security Content Update, select the Update security content automatically check
box.

b. In the Update Frequency (Days) box, specify how often to update Fortify security content.
See Also

"Updating Security Content" on the next page
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"Importing Custom Security Content" on the next page

Updating Security Content

To optimize the Fortify Extension for Visual Studio functionality to scan with Fortify Static Code
Analyzer, you must have up-to-date security content. You can update Fortify security content from a
configured server or from your local system.

To update security content:

1.
2.

From the Fortify extension menu, select Options.

In the left pane, select Security Content Management.

Security Content Management
ﬁ%ﬂ‘ Static Code Analyzer Path: [C:\Program Fies'\Fortfy \Fortéy_SCA_23.1.0\bin\sourceandlyy %
ScanCentral SAST Configuration
R jor) Configuration Update Security Content from Server
Project Configuration Locale: English bt Update
Update Security Cortent from Local System
Fortify Security Content Custom Security Content

Last Update: 2/23/2023 1:09 AM

% lretalled Fortify Security Content
| Main BExtemal List Mappings
installed Custom Security Content

To update security content, you must provide the location of a locally installed Fortify Static
Code Analyzer. If not already specified, do the following:

a. Click Browse to the right of Static Code Analyzer Path.
b. Navigate to the Fortify Static Code Analyzer installation folder.

The default installation folder on Windows is: C: \Program Files\Fortify\Fortify_
SCA_<version>.

c. Click OK.
To update Fortify security content from a server, do the following:
a. (Optional) From the Locale list, select the language you want for the Fortify security content.
By default, English is the selected language.
b. Click Update.
All existing security content is replaced with the Fortify security content from the server.

To update Fortify security content from your local system, under Update Security Content from
Local System, do the following:

a. Click Fortify Security Content.
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b. Navigate to a Fortify security content ZIP file, and then click Open.
6. Click OK to accept the update confirmation message.

Any existing custom security confent is unchanged.
See Also
“Importing Custom Security Content" below

"Configuring Security Content Updates" on page 19

Importing Custom Security Content

You can import custom security content to use in your scans. Fortify Extension for Visual Studio
stores custom rules in the <sca_install_dir>\Core\config\customrules folder.

Note: To import custom external metadata, you must place your external metadata file in the
<sca_install dir>\Core\config\CustomExternalMetadata folder.

To import custom rules:

1. From the Fortify extension menu, select Options.

2. In the left pane, select Security Content Management.

3. Under Update Security Content from Local System, click Custom Security Content.
The Select Security Content dialog box opens.

4. Select the custom rules files to import (*.xml and *.bin), and then click Open.
The Last Update information box reflects the imported custom security content.

About Scanning Locally

This section describes how to perform a scan of your source code on the local system. You must
provide the Fortify Extension for Visual Studio with the location of a locally installed Fortify Static
Code Analyzer. Specify the Fortify Static Code Analyzer installation folder when prompted the first
time you select Options from the Fortify extension menu. You can also specify it in Options on the
Security Content Management page.

In the analysis configuration, you can specify the SQL type, how much memory to use for the scan,
select the security content you want to use, whether you want to scan in quick scan mode, and other
advanced scanning options.

Fortify strongly recommends that you periodically update the security content, which contains Fortify
Secure Coding Rulepacks and external metadata. For information about how to update the security
content, see "Updating Security Confent" on the previous page.
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About Quick Scan Mode

Quick scan mode provides a way to quickly scan your projects for critical- and high-priority issues.
Fortify Static Code Analyzer performs the scan faster by reducing the depth of the analysis and
applying the Quick View filter set. Quick scan settings are configurable. For more details about the
configuration of quick scan mode, see the Fortify Static Code Analyzer User Guide.

Quick scans are a great way to get many applications through an assessment so that you can quickly
find issues and begin remediation. The performance improvement you get depends on the complexity
and size of the application. Although the scan is faster than a full scan, it does not provide as robust a
result set. Other issues that a quick scan cannot detect might exist in your application. Fortify
recommends that you run full scans whenever possible.

Note: By default, Fortify Software Security Center ignores uploaded scans performed in quick
scan mode. However, you can configure your Fortify Software Security Center application version
so that it processes uploaded audit projects scanned in quick scan mode. For more information,
see the analysis results processing rules in the Fortify Software Security Center User Guide.

You can use quick scan mode for scans that use a locally installed Fortify Static Code Analyzer. Audit
quick analysis results just as you audit full analysis results. To perform a quick scan, see "Configuring
Advanced Local Scan Options" on page 25.

Configuring Local Scan Options

Use the analysis configuration to customize the security content, specify the SQL type, and specify
the amount of memory Fortify Static Code Analyzer uses during a local scan. To configure these
settings, you must provide the location of a locally installed Fortify Static Code Analyzer. You can
specify the location of Fortify Static Code Analyzer on the Security Content Management page.
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To configure the analysis options:

1. From the Fortify extension menu, select Options.
2. Inthe left pane, select Project Configuration.

The Project Configuration dialog box opens to show the Analysis Configuration fab.
Project Configuration

[ ] Enable Project Specific Settings Configure Defaults ...

Analysis Configuration Advanced Scan Options Synchronization Options

Security Content

Fortify Secure Coding Rules, Core Preview, ABAP ~
Fortify Secure Coding Rules, Core, NET

Fortify Secure Coding Rules, Core, ABAP

Fortify Secure Coding Rules, Core, ActionScript 3.0

Fortify Secure Coding Rules, Core, Android

Fortify Secure Coding Rules, Core, Annotations

Fortify Secure Coding Rules, Core, Apex

Fortify Secure Coding Rules, Core, C/C++ W

3. To specify the scope of the configuration, do one of the following:
¢ To configure the settings for the projects in the open solution only, select the Enable Project
Specific Settings check box.

¢ To change the default scan configuration for all projects scanned from this Visual Studio
instance, click Configure Defaults.

4, By default, Fortify Static Code Analyzer treats SQL files as T-SQL. If your files use PL/SQL, from
the SQL Type list, select PL/SQL.

Note: The SQL Type setting notifies Fortify Static Code Analyzer about the SQL type that
the project uses. Fortify Static Code Analyzer only scans SQL code if it is included in the
project.
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5. To specify the amount of memory to use for the scan, type an integer in the Memory (MB) box.

Note: Do not allocate more than two thirds of the available physical memory.

6. To customize the security content that you want to use, clear the Use all installed security
content check box, and then select the Secure Coding Rulepacks and any specific custom
security content that you want to use.

7. Click OK.

Configuring Advanced Local Scan Options

Use the advanced scan options to enable or disable quick scan mode and customize Fortify Static
Code Analyzer translation and scan command-line options. To configure these settings, you must
provide the location of a locally installed Fortify Static Code Analyzer. You can specify the location of
Fortify Static Code Analyzer on the Security Content Management page.

To change the advanced translation and scan options:

1. From the Fortify extension menu, select Options.
2. Inthe left pane, select Project Configuration.
3. Select the Advanced Scan Options tab.

Project Configuration

Enable Project Specific Settings Corfigure Defaults ..

Analysis Corfiguration  Advanced Scan Options  Synchronization Options
[] Use Additional SCA Options

Translate:

Scan:

Local Scan Options
Build ID: | | (optional)

Merge with Previous Scan
[] Enable Quick Scan Mode

Command-Line Preview

lmachine-output b Sample 1 sln -scan £ C:\Users “AppDatatLocal\Fortify V5 16.0-21.1.005ample 1
“Scan-Sample 1.sln fpr
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4, To specify the scope of the advanced scan options, do one of the following:
¢ To configure the options for the projects in the open solution only, select Enable Project
Specific Settings.

¢ To change the default scan options for all projects scanned from this Visual Studio instance,
click Configure Defaults.

5. Select the Use Additional SCA Options check box and type Fortify Static Code Analyzer
command-line options for either the translation or scan phase.

Note: These options are also included in a Fortify ScanCentral SAST analysis.

For detailed information about the available Fortify Static Code Analyzer options and the proper
syntax, see the Fortify Static Code Analyzer User Guide.

Under Local Scan Options, the Command-Line Preview box shows the complete Fortify Static
Code Analyzer scan command line.

6. (Optional) In the Build ID box, type a build ID for the scan.
The default build ID is the name of the project or solution.

7. To disable merging the results of the next scan you run with results from the previous scan, clear
the Merge with Previous Scan check box.

By default, when you rescan a project from Visual Studio, the scan merges results from the
previous scan with the results from the new scan. This enables you to see specifically which
issues have been fixed and which issues were introduced since the earlier scan.

8. To perform a quick scan, select the Enable Quick Scan Mode check box.
For information about quick scans, see "About Quick Scan Mode" on page 23.

9. Click OK to save the advanced scan options.

Scanning Projects or Solutions Locally

Before you perform the scan, make sure that the active solution configuration is valid for the projects
loaded in the solution. If the configuration is invalid, Fortify Static Code Analyzer cannot successfully
scan the solution and a message indicating that the configuration is invalid is written to the log file.

Note: Fortify Static Code Analyzer runs scans in a Java Virtual Machine (JVM).

To scan a solution or project on the local system, start the scan in one of the following ways:

¢ To scan at the solution level, select Analyze Solution from the Fortify extension menu.

e To scan at the project level, select a project, and then select Analyze Project from the Fortify
extension menu.

After the scan has finished, the Fortify Extension for Visual Studio displays the results in the auditing
interface.
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You can now audit the analysis results in Visual Studio. For instructions, see "Auditing Issues" on
page 57. If the codebase was audited before, results from the previous audit are automatically
infegrated with the new analysis results.

By default, the analysis results are stored as an FPR file in the folder that contains the solution or
project. To save this file to a different location, select Save Audit Project As from the Fortify
extension menu.

About Scanning with Fortify ScanCentral SAST

This section describes the requirements for using Fortify ScanCentral SAST to analyze your code and
to upload the analysis results to Fortify Software Security Center. You must provide the Fortify
Extension for Visual Studio with a local Fortify Static Code Analyzer installation folder, which includes
the Fortify ScanCentral SAST client. Specify the Fortify Static Code Analyzer installation folder when
prompted the first fime you select Options from the Fortify extension menu. You can also specify it in
Options on the Security Content Management page.

With Fortify Extension for Visual Studio, you can either:

¢ Perform the entire analysis (translation and scan) with Fortify ScanCentral SAST

¢ Perform the translation locally and then automatically upload the translated project to Fortify
ScanCentral SAST for the scan phase

You must translate the project or solution locally if it uses a language that Fortify ScanCenftral
SAST does not support for remote translation. For a list of languages supported with remote
translation, see the Fortify Software System Requirements document.

Make sure that the Fortify security content version on the local system is the same as the version
on the Fortify ScanCentral sensor. Fortify strongly recommends that you periodically update the
security content. For information about how to update the security content locally, see "Updating
Security Contfent" on page 21. Use the fortifyupdate utility to update security content on the
ScanCentral sensor (see the Fortify Static Code Analyzer User Guide).

To analyze your code with Fortify ScanCentral SAST, you need the following:

¢ Alocally installed Fortify Static Code Analyzer that includes the Fortify ScanCentral SAST client.
You must have a properly configured Fortify ScanCentral SAST installation. Make sure the
configuration for the Fortify ScanCentral SAST client you use is properly authorized with a client
authenftication foken that matches the setting for the Fortify ScanCentral SAST Controller. For
more information, see the Fortify ScanCentral SAST Installation, Configuration, and Usage Guide..

¢ To connect to Fortify ScanCentral SAST, you need either:
e A ScanCenfral Controller URL

Important! If the ScanCentral Conftroller uses an SSL connection from an internal certificate
authority or a self-signed certificate, you must add the certificate to the Java Keystore for

Fortify Static Code Analyzer (in <sca_install dir>/jre/lib/security/cacerts).For
more information, see the Fortify ScanCentral SAST Installation, Configuration, and Usage

Guide.
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e A Fortify Software Security Center URL and an authentication token of type
ToolsConnectToken

To configure the Fortify Software Security Center URL, see "Configuring a Connection to Fortify

Software Security Centfer" on page 17. For instructions about how to create an authentication
token, see the Fortify Software Security Center User Guide.

Important! If Fortify Software Security Center or the ScanCentral Controller uses an SSL
connection from an internal certificate authority or a self-signed certificate, you must add
the certificate to the Java Keystore for Fortify Static Code Analyzer (in <sca_install_

dir>/jre/lib/security/cacerts). For more information, see the Fortify Software
Security Center User Guide or the Fortify ScanCentral SAST Installation, Configuration, and

Usage Guide.

To send the analysis results to a Fortify Software Security Center server, you need the following:

¢ A Fortify Software Security Center URL or a ScanCentral Conftroller that is integrated with a Fortify
Software Security Center server

Note: Fortify recommends that the Fortify Software Security Center URL configured in the
Server Configuration options matches the Fortify Software Security Center server integrated
with the ScanCentral Controller.

¢ A Fortify Software Security Center authentication token of type ToolsConnectToken

For instructions on how to create an authentication token, see the Fortify Software Security Center
User Guide.

¢ An application and application version that exists in Fortify Software Security Center

¢ Permission to access the application and application version to which you want to upload

See Also
"Configuring Fortify ScanCentral SAST Options" below
"Scanning Projects or Solutions with Fortify ScanCentral SAST" on page 30

"Advanced Scanning of Solutions with Fortify ScanCentfral SAST" on page 31

Configuring Fortify ScanCentral SAST Options

This section describes how to configure the default Fortify ScanCentral SAST options to use when
you submit a solution or project for analysis to Fortify ScanCentral SAST. You can specify the
translation type (local or remote), the Fortify Static Code Analyzer translation and scan options, the
sensor pool selection, and whether to upload analysis results to Fortify Software Security Center. To
change the analysis options and perform a scan for a specific solution, see "Advanced Scanning of
Solutions with Fortify ScanCentral SAST" on page 31. To configure these settings, you must provide
the location of a locally installed Fortify Static Code Analyzer, which includes the Fortify ScanCentral
SAST client. You can specify the location of Fortify Static Code Analyzer on the Security Content
Management page.
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To configure the Fortify ScanCentral SAST options:

1. From the Fortify extension menu, select Options.
2. Inthe left pane, select ScanCentral SAST Configuration.
3. Select Enable ScanCentral SAST Upload.

ScanCentral SAST Configuration

Enable ScanCentral SAST Upload

@ Use Controller URL O Get Controller URL from SSC

Controller URL: |
[ ] Send Scan Results to SSC

Token:

Default Translation Type: Advanced Scan Options

@ Local

O Remote

Sensor Pool:

@ Use Default
(O select Before Upload

Maotification Email:

4. To specify how to connect to Fortify ScanCentral SAST, do one of the following:

¢ Select Use Controller URL, and then in the Controller URL box, type the URL for the
ScanCentral Controller.

Example: https://<controller_host>:<port>/scancentral-ctrl

Tip: Click Test Controller Connection to confirm that the URL is valid, and the Controller
is accessible.

¢ Select Get Controller URL from SSC, and then in the Token box, paste the decoded token
value for an authentication token of type ToolsConnectToken.

Make sure that you have the Fortify Software Security Center URL that is associated with the
ScanCentral Controller provided in the Server Configuration options (see "Configuring a
Connection to Fortify Software Security Center" on page 17).

Tip: Click Test SSC Connection to confirm that the URL and token is valid and the server
is accessible.

5. To upload the analysis results to Fortify Software Security Center, select the Send Scan Results
to SSC check box.

Micro Focus Fortify Extension for Visual Studio (23.1.0) Page 29 of 103



User Guide
Chapter 2: Using the Fortify Extension for Visual Studio

10.

¢ |In the Token box, paste the decoded token value for an authentication token of type
ToolsConnectToken.

Note: If you connect to Fortify ScanCentral SAST using a Controller URL, Fortify
Extension for Visual Studio uploads analysis results to the Fortify Software Security
Center server specifically integrated with the ScanCentral Conftroller.

Under Default Translation Type, specify where to run the translation phase of the analysis by
selecting one of the following:

¢ Local—Run the translation phase on the local system and the scan phase with Fortify
ScanCentral SAST.
¢ Remote—Run the entire analysis using Fortify ScanCentral SAST.
(Optional) To specify Fortify Static Code Analyzer command-line options for the translation or
scan phase:
a. Click Advanced Scan Options.
The Project Configuration page opens to the Advanced Scan Options tab.

b. Select the Use Additional SCA Options check box and type Fortify Static Code Analyzer
command-line options for the translation or scan phase.

For detailed information about the available Fortify Static Code Analyzer options and the
proper syntax, see the Fortify Static Code Analyzer User Guide.

c. Inthe left pane, select ScanCentral SAST Configuration fo return to the Fortify ScanCentral
SAST option configuration.

Under Sensor Pool, specify whether to use the default sensor pool or be provided a list of sensor
pools to choose from when you start a scan with Fortify ScanCentral SAST.

(Optional) in the Notification Email box, type an email address to receive job status
notifications.

Click OK to save your configuration.

Scanning Projects or Solutions with Fortify ScanCentral SAST

Before you can scan your project or solution with Fortify ScanCentral SAST, you must configure the
Fortify ScanCentral SAST options as described in "Configuring Fortify ScanCentral SAST Options" on
page 28. In addition, make sure that the active solution configuration is valid for the projects loaded in
the solution. If the configuration is invalid, Fortify Static Code Analyzer cannot successfully scan the
solution and a message indicating that the configuration is invalid is written to the log file.

To scan a project or solution with Fortify ScanCentral SAST:

1.

To start the scan with Fortify ScanCentral SAST, do one of the following:
e To scan at the solution level, select ScanCentral > Upload Solution from the Fortify
extension menu.

¢ To scan at the project level, select a project and then select ScanCentral > Upload Project
from the Fortify extension menu.
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¢ To scan at the solution level with custom Fortify ScanCentral SAST options for this solution,
see "Advanced Scanning of Solutions with Fortify ScanCentral SAST" below.

2. If prompted, select the application version where you want to upload the analysis results, and
then click OK.

3. If prompted, select a sensor pool from the Select Sensor Pool dialog box, and then click OK.

B Select Sensor Pool

Mame

Complex
Default Pool
Large

Small-Medium
TeamABC
TeamxYZ

OK Cancel

To view the analysis results, you can either:

e Copy the provided job token and use it in the Fortify ScanCentral SAST command-line interface to
retrieve the analysis results (see the Fortify ScanCentral SAST Installation, Configuration, and
Usage Guide). You can then open the analysis results in the Fortify Extension for Visual Studio (see
"Opening Audit Projects" on page 80).

¢ |f you uploaded the analysis results to Fortify Software Security Center, you can check the status of
the job (and view the results) on the Fortify Software Security Center server. After the scan is
complete, you can open the analysis results in the Fortify Extension for Visual Studio (see either
"Performing a Collaborative Audit" on page 81 or "Remediating Results from Fortify Software
Security Center" on page 85).

Advanced Scanning of Solutions with Fortify ScanCentral SAST

You can customize the Fortify ScanCentral SAST scan configuration for the current solution. You can
adjust the translation type (local or remote), Fortify Static Code Analyzer options for franslation and
scan, whether to upload analysis results to Fortify Software Security Center, and the sensor pool
selection.

To run a customized scan using Fortify ScanCentral SAST:

1. From the Fortify extension menu, select ScanCentral > Advanced Scan.

Any existing Fortify ScanCentral SAST configuration options are displayed in the ScanCenftral
SAST Advanced Scan dialog box.
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B ScanCentral SAST Advanced Scan

Translation Type: ® Local () Remote
SCA Options

Translation:

Scan:

Send Scan Resulis To 55C

Sensor Pool: ® Use Default
() Select Before Upload

Scan Cancel

2. Specify where to run the franslation phase of the analysis by selecting one of the following:
¢ Local—Run the translation phase on the local system and the scan phase with Fortify
ScanCentral SAST.
¢ Remote—Run the entire analysis using Fortify ScanCentral SAST.
3. To specify Fortify Static Code Analyzer command-line options for the translation or scan phase,
under SCA Options, type command-line options for the translation and scan phase.

For detailed information about the available Fortify Static Code Analyzer options and the proper
syntax, see the Fortify Static Code Analyzer User Guide.

4. To upload the analysis results to Fortify Software Security Center, select the Send Scan Results
to SSC check box.

Important! Make sure you have configured an authentication token in the ScanCentral
SAST Configuration options (see "Configuring Fortify ScanCentral SAST Options" on
page 28).

5. Specify whether to use the default sensor pool or be prompted to select a sensor pool from a list.
6. Click Scan.

7. If prompted, select the application version where you want to upload the analysis results, and
then click OK.

8. If prompted, select a sensor pool from the Select Sensor Pool dialog box, and then click OK.
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To view the analysis results, you can either:

¢ Copy the provided job token and use it in the Fortify ScanCentral SAST command-line interface to
retrieve the analysis results (see the Fortify ScanCentral SAST Installation, Configuration, and
Usage Guide). You can then open the analysis results in Fortify Extension for Visual Studio (see
"Opening Audit Projects" on page 80).

¢ |f you uploaded the analysis results to Fortify Software Security Center, you can check the status of
the job (and view the results) on the Fortify Software Security Center server. After the scan is
complete, you can open the analysis results in Fortify Extension for Visual Studio (see either
"Performing a Collaborative Audit" on page 81 or "Remediating Results from Fortify Software
Security Center" on page 85).

Viewing Analysis Results

After a scan has been performed (or after you open an existing audit project), a summary of the
analysis results is displayed in the Analysis Results window and in the Project Summary window. The
Analysis Trace and Issue Auditing windows are open, but do not contain any information until you
select an issue from the Analysis Results window.

Window For More Information

Analysis Results = "Analysis Results Window" on the next page
Project Summary "Viewing Project Summary Information" on page 36
Analysis Trace "Analysis Trace Window" on page 37

Issue Auditing "Issue Auditing Window" on page 39
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Analysis Results Window

The Analysis Results window enables you to group, filter, and select the issues you want to audit.

Analysis Results * 0 x
oo E -
Filter Set: Security Auditor View ot

3 65 0 191 259
Critical (3)

Group by | Category w

-] Insecure Transport: Mail Transmission - [0/ 1]
-] Often Misused: Asserting Permissions - [0/ 1]
-] Open Redirect - [0/ 1]

4 b

o
Analysis Results

Filter Sets

The selected filter set contfrols which issues the Analysis Results window displays. The filter set
determines the number and types of containers (folders) and how issues are displayed.

Each project can have unique sets because the filter sets are saved in an audit project results file.

The filter sets sort the issues into Critical, High, Medium, and Low folders, based on potential
severity. All default filter sets have the same sorting mechanism.

The Fortify Extension for Visual Studio provides the following filter sets:

¢ Quick View—This is the default filter set for new projects. The Quick View filter set provides a
view only of issues in the Critical folder (these have a potentially high impact and a high likelihood
of occurring) and the High folder (these have a potentially high impact and a low likelihood of
occurring). The Quick View filter set provides a useful first look at results that enables you to
quickly address the most serious issues.

¢ Security Auditor View— This view shows all security issues detected. The Security Auditor View
filter contains no visibility filters, and therefore all issues are shown.

If you open an FPR file that contains no custom filtertemplate.xml file or if you open an FVDL file
or awebinspect.xml file, the audit project results open with the Quick View filter set selected.

For information about how to create your own filter sets, see "Creating a Filter Set" on page 63.
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Folders (Tabs)

The tabs on the Analysis Results window are called folders. You can customize the settings for the
color-coded folders. The number of folders, names, colors, and the issue list can vary between filter
sets and audit projects. For information about how to create your own folders, see "Creating a Folder"
on page 66.

Within each color-coded folder, issues are grouped into subfolders. At the end of each folder name,
enclosed in brackets, is the number of audited issues and the total number of issues in the folder. For
example, a folder with the name Command Injection - [1 / 3] indicates that one issue out of three
categorized as Command Injection has been audited.

Each folder contains a list of issues. An issue is sorted into a folder if its attributes match the folder

filter conditions. One folder in each filter set is the default folder, indicated by (default) in the
folder name. If an issue does not match any of the folder filters, the issue is listed in the default folder.

Note: To show or hide suppressed, hidden, and removed issues, select a setting from the
Visibility (=) list. For more information, see "Customizing the Issues Display" below.

Group By List

The Group By selection sorts the issue list into subfolders. The selected attribute is applied to all
visible folders. Select <none> from the Group By list to display all issues in the folder without any
grouping. The Group By settings are for the application instance. You can apply the Group By
attribute to any audit project opened with that instance of the application.

You can customize the existing groups by changing which attributes the groups are sorted by, adding
or removing the attributes to create sub-groupings, and adding your own grouping.

Customizing the Issues Display

You can customize the issues displayed in the Analysis Results window. Determine which issues it

displays by selecting an option from the Visibility(2) list in the Analysis Results toolbar.

The visibility options are as follows:

¢ Show Removed Issues—Shows all the issues you have removed or fixed. If you merged audit data
info your current audit project, shows all the issues that were removed since the previous analysis.

¢ Show Suppressed Issues—Shows all the issues that you have suppressed.

¢ Show Hidden Issues—Shows all the issues that have been hidden.

¢ Show My Issues—Shows only your issues.

¢ Use Short File Name—References the issues in the Issues view by file name only, instead of by
relative path. This option is enabled by default.
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Viewing Project Summary Information

The Project Summary window provides detailed information about the scan.

To open the Project Summary dialog box:

1. Open an audit project file (FPR, FVDL, or XML).
2. From the Fortify extension menu, select Project Summary.

[B) Project Summary ? x

Summary Certfication Build Information  Analysis Information

Build 1D Sample sin Scanned: Iiles, 26 lines of code
Code Scanned: Aprl 7, 2023 Total Issues: 3
Wamings: Mone Certification: Results Certfication Valid

Fortify Static Code Analyzer

opentext"

oK

The following table describes the information provided on the Project Summary tabs.

Tab Description
Summary Displays high-level audit project information.
Certification Displays the certification status for the analysis results. Results

certification is a check to ensure that the analysis results have not been
altered after Fortify Static Code Analyzer produced them.

Micro Focus Fortify Extension for Visual Studio (23.1.0) Page 36 of 103



User Guide
Chapter 2: Using the Fortify Extension for Visual Studio

Tab Description

Build Information Displays the following information:

¢ Build details such as the build ID, number of files scanned, lines of
code, and the date of the scan, which might be different than the
date the files were translated

e List of files scanned with file sizes and timestamps

e Libraries referenced in the scan

Analysis Information Displays the version of Fortify Static Code Analyzer that performed the
scan, details about the computer on which the scan was run, and the
user who started the scan. The Analysis Information subtabs contain
the following information:

¢ Security Content—Lists information about the Rulepacks (including
the Rulepack name, version, ID, and SKU) and the external metadata
used in the scan

¢ Properties—Displays the Fortify Static Code Analyzer configuration
properties used in the scan

¢ Commandline Arguments—Displays the command-line options
used in the scan

¢ Warnings—Lists all errors and warnings that occurred during the
scan

Analysis Trace Window

When you select an issue, the Analysis Trace window displays the trace that the analyzer used to
detect the issue.

Analysis Trace

: Settings.cs:669 - Assignment to requestUrl
2() Settings.cs:674 - Substring(this : return)
¢l Settings.cs:674 - Return

Analysis Trace
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This trace is presented in sequential order. For dataflow issues, this trace is a presentation of the path
that the tainted data follows from the source function to the sink function. For example, when you
select an issue that is related to potentially tainted dataflow, the Analysis Trace window shows the
direction of the dataflow in this section of the source code.

The Analysis Trace window uses the icons described in the following table to show how the dataflow
moves in this section of the source code or execution order.

Icon Description

Data is assigned to a field or variable

- =
2=

) Information is read from a source external to the code (HTML form, URL, and so on)
)] Data is assigned to a globally scoped field or variable
;‘; A comparison is made

¢{} The function call receives tainted data
¢," The function call returns tainted data

@-{} Passthrough, tainted data passes from one parameter to another

Note: This is typically shown as functionA(x : y) to indicate that data is transferred
from x to y. The x and y values are either:

e An argument index

®* return—The return value of a function

* this—The instance of the current object

» A specific object field or key

dach An alias is created for a memory location
& Data is read from a variable

& Data is read from a global variable

x| Tainted data is returned from a function
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Icon Description

8 A pointer is created
e A pointer is dereferenced
- The scope of a variable ends

The execution jumps

A branch is taken in the code execution

A branch is not taken in the code execution

= 2

.H Generic

Qi A runtime source, sink, or validation step
+ Taint change

The Analysis Trace window can contain inductions. Inductions provide supporting evidence for their
parent nodes. Inductions consist of:

¢ A fext node displayed in italics as a child of the trace node. This text node is expanded by default.
¢ Aninduction frace, displayed as a child of the text node.

To display the induction reference information for that induction, click it.

Issue Auditing Window

The Issue Auditing window displays detailed information about each issue on the following tabs:

¢ The Audit tab displays information about the selected issue and enables auditors to add an audit
evaluation, comments, and custom tag values.
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Audit

Analysis:

Suppress File Bug

Issue: |IUzersStorageProvider.cz: 16 Password Management:

vl'll.x

| Password in Comment
(Security Features, Structural)

Storing passwords or password details
in plain text anywhere in the system or
system code may compromise system
security in a way that cannot be easily
remedied.

Click to append
comment (Ctrl+Enter to
cave) &b

More Information
Recommendations

Output JUGLLA Diagrarmn  Details History Filters Recommendations

The following table describes the elements of the Audit tab.

Element
Issue

Analysis

<custom_tagname>

Description
Displays the issue location, which includes the file name and line number.

Lists values that the auditor can use to assess the issue. Valid values for
the Analysis tag are Not an Issue, Reliability Issue, Bad Practice,
Suspicious, and Exploitable.

Displays any custom tags if defined for the audit project.

If the audit results have been submitted to Audit Assistant in Fortify
Software Security Center, then in addition to any other custom tags, the
tab displays the following tags:

e AA_Prediction—Exploitability level that Audit Assistant assigned to
the issue. You cannot change this tag value.

¢ AA_Confidence—Confidence level from Audit Assistant for the
accuracy of its AA_Prediction value. This is a percentage, expressed in
values that range from 0.000 to 1.000. For example, a value of 0.982
indicates a confidence level of 98.2 percent. You cannot change this
tag value.

e AA_Training—Whether to include or exclude the issue from Audit
Assistant training. You can change this value.

For more information about Audit Assistant tags, see the Fortify
Software Security Center User Guide.
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Element Description
Suppress Suppresses the issue.
File Bug Provides access to a supported bug tracking system, such as Bugzilla or

Azure DevOps Server. For a list of supported bug tracking systems, see
the Fortify Software System Requirements document.

Comments Submits additional information about the issue as a comment.

Rule Information Shows information, such as the category and kingdom that describes the
issue.

More Information Opens the Details tab.

Recommendations Opens the Recommendations tab.

For information about auditing, see "Auditing Issues" on page 57.

¢ The Details tab provides a detailed description of the selected issue and offers guidelines to
address it.

Cretails * 0 X
Abstract: -

Hardcoded passwords may compromise system security in a way that cannot be easily remedied.
Explanation:

It is never a good idea to hardcode a password. Mot only does hardcoding a password allow all of the project's
developers to view the password, it also makes fixing the problem extremely difficult. After the code is in
production, the password cannot be changed without patching the software, If the account protected by the

password is compromised, the owners of the system must choose between security and availability.

Example: The following code uses a hardcoded password to create a network credential:

MetworkCredential netCred =
new MetworkCredential“scott”, “tiger”, domain); -

Output  Audit Diagrarmn JUS=IEE History  Filters  Recornmendations

The Details tab includes some or all the sections described in the following table.

Section Description
Abstract/Custom Summary of the issue, including any custom abstracts defined by your
Abstract organization.
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Section Description
Explanation/Custom Description of the conditions in which this type of issue occurs. This
Explanation includes a discussion of the vulnerability, the constructs typically

associated with