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Preface

Preface

Contacting Micro Focus Fortify Customer Support

Visit the Support website to:

e Manage licenses and entitlements

o Creatfe and manage fechnical assistance requests
o Browse documentation and knowledge articles

+ Download software

o Explore the Community

https://www.microfocus.com/support

For More Information

For more information about Fortify software products:
https://www.microfocus.com/solutions/application-security

About the Documentation Set

The Fortify Software documentation set contains installation, user, and deployment guides for all
Fortify Software products and components. In addition, you will find technical notes and release notes
that describe new features, known issues, and last-minute updates. You can access the latest versions of
these documents from the following Micro Focus Product Documentation website:

https://www.microfocus.com/support/documentation
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Change Log

The following table lists changes made to this document. Revisions to this document are published
between software releases only if the changes made affect product functionality.

Software Release /

Document Version Changes
20.1.0 / Revision 1: Updated:
January 2021

¢ "Uploading Code to Fortify on Demand for Assessment" on page 11 -
Added note about language support.

20.1.0 Initial release
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Chapter 1: Introduction

The Fortify Extension for Visual Studio Code uses Micro Focus Fortify Static Code Analyzer and Fortify
security content to uncover security vulnerabilities (issues) in your project.

The Fortify Extension for Visual Studio Code provides three ways to analyze your source code for
security vulnerabilities. The following sections describe any prerequisites for each analysis method and
the instructions for how to use it.

Analysis Method Procedure

Upload your currently opened project to Fortify | "Uploading Code fo Fortify on Demand for
on Demand for static assessment. Assessment" on page 11

Run a locally installed version of Fortify Static "Performing a Local Analysis with Fortify Static
Code Analyzer on the currently opened project. Code Analyzer" on page 12

To view the results, open the Fortify Project

Results (FPR) file in Micro Focus Fortify Audit

Workbench.

Run a remote analysis using Micro Focus Fortify = "Performing an Analysis Remotely with Fortify
ScanCentral SAST. ScanCentral SAST" on page 14

You can upload the analysis results in Micro
Focus Fortify Software Security Center.

Software Requirements

The Fortify Extension for Visual Studio Code works with the Fortify software listed in the following
table.

Software Version Notes

Micro Focus Fortify | 20.2.0or = To scan your project locally with Fortify Static Code Analyzer, you
Static Code later must either:

Analyzer
¥z e Make sure that the PATH environment variable includes the

sourceanalyzer executable

o Have the full path to the Fortify Static Code Analyzer
installation directory
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Software Version Notes

Micro Focus Fortify | 20.2.0or = To upload scan results to Fortify Software Security Center, make
Software Security later sure that you have one of the following types of Fortify
Center Software Security Center authentication tokens:

¢ ScanCentralCtrIToken - ScanCentral Conftroller token

o ClIToken - Continuous integration foken

Micro Focus Fortify | 20.2.0or = To perform a Fortify Static Code Analyzer analysis on a remote
ScanCentral SAST later system using Fortify ScanCentral SAST, make sure that you have
either:
e A ScanCentral Controller URL

o A Fortify Software Security Center URL and an authentication
token of type ScanCenftralCtriToken

Fortify ScanCentral SAST supports analysis for .NET applications
in C# and VB.NET CNET Core, .NET Standard, and ASP.NET),
ABAP, Apex, Classic ASP, ColdFusion, Java, JavaScript, PHP,
PL/SQL, Python, Ruby, T-SQL, TypeScript, and Visual Basic 6.0.

Note: Analysis of .NET projects requires .NET Framework
version 4.7.2 or later.

Fortify on Demand N/A To upload your project to Fortify on Demand for assessment,
make sure that you have:

o Fortify ScanCentral SAST standalone client installed and
included in the PATH environment variable

o Fortify on Demand credentials

Installing the Fortify Extension for Visual Studio
Code

You can install this extension on a computer running Windows, Linux, or macOS.
To install the Fortify Extension for Visual Studio Code:

o Install the Fortify Extension for Visual Studio Code from the Visual Studio Marketplace.

See the Visual Studio Code documentation for instructions about how to install an extension.
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After the extension is successfully installed, the Fortify icon J[E) is included in the VS Code activity bar.
Click this icon to see the Fortify commands in the VS Code side bar.

File Edit Selection View Go

FORTIFY: FORTIFY VIEW

F':' rti-f}"
Fortify On Demand

Static Code Analyzer

ScanCentral SAST

Related Documents

This topic describes documents that provide information about Micro Focus Fortify software products.

Note: You can find the Micro Focus Fortify Product Documentation at
https://www.microfocus.com/support/documentation.

Micro Focus Fortify ScanCentral SAST

The following document provides information about Fortify ScanCentral SAST. Unless otherwise
noted, these documents are available on the Micro Focus Product Documentation website at
https://www.microfocus.com/documentation/fortify-software-security-center.

Document / File Name Description

Micro Focus Fortify ScanCentral This document provides information about how to install,
SAST Installation, Configuration, and = configure, and use Fortify ScanCentral SAST to streamline
Usage Guide the static code analysis process. It is written for anyone who

intends to install, configure, or use Fortify ScanCentral
SC_SAST_Guide_<version>.pdf S ) ) Y .
SAST to offload the resource-intensive translation and

scanning phases of their Fortify Static Code Analyzer
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Document / File Name

Description

process.

Micro Focus Fortify Software Security Center

The following document provides information about Fortify Software Security Center. Unless otherwise
noted, these documents are available on the Micro Focus Product Documentation website at
https://www.microfocus.com/documentation/fortify-software-security-center.

Document / File Name

Micro Focus Fortify Software Security
Center User Guide

SSC_Guide_<version>.pdf

Description

This document provides Fortify Software Security Center
users with detailed information about how to deploy and
use Software Security Center. It provides all of the
information you need to acquire, install, configure, and use
Software Security Center.

It is intended for use by system and instance
administrators, database administrators (DBAS), enterprise
security leads, development team managers, and
developers. Software Security Center provides security
team leads with a high-level overview of the history and
current status of a project.

Micro Focus Fortify Static Code Analyzer

The following documents provide information about Fortify Static Code Analyzer. Unless otherwise
noted, these documents are available on the Micro Focus Product Documentation website at
https://www.microfocus.com/documentation/fortify-static-code.

Document / File Name

Micro Focus Fortify Static Code
Analyzer User Guide

SCA_Guide_<version>.pdf

Description

This document describes how to install and use Fortify
Static Code Analyzer to scan code on many of the major
programming platforms. It is intended for people
responsible for security audits and secure coding.
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Document / File Name Description
Micro Focus Fortify Static Code This document provides the information that you need to
Analyzer Custom Rules Guide create custom rules for Fortify Static Code Analyzer. This

. ) . uide includes examples that apply rule-writing concepts to
SCA_Cust_Rules_Guide_<version>.zip 9 o P PPY 9 P
real-world security issues.

Note: This document is included only with the product
download.
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Chapter 2: Using Fortify Extension for Visual
Studio Code

This section contains the following topics:

Uploading Code to Fortify on Demand for Assessment ... .. . . 11
Performing a Local Analysis with Fortify Static Code Analyzer ... . ... ... 12
Performing an Analysis Remotely with Fortify ScanCentral SAST ... . 14

Uploading Code to Fortify on Demand for

Assessment

Note: The Fortify on Demand task supports packaging of JavaScript and TypeScript projects for

scanning.

You need to have the standalone Fortify ScanCentral SAST client on the system where Fortify
Extension for Visual Studio Code is installed to upload code to Fortify on Demand. You can obtain the
Fortify ScanCentral SAST client from the Fortify on Demand Tools page. For instructions on using the
Fortify ScanCentral SAST client, see the README file is stored inside the zip file.

To upload the opened project to Fortify on Demand for assessment:

O

If the extension is not open, click Forﬁfy(.r[_i) in the activity bar.

Click Fortify on Demand in the VS Code side bar.

From the API root URL list, fype your data center's APl root URL.

(Optional) Select the Use proxy check box to connect through a proxy and provide the settings

described in the following table.

Field

Proxy host
Proxy port
Use HTTPS

Use proxy
credentials

Description

Type the URL of the proxy server.

Type the port of the proxy server.

Select the check box to connect using HTTPS.

Select the check box if the proxy server requires authentication. Type the
account credentials on the proxy server.

5. Select an authentication method and provide the relevant credentials described in the following
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fable.

Authentication Method Procedure

API credentials a. Inthe Key box, type the API key.
b. Inthe Secret box, type the APl secret.

User credentials a. Inthe Username box, type the account username.
b. Inthe Password box, type the account password.
¢. Inthe Tenant ID box, type the tenant ID.

Personal access token a. Inthe Username box, type the account username.

b. Inthe Secret box, type the personal access token.

¢. Inthe Tenant ID box, type the tenant ID.

6. In the Release ID box, type the Fortify on Demand release ID.

Note: The release must have saved scan settings in the portal in order for the release ID fo be
used as a token.

7. From the Entitlement preference box, select the entitlement preference. If multiple entitlements
are available, the scan will use the oldest entitlement. If the release has an active subscription, the
scan will use the active subscription.

8. Select Purchase entitlement to purchase an entitlement if none is available for the specified
entitlement preference. If the purchase entitlements feature is not enabled for the tenant, the
Fortify Extension for Visual Studio Code log will display an error message.

9. Fromthe Remediation preference list, select whether to run the scan as a remediation scan.

10. Fromthe Action for In-Progress scan list, select the action to take if the release has an in-
progress scan:

o DoNotStartScan—Do noft start a new scan and fail the task

o CancellnProgressScan—Cancel the scan in progress and start a new scan (if the scan in
progress can be automatically canceled)

o Queue—Queue the scan (if the scan queue limit has been reached, the scan will be canceled)

11. Click Upload.

If the project is successfully uploaded, the Fortify Extension for Visual Studio Code log displays a
200 OK status code and the scan ID. The Fortify on Demand Scans pages display a new scan for
the release.

Performing a Local Analysis with Fortify Static Code
Analyzer

You must have Fortify Static Code Analyzer locally installed.
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To scan the opened project with Fortify Static Code Analyzer:

1. If the extension is not open, click Fortify (E) in the activity bar.
2. Click Static Code Analyzer in the VS Code side bar.

3. Inthe Static Code Analyzer executable path box, type the path to the Fortify Static Code
Analyzer executable or click Browse to find the file on your system.

Type sourceanalyzer to use the executable that is in the PATH environment variable. This is the
default.

4. In the Build ID box, type a unique identifier for the analysis.

5. (Optional) In the Scan results location (FPR) box, type a name for the Fortify results file (for
example, MyProjectA. fpr).
If you do not provide a results file name, then Fortify Extension for Visual Studio Code uses the
name of the current project folder for the FPR file and saves the FPR in the current project folder.

Note: If you do not specify a path for the FPR, then the FPR is saved in the
C:\Users\<username>\AppData\Local\Programs\Microsoft VS Code directory.

6. (Optional) To specify a custom location for the Fortify Static Code Analyzer log file, type a file
name (or a full path) in the Log location box.

By default, the Fortify Extension for Visual Studio Code saves the log file in the following location:

e Windows: C:\Users\<user>\AppData\Local\Fortify\sca<version>\log

e Non-Windows: $HOME/ . fortify/sca<version>/log

where <version> is the version of Fortify Static Code Analyzer that you are using.
7. (Optional) To add additional Fortify Static Code Analyzer translation options:

a. Select the Add SCA translation options check box.

b. Type Fortify Static Code Analyzer translation options.

See the Micro Focus Fortify Static Code Analyzer User Guide in Fortify Static Code Analyzer
and Tools Soffware Documentation for detailed information about the available translation
options.

8. (Optional) To add additional Fortify Static Code Analyzer scan options:
a. Select the Add SCA scan options check box.
b. Type Fortify Static Code Analyzer scan options.

See the Micro Focus Fortify Static Code Analyzer User Guide in Fortify Static Code Analyzer
and Tools Software Documentation for detailed information about the available scan options.

9. To download Fortify security content before the scan, select the Update security content check
box.

If you are using a different Fortify Rulepack update server other than

https://update.fortify.com or if you require proxy information for the connection, you

must use the Fortify Static Code Analyzer post-install tool (scapostinstall) to configure this
information before you can update Fortify security content. See the Micro Focus Fortify Static

Code Analyzer User Guide in Fortify Static Code Analyzer and Tools Software Documentation for
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more information.
10. Click Scan.

When the scan is complete, Fortify Extension for Visual Studio Code displays the FPR pathin an
information message.

O Add SCA scan options

O update security content

(i) FPR path: my_proj_scan.fpr

Source: Fortify-Extension-for-V5-Code (Extension)

(i) Execution of sourceanalyzer -b myProj -scan -Dcom.fortify.sca.hoa.Ena...

_ Execution of sourceanalyzer -b myProj “c\Users\ysmith\MyProjects\jav...

You can:

o View the scan results in Fortify Audit Workbench by clicking OPEN to the right of Scan results
location (FPR).

« Open the log file by clicking OPEN to the right of Log location.

Performing an Analysis Remotely with Fortify
ScanCentral SAST

You must have a properly configured Fortify ScanCentral SAST installation. For more information, see
the Micro Focus Fortify ScanCentral Installation, Configuration, and Usage Guide in Fortify Software
Security Software Documentation. If you are using a standalone ScanCentral client, make sure the
JAVA_HOME environment variable is set to root directory of your JRE/JDK installation. For example:

JAVA_HOME=C:\openjdk\zulu-jdk8.0.202.
To upload the opened project for analysis by Fortify ScanCentral SAST:

1. If the extension is not open, click Fortify (E) in the activity bar.
2. Click ScanCentral SAST in the VS Code side bar.

3. In the ScanCentral executable location box, type the path to the Fortify ScanCentral
SAST executable or click Browse to find the file on your system.

The standalone Fortify ScanCentral SAST client can be installed anywhere on your system. By
default, Fortify Extension for Visual Studio Code looks for the Fortify ScanCentral SAST
executable in the Fortify Static Code Analyzer installation in <sca_install _dir>/bin directory.

4. Under Controller connection, select how you want to connect to Fortify ScanCentral SAST. Do
one of the following:
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o Select the Controller URL check box and then in the Controller URL box, type the ScanCentral
Conftroller URL.

The format for the ScanCentral Controller URL is: <protocol>://<controller_
host>:<port>/scancentral-ctrl (for example:
https://myControllerHost.com:8443/scancentral-ctrl).

o Select the SSC URL check box, and then provide the following:
i. Inthe Software Security Center URL box, type the server URL.

The format for the Fortify Software Security Center URL is:

<protocol>://<ssc_host>:<port>/ssc (for example:
http://my.domain.com:8080/ssc).

i. Inthe Use Controller token box, paste the decoded value for a Fortify Software Security
Center authentication token of type ScanCenftralCtrlToken.

5. (Optional) In the Notification email box, type an email address to which the ScanCentral
Controller will send job status nofifications.
6. (Optional) To upload the scan results to Fortify Software Security Center:
a. Select the Upload scan results to Software Security Center check box.
b. Specify an existing application name and application version.
c. Do one of the following:

o If you are using the Fortify Software Security Center URL for the controller connection,
select the Use Controller token check box.

o Inthe Continuous integration token box, paste the decoded value for a Fortify
Software Security Center authentication token of type ClToken.

7. (Optional) To specify additional Fortify Static Code Analyzer translation or scan options. select the
Additional options check box and type any translation and scan options you want to include.

See the Micro Focus Fortify Static Code Analyzer User Guide in Fortify Static Code Analyzer and
Tools Software Documentation for detailed information about the available translation and scan
options.

8. (Optional) To specify a custom location for the Fortify Static Code Analyzer log file, type a file
name (or a full path) in the Log location box.

By default, the Fortify Extension for Visual Studio Code saves the log file in the following location:
e Windows: C:\Users\<user>\AppData\Local\Fortify\scancentralllog
e Non-Windows: $HOME/ . fortify/scancentral/log

where <version> is the version of Fortify Static Code Analyzer that you are using.
9. Click Scan.

When the scan request to Fortify ScanCentral SAST is complete, Fortify Extension for Visual Studio
Code displays the status in an information message.

You can:

o View the scan results on Fortify Software Security Center if you uploaded them to the server.

¢ Open the log file by clicking OPEN to the right of Log location.
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Send Documentation Feedback

If you have comments about this document, you can contact the documentation team by email.

Note: If you are experiencing a technical issue with our product, do not email the documentation
team. Instead, contact Micro Focus Fortify Customer Support at
https://www.microfocus.com/support so they can assist you.

If an email client is configured on this computer, click the link above to contact the documentation team
and an email window opens with the following information in the subject line:

Feedback on User Guide (Fortify Extension for Visual Studio Code 20.1.0)
Just add your feedback to the email and click send.

If no email client is available, copy the information above to a new message in a web mail client, and send
your feedback to FortifyDocTeam@microfocus.com.

We appreciate your feedback!
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