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WebiE &R BXUEL & M #l (Crawl and Audit Details) ............................... 370
T = 3 371
SSL/TLSTARAJUSSLITLS ProtocolS) ......ooomeeee e 372
AR T B 373
AEXv DM (Scan Details) ..o 373
Web E 3R DR Ml 375
AR R B 1 JavaS Pt o 379
JaAVAS P DR B oo 379
AREUER T D VIR 381
YOI RAINTA—< 2 A(Requestor Performance) ..., 381
YOI RAER TE (Requestor Setings) ... 382
ORI TAETADIE K A& H Shi=15 & ITRFv %= 1k 975(Stop Scan if
Loss of Connectivity Detected) ... ... 383
AR T YA BRI . 384
BRN F R E B T 7 I R F 385
B A MIME A T 385
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M OB N AE B B R 385
R RO 386
B DB O 386
A R T B AT R AR 388
B AT AR AN B T O A 388
A ST R A DB O 389
N A DR B R B PR 389
AR B T HT TP AT 389
A A e 390
CO R 394
ORI UM 394
CRSFR— O B 395
Fortify Weblnspect CODCSRFER B/ DB It . 395
ARXVUER TE DRALINGA= 395
URLDE 0 R e 396
RESTIUI R e 396
AFv B I2{E B SN TULVELYIL—ILDE 81 —KR %F %1129 %(Enable
automatic seeding of rules that were not used during scan) .................... 397
URL/ASA—A2MD% T LT a—K (Double Encode URL Parameters) .......... 398
INRRI S D RING A e 398
INRET AN DT B e 399
I A T B R 399
FARR)AGTU—RTRIVE e 400
TU—RRINAEERTAM R 401
B DI DDURLIZ— 3 3a & 401
AR R T 24 U 401
A A e 402
F—T)—DERBIVEBRD=ODIL—ILOE 402
AR B T I e 403
B D AT N D A= e 403
ARBLANVEDIE DN o 404
ARBLANSTDEN e 404
ARZLDYXR—DB I 404
ARBLDVXR—DBIN o 404
AN R T . T e 405
A A e 405
A B T BB B 407

AXrU(ZIE vk 7—9E8 5 Hwh E (Scan Requires Network Authentication) 407
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BRI AR 407
R A B IR 407
DA TN BB 408
Weblnspecty—)LA OTOF R B I7AIDERE 409
/0% 5E ZF ¥ (29 5(Enable Macro Validation) ... 409
TA—LFREE 2T 1> <o0%E A 9 45(Use a login macro for forms
authentication) ... L 410
A AR IO A= 410
L E)<w/0%FE B 95(Use astartup macro) ... 410
TILFA—HOT A (Multi-user Loginy ... 411
ARFVUERTE TPV DB 412
A T o 412
AR R T TR L 414
TR = B 414
TR O R R e 414
R — DA T R—b 414
TR ) — DB R 415
AEVURR T A— YT Db 415
TATIFANEES I XFH 415
T T A R TR T oo 416
B T WD E B B T oo 417
WebtR B B B - U T 417
BESR ) 8 Al F OB D0 417
WebIE R EE TE - U =R e 417
R T &l 418
INB— R =R DR R e 418
D OMAR = R D T e 418
TA—LToa0 ROVITE A~ . BXVRBAIV— 423
M DA T a 424
) — R T D BB 425
WebfR B B8 T - vl 3 bRy 425
RN FAE B 3 o7 I R F 425
BRNAEB TET7AIWL R F OB 425
B A MIME A T 426
BRSY TAMIMEZA TDB I e 426
M BRI AE B BB . 426
T AN DR E D R 426
RN AE B B DB 427
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B 8 B B B T 430

BB Ul as BRI 430

RN FEAE B 3 o7 IR R F 430

BRNAEB TEI7MILRERF OB 430

BR A MIME A T 431

BRSY TAMIMEZA TDB N e 431

M DB R N AE B B 2 431

T DB E D R 431

RN AE B B DB 432

e s = ) N 434

R T, A 434

BROY G B/INTA—RDB NN 434

& 4% vF—(Excluded COOKIES) ... ..o 434

B DU — D R 435

B& 5% AR (Excluded Headers) ... 435

B T DAY DR It 435

B B A DI T A 436

B B AR T BB I 436

B DIE R R B 8 e 437

B BRTE MBI TAIVRIT e 437

BEBE T T A B O e 438

AR e S8t DU e 438

B B A T ARV R 438

A= R D N 439

HTTPIG & TIE 8 X I8 #{# A 9 5(Use regular expressions on HTTP

PO S PONS S ) 439
Y—I\TFIAYFOT4 ATV EEERL YT JEE R $5H(Use

server analyzer fingerprinting and request sampling) ............................. 439
HRA LY —IN[FTI)r—32534 TDE £ (Custom server/application type

defiNitioONS ) ..o 439

B0 T T A B T oo e 441

T = a B B B 441

B (GeNeral) (o 441

WeblInspect Agent . 444

T )T = A B T TN e 445

AXrULR—h RN = D B R e 445

SQL ServerT—3R—RYF M L 445

SQL Server Standard EditioNDER T ...oooooom e 445
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A g TR O B T 446
Site ExplorerFl DAXY U T—3DVE R 446
T )T — A T TAL T e 447
Fortify Weblnspect 771 JLO R F G AT D BB 447
T T —a B B A R 447
A R EE T 447
Micro FOCUSADIE FE HE B L 448
AP LS A E B 448
LIMAN D E G, 449
TIVVr—a ek T Server Profiler 449
B a Il 450
T )T A B B AT YT 452
T )T — A B 2 R AT e 452
T O T U a— 452
2 R R O O—IL R — 453
BN I T I T — 3 453
Fortify2FAE/NAILT TIDA VAR —=ILEER T oo 454
T )T — A R T O 8K e 460
T — 3 T O 461
AR At b == D] I 461
O — N E B T D 461
DO R T oo 462
T T —a g T LaR— 463
T a 463
S X< 464
T —a B B T UARN Y 464
T AR I T DN T 464
TUAN D A e 465
TFLARNBRBE QAT D7 YTO—R 465
Ty TR B BB D & 465
AU TARIXNT AT A RDERTE e 465
EAE T A E R DT ) R e 466
T )= T B E L TR AT oo 466
Bt 466
FI)r—2a & E SQLT—AARN—REEDLEESE 467
T—AR—RE% E DL & F(Override Database Settings) ............................ 468
S QLT AR R EE T o 468
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FIVT—3 8 B RR— b Py T— b 468
A T o 469
T 8G T HR—R F R e 469
R F R IR K 469
TI)r—a 8% E Micro Focus ALM 470
ALM A R E B 470

B BB T BRI L 470
TOTPAIVOE B oo 470
10 B BB RN 472
Fortify WebInspectOrR i — 472
NN T ST A R 472
A R 474

DI R L 476

y X 476
JEHE R (o= TF I B R TR  — 476
AR O DA T 477
HT TP RT3 RO 502
E1 L N DT a—T A 506
WebInspectDh T IV a—T A 506
ORI TAETA B T AR RE 506
A ) Bl DR B 507
AR B B R R 508

T o= DR T IV a—T A 508
T O T U i 508

T o= DB Nl 508
To—RDRTTIN a—TA T DR 509
AT A RO T RN 510
BT AN IR A T RN L 510

N ST a—T A DS 511
Fortify WebInspectD 7 U A RAR—=Ib 512
BB D T ay 512
R T I 24— 1N IO T 513

Micro Focus Fortify Weblnspect (22.1.0) ~R—223/513



dI—HHAKR
F X

X

Micro FocusFortify hX2<—HR—k ~DEHRH L
ahHht

R DTEEAT IIZIE YR—kWebHA b Z7IEAL TZELY,

o TABVARET AL ILAUEDE B
o BT YR—NE R DIE R LB

o YoaATIIBLUFLYPEREENDS R
o VYIhITT7DF I A—R

o« DZ=THEREERTD

https://www.microfocus.com/support

¥
Fortify) 7k Dz 7&! @ DFE M 12DV TIE. RES B LTSN,

https://www.microfocus.com/cyberres/application-security

a7 )Ltk 2DV T

Fortify ) b oz 7= =a7I)Ltyk (2. T RTOFortify V) b 0z 7E f LUV R—R b D
AVAR—=)L, A— . BIUEBRAIENEENTNET . Ff-. Frikee. A0 & . &
HriEMESR A T /—F BLUN)—R/—FBRFEINTOET. ChoDT=aTILD
=& F/\—2avld. R OMicro Focus® & ¥=a7)LWebHA k o7 oA TEET .

https://www.microfocus.com/support/documentation

1 )—RfE D=7 ILORE 7 2B 9555 o845 [TH 535 & |L. a2 2 =FTDFortify# &
1% #& Micro FocusZ 88 5t L TFE&LN.

https://community.microfocus.com/cyberres/fortify/w/fortify-product-announcements

Fortify 24 i O#ERE (CRH 9 5ETH4

Fortify & & &4 BE 248 1t 358 [ [XFortifyUnplugged YouTubeFvRILTR 2ZEMT
TFET.

https://www.youtube.com/c/FortifyUnplugged

Micro Focus Fortify Weblnspect (22.1.0) ~R—224/513


https://www.microfocus.com/support
https://www.microfocus.com/cyberres/application-security
https://www.microfocus.com/support/documentation
https://community.microfocus.com/cyberres/fortify/w/fortify-product-announcements
https://www.youtube.com/c/FortifyUnplugged

dI—HHAKR
ETEOJ

£EOY

R DFR l::O)F FAAUMTMAONZEEZTRLES . CORFa A ADHET (T EEH
HAOKEEICEEEE 25156 [CDH. VI 7 ))—RE THRATINET .

VI ) )—R/
Kotk /v—23
v EER

22.1.0 B
o AXVYUDNEB OOV TUVITHR R EEDNS O ["AFv
DEHE" R—U2161F25 B LTSN,

o HARZ7A LD YR—KIZEE 3 50—y70—<o0na>r Y.
RDEVIES BB LTSN,

 "BRIEETUVIL—FOFER" R—115
o "ENAIARFYUTUTL—OER" R—D133
o "B R ZELDE 1T (WebHA k ZF L)' K—S175
o "YUBOME A" R—T252
e "J—70—3YOMRER" R—T253
o AFXYVOIYRR—F OALTIYIZ, FPROF B THRKR—F (2

B & 9 5B% &0 OfE] @ V& o f=. ["ZAFv2 DITHZR—
N—22261%5 B LTS,

o 754> SmartUpdatea>7YIZ. SecureBaseT—2M3FE B
DI ME H5NT-. ["SmartUpdate” *—22961%5 B L T
f=&0N,

o & 18 #75Log4Shell7R1 ) —EOASTARUL —DiR B & L7R1)
—MRL . T"wiexeDfE " ~—302] &lMMFortify
WeblnspectDiRl )i —" R—2472 1%% BB L TZELN.

2120 B0

« 2EZRRAMAFHIIAXTVYUICEHIEINE . ["2E FREL
ER"R=U194 1 &M 7 T)r—2 3 R 2B R B /\—y
452 1%5 BB L TSN,

B
o« AXVvUERTE D B B S & 1K 8 JL—)UAuto Response State

Micro Focus Fortify Weblnspect (22.1.0) ~R—225/513



dI—HHAKR
ETEOJ

Ik )—R/

R¥atvk/—23

v EER

Rules) J# 7 3>, [M"AFv 5% HTTPfE A" ~—389 1%
S BB L TLEE0N.

o AXrOT DAVvE— D B IK B8 IL—ILESL ER AR BE (2R & 5
BTN, ["ZEeoOd DAvt—o" R—2477 15 B LTLE
= AN

« Postman X 1% # MPostmanZs £ 12R8 3 BE% &1 O R .
["Postmanal Vo av|c&bAxv " R—U3311%25 B LT
AN

o VIFI—HOJAVICETAINRIRERDBIINE FNEL

= ["INFA—HOT A RFv" R—U190 £ RV ER
TEEREE" R—4071%5 B L TLIEELY,

o WMEEE AXVUICETHANAE CL2ERBIAIBR I ShELT-.
[t 55 £ ZApv " R—U 196125 BB L TEELY.

o HARfFERXTNYUER R RV UICEHTEHABED. 2E X ARET
FEOIIVOICETEIEELER. ROEVIES B LTS
LY,
 "BRIEETUIL—FDER"A—2115
o "ENAILATNYUTUTL—bDER" R—2133
o "RATATRFNTUTL—DFERA" R—2 151
o "H K ZFvUDEIT (WebHAkREvr) R—2175

o APl H D BA & % RE DAL . T"Fortify Weblnspectdif
F"AR—U3015 B LTS,

21.1.0 E

o I—HI—VUx b DFH LAY VR ER—VICEHITHINE.
AFvUERTE A—HI—U xR R—DU415 %S B LTS
lI\O

o« 75— LANILDRAT AT DAVE—2 DRST IV a—T427 (2
BIdARNA. "7S5—tDST IV a—T400" R—2508 1%
£ BB LTS,

o« HTTPRYR—t%H 1= 21=bDF7 T Vr—avi& E . "77)
F—a i 2" R—2441,

B

Micro Focus Fortify Weblnspect (22.1.0) ~R—226/513



A—HHAF
ZERAY

Yoz 7))—=R/
RF¥aitobk/\—23
> EER
o WebH—EXRFvrUIZRE E 3 5H B [CAPIRFVYUNE FNFEL
fzo ROMEVIES B L TZELY,
o "Weblnspect1—H A AT7x—R" R—47

. "BA %R R—(Start Page)" R— 51

o "APIEz[EWeb—EARRF U DE1T" XR— 166
o " D7MIYFile) | A=a—" R—T52

o "J—)i\—" R—T59

o "AXVUDRITY 1)V R"—2219

o [RF¥rrO%(Scanlog)]2T7EOT Avt—2 M. 75—k LALD
Aot—U (BT AE R [ R 0%(Scan Log) |#7" R_—
CU01EM AFvond DAvt—o" R—D477128 B LT
= AW

o 1% BE DR IZHacker-level InsightshY& £ EL 1= ["Fortify
WeblnspectDiff 2" X—301%5 BB LTS,

o« YARRREEICEATHARABE D, IVAICHEITETRIEN-E H DY
R—b . RDLEVIZES B LTS,

o "H K ZFvUDEIT (WebHAkREvr) R—2175
 "BRIERTUIL—HOER"R—115
o "ENAINARFYUTUTL—DER" R—U133
o "RATATRFYTUTL—DfER" R—2 151
o "AFVURRRE: BREL" XR—2407
o NIST-SP80053R57R)>—Mj BA & & LR —DURE .

[Mwi.exeDfE A" X—302] &M "Fortify Weblnspect®DrRJS —"
N—24721%5 B LTS,

o WlexelZB§ 5N & M. PostmanIB & J7/ILATL I E& T
a—K . Mwiexe®(E A" R—23021%5 BB LTS,

o PostmanICBA 2R BED. 9547 rEBREDFERICEH 5
JO+tX. ["Postmanal Vi av|Z LA ATv " R—2331 155
BB LTSN,

o VATLNEEE X I E§HF EHEVND. CAPTCHAIZ
BETHER. "VATLDEE R [F" R—421285 B LT

Micro Focus Fortify Weblnspect (22.1.0) ~R—227/513



A—HHAF
ZERAY

YIox7))—R/
KXot b /i—23
v EER
I A
« Swagger UIICBE9B5R B D. TR RAUMZEATE570—ILKL

~NILDEE #ll DEY 1% I I 51F # - ["Fortify Weblnspect REST
API" R—3251%% B L TZELY,

Al BR :

« Selenium IDEX/O~DS & .

o HEARRXVYU I =R M5, APIRFY AT EHE -

. zero.webappsecurity.comTHOWebH—EXDRXFv (2B 35+
Ev’.

« WISwag.exeV—/LODE A ICEA T HEWD.

o WlexellB35RA B M5, WebiE R OF F| A (Reuse
Crawl) JA# 72 av & Webif & t & OF F A (Reuse Crawl
Remediation) JA 723>,

20.2.0 CR i

e TRUER—CHEHEEDHRBED. FILLAT 3y, ["ZFvy
HE 2 A—U3731%5 B LTS,

o SPAYTHR—IERE DB D, FHLLVATL 3>, RDLEVIES
BB L TLEaLN,
o "AX¥E% E : JavaScript' R—379
 "EHIEETVIL—LDER"R—115
o "ENANARFYTUTIL—LDFER" R—2133

o Postman®il i & # 15 #k T. Newman/ARZE i # A1V A—ILT

B E h\55 AT HBA HE Ik S EL 1=, ["Postman MRl 12 &
" R—2332125 B L TZALY.

« SQL Server Standard Edition D% & FIED. EHFEEHREF
B TANTHAZXICEAITDIEELARE . ["SQAL Server
Standard EditionM% & " N—4451%%5 BB L TEELN,

o 7H)r—a ik E M. OpenSSLIVY U4 (E B 9 51-00#H
LWATS a3y, 1" 7I)r—oaV i & R—2441 1% 18
LTSN,

o RJL—DYRL®D. APl. CWE Top 25. $KEU'OWASP ASVS
(Application Security Verification Standard)7R!)> —Mz5t BA .

Micro Focus Fortify Weblnspect (22.1.0) ~R—28/513



A—HHAF

ZzEOY
Yoz 7))—=R/
RF¥aitobk/\—23
v EER
["Fortify Weblnspect®iR!)o—" XR—24721%% BB L TS
LY,

o FSTNYa—TFT42T 52 3(Z0penSSLAK ffa 12R8 & 9~ %%
ITAETA DR B HMVE EnFELT=. ["WeblnspectDk ST )L
a—T4T" R—TU506 %5 B LTS,

o Rk —HREE AT 3IZADFS CBTEREE AV FnEL 1=,
RDOREVI%ES BB LTSN,

"B K ZEUDE 1T (Web¥1 k REr2)" K—U175
"ERIEEHETVIL—PDER" R—2115
"ENANWRE T TL—h OfFE " R—2133
"FATATRXYTUTL—DER" R—U 151
"APIE = [FWebH—ERZFvL DF 17" R—166
"RAETUERTE BB EE" N—T407

"FTN)r—3a 8k 3 : Server Profiler" R—2449
"wi.exeDfE " ~X—302
"MacroGenServer.exeDf fi" X—320

Hil B -

« MacroGenServerexe77)r— a3 TE BRI RElaA T a0 D
YRR NS, -engineA T av.

o« AXNYUERTE v aAL—UIZE T ARNE YD,

Micro Focus Fortify Weblnspect (22.1.0) ~R—229/513



=Z1: 889

Micro Focus Fortify Weblnspect™ 22.1.01%. B 811t St fz=Web7F1)r—>3> . APIL &
UWebH—E XD 55 14 AFv>Y—ILTY . Fortify Weblnspectld. RFv 4% it DR EH D
AL LT Ho DI A—TIA R E (SHE G §5Web 7 )r—a X748 &
IR LFET . RE¥v%F 1R 3 5&. Fortify WeblnspectidWeb 7 71 J4r— 3> D RTHT
JTFEFAFIVINHhIOT§THI—D b FE|YE TES. nbDI—TU b B S
HEAMIDEELGEFAITAIVUOUICHE R ZHM S LET . €DE . Fortify Weblnspect
FTEZEB I 1 ZE2BLT. WESHBERZTML. WEBF7ILTVALEZERALT
BEMGHREBEOFEAELETNEERELHIHLES . CORYT—RET7IO—FIZKY,
Fortify Weblnspectld4¥ & D7)/ 7r—2a iR 1B I5#E TG 97558 Y] 752 v 1)) —REH fit
MIEALED.

BRHESEIEIZTDOT

Fortify WebInspectt& tH EIE (L. ER Dt 55 TIILGEB AN LGB LR LGIVE
DHYET . THIr—avidENLE R THY. EOBEELFE DI THFRANATEITS
nFET. TOATIRAERVIKE R TELDEHAEF—LTT . AR B ICEERR IS
Z&EdL BB OLWENE A 55 1 LR RSN BMEIHESE £ ITH| B TELE T IEHhYFELE
Ao

bbb IE B IS

"Fortify WeblInspectDt 2" T

Fortify Weblnspect®i} &

Fortify WeblInspectTEE 1T TE5E 1F - LU WeblInspecthod izoh 48 fi ~DA U
[SDNT. RIS B ISERBALEY

WebiE & E&LUVE
Fortify WeblInspectTl&. £¥a)7rL D55 m ZR oM 570l 2DDE K E—F%{E
RALET.

« WebiE % L&, Fortify WeblnspectT2—4"wk Web¥ k O 1& %3 3l $57A1XT
T, AR, WebiE R (FURLE IZ7OERTER VOB HFETRITSINET .

o BEELI. EBE DB/ IEARATYUTY . webiR R LB B Z1DDH AL L T AE T
HE . AT (EINET .

Micro Focus Fortify Weblnspect (22.1.0) ~R—230/513



aA—HHAKR
=180

Lik—T425

Fortify WebInspectLi R—hZFE AL T. BB IN-H B GET7IVr—a v EREMELE
T LR DM ENDRITA ALY, & LIR—RZE OBFE R ODLANIVERTE LY.
E Oxt R A—HM (FICLIR—FZE R LY 5IENTEFS . hRATA XL FzLR—bk (3T
VI ELTRBETAIELTEFT . iKY RCLAR—FEEZFRLT. BEHIF
WER B LI-LAR— &5 B9 A EMA BE (T YES . LiR—k (X, PDF. HTML. Excel.
Raw. RTF. F=ETFAM X TR EF TEFT . £ BB HETHDITZ019087)EE
HBELTEET

F B/ R JHIH

Fortify WeblInspectTl&. YA~ TEBIZRIAHE CoTLVAAEHEE L. ENR B RIEZY
22—k TEFT . Fortify Weblinspectt gt Z{& F 9 5&. e 55 1 DHEIR—> Da—F &k
KLU —N\EREZERBLTELICHEE THIENTEET.

MELEE

EERARAUNZE FTET—aoRAF =T HTIRA O DWNT O TEIR LM IS M (CRE 9
BIRTOBELHEEFEBHRARTINET . FMITOLTIE. MFES—aoRg " R—
UB31BLUT" GRS R—D1051%5 B L TEELY.

Fi=. SBEH IR RSN 1\NUFADYLY . 17 3K O RE %85 1L T 516015 7~ . BXU
MEEHEV)2—2a b RSN TOET . HLOK B PII/RTOS R IEE BER S5
1= FortifylZ&k>THE & LE B 18 3R DT —FRN—XHVE B IZHE # S ET . Fortify
Weblnspecty—)L/\—D RIY—k 7w 7 T—h (Smart Update) | TT—2N—REHE # L Tix
FOMEHMBRFBRERBRIELIILL. EHRFICEMICEHREH R IHILETEE
T EMIDOLTIE. ["SmartUpdate"” R—2296 | BLUN " 7)) r—a ik & AT—k 7y
TT—h" R—2468 %5 B L TSN,

AF RS —
0 # D=—XIZ& LB TRFYUR)L—%#R & BLUHRZTL AL T, Fortify WeblInspect
DA FT B B 8] 258 #is T=FJ . Fortify WeblnspectrR S —ME% & 7 i% (2B 955 #

[ZDLYTIE. Policy ManagerdA\JLFE =L Micro Focus Fortify Weblnspect Tools
Guide]#% BB L TIZELY.

Micro Focus Fortify Weblnspect (22.1.0) ~R—31/513



aA—HHAKR
=180

Y—hk ENRARA XD A REE E 21—

AX VU ER T F=ER R I 515 A . Fortify Weblnspectaq R oDE DFES— a2 RA

VIZIE. Bk (Site)]. E—4>X(Sequence)]. W& (Search)]. $XU RTFYFEF

(Step Mode) D& RAUHHY . CORFLTHETS—2 3o RAUITR R ENHATUY(FS=

[FME2—1)&RE TEFT

o Ak (Site)JEa—IZIZ. Fortify WeblnspectlZ& TR E SN f=. A¥Xvroxt KA+ D
B /& D7 U & DR R SNFT . Ff=, YY—RIUI, — \DBR ENF-HTTPRT—4
AA—REEH SN B OR LR REINFT .

o E—4~2Z(Sequence)]Ea1—IZIZ. Fortify WebinspectlZ&>T B &) Ay =1L F &)
WebiE & (RTVTE—F)d [Tk H SN TzE F TH—/ )Y =K RSnFzd .

e REREL—TIE. EBELIEEII-HTIE a3z R TEFT. FMIOLTE T

% % (Search) JE2—" R—2601%5 B LTS,

o ATYTE—RIL. Bk (Site)JEa—F=IE E—4>X(Sequence) JIE1—DLYT M hHvhS
BRLU-EaZE8RILT. YAMNRZFH TR H IEH-OICERASNET . sFMIC
DNVTIE IMF B AFvDET" R—22021%5 B LT,

1T E 2KIZEIT5F) IR R O EE

4 & ZETLTIE. 1 2 S 4 OB S ABWebTL R0 1 8 728 B AYE it Sh. Sy
k—% E O RTOWeb s 7T —as M7 T — s v e E 7 TEES .
WebH—E XX 4 gE

WebH—EROMs 35 1 £6 5 1125 v LET . WebH—ERSOAPATS 2ok 18 Fh
TWBTTr— a5l TEET .

THRR—bk D4HF—k

Fortify Weblnspect®& 2 T& & 7] B2 HXMLIV A R—hY—)VEE B 55, 1—HIER

Fromh (21 H S -Ho H1F B Z2(1F £ 1L SN XMLEE K T)THVRR—+TEET . Th
[Z[X. aAUk . FER R 74—ILK | JavaScript. 7v¥%—. Web7A4—LA. URL. X . BV
Tyl av Vg FNFET . A—HFIE. THRR— T HE | D21 TE#HE € TEFT

Web Service Test Designer

Web Service Test DesignerTld. WebH—E XX+ MDE 17 B [ZFortify Weblnspecth'is
* 18 SN BME YA of-WebH—ERTRN 5% &t 771 IU<T71 /L4 >wsd)E4E B TEET .

Micro Focus Fortify Weblnspect (22.1.0) ~R—32/513



A—HHAk
ZE1.80

APIRFv>

Fortify WeblnspectTl&. REST API7 74— ar DRAFvUIER DESITHHR—tShET:
o APIZFY U HF—REFERAL T, 21— (U3 T71—XATAPIRFVvU 2R ELFT . 55
[ZDULVTIE. T"APIEZ[EWeb—EARF v DE1T" X—2 166 1%5 BB L TKEELY.

« Weblnspect REST APIZ{# AL T. REST APIE & 2XXv L FET . S MIZDLVTIE.
["Fortify Weblnspect REST API" R—325 %% BB L TS,

o APIE K DPostmanalZiavzFE AL T, AXv 2B LET . SEM#ICDLVTIE.
["Postmanal Vi av|ZkbAdv " R—U3311%5 B L TEELY.

APIt& H

API#& H TlX. AF¥vro i 28 H Shf-=SwaggerR+¥—<%f=[E0penAPIRF—I DI R R
AVEDEETFE DRFvUISEMSH . BB K BRE 26 AL CTTURRAURZEREE A8 A
SINFT . Fz. — R BAPIZL—LT—ODTI4I D5 AT I270—THh%E E Sh . A¥—
IR H SNFET .

& 1 He

Fortify Weblnspectld. & £ /i fE H Sh TW37)r— 3t )T4F £ BXUTAE

YL A TEET . THIZIFLL T OLONE FNET

« Burp (B #11=DUTI. ["Burp APIYA 35 # B8 [SDLVT" X—2352 %% BB L THELL )

« Postman (£ #1 [ZDULTIE. M"Postmanalb a2k bAFv" X—U3311%8 B LT
{fZ&LN,)

« Selenium WebDriver (3£ #l [ZDULYTIZ. "Selenium WebDriversDffi & " ~—3401%
S B LTS,

o HTTP7—h4AJ(HAR) 7/ ILD—-20—<o0EF M 1ZDLWTlE. ["U—ooo0—<o0m
ER" A—U253 %5 B LTS,

BiEShi=Y—K /N \—T/OBRA7I)Vr—Ya BB I—oT
bk
Fortify WebInspectz{f fi 91 (L. 2—FIEERZ2)FT57T)5—2a0T5vk T4—L4

& LHoBdWeb7 I )r—ar DtFa )74 Axv %% 1T TEET . Fortify Weblnspect
EERITMEEMBERT7IIT—avE B I—2 IR ROELSHEEDOHHYET:

« Adobe ColdFusion
o Adobe JRun

« Apache Tomcat

o IBM Domino

Micro Focus Fortify Weblnspect (22.1.0) ~R—33/513



aA—HFHAR
=180

IBM WebSphere
Microsoft NET

Oracle Application Server
Oracle WeblLogic

IND—ULARILDA A+

Fortify WeblnspectTl&. RFvU i [ZF7TV)Vr—ar TR B S-S54 TIVTTZThEE E

SNFET . CORMICEY. BAFEE OEF2TEMREATIV—2av0e R itxa
TR BEICEE $ 5V TXRNEEE TEFT . ChoDR H BB LT LI X7
DT EZRLTVBEFRYEEAN. BE . WEBEH(TBEH DT R O/ \ 23— EL

FOETRRITA—T I DERERITIAENDE TR TEHENEE TY .

Fortify Weblnspect EnterpriselZ20LNVT

Micro Focus Fortify Weblnspect Enterprise(&. — 7t & B SN f-T—3R—R%EH DV AT LA
THR—2 ¥(Z&LoTH # S BFortify Weblnspectto 405 B vk D—0%E AL TLE
9. W E | LT, Fortify Weblnspect Enterprise%Fortify Software Security Center&ft
& L. WebHA+ EWeb—ERDA A FIVIRFv %18 L TR B SN 1-1E ¥k ZFortify
Software Security Center|Zi2 #t TEF9 .

COEFHBT—ITIOFYIZEY. ROIEEER 1T TEFT
. 1T E O DFortify WeblnspecttHZE AL TS #H 0B Bk X1 )70 A F vz =E
L. Web7Tr—30 ESOAPH—ERERF v LET .

o 2 KITHIZDHK R IR F=3/ FR #E % Fortify WeblnspectB B ZE E L. H 7 D
TYITT—b . RAPUR)S—, REAVPUEF A U—ILOE AR BEURFvUE R OF
~T#Fortify Weblnspect Enterprisea>/—)Lhvo— T B [CE B LET .

o HLL\Web7I)r—a B 77 DWeb 7 )r— a2z . B . BLURKREL. £
NOIZEEE 4 (FENF-F RTCOT7ITAETAZE R LET .

o« MEIIE LT, AFrT—4%Fortify Software Security CenterlZ7y7O—K L&Y .

« Fortify WeblnspectEf=IdFortify Weblnspect Enterprisea>/—)L&E A L T. A¥voé&
T 7 IR ZE B [CRTD 21— Y, RAV2F B TRE LY. YRS KUIE
WMEBHLEZYLES . SFMICOVWTIE "I 7O A" R—2 36515 B LT
< AW

o I—HHIT—TMICE RINEZINEFER THILELOT, A B ZLOIVR—RY
FOT—ADRRTEHBLET .

o« AAVUMER . LR—Ta2T . BEIRER DT O— BB INF-T—IR—XZEL T,
i DIVRIER) O —aVTSATUADE R E KRG FRELET.

o Y—RN\—T18 G LD E & DRITAXEINT-WebAR—RD7OV IR DR B %,
WebY—EXT7)r—232 70T 5 LA 3 T—AAP)EFE AL TR ELES.

Micro Focus Fortify Weblnspect (22.1.0) ~R—34/513



A—HhHAK
=1 484

Fortify Weblnspect Enterprise®a>Rk—xr 2k

K ME L. Fortify Weblnspect Enterprisel AT LNE B VR—R UM ERLTNET . &
#LIZIE. Fortify Weblnspect Enterprise 7 7 )/r—3> . T—AR—X, &%, &1 —4
NEFENFET

OV R—3 2k DR B

R DF |Z. Fortify Weblnspect Enterprise D1—H A 2 71—RET7—FTOF ¥ Dt A &R
LFT

‘A avilR—=xub B

1 Windowsavy—J)L Oy —)Uk. EEREEE . RI—HFE . BLUY—IL
DA—HA8Tx— FOERB T ISMTNTITVr—230TY .
A

Micro Focus Fortify Weblnspect (22.1.0) ~R—235/513



A—YAAF
Z1: 880

KRB avkR—3ub &t BA

2 Weba/)—)LD ooy —)UE. AR EEZIR # $5T50FR—RD
:L_"f’f)/)-ljl_x 770IJI7-_:/3>-G_3_0 :*L'j:\ % IE *% ﬁE ~ #SIJ:/—%‘E % N
FEIEY—ILT Uk ZE A TOFEEA.

3 HTTPZE=IZHTTPS Fortify Weblnspect Enterprisea>Rh—x%k Tl This
D& € 7akaLpME A ShET .

4 Fortify Software Fortify Software Security Center&fiff & 975&. 3XTHD
Security Center (7 RATAVIRXYUEFAFIVIRFYL DR RIKRD I
Tav) AX v EHK T TEFET . INITKY. HEIREE— T EE

SNFTADUN (L. B AT SRR EL T L TE 3
END), AAVUERETEETEHHEE . BLUREUET
AL A Ak —JUZLtE RT XYL & B OLR—T12 T hYR
HEINFT.

5 Fortify Weblnspect = Chul&. ISTIV)Vr—30 059k J4—LEFE R LT
Enterprise Manager Microsoft WindowsH—/\TY . 1—4:8 iF &HE R 1+
5 T7—R)ROK). BEURJE—+ RFNY R D 21—
JEE T EE L9 HWebH—EXTY .

6 ot ZhibMDWeblnspecttz % Microsoft WindowsZ 7= (&
Windows ServerdA RL—7+A T VAT LITA VAR —)LE
nNE9 . oI GUIAYEL. Weba Y —ILTER E S
2B RFYEEITLET . Webay—)LEERAL
T AV URTE.RR . LR—. BLXUVEF DT ARTE

HELES
7 Microsoft SQL Z MMicrosoft Windows*ﬂ'—/ &L I RTOI—. &
Server Al . BLUE B R T EHE M 5SQALT—ARN—R%E K &
TWET . ZOT—AEAR—X[Z[E, TRTDRAFVT—HE
LiR—T4 o0 bR EINFET

FIPS DE #ll

Fortify Weblnspect#& & U Fortify Weblnspect Enterpriseld. @ & £—K £/=IIFIPSE #lL
TR TETTEEY .

Fortify Weblnspect®! fn DFIPSDE HLIZDLVT

FIPS# # E—FK TIZL. Fortify WeblnspectZ’ 045 AIEE B 15 #i AL I8 4Z 4 (FIPS)(Z# #L 3-
OB ELGE SR EB=LET . FIPSEMEFRFTEFTLTWRIE S . 7AUA

Micro Focus Fortify Weblnspect (22.1.0) ~R—36/513



aA—HFHAR
=180

[ 37 4R % £ i 8 38 AT (NIST)ICEoTHE 3L SN F-AESTILTYXLEFE AL TT—HME S
e EhF9 . ThIZIE. Fortify WeblnspecteDT—2MDiE Z 5 . R F SN RFVvoT—4
AEFENFYS.

FIPSH##L (L. T74/Lk DFortify Weblnspect®! & T Fl Sh b DEFE LB S L€

D a—)VEE T 510, FIPSE L DA AR —ILTIE. FIPSIE#H DAV A —ILTHE Bk
SINTZRXNY o T—ARITIERTEFEA. LLETIZFIPSIE # #l DF ortify Weblnspect®4( >R
b —JLE# B L TULVT. FIPS#E #iL 1R 55 TFortify WeblnspectZ#% 17 3515 & [&. Micro
Focus FIPSYA 45 L—asy—)LEE A L TT—4%E 5L L THS. AESTILT YR LEE
ALTERSIELELRY. FIPSIEEMM DA UAN—ILTE R LIAFYoT—2(IFEART
EFEA. IR 1K N TFortify WeblnspectDfE 8 DA RBVREE 1T LTLAEEIC, Thod
AVARBVAB TT—HEEFITEEE . AVRIVAIET RTFIPSHE il F1=(FFIPSIE 4 #L
DWNTNH TR FNIEREYERA.

Fortify Weblnspect. Fortify Weblnspect Enterprise. &k U Fortify Weblnspect Agent(&d
RTCFIPSE L TR #fE A TLET

FIPS##LE—F MDFE IR

Fortify WeblnspectZFIPS#E #L IR 5 (21 > Ak —)LF B &. Fortify WeblnspectZ& % T—F
FIIFFIPSE L T—F TR AT 54T avhhyAsnEd . HBHE—F Hohl OE—FIZHY
B ATERWZO. COXTaVERIRTBHR1IC. FIPSEEHNOT—AREOBR A E#ES
HIFITIDELHIREFEEZRIAFELE LGV EERE L TS, FIPSEHLE—R TE
TL T35 & . Fortify Weblnspect®H & DF) 1 IZH1T5ZE b IZR T K EEHYFEE A

B & R oAk

ZDkEYITIE. Micro FocusFortifyy) 7 D78 & (2B 9518 i 1R . T HF FaARIC
DLVTERBALEY .

¥ : Micro FocusFortify®! & ¥ =2 7JUL. XD
https://www.microfocus.com/support/documentation CB & TEFEJ . [FEAEDHAK
(&, PDF# R EHTMLHZ X O 5 TRt ShThvEd . & & AILTTE. FortifyLIME! &
HEUFortifyWeblnspect®! & N ©F FH T&F9 .

Micro Focus Fortify Weblnspect (22.1.0) ~R—37/513


https://www.microfocus.com/support/documentation

aA—HHAKR
=180

FRTOR &

RORFIAVIE TRTOE G O— R ERMALEEH N TOET . FISEEE SN TG
LR Y. ThBDR Fa Ak [EMicro Focus®! f v =27 )LMWebH Ak TS B8 T=F9

K XaA N 2740IV4E

Micro FocusFortify & &g ¥ 7k oz
FDI=aF)UZDU T

About_Fortify_Docs_
<version>.pdf

Micro FocusFortifyLicense and
Infrastructure Manager®1>X
F—=IBELVA—H1F

LIM_Guide_ <version>.pdf

Micro FocusFortify Z~ Oz 7D
RTLE 4

Fortify_Sys_Reqs_ <version>.pdf

Micro FocusFortifyY Z oz 7!)
)—X/—k

FortifySW_RN_ <version>.pdf
Micro Focus Fortify Zk O 7
<version>MDFr # GE

Fortify_Whats_New_
<version>.pdf

&t BA

ZDX & TI. Micro FocusFortify® & ¥=a7JUZ
TOvAT B EIZDOLNTEHRBEALET

X COR Fa AL, B S OFora—R (2O
EFENTLET.

DK ¥ Ak TlE. FortifyLicense and
Infrastructure Manager (LIM)(Z51 > RX- 42275 Rk
FOFH—REL—T ) DAV AR =)L, R TE - BEUME
FA94AEICDLTERBALEY . License and
Infrastructure Manager(. B—#/J/LWindowsH—/\
(242 Ak—JLL T. Dockerd 5wk 74—LE O3 T
FAA—=DELTE A TEET

ZOR £ AU TlE ZO/N\—2 3> OF ortify) Tk oz
FTHR—R SN TSR IR BEUE i OFF Hl 1%
H"LET.

DR Fa AU TIE. KUY )—RDFortify) Tk D 7(Z
MAFZEEOME L &G I=a7ILOM D5 Fr (2
(FEEEHINTUDVEWNEEGERICOVTEHRALE
I

ZOK Fa Ak TlE. Fortifyy Ik oz 78! G O #
BEICDULVTERBAL &Y

Micro Focus Fortify Weblnspect (22.1.0) ~R—38/513


https://www.microfocus.com/support/documentation

aA—HFHAR
=180

Micro FocusFortify Weblnspect

R DE Fa AU IZ[E, FortifyWeblnspect!ZB 9 %1% # MR & SN TULVET . $FITHE E A
WR Y. SHB5DR Fa A2k [EMicro Focus® & =27 )LMOWebHA
https://www.microfocus.com/documentation/fortify-webinspect ©& B8 TEE 9.

KXot R I74IVE

Micro FocusFortify Weblinspect1f
SRS —IHAF

WI_Install_<version>.pdf

Micro FocusFortify Weblnspect
a—4H1F

WI_Guide_ <version>.pdf

Micro Focus Fortify Webinspect$
KUOAST on Dockera—HhH 1K

WI_Docker_Guide_<version>.pdf

&t B4

DR Fa Ak TlE., FortifyWeblnspectdil & &.
FortifyWeblnspect®1 > Ak —)LEE G 542 RAD
TOT41L ICEAT5F IBIZDOLTERBALFET .

ZOK FaA4h TlE. FortifyWeblnspectZz{# AL T
Web7 1 )r—2 30 E8&UWeb—ERFER v 8
KURHITBHHEITONTERBALET.

7 COR X3 AKX, FortifyWeblnspect L
TDPDF/N—232TY . COPDF 71 )LE(E

A9 5&. ANILTIE IR DDE B DRE % B
[ZEN /I L7=Y. PDF#iz &k TANILTEZT LTENT
E2FT . COOTIVIEEELEWEDTSOYT
KRR T BD=HDANILTEL TE L SN T=1=8. —
EB DEVIMIE LLE R R E SN TLVELE
EMBYFET . £=. ZOPDF/N\—23>Tldk, —
B x5 B FEvIB LRI oSN a0 Ty
NEELGGEE IHYFET.

DR Fa1 A Tl Docker7 vk 74—Ltk DO
T FAA—2 ELTHI A Al RE 7xFortify
Weblnspect&Fortify OAST#4 v A—K | 3R E -
BERFE AT DHHEKICDOVTEH B LET . Fortify
Weblnspectf A*—2 (. AvR S AR T—R
(CLYF X7 IVr—av 0y 53051403 71—
A(APNZE(#E A L TER & SNTF-AYR LREUHEL T
BE JOERTHEATHILOIBER SN TOET.
Fortify ScanCentral DASTt 4L TEfTL.
Fortify Software Security Center&#l #& HhET
E BT 5-ELTEES . Fortify OASTI. OAST
(Out-of-band Application Security Testing)t—/\
THY. OASTDHE 55 1§ Z4& i 37 57=6ODDNSH—
EXZRHELES.

Micro Focus Fortify Weblnspect (22.1.0) ~R—39/513


https://www.microfocus.com/documentation/fortify-webinspect

aA—HFHAR
=180

K XaA N 2740IV4E

Micro Focus Fortify Weblnspect
=B

WI_Tools_Guide_<version>.pdf

Micro FocusFortify Weblnspect
I—2 VR

WI_Agent_Install_<version>.pdf

Micro FocusFortifyWeblInspect
Agent Rulepack Kith41F

WI_Agent_Rulepack_Guide_
<version>.pdf

Bt BA

ZODR Fa Ak TlE. FortifyWeblnspect& &
FortifyWeblnspect Enterprisel 2/ \wr—o & 1=
FortifyWeblnspectiZ ¥ 5L UMME A TR Y—ILE
FURE I—T4)T4DER A EITOWTEHR AL
EX 8

DR Fa AU TlE, HR—kEh Tl dJava
Runtime Environment (JRE) CE TSN TL\ST7T
1J4r— 3> F OF ortifyWeblnspect Agentz . H7R—
kSN TWEN—2 30 DIIS E THR—rSh T
%.NET Framework®D T TE 1T S TL\SHHR—k
SINTWBT7IVr—S 3 —n\FE [T —ERE &
V7 INVr—2a AV RN —ILE B (& [TDLVTER
BALEY.

CDF Fa AV TIEL. FortifyWeblnspect Agent
Rulepack Kit#& H 1% 88 [CDULVTER BAL FI -
FortifyWeblnspect Agent Rulepack Kitld.
FortifyWeblnspectI— z b DL TE TSN, £
TENBY Iz 7EF )T D 55 T (2D T
O—KR %8 8 TEF . FortifyWeblnspect Agent
Rulepack Kitl&. B1HI7GHE R 27 GHE R (TR
AN IL DT LM ER B LETS

Micro FocusFortify Weblnspect Enterprise

R DK Fa Ak ZIX. FortifyWeblnspect Enterprisel ZB8 3 21E S AR & ShTWET . 4
(23 E AZLR Y. ThiodDR Fa A2k [EMicro FocusE & =27 /LMWebH( +
https://www.microfocus.com/documentation/fortify-webinspect-enterprise ©& I8 TEF

EE
R ¥aAINTPAIVE

Micro FocusFortifyWeblinspect
Enterprise DA > X —)LE LS
ERZEHIF

WIE_ Install_<version>.pdf

Micro Focus Fortify Weblnspect (22.1.0)

Bt B3

DK Fa AUk Tl FortifyWeblnspect Enterprise®
1% = L. FortifyWeblnspect Enterprise D4 > Ak —JL.
FortifySoftware Security Center&s&U*
FortifyWeblnspectED#f & - HXUAVRE—ILDL S
TN a—TA T 12DWVTER B L ET . Fi=.
FortifyWeblnspect Enterprise X7 L0V R—R Uk
(FortifyWeblnspect Enterprise 7 7 U4r—>a> . 7—4
R—R, toY—, A—HREDHREFELHRBALE

~R—240/513


https://www.microfocus.com/documentation/fortify-webinspect-enterprise

1—HAR

E180
F ot /T71IL4 Bt BA
EE
Micro FocusFortify Weblnspect Z®MDF ¥4k Tl FortifyWeblnspect Enterprise%
Enterprisea—%H 1K {3 A L TFortifyWeblnspecttzoH—n% 88 vk 7—4

#EIE L. Web7I)r—av B8 &UWebH—ERER
FvoBLUR T HHEICDODNTEHRBELES.

i COR Fa AR &, FortifyWeblnspect
EnterpriseNJLTDPDF/\—2 3> T9 . ZOPDF
T7AIVEE R 35E. NIVTIE R HDE B O E v
HEEE (TENRIL=Y. PDFRz X TAILTEE O
EDTEFT . COaATUVIEEELEWebTTIY
TR KRG BD=ODNIVTEL THE LS T=1=6. —
BBDFEVIMIE LKE KR ESNTLVEWMEE D
HYET . £f-. COPDF/A—23> TlEk. — & Oxt
ERNEWBINIIN TN EE LA

WIE_Guide_ <version>.pdf

LG & HAHYET -
Micro FocusFortifyWebinspect Dk FaAk Tld. FortifyWeblnspect&s kU
a2 FortifyWeblnspect EnterpriselZ/ \Wor—o &t
WI Tools Guide Ii(h)glnyeblnspect 2B BEUR A TANY—ILELY

<version>.pdf BEAI—TA)TDERAEITONVTERBALET.

Micro Focus Fortify Weblnspect (22.1.0) ~R—241/513



= 2: [FL &I

ZE TlX. Fortify WeblnspectZd I LR HEHTEMTED LI, HiFE L\DIRTLEE
ERIC#EEL. SecureBaseZE H L T. AX VU2 IBTHA EITDOLNTHRBALET

AT LDE E

Fortify Weblnspectld. 3 [ OB LUE £ B X7 DR 55 1 A2 L vHWeb A+ £
KREBIEICRAE TS BHBMULEWeb7I)r—2307F 549 TT . BEDEZEHN. C
OF IE 3= A 2 T . # F § %Fortify WeblnspectrRUS —&R iR 9754 T2 avI2koT
(F P—\ETTVr—23 0 DRI—TINENE T B TEHEEIHYVET . REEBWLG
R —%FERTH5E L. H—\ZE B LEISH EH IN-IRE CIOR HEERTT S
LEFortifyl$HE) HLET .

T4

Fortify WeblnspectTld. 77)7r—>av bt —/\ TEE ShI-77)0r— 3o 7—Aand R

'C#-“vj?‘vzfad:l}ﬁ RENFET. FRALTWDTIVr—3vATE 75 AR # L TLVERLWE

BTN E SINDBIESZHEMELNFETA. Fortify TlE. # % T2 TR DT

NHDRRR TSI T RIS EEHENDLET .

« Fortify WebInspectTOT R H (&, E I DI1—HH /XTI EDE 7E M 1a# =
T—REE R L.

o BEMNGHE TINDTIEREE 7] SN TLVELI—YHFortify Weblnspect X+
U BETET—T1I70h . BEUOT—RANTPITTIEATEGNESITT 5.

jl:é;i? R EL & & 1 # (XIWeblnspectiZ®R RSN T, R E IR F SN ITEE S LS

T7ATIF—Is DAIWATRY IR0 7 . BLUERARAMY
AT L

WeblnspectTl&. LB ZH—/N\TEXEL. EREZPMLTRELET . COLSLET7IT/E
T4%Bh L 9751012, WebTT)Vr—> 32074 T o4—IUWAF). D1 JLRR 3RV IR D7,

TPATI4+—Ib BXVE AR E /B IE S RTL(IDS/IPS)AAE SN TLVET . 200, i
5% DAFYUEEITTAEIC. IN5OY—ILHSE B (TR AZERBHYET .

F9 . IhoDY—IUE. Weblinspectl 2&kdH—/ \DRFvUIZF $ 950 g E AHYET .
WeblnspecthoH—/\ITiE § SNAME AME Z SN T, —/\~DE K AR B I 57 BE
HEAHBYET . —/ \DZORE ITH L THRBELGIEE L. RERBEADFELEITHAEED
HYFET .

Micro Focus Fortify Weblnspect (22.1.0) ~R—242/513



aA—HFHAR
EZ2:(ZLHIC

5 IT, #5 R OB E hWeblinspect®l & N IZHBIE & « TA4AV L [ZA—H)UTFvyi ad
NTWBEE . FETAIN—RAIZHIE E . INLDY—IUZF>THESNTRE S
hBZENHYET . WeblnspectTfE Fi S DE 2 D71 IVEIET—ER—RA OT—E2HM&
& ShbE. WeblnspectTO#E B I2F B AE LHAI BEE ABYET . Ff-. COXIHHRE
BEHODIT7AIET—ARZEST. FTHLAVBENRETIHAREEDLHYET .

—OFE DO B [FIR IE [ZE A O DTY HY. McAfee IPSIEHE 5 DFE $8 DR & DR H &85
ZELEI N THEY. WAFIXEN L& #) O R DIF & L5 YFET . Fortify TIE. Thbomny—IL
(ZR8 & 9 5ith DR B HHE B SN TULET .

AFvoDEIT R IZEDLILME BEHAFE £ LI-15 & | Fortify TIEAFvd . WAF. "()LR
X TR ITT . T7ATIAr—Ib. EXVIDS/IPSY—IVEE N 12T 5 EEHENOLET . =
DHEMEB TELRTV U RZEE [CING TEAH— DA IETY .

ERINERE

EDFE $8 NE & T4 Fortify WeblnspectiZ&>TEZ B DHTTPE R M EShFEI A, £

DL LIZIFTE R 1/GA—ANEFNTOVET . NIBFEE DE VW ATLTH. ERDED

BT DA—FHSDTIERE E HME T LIzY. TOERMEE SnYT e HYE

Z . if:f\ Ei);‘ BREAATLEERLTWSE A (X, 28 OF E 7R 1THE I S
CEITEYET

18 AXvo & E 17 9 571=8. Fortify WeblnspectTl&. 74— av RN IZHHTRTDH
R—=D | Tr—L, T71I)b. BXOTAHIVEOH B B AonFT . Ak DWebiEZER H [
TA—LEEAE T54Ta%E R 5. Fortify WeblnspectlZ&>T. #& H Shi=9 T
DIA—LDBA ASNTEESNFET . IhlzkY. 7T — a0 TFortify Weblnspect®
D=L RS EOVAT BE ITRVET A R DL EE R HE LDI5E HIHYET .

o BE. A—IDTF—LERETEE TV a  TEFAIPEFB TR DK
WME B SN T (B & YR—h FIER T VLT B EIDEAE S AL OTSIE
& . Fortify WebInspectTE{7O—J D— IR EL TINLDAVE—U BE B SNET .

o BEDIA—LIEEIZEOTT—AR—RIILI—R B MENBLS(TH-TLSE S .
Fortify WeblInspecth\isif 1§ SN 474 —LIZ&>THE Ll ELaI—F AME R S ET .

AXvNE A B BE T. Fortify Weblnspectid. 74— 3> DR fE %4 € 516, &
ANDHPBINTGA—ARERIEL T M EILTA—LEBEELEFT. kY. FRS
NDAYE— ET—BR—ZLa—K DM AKIE (M LES .

&1L DEVE

o DIATUNDDFEAE ENTFTH—LIZE DNT/WHITIUR H—/\(T—ER—X, LDAP7 )
[CLO—RZEEZFATLIRTLOGE . BRVATLEE B I 501 ITT—3R—R%E/\W)
TvILT. EE DE T & ITH /12 Ah—)LF BFortify Weblnspect1—HHLVET . Th#
i TEGG & [ EE & (CH—NIZHT)EE 17 L T, Fortify Weblnspecthoi% {§
SNF1DL £ DIA—LMEZEZE TLI—FER E L THI IR TEFET . ChoDfE (F. Web
Form Editorzfi (LT & TEET .

o I—HYHEELETA—LITIEE LTEFA—IAVE—UNE R INDIEE X BEF
A—IVH—NEE N 12T DI EER 5T LTS, F . TRTOE F A—)LEFa—I2Y)

Micro Focus Fortify Weblnspect (22.1.0) ~R—243/513



aA—HFHAR
EZ2:(ZLHIC

BALIMLTHS. B & # (. Fortify Weblnspecthoi% (€ Shf=74—AICE B LTE
B ENTCNEDE F A—IEF B) TH R LTHIBR T5ILETEFET

« Fortify Weblnspectld. fx X 75DF BEHTTPER ZEXELTHL. R DEKR IR T5
HTTPIS & Z#F# 3 583ICR & TEET . T4/ DRALYR $5% 5F [£. Webi® & Tl
5. BEETIKI0TT (I ¥ DVIIRAZEFER 55 E). RIEICLOTIE. 7I)Vr—3v
FEH—NIEEHLIFEE LLBVKSIC, KUNSUMEFR E T8 EAHYET . 354
(22T, MAF v ER E JITRA" R—2381 128 B L TFEELY.

o AT 5H\DE A T. Fortify WebInspectTH & DTAL IR JITxE L TWebiE R LR E #L 74
LM & (X, Fortify Weblnspecti% £ OB 4 URLBE REZFE AL T. ChiodDTaLIM)%E
BETAVLELADYFIT("AFTrUR E: vy avrst " XA—U384 125 8B). = &
E DI7A WAL TEMIMERA TR 4V §52 &8 TEET .

o T4k TIE. Fortify Weblnspectid. Web 7 )r—> 3> T— R B ICR 5 5% <O/
AFVIFAIUAA—D OR R AVNEE)FE R TEHIIEE SN TOET . Chodk
FaAUR L WebiE & O B NTELRUV=0. BEE TAME EHYFEREA. DR
FAAVRENANRTBIUITEY. EEREANKRIBICA LLFET . EH R FaAMAME
At THAE B [E. K FaAUSDT74 UL 5k F %R E L. Fortify Webinspect®774/L
b E% 5E N TR 4 LET . Web$E % b [ZFortify Weblnspect®Eh 1F H%& i (i A2 of=
U, BIELIEYLIE & (& M FUR FaAURER O O—FR LESELT-CENR E THS
Al BE M AHYET .

o TA—LIGEE DB E . BRI/ SWT— 1k Shizo7H ILhoih B S f=T—42hFortify
WeblnspectiZ&>TiE 1§ SNFET . 45 & DfE (—F R ONRT—RLGENBELE S
(. Fortify(DWeb Form EditorCI74 JVEZ{E B L . £DT74 )LEFortify Weblnspect T
Al 9o BEHBHYFES .

o Xt EE B DRXYUEE 1T T 515 G ERE. CAPTCHAY IR Dz 7IEATIZL TEELY,
CAPTCHAIIWeb7 74— 3> THE 8 b #Fh 1k §5K5125% 51 S TLVST=8. Web
TI)r—av DB 8 Axv T 5 3 A R ABYET .

« Fortify WeblInspectTl&. H—/\~DI77/ JLOT7YTO—F %5 1T 9 5HZET. 5 E DifE 55
M DTRNENFET . SNHH—/\TEF Al S35 & - COff 55 14 [EFortify Weblnspect
[CEOTRFVYULR—bIZER RS COT71ILOEI B A3 Ao ET . =L Y— Vil
TI71 LVOHEI BR AR L SN BIENHYFET . CDI=8. RFv & DR F TIE.
CreatedByHP | CIa FAE AT D77/ IV ER R L CHIBR THLEH E X FO— R EL
TLIZ&LY,

bbb I8 RS
"Fortify Weblnspect®iff Z" X— 30
"DAVYRE—R" T

D499 AF—hk

ZDk EYYTIE, Fortify WeblnspectZ{# LVig $OBDKR & L DIE M ZEIR HE LFET . SHITEE
LUWMEHR ADUIHE FNTUET .

Micro Focus Fortify Weblnspect (22.1.0) R—44/513



aA—HFHAR
EZ2:(ZLHIC

SecureBaseDHE &

Fortify WeblInspect®ift 55 & A2 0 1ZE T 55 # DIE HREHEE I B TH2E. XD
FEIZHE >THe H M T—IRN—REEFHLFT .

1. Fortify WeblnspectZi#2 81 L ET -

X : Fortify Weblnspecth®. Fortify Weblnspect Enterprise Dyt 58 2 a2 iRh—n b &
L TAVARR—ILENTULVBIG & - BLU I A—T54 XH—/\H\E 7£ ZOF ortify
Weblnspect®Y 1—/)L&fE Fi L TRFvEE 17 L TLVSI5 & [, Fortify
Weblnspect#it &) TEFHA. R DAvE— HiFK R SN FET: [ WeblnspectZzit &
TEFEHA. A ME B S FEL 1=, (Unable to start Weblnspect. Permission
denied.) ]

2. B A~R—>(Start Page) | C. R<—k7v7T—h DB B4 (Start Smart Update) %%
JyoLET .
RY—k 7w T—h (Smart Update) ['oq R bR E. F AT RELEH N —ERTE
SNFET.
3. [E#i(Update) 120" )vILET .
A REERATACVICEFHFETVET . TOTSLER E 3 5-UIAY—~ 7y
T—hERTIE7II—a B EEERTEES . F#FMICOLTE 7)) 7r—3
VIR TE  AN—h TV T—h" R—2468 %5 BB L T=ELY.
AT54 > DWeblnspect®E #1 F IF =& LFF #l (CDOLVTIE. I"SmartUpdate” ~<—2296]
%5 BB L T30,

VATLEEERICERITD

EEZXRITIANNIC. WebUAMEZLDBHMLGEE . BIUE F BB E D=HND%
EEFISEE LTI FHICOWTIE, MU ATLDE B £ F" ~A—242125 BL
TLIZELby,

A& DB 1R

T—HAR—REE H T DL WebTT)r—ar Do yT1ife 35 1 250 W 3 5% i H% L
ES

Fortify WeblInspect® Bf #k R—(Start Page) ] T. R DL\FHHDE IR R EDI0ILE
El
o HARMFERXNYU DR (M"HAF fF ERFYo DB E" R—21131%5 B LTS

o BEEXRRXVYUDBAM (1"E KR A v DZE 1T (WebH Ak ZAFv) R—21751#5 B LT
=&Y

o APIRFv> DB I8 (T"APIEZ[FWeb Y —EARFYUDEIT" XR—21661%5 B LTS
3Ly

Micro Focus Fortify Weblnspect (22.1.0) ~R—245/513



A—HhHAK
EF2: (ZLBHIZ

o IB—TFSAXRXNVDBM (T T 5—T54 AAF v DEIT" R—U199 1B BLT
{FE&ELY)

CHHHTE B FEEL
"DRATLDEEE EF" N—42
"Weblnspect1—H' (22 71—R" R—U47

Micro Focus Fortify Weblnspect (22.1.0) ~R—246/513



E 3: Weblnspect1—H (4 J1—X
Fortify WeblnspectZz#) b TE 18 9 5EE(ZIE. UL F IR K512, 7TV —2a> T Bth

~R—(Start Page) Ik REhFET .
BA 8 R— (Start Page) JDA A—
£ : Fortify Weblnspecth T 2—TJ 54 ZH—/\IZHE it SN TLV515 & (.

SmartUpdate 784> d7% {8l IZT WeblInspect Enterprise WebConsole | ELV55)LD
RAVHHYET . COREIUIZE>TWeba Y —ILHEEI LFET -

[4 Micro Focus Weblnspect - [u] x
File Edit View Tools Enterprise Server Reports Help

Start/Resume || Pause 7 Audit © ] New - [ Open - | & Compliance Manager [ Policy Manager 3] Report (2) Schedule g4 SmartUpdate
arx

Manage Scans | Manage Schedule

~) Recently Opened Scans dear list
# Start a Guided Scan clear Weblnspect Agent Disabled Sample

»#  Create a scan that is optimized for your Web site. clear Weblnspect Agent Enabled Sample
clear Sample Scan

Start a Basic Scan ~) Scans Scheduled for Toda
¢ Scan a single Web site for vulnerabilities.

~) WebInspect Messages
Start an API Scan delete _| Welcome to Micro Focus WebInspect
delete L] Micro Focus Security Fortify Software Security Content Update 4

w#  Find vulnerabilities in a Web service.

v) What's new in WebInspect!

Start an Enterprise Scan

Schedule an enterprise scan.

Generate a Report
Analyze a scan using system reports.

Start SmartUpdate

Update security checks and patches.

TIT4ET4/3%)L

E B DRAATITAETAIRIVIZIE, LLT DE BB BE DN/ IMNR RENE

ER

o AR ERFYUORAR(MAAR T ERFTU DI E" ~A—21131%25 B L TEEYY)

o ERRFYUDB R (M"E AR ZAF v DEAT (WebH A Adv)" R—=U175 125 B LTS
FZELY)

o APIZFv2 DR R (T"APIEZIEWeb F—ERRFYUDE 17" X—2 166155 B L TS
LY)

Micro Focus Fortify Weblnspect (22.1.0) ~R—247/513



A—HHAR
EZ 3: Weblnspect1—H (A2 71—R

o IARA—TSARXRXYUORR (TM"ITUA—T5A ARF v DET" R—U1991F%5 BLT
&Y

o LIR—+DE R (MLR—k D& L XR—22791%5 BB LT

« SmartUpdate DB 1A (I "SmartUpdate” R—296 %% BB L TLZ&LY)

TOTAETAN\RIVERLS

RADLE DIN—DE X ’é? 04 %E. TOTAETAINRIVER CHIENTEET
TOTAETAINRILHIELY B 85 R— (Start Page) | DA A—2

& Micro Focus WebInspect Hi=
File Edit WView Toos  Enterprise Server  Reports  Help

g I =yrar : ; =
[ Start { Resume [J] Pause [ Skip G Audt |1[] New ~[Z50pen ~ | (&4 Compliance Manager [€] Folicy Manager 3] Report (£ Schedule \gY SmartUpdate |

Start Page apx

> [y “Home Manage Scans 'Manage Schedule T

~) Recently Opened Scans clear list
clear WebInspect Agent Disabled Sample

clear WebInspect Agent Enabled Sample
clear Sample Scan

~) Scans Scheduled for Today

~ WeblInspect Messages
delete -1 Welcome to Micro Focus WebInspect
delete || Micro Focus Security Fortify Software Security Content Update 4

~) What's new in WebInspect!

RF I\—

B DORAVDRA R [T RDAA—D TRENTVSREN—TE IR LR EUIZEOTR
FUFET

& Micro Focus WebInspect [_ ol =]

File Edt View Tools  Enkerprise Server Reports  Help

i [ start {Resume [l Pause [0 skip 7 Audit ‘EJ New = [75Open - | & Compliance Manager [£i] Policy Manager 7] Report (<) Schedule g9 SmartUpdate |

~_ StartPage 4B x

We'cor‘ne to Micro Focus WebInspect “Home™ "M'anage ScansuxManage Schedule |

Micro Focus Fortify Weblnspect (22.1.0) ~R—48/513



A—HHAF
%= 3: Weblnspect1a—H /271 —X

ROET T BIRFRICOWNTHRBELES .
RE KR SNBIRE

"r—L(Home) WIEAWV-RFVrUDURRE,. SBETFEDRFVYY . RIEEKS
nf-LR—bk . BEUMicro Focus—/\haA o O0—K Shf-Avte—2
MPRRSINFET.

RAB%ERFv 2 DL IZE {&. Fortify Weblnspect| ZRFv (2B §
A EFER/AR T INFTT . ¥ VUL #9003 5BE. Fortify
Weblnspect®fll D2 T TREr B A ET .

AXrUNEE  LATICE T LEARYVOURN R R EINET . AFvU &5 LY,
ZRIEEBELRY. HIBRLI-YTEES. BEH (Connections) 1%5')vY
LT. B—hIUB 5 DI 2L DSQL Server Express Edition7—4
R—RIRFINTODRFTYU)FEIFVE— (B 5 Do L F=l&
Tk J—9 £ DRI O35 B IZ5% 7 S417=SQL Server Standard Edition
T—AR—RIZR FEINTULBREYY), F=IEZOME H DT—ER—X
FRIRLET . FMIONWTIE MAFroNEE" X—U216 %5
L TSN,

R a1—=)D  EITFEDRFVYUDOURRER RLET . AFVvo2R P a—)UTE

T (Manage ML71zY. RV 1—)ILEn=AXvo & m E F-(3BIBR LY. FE T

Schedule) ZErERE LY TEET. MO0 T "2y a—LEh =2
FroME " R—U2201%5 B LT,

Micro Focus Fortify Weblnspect (22.1.0) ~R—249/513



A—HHAF

EZ 3: Weblnspect1—H (A2 71—R

AU TR E A+t Fonf-RAY

AXv &R KMVE 17 351U, Fortify Weblnspectl&. 2—4" b Y4 + D4 8il £1=I%E% BB

DINIHMT WBTEREET . COE X TUTIE. RD

nNTHEI.

2R SN TULVA3 D04 i (259

[24 Micro Focus Weblnspect
File Edt View Tools Scan

Pause

[ Start / Resume

(Query) questi
(Query) questi
(Query) qu
faq.himl.bak

[ feedback html
forgot-password.ht

[ forgotten-passworc
[ indeschiml

[& indesc.himl

index. himl.old
index.old

[ online-banking htm!
[§ README. bet
T search.html

(Query) se
(Query) se

Audit

Enterprise Server  Reports  Help

@ Rescan ~ | [8F Compare

Scan Info A
@ Dashboand
(@ Traffic Monitor
T attachments

Vulnerability ID: 1388
R False Positives CWE 1D 552

Kingdom: Environment

Session Info £
[ web Browser

[ HTTPRequest
[EHTTPResponse

2w Fix:

[} New =[5 Open ~ (&) Compliance Manager

How to remediate the issue.
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[Z] petais For Security Operations:
" steps
@ Links
& For Development:
[ Text

Severity

[ Policy Manager 7] Report (4 Schedule ¥ SmartUpdate

- ﬂ‘ Session Vulnerabilities: http:/ /zero.webappsecurity.com/ debug.txt
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A0S 0—

K (Download Scan)

Ao DF AT
(Publish Scan)

Ao O7vIA—
I (Upload Scan)

% 7B IR 3%
(Transfer Settings)

WebConsole

Bt B3

Fortify Weblnspect Enterpriset—/ \~MDi% 5 ZFE 3L F1= X2 B
LFET.

Y=/ \hoN—R R SAT1TTE—F 2RF v ER R TEHLIITLE
ER

BATOATRYIANKR RSN, FCTHR B EERL T, To3—
T4 ZHY—/\ITE S TEFT . R UVTHE 55 1% [EMicro Focus
Fortify Software Security Centert—/\[JE E ShvEd . FF#I12D
LTI, M REFv2 DF 17 (Fortify Weblnspect Enterprise s 5 )"
R—238 %5 B L TIZALY.

X COATavid. Fortify Weblnspect EnterprisehSFortify
Software Security Center&ffi & SN TULVSIE & [CDAE A T
CEXR

Y—NITT—REERIE THDRTVY LR R TEET . [REAEDIS
& InE 75— aviEk E Ry 0O 8 7y7a—k (auto
upload scans) JANE R EINTLVELNGE & ITFE HAShET .

Fortify Weblnspects® & 774 JLE:&E IR L TH—/\IZER % TEFE

T . B—/\T. SHODEE F [TH DVDVTREY T TU—h DME B
SINFET . Ffz. Ry TUTL—k%E R L TFortify Weblnspect
[Z85 3 §AIEETEET . ThIZKY. FUTL—MZE DNVTHETE
T7AILDBME B SNFET . SEE M (CDLTIE, "I 2—T 54 AH—N
RS TMER & DEL £ " XR— 236175 BB LTS,

Fortify Weblnspect Enterprise Weba>— L7 S )5— a3 %ie
BLES.
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avR g% B4
Enterprise Server  Fortify Weblnspect Enterpriself8 3215 2R RLET .
[ZDLVT(About

Enterprise Server)

i REAUR 7OVS5A 2 R%EE B 3 %Fortify Weblnspectf Y Xk —)L AT Ll 12—
HiFortify Weblnspect Enterprise ] D& Bl DAV /N—THBR Y. LNDOTHIA—T5A
RY—NITHE 5 TEFT S

L 7R—k (Reports) JA=a—

LAR—+(Reports) JA=—2—@MaIUR [ZDWVT. ROKXR THBALET .

avToR gt BA

LiR—cDERM  Report Generatorgi2 B L F9 -

(Generate

Report)

LR DEE EELKRIPBEIVHRILLR—DEED—ENR RTSNET. hR
(Manage BLEEFFSNFLAR—F DB BT EE . Bl . FETVRR—H &L
Reports) R—E & I7TANINDAHR—EITAET

NJLT (Help) JA=a2—

AIVF(Help) JA=a—IZ(. COREYVI TR BT 5aIUR AR RINET .

Weblnspect®\ L7 (Weblnspect Help)
AR & AT T7AINEREFT .

R

COATNRIE AT IPAINERE. ERAVITBRE AT ERRTLET.

H7R—b (Support) >#i 3R # 5 DKk %5 (Request an
Enhancement)

YIR—b FrRIDE R TZoTWSIH & ("7 T )7 —a Vi 5 Ui—h Foq )L R—=D
469 1%&S BR). COaTUR (L. ¥k 5F B BE DKk 38 ZMicro Focus|TiE 1§ 97518001 F
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R EFET .

H7R—b (Support) >TI=HILYHR—k ~OERI LVE Ht
(Contact Technical Support)
ZMDaATUR [, FortifyhRATHHR—F ITER T5-0DF IlEER RLET -

H7R—b (Support) >A—T > TCTSr7H1E R DEX 15 (Get
Open TC Browsers info)

CDA=a—aT R & (R UNE T LEBWNME S G ERXTYUICE 5 EEN ST L

2 1—T4T T B=OIFortifyh RATHR—r ERL B THEEITARIFERLET . coavy
R (&, R&Fvoh ISTruClient? S OR Ty T avk 0T ER & LES . REXvh 395
HFIEIE KR ITRY . AR TCTOLRFB W ESA. 208, ThBORFYTLavk

(& RF-v>mh [TFortify WeblInspecth¥& HH LTI B OIS oFEa—ZR#E LFET .

—DAYU R ZEE A 95121

1. PIVF(Help) 1> BaR—k (Support) 1> B—F 2 TCTS7H 1% # MEX 1% (Get Open
TC Browsers info) 1 # R LET .

DSroHiE #f MEY 13 (Get Browsers Information) 74K UMK RS ET .
2. SEARI(L.DEIIIL. BESN-ID7MIIWVERE TS EERLET.

3. BFLARYADTYFTO—K (Upload to Telemetry) 1%:& iR L T. BB & Si=T71IVET
T B (2B 8 B [“Micro FocusIZ7y7O—K LZET .

4. BB A& (Collate) &0 )vILET

AFvoGUIDDE FiZ&E AL TIHIVEDME L Sh . BB & Sn=XFyTiavkaon
TAHIVERN B & ShEd .

H7R—k (Support) > 7T Vr— 3> X FvT o avk DY)VT
R—k ~M3aE—(Copy Application Snapshot to Clipboard)
ZDA=2—a<K [L. Fortify Weblnspect®if] %8 %52 B 3~ 571=8IFortify h RAIHR—k &

HBETHEETIRICERLET . COFTavId. Fortify WeblnspectDAEJZ L TEE AL
L. WindowsT/\whHY—)LEE B L T TR T X 17 TEBLSITLET

COaARUREE R TAIZE
1. PNVF(Help) 1> B—k (Support) 1> PFAVr—30 R w7 avk O )TR—E ~
dMaE—Copy Application Snapshot to Clipboard) 1%:& iR LE 9.

WeblnspectiX && 1F # MYX £ (Collect Weblnspect State Information) J71 K roh\&
REINFET

2. AotV RKEZELEL. AERZEE. <CTRL>+<V>Z#H L TR B ZT71JURL
Y IHES .
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Fa—k1)7IL

CDATURE[E A LT, Fa—hUTILELUME DFortify Weblnspectk FaA k&40 0—
FTEFET

Weblnspect|Z2ULYT(About Weblnspect)

ZOATUR & AV RIG R BF Al RRR ., B 4 & Fortify Weblnspect7 74— 3>
[T 2B |MERTLES .

Y— )i \—

Fortify Weblnspect 4R DIZIE. 2 DDY—)b/\—RFvY— )i \—ERZ # Y —)LiN—) hid
YFEF . Y—Il\—%R R EILFERRICTBIZE. BRR(View) | AZa—hs M=)z \—
(Toolbars) JZZERLFT -

A Y—)LN—TE A gE G ARE

RaY H R

= Start | Resume Z#"V‘/ié-_ E# 1$ 1k bfﬁ‘%x#*yi&ﬁ E‘ﬁ ’C‘%i?’ ° 5.7_'5 TL
F=REwUNZIE (B4 LTI T EDM DITF5—IZKB)RK X
E Dyl avhh B8 FNTWSIENHYFET . Bita(Start) 1%
90979 B, Fortify WeblnspectlZZFhn oDty 3> O &%

Bzl TLET.

|| Pause BT ORTYERELEST . XV 21T 951215, B
1% /18 BA (Start/Resume) [/R 2 &0 J0ILFET .

% Audit WebiE &R DH DRAFVUF=IERTYTE—R RXvdER 1T

B E L. BT RICCTORIVED )L TCEBEZE T TEE
T EMIZONTIE. TMFEF AT DEIT" R—2U2021%5
BB L TLEaLN,

rmm— CORENE. REvEE DATERIR LB A [COHE 7 &
i hET. B 2Fv(Rescan) Ik OyIHonA=a—Tlt. K
O B 5% 17 TEET

o £5— E AF¥r> 3 %(Scan Again)(MH- + DF 25"
N—U248 1 %5 1R)

o fif2 55 1 OB TRk (Retest Vulnerabilities)(I " fifz 55 14 D&
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REY

| 1'|? Zompare |

F Funin WebInspect Enterprise

@ Synchronize

|7=] Publish

i ae

TAR' R—=D243 1 %5 )

. 1% OF F| B (Reuse Incremental)(l"1& 53 25w " A—
D2501%5 )

o X ZE MOF F| B (Reuse Remediation)(l" 2> D& F A"
N—D249 155 R)

HMITOWTIE. TMETARER A3y " R—U243 %5 8
L TLf=ELy.

COREUNE AN EE CITEEIRLG B ICOAR RS
NFEF. INIZKY. B LAY I3t 52 DDE 115X+
NZEHTHA AN oF s 55 14 Lt 3 T=F 9. FE# 2D
TlE. [MAFroDEL 8" R—22111%5 BB L TS0,

ZRAIE. Fortify WeblnspecthiFortify Weblnspect
Enterprise| 3 SN TEY. T+—hANHEETTRAFrUMN
LTS5 B [COAHR RENFT . RAEFvE% E ZFortify
Weblnspect EnterpriselZiE 1§ TEFEY . ShlkY. Revy
B R AME R S RIZH| A ] g A Y DRFvoFa—I(C
AnbonFEd. FHMIToLTE "t 2—TJ54 XH—/\Th
AFvMEIT" R—2351%5 B L TEELY.

ZDRA(E. Fortify Weblnspect Enterprisel Z#% # L1=% T
DHFK T SNFEF . Fortify Software Security Center7 )
‘r—3 bN\—23 % e T TEEY . Fortify Weblnspect(d
R [ZFortify Software Security Center®bifs 53 14 DU &4
ro—k L. Foro—k L1 55 1 &R £ ORFv TR H
SINTFREFBHELE L. BULRT—A2R( B il (New)].

B% 77 (Existing)]. B & A (Reintroduced)]. &% K&
t (Not Found) )& Y2 THE S . FE M (CDLVTIL. MMFortify
Software Security Center~®M}ft 55 14 Offt &" XR—2391%
S B L TEALY,

X ST avld. Fortify Weblnspect Enterprise A
Fortify Software Security Center&#fi & ShTUL\515 & (2
DHE A TEEFT .

ZORAE(F. Fortify Weblnspect Enterprisel 3£ # L1-% T
D3 7~ s Fortify Weblnspect&Fortify Software
Security Centerz[@ # L1=1& TH 2 TR YUFT . Fortify
Weblnspect Enterprise h\Fortify Software Security Center
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RE> 8 BE
(27T —aunN\—o 30 T7—43%7yI0—K LET .

X COA T avId. Fortify Weblnspect Enterprise A’
Fortify Software Security Center&ffi & ShTULV515 & (2
DHE A TEEFT .

BREY—ILN\—THERAA LRI

REY HRE

] New ~ HARfFERTv . EKRKZAXFv . APIRFY . F-ldTo 42—
TIARXRAFv 2 E R TEFT . RUVVTHEE THRFv
H—R AR H L T. RV OTAERDATYIERLE

EE
[ Open = AXvUFIELR— EZRSENTEFT .
£4 Compliance Manager Compliance Manager&i2 8 L 9 .
[£5] Palicy Manager Policy Manager&i#C 81 LF9 -
| Report Report Generatorz#2 81 L £9 -
<) Schedule A& Uh\E E OB B ISR T SNBAEIIRT D a—IVERR E

TEET, EMITOLTIE [M"ASTvo DAY 21— R—
2191%5 B L TEELN.

g SrnartUpdate EF' 9& MMicro FOCUS?_Q’{_XtiE 1% L <. :1§ A DO AT
LISHE A TESTYI T DBHEMEIDEHI FIL . VT T—
9D & (FTYTT— b EAVRR—ILTESLIITLET .
EEHRIZDULTIL. I"SmartUpdate” R—296 %5 B L TL:
A"

F ‘WeblInspect Enterprise Webionsbkd rtify Weblnspect Enterprise WebaY/)—) V7 I )Wr—ay
ZRe B LET . DRAUIE. Fortify Weblnspect Enterprise(Z
BHELTLAIE & IZOAR TINET .
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REv> DE H (Manage Scans) I'Y—JL/\—T{# A A g 71
RAY

REY #ae

-~ Open AXrUZRLKIZIE 128 £ DRFvoaE IR LT BAL
(Open) 12" )vILFF (Ff=lE. BIZURMA DIUR)EETIL
2 )7L FF). Fortify WeblnspectlZ&oTRFvT—42H
A—R ah. TNEFNDRFYU(HME Bl DATIZR RENFET .

\Rescan v BRLEAX P OTRRITERASNE E AR YA FENK
B TRYVYo MR EEH THI2E. BRFv>
(Rescan) 1> B5— & X¥+r> 9 5(Scan Again) 1&7UvoL
9.
Bl B DR T BN oI 55 28 $tviarDis
BAFv o952 A& IRLT. BXdvy
(Rescan) 1> [ifc 58 1+ OF 7 X (Retest Vulnerabilities) ]%

2oL ET .
FHMICOWTIE MTME TANEE ZFv " R—2243 155 R
L TLZELY,

,]I{- Rename E*R L/T:Z:F'V‘/o)% ﬁﬁ%%%?é[:'i\ % -HLI‘I%E
(Rename) |&7')vILET .

# Delete BIRLE=AT v 28| B 95121%. BBk (Delete) 124')v5L
EXIB

M Import AXvoEAUR—h$BIZIE. HodR—k(Import) 1Z201)v5L
EXIB

L Export ~ AXvoDIHAR—b . v D5t il DTHRHR— | Fortify

Software Security Center~MAFv> DIV AR—t . Ff=lE
WAF (Web7 71— 3y I74 74— ~DIER i JL—ILOT
HZAR—ZE1TS5I2IE. EHRAB—k(Export) JOK OvF4™y
XEMED)ILET .

if Compare AXvE Lt B BT, (<Cirl>Z#R Lol T) 2D
DAFvZEIRL. B (Compare) &0y FET . 3%
I DOWTIE T"AFroDEL 8 X—2211 125 B LTS
LYo

 Connections T 74)Uk TlX. O—AhJLSQL Server Express Edition&s% &
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REY

1 Refresh

] Calumns

i ae

i#F AMDSQL Server Standard Edition|Z{} 77 Sh TR Ry
> HVF R TFortify Weblnspectl Z&>T— B R mahFxd . —
A F=EMl A DT—HAR—REE R §5H. £=[ESQAL Server
it EiE E 9 5I21%. B #& (Connections) 127U LF
El

HECE LT, BE#H(Refresh) 29I TR RZEH L
EXIP

xR TDHEEIRTAHIZE. B (Columns) 1&0 )L E
9. £~ BI(Move Up) IR2>& [F ~¥ 8 (Move
Down) IR2 ZFE A LTI R T DIERF it ~& Z 1Y),

R¥+r> & B (Manage Scans) VAR T, BIZH| R H L%
RS9I TR R OYIL YT HIEMNTEFT

FTET— 3Ry

AFr %R 1T EIEXK R 3 5. Fortify Weblnspector2 R roDE Bl IZHES— 3o R(

PR RINET . TET—Lao RAVIZR RSNDIN B (FIITE2—N)EFRE TS BA+

(Site) I7/R%>. B —4>X(Sequence) J/R32>. BPAH/\LYP (SPA Coverage) [71RhZ>.
% & (Search) J/h4> . LU RTFYFTE—R (Step Mode) IIRZUMNE TN TLET .
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<

23
23

23

23

23

B

B--ﬁ htip:/fzero. webappsecurity »
oM /
g account
g admin
g admin
g backup
L5 bank
g cai-bin
g db
g docs
g error_log
ARG errors
[-liEg htbin
g indude
g manager
BT resources
E scripts
-l stats
E testing
- lig user
[ <scriptalert{TRAC

>

|k Excluded Hosts| @ Allowed Hosts

9 5] site

E Sequence

SPA Coverage

m Search

HE B

1 FEF— ARy
2 RFEEETHRL

FTARATORIUNR RENTIVELME & (T REVURN DT BB (2HEHF AVTE IR &Y

oL . s RS %R 7R (Show More Buttons) 122 iR LEY .

| & Excluded Hosts| @ Allowed Hosts

Path

[ st

E Sequence

= ¥ Critical (5 items)
[= Cross-Site Scripting: Reflecte

httn-{frern wehannsecuri

SPA Coverage

Eﬂ. search

& Jh | wrFinaings | g scan Loy

4k show More Buttons

¥ Show Fewer Buttons

Mavigation Pane Optians...

Add or Remove Butkons
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HYArE1—

Fortify WeblInspectDFE4— 3 R4 UIZ[FWebHA k Fi=[FWebH—E XD /B 18 1& =17
DI R SAL. TNITHN 2 THE 55 14 Y& S S iyl ao iR R SNET . B~ DWebiE
& | . Fortify WeblnspectTIE & v a> O OF ooIR VI ZAOGE IR SN(TI4ILN ). &y
VAVDE B BT HONDIIENTINET . WebEREE B FIEREITTIE A (FALH
ELEI[CWebiEFRINTHSEBEINDEE). BB ZH 18 9581 ICE&E T5F vk
READITTBHIET., Yl avEE E ISR TEET

HAhEa—IZ(E. B& 4 7RRR(Excluded Hosts) 1& B AT /RR b+ (& #& (Allowed Hosts
Criteria) | &L\V52 DDy T 7T 274 HYET -

PV resources

----- JiEg scripts

P L VRS stats =
P m 3

= site

'@ﬂg Sequence

B& 4% AR AR

B 4} 7RR+ (Excluded Hosts) 12 0% 9y 9 &(F=IEZDL ITRAU2EE )L 2T12E
BF A SN TULVELVT RTORRN D— BEHAR RENET . Thold, 24— IR O
B DG s BB TELHRANTT A, BF 7] /KA (Allowed Hosts) 15% & ( 74 /L F1=
(IR 7E DRI 5% € (Default/Current Scan Settings) ]> R¥+v> &%k 5 (Scan Settings) |>

B4 7] Rk (Allowed Hosts) 1) T & SN TLVELDT. RFrU TEEL A

B 5% 7RRXk (Excluded Hosts) 12 0% AL T. B4 RRFEER L. REvUITE M
(Add to scan) 1F7=I& BF aT /"R OE #E %358 hN (Add allowed host criteria) J&0')vo T
F9.
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--Ea bark.

xcluded Hosts

E

g/pE'l‘;ﬁ Disallowed

m| »

4 T k

[ﬁExcluded Hnstsl@.ﬁ.llnwed Huosts Criteria

5] site

EEJ Sequence

HE ®&H

1 AXVUITE M-RARERFVYUITE N T HE RAML—TALINJER T/ —
R Ao B YI—R 12¥E l & E 9. Fortify Weblnspectid. ZDtyas X5y

LFET

2 FFAIRAb O E FB N -FF 6] AR OF £ ([TRAMEE N T5E. BRE DR
Fv 8% 5 (Current Scan Settings) JD&F 7] 7RA~ D— & ICURLAYME Il ShE
9 . Fortify Weblnspectl&. ZDHRAL ~DE #t DV VXXV U128 HFET . 1=
fzL . Fortify Weblnspecth'd TIZZDHRA AD) Y% E O — DY —RERX
FroLT=% T, HF AR OE ZE (SRR EE M L5 & B0 ShizrkRE

[TRFVYoEINFEHA.

&F ] R DE #

B \I 7RR |+ O #E (Allowed Hosts Criteria) 1274009 5(Ff=[EZDL [TRA U R%EE
)&, Fortify WeblnspectDARxv> &% € ( BF 8] RRk (Allowed Hosts) JOT ) THe & Stz
URL(FIFERKRR)NITICR RENFES . Hlfk(Delete) 1F-1% BF Al RRAF DR EE
3B hn (Add allowed host criteria) ]%%')v7 9 %&. Fortify WeblnspectT BER £ D% &
(Current Settings) %4 7RI RV AN B =, 5F vl KRS OE # (JT75)WRLFEIZURLE

RIERKRE)EM. wE . FEHIFRTEFS.
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--Ea bank.

Allowed Hosts Criteria

Criteria Makck
i, Spidy nannics . com Skring

i, Spidynamics . com: 3 Skring
vl spfi| v ]dynaricsy, cam Fege:

4 T 2

lﬁExcluded Hnstslﬁ.ﬁ.llnwed Haosts Criteria
5] site

E‘ﬂ'ﬁ Sequence

HE ®&H

1 Al FRRM DE FE FEB -T2k %E N9 5&. Fortify Weblnspect TldE # [
— B9 BRAN A 5 DU IF R U|2E $HET . 1=12L . Fortify
Weblnspecth 9 TIZZEDHRRN ANDY V%S $HE — D)) —RERFv LT
T, RAREIR E L5 A B I SN f=RRR [ERFroShER A

2 All BR -3 7l AR D— & AT JZHI BR L1-15 & TH. Fortify WeblnspectT
PTIHR B L)Y —RIEFTARATRFVUICE FTFNET .

% TREVYU T BIDICINLDEE EER T 9 5HICIE. B 5E (Settings) [0 R ODERA(
DT [ZHd B T |4 B Z4F (TTER 7 (Save settings as) JZE R LFT .

BR S% RA FF=(FEF Al ARRN DR EZE B T HRTIT. AFVvUE— B E LT ENHYE
T EB[T, RF VU E— BB IE L=RAUR I2E5TIE. 3B 0 E=THI BR Sh =R Ak DRF+
U EBYVITIT bWV BE HE ABYET . F-EZ I, Fortify Weblinspecth¥3 TIZiE A
SNTFARRANADUL %S O — DY —RERFv LT T, SF Al KRR FE MM L5

B . BIMEINFARARERF U ShERA.

E—4> Z(Sequence) JE 21—

E—7> Z(Sequence) JEa—IZI&. R [ZFortify Weblnspecth™& H L1=IIE & TH—
NP —ZAMK R EINFET .
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¥: B (Site)JEa—& E—4 > &(Sequence) [Ea—DELLIZHELTE . F LTFRE
TREINDDIE. JH% L TR B Shi=)Y—XTIEAL<. Fortify WeblnspectlZ&->T

[ B S iz TAL IR UERIET7MILTY . fz£Z L. Fortify Weblnspectld. 24—~ vk
WebH k2l backup ] ELV5 % BT DTAL IR UDE ENTLSMESIHER H T51TD
B2 . Z3RTGET /backup/ HTTPA11Z&E B2 ELET.

SPA#/\Lw (SPA Coverage)
SPA#/ LYY (SPA Coverage) lEa—I&. SPAHHR—F AZRFvUIxt LTHE ® (ThE-TLY

BB S IZDMHE B TEET . COE2—IZIE. WebiE & TJO5S LA WebiEFZ b 2 ELT=
R—CHDEHRNRRSINET.

Total: 138
URL Display Name Selector =
http:/flocalhost: 8080/ WebGoat/... Cross-Site Scripting (X55) ffalnormalize-space(string(.))=...
http:/localhost: 8080/ WebGoat/... Stage 5: Reflected X55 [fa[@id="5tage5ReflectedX557]
http:/flocalhost: 3080/ WebGoat/... Denial of Service from Multiple ...  ffa[@id="DenialofServicefrom...
http: {localhost: 8080/ WebGoat/... Admin Functions [fa[normalize-space(string(.))=...
http:/flocalhost: 28080/ WebGoat/... Challenge ffalnormalize-space(string(.))=...
http: {localhost: 8080/ WebGoat/... LAB: Client Side Filtering ffa[@id="LABClientSideFiltering]
http: {localhost:8080/MebGoat/... XML Injection ffal@id="XMLInjection"]
http:/flocalhost: 8080/ MebGoat/... The CHALLENGE ffa[@id="TheCHALLENGE"]
http: {localhost: 8080/ WebGoat/... Report Card ffa[@id="ReportCard™]
http:/localhost: 3080/ \WebGoat/... Hijack a Session ffa[@id="HijackaSession"]
http: {localhost: 8080/ WebGoat/... Stage 4 Parameterized Query #2  [fa[@id="Stage4Parameterized...
http:/flocalheost: 8080/ MebGoat/... Tomcat Configuration ffa[@id="TomcatConfiguration”]
Denial of Service {fspan[normalize-space(stringl....
http:/flocalhost: 8080/ MebGoat/... Command Injection ffa[@id="CommandInjection”]
http:{localhost: 8080,/ WebGoat/... Useful Tools ffa[@id="UsefulTools™]
http:/flocalhost: 8080/ WebGoaty... Access Control Flaws ffalnormalize-space(string(.))=...
http: {localhost: 8080/ WebGoat/... Blind Mumeric SQL Injection ffa[@id ="BlindNumericSQLInjec...
http:/flocalhost: 3080/ WebGoat/... Stage 2: Add Business Layer A...  ffa[@id="Stage2AddBusinessL...
Insecure Storage {fspan[normalize-space(stringl....
http:/flocalhost: 3080/ WebGoat/... Session Fixation ffa[@id="SessionFixation”]
http: {localhost:8080/WebGoat/... Fail Open Authentication Scheme  ffa[@id="FailOpenAuthenticati...
http:(localhost:3080/\WebGoat/... General Jfalnormalize-space(strinal.))=... *
=] Site
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