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Legal notices

Copyright notice
© Copyright 2021 Micro Focus or one of its affiliates.

The only warranties for products and services of Micro Focus and its affiliates and licensors (“Micro Focus”)
are as may be set forth in the express warranty statements accompanying such products and services.
Nothing herein should be construed as constituting an additional warranty. Micro Focus shall not be liable
for technical or editorial errors or omissions contained herein. The information contained herein is subject to
change without notice.

Documentation updates

The title page of this document contains the following identifying information:

« Software Version number, which indicates the software version.
« Document Release Date, which changes each time the document is updated.
« Software Release Date, which indicates the release date of this version of the software.

To check for updated documentation, visit https://www.microfocus.com/support-and-services/documentation/.

Support

Visit the MySupport portal to access contact information and details about the products, services, and
support that Micro Focus offers.

This portal also provides customer self-solve capabilities. It gives you a fast and efficient way to access
interactive technical support tools needed to manage your business. As a valued support customer, you can
benefit by using the MySupport portal to:

« Search for knowledge documents of interest

Access product documentation

View software vulnerability alerts

Enter into discussions with other software customers
Download software patches

Manage software licenses, downloads, and support contracts
Submit and track service requests

Contact customer support

View information about all services that Support offers

Many areas of the portal require you to sign in. If you need an account, you can create one when prompted
to sign in. To learn about the different access levels the portal uses, see the Access Levels descriptions.

About this PDF version of online Help

This documentis a PDF version of the online Help.
This PDF file is provided so you can easily print multiple topics or read the online Help.

Because this content was originally created to be viewed as online help in a web browser, some topics may
not be formatted properly. Some interactive topics may not be presentin this PDF version. Those topics can
be successfully printed from within the online Help.
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Chapter 1: Introduction

This section provides an overview of the Micro Focus ServiceNow Connector.

® ServiceNow ConNeCtOr .l 7
® Connector Framework Server ...l 9
® The IDOL Platfi O 11
& System ArChiteC U 11

ServiceNow Connector

ServiceNow Connector is an IDOL connector that retrieves information from ServiceNow
(https://www.servicenow.com/). You can use the connector to keep your IDOL Server up to date with
the information that your organization creates in ServiceNow.

Features and Capabilities
The ServiceNow Connector retrieves data from ServiceNow.

Repository ServiceNow, versions Fuji to Istanbul.
The connector supports basic authentication and OAuth.

If you are using a version of ServiceNow that does not support the
Attachment API, you must set the configuration parameter
UseAttachmentAPI=FALSE in the connector's configuration file. The
connector still retrieves attachments, but using the Attachment API is
more efficient.

Supported Actions

The ServiceNow Connector supports the following actions:

Action Supported Further Information

Synchronize ‘/ Retrieve Information from ServiceNow (Basic Authentication),
on page 46
Retrieve Information from ServiceNow (OAuth Authentication),
on page 47

Synchronize X

(identifiers)
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Synchronize Groups

Collect

Identifiers

Insert

Delete/Remove

Hold/ReleaseHold

Update

Stub

GetURI

View

N X X X X X X N X X%

Display Online Help

You can display the ServiceNow Connector Reference by sending an action from your web browser.
The ServiceNow Connector Reference describes the actions and configuration parameters that you
can use with ServiceNow Connector.

For ServiceNow Connector to display help, the help data file (help.dat) must be available in the
installation folder.

To display help for ServiceNow Connector
1. Start ServiceNow Connector.
2. Send the following action from your web browser:

http://host:port/action=Help

where:

host is the IP address or name of the machine on which ServiceNow Connector is installed.

port is the ACI port by which you send actions to ServiceNow Connector (set by the Port
parameter in the [Server] section of the configuration file).

For example:

http://12.3.4.56:9000/action=help
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Connector Framework Server

Connector Framework Server (CFS) processes the information that is retrieved by connectors, and
then indexes the information into IDOL.

A single CFS can process information from any number of connectors. For example, a CFS might
process files retrieved by a File System Connector, web pages retrieved by a Web Connector, and e-
mail messages retrieved by an Exchange Connector.

To use the ServiceNow Connector to index documents into IDOL Server, you must have a CFS. When
you install the ServiceNow Connector, you can choose to install a CFS or point the connector to an
existing CFS.

For information about how to configure and use Connector Framework Server, refer to the Connector
Framework Server Administration Guide.

Filter Documents and Extract Subfiles

The documents that are sent by connectors to CFS contain only metadata extracted from the
repository, such as the location of a file or record that the connector has retrieved. CFS uses KeyView
to extract the file content and file specific metadata from over 1000 different file types, and adds this
information to the documents. This allows IDOL to extract meaning from the information contained in
the repository, without needing to process the information in its native format.

CFS also uses KeyView to extract and process sub-files. Sub-files are files that are contained within
other files. For example, an e-mail message might contain attachments that you want to index, or a
Microsoft Word document might contain embedded objects.

Manipulate and Enrich Documents

CFS provides features to manipulate and enrich documents before they are indexed into IDOL. For
example, you can:

« add additional fields to a document.
« divide long documents into multiple sections.

« runtasks including Eduction, Optical Character Recognition, or Face Recognition, and add the
information that is obtained to the document.

« run acustom Lua script to modify a document.

IDOL ServiceNow Connector (12.10) Page 9 of 89



Administration Guide
Chapter 1: Introduction

Index Documents

After CFS finishes processing documents, it automatically indexes them into one or more indexes.
CFS can index documents into:

« IDOL Server (or send them to a Distributed Index Handler, so that they can be distributed across
multiple IDOL servers).

« Vertica.

Import Process

This section describes the import process for new files that are added to IDOL through CFS.

Format
Detection

Fre-import
processing

Key\iew
filtering

N
Post-irmport
processing

Index into
IDOL server

1. Connectors aggregate documents from repositories and send the files to CFS. A single CFS can
process documents from multiple connectors. For example, CFS might receive HTML files from
HTTP Connectors, e-mail messages from Exchange Connector, and database records from
ODBC Connector.

2. CFS runs pre-import tasks. Pre-Import tasks occur before document content and file-specific
metadata is extracted by KeyView.

3. KeyView filters the document content, and extracts sub-files.

4. CFS runs post-import tasks. Post-Import tasks occur after KeyView has extracted document
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content and file-specific metadata.

5. Thedatais indexed into IDOL.

The IDOL Platform

At the core of ServiceNow Connector is the Intelligent Data Operating Layer (IDOL).

IDOL gathers and processes unstructured, semi-structured, and structured information in any format
from multiple repositories using IDOL connectors and a global relational index. It can automatically
form a contextual understanding of the information in real time, linking disparate data sources together
based on the concepts contained within them. For example, IDOL can automatically link concepts
contained in an email message to a recorded phone conversation, that can be associated with a stock
trade. This information is then imported into a format that is easily searchable, adding advanced
retrieval, collaboration, and personalization to an application that integrates the technology.

For more information on IDOL, see the IDOL Getting Started Guide.

System Architecture

An IDOL infrastructure can include the following components:
« Connectors. Connectors aggregate data from repositories and send the data to CFS.

« Connector Framework Server (CFS). Connector Framework Server (CFS) processes and
enriches the information that is retrieved by connectors.

« IDOL Server. IDOL stores and processes the information that is indexed into it by CFS.

« Distributed Index Handler (DIH). The Distributed Index Handler distributes data across
multiple IDOL servers. Using multiple IDOL servers can increase the availability and scalability of
the system.

« License Server. The License server licenses multiple products.

These components can be installed in many different configurations. The simplest installation consists

Y

of a single connector, a single CFS, and a single IDOL Server.

CFS

Repository Connector

IDOL
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A more complex configuration might include more than one connector, or use a Distributed Index

Handler (DIH) to index content across multiple IDOL Servers.

Repository Repository Repository

) l l
s s s

Connector Connector Connector

Connector Framework Server

l

DIH
IDOL IDOL IDOL
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Chapter 2: Install ServiceNow
Connector

This section describes how to install the ServiceNow Connector.

® Create a ServiceNow AppliCation ... . 13
* Install ServiceNow Connector on Windows ... .. 13
® Install ServiceNow Connector On LiNUX . ... 16
® Configure the License Server Host and Port ... ... ... 16
® Configure OAuth Authentication ... .. 17

Create a ServiceNow Application

To retrieve content from ServiceNow using OAuth authentication, you must create a ServiceNow
application to represent the connector. For information about how to do this, refer to the ServiceNow
documentation.

NOTE: You can also authenticate using basic authentication, in which case you do not need to
create a ServiceNow application.

Micro Focus recommends that you set up the ServiceNow application before installing the connector. If
you have an application key and application secret, the installation wizard can help you to configure
OAuth authentication and obtain access tokens.

Install ServiceNow Connector on Windows

Toinstall the ServiceNow Connector on Windows, use the following procedure.

To install the ServiceNow Connector
1. Run the ServiceNow Connector installation program.
The installation wizard opens.
2. Read the installation instructions and click Next.
The License Agreement dialog box opens.

3. Read the license agreement. If you agree to its terms, click | accept the agreement and click
Next.
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The Installation Directory dialog box opens.
4. Choose an installation folder for ServiceNow Connector and click Next.
The Service Name dialog box opens.

5. Inthe Service name box, type a name to use for the connector's Windows service and click
Next.

The Service Port and ACI Port dialog box opens.

6. Type the following information, and click Next.

Service port The port used by the connector to listen for service actions.

ACI port The port used by the connector to listen for actions.

The License Server Configuration dialog box opens.

7. Type the following information, and click Next.

License server host The host name or IP address of your License server.

License server port The ACI port of your License server.

The IDOL database dialog box opens.

8. Inthe IDOL database box, type the name of the IDOL database to index documents into, and
click Next.

The Proxy Server dialog box opens.

9. If you are installing the connector on a machine that is behind a proxy server, specify the details
of the proxy server to use to access ServiceNow. Then, click Next.

Proxy host The host name or IP address of the proxy server to use.
Proxy port The port of the proxy server to use.
Proxy username (Optional) The user name for authenticating with the proxy server.

Proxy password (Optional) The password for authenticating with the proxy server.

The Instance name dialog box opens.

10. Inthe Instance name box, type the ServiceNow instance to retrieve information from. The
instance name is usually the first part of the URL, for example type my-instance for my-
instance.servicenow. com. After typing the instance name, click Next.

The ServiceNow Authentication Type dialog box opens.

11. Choose whether to use Basic Authentication or OAuth authentication to retrieve information
from ServiceNow.
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« Touse Basic Authentication, click Basic Authentication and click Next. Then enter the user
name and password to use and click Next.

« Touse OAuth Authentication, click OAuth Authentication and click Next. Then enter the
user name and password that you use to log on to ServiceNow. Use an account that can
access all of the data that you want to retrieve (such as an administrator). You must also
enter the AppKey and AppSecret that you obtained from ServiceNow when you created an
application to represent the connector. For more information about creating the application,
see Create a ServiceNow Application, on page 13. After typing the information, click Next.

The ServiceNow tables dialog box opens.

12. Inthe ServiceNow tables box, type a comma-separated list of tables to retrieve information
from. You can find table names in the administration interface for your ServiceNow instance.
Then, click Next.

The CFS dialog box opens.
13. Choose whether toinstall a new CFS or use an existing CFS.
« Toinstall anew CFS, select the Install a new CFS check box and click Next.
The Installation directory dialog box opens. Go to the next step.
« Touse an existing CFS, clear the Install a new CFS check box and click Next.

The CFS dialog box opens. Type the host name and port of your existing CFS installation.
Click Next and go to Step 18.

14. Choose an installation folder for the Connector Framework Server and then click Next.
The Installation name dialog box opens.

15. Inthe Service name box, type a unique name for the Connector Framework service and click
Next. The name must not contain any spaces.

The CFS dialog box opens.

16. Type the following information, and click Next.

Service port The port used by CFS to listen for service actions.

ACI port The port used by CFS to listen for actions.

17. Type the following information and click Next.

IDOL Server The host name or IP address of the IDOL server that you want to index
hostname documents into.
ACI port The ACI port of the IDOL server.

The Pre-Installation Summary dialog box opens.

18. Review the installation settings. If necessary, click Back to go back and change any settings. If
you are satisfied with the settings, click Next.
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The connector is installed.
19. Complete the installation procedure.
« If you chose to use Basic Authentication, click Finish.

« If you chose to use OAuth authentication, you can run the OAuth tool, which obtains the
access tokens necessary to retrieve information from ServiceNow.

o Torun the OAuth tool, select the Run oauth_tool.exe check box, and click Finish.

The OAuth tool obtains the tokens from ServiceNow and creates files named oauth. cfg
and oauth2_sites.bin, in the connector's installation folder. These files contain the
information required by the connector to retrieve information from ServiceNow. The
default configuration automatically uses this information to authenticate with
ServiceNow, but for more information about configuring fetch tasks with OAuth
authentication, see Retrieve Information from ServiceNow (OAuth Authentication), on
page 47.

o Tofinish installing the connector without running the OAuth tool, clear the Run oauth_
tool.exe check box and click Finish. For information about how to run the OAuth tool at a
later time, see Configure OAuth Authentication, on the next page.

Install ServiceNow Connector on Linux

To install the ServiceNow Connector, use the following procedure.

To install ServiceNow Connector on Linux

1. Open aterminal in the directory in which you have placed the installer, and run the following
command:

. /ConnectorName_VersionNumber_Platform.exe --mode text

2. Follow the on-screen instructions. For information about the options that are specified during
installation, see Install ServiceNow Connector on Windows. For more information about installing
IDOL components, refer to the IDOL Getting Started Guide.

Configure the License Server Host and Port

ServiceNow Connector is licensed through License Server. In the ServiceNow Connector configuration
file, specify the information required to connect to the License Server.

To specify the license server host and port
1. Open your configuration file in a text editor.

2. Inthe [License] section, modify the following parameters to point to your License Server.
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LicenseServerHost The host name or IP address of your License Server.

LicenseServerACIPort The ACI port of yourLicense Server.

For example:

[License]
LicenseServerHost=1icenses
LicenseServerACIPort=20000

3. Save and close the configuration file.

Configure OAuth Authentication

To retrieve content from ServiceNow using OAuth authentication, you must obtain OAuth tokens. The
ServiceNow Connector is supplied with an OAuth configuration tool to obtain the tokens.
NOTE: There is no need to complete this procedure in the following cases:

« You want to authenticate with ServiceNow using basic authentication.

« You chose OAuth authentication during the installation process and the OAuth configuration
tool ran successfully.

To obtain OAuth tokens
1. Open the folder where you installed the connector.
2. Open thefile oauth_tool.cfg in atext editor.

3. Inthe [Default] section, specify any SSL or proxy settings necessary to connect to
ServiceNow:

SSLMethod The version of SSL/TLS to use. This parameter accepts the same values as the
connector configuration parameter SSLMethod. To use the highest protocol
supported by both client and server, set this parameter to NEGOTIATE.

ProxyHost The host name or IP address of the proxy server that the connector must use.

ProxyPort The port of the proxy server that the connector must use.

For example:

SSLMethod=NEGOTIATE
ProxyHost=10.0.0.1
ProxyPort=8080

4. Inthe [0AuthTool] section, set the following parameters:
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AppKey The Client ID provided when you created the ServiceNow application to
represent the connector.

AppSecret The Client Secret provided when you created the ServiceNow application
to represent the connector.

TokenUrl This parameter is already set, but you must replace the placeholder
<ServiceNowInstance> with the name of your ServiceNow instance.

TokenParameters This parameter is already set, but you must replace the placeholders
<Username> and <Password> with the username and password that you
use tolog on to ServiceNow. Use an account that can access all of the
data that you want to retrieve (such as an administrator).

Refreshurl This parameter is already set, but you must replace the placeholder
<ServiceNowInstance> with the name of your ServiceNow instance.

Do not modify the other parameters in this section.
5. Open a command-line window and run oauth_tool.exe.

The OAuth tool sends requests to the ServiceNow API to obtain the necessary OAuth tokens.
The OAuth tool creates files named oauth.cfg and oauth2_sites.bin, in the connector's
installation folder. These contain the information required by the connector to authenticate with
ServiceNow. The default configuration automatically uses this information to authenticate with
ServiceNow, because the connector configuration file includes the following line to import the
parameters from oauth. cfg into the [MyTaskOAuth] section:

[MyTaskOAuth] < "oauth.cfg" [OAUTH]

For more information about including parameters from another file, see Include an External
Configuration File, on page 22. The OAuth tool also prints the parameters it has set to the
command-line window so that you can set these directly in the connector's configuration file if you
prefer.

You can now configure a task to retrieve data from ServiceNow. See Retrieve Information from
ServiceNow (OAuth Authentication), on page 47.
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This section describes how to configure the ServiceNow Connector.

¢ ServiceNow Connector Configuration File ... ... . ... 19
* Modify Configuration Parameter Values ... .. 21
® Include an External Configuration File . ... ... . 22
® ENnCrypt PassWords ... .. . 25
® Configure Client Authorization ... .. 28
*® Register with a Distributed Connector ... .. 29
® Set Up Secure CommuUNiCation 30
® Backup and Restore the Connector's State ... ...l 32
® Validate the Configuration File .. .. 33

ServiceNow Connector Configuration File

You can configure the ServiceNow Connector by editing the configuration file. The configuration file is
located in the connector’s installation folder. You can modify the file with a text editor.

The parameters in the configuration file are divided into sections that represent connector functionality.

Some parameters can be set in more than one section of the configuration file. If a parameter is set in
more than one section, the value of the parameter located in the most specific section overrides the
value of the parameter defined in the other sections. For example, if a parameter can be set in
"TaskName or FetchTasks or Default", the value in the TaskName section overrides the value in the
FetchTasks section, which in turn overrides the value in the Default section. This means that you can
set a default value for a parameter, and then override that value for specific tasks.

For information about the parameters that you can use to configure the ServiceNow Connector, refer to
the ServiceNow Connector Reference.

Server Section

The [Server] section specifies the ACI port of the connector. It can also contain parameters that
control the way the connector handles ACI requests.

Service Section

The [Service] section specifies the service port of the connector.
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Actions Section

The [Actions] section contains configuration parameters that specify how the connector processes
actions that are sent to the ACI port. For example, you can configure event handlers that run when an
action starts, finishes, or encounters an error.

Logging Section

The [Logging] section contains configuration parameters that determine how messages are logged.
You can use log streams to send different types of message to separate log files. The configuration file
also contains a section to configure each of the log streams.

Connector Section

The [Connector] section contains parameters that control general connector behavior. For example,
you can specify a schedule for the fetch tasks that you configure.

Default Section

The [Default] section is used to define default settings for configuration parameters. For example,
you can specify default settings for the tasks in the [FetchTasks] section.

FetchTasks Section

The [FetchTasks] section lists the fetch tasks that you want to run. A fetch task is a task that
retrieves data from a repository. Fetch tasks are usually run automatically by the connector, but you
can also run a fetch task by sending an action to the connector’'s ACI port.

In this section, enter the total number of fetch tasks in the Number parameter and then list the tasks in
consecutive order starting from 0 (zero). For example:

[FetchTasks]
Number=2
0=MyTasko
1=MyTaskl

[ TaskName] Section

The [ TaskName] section contains configuration parameters that apply to a specific task. There must be
a [ TaskName] section for every task listed in the [ FetchTasks] section.
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Ingestion Section

The [Ingestion] section specifies where to send the data that is extracted by the connector.

You can send data to a Connector Framework Server, IDOL NiFi Ingest, or another connector. For
more information about ingestion, see Ingestion, on page 64.

DistributedConnector Section

The [DistributedConnector] section configures the connector to operate with the Distributed
Connector. The Distributed Connector is an ACI server that distributes actions (synchronize, collect
and so on) between multiple connectors.

For more information about the Distributed Connector, refer to the Distributed Connector Administration
Guide.

ViewServer Section

The [ViewServer] section contains parameters that allow the connector’s view action to use a View
Server. If necessary, the View Server converts files to HTML so that they can be viewed in a web
browser.

License Section

The [License] section contains details about the License server (the server on which your license file
is located).

Document Tracking Section

The [DocumentTracking] section contains parameters that enable the tracking of documents through
import and indexing processes.

Related Topics
« Modify Configuration Parameter Values, below

« Customize Logging, on page 78

Modify Configuration Parameter Values

You modify ServiceNow Connector configuration parameters by directly editing the parameters in the
configuration file. When you set configuration parameter values, you must use UTF-8.
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CAUTION: You must stop and restart ServiceNow Connector for new configuration settings to take
effect.

This section describes how to enter parameter values in the configuration file.

Enter Boolean Values

The following settings for Boolean parameters are interchangeable:
TRUE = true =ON =on =Y =y =1

FALSE = false = OFF = off = N=n =0

Enter String Values

To enter a comma-separated list of strings when one of the strings contains a comma, you can indicate
the start and the end of the string with quotation marks, for example:

ParameterName=cat,dog,bird, "wing,beak"”,turtle
Alternatively, you can escape the comma with a backslash:
ParameterName=cat,dog,bird,wing\,beak,turtle

If any string in a comma-separated list contains quotation marks, you must put this string into quotation
marks and escape each quotation mark in the string by inserting a backslash before it. For example:

ParameterName="<font face=\"arial\" size=\"+1\"><b>","<p>"

Here, quotation marks indicate the beginning and end of the string. All quotation marks that are
contained in the string are escaped.

Include an External Configuration File

You can share configuration sections or parameters between ACI server configuration files. The
following sections describe different ways to include content from an external configuration file.

You can include a configuration file in its entirety, specified configuration sections, or a single
parameter.

When you include content from an external configuration file, the GetConfig and ValidateConfig
actions operate on the combined configuration, after any external content is merged in.

In the procedures in the following sections, you can specify external configuration file locations by
using absolute paths, relative paths, and network locations. For example:

../sharedconfig.cfg
K:\sharedconfig\sharedsettings.cfg
\\example.com\shared\idol.cfg
file://example.com/shared/idol.cfg

Relative paths are relative to the primary configuration file.
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NOTE: You can use nested inclusions, for example, you can refer to a shared configuration file that
references a third file. However, the external configuration files must not refer back to your original
configuration file. These circular references result in an error, and ServiceNow Connector does not
start.

Similarly, you cannot use any of these methods to refer to a different section in your primary
configuration file.

Include the Whole External Configuration File

This method allows you to import the whole external configuration file at a specified point in your
configuration file.

To include the whole external configuration file
1. Open your configuration file in a text editor.
2. Find the place in the configuration file where you want to add the external configuration file.

3. Onanew line, type a left angle bracket (<), followed by the path to and name of the extemnal
configuration file, in quotation marks (""). You can use relative paths and network locations. For
example:

< "K:\sharedconfig\sharedsettings.cfg"

4. Save and close the configuration file.

Include Sections of an External Configuration File

This method allows you to import one or more configuration sections (including the section headings)
from an external configuration file at a specified point in your configuration file. You can include a whole
configuration section in this way, but the configuration section name in the external file must exactly
match what you want to use in your file. If you want to use a configuration section from the external file
with a different name, see Merge a Section from an External Configuration File, on the next page.

To include sections of an external configuration file
1. Open your configuration file in a text editor.

2. Find the place in the configuration file where you want to add the external configuration file
section.

3. Onanew line, type a left angle bracket (<), followed by the path of the external configuration file,
in quotation marks (""). You can use relative paths and network locations. After the configuration
file path, add the configuration section name that you want to include. For example:

< "K:\sharedconfig\extrasettings.cfg" [License]
NOTE: You cannot include a section that already exists in your configuration file.

4. Save and close the configuration file.
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Include Parameters from an External Configuration File

This method allows you to import one or more parameters from an exter