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About This Guide

Novell® Backup infrastructure (Storage Management Services or SMS) provides backup
applications with the framework to develop complete backup and restore solutions. SMS helps to
back up file systems (such as NSS) or applications (such as GroupWise®) on NetWare® and OES
Linux.

This guide contains information regarding SMS interfaces and their interrelationships that
applications writing to SMS can use to protect data on NetWare or OES Linux.

This guide consists of the following sections:

¢ Chapter 1, “Target Services Tasks,” on page 13

¢ Chapter 2, “Target Services Concepts,” on page 23

¢ Chapter 3, “Target Services Functions,” on page 37
¢ Chapter 4, “Target Services Structures,” on page 155
¢ Chapter 5, “Utility Library Concepts,” on page 179
¢ Chapter 6, “Utility Library Functions,” on page 183
¢ Chapter 7, “Utility Field Macros,” on page 299

¢ Chapter 8, “Utility Library Structures,” on page 311
¢ Chapter 9, “Return Values,” on page 335

¢ Chapter 10, “Performance and the File System TSA,” on page 347
¢ Appendix A, “Obsolete Functions,” on page 351

+ Appendix B, “Revision History,” on page 367

Audience

The target audience for this guide are backup application developers and corporations that already
have experience with SMS in building applications for NetWare and OES Linux. This guide helps to
understand existing and newer features and functionality that SMS provides.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html and enter your
comments there.

Additional Documentation

For documentation on SMS recommendations, see the SMS and Backup Application Development -
Recommendation Guide (http://developer.novell.com/ndk/doc/smscomp/pdfdoc/sms_reco.pdf).

About This Guide

1"


http://developer.novell.com/ndk/doc/smscomp/pdfdoc/sms_reco.pdf
http://developer.novell.com/ndk/doc/smscomp/pdfdoc/sms_reco.pdf

Documentation Conventions

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path.

A trademark symbol (®, ™_etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party
trademark.

When a single pathname can be written with a backslash for some platforms or a forward slash for
other platforms, the pathname is presented with a backslash. Users of platforms that require a
forward slash, such as Linux or UNIX, should use forward slashes as required by your software.

12 NDK: SMS Developer Components



Target Services Tasks

This documentation describes common tasks associated with Target Services.

¢ Section 1.1, “Backing Up and Restoring,” on page 13
¢ Section 1.2, “Building Log Files,” on page 20

¢ Section 1.3, “Scanning,” on page 21

1.1 Backing Up and Restoring

Backing up and restoring follow the same general steps as outlined below. The Defining Data Sets
and Backing Up and Restoring Data sections contain slightly different steps, depending upon
whether you want to backup or restore data.

¢ Section 1.1.1, “Connecting to a TSA,” on page 13

*

Section 1.1.2, “Connecting to Target Services,” on page 13

*

Section 1.1.3, “Defining Data Sets,” on page 14

*

Section 1.1.4, “Backing Up and Restoring Data,” on page 15

*

Section 1.1.5, “Terminating a Process,” on page 20

1.1.1 Connecting to a TSA
1 Call NWSMLIistSMDRs to select an SMDR. Then call NWSMListTSAs using the returned
SMDR name to find the available TSAs.

The fastest method to find the TSAs is to list all active SMDRs and then list the TSAs that are
local to that SMDR.

You can also call NWSMListTSAs by itself to find all the active TSAs on the network. This
method can take over an hour to complete because each site with an SMDR must be connected
to and scanned to see if it has a TSA.

2 Call NWSMConnectToTSA to connect to a specific TSA.

The actual connection to the TSA is made while connecting to Target Services.

1.1.2 Connecting to Target Services

After connecting to a TSA, you are now ready to list, select, and connect to the Target Service.

1 Call NWSMTSListTargetServices to find the Target Service.

You can call NWSMTSScanTargetServiceName for this step. However, it will return only one
Target Service name at a time.

2 Call NWSMTSConnectToTargetService or NWSMTSConnectToTargetServiceEx to connect to
the Target Service and gain access to the Target Service data.

Target Services Tasks
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1.1.3 Defining Data Sets

After connecting to the Target Service, either a backup or restore operation can be performed. The
following sections details how to define data sets for backup or restore,

+ “Defining Backup Data Sets” on page 14

¢ “Defining Restore Data Sets” on page 15

Defining Backup Data Sets

The user or engine uses backup option lists to indicate how to proceed with the backup session and
what data sets to back up.

1 Call NWSMTSGetTargetScanTypeString to build the Scan Type Options List.

2 Display the strings to the user to gather information about how to limit the scan.

When the user selects a scan type option, the engine checks the associated disallowed bit map
to see if the selected scan type can be used. If it can be used, the engine uses the associated scan
type bit mask and allowed bit mask to set the bit into a scan type variable.These values are then
set in the NWSM_SCAN_CONTROL structure by calling NWSMTSScanDataSetBegin to
define the scanning criteria.

3 Call NWSMTSOpenDataSetForBackup to define all backup open mode options and
NWSMTSReadDataSet to define all reading mode options.

4 Call NWSMTSGetOpenModeOptionString to retrieve the TSA-specific open mode strings.
5 Display the string to the user for selection.

The associated values for these selections are placed into a 32-bit variable. You must ensure
that only one numeric open mode is selected. For more information on open mode, refer
Section 2.2.1, “Open Mode Options,” on page 24.

6 Call NWSMTSGetTargetSelectionTypeStr to retrieve the selection option strings.

7 Either let the engine set the bits for the chosen selection type or call
NWSMTSGetTargetSelectionTypeStr to use an SMS-defined mask to set the selection types.

8 Display the selection type string list to the user for selection.

Including Directories

If the user wants to include a certain directory in a backup, the engine allows the user to walk
through the file system tree and builds the path as each resource (such as a primary resource,
directory, and file) is selected as follows:

1 Call NWSMTSListTSResources to return a list of primary resources to the user for selection.

NWSMTSScanTargetServiceResource can be called to return one primary resource name at a
time.

2 Call NWSMTSScanDataSetBegin, NWSMTSScanNextDataSet, and
NWSMTSScanDataSetEnd to display a list of all immediate secondary resources under the
selected primary resource to the user for selection.

3 If the secondary resource is a parent, scan for all immediate secondary resources under the
selected secondary resource.

4 Append each resource name and the appropriate separator to a path string.

5 Repeat Steps 1-4 until the user find the desired data set.

14 NDK: SMS Developer Components



Defining Restore Data Sets

After establishing connections to the TSA and Target Services, you need to build the restore option
lists.

1 Call NWSMTSGetOpenModeOptionString to retrieve the TSA-specific open mode option
strings.

When the engine is ready to restore the data set, it informs the TSA of the chosen open modes
to use by sending the 32-bit variable to the TSA by calling NWSMTSOpenDataSetForRestore.

2 If the restore data sets contain paths, call the NWSMTSFixDataSetName to ensure the paths
have the proper syntax and form.

1.1.4 Backing Up and Restoring Data

+ “Backing Up Data” on page 15
¢ “Restoring Data” on page 18

Backing Up Data

Before backing up data, make sure the backup options and the data sets names to be backed up are
selected. The following flowchart summarizes the steps outlined in this section:

Target Services Tasks 15



Figure 1-1 Backing up data
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Figure 1-2 Backing up data
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1 Call NWSMTSBuildResourceList to initialize the TSA.

The TSA will only scan the components of the internal primary resource list so the list must be
updated in this step.

2 Call NWSMTSScanDataSetBegin to begin the scan.

If a failover or failback occurs, call NWSMTSScanDataSetEnd, reconnect to the TSA and call
NWSMTSScanDataSetBegin.

3 Call NWSMTSOpenDataSetForBackup to open a data set.

If a failover or failback occurs, call NWSMTSScanDataSetEnd, reconnect to the TSA and call
NWSMTSScanDataSetContinue only if the last successfully backed-up data set exists. If
NWSMTSOpenDataSetForBackup fails in the first data set, call NWSMTSScanDataSetBegin.

4 Call NWSMTSReadDataSet to retrieve the first data set to backup.

If you need to retrieve a name from the data set name list, call the following functions:

NWSMGetDataSetName

NWSMGetFirstName

NWSMGetNextName

NWSMGetOneName

If a failover or failback occurs, reconnect to the TSA and call NWSMTSScanDataSetContinue

only if the last successfully backed-up data set exists. [f NWSMTSReadDataSet fails in the first
data set, call NWSMTSScanDataSetBegin.

Target Services Tasks
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5 Call NWSMSDSessionWriteData to allocate memory for the transfer buffer.

6 Call NWSMSetNewRecordHeader and NWSMUpdateRecordHeader (see the example code
for NWSMTSScanDataSetBegin) to prepare the data set (according to SIDF) for storage on the
media.

These functions fill the transfer buffer with the scan information and data set information and
automatically take care of data sets that span transfer buffers.

7 Call NWSMSDSessionWriteData to write the data set to the media.
8 Call NWSMTSSetArchiveStatus to reset the archive status of the data set.
9 Call NWSMTSCloseDataSet to close the data set.
NWSMTSCloseDataSet will restore the original access attributes of the data set.
10 Call NWSMTSScanNextDataSet to get the next data set to backup and continue with Step 3.

If a failover or failback occurs, reconnect to the TSA and call NWSMTSScanDataSetContinue
only if the last successfully backed-up data set exists. If NWSMTSScanNextDataSet fails in the
first data set, call NWSMTSScanDataSetBegin.

To prematurely terminate the scan, call NWSMTSScanDataSetEnd. If an error was returned
from NWSMTSScanDataSetBegin or NWSMTSScanNextDataSet,
NWSMTSScanDataSetEnd should not be called.

Restoring Data

The following flowchart summarizes the steps outlined in this section:
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Figure 1-3 Restoring Data
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1 Call NWSMTSSetRestoreOptions to set the restore options.
2 Retrieve a data set name from the backup session that needs to be restored.

If a name was successfully retrieved, continue with Step 3. Otherwise, follow the steps outlined
in Section 1.1.5, “Terminating a Process,” on page 20.

3 Call NWSMTSIsDataSetExcluded to check if the data set has been excluded from the restore
session.

If the data set is excluded, go to Step 2. Otherwise, continue with Step 4.
4 Call NWSMTSOpenDataSetForRestore to open the data set.

5 Call NWSMGetRecordHeaderOnly and NWSMGetDataSetInfo to retrieve the data set
information from the SIDF medium transfer buffers.

You can also call the following functions to retrieve the data set's name from the
NWSM DATA SET NAME LIST structure:

NWSMGetDataSetName (page 199)
NWSMGetFirstName (page 200)
NWSMGetNextName (page 202)
NWSMGetOneName (page 204)

Target Services Tasks
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6 Call NWSMTSWriteDataSet to write the data set to Target Services.
7 Call NWSMTSCloseDataSet to close the data set.
If no error occurred, loop to Step 2. Otherwise, handle the error.
This restore method consists of three loops. The first loop gets the next data set name and checks if
it is excluded from the restore session. The second loop gets the buffers (containing the data set)

from the medium and writes it to the Target Service. The outer loop goes back to the top and gets the
next data set name.

1.1.5 Terminating a Process

When a backup or restore task completes, release the connections and free the allocated memory by
following these steps:

1 Call NWSMTSReleaseTargetService to disconnect Target Service from the TSA.

2 Call NWSMReleaseTSA to disconnect the engine from the TSA.

3 Call the following functions (as needed) to free allocated memory.

NWSMDestroyList frees the memory allocated to the NWSM_LIST PTR (page 319)
structure.

NWSMFreeString frees the memory allocated by NWSMTSCatDataSetName,
SMSTSFixDataSetName, NWSMTSGetNameSpaceTypelnfo, and
NWSMTSSeparateDataSetName for the STRING BUFFER (page 176) structure.

NWSMFreeList frees the memory allocated for the NWSM_NAME_LIST structure by calling
the following functions:

NWSMListSMDRs

NWSMListTSAs
NWSMTSListTargetServices
NWSMTSListTSResources
NWSMTSListSupportedNameSpaces

free is a C-language function that frees the memory allocated by NWSMTSParseDataSet for
the UINT16_BUFFER structure.

1.2 Building Log Files

Follow these steps to build a log file:

1 Call NWSMGetFirstName, NWSMGetNextName, NWSMGetDataSetName, and
NWSMGetOneName to get a name from the skipped data sets list.

2 Set createSkippedDataSetsFile of NWSM_SCAN_CONTROL to TRUE to direct the TSA to
build the skipped data sets log file.

1.2.1 Reading Log Files

To read built log files, follow these steps:

1 Call NWSMTSScanDataSetBegin and pass ERROR LOG or SKIPPED DATA SETS to
resourceName to receive the name of the log file contained in dataSetNames.
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Call NWSMTSOpenDataSetForBackup to open the log file and receive a data set handle.
Call NWSMTSReadDataSet to read the contents of the log file.

Call NWSMTSCloseDataSet to close the file.

Call NWSMTSScanDataSetEnd to end the read file session.

a A~ WODN

WARNING: Do not send the data from the error or the skipped data sets log to
NWSMTSWriteDataSet because scaninformation and dataSetNames will not contain valid
SIDF information and the system might abend.

1.2.2 Engine Log File

1 Call NWSMTSScanDataSetBegin and NWSMTSScanNextDataSet.

2 Build a log file or database of the data sets that were backed up from the returned information.

1.3 Scanning

Follow these steps to find data sets on Target Services that match the scan criteria:

1 Call NWSMTSScanDataSetBegin to start scanning.
2 Call NWSMTSScanNextDataSet to continue the scan

3 Call NWSMTSScanNextDataSet to continue the backup job after cluster failover/failback, if
the last successfully backed-up data set exists.

Call NWSMTSScanDataSetEnd to prematurely stop scanning.
4 Call NWSMTSScanDataSetEnd when all data sets have been scanned.

1.3.1 Modifying the Scan Order

1 Call NWSMTSReturnToParent to move the scanning point.
2 Call NWSMTSScanNextDataSet to continue the scan.
3 Call NWSMTSCloseDataSet to close the data set's handle once scanning is complete.
The data set's handle should not be closed until all the parent's subordinates are scanned.
The following diagram illustrates a scan order. A scan that has begun at parent A moves to parent F.
After scanning child h, the engine decides it is done with parent F, and moves the scan to the next
parent by calling NWSMTSReturnToParent. When the function is called, the scan is moved from

parent F to parent E. When NWSMTSScanNextDataSet is called, there are no more data sets to scan
in parent E so scanning continues in parent G.

Figure 1-4 Scan Order
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Target Services Concepts

This documentation describes Target Services, its functions, and features.

¢ Section 2.1, “Options,” on page 23

¢ Section 2.2, “Backup and Restore Options,” on page 24
¢ Section 2.3, “Name Type Option,” on page 29

¢ Section 2.4, “Open Files During a Back Up,” on page 29
¢ Section 2.5, “Backup and Restore of Cluster Resources,” on page 29
¢ Section 2.6, “Option Precedence,” on page 30

¢ Section 2.7, “Path Information,” on page 31

¢ Section 2.8, “Resources,” on page 32

¢ Section 2.9, “Function Access Scope,” on page 33

¢ Section 2.10, “SIDF,” on page 33

¢ Section 2.11, “TSA Address,” on page 34

¢ Section 2.12, “Log Files,” on page 35

¢ Section 2.13, “Scan Order,” on page 35

¢ Section 2.14, “Other Documents,” on page 36

2.1 Options

The Target Service Agent (TSA) is a target-specific process that interacts with the Target Service's
file system to read, write, and scan data. Each TSA reflects the features and limitations offered by
the Target Service. If the Target Service has a hierarchical file system, the Target Service offers
options that pertain to a hierarchical file system (for example, traversing the file system tree).

Targets services differ in the type of data sets they contain and the methods used to scan (search for)
them. For example, one target has a flat file system while another has a hierarchical file system.
When scanning for data sets on these targets, the option to exclude files under a directory does not
exist under a flat file system.

Each TSA provides different options such as traversing the file system, excluding all databases, or
backing up a file server. Since the engine should not know these differences, SMS provides a way

for each TSA to express the options and resources available to the user. Each TSA defines a list of
strings that describe its options and resources. The engine retrieves these strings, presents them to

the user for selection, and notifies the TSA of the user’s selections through bit maps or values.

2.1.1 Types of TSA Options

There are two categories for TSA options:

* “TSA-specific” on page 24
¢ “Generic TSA” on page 24
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TSA-specific

TSA-specific options are unique to a specific TSA. For example, a NDS TSA might offer the option
to restore only the objects of distinguished name, while a filesystem TSA might offer the option to
restore all * . exe files.

TSA-specific options contain a subset called the predefined TSA options. Because the engine is
aware of predefined options (as is every TSA), it can automatically assign these options to the data
sets selected by the user for backup or restore.

For example, if the exclude directories and exclude files options are selected, the engine can display
all children and parent data sets. The user can then select the desired data sets to backup or restore.
The engine can then appropriately assign exlude directories or exclude files to the chosen data set
since it knows the type of each data set.

The TSAs are not required to support the TSA-specific options, but each TSA must acknowledge to
the engine if a predefined option is supported. The engine does not know about the TSA-specific
options.

Generic TSA

Generic TSA options are the options common to most TSAs. All TSAs are not required to support
these options, but each TSA must acknowledge to the engine whether each option is supported or
not. The engine is aware of these options and is responsible for:

+ Finding out if the options are supported by the TSA.

¢ Providing the strings that name the options.

¢ Communicating the options selected by the user to the TSA.

The TSA builds the strings for the TSA-specific options while the engine builds the strings for the
generic TSA options.

2.2 Backup and Restore Options

The backup and restore options are used to specify the data sets to either backup or restore. Both
processes use the Open Mode Options which are discussed in the next section. Other unique options
are discussed within each relevant section entitled Restore Options and Backup Options.

2.2.1 Open Mode Options

Open mode options are defined by NWSMTSWriteDataSet and contain a mixture of restore modes
and writing modes such as: update the data set, overwrite the data set, and do not restore the trustee
information. These modes allow a finer control (than scan control options) in defining data sets
since the open mode options are applied to individual data sets as each data set is opened, read, or
written to. For example, the engine can back up all data sets or lock data sets before they are opened.

There are two basic groups of open modes:

¢ Numeric open modes are represented by values numbered 0-15. Because these modes are
sequential, the engine can specify only one numeric open mode.

+ Bitmap open modes are represented by bit positions. More than one of these modes can be
ORed together.
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Both modes are contained in a 32-bit integer where bits 0-3 contain the numeric open modes, and
bits 4-31 contain the bitmap open modes.

Figure 2-1 Two basic groups of Open Modes

31 45 bit0
|| | 1

Mm Mode Field
Eit-mapped Maode Field

All numeric open modes and bits 4-7 of the bitmap open modes are classified as predefined TSA
open modes. Each TSA must either support the options or indicate which options are not supported.

Bits 8-31 contain open modes specific to a particular TSA and are classified as TSA-specific open
modes. These open modes are required by NWSMTSWriteDataSet.

If a numeric open mode is chosen and set to Yes, its corresponding value is set into the numeric
mode field of the open mode bit map. The engine must ensure that only one numeric option is
chosen. If a bitmap mode is chosen, its corresponding bit is set into the bit map.

Open Mode Option Lists

The open mode option lists display the TSA-specific and generic open options to the user for
selection and are optional. The engine can internally set the values for the open modes without any
user intervention (see Section 9.2, “Target Services Generic Open Mode Values,” on page 335).

The open mode options list has four parts:

¢ The open mode generic strings

*

The open mode TSA-specific strings

*

The open mode string index number

¢ The open mode number

2.2.2 Restore Options

The restore options specify the data sets to restore. Options include excluding data streams, file
trustees, directory space restrictions, etc.

Figure 2-2 Restore Options
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There are basically two restore option types:
¢ Section 2.2.1, “Open Mode Options,” on page 24
+ “Names Option Lists” on page 26

Names Option Lists

The names option list is a list of data sets that were defined by the user to be restored (such as restore
all *.exe and *.txt files) and their optional associated path. The data set names can contain wild
cards (in the terminal path node-parent or child only), fully qualified paths, or terminal names.

After the data sets are specified, the engine puts the list into an NWSM_SELECTION_LIST
structure. The engine must set the selection type for all entries in this structure to No Selection Type
or zero.

Unsupported Options

Since TSAs might not support all TSA options, the engine can call
NWSMTSGetUnsupportedOptions to find out which generic TSA option string it should not build
and display to the user.

2.2.3 Backup Options

The backup options specify the data sets to backup.
There are three backup option lists:

¢ “Scan Control Options” on page 26
¢ “Open Mode Options” on page 24

+ “Selection Options” on page 27
The order of the strings returned by these functions corresponds to the bit position of a bit map.

The engine builds the strings for generic TSA options, and the TSA builds all strings for predefined
and SMS-defined options. The engine uses the information from the NWSM_SCAN CONTROL
structure and the generic open mode options to build the strings for its part of the options list.

All of the options do not have to be used by the engine. The engine can pick and choose which
options it wants to display to user.

Scan Control Options

Scan Control Options specify the attributes and characteristics of all data sets to scan for and are
applied to every data set in the session. For example, you can specify to scan for all DOS data sets
accessed within the last 10 days.

The scan control options are based upon the information required by the
NWSM_SCAN_CONTROL structure and are returned by NWSMTSGetTargetScanTypeString.
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Scan Control Options Lists

The scan control option lists contains at least two different lists. The number of lists is dependent
upon how the engine presents the options to itself or the user. The engine can set the values in both
of the following lists without any user intervention:

¢ Date and Time Option Lists

¢ Scan Type Option Lists
The date and time options list is optional. The engine builds the strings for the date and time fields
and all other fields of the NWSM_SCAN_CONTROL structure except the scan type field. The

fields that have no date values should be considered as having a zero value. The engine uses these
strings as prompts to get the user's input.

The scan type options list displays the TSA-specific and predefined scan options to the user for
selection and is also optional. However, unlike other lists, the engine must check for valid
combinations of scan types. The TSA will also check for valid combinations, but this checking is not
done until all options are specified and the backup has begun.

The scan type options list has three parts:

¢ The scan type strings are built by the TSA.
¢ The scan type string index number specifies which scan type string to retrieve.

+ The scan type value which indicates the type of the scan to perform.

Selection Options

Selection options allow the selection of an option and name the data sets to backup. For example, a
user can select the exclude directories option and specify the sub-directory to be excluded. These
options are returned by NWSMTSGetTargetSelectionTypeStr.

Selection options are used with path information to specify the name of the data sets to apply the
selection type to. Call NWSMPutFirstName and NWSMPutNextName to build the selection list.

There are basically two selection option types:

+ “Selection Types” on page 27
+ “Selection Options List” on page 28

Selection Types

There are two kinds of selection types: the SMS-defined selection types and the selection types
particular to a TSA.

SMS-defined TSA selection types are common to most TSAs, but each TSA does not have to
support them. However, every TSA must acknowledge whether it supports a SMS-defined selection

type.
Both selection types are represented in the 32-bit selection type bit map. Each selection type is
represented by two bits within the bit map. Bit 0 represents a TSA-specific defined action, while bits

1-31 represent the data sets to apply the action against. For example, the TSA defines bit 0 as an
include/exclude action. When this bit is not set, a data set is excluded from the session.
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Figure 2-3 Selection Type
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The following table lists the SMS-defined bits 1 through 4.

Table 2-1 SMS-defined Bits

Bit Description

1 TSA defined resource: These resources are always TSA-specific resources.
2 Parents (e.g., Directories or folders)

3 Children (Files)

4 Children by full name (a fully qualified path)

A separate bit map must be used to represent each selection type.

Selection Options List

The selection options list displays the TSA-specific and SMS-defined selection options to the user
for selection and is optional.

The selection options list has four parts:

¢ The selection option strings
¢ The selection option string index number
¢ The selection option bit mask
¢ The path
The TSA builds the selection option strings. The selection option index number is a used to specify

which selection string to get from the TSA. The selection option bit mask is used to set the selection
type bit map. The path is entered by the user or the engine.

There are two methods for setting the selection type:
+ The engine sets the bits for the chosen selection type.

For example, if a user selects Include Directories, the engine knows that it is the second string
of the first selection type and sets bit 0 to equal 1 and bit 2 is also set.
+ The engine uses the masks defined by SMS.

NWSMTSGetTargetSelectionTypeStr is passed a sequence number (selection type number)
which indexes a string table. The sequence number is converted to a bit map or mask before
being used.
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Selection options are defined by NWSMTSScanDataSetBegin, NWSMTSScanNextDataSet, and
NWSMTSSetRestoreOptions which act as data set filters.

Wild cards are used only in the terminal path node. The terminal path node can be a child or a parent.

2.3 Name Type Option

Name Type refers to the format in which a name space is represented. Thus, information in each
name space maybe represented in multiple formats as determined by the Name Type Options
supported by the TSA.

These options can be obtained using NWSMTSGetsupportedNameTypes.

This option is supported, as a target service may require to support multiple name formats for every
name space that it supports. For example, the TSA for the file system (TSAFS) represents resource
names in MBCS as well as UTF-8 formats from Open Enterprise Server 1.0 release. Hence, the TSA
uses the UTF-8 and MBCS name types.

2.4 Open Files During a Back Up

TSAs make every precaution to ensure that the engine receives no corrupt data. If the engine must
backup files that are opened by other applications, a special TSA is needed to perform this task. File
system TSAs generally do not back up files that are already opened.

The engine controls the mode of opening a data set by passing a mode parameter to
NWSMTSOpenDataSetForBackup. The TSA provides the required open modes to ensure data
integrity. Whenever a file is backed up, it should either be successfully locked and protected or be
opened in a way that denies write access to other applications as the file is backed up.

SMS provides two modes that circumvent lock and write protection. These modes are
NWSM _NO LOCK NO PROTECTION and NWSM_OPEN _READ_ ONLY. The engine should
only use these modes when data integrity is not required.

2.5 Backup and Restore of Cluster Resources

Novell Cluster Services™ allows you to configure up to 32 NetWare servers into high-availability
cluster, where resources can be dynamically switched or moved to any server in the cluster.
Consolidation of applications and operations on a cluster has benefits such as lower costs,
scalability, and increased availability.

For a cluster to work as a high-availability system, the file system, the applications, and services that
run on the cluster should be cluster-enabled. SMS supports backup and restore of cluster resources.
In addition, the backup session can be automatically recovered in case of a failover or failback
condition.

The backup engines have to be modified to be able to support backup and restore of cluster
resources. For more details, refer Section 1.1.4, “Backing Up and Restoring Data,” on page 15.

2.5.1 Recovering Backup Session on Cluster Failover or
Failback

SMS supports automatic recovery of backup sessions in failover and failback situations.
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If the connection to the TSA is terminated after a failback or failover, the engine attempts to
reconnect to the TSA through SMDR. Ensure SMDR and TSA modules are loaded in the failed-
over/failed-back cluster nodes.

If a scan is in progress when the connection terminates, the engine should end the scan by calling
NWSMTSScanDataSetEnd. After this, the engine should try to reconnect after waiting for a
configurable time and then retry at regular intervals until the connection is re-established or the
number of retries are expired. The engine should call NWSMConnectToTSA in a loop until the
connection is established. After the engine establishes the connection, to continue from the last
completely backed up dataset, call NWSMTSScanDataSetContinue keeping all the parameters the
same as NWSMTSScanDataSetBegin and pass an additional parameter called cursor. Cursor
represents the full path of the last successfully backed up data set. The prerequisite for calling
NWSMTSScanDataSetContinue is the successful back up of atleast one data set. The name of the
next data set is returned and backup job continues. If there is no last backed-up successful data set,
use NWSMTSScanDataSetBegin

NOTE: Recovering backup session on cluster failover or failback is not supported in NetWare
versions earlier than NetWare 6. In NetWare 5.x, shared cluster resources are represented as normal
resources.

Recovery of a restore session in case of failover or failback is currently not supported.

How the tape should be managed in a failover or failback situation is not specified. Define a scheme
that best suits your need.

Also consider the following while modifying the backup engine:

+ Separate backup jobs are required per cluster resource (Shared Cluster enabled NSS pool for
File System resource). Only SLP based discovery mechanism is supported for clusters.

2.6 Option Precedence

TSAs have the following precedence (in descending order):

+ Exlusions

¢ Inclusions

¢ Other options
The algorithms used by the scan and restore functions has the following precedence (in descending
order):

¢ Open, read, or write option (such as NWSM_DO_NOT _OVERWRITE DATA_SET)

+ Exclude a data set

¢ Include a data set
Exclusion always takes precedence over inclusion in any case and so the scan and restore functions
deduce which files are implicitly excluded. The exceptions are the Include/Exclude option, Include
Path/Files. These options includes the specified files in a directory and excludes all other files in that

same directory. However, all other directories and the files in the entire file system tree are included
in the scan (unless other options are used).
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2.7 Path Information

Two kinds of paths exist: the fully qualified path and the terminal name. The fully qualified path
contains a full path including the primary resource and continuing to the data set itself. The terminal
name is the name of the data set and contains no other path information.

SMS requires that all paths for parents are fully qualified paths. The paths for child data sets can be
either fully qualified paths or terminal names.

A path's component can include the primary resource name, one or more secondary resource names,
and the separator information. For example,

VOL1:BIN/DISPLAY.EXE

VOLI, BIN, and DISPLAY.EXE are the path nodes and the colon and slash are the separators. The
first separator is used to separate the primary resource from the rest of the path, if first separators are
supported for the name space type being used to construct the path. For example, VOL1 is the
primary resource in the previous example. The second separator is used to separate secondary
resources. The engine calls NWSMTSGetNameSpaceTypelnformation to retrieve the separators for
a particular name space.

An example of path name that does not support a first separator,/home/userl/binEach path node,
home, userl and bin are the path nodes and the forward slash (/) are the separators. There is no first
separator and hence the primary resource is not distinguished from the rest of the path. The engine
calls NWSMTSGetNameSpaceTypelnfo to retrieve the separators for a particular name space.

2.7.1 Constructing a Path

The only entity under SMS that should know how to construct a path should be the TSA, since the
path for each Target Service type can differ. However, the engine can build a path without knowing
the target's path specifications for constructing a path. The following list shows what the engine
needs to know about the construction of a path:

+ First separators, if supported for the particular name space, always follow the primary resource.
To get the pair of valid separators use NWSMTSGetNameSpaceTypelnfo.

+ Second separators always precede each secondary resource.

¢ Second separators follow a parent path node if it is the terminal node in the path.

¢ [fthe terminal path node is a child, no second separator follows it.
For NDS paths, the following construction rules are used:

+ The engine must reverse the path nodes so that the subordinates are to the left of their superiors.
For example, Employee.Department.Company.Country is a reversed path.
NWSMTSGetNameSpaceTypelnfo indicates if the name space requires a reversed path and the
separators expected by a specific name space.

¢ [f the terminal path node (the left-most path node) is a parent, a dot precedes the name.

To ensure that a path is properly formatted, the engine can call NWSMFixDirectoryPath which does
not check a path with a child's data set name.

Resource names can be used with selection types to specify the data sets the user wants to apply an
action to. The constructed path contains the resource names to use with the selection type.
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2.8 Resources

Resources are data sets that exist on the Target Service and vary for different targets. Resources are
parts such as volume, drives, mount points and directories. For example, NetWare resources include
file servers and volumes, while DOS resources include drives and Linux file system resources
include mount points. There are two types of resources: the primary and the secondary resources.

The following table lists the primary and secondary resources for various target services.

Table 2-2 Primary and Secondary Resources Table

Target Primary Resource Secondary Resources

Suse Linux Enterprise  Mount points Directories and files

Server 9.0

NetWare 6.x File Server, volume, and bindery. Directories and files
Cluster pools and volumes Cluster-enabled volumes

NetWare 5.x File Server and Volumes Directories and files

NetWare 4.x File Server and volume Directories and files

Novell Directory The full Directory The Directory schema

Services

GroupWise GroupWise server GroupWise Post Office

The primary resources can be viewed as the top level of the Target Service. The secondary resources
can be viewed as the children of the primary resources. Not all primary resources have children. For
example, databases and NetWare's bindery do not have children. Although BTrieve’s database may
consist of many files, they are backed up as one data set and have no secondary resources.

When a TSA returns its list of primary resources, the following resources may be listed: File Server,
Sys: (on NetWare) or mount points (on Linux).

To get the name spaces supported by a resource, an engine passes the primary resource name to the
NWSMTSScanSupportedNameSpaces or NWSMTSListSupportedNameSpaces API.

To specify a path to the data set to backup, the engine uses the resource names to build a path to it.
Resource names are used with selection type options to specify the name of the data sets to apply the
selection type to.

2.8.1 Resource Names

The first primary resource name returned by a TSA is significant. This name always represents the
entire Target Service. For example, the TSAs for file servers return NetWare Server as the first
primary resource name on NetWare and Linux Server on Linux. The order of the names following
the first name has no significance.

32 NDK: SMS Developer Components



2.9 Function Access Scope

An engine's connection (or lack of one) limits the kinds of functions it can call within the TS APIL.
When the engine is not connected to a TSA, the only function that the engine can call are the
following:

NWSMConnectToTSA
NWSMListSMDRs
NWSMLIistTSAs

After connecting to the TSA, the engine can access the following functions:

NWSMTSConnectToTargetService
NWSMTSConnectToTargetServiceEx
NWSMTSGetTargetServiceType
NWSMTSListTargetServices
NWSMReleaseTSA
NWSMTSScanTargetServiceName

After connecting to the Target Service, the engine can access all TS API functions.

Normally, when an engine connects to a TSA and the Target Service, and then disconnects from the
Target Service, the engine can still call these functions.

2.10 SIDF

SIDF isolates SMS from the media type and the target’s data format. Since SMS treats all file
systems generically, a generic data format is required that is provided by SIDF.

SIDF formats data in two parts: fields and sections. A section represents a unit of data and each
section consists of a set of related fields. For example, each of the following data units are
represented by a corresponding section containing the full path and any trustees:

Full path field (first field identifies the section)

Offset to end of section value

Name space type of path

Beginning of each path node in path array

Beginning of each separator in path array

Path

Full path field (last field identifies the end of the section)

Through SIDF, similar data from diverse Target Services are presented in the same way. For
example, many Target Services have data sets that have a hidden attribute. This attribute may be
represented as bit 1 in one Target Service and bit 5 in another Target Service. SIDF allows the
representation of the hidden bit to be independent of the bit's position by representing the bit as a
field. The field contains the value of the bit (ON or OFF) and a Field IDentifier (FID) that labels the
field as a hidden attribute field. When any TSA supports hidden attributes and finds a hidden field,
the TSA can set the information.

The data set is represented by a set of related sections such as file header, path information,
characteristics, attributes, trustees, data streams, and file trailer for a file data set.
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You can call NWSMTSReadDataSet and NWSMTSWriteDataSet to read and write SIDF data.
NWSMTSReadDataSet formats all Target Service data into SIDF data while
NWSMTSWriteDataSet deformats the formatted data sets and writes it to the Target Service.

2.10.1 Transfer Buffers

A transfer buffer is a multiple of a medium's sector size and specifies how the data is put into the
transfer buffer.

There are five components to the transfer buffer.

¢ The Transfer Buffer Header signifies the beginning of a transfer buffer.
¢ A Data Set Header is inserted before data is placed into a transfer buffer.

The data follows this header immediately. If there is room for more data, another Data Set
Header is inserted immediately after the just inserted data. The data then follows the second
Data Set Header. This process continues until there is not enough space for the next Data Set
Header or data.

+ A Data Set Subheader is placed into a new transfer buffer if data overflows the current transfer
buffer.

The overflow data (data fragment) follows the Data Set Subheader.
¢ The Data or Data Fragment is composed of three pieces of data:
¢ Scan Information
¢ Data Set Names
¢ Data Set

The scan information and data set names were returned by NWSMTSScanDataSetBegin
or NWSMTSScanNextDataSet when the data set was scanned. The data set was returned
by NWSMTSReadDataSet.

2.11 TSA Address

Before the engine connects to TSA, the engine must know the TSA's address. The address format for
TSAs is

SMDR_Name.TSA_Name

SMDR_Name is the name of the SMDR that is local to the TSA, and TSA Name is the name of the
TSA. SMDR_Name is required if a DOS TSA is being addressed or if the TSA is remote with
respect to the engine.

NOTE: The SMDR assumes the name of its host, and the TSA's name always reflects the Target
Service that it services.

Sample Address

serverl.NetWare Cluster File System

and

server2.NetWare File System
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2.12 Log Files

During the backup session, the TSA builds a log file that lists the errors that occurred during the
backup session and an optional list of skipped data sets. Both files are automatically deleted when
NWSMTSReleaseTargetService is called.

The log file contains:

+ Names of the backed up data sets

¢ Scan information and the name list of each data set that were returned by
NWSMTSScanDataSetBegin and NWSMTSScanNextDataSet

+ Addresses of the transfer buffer on the media

The error log is an ASCII file that lists the errors and warnings that occurred during the backup
session.

The skipped data sets log is a binary file that lists the data sets that met the scanning criteria but were
skipped because they could not be backed up. Each entry in the skipped data sets file is an
NWSM_DATA SET NAME_LIST structure where the bufferSize field does not contain a valid
value. The reserved field of each entry contains an error code that describes the reason for skipping
the data set. The engine should translate the error code to a string by calling NWSMConvertError
(see Storage Management Services Utility Library).

2.13 Scan Order

All TSAs must follow a specified scanning order if parent handles are used. The scan travels down
the left side of the tree before traversing the right side as shown by the following steps:

1. Upon entering a parent, all the children of the current parent are scanned.

2. The next parent to scan is found. If the current parent has parents or subdirectories, each one is
scanned by repeating Steps 1 and 2.

3. If the current parent does not have any more parents to scan, the scan of the current parent is
considered finished and the scan traverses up the file system tree until the next parent to scan is
found. Steps 1-3 are repeated.

4. If there are no more parents to find, the scan ends.

To illustrate this, let's consider the root of the scan as parent A. When the scan begins, the name of
parent A is returned. Next, the children's names of parent A are returned which are: a, b, and c. Since
there are no more children in parent A to scan, the name of the first parent in A-which is B-is
returned. The steps are then repeated so that the children's names of parent B are returned next.
Since there are no more children in B to scan, the next parent in B-which is C is scanned. Once the
scan is done with parent C, the scan continues with parent D. The process continues until the scan
stops with parent [
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Figure 2-4 Scan Order

2.14 Other Documents

Standard ECMA-208 is available free of charge from:

*

ECMA,114 Rue du Rhoéne, CH-1204 Geneva, Switzerland
Fax:+41 22 849.60.01

Internet: Standard ECMA-208 (http://www.ecma-international.org/publications/standards/
Ecma-208.htm)

As the E208-DOC.EXE or E208-PSC.EXE file from ECMANEWS

*

*

*
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Target Services Functions

This documentation alphabetically lists the Target Services functions and describes their purpose,
syntax, parameters, and return values.

Target Services functions perform the following types of tasks:

*

*

Maintaining connections with the TSA and Target Services

Providing a mechanism for specifying TSA-specific options

Allowing the engine to read, write, modify, and scan the data on the Target Service
Retrieving information about the Target Service

Formatting data according to the SIDF specification at the data set level

Manipulating path information

3.1 Backup Functions

The following functions backup and scan the data sets specified by the TSA options:

*

“NWSMTSScanDataSetBegin” on page 38
“NWSMTSGetTargetServiceAPIVersion” on page 46
“NWSMTSOpenDataSetForBackup” on page 48
“NWSMTSReadDataSet” on page 50
“NWSMTSScanNextDataSet” on page 52
“NWSMTSScanDataSetContinue” on page 54
“NWSMTSScanDataSetEnd” on page 57

Target Services Functions
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NWSMTSScanDataSetBegin

Begins a data set scan for the specified data set and returns information about the first data set found.

Syntax

#include <smstsapi.h>
#include <sms.h>

CCODE NWSMTSScanDataSetBegin (

UINT32 connection,
NWSM DATA SET NAME LIST *resourceName,
NWSM SCAN CONTROL *scanControl,
NWSM SELECTION LIST *selectionList,
UINT32 *sequence,

NWSM SCAN INFORMATION **scanInformation,
NWSM DATA SET NAME LIST **dataSetNames);

Parameters

connection

(IN) Specifies the connection information returned by NWSMTSConnectToTargetService or
NWSMTSConnectToTargetServicEx.

resourceName

(IN) Points to the starting point or path of the resource to scan.

scanControl

(IN) Points to the options of the data sets to scan or ignore (see Scan Control Options).

selectionList

(IN) Points to the data sets to scan or ignore and contains the name as it appears under every
name space supported by resourceName.

sequence

(OUT) Points to the scanning sequence value (doesn't need to be initialized since it is set by the
TSA).

scanInformation

(OUT) Points to the general attributes and information of the first data set that meets the
scanning criteria (optional).

dataSetNames

(OUT) Points to the name of the first data set that met the scanning criteria (optional).

Return Values

See Section 9.3, “Target Service Return Values,” on page 337 for more information.

The following table lists the return values associated with the function.
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0x00000000 Successful

OXFFFDFFAF NWSMTS_CLUSTER_TARGET DOES_NOT_EXIST
OXFFFBFFFB NWSMUT_OUT_OF MEMORY
OXFFFBFFFC NWSMUT_NO_MORE_NAMES
OXFFFBFFFD NWSMUT_INVALID_PARAMETER
OXFFFBFFFF NWSMUT_INVALID_HANDLE

OXFFFDFFB9 NWSMTS_UNSUPPORTED_FUNCTION
OXFFFDFFC9 NWSMTS_OUT_OF _MEMORY
OXFFFDFFDA NWSMTS_INVALID_SEL_LIST_ENTRY
OXFFFDFFDC NWSMTS_INVALID_PATH

OXFFFDFFDD NWSMTS_INVALID_PARAMETER
OXFFFDFFE7 NWSMTS_INVALID_CONNECTION_HANDL
OXFFFDFFF2 NWSMTS_DATA_SET NOT_FOUND
OXFFFEFFFE NWSMDR_INVALID_PARAMETER
OXFFFEFFFF NWSMDR_INVALID_CONNECTION

Engine Developers

To build dataSetNames, the Data Set Name Functions described in Storage Management Services
Library can be used. The scan information and data set names are known as the data set information
by SIDF.

Remarks

Before NWSMTSScanDataSetBegin is called, the engine must be connected to a TSA and Target
Service.

NWSMTSScanDataSetBegin can be called multiple times to initiate concurrent scans. Each time it
is called, a different resource name is passed. If concurrent scans are used, the engine should ensure
that the data area covered by a resource does not overlap the area covered by another resource.

NWSMTSScanDataSetBegin begins scanning where resourceName is pointing. The engine should
copy the information returned by scanInformation and dataSetNames since the buffer is reused
when NWSMTSScanDataSetBegin is called again. To free scanlnformation and dataSetNames, call
NWSMTSScanDataSetEnd.

resourceName can contain a primary resource, a path to a parent, or a fully qualified path to a child.
It can be obtained from previous dataSetNames values, or by calling
NWSMTSScanTargetServiceResource or NWSMTSListTSResources.

resourceName should be set to the first primary resource name instead of its parent.
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There are two special values for resourceName as follows:

+ ERROR LOG is an ASCII file, which list the errors that occurred during the back-up/restore
session.

¢ SKIPPED DATA SETS is a log that indicates the data sets that met the scanning criteria, but
were skipped (see Log Files).

Both files are automatically deleted when NWSMTSReleaseTargetService is called. If
resourceName is ERROR LOG or SKIPPED DATA SETS, scanlnformation and dataSetNames will
not contain any valid information.

scanControl determines not only the kinds attribute information returned, but also how much path
information is returned, and under which name spaces to search for data sets.

To scan for all data sets, set selectionList to NULL. Otherwise, set it to a list containing the scanning
patterns, paths, or explicit data set names to filter (see Data Set Selection Options).

To build resourceName and selectionList, the Data Set Name Functions listed in Storage
Management Services Utility Library can be used.

For any path built for resourceName or selectionList, the engine must ensure that the path is
properly formatted for the intended name space.

For engines that use SMS DI or SIDF, scanInformation and dataSetNames can be formatted and
placed into SIDF transfer buffers by calling NWSMSetNewRecordHeader and
NWSMUpdateRecordHeader.

The following table lists the data sets that the file system TSA excludes from the scan operation
even when the data sets are explicitly included

Target Resource Files Excluded During the Scan File Description

NetWare 4.x Volume:NET$SAUDIT The volume audit files
NetWare versions excluding

NetWare 3.x

SYS:SYSTEM/SERVDATA.NDS NDS-specific data

SYS:SYSTEM/DSMISC.LOG NDS-specific log

SYS:SYSTEM/TSA/
\TSA$TEMP.*

All NetWare versions TSA temporary files

All Linux versions

SYS:BACKOUT.TTS
/proc

/dev

I/sys

devpts type mounts

proc type mounts

tmpfs type mounts
binfmt_misc type mounts

sysfs type mounts

Transaction Tracking files
pseudo file system

All peripheral devices
Virtual file system

All preipheral devices
pseudo file system
temporary file system
binary format registration

virtual file system
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If scanControl is set to NULL, the TSA scans the Target Service as if the structure’s values are 0.

The dataSetNames list can be used in many ways such as displaying or naming the data set in a
database.

NWSMTSScanDataSetBegin can also perform the following tasks in addition to scanning for data
sets to back up:

+ Build a list of directories and files to display to the user
¢ Check if a data set exists before overwriting it during a restore session

+ Scan for data sets to be deleted or renamed by passing sequence to NWSMTSDeleteDataSet
and NWSMTSRenameDataSet respectively

See Also

NWSMTSBuildResourceList (page 96), NWSMTSDeleteDataSet (page 83),
NWSMTSListTSResources (page 133), NWSMTSRenameDataSet (page 89),
NWSMTSScanDataSetEnd (page 57), NWSMTSScanNextDataSet (page 52),
NWSMTSScanTargetServiceResource (page 138)

Example

#include <smsutapi.h> #include <smstsapi.h>

#include <sms.h> /* include file for scan attributes. */
NWSM DATA SET NAME LIST *resourceName, *dataSetName = NULL;
NWSM_DATA SET NAME name;

NWSM SCAN CONTROL scanControl;

NWSM SCAN INFORMATION *scanInformation = NULL;

NWSM _SELECTION LIST *selectionList;

UINT32 sequence, dataSetHandle, openModes, bytesRead,
transferBufferSpaceleft, bytesWritten, transferBufferOffset,
maxTransferBufferSize;

NWSM RECORD HEADER INFO recordHeaderInfo = {0};

BUFFERPTR transferBuffer;

/* Setup resourceName-see NWSMTSListTSResources and
NWSMTSScanTargetServiceResource. */

/* Gather the TSA's options and get the user's input*/

/* Setup scanControl-see the example code for NWSMTSGetUnsupportedOptions and
NWSMTSGetTargetScanTypeString. */

/* Setup selectionList-see NWSMTSGetTargetSelectionTypeStr.*/

/* begin the back-up session. */

ccode = NWSMTSScanDataSetBegin (connection, resourceName, &scanControl,
selectionlList,

&sequence, &scanInformation, &dataSetName) ;

if (ccode)

{

if (ClusterEnabled && IsClusterError (ccode)) // For ccode refer “Recovery Error
Codes” on page 55 if (!Reconnect)

// returns 0 if success after n retries

{// Cannot call NWSMTSScanDataSetContinue, as there is nothing to continue from.
// as this being the beginning call

ccode = NWSMTSScanDataSetBegin (connection, resourceName, &scanControl,
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selectionlList,

&sequence, &scanInformation, &dataSetName);
}

else

// Handle reconnection error.

}

else

// Handle error

}

/*‘k*‘k‘k**‘k******************‘k**‘k*****************************‘k‘k**‘k**‘k*******

* Constructing the name space type info for the resource being

* pbacked up. Will need this for constructing the cursor that is to

* be passed to TSA after a fail over / fail back. This is done only

* once for a resource.
************************************k**************************************/

if (!ccode && (sessionInfo->clusterparams)) // if ScanBegin is Success

{

NWSMGetDataSetName (dataSetNameList, 0L, &dataSetName);
cNameSpaceType=dataSetName.nameSpaceType;

NWSMTSGetNameSpaceTypeInfo (

sessionInfo->connection,

cNameSpaceType,

&cReverseOrder,

&cFirstSeparater,

&cSecondSeperater) ;

}

/* Set the open modes from the user's selection. The modes were received when
the TSA options where gathered */

openModes = user selected modes;

/* Create transfer buffer. For more information about maxTransferBufferSize, see
Storage Management Services Device Interface. */

transferBuffer = (BUFFERPTR)calloc(l, maxTransferBufferSize);

while (!ccode) // Successful ScanBegin

{

ccode = NWSMTSOpenDataSetForBackup (connection, sequence, openModes,
&dataSetHandle) ;

if (ccode)

{

if (ClusterEnabled && IsClusterError(ccode)) // ccode can be one of
NWSMDR OPEN FATILURE

{// or NWSMDR READ FAILURE or NWSMDR WRITE FAILURE or NWSMDR RECONNECT FAILURE or
NWSMDR_TRANSPORT_FAILURE

if (!Reconnect) // returns 0 if success after n retries

{

if (cParent || cChild) // if there is last successful data set

{

// construct parent or child full path for the last successfully backed up dataset
// 1f only child, cat parent along with it.

NWSMPutOneName (

(void **)&lastDataSetNameList,// cursor to be used by ScanContinue
cNameSpaceType, // Name Space Type obtained after successful ScanBegin call above
0L, //First param contains DataSetnamelList so this is set to zero
cReverseOrder,

(char *)&cFirstSeparater,

(char *)&cSecondSeperater,

(char *)&(cFullPath->string)); // The full path of last successfully backed up
child or parent

ccode=NWSMTSScanDataSetContinue (sessionInfo->connection,

resourceName,
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&sessionInfo->scanControl,

sessionInfo->selectionList,

lastDataSetNamelist, // cursor

&sequence,

&sessionInfo->scanlInfo,

&dataSetNameList) ;

}

else // if this is the first data set, then there is nothing to continue from
{ // so call ScanBegin to start from first

ccode = NWSMTSScanDataSetBegin (connection, resourceName, &scanControl,
selectionlList,

&sequence, &scanInformation, &dataSetName);

}

}

else

// Handle reconnection error.

}

else

// Handle error

}

/* Display the data set name to the user. See Storage Management Services
Utility Library for the function below. */

NWSMGetOneName (dataSetName, &name);

if (scanInformation->parentFlag)

{

/* Display name.name as a parent (e.g., directory). */

}
else
{

/* Display name.name as a child (e.g., a file). */

}

/* Usually the transfer buffer size is negotiated between SMS DI and the
engine-see NWSMSDSessionOpenForWriting in the SMS DI documentation. However, it
is set to an assumed size to keep this example relatively simple. For information
on transferBufferDataOffset see the Storage Device API document's
NWSMSDSessionOpenForWriting. */

transferBufferSpaceleft = maxTransferBufferSize - transferBufferDataOffset;

/* Put the data set information and data set data into an SIDF data set, and
then into the transfer buffer. Here, we assume that the transfer buffer is
defined somewhere else (see the Storage Device API document's
NWSMSDSessionOpenForWriting) . For information on NWSMDOSTimeToECMA see

Storage Management Services Utility Library. */

recordHeaderInfo.isSubRecord = FALSE;

recordHeaderInfo.dataSetName = dataSetName;

recordHeaderInfo.scanInformation = scanInformation;

NWSMDOSTimeToECMA (NWSMGetCurrentTime (),

&recordHeaderInfo.archiveDateAndTime) ;

NWSMSetNewRecordHeader (&transferBuffer, &transferBufferSpaceleft,
&bytesWritten, CRC_YES, &recordHeaderInfo);

/* Here we assume that the transfer buffer always has enough room to receive
the data set data, that NWSMTSReadDataSet retrieves all of the data set data on
the first call, and that the transfer buffer is completely filled. */

ccode = NWSMTSReadDataSet (connection, dataSetHandle, transferBufferSpaceleft,
&bytesRead, &transferBuffer[transferBufferDataOffset]);

if (ClusterEnabled)

{

if (!ccode)
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{

if (scanInformation->parentFlag)

// Store parent as it is successfully backedup

else

// Store child as it is successfully backedup

}

if (IsClusterError (ccode)) // ccode can be one of NWSMDR OPEN FAILURE

{// or NWSMDR READ FAILURE or NWSMDR WRITE FAILURE or NWSMDR RECONNECT FAILURE or
NWSMDR TRANSPORT FAILURE

if (!Reconnect) // returns 0 if success after n retries

{

if (cParent || cChild) // if there is last successful data set

{

// construct parent or child full path for the last successfully backed up dataset
NWSMPutOneName (

(void **)s&lastDataSetNameList,// cursor to be used by ScanContinue
cNameSpaceType,// Name Space Type obtained after successful ScanBegin call above
0L, //First param contains DataSetnamelList so this is set to zero
cReverseOrder,

char *)é&cFirstSeparater,

(char *)&cSecondSeperater,

(char *)&(cFullPath->string)); // The full path of last successfully backed up
child or parent

ccode=NWSMTSScanDataSetContinue (sessionInfo->connection,

resourceName,

&sessionInfo->scanControl,

sessionInfo->selectionList,

lastDataSetNamelist, // cursor

&sequence,

&sessionInfo->scanlInfo,

&dataSetNameList) ;

}

else // if this is the first data set, then there is nothing to continue from
{ // so call ScanBegin to start from first

ccode = NWSMTSScanDataSetBegin (connection, resourceName, &scanControl,
selectionlList,

&sequence, &scanInformation, &dataSetName) ;

}

}

else

// Handle reconnection error.

}

else

// Handle error

}

/* Keep track of how many bytes are written to the transfer buffer. This
information is needed for recordHeaderInfo */

bytesWritten =+ bytesRead;

recordHeaderInfo.recordSize += bytesRead;

/* Since the transfer buffer is full, update the data set header size and

CRC information, then send the transfer buffer to SMS DI. SMS DI will write the
transfer buffer to the media.

See NWSMSDSessionWriteData in Storage Device API

for more information. */

NWSMUpdateRecordHeader (&recordHeaderInfo) ;

/* close the data set and get the next one */

NWSMTSCloseDataSet (connection, &dataSetHandle);
ccode = NWSMTSScanNextDataSet (connection, &sequence, &scanInformation,
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&dataSetName) ;

if (ccode)

{

if (ClusterEnabled && IsClusterError (ccode)) // ccode can be one of
NWSMDR_OPEN_FAILURE

{// or NWSMDR READ FAILURE or NWSMDR WRITE FAILURE or NWSMDR RECONNECT FAILURE or
NWSMDR TRANSPORT FAILURE

if (!Reconnect) // returns 0 if success after n retries

{

if (cParent || cChild) // if there is last successful data set

{

// construct parent or child full path for the last successfully backed up dataset
// 1if only child, cat parent along with it.

NWSMPutOneName (

(void **)&lastDataSetNameList,// cursor to be used by ScanContinue
cNameSpaceType, // Name Space Type obtained after successful ScanBegin call above
0L,//First param contains DataSetnameList so this is set to zero
cReverseOrder,

(char *)&cFirstSeparater,

(char *)&cSecondSeperater,

(char *)&(cFullPath->string)); // The full path of last successfully backed up
child or parent

ccode=NWSMTSScanDataSetContinue (sessionInfo->connection,

resourceName,

&sessionInfo->scanControl,

sessionInfo->selectionList,

lastDataSetNamelist, // cursor

&sequence,

&sessionInfo->scanlInfo,

&dataSetNamelList) ;

}

else // if this is the first data set, then there is nothing to continue from
{ // so call ScanBegin to start from first

ccode = NWSMTSScanDataSetBegin (connection, resourceName, &scanControl,
selectionlList,

&sequence, &scanInformation, &dataSetName);

}

}

else

// Handle reconnection error.

}

else

// Handle error

}

} /* end while loop */

/* If the scanning functions did not return an error, end the scan */
NWSMTSScanDataSetEnd (connection, &sequence, &scanInformation, &dataSetName) ;
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NWSMTSGetTargetServiceAPIVersion

Returns the API version of the target service.

Syntax

#include <smstsapi.h>
CCODE NWSMTSGetTargetServiceAPIVersion (
UINT32 connection,

UINT32 *majorVersion,
UINT32 *minorVersion) ;

Parameters

connection

(IN) Specifies the connection information returned by NWSMTSConnectToTargetService or
NWSMTSConnectToTargetServiceEx.

majorversion
(OUT) Specifies the major version of the TSA.

minorversion
(OUT) Specifies the minor version of the TSA.
Return Values

See Section 9.3, “Target Service Return Values,” on page 337 for more information.

The following table lists the return values associated with the function.

0x00000000 Successful

OxFFFDFFE7 NWSMTS_INVALID_CONNECTION_HANDL
OxFFFDFFB1 NWSMTS_INTERNAL_ERROR
OxFFFDFFB9 NWSMTS_UNSUPPORTED_FUNCTION
OxFFFEFFFF NWSMDR_INVALID_CONNECTION
Remarks

This API provides an internally negotiated minimum supported version for the connection. The
version returned is specific to the connection and is based on the API version supported by SMDR at
the backup server and the SMDR and TSA at the target server.

Before this API is called, the engine must be connected to the TSA.
The API is supported by the following versions:
¢ NetWare 6.5 Support Pack 1 and later
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¢ NetWare 6.0 Support Pack 4
+ NetWare 5.1 Support Pack 7 and later

NOTE: This symbol is not present in the SMS import file, as all versions of SMS do not export this
symbol. To use this function, programmatically import the symbol and invoke it.

See Also

NWSMTSConnectToTargetService (page 64), NWSMTSConnectToTargetServiceEx (page 67)
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NWSMTSOpenDataSetForBackup

Opens the data set referenced by the sequence value that returned the scanning functions.

Syntax

#include <smstsapi.h>

CCODE NWSMTSOpenDataSetForBackup (
UINT32 connection,
UINT32 sequence,
UINT32 mode,
UINT32 *dataSetHandle);

Parameters

connection

(IN) Specifies the connection information returned by NWSMTSConnectToTargetService or
NWSMTSConnectToTargetServiceEx.

sequence

(IN) Specifies the sequence number returned by NWSMTSScanDataSetBegin or
NWSMTSScanNextDataSet.

mode

(IN) Specifies the generic and TSA-specific open mode to apply to the data set (see Open
Modes for possible values).

dataSetHandle

(OUT) Points to a handle used to subsequently call NWSMTSReadDataSet or
NWSMTSCloseDataSet.

Return Values

See Section 9.3, “Target Service Return Values,” on page 337 for more information.

The following table lists the return values associated with the function.

0x00000000 Successful

OxFFFDFFAF NWSMTS_CLUSTER_TARGET_DOES_NOT_EXIST
OxFFFDFFB5 NWSMTS_WRITE_ERROR

OxFFFDFFB9 NWSMTS_UNSUPPORTED_FUNCTION
OxFFFDFFC9 NWSMTS_OUT_OF_MEMORY

OxFFFDFFCC NWSMTS_OPEN_ERROR

OxFFFDFFCD NWSMTS_OPEN_DATA_STREAM_ERR
OxFFFDFFD8 NWSMTS_INVALID_SEQUENCE_NUMBER
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OxFFFDFFE7

NWSMTS_INVALID_CONNECTION_HANDL

OxFFFDFFF3 NWSMTS_DATA_SET_IS_OPEN
OxFFFDFFF5 NWSMTS_DATA_SET_IN_USE
OxFFFDFFF6 NWSMTS_DATA_SET_EXECUTE_ONLY
OxFFFDFFFB NWSMTS_ CLOSE_BINDERY_ERROR
OxFFFEFFFE NWSMDR_INVALID PARAMETER
OxFFFEFFFF NWSMDR_INVALID_CONNECTION
Remarks

Before NWSMTSOpenDataSetForBackup is called, NWSMTSScanDataSetBegin must be called to

initiate the scan.

The TSA must ensure that no attributes are altered on the Target Service during the backup session.

NWSMTSOpenDataSetForBackup prepares the Target Service data set to be backed up. To close
the data set, call NWSMTSCloseDataSet.

To determine the existing TSA-specific open modes for a given TSA, call

NWSMTSGetOpenModeOptionString.

See Also

NWSMTSCloseDataSet (page 81), NWSMTSScanDataSetBegin (page 38),

NWSMTSScanNextDataSet (page 52)
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NWSMTSReadDataSet

Reads a data set on the Target Service, formats the data according to SIDF, and returns it in a buffer.

Syntax

#include <smstsapi.h>

CCODE NWSMTSReadDataSet (

UINT32 connection,
UINT32 dataSetHandle,
UINT32 bytesToRead,
UINT32 *bytesRead,

BUFFERPTR buffer);

Parameters

connection

(IN) Specifies the connection information returned by NWSMTSConnectToTargetService or
NWSMTSConnectToTargetServiceEx.

dataSetHandle
(IN) Specifies the data set handle returned by NWSMTSOpenDataSetForBackup.

bytesToRead

(IN) Specifies the amount of free space in buffer.

bytesRead
(OUT) Points to the number of bytes read into buffer.

buffer
(OUT) Points to the buffer to contain the data (must be at least bytesToRead bytes large).

Return Values

See Section 9.3, “Target Service Return Values,” on page 337 for more information.

The following table lists the return values associated with the function.

0x00000000 Successful

OxFFFDFFAF NWSMTS_CLUSTER_TARGET_DOES_NOT_EXIST
OxFFFDFFB5 NWSMTS_WRITE_ERROR

OxFFFDFFB9 NWSMTS_UNSUPPORTED_FUNCTION
OxFFFDFFC6 NWSMTS_READ_ERROR

OxFFFDFFC9 NWSMTS_OUT_OF_MEMORY

OxFFFDFFES5 NWSMTS_INVALID_DATA_SET_HANDLE
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OxFFFDFFE7 NWSMTS_INVALID_CONNECTION_HANDL

OxFFFDFFF9 NWSMTS_CREATE_ERROR
OxFFFDFFFF NWSMTS_ACCESS_DENIED
OxFFFEFFFE NWSMDR_INVALID_PARAMETER
OxFFFEFFFF NWSMDR_INVALID_CONNECTION
Remarks

Before NWSMTSReadDataSet is called, NWSMTSScanDataSetBegin must be called to initiate the
scan and NWSMTSOpenDataSetForBackup must be called to open the data set.

The data returned in buffer is the data mentioned in Standard ECMA-208. The engine formats the
scan information and data set names (both are jointly known as data set information under SIDF)
and places the result and data into a transfer buffer. Call NWSMSetNewRecordHeader and
NWSMUpdateRecordHeader to put the information into the transfer buffer.

If buffer cannot contain all of the data, NWSMTSReadDataSet must be called repeatedly to retrieve
all the data. bytesRead and bytesToRead indicates if all the data has been read. If bytesRead is equal
to bytesToRead, there is more data to read.

See Also

NWSMTSCloseDataSet (page 81), NWSMTSScanNextDataSet (page 52)

Example

See the example for NWSMTSScanDataSetBegin (page 38).
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NWSMTSScanNextDataSet

Continues the scan started by NWSMTSScanDataSetBegin and returns the next data set that meets
the scanning criteria.

Syntax

#include <smstsapi.h>

CCODE NWSMTSScanNextDataSet (
UINT32 connection,
UINT32 *sequence,
NWSM SCAN INFORMATION **scanInformation,
NWSM DATA SET NAME LIST **dataSetNames);

Parameters

connection

(IN) Specifies the connection information returned by NWSMTSConnectToTargetService or
NWSMTSConnectToTargetServiceEx.

sequence

(IN/OUT) Points to the sequence value from NWSMTSScanDataSetBegin or
NWSMTSScanNextDataSet.

scanInformation

(OUT) Points to the scan information for one data set (optional).

dataSetNames

(OUT) Points to the list that contains a data set's name as it appears under every supported
name space.

Return Values

See Section 9.3, “Target Service Return Values,” on page 337 for more information.

The following table lists the return values associated with the function.

0x00000000 Successful

OxFFFDFFAF NWSMTS_CLUSTER_TARGET_DOES_NOT_EXIST
OxFFFBFFFB NWSMUT_OUT_OF_MEMORY

OxFFFBFFFD NWSMUT_INVALID_PARAMETER

OxFFFDFFB9 NWSMTS_UNSUPPORTED_FUNCTION
OxFFFDFFC9 NWSMTS_OUT_OF_MEMORY

OxFFFDFFC4 NWSMTS_SCAN_ERROR

OxFFFDFFD1 NWSMTS_NO_MORE_DATA_SETS
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OxFFFDFFD8 NWSMTS_INVALID_SEQUENCE_NUMBER

OxFFFDFFDC NWSMTS_INVALID_PATH

OxFFFDFFE7 NWSMTS_INVALID_CONNECTION_HANDL
OXFFFDFFEB NWSMTS_GET_NAME_SPACE_ENTRY_ERR
OXFFFDFFF3 NWSMTS_DATA_SET IS _OPEN
OxFFFEFFFE NWSMDR_INVALID_PARAMETER
OxFFFEFFFF NWSMDR_INVALID_CONNECTION
Remarks

Before NWSMTSScanNextDataSet is called, NWSMTSScanDataSetBegin must be called to initiate
a scan.

Call NWSMTSScanNextDataSet repeatedly until all data sets are found or an error occurs.

The engine should copy the information returned by scanInformation and dataSetNames since the
buffer is reused when NWSMTSScanNextDataSet is called again.

The engine must not call NWSMTSScanNextDataSet after it returns
NWSMTS _NO MORE DATA_SETS, unless sequence from a different
NWSMTSScanDataSetBegin or NWSMTSScanNextDataSet function is passed. Otherwise,
NWSMTS INVALID SEQUENCE NUMBER will be returned.

If there are no more data sets to scan, NWSMTSScanNextDataSet returns
NWSMTS NO MORE DATA SETS, sets sequence to zero, and frees dataSetNames and
scanInformation.

If NWSMTSScanNextDataSet does not return an error other than cluster error(valid only for cluster
enabled backups), the engine must call NWSMTSScanDataSetEnd to end the scan.

See Also

NWSMTSScanDataSetBegin (page 38), NWSMTSScanDataSetEnd (page 57)

Example

See the example for NWSMTSScanDataSetBegin (page 38).
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NWSMTSScanDataSetContinue

Continues the scan from the specified data set and returns information about the next data set.

Syntax

#include <smstsapi.h>

CCODE NWSMTSScanDataSetContinue (

UINT32 connection,

NWSM DATA SET NAME LIST *resourceName,

NWSM SCAN CONTROL *scanControl,

NWSM SELECTION LIST *selectionList,
NWSM DATA SET NAME LIST *cursorDataSetName,
UINT32 *sequence,

NWSM SCAN INFORMATION **scanInformation,

NWSM DATA SET NAME LIST **dataSetNames);

Parameters

connection
(IN) Specifies the connection information returned by NWSMTSConnectToTargetService or
NWSMTSConnectToTargetServiceEx.

resourceName

(IN) Points to the starting point or path of the resource to scan.

scanControl
(IN) Points to the attributes and characteristics of all data sets to scan or ignore (see “Scan
Control Options” on page 26).

selectionList
(IN) Points to the data sets to scan or ignore and contains the name as it appears under every
name space supported by resourceName.

cursorDataSetName
(IN) Points to the point or the full path of last successfully backed up data set name, to continue
the scan.

sequence
(OUT) Points to the scanning sequence value (does not need to be initialized as it is set by the
TSA).

scanIlnformation
(OUT) Optional. Points to the general attributes and information of the first data set that meets
the scanning criteria.

dataSetNames

(OUT) Optional. Points to the name of the first data set that met the scanning criteria.
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Return Values

See Section 9.3, “Target Service Return Values,” on page 337 for more information.

The following table lists the return values associated with the function.

0x00000000 Successful

OxFFFDFFAF NWSMTS_CLUSTER_TARGET_DOES_NOT_EXIST
OxFFFBFFFB NWSMUT_OUT_OF_MEMORY
OxFFFBFFFC NWSMUT_NO_MORE_NAMES
OxFFFBFFFD NWSMUT_INVALID_PARAMETER
OxFFFBFFFF NWSMUT_INVALID_HANDLE

OxFFFDFFB9 NWSMTS_UNSUPPORTED_FUNCTION
OxFFFDFFC9 NWSMTS_OUT_OF_MEMORY
OxFFFDFFDA NWSMTS_INVALID_SEL_LIST_ENTRY
OxFFFDFFDC NWSMTS_INVALID_PATH

OxFFFDFFDD NWSMTS_INVALID_PARAMETER
OxFFFDFFE4 NWSMTS_INVALID_DATA_SET_NAME
OxFFFDFFE7 NWSMTS_INVALID_CONNECTION_HANDL
OxFFFDFFF2 NWSMTS_DATA_SET_NOT_FOUND
OxFFFDFFB1 NWSMTS_INTERNAL_ERROR
OxFFFEFFFE NWSMDR_INVALID_PARAMETER
OxFFFEFFFF NWSMDR_INVALID_CONNECTION

Recovery Error Codes

This section lists the return values returned by the following TSA and SMDR APIs, during cluster

failover/failback.

¢+ NWSMTSScanDataSetBegin

¢+ NWSMTSOpenDataSetForBackup
¢+ NWSMTSReadDataSet

+ NWSMTSScanNextDataSet

OXFFFDFFAF  NWSMTS_CLUSTER_TARGET_DOES_NOT_
EXIST

OxFFFEFFCE NWSMDR_OPEN_FAILURE

OxFFFEFFCD NWSMDR_READ_FAILURE
OxFFFEFFCC NWSMDR_WRITE_FAILURE

Cluster target does not exist

Unable to open the configuration file
for reading

Unable to read from source

Unable to write to the destination
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OxFFFEFFFC NWSMDR_TRANSPORT_FAILURE The transport mechanism has failed

OxFFFEFFB1 NWSMDR_DISCONNECTED Resource disconnected

Remarks

*

This API is cluster specific and is not to be used for normal backup failures
This API doesn’t support restore recovery during cluster failover/failback.
If scanning is in progress, call NWSMTSScanDataSetEnd before reconnection.

After cluster failover/failback, release the current connections of engine to TSA or SMDR by
calling NWSMTSReleaseTargetService or NWSMReleaseTSA respectively.

Re-establish the connection using NWSMConnectToTSA and
NWSMTSConnectToTargetService or NWSMTSConnectToTargetServiceEx.

The cursor should contain the last successfully backed-up data set information. If there are no
such data sets during failover/failback, use NWSMTSScanDataSetBegin.

NOTE: This symbol is not present in the SMS import file, as all versions of SMS do not export this
symbol. To use this function, programmatically import the symbol and invoke it.

See Also

NWSMConnectToTSA (page 59), NWSMReleaseTSA (page 75),
NWSMTSConnectToTargetService (page 64), NWSMTSConnectToTargetServiceEx (page 67),
NWSMTSScanDataSetBegin (page 38)

Example

See the example for NWSMTSScanDataSetBegin (page 38).
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NWSMTSScanDataSetEnd

Stops the scan started by NWSMTSScanDataSetBegin.

Syntax

#include <smstsapi.h>

CCODE NWSMTSScanDataSetEnd
UINT32 connection,
UINT32 *sequence,
NWSM SCAN INFORMATION **scanInformation,
NWSM DATA SET NAME LIST **dataSetNames);

Parameters

connection

(IN) Specifies the connection information returned by NWSMTSConnectToTargetService or

NWSMTSConnectToTargetServiceEx.

sequence

(IN/OUT) Inputs a pointer to the sequence value returned by NWSMTSScanDataSetBegin or

NWSMTSScanNextDataSet. Outputs zero.

scanInformation

(IN/OUT) Inputs a pointer to the memory to be freed. Outputs NULL.

dataSetNames

(IN/OUT) Inputs a pointer to the memory to be freed. Outputs NULL.

Return Values

See Section 9.3, “Target Service Return Values,” on page 337 for more information.

The following table lists the return values associated with the function.

0x00000000 Successful

OxFFFDFFB9 NWSMTS_UNSUPPORTED_FUNCTION
OxFFFDFFD8 NWSMTS_INVALID_SEQUENCE_NUMBER
OxFFFDFFE7 NWSMTS_INVALID_CONNECTION_HANDL
OxFFFDFFF3 NWSMTS_DATA_SET_IS_OPEN
OxFFFEFFFE NWSMDR_INVALID_PARAMETER
OxFFFEFFFF NWSMDR_INVALID_CONNECTION
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Remarks

Before NWSMTSScanDataSetEnd is called, NWSMTSScanDataSetBegin must be called to
initiated a scan.

NWSMTSScanDataSetEnd stops a scan prematurely. Do not call NWSMTSScanDataSetEnd if
NWSMTSScanDataSetBegin or NWSMTSScanNextDataSet returns an error.

See Also

NWSMTSReleaseTargetService (page 74), NWSMReleaseTSA (page 75)

Example

See the example for NWSMTSScanDataSetBegin (page 38).

3.2 Connection Functions

The following functions connect the engine to the TSA and the Target Service:

+* “NWSMConnectToTSA” on page 59

+ “NWSMLIistTSAs” on page 61

* “NWSMTSConnectToTargetService” on page 64

¢ “NWSMTSConnectToTargetServiceEx” on page 67
* “NWSMTSGetTargetServiceType” on page 70

* “NWSMTSListTargetServices” on page 72

* “NWSMTSReleaseTargetService” on page 74

* “NWSMReleaseTSA” on page 75

* “NWSMTSScanTargetServiceName” on page 76
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NWSMConnectToTSA

Connects the backup engine to a TSA.

Syntax

#include <smstsapi.h>
CCODE NWSMConnectToTSA (

STRING tsaName,
UINT32 *connection);

Parameters

tsaName
(IN) Specifies the name of the TSA to connect to returned by NWSMListTSAs.

connection

(OUT) Points to the connection information used for connecting to and getting information
about the Target Service.

Return Values

See Section 9.3, “Target Service Return Values,” on page 337 for more information.

The following table lists the return values associated with the function.

0x00000000 Successful

OxFFFEFFF5 NWSMDR_SMDR_CONNECT_FAILURE
OxFFFEFFF6 NWSMDR_NO_SUCH_SMDR
OXFFFEFFF7 NWSMDR_TSA NOT_LOADED
OxFFFEFFDF NWSMDR_UNKNOWN_ADDRESS
OxFFFEFFFD NWSMDR_OUT_OF MEMORY
OxFFFEFFFE NWSMDR_INVALID_PARAMETER
OxFFFEFFF1 NWSMDR_NO_MORE_CONNECTIONS
OxFFFEFFEQ NWSMDR_INVALID_CONTEXT
Remarks

After connecting to the TSA, the engine can access only information about the Target Service. To
get information about the target, see NWSMTSGetTargetServiceType (page 70). To access the target
data, see NWSMTSConnectToTargetService (page 64).

An engine can have one or more concurrent connections to one or more TSAs. For each connection,
the engine must call NWSMConnectToTSA once.
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NOTE: The internal primary resource list is created when NWSMConnectToTSA is called.

See Also

NWSMTSConnectToTargetService (page 64), NWSMTSConnectToTargetServiceEx (page 67),
NWSMTSListTargetServices (page 72), NWSMReleaseTSA (page 75)

Example

UINT32 connection;
STRING TSAName;

/* Find a TSA to connect to-see NWSMListTSAs. */

NWSMConnectToTSA (TSAName, &connection);

/* Find a Target Service through the connected TSA-see NWSMTScanTargetServiceName
and NWSMTSListTargetServiceName. */

/* Connect to the target-see NWSMTSConnectToTargetService or
NWSMTSConnectToTargetServiceEx . */
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NWSMListTSAs

B