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About This Guide

This guide describes how to install, configure, and manage Business Continuity Clustering 2.6 for
Open Enterprise Server (OES) 2018 Support Pack (SP3) servers in combination with Novell Cluster
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+ Chapter 1, “Overview of Business Continuity Clustering,” on page 11

¢ Chapter 2, “What’s New or Changed for BCC,” on page 25

+ Chapter 3, “Planning a Business Continuity Cluster,” on page 27
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+ Chapter 10, “Troubleshooting Business Continuity Clustering,” on page 115
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+ Appendix A, “Console Commands for BCC,” on page 137
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+ Appendix H, “Upgrading to BCC 2.6 on OES 2018 SP3,” on page 179
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Audience

This guide is intended for anyone involved in installing, configuring, and managing Novell Cluster
Services for Linux in combination with Business Continuity Clustering.

The Security Considerations section provides information of interest for security administrators or
anyone who is responsible for the security of the system.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation and enter your comments there.
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Documentation Updates

The latest version of this Business Continuity Clustering 2.6 Administration Guide for OES 2018 SP3 is
available under “BCC for OES 2018 SP3” on the Business Continuity Clustering Documentation Web
site (https://www.microfocus.com/documentation/open-enterprise-server/2018-SP3/
bcc26_0es2018sp3_admin_Ix/).

Additional Documentation

For information about Open Enterprise Server 2018 Support Pack 3, see the OES 2018 SP3 (https://
www.microfocus.com/documentation/open-enterprise-server/2018-SP3) documentation Web site
on Microfocus.com.

For information about Novell Cluster Services, see the OES 2018 SP3: OES Cluster Services for Linux
Administration Guide.

For information about eDirectory 9.2.4, see the eDirectory 9.2.4 (https://www.netig.com/
documentation/edirectory-92/) documentation Web site on NetlQ.com.

For information about iManager 3.2.4, see the iManager 3.2.4 (https://www.netig.com/
documentation/imanager-32/) documentation Web site on NetlQ.com.

For information about Identity Manager 4.8.2, see the Identity Manager 4.8 (https://
www.netig.com/documentation/identity-manager-48/) documentation Web site on NetlQ.com.
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1.1

Overview of Business Continuity Clustering

As corporations become more international, fueled in part by the reach of the Internet, the
requirement for service availability has increased. Business Continuity Clustering (BCC) offers
corporations the ability to maintain mission-critical (24x7x365) data and application services to their
users while still being able to perform maintenance and upgrades on their systems.

In the past few years, natural disasters (ice storms, earthquakes, hurricanes, tornadoes, and fires)
have caused unplanned outages of entire data centers. In addition, U.S. federal agencies have
realized the disastrous effects that terrorist attacks could have on the U.S. economy when
corporations lose their data and the ability to perform critical business practices. This has resulted in
initial recommendations for corporations to build mirrored or replicated data centers that are
geographically separated by 300 kilometers (km) or more. (The minimum acceptable distance is 200
km.)

Many companies have built and deployed geographically mirrored data centers. The challenge is
that setting up and maintaining the multiple centers is a manual process that takes a great deal of
planning and synchronizing. Even configuration changes must be carefully planned and replicated.
Make one mistake and the redundant site is no longer able to effectively take over in the event of a
disaster.

Business Continuity Clustering can improve your disaster recovery solution by providing specialized
software that manages site-to-site failover of critical workgroup and networking services. BCC works
with Open Enterprise Server and Novell Cluster Services to automate cluster configuration,
maintenance, and synchronization across two to four geographically separate sites. Services can
easily fail over to another cluster in a completely different geographic location. This helps to
eliminate downtime, ensure critical services are available, mitigate compliance risk, and minimize
the possibility of human error.

This section identifies the implications for disaster recovery, provides an overview of some of the
network implementations today that attempt to address disaster recovery, and describes the
benefits of using BCC for disaster recovery of your critical workgroup and networking services.

+ Section 1.1, “Disaster Recovery Implications,” on page 11

*

Section 1.2, “Disaster Recovery Implementations,” on page 12

*

Section 1.3, “Business Continuity Clustering,” on page 19

*

Section 1.4, “BCC Deployment Scenarios,” on page 20

*

Section 1.5, “Key Concepts,” on page 23

Disaster Recovery Implications

The implications of disaster recovery are directly tied to your data. Is your data mission critical? In
many instances, critical systems and data drive the business. If these services stop, the business
stops. When calculating the cost of downtime, considerations include the following:

+ File transfers and file storage

Overview of Business Continuity Clustering 11
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1.2

1.2.1

*

E-mail, calendaring, and collaboration
Web hosting

*

*

Critical databases
+ Productivity

+ Reputation

Continuous availability of critical business systems is no longer a luxury; it is a competitive business
requirement.The Gartner Group estimates that 40% of enterprises that experience a disaster will go
out of business in five years, and only 15% of enterprises have a full-fledged business continuity plan
that goes beyond core technology and infrastructure.

The cost to the business for each one hour of service outage includes the following:

+ Income loss measured as the income-generating ability of the service, data, or impacted group

*

Productivity loss measured as the hourly cost of impacted employees

+ Recovery cost measured as the hourly cost of IT personnel to get services back online

*

Future lost revenue because of customer and partner perception

Disaster Recovery Implementations

Stretch clusters and cluster-of-clusters are two approaches for making shared resources available
across geographically distributed sites so that a second site can be called into action after one site
fails. To use these approaches, you must first understand how the applications you use and the
storage subsystems in your network deployment can determine whether a stretch cluster or cluster
of clusters solution is possible for your environment.

+ Section 1.2.1, “LAN-Based versus Internet-Based Applications,” on page 12
+ Section 1.2.2, “Host-Based versus Storage-Based Data Mirroring,” on page 13

+ Section 1.2.3, “Stretch Clusters versus Cluster of Clusters,” on page 14

LAN-Based versus Internet-Based Applications

Traditional LAN applications require a LAN infrastructure that must be replicated at each site, and
might require relocation of employees to allow the business to continue. Internet-based applications
allow employees to work from any place that offers an Internet connection, including homes and
hotels. Moving applications and services to the Internet frees corporations from the restrictions of
traditional LAN-based applications.

By using products like NetlQ Access Manager and Novell ZENworks, all services, applications, and
data can be rendered through the Internet, allowing for loss of service at one site but still providing
full access to the services and data by virtue of the ubiquity of the Internet. Data and services
continue to be available from the other mirrored sites.

Overview of Business Continuity Clustering



1.2.2

Host-Based versus Storage-Based Data Mirroring

For clustering implementations that are deployed in data centers in different geographic locations,
the data must be replicated between the storage subsystems at each data center. Data-block
replication can be done by host-based mirroring for synchronous replication over short distances up
to 10 km. Typically, replication of data blocks between storage systems in the data centers is
performed by SAN hardware that allows synchronous mirrors over a greater distance.

For stretch clusters, host-based mirroring is required to provide synchronous mirroring of the SBD
(split-brain detector) partition between sites. This means that stretch-cluster solutions are limited to

distances of 10 km.

Table 1-1 compares the benefits and limitations of host-based and storage-based mirroring.

Table 1-1 Comparison of Host-Based and Storage-Based Data Mirroring

Capability Host-Based Mirroring

Storage-Based Mirroring

Geographic distance between sites Up to 10 km

Can be up to and over 300 km. The
actual distance is limited only by
the SAN hardware and media
interconnects for your
deployment.

Mirroring the SBD partition An SBD can be mirrored between
two sites.

Yes, if mirroring is supported by the
SAN hardware and media
interconnects for your
deployment.

Synchronous data-block replication Yes
of data between sites

Yes, requires a Fibre Channel SAN
or iSCSI SAN.

Failover support No additional configuration of the
hardware is required.

Requires additional configuration
of the SAN hardware.

Failure of the site interconnect LUNs can become primary at both
locations (split brain problem).

Clusters continue to function
independently. Minimizes the
chance of LUNs at both locations
becoming primary (split brain
problem).

SMI-S compliance If the storage subsystems are not
SMI-S compliant, the storage
subsystems must be controllable
by scripts running on the nodes of
the cluster.

If the storage subsystems are not
SMI-S compliant, the storage
subsystems must be controllable
by scripts running on the nodes of
the cluster.

Overview of Business Continuity Clustering
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1.2.3

Stretch Clusters versus Cluster of Clusters

A stretch cluster and a cluster of clusters are two clustering implementations that you can use with
Novell Cluster Services to achieve your desired level of disaster recovery. This section describes each
deployment type, then compares the capabilities of each.

Business Continuity Clustering automates some of the configuration and processes used in a cluster
of clusters. For information, see Section 1.3, “Business Continuity Clustering,” on page 19.

+ “Stretch Clusters” on page 14
¢ “Cluster of Clusters” on page 15
+ “Comparison of Stretch Clusters and Cluster of Clusters” on page 16

+ “Evaluating Disaster Recovery Implementations for Clusters” on page 18

Stretch Clusters

A stretch cluster consists of a single cluster where the nodes are located in two geographically
separate data centers. All nodes in the cluster must be in the same eDirectory tree, which requires
the eDirectory replica ring to span data centers. The IP addresses for nodes and cluster resources in
the cluster must share a common IP subnet.

At least one storage system must reside in each data center. The data is replicated between locations
by using host-based mirroring or storage-based mirroring. For information about using mirroring
solutions for data replication, see Section 1.2.2, “Host-Based versus Storage-Based Data Mirroring,”
on page 13. Link latency can occur between nodes at different sites, so the heartbeat tolerance
between nodes of the cluster must be increased to allow for the delay.

The split-brain detector (SBD) is mirrored between the sites. Failure of the site interconnect can
result in LUNs becoming primary at both locations (split brain problem) if host-based mirroring is
used.

Overview of Business Continuity Clustering



In the stretch-cluster architecture shown in Figure 1-1, the data is mirrored between two data
centers that are geographically separated. The server nodes in both data centers are part of one
cluster, so that if a disaster occurs in one data center, the nodes in the other data center
automatically take over.

Figure 1-1 Stretch Cluster
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Cluster of Clusters

A cluster of clusters consists of multiple clusters in which each cluster is located in a geographically
separate data center. Each cluster can be in different Organizational Unit (OU) containers in the same
eDirectory tree. Each cluster can be in a different IP subnet.

A cluster of clusters provides the ability to fail over selected cluster resources or all cluster resources
from one cluster to another cluster. For example, the cluster resources in one cluster can fail over to
separate clusters by using a multiple-site fan-out failover approach. A given service can be provided
by multiple clusters. Resource configurations are replicated to each peer cluster and synchronized
manually. Failover between clusters requires manual management of the storage systems and the
cluster.

Nodes in each cluster access only the storage systems co-located in the same data center. Typically,
data is replicated by using storage-based mirroring. Each cluster has its own SBD partition. The SBD
partition is not mirrored across the sites, which minimizes the chance for a split-brain problem
occurring when using host-based mirroring. For information about using mirroring solutions for data
replication, see Section 1.2.2, “Host-Based versus Storage-Based Data Mirroring,” on page 13.
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In the cluster-of-clusters architecture shown in Figure 1-2, the data is synchronized by the SAN
hardware between two data centers that are geographically separated. If a disaster occurs in one

data center, the cluster in the other data center takes over.

Figure 1-2 Cluster of Clusters with SAN-Based Data Mirroring
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Comparison of Stretch Clusters and Cluster of Clusters

Table 1-2 compares the capabilities of a stretch cluster and a cluster of clusters.

Table 1-2 Comparison of Stretch Cluster and Cluster of Clusters

Capability Stretch Cluster Cluster of Clusters
Number of clusters One Two to four
Number of geographically Two Two to four
separated data centers

eDirectory trees Single tree; requires the replica Single tree

ring to span data centers.

eDirectory Organizational Units Single OU container for all nodes.

(OUs)
As a best practice, place the cluster

container in an OU separate from
the rest of the tree.

Each cluster can be in a different
OU. Each cluster is in a single OU
container.

As a best practice, place each
cluster container in an OU separate
from the rest of the tree.
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Capability

Stretch Cluster

Cluster of Clusters

IP subnet

IP addresses for nodes and cluster
resources must be in a single IP
subnet.

Because the subnet spans multiple
locations, you must ensure that
your switches handle gratuitous
ARP (Address Resolution Protocol).

IP addresses in a given cluster are
in a single IP subnet. Each cluster
can use the same or different IP
subnet.

If you use the same subnet for all
clusters in the cluster of clusters,
you must ensure that your
switches handle gratuitous ARP.

SBD partition

A single SBD is mirrored between
two sites by using host-based
mirroring, which limits the
distance between data centers to
10 km.

Each cluster has its own SBD.

Each cluster can have an on-site
mirror of its SBD for high
availability.

If the cluster of clusters uses host-
based mirroring, the SBD is not
mirrored between sites, which
minimizes the chance of LUNs at
both locations becoming primary.

Failure of the site interconnect if
using host-based mirroring

LUNs might become primary at
both locations (split brain
problem).

Clusters continue to function
independently.

Storage subsystem

Each cluster accesses only the
storage subsystem on its own site.

Each cluster accesses only the
storage subsystem on its own site.

Data-block replication between
sites

For information about data
replication solutions, see

Section 1.2.2, “Host-Based versus
Storage-Based Data Mirroring,” on
page 13.

Yes; typically uses storage-based
mirroring, but host-based
mirroring is possible for distances
up to 10 km.

Yes; typically uses storage-based
mirroring, but host-based
mirroring is possible for distances
up to 10 km.

Clustered services

A single service instance runs in
the cluster.

Each cluster can run an instance of
the service.

Cluster resource failover

Automatic failover to preferred
nodes at the other site.

Manual failover to preferred nodes
on one or multiple clusters
(multiple-site fan-out failover).

Failover requires additional
configuration.

Cluster resource configurations

Configured for a single cluster.

Configured for the primary cluster
that hosts the resource, then the
configuration is manually
replicated to the peer clusters.

Cluster resource configuration
synchronization

Controlled by the master node.

Manual process that can be
tedious and error-prone.

Overview of Business Continuity Clustering
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Capability Stretch Cluster

Cluster of Clusters

Failover of cluster resources Not applicable.
between clusters

Manual management of the
storage systems and the cluster.

Link latency between sites Can cause false failovers.

The cluster heartbeat tolerance

Each cluster functions
independently in its own
geographical site.

between master and slave must be
increased to as high as 30 seconds.

Monitor cluster heartbeat
statistics, then tune down as
needed.

Evaluating Disaster Recovery Implementations for Clusters

Table 1-3 examines why a cluster of cluster solution is less problematic to deploy than a stretch
cluster solution. It identifies the advantages, disadvantages, and other considerations for each.
Manual configuration is not a problem when using Business Continuity Clustering for your cluster of

clusters.

Table 1-3 Evaluation of Stretch Clusters versus Cluster of Clusters

Stretch Cluster Cluster of Clusters

Advantages * |t automatically fails over when .

configured with host-based mirroring.

+ |t is easier to manage than separate .

clusters.

* Cluster resources can fail over to .

nodes in any site.

eDirectory partitions don’t need to
span the cluster.

Each cluster can be in different OUs in
the same eDirectory tree.

IP addresses for each cluster can be on
different IP subnets.

Cluster resources can fail over to
separate clusters (multiple-site fan-
out failover support).

Each cluster has its own SBD.

Each cluster can have an on-site mirror
of its SBD for high availability.

If the cluster of clusters uses host-
based mirroring, the SBD is not
mirrored between sites, which
minimizes the chance of LUNs at both
locations becoming primary.
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Stretch Cluster Cluster of Clusters

Disadvantages * The eDirectory partition must span * Resource configurations must be
the sites. manually synchronized.
+ Failure of site interconnect can result ¢ Storage-based mirroring requires
in LUNs becoming primary at both additional configuration steps.

locations (split brain problem) if host-
based mirroring is used.

+ An SBD partition must be mirrored
between sites.

¢ It accommodates only two sites.

* All IP addresses must reside in the
same subnet.

Other + Host-based mirroring is required to ¢ Depending on the platform used,
Considerations mirror the SBD partition between storage arrays must be controllable by
sites. scripts that run on OES if the SANs are

¢ Link variations can cause false not SMI-S compliant.

failovers.

+ You could consider partitioning the
eDirectory tree to place the cluster
container in a partition separate from
the rest of the tree.

+ The cluster heartbeat tolerance
between master and slave must be
increased to accommodate link
latency between sites.

You can set this as high as 30 seconds,
monitor cluster heartbeat statistics,
and then tune down as needed.

+ Because all IP addresses in the cluster
must be on the same subnet, you
must ensure that your switches
handle ARP.

Contact your switch vendor or consult
your switch documentation for more
information.

1.3 Business Continuity Clustering

A Business Continuity Clustering cluster is an automated cluster of Novell Cluster Services clusters. It
is similar to what is described in “Cluster of Clusters” on page 15, except that the cluster
configuration, maintenance, and synchronization have been automated by adding specialized
software.

BCC supports up to four peer clusters. The sites are geographically separated mirrored data centers,
with a high availability cluster located at each site. Configuration is automatically synchronized
between the sites. Data is replicated between sites. All cluster nodes and their cluster resources are
monitored at each site. If one site goes down, business continues through the mirrored sites.
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1.4

14.1

The business continuity cluster configuration information is stored in eDirectory. eDirectory schema
extensions provide the additional attributes required to maintain the configuration and status
information of BCC-enabled cluster resources. This includes information about the peer clusters, the
cluster resources and their states, and storage control commands.

BCC is an integrated set of tools to automate the setup and maintenance of a business continuity
infrastructure. Unlike competitive solutions that attempt to build stretch clusters, the BCC solution
uses a cluster of clusters. Each geographically separate site hosts an independent cluster that is
treated as a “peer cluster” in a larger geographically dispersed cluster of clusters. This allows a site to
do fan-out failover of resources to multiple other sites. BCC automates the failover between peer
clusters by using eDirectory and policy-based management of the resources and storage systems.

Business Continuity Clustering software provides the following advantages over typical cluster-of-
clusters solutions:
+ Supports up to four clusters with up to 32 nodes each.

+ Integrates with shared storage hardware devices to automate the failover process through
standards-based mechanisms such as SMI-S.

+ Uses Identity Manager technology to automatically synchronize and transfer cluster-related
eDirectory objects from one cluster to another.

+ Provides the capability to fail over as few as one cluster resource, or as many as all cluster
resources.

+ Includes intelligent failover that allows you to perform site failover testing as a standard
practice.

+ Provides scripting capability that allows enhanced storage management control and
customization of migration and fail over between clusters.

+ Provides simplified business continuity cluster configuration and management by using the
browser-based iManager management tool. iManager is used for the configuration and
monitoring of the overall system and for the individual resources.

BCC Deployment Scenarios

There are several Business Continuity Clustering deployment scenarios that can be used to achieve
the desired level of disaster recovery. Three possible scenarios include:

+ Section 1.4.1, “Two-Site Business Continuity Cluster Solution,” on page 20

+ Section 1.4.2, “Multiple-Site Business Continuity Cluster Solution,” on page 22

+ Section 1.4.3, “Low-Cost Business Continuity Cluster Solution,” on page 23

Two-Site Business Continuity Cluster Solution

The two-site business continuity cluster deploys two independent clusters at geographically
separate sites. Each cluster can support up to 32 nodes. The clusters can be designed in one of two
ways:

+ Active Site/Active Site: Two active sites where each cluster supports different applications and
services. Either site can take over for the other site at any time.
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+ Active Site/Passive Site: A primary site in which all services are normally active, and a
secondary site which is effectively idle. The data is mirrored to the secondary site, and the
applications and services are ready to load if needed.

The active/active deployment option is typically used in a company that has more than one large site
of operations. The active/passive deployment option is typically used when the purpose of the
secondary site is primarily testing by the IT department. Replication of data blocks is typically done
by SAN hardware, but it can be done by host-based mirroring for synchronous replication over short
distances up to 10 km.

Figure 1-3 shows a two-site business continuity cluster that uses storage-based data replication
between the sites. BCC uses eDirectory and Identity Manager to synchronize cluster information
between the two clusters.

Figure 1-3 Two-Site Business Continuity Cluster
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1.4.2 Multiple-Site Business Continuity Cluster Solution

The multiple-site business continuity cluster is a large solution capable of supporting up to four sites.
Each cluster can support up to 32 nodes. Services and applications can do fan-out failover between
sites. Replication of data blocks is typically done by SAN hardware, but it can be done by host-based
mirroring for synchronous replication over short distances up to 10 km.

Figure 1-4 depicts a four-site business continuity cluster that uses storage-based data replication
between the sites. BCC uses eDirectory and Identity Manager to synchronize cluster information
between the two clusters.

Figure 1-4 Four-Site Business Continuity Cluster
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Using additional software, all services, applications, and data can be rendered through the Internet,
allowing for loss of service at one site but still providing full access to the services and data by virtue
of the ubiquity of the Internet. Data and services continue to be available from the other mirrored
sites. Moving applications and services to the Internet frees corporations from the restrictions of
traditional LAN-based applications. Traditional LAN applications require a LAN infrastructure that
must be replicated at each site, and might require relocation of employees to allow the business to
continue. Internet-based applications allow employees to work from any place that offers an
Internet connection, including homes and hotels.
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1.4.3

1.5

1.5.1

1.5.2

1.5.3

1.5.4

Low-Cost Business Continuity Cluster Solution

The low-cost business continuity cluster solution is similar to the previous two solutions, but
replaces Fibre Channel storage arrays with iSCSI storage arrays. Data block mirroring can be
accomplished with iSCSI-based block replication or with host-based mirroring. In either case,
snapshot technology can allow for asynchronous replication over long distances. However, the low-
cost solution does not necessarily have the performance associated with higher-end Fibre Channel
storage arrays.

Key Concepts

The key concepts in this section can help you understand how Business Continuity Clustering
manages your business continuity cluster.

¢ Section 1.5.1, “Business Continuity Clusters,” on page 23

¢ Section 1.5.2, “Cluster Resources,” on page 23

¢ Section 1.5.3, “Landing Zone,” on page 23

+ Section 1.5.4, “BCC Drivers for Identity Manager,” on page 23

Business Continuity Clusters

A cluster of two to four Novell Cluster Services clusters that are managed together by Business
Continuity Clustering software. All nodes in every peer cluster are running the same operating
system.

Cluster Resources

A cluster resource is a cluster-enabled shared disk that is configured for Novell Cluster Services. It is
also BCC-enabled so that it can be migrated and failed over between nodes in different peer clusters.

Landing Zone

The landing zone is an eDirectory context in which the objects for the Virtual Server, the Cluster
Pool, and the Cluster Volume are placed when they are created for the peer clusters. You specify the
landing zone context when you configure the Identity Manager drivers for the business continuity
cluster.

BCC Drivers for Identity Manager

Business Continuity Clustering requires a special Identity Manager driver that uses an Identity Vault
to synchronize the cluster resource configuration information between the peer clusters. For
information, see Chapter 6, “Configuring the Identity Manager Drivers for BCC,” on page 65.

Overview of Business Continuity Clustering 23
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2.1

What’s New or Changed for BCC

This section describes the changes and enhancements that were made to Business Continuity
Clustering (BCC) for Open Enterprise Server (OES) 2018 Support Pack 3 (SP3).

+ Section 2.1, “BCC Engine,” on page 25
+ Section 2.2, “What’s Next,” on page 26

BCC Engine

Beginning with OES 2018 SP1, Novell Business Continuity Cluster (BCC) is available as a pattern in the
OES installation pattern list. This eases the distribution and delivery of BCC for OES customers.
However, BCC continues to be a separate product with its own license.

Business Continuity Clustering supports up to four peer clusters that are running OES 2018 SP3 and

Novell Cluster Services.

The BCC operating environment requires the versions of OES and NetlQ products listed in Table 2-1,

with the latest patches applied.

Table 2-1 BCC Operating Environment

Supported Product

For documentation, see:

eDirectory 9.2.4

This product is included with OES 2018 SP3.

eDirectory 9.2.4 (https://www.netig.com/
documentation/edirectory-92/) documentation Web
site on NetlQ.com

Open Enterprise Server 2018 Support Pack 3

OES 2018 SP3 (https://www.microfocus.com/
documentation/open-enterprise-server/2018-SP3)
documentation Web site on MicroFocus.com

Novell Cluster Services

OES 2018 SP3: OES Cluster Services for Linux
Administration Guide

For information about clustering OES 2018 SP3
services and storage, see the product documentation
on the OES 2018 SP3 (https://www.microfocus.com/
documentation/open-enterprise-server/2018-SP3)
documentation Web site on MicroFocus.com.

iManager 3.2.4

This product is included with OES 2018 SP3.

iManager 3.2.4 (https://www.netig.com/
documentation/imanager-32/) documentation Web
site on NetlQ.com

Clusters plug-in for iManager

This product is included with OES 2018 SP3.

“Installing or Updating the Clusters Plug-in for
iManager” in the OES 2018 SP3: OES Cluster Services
for Linux Administration Guide

What’s New or Changed for BCC
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Supported Product For documentation, see:

Identity Manager 4.8.2 Identity Manager 4.8 (https://www.netiq.com/

) ) o ) documentation/identity-manager-48/)
The credential to activate IDM is included in the BCC documentation Web site on NetlQ.com

license.

2.2 What’s Next

For new installations of BCC 2.6 on OES 2018 SP3 clusters, see the following:

+ Chapter 3, “Planning a Business Continuity Cluster,” on page 27

+ Chapter 4, “Installation Requirements for BCC,” on page 35

+ Chapter 5, “Installing Business Continuity Clustering,” on page 49

+ Chapter 6, “Configuring the Identity Manager Drivers for BCC,” on page 65
+ Chapter 7, “Configuring BCC for Peer Clusters,” on page 81

For upgrades from BCC 2.x to BCC 2.6 on OES 2018 SP3 clusters, see the following:

+ Chapter 4, “Installation Requirements for BCC,” on page 35
+ Appendix G, “Upgrading to Identity Manager 4.8.2,” on page 177
+ Appendix H, “Upgrading to BCC 2.6 on OES 2018 SP3,” on page 179
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3 Planning a Business Continuity Cluster

3.1

3.2

The success of your business continuity cluster depends on the stability and robustness of the
individual peer clusters. BCC cannot overcome weaknesses in a poorly designed cluster

environment. You can use the guidelines in this section to design your Business Continuity Clustering

solution.

+ Section 3.1, “Determining Design Criteria,” on page 27

+ Section 3.2, “Best Practices,” on page 27

+ Section 3.3, “LAN Connectivity Guidelines,” on page 28
+ Section 3.4, “SAN Connectivity Guidelines,” on page 30
+ Section 3.5, “Storage Design Guidelines,” on page 30

+ Section 3.6, “eDirectory Design Guidelines,” on page 31

¢ Section 3.7, “Cluster Design Guidelines,” on page 33

Determining Design Criteria

The design goal for your business continuity cluster is to ensure that your critical data and services

can continue in the event of a disaster. Design the infrastructure based on your business needs.
Determine your design criteria by asking and answering the following questions:

O What are the key services that drive your business?
Where are your major business sites, and how many are there?
What services are essential for business continuance?

What is the cost of down time for the essential services?

Qaaaq

Based on their mission-critical nature and cost of down time, what services are the highest
priority for business continuance?

Where are the highest-priority services currently located?
Where should the highest-priority services be located for business continuance?

What data must be replicated to support the highest-priority services?

Qoaoaad

How much data is involved, and how important is it?

Best Practices

The following practices help you avoid potential problems with your BCC:

+ Ensure that eDirectory and your clusters are stable before implementing BCC.
+ Engage Micro Focus Consulting.

+ Engage a consulting group from your SAN vendor.

Planning a Business Continuity Cluster
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3.3

3.3.1

3.3.2

+ The cluster node that hosts the Identity Manager driver should have a full read/write eDirectory
replica with the following containers in the replica:

* Driver set container

+ Cluster container

*

(Parent) container where the servers reside

*

Landing zone container

+ Ensure that you have full read/write replicas of the entire tree at each data center.

LAN Connectivity Guidelines

The primary objective of LAN connectivity in a cluster is to provide uninterrupted heartbeat
communications. Use the guidelines in this section to design the LAN connectivity for each of the
peer clusters in the business continuity cluster.

+ Section 3.3.1, “VLAN,” on page 28

+ Section 3.3.2, “Channel Bonding,” on page 28

+ Section 3.3.3, “IP Addresses,” on page 29

+ Section 3.3.4, “Name Resolution and SLP,” on page 30

VLAN

Use a dedicated VLAN (virtual local area network) for each cluster.

The cluster protocol is non-routable, so you cannot direct communications to specific IP addresses.
Using a VLAN for the cluster nodes provides a protected environment for the heartbeat process and
ensures that heartbeat packets are exchanged only between the nodes of a given cluster.

When using a VLAN, no foreign host can interfere with the heartbeat. For example, it avoids
broadcast storms that slow traffic and result in false split-brain failures.

Channel Bonding

Use channel bonding for adapters for LAN fault tolerance. Channel bonding combines Ethernet
interfaces on a host computer for redundancy or increased throughput. It helps increase the
availability of an individual cluster node, which helps avoid or reduce the occurrences of failover
caused by slow LAN traffic. For information, see / usr/ src/ | i nux/ Docunent ati on/

bondi ng. t xt .

When configuring Spanning Tree Protocol (STP), ensure that Portfast is enabled, or consider Rapid
Spanning Tree. The default settings for STP inhibit the heartbeat for over 30 seconds whenever there
is a change in link status. Test your STP configuration with Novell Cluster Services running to ensure
that a node is not cast out of the cluster when a broken link is restored.

Consider connecting cluster nodes to access switches for fault tolerance.
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3.3.3

IP Addresses

Use the guidelines in this section to plan your IP address assignment so that it is consistently applied
across all peer clusters.

+ “Using Unique IP Addresses” on page 29
+ “Using Dedicated IP Address Ranges” on page 29
+ “Changing a Resource IP Address” on page 29

Using Unique IP Addresses

You need a unique static IP address for each of the following components of each peer cluster:

*

Cluster (master IP address)

*

Cluster nodes

*

Cluster resources that are not BCC-enabled, such as file system resources and service resources
that support site-based services like DHCP, DNS, and SLP.

*

Cluster resources that are BCC-enabled, such as file system resources and application resources.

Using Dedicated IP Address Ranges

You can dedicate IP address ranges for BCC-enabled cluster resources. Your IP address plan should
provide an IP address range with sufficient addresses for each cluster. With careful planning, the IP
address and the name of the virtual server for the cluster resource never need to change.

Changing a Resource IP Address

When a cluster resource is BCC-migrated to a peer cluster, the IP address of the inbound cluster
resource is transformed to use an IP address in the same subnet of the target peer cluster. You define
the transformation rules to accomplish this by using the Identity Manager driver’s search-and-
replace functionality. The transformation rules are easier to define and remember when you use
strict IP address assignment, such as using the third octet to identify the subnet of the peer cluster.
For information about setting up the transformation rules, see Section 7.3, “Adding Search-and-
Replace Values to the Resource Replacement Script,” on page 87.

Dynamic DNS (Domain Name Service) is an alternate technique for transforming IP addresses. For
information, see Appendix E, “Using Dynamic DNS with BCC,” on page 155.

Unrelated to BCC, if you change the IP address of a BCC-enabled cluster resource, modify the address
according to the instructions in Changing the IP Address of a Cluster Resource in the Overview of OES
Cluster Services . Before you bring the resource online, modify the transformation rules as needed to
ensure that the resource can still be failed over to a peer cluster.

IMPORTANT: If you change the IP address of a BCC-enabled cluster resource, you might also need to
update the transformation rules for the resource.
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Name Resolution and SLP

The master IP addresses are stored in the NCS:BCC Peers attribute. Ensure that SLP is properly
configured for name resolution.

3.4 SAN Connectivity Guidelines

The primary objective of SAN (storage area network) connectivity in a cluster is to provide solid and
stable connectivity between cluster nodes and the storage system. Before installing Novell Cluster
Services and Business Continuity Clustering, ensure that the SAN configuration is established and
verified.

Use the guidelines in this section to design the SAN connectivity for each of the peer clusters in the
business continuity cluster:

*

*

Use host-based multipath I/O management.

Use redundant SAN connections to provide fault-tolerant connectivity between the cluster
nodes and the shared storage devices.

Connect each node via two fabrics to the storage environment.

Use a minimum of two mirror connections between storage environments over different fabrics
and wide area networks.

Ensure that the distance between storage subsystems is within the limitations of the fabric used
given the amount of data, how the data is mirrored, and how long applications can wait for
acknowledgement. Also consider support for asynchronous versus synchronous connections.

3.5 Storage Design Guidelines

Use the guidelines in this section to design the shared storage solution for each of the peer clusters
in the business continuity cluster.

*

Use a LUN device as the failover unit for each BCC-enabled cluster resource. Using multiple
pools per LUN is possible, but is not recommended.

A LUN cannot be concurrently accessed by servers belonging to different clusters. This means
that all resources on a given LUN can be active only in a given cluster at any given time. For
maximum flexibility, we recommend that you create only one cluster resource per LUN.

We recommend that you use only one volume per pool.

Data must be mirrored between data centers by using host-based mirroring or storage-based
mirroring. Storage-based mirroring is recommended.

When using host-based mirroring, ensure that the mirrored partitions are accessible for the
nodes of only one of the BCC peer clusters at any given time.

If you use multiple LUNSs for a given pool, each segment must be mirrored individually. In large
environments, it might be difficult to determine the mirror state of all mirrored partitions at
one time. You must also ensure that all segments of the resource fail over together.
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3.6 eDirectory Design Guidelines

Your eDirectory solution for each of the peer clusters in the business continuity cluster must
consider the following configuration elements. Ensure that your approach is consistent across all
peer clusters.

+ Section 3.6.1, “Object Location,” on page 31

+ Section 3.6.2, “Cluster Context,” on page 31

*

Section 3.6.3, “Partitioning and Replication,” on page 31

*

Section 3.6.4, “Objects Created by the BCC Drivers for Identity Manager,” on page 32

*

Section 3.6.5, “Landing Zone,” on page 32

*

Section 3.6.6, “Naming Conventions for BCC-Enabled Resources,” on page 32

3.6.1 Object Location

Cluster nodes and Cluster objects can exist anywhere in the eDirectory tree. The virtual server
object, cluster pool object, and cluster volume object are automatically created in the eDirectory
context of the server where the cluster resource is created and cluster-enabled. You should create
cluster resources on the master node of the cluster.

3.6.2 Cluster Context

Place each cluster in a separate Organizational Unit (OU). All server objects and cluster objects for a
given cluster should be in the same OU.

Figure 3-1 Cluster Resources in Separate OUs

EF [ROOT]

8% CLUSTER2

3.6.3 Partitioning and Replication

Partition the cluster OU and replicate it to dedicated eDirectory servers holding a replica of the
parent partition and to all cluster nodes. This helps prevent resources from being stuck in an NDS
Sync state when a cluster resource’s configuration is modified.
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3.6.4

3.6.5

3.6.6

Objects Created by the BCC Drivers for Identity Manager

When a resource is BCC-enabled, its configuration is automatically synchronized with every peer
cluster in the business continuity cluster by using customized Identity Manager drivers. The
following eDirectory objects are created in each peer cluster:

+ Cluster Resource object

+ Virtual Server object

¢ Cluster Pool object

¢ Cluster Volume object
The Cluster Resource object is placed in the Cluster object of the peer clusters where the resource
did not exist initially. The Virtual Server, Cluster Pool, and Cluster Volume objects are stored in the

landing zone. Search-and-replace transform rules define cluster-specific modifications such as the IP
address.

Landing Zone

Any OU can be defined as the BCC landing zone. Use a separate OU for the landing zone than you use
for a cluster OU. The cluster OU for one peer cluster can be the landing zone OU for a different peer
cluster.

Naming Conventions for BCC-Enabled Resources

Develop a cluster-independent naming convention for BCC-enabled cluster resources. It can become
confusing if the cluster resource name refers to one cluster and is failed over to a peer cluster.

You can use a naming convention for resources in your BCC as you create those resources. Changing
existing names of cluster resources is less straightforward and can be error prone.

For example, when you cluster-enable NSS pools, these are the default naming conventions used by
NSS:

Cluster Resource: pool name_SERVER

Cluster-Enabled Pool: cl ust er name_pool nanme_POOL
Cluster-Enabled Volume: ¢l ust er nane_vol unenane
Virtual Server: cl ust er nane- pool nane- SERVER

Instead, use names that are independent of the clusters and that are unique across all peer clusters.
For example, replace the clustername with something static, such as BCC.

Cluster Resource: pool name_SERVER
Cluster-Enabled Pool: BCC pool name_POOL
Cluster-Enabled Volume: BCC _vol unenane
Virtual Server: BCC- pool nanme- SERVER

Resources have an identity in each peer cluster, and the names are the same in each peer cluster. For
example, Figure 3-2 shows the cluster resource identity in each of two peer clusters.
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Figure 3-2

3.7 Cluster Design Guidelines

Cluster Resource Identity in Two Clusters
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Your Novell Cluster Services solution for each of the peer clusters in the business continuity cluster
must consider the following configuration guidelines. Ensure that your approach is consistent across
all peer clusters.

+ |IP addresses:

*

Ensure that IP addresses are unique across all BCC peer clusters. For information, see
“Using Unique IP Addresses” on page 29.

IP address assignments should be consistently applied within each peer cluster and for all

cluster resources. For information, see “Using Dedicated IP Address Ranges” on page 29.

+ Volume IDs: Volume IDs of BCC-enabled clustered volumes must be unique across all nodes in
every peer cluster. Duplicate volume IDs can prevent resources from going online if the resource
is BCC-migrated to a peer cluster.

+ Configuring Nodes: As you build nodes for each peer cluster, consider the configuration

requirements for each of the services supported across all peer clusters, and for the preferred

nodes for each service.

+ Planning BCC-Enabled Resource Failover: As you plan your BCC solution, create a failover
matrix for each cluster resource so that you know what service is supported and which nodes
are the preferred nodes for failover within the same cluster and among the peer clusters.

Planning a Business Continuity Cluster
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4.1

4.2

Installation Requirements for BCC

This section defines the installation requirements for Business Continuity Clustering. Ensure that
your clusters meet these requirements before you install BCC in any of the peer clusters.

+ Section 4.1, “Getting a Business Continuity Clustering License,” on page 35

+ Section 4.2, “Downloading Business Continuity Clustering Software,” on page 35

+ Section 4.3, “Minimum System Requirements,” on page 36

+ Section 4.4, “Open Enterprise Server 2018 SP3,” on page 37

+ Section 4.5, “SLP,” on page 38

+ Section 4.6, “Small Footprint CIM Broker and CIMOM,” on page 38

+ Section 4.7, “Novell Cluster Services for Linux,” on page 39

+ Section 4.8, “eDirectory 9.2.4,” on page 41

+ Section 4.9, “Identity Manager 4.8.2,” on page 44

+ Section 4.10, “iManager 3.2.4,” on page 45

+ Section 4.11, “Storage-Related Plug-Ins for iManager 3.2.4,” on page 46

+ Section 4.12, “Shared Disk Systems,” on page 46

+ Section 4.13, “Mirroring Shared Disk Systems between Peer Clusters,” on page 47

+ Section 4.14, “LUN Masking for Shared Devices,” on page 47

¢ Section 4.15, “Link Speeds,” on page 47

+ Section 4.16, “Ports,” on page 48

+ Section 4.17, “What’s Next,” on page 48

Getting a Business Continuity Clustering License

Business Continuity Clustering software requires a license agreement for each business continuity
cluster. For more information, contact Micro Focus Product Inquiry (https://www.microfocus.com/
en-us/products/open-enterprise-server/contact).

Downloading Business Continuity Clustering Software

Beginning with OES 2018 SP1, Novell Business Continuity Cluster (BCC) is available as a pattern in the

OES installation pattern list. However, BCC continues to be a separate component with its own
license.

Installation Requirements for BCC
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4.3

Minimum System Requirements

Business Continuity Clustering supports up to four peer clusters that are running OES 2018 SP3 and

Novell Cluster Services.

The BCC operating environment requires the versions of OES and NetlQ products listed in Table 4-1,

with the latest patches applied.

Table 4-1 BCC Operating Environment

Supported Product

For documentation, see:

eDirectory 9.2.4

This product is included with OES 2018 SP3.

eDirectory 9.2.4 (https://www.netig.com/
documentation/edirectory-92/) documentation Web site
on NetlQ.com

Open Enterprise Server 2018 Support Pack 3

OES 2018 SP3 (https://www.microfocus.com/
documentation/open-enterprise-server/2018-SP3)
documentation Web site on MicroFocus.com

Novell Cluster Services

For information about clustering OES 2018 SP3 services
and storage, see the product documentation on the OES
2018 SP3: OES Cluster Services for Linux Administration
Guide

iManager 3.2.4

This product is included with OES 2018 SP3.

iManager 3.2.4 (https://www.netiq.com/
documentation/imanager-32/) documentation Web site
on NetlQ.com

Clusters plug-in for iManager

This product is included with OES 2018 SP3.

“Installing or Updating the Clusters Plug-in for iManager”
in the OES 2018 SP3: OES Cluster Services for Linux
Administration Guide

Identity Manager 4.8.2

The credential to activate IDM is included in the

BCC license.

Identity Manager 4.8 and Identity_Manager_4.8.2
(https://www.netiq.com/documentation/identity-
manager-48/) documentation Web site on NetlQ.com

Fully configured and tested peer clusters are the most important requirement for BCC. Figure 4-1
shows a business continuity cluster with two peer clusters. It illustrates where the required products
are installed. The figure uses the following abbreviations:

BCC: Business Continuity Clustering for OES 2018 SP3

eDir: eDirectory 9.2.4

OES Linux: Open Enterprise Server 2018 SP3

NCS: Novell Cluster Services for Linux
iManager: iManager 3.2.4
IDM: Identity_Manager_4.8.2
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4.4

Figure 4-1 Business Continuity Cluster Component Locations
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Open Enterprise Server 2018 SP3

Beginning with OES 2018 SP1, Novell Business Continuity Cluster (BCC) is available as a pattern in the

OES installation pattern list. Apply the latest OES 2018 SP3 maintenance patches on all nodes in

every peer cluster to automatically upgrade the BCC.

To download OES 2018 SP3, go to Open Enterprise Server 2018 SP3 (https://download.novell.com/
Download?buildid=IkSAiHFp0QI~) and download the ISO files. Maintenance patches are available

through the OES 2018 SP3 patch channel.

See the OES 2018 SP3: Installation Guide for information on installing, configuring, and updating

(patching) OES 2018 SP3. For OES 2018 SP3 system requirements, see “Preparing to Install OES 2018

SP3” in the OES 2018 SP3: Installation Guide.

If you are upgrading an existing business continuity cluster 2.x to BCC 2.6, you must upgrade the

Identity Manager servers in the BCC before you upgrade the peer clusters. See the following

resources for upgrade requirements:

Installation Requirements for BCC
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4.5

4.6

Table 4-2 Upgrading Identity Manager and Business Continuity Clustering

From To See the following:

¢ Identity Manager 4.7.4 on Identity Manager 4.8.2 on OES Appendix G, “Upgrading to Identity

OES 2018 SP1 2018 SP3 Manager 4.8.2,” on page 177
¢ Identity Manager 4.8.2 on
OES 2018 SP2
Business Continuity Clustering 2.6  Business Continuity Clustering 2.6  Appendix H, “Upgrading to BCC 2.6
on OES versions (OES 2018 SP1, on OES 2018 SP3 on OES 2018 SP3,” on page 179.
OES 2018 SP2)

SLP

You must have SLP (Server Location Protocol) set up and configured properly on each server node in
every peer cluster. Typically, SLP is installed as part of the eDirectory installation and set up when
you install the server operating system for the server. For information, see “Configuring OpenSLP for
eDirectory” in the NetlQ eDirectory Administration Guide .

Small Footprint CIM Broker and CIMOM

The Small Footprint CIM Broker (SFCB) replaces OpenWBEM for CIMOM activities in BCC. OES 2018
SP3 offer SFCB as the default CIMOM and CIM clients. When you install any OES components that
depend on WBEM, SFCB and all of its corresponding packages are installed with the components. For
information, see “Small Footprint CIM Broker (SFCB)” in the OES 2018 SP3: Planning and
Implementation Guide.

IMPORTANT: SFCB must be running and working properly whenever you modify the settings for
BCC, the cluster, and the cluster resources.

Port 5989 is the default setting for Secure HTTP (HTTPS) communications. If you are using a firewall,
the port must be opened for CIMOM communications.

The Clusters plug-in (and all other storage-related plug-ins) for iManager require CIMOM
connections for tasks that transmit sensitive information (such as a user name and password)
between iManager and the _admni n volume on the OES server you are managing. Typically, CIMOM
is running, so this should be the normal condition when using the server. CIMOM connections use
HTTPS for transferring data, which ensures that sensitive data is not exposed.

IMPORTANT: SFCB is automatically PAM-enabled for Linux User Management (LUM) as part of the

OES installation. Users not enabled for LUM cannot use the CIM providers to manage OES. The user
name that you use to log in to iManager when you manage a cluster and the BCC cluster must be a
eDirectory user name that has been LUM-enabled.

For more information about the permissions and rights needed by the BCC Administrator user, see
Section 4.8, “eDirectory 9.2.4,” on page 41 and Section 5.3, “Configuring a BCC Administrator User
and Group,” on page 54.
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If CIMOM is not currently running when you click OK or Finish for the task that sends the sensitive
information, you get an error message explaining that the connection is not secure and that CIMOM
must be running before you can perform the task.

IMPORTANT: If you receive file protocol errors, it might be because SFCB is not running.

You can use the r csf cb command to help resolve CIMOM and SFCB issues:

To perform this task At a command prompt, enter as the r oot user
To start SFCB service rcsblimsfcb start

To stop SFCB service rcsblimsfcb stop

To check SFCB service status rcsblimsfcb status

To restart SFCB service rcsblimsfcb restart

For more information, see “Web Based Enterprise Management using SFCB” (https://
www.suse.com/documentation/sles-12/book_sle_admin/data/cha_wbem.html) in the SUSE Linux
Enterprise Server 12 Administration Guide (https://www.suse.com/documentation/sles-12/
book_sle_admin/data/book_sle_admin.html).

4.7 Novell Cluster Services for Linux

Business Continuity Clustering supports two to four peer clusters running Novell Cluster Services
(NCS) with the latest patches applied. Novell Cluster Services must be installed and running on each
node in every peer cluster.

IMPORTANT: Before you install and configure BCC, ensure that you have set up and fully tested the
peer clusters.

See the OES 2018 SP3: OES Cluster Services for Linux Administration Guide for information on
installing, configuring, and managing Novell Cluster Services. NCS maintenance patches are available
through the OES patch channel.

Consider the following requirements when preparing your clusters for the business continuity
cluster:

+ Section 4.7.1, “Cluster Names,” on page 39

+ Section 4.7.2, “Cluster Resource Names,” on page 40

+ Section 4.7.3, “Storage,” on page 40

+ Section 4.7.4, “Volume IDs,” on page 40

¢ Section 4.7.5, “Cluster Containers,” on page 40

+ Section 4.7.6, “Peer Cluster Credentials,” on page 40

4.7.1 Cluster Names

Each cluster must have a unique name across all peer clusters.
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4.7.2

4.7.3

4.7.4

4.7.5

4.7.6

Cluster Resource Names

Each cluster resource must have a unique name across all peer clusters.

Storage

The storage requirements for Business Continuity Clustering software are the same as for Novell
Cluster Services. For information, see the following in the OES 2018 SP3: OES Cluster Services for
Linux Administration Guide:

+ “Hardware Requirements”

+ “Shared Disk Configuration Requirements”

+ “SAN Rules for LUN Masking”

+ “Multipath 1/O Configuration Requirements”
Some storage hardware might not be SMI-S compliant and cannot be managed by using SMI-S
commands. If the storage subsystems are not SMI-S compliant, the storage subsystems must be

controllable by scripts running on the nodes of the cluster. For information, see Section 8.4, “Adding
BCC Load and Unload Scripts,” on page 95.

BCC requires some scripted management of your storage devices to manage the failover between
peer clusters. Some storage vendors require you to purchase or license their CLI (Command Line
Interface) separately. The CLI for the storage subsystem might not initially be included with your
hardware.

Volume IDs

In a BCC cluster, the volume IDs assigned to BCC-enabled clustered volumes must be unique across
all nodes in every peer cluster. Duplicate volume IDs can prevent resources from coming online.

When you BCC-enable a clustered volume, you must manually edit its load script to ensure that its
assigned volume ID is unique across all nodes in every peer cluster. You can use the ncpcon

vol umes /v command on each node in every peer cluster to identify the volume IDs in use by all
mounted volumes. Compare the results for each server to identify the clustered volumes that have
duplicate volume IDs assigned. Modify the load scripts to manually assign unique volume IDs.

For information about volume IDs and how they are assigned in a cluster, see “Volume ID
Requirements” in the OES 2018 SP3: OES Cluster Services for Linux Administration Guide.

Cluster Containers

BCC supports clusters in the same eDirectory tree. The recommended configuration is to have each
peer cluster in the same eDirectory tree but in different OUs (Organizational Units). For information,
see “eDirectory Containers for Clusters” on page 41.

Peer Cluster Credentials

You can manage Linux BCC peer cluster connections and credentials from the CLI:

cluster connections [-a]
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4.8

4.8.1

cluster credentials [peer_cluster]

eDirectory 9.2.4

Business Continuity Clustering supports eDirectory 9.2.4 with the latest patches applied. See the
eDirectory 9.2.4 documentation (https://www.netig.com/documentation/edirectory-92/) for
information about using and managing eDirectory.

+ Section 4.8.1, “eDirectory Containers for Clusters,” on page 41

+ Section 4.8.2, “eDirectory Read/Write Replica on Each IDM Node,” on page 42

+ Section 4.8.3, “Rights Needed for Installing BCC,” on page 42

+ Section 4.8.4, “Rights Needed for BCC Management,” on page 42

+ Section 4.8.5, “Rights Needed by the BCC Administrator to Manage Peer Clusters,” on page 43

+ Section 4.8.6, “Rights Needed by BCC Drivers,” on page 43

+ Section 4.8.7, “eDirectory Requirements for Identity Manager,” on page 43

eDirectory Containers for Clusters

Each cluster that you want to add to a business continuity cluster should reside in its own OU level
container.

As a best practice for each peer cluster, put its Server objects, Cluster object, Driver objects, and
Landing Zone in the same eDirectory container. See Table 4-3 for an example.

Table 4-3 Sample eDirectory Containers for Peer Clusters

ou=clusterl ou=cluster2 ou=cluster3

You can use the cluster OU asthe  You can use the cluster OU as the  You can use the cluster OU as the
landing zone. landing zone. landing zone.

Optionally, you can create an OU in  Optionally, you can create an OU in Optionally, you can create an OU in

the cluster OU for the landing the cluster OU for the landing the cluster OU for the landing
zone. zone. zone.
ou=clusterllLandingZone ou=cluster2LandingZone ou=cluster3LandingZone
cn=clusterl cn=cluster2 cn=cluster3

cl_nodel (IDM node with read/ c2_nodel (IDM node with read/ c3_nodel (IDM node with read/

write access to ou=clusterl) write access to ou=cluster2) write access to ou=cluster3)
cl_node2 c2_node2 c3_node2
cl_node3 c3_node3 c3_node3
cluster1BCCDriverSet cluster2BCCDriverSet cluster3BCCDriverSet

¢ cltoc2BCCDriver ¢ c2tocl1BCCDriver + c3tocl1BCCDriver

¢ c1toc3BCCDriver
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4.8.2

4.8.3

4.8.4

eDirectory Read/Write Replica on Each IDM Node

The node where the Identity Manager engine and the eDirectory driver are installed must have an
eDirectory full replica with at least Read/Write access to all eDirectory objects that will be
synchronized between clusters. This does not apply to all eDirectory objects in the tree.

Rights Needed for Installing BCC

The first time that you install the Business Continuity Clustering software in an eDirectory tree, the
eDirectory schema is automatically extended with BCC auxiliary object classed and attributes.

IMPORTANT: The user that installs BCC must have the eDirectory credentials necessary to extend
the schema.

If the eDirectory administrator user name or password contains special characters (such as S, #, and
so on), you might need to escape each special character by preceding it with a backslash (\) when
you enter credentials for some interfaces.

Rights Needed for BCC Management

The BCC Administrator user should have at least Read and Write rights to the All Attribute Rights
property on the Cluster object of each peer cluster. Before you install BCC, create the BCC
Administrator user and group identities in eDirectory to use when you manage the BCC.

The following trustee settings are recommended for the BCC Administrator user on the Cluster
object of each peer cluster:

Property Name Assigned Rights Inherit Description

ACL None No Explicitly removing the rights for the
ACL property ensures that no rights
flow from eDirectory to the file system.

[All Attributes Rights] Compare, Read, Write Yes Read and Write are required.

[Entry Rights] Create, Delete Yes The Create right allows the trustee to
create new objects below the container
and also includes the Browse right.

The Delete right allows the trustee to
delete the target from the directory.

For information, see Section 5.3, “Configuring a BCC Administrator User and Group,” on page 54.
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4.8.5

4.8.6

4.8.7

Rights Needed by the BCC Administrator to Manage Peer
Clusters

The BCC Administrator user is not automatically assigned the rights necessary to manage all aspects
of each peer cluster. When you manage individual clusters, you must log in as the Cluster
Administrator user, or as administrator-equivalent to this user. You can manually assign the Cluster
Administrator rights to the BCC Administrator user for each of the peer clusters if you want the BCC
Administrator user to have all rights.

You can assign the BCC Administrator user as an administrator-equivalent account for each peer
cluster by configuring the following for the user account:

+ Give the user the Supervisor right to the Server object of each server in the cluster.

+ Linux-enable the user account with Linux User Management (LUM).

+ Make the user a member of a LUM-enabled administrator group that is associated with the

servers in the cluster.

For information about configuring permissions for cluster administrator-equivalent users, see
“Configuring Additional Administrators” in the OES 2018 SP3: OES Cluster Services for Linux
Administration Guide.

Rights Needed by BCC Drivers

Each Identity Manager Driver object must have sufficient rights to any object it reads or writes in the
following containers:

+ The Identity Manager driver set container.

+ The container where the Cluster object resides.

+ The container where the Server objects reside.

If Server objects reside in multiple containers, this must be a container high enough in the tree
to be above all containers that contain Server objects.

The best practice is to have all Server objects in one container.

+ The container where the cluster Pool objects and Volume objects are placed when they are
synchronized to this cluster. This container is referred to as the landing zone. The NCP Server
objects for the virtual server of a BCC-enabled resource are also placed in the landing zone.

You can do this by making the Identity Manager Driver object the security equivalent to the BCC
Administrator User object after you create the driver.

eDirectory Requirements for Identity Manager

The node where Identity Manager is installed must have an eDirectory full replica with at least Read/
Write access to all eDirectory objects that will be synchronized between clusters.

IMPORTANT: Full eDirectory replicas are required. Filtered eDirectory replicas are not supported.
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4.9

4.9.1

4.9.2

4.9.3

Identity Manager 4.8.2

The IDM references in this guide refers to the IDM Bundle Edition that is bundled with the Open
Enterprise Server. If you already have a subscription or purchased the Identity Manager Standard
Edition or Advanced Edition, you can use it with BCC.

Business Continuity Clustering supports Identity Manager 4.8 with the latest patches applied.
Identity Manager is installed on one node in each peer cluster. Identity Manager is required for
synchronizing the configuration of the peer clusters in your business continuity cluster. It is not
involved in other BCC management operations such as migrating cluster resources within or across
peer clusters.

IMPORTANT: Before you attempt to modify the BCC configuration or manage the BCC-enabled
cluster resources, ensure that the Identity Manager node in each peer cluster is active and Identity
Manager is running properly.

+ Section 4.9.1, “Downloading the Identity Manager and Patches,” on page 44
+ Section 4.9.2, “Credential for Drivers,” on page 44
+ Section 4.9.3, “IDM Components,” on page 44

+ Section 4.9.4, “BCC Cluster Resource Synchronization Template for the eDirectory Driver,” on
page 45

Downloading the Identity Manager and Patches

The Identity Manager 4.8.2 for OES 2018 SP3 allows you to use the Identity Manager software, the
eDirectory driver, and the management tools for iManager.

Go to the Micro Focus Downloads Web site (https://download.microfocus.com/
Download?buildid=VOcxhOFVHYs~) and download the following:

+ Identity Manager 4.8 for OES 2018 SP3 (https://download.microfocus.com/
Download?buildid=VOcxhOFVHYs™)

+ Patches are available on Micro Focus Patch Finder (https://download.microfocus.com/patch/
finder/). You must apply all maintenance patches for Identity Manager 4.8 and
Identity_Manager_4.8.2 on the IDM node in each of the peer clusters before you install or
upgrade BCC on any of the nodes.

Credential for Drivers

The BCC License contains the credential that you need to use Identity Manager drivers beyond the
evaluation period. In the Identity Manager interface in iManager, you can enter the credential as you
create each driver for BCC, or you can put the credential in a file that you point to.

IDM Components

Before you install Business Continuity Clustering on any cluster node in any peer cluster, you must
install the following IDM components on one node in every peer cluster:

+ Identity Manger Metdirectory Server (the IDM engine)
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¢+ BCCIDM eDirectory Driver
+ iManager Plug-Ins for Identity Manager

For information about installing the IDM components used by BCC, see Section 5.2.1, “Installing and
Configuring the Identity Manager Components Used by BCC,” on page 50. For general instructions,
see Installing and Configuring Identity Manager in the Quick Start Guide for Installing NetlQ Identity
Manager 4.8.

49.4 BCC Cluster Resource Synchronization Template for the
eDirectory Driver

The BCC Cluster Resource Synchronization template is applied to the eDirectory driver to create BCC-
specific drivers that automatically synchronize BCC configuration information between the Identity
Manager nodes in peer clusters. The template is added on the iManager/Identity Manager node
when you install the BCC IDM module (novel | - busi ness-conti nuity-cluster-idmrpm.

4.10 iManager 3.2.4

Business Continuity Clustering supports iManager 3.2.4 with the latest patches applied. iManager
must be installed and running on the Identity Manager node in each peer cluster.

The iManager installation also installs the following products:

+ Tomcat
+ Java

+ Novell International Cryptographic Infrastructure (NICI)
The following iManager plug-ins are required for NCS, BCC, and IDM management:

+ iManager Base Content

+ iManager Framework

+ iManager Framework Content

+ Storage Shared (st or agengnt . npm the common code for storage-related plug-ins)
+ Storage Management (nssngnt . npm

¢ Cluster Services (ncsngnt . npm

+ |dentity Manager plug-in

For information about installing and using iManager, see the iManager documentation Web site
(https://www.netig.com/documentation/imanager-32/).
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4.11

4.12

Storage-Related Plug-Ins for iManager 3.2.4

The Clusters plug-in (ncsngnt . npm) provides a BCC management interface when BCCis installed on
the cluster you are managing. You must install the Clusters plug-in and the Storage Shared plug-in

(st oragengnt . npm.

IMPORTANT: The Storage Shared plug-in module (st or agengnt . npnj contains common code
required by all of the other storage-related plug-ins. Ensure that you install the st or agengnt . npm
first before you install any of the others. If you use more than one of these plug-ins, you should
install, update, or remove them all at the same time to ensure that the common code works for all
plug-ins.

Other storage-related plug-ins are Novell Storage Services (NSS) Storage Management

(nssngmnt . npm), AFP (af pgnt . npm), CIFS (ci f sngnt . npm), and Distributed File Services

(df smgnt . npm). NSS is required in order to use shared NSS pools as cluster resources. The other
services are optional.

The plug-ins are delivered in the OES 2018 SP3 ISO images. The plug-ins are also available as the
Novel | Storage Services Plug-in for iMnager download file on the Micro Focus
Downloads Web site (http://download.microfocus.com/).

To install or upgrade the Clusters plug-in:
1 If you upgraded from OES 2018 SP1 and OES 2018 SP2 and any of the storage-related plug-ins
are already installed, uninstall all of them, including st or agengnt . npm

2 Copy the new . npmfiles into the iManager plug-ins location, manually overwriting the older
version of the plug-in in the packages folder with the newer version of the plug-in.

3 IniManager, install the Storage Shared plug-in first, then install the other storage-related plug-
ins that you need.

4 Restart Tomcat by entering the following command at a command prompt:
rcnovel | -tonctat restart
Or

systentt|l restart novell-tontat. service

Shared Disk Systems

For Business Continuity Clustering, a shared disk storage system is required for each peer cluster in
the business continuity cluster. See “Shared Disk Configuration Requirements” in the OES 2018 SP3:
OES Cluster Services for Linux Administration Guide.

Each peer cluster contains shared disks for its own resources plus shared disks for resources in peer
clusters that are assigned to fail over to it. You must mirror the data between the sites as described
in Section 4.13, “Mirroring Shared Disk Systems between Peer Clusters,” on page 47.
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4.13

4.14

4.15

Mirroring Shared Disk Systems between Peer Clusters

The Business Continuity Clustering software does not perform data mirroring. You must separately
configure either storage-based mirroring or host-based file system mirroring for the shared disks
that you want to fail over between peer clusters. Storage-based synchronized mirroring is the
preferred solution.

IMPORTANT: Use whatever method is available to implement storage-based mirroring or host-based
file system mirroring between the peer clusters for each of the shared disks that you plan to fail over
between peer clusters.

For information about how to configure host-based file system mirroring for Novell Storage Services
pool resources, see Appendix D, “Configuring Host-Based File System Mirroring for NSS Pools,” on
page 149.

For information about storage-based mirroring, consult the vendor for your storage system or see
the vendor documentation.

LUN Masking for Shared Devices

LUN masking is the ability to exclusively assign each LUN to one or more host connections. With it,
you can assign appropriately sized pieces of storage from a common storage pool to various servers.
See your storage system vendor documentation for more information on configuring LUN masking.

When you create a Novell Cluster Services system that uses a shared storage system, it is important
to remember that all of the servers that you grant access to the shared device, whether in the cluster
or not, have access to all of the volumes on the shared storage space unless you specifically prevent
such access. Novell Cluster Services arbitrates access to shared volumes for all cluster nodes, but it
cannot protect shared volumes from being corrupted by non-cluster servers.

Software included with your storage system can be used to mask LUNs or to provide zoning
configuration of the SAN fabric to prevent shared volumes from being corrupted by non-cluster
servers.

IMPORTANT: We recommend that you implement LUN masking in your business continuity cluster
for data protection. LUN masking is provided by your storage system vendor.

Link Speeds

For real-time mirroring, link latency is the essential consideration. For best performance, use
dedicated links and provide bandwidth that can handle the amount of data being transferred
between the mirrored devices.

Many factors should be considered for distances greater than 200 kilometers, including the
following:

+ The amount of data being transferred
+ The bandwidth of the link

+ Whether or not snapshot technology is being used for data replication
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4.16 Ports

If you are using a firewall, the ports must be opened for Small Footprint CIM Broker (SFCB) and the
Identity Manager drivers.

Table 4-4 Ports for the BCC Setup

Product Default Port

SFCB 5989 (secure)

eDirectory driver 8196

Cluster Resources Synchronization driver 2002 (plus the ports for additional instances)

4.17 What’s Next

For new installations of BCC, see the following:
+ Chapter 5, “Installing Business Continuity Clustering,” on page 49
For upgrades from BCC 2.x on OES clusters, see the following:

+ Appendix G, “Upgrading to Identity Manager 4.8.2,” on page 177
+ Appendix H, “Upgrading to BCC 2.6 on OES 2018 SP3,” on page 179
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Installing Business Continuity Clustering

This section describes how to install, set up, and configure Business Continuity Clustering for Open
Enterprise Server (OES) 2018 Support Pack 3 (SP3) to meet your specific needs.

*

*

*

Section 5.1, “Overview of the BCC Installation and Configuration,” on page 49
Section 5.2, “Installing Identity Manager on One Node in Each Peer Cluster,” on page 50
Section 5.3, “Configuring a BCC Administrator User and Group,” on page 54

Section 5.4, “Installing and Configuring the Business Continuity Clustering Software,” on
page 57

Section 5.5, “Installing the BCC Cluster Resource Template,” on page 60
Section 5.6, “Configuring the Device Rescan for BCC Migration of Resources,” on page 60

Section 5.7, “Using a YaST Auto-Configuration File to Install and Configure Business Continuity
Clustering Software,” on page 61

Section 5.8, “What’s Next,” on page 64

5.1 Overview of the BCC Installation and Configuration

The BCC installation and configuration involves the following tasks:

1.
2.
3.

Set up your Novell Cluster Services clusters and ensure that they are functioning properly.
On one node in each peer cluster, install iManager (optional) and Identity Manager.

Configure a BCC Administrator user and group, and enable them for Linux with Linux User
Management (LUM).

Install BCC software on every node in each peer cluster. Install the Identity Manager driver
template only on the nodes where you installed iManager and Identity Manager.

5. Configure BCC software on every node in each peer cluster.

Create Identity Manager driver sets and drivers for BCC. See Chapter 6, “Configuring the
Identity Manager Drivers for BCC,” on page 65.

7. Enable BCC for peer clusters. See Chapter 7, “Configuring BCC for Peer Clusters,” on page 81.

Enable BCC for cluster resources. See Chapter 8, “Configuring BCC for Cluster Resources,” on
page 91.
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5.2

5.2.1

Installing Identity Manager on One Node in Each Peer
Cluster

On one node in each peer cluster, install iManager and Identity Manager. This node will be referred
to as the IDM node throughout the guide.

Each IDM node must be online in its peer cluster and Identity Manager must be running properly
whenever you attempt to modify the BCC configuration or manage the BCC-enabled cluster
resources.

+ Section 5.2.1, “Installing and Configuring the Identity Manager Components Used by BCC,” on
page 50
¢ Section 5.2.2, “Installing the Identity Manager Plug-in for iManager,” on page 53

Installing and Configuring the Identity Manager Components
Used by BCC

The procedure in this section installs and configures only the Identity Manager components used by
BCC.

Install Identity Manager on the same node in each peer cluster where you installed iManager:

1 Loginto the node as the r oot user, then open a terminal console.

2 Securely copy the Identity Manager ISO file (I dent ity _Manager 4.8 Li nux. i so)to the
first node in the peer cluster.

3 Mountthel dentity_Manager_4.8_Linux.iso.

4 From the root directory of the. i so file, run the following command.
./install.sh

5 Read through the license agreement and enter y to accept the license agreement

6 Decide the Identity Manager server edition you want to install. Enter y for Advanced Edition
and n for Standard Edition.

7 From the list of components available for installation, select Identity Manager Engine
component to install engine.

The message “Once the installer has detected an existing Identity Vault, it is recommended that
the Identity Vault configuration is validated prior to proceeding with the install of Identity
Manager Engine” appears.

8 Navigate to the location where you mounted the | denti ty_Manager _4. 8_Li nux. i so file.
9 Specify the following command at the command line to run the confi gur e. sh script:
./configure.sh

9a Decide whether you want to perform a typical configuration or a custom configuration.
Enter '2' to continue with the custom configuration. Again, press 'Enter' to confirm.

9b Specify the component you want to configure. Enter '1' to continue with the | denti ty
Manager Engi ne configuration. Again, press 'Enter' to confirm.

9c It prompts for Do you want to set a common password (y/n)?, enter'y'to
continue.
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9d Enter a common password and then re-enter the same password to confirm.
9e Enter the Identity Vault hostname/IP address [127.0.0.1]:

9f Specify the component you want to install. Enter '3' to continue with the Add to an
Identity Vault existing on |ocal nachine configuration mode. Again, press
‘Enter’ to confirm.

9g It promptsforEnter ldentity Vault Tree Namne, press 'Enter' to continue with the
default tree name or enter tree name.

9h It prompts for Enter ldentity Vault Adninistrator name, press 'Enter'to
continue with the default administrator name (cn=admin,ou=sa,o=system) or enter the
administrator name.

9i It promptsfor Enter Identity Vault Admi nistrator password, enter password.

9j It prompts for Ent er LDAP SSL port, press 'Enter' to continue with the default port
(636) or enter the port number.

9k It prompts for Do you want to install a new driverset (y/n),enter'y'to
continue.

9l It promptsfor Enter Identity Vault driver set namg, press 'Enter' to continue
with the default driver set name (driversetl) or enter the driver set name.

9m It prompts forEnter ldentity Vault driver set deploy context, press'Enter'
to continue with the default context (o=system) or enter the driver set deploy context.

9n It prompts for Ent er custom driverset |dif file path, press'Enter'to continue
with the default file path (/ opt / sanpl e-dri verset .| di f) or enter the file path of the
sample driver set available at | DM LDI F/ sanpl e-dri verset. | dif.

For more information on configuring your component, see Understanding the Configuration
Parameters in the NetlQ Identity Manager Setup Guide for Linux.

The sample Identity Manager configuration is as follows:

# ./configure.sh
Verifying installed conmponents..

HEHH T R R R R R R R R R
I dentity Manager Configuration
Wed Jun 6 10:38:00 I ST 2018

HEHH R R R R R R R R

Sel ect the configuration node. Typical configuration is for new
installation and denp setup. Custom configuration is for advanced
users.

1) Typical Configuration
2 ) Custom Configuration

Choose ONLY ONE option. To continue, press Enter:2

The sel ected conponent(s) are highlighted below. To confirm
press Enter. To deselect a conponent, type the val ue of the conponent
that you want to desel ect.
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1) Typical Configuration
2+) Custom Confi guration

Choose ONLY ONE option. To continue, press Enter:

The followi ng ldentity Manager conponents are available for
configuration :

1) Identity Manager Engine
Specify the component (s) that you want to configure. To configure

nul tiple conponents, specify the values as a conma-separated |ist [For
exanmple, 1, 2, 3]. To confirm press Enter: 1

The sel ected conponent(s) are highlighted below. To confirm
press Enter. To deselect a conponent, type the val ue of the conponent
that you want to desel ect.

1+) ldentity Manager Engine

Specify the component (s) that you want to configure. To configure
nmul ti pl e conponents, specify the values as a coma-separated |ist [For
exanple, 1, 2, 3]. To confirm press Enter

Do you want to set a common password (y/n)? [y]:

Enter a comon password
Confirm Password:

Enter the Identity Vault hostnane/lP address [127.0.0.1]:

Sel ect the configuration node :
1) Ceate a new Identity Vault
2 ) Add to an ldentity Vault existing on renote nmachine
3 ) Add to an ldentity Vault existing on |ocal machine

Speci fy the conponent(s) that you want to install. To install nultiple
conponents, specify the values as a comma-separated |ist [For exanple,
1, 2, 3]. To confirm press Enter: 3

The sel ected conponent(s) are highlighted below. To confirm
press Enter. To desel ect a conponent, type the val ue of the conmponent
that you want to desel ect.

1) Create a new ldentity Vault

2 ) Add to an ldentity Vault existing on renote nmachine
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3+) Add to an ldentity Vault existing on |local machine
Speci fy the conponent (s) that you want to install. To install nultiple
conponents, specify the values as a commma-separated |ist [For exanple,
1, 2, 3]. To confirm press Enter:
Enter ldentity Vault Tree Nanme [ OES Server tree]: | DM PATCH CES

Enter ldentity Vault Adm nistrator nane
[ cn=admi n, ou=sa, o=syst enj : cn=adni n, o=acne

Enter ldentity Vault Adm nistrator password:

Enter LDAP SSL port [636]:

Do you want to install a newdriverset (y/n) [y]:

Enter ldentity Vault driver set nane [driversetl]:

Enter ldentity Vault driver set deploy context [o=systen]:o=acne

Enter customdriverset Idif file path [/opt/sanple-driverset.|dif]:/
tnp/ sanpl e-driverset.|ldif

Refer log for nore information at /var/opt/netiqg/idnlog/
i dntonfigure. | og

Repeat this procedure on the IDM node in each peer cluster in turn.
Apply the latest released IDM patch (IDM 4.8.2) on the IDM node in each peer cluster.

When Identity Manager is running on one node in every peer cluster, continue with
Section 5.2.2, “Installing the Identity Manager Plug-in for iManager,” on page 53.

5.2.2 Installing the Identity Manager Plug-in for iManager

On the IDM node in each peer cluster, ensure that the Identity Manager plug-ins are installed:

1

In a Web browser, access iManager running on the IDM node in the peer cluster, then log in to
iManager as an administrator user.

Verify that the Identity Manager plug-in has been added to iManager (an icon appears in the
toolbar, or iManager opens by default to the Identity Manager page):

+ If Identity Manager is present, you are done with this task on this node. Repeat this
procedure on the IDM node in each peer cluster in turn.

+ If the Identity Manager plug-in is not present, continue with the next steps to install it.

3 IniManager, click the Configure icon in the toolbar.

Click Plug-In Installation > Available Novell Plug-In Modules.

5 Select NetlQ Identity Manager Plug-Ins for IDM 4.8.2, then click Install.

If this option is not in the list, click Add, browse to select the Identity Manager . npmfile, then
click OK.

Read the License Agreement, select | Agree, then click OK.
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5.3

5.3.1

7 After the installation is complete, click Close twice.
8 Log out of iManager and close the browser.

9 Restart Tomcat. Enter
rcnovel | -tontat restart
Or
systenttl restart novell-tontat. service

10 Repeat this procedure on the IDM node in each peer cluster in turn.

11 After the iManager plug-in is installed for the iManager instance running on the IDM node in
each peer cluster.

Configuring a BCC Administrator User and Group

You must specify an existing user to be the BCC Administrator user. This user should have at least
Read and Write rights to the All Attribute Rights property on the Cluster object of the cluster.

Perform the following tasks to configure the BCC Administrator user and group:

¢ Section 5.3.1, “Creating the BCC Group and Administrator User,” on page 54
+ Section 5.3.2, “Assigning Trustee Rights for the BCC Administrator User to the Cluster Objects,”
on page 55

¢ Section 5.3.3, “Adding the BCC Administrator User to the ncsgroup on Each Cluster Node,” on
page 56

Creating the BCC Group and Administrator User

Before you configure BCC in the cluster, you must create a BCC group (bccgr oup) and BCC
Administrator user (bccadmi n). Members of the group include the BCC Administrator user and the
UNIX workstation objects of each node in every peer cluster. The group must be enabled for Linux
User Management (LUM). The group allows the inter-cluster communication to function properly.

IMPORTANT: Linux User Management (LUM) requires case-insensitive names by default. The names
you specify must be in all lowercase.

To use mixed case for the BCC group and user names, you must enable the Case Sensitive option in
LUM before you attempt to create the BCC group and user.

1 IniManager, select the Roles and Tasks view.

2 Create a BCC group, such as bccgr oup.
2a Select Directory Administration > Create Object.
2b On the Create Object page, select Group, then click OK.
2c Specify the information for the group, then click OK.
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5.3.2

3 Create a BCC Administrator user, such as bccadni n.
3a Select Directory Administration > Create Object.
3b On the Create Object page, select User, then click OK.
3c Specify the information for the user, then click OK.
4 Add the BCC Administrator user to the BCC group.
4a Select Directory Administration > Modify Object.
4b Select the BCC group, then click OK.
4c On the group’s Properties page, select the Members tab.
4d Add the BCC Administrator user as a member of the BCC group.
5 Enable the group for Linux.
5a Select Linux User Management > Enable Groups for Linux.
5b Browse to select the bccgr oup, then click OK.
5c¢ Enable the group for Linux.
Ensure that you do the following when you LUM-enable bccgr oup:
+ On the Select Groups page, select the LUM enable all users in group option.

+ On the Select Workstations page, add all UNIXWorkstation objects for all BCC cluster
nodes in all peer clusters for the BCC to the bccgr oup.

IMPORTANT: If you later add a node or reinstall a node in any of the peer clusters in
the BCC, its UNIX workstation object must be added manually to this group.

For information about LUM-enabling groups, see “Managing User and Group Objects in
eDirectory” in the OES 2018 SP3: Linux User Management Administration Guide.

6 On every node in every peer cluster, refresh the local cache for LUM-enabled users and groups.
Log in as the r oot user, open a terminal console, then enter

nanconfi g cache_refresh

Assigning Trustee Rights for the BCC Administrator User to the
Cluster Objects

You need to assign trustee rights to the BCC Administrator user for each cluster you plan to add to
the business continuity cluster.

In iManager, select the Roles and Tasks view.

Select Rights, then select Modify Trustees.

Browse and select the Cluster object, then click OK.

Click OK to view the trustee information for the Cluster object.

If the BCC Administrator user is not listed as a trustee, click the Add (plus) button for Add
Trustee, browse and select the User object, then click OK.

Click Assigned Rights for the BCC Administrator user.
7 Click Add Property, select ACL, then click OK.

g A W N =
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The [All Attributes Rights] and [Entry Rights] properties should automatically be listed. Add

them if they are not present.

8 Assign rights and inherit settings for each property:

Property Name Assigned Rights

Inherit

Description

ACL None

No

Explicitly removing the rights for the
ACL property ensures that no rights
flow from eDirectory to the file
system.

[All Attributes Rights] Compare, Read, Write

Yes

Read and Write are required.

[Entry Rights] Create, Delete

Yes

The Create right allows the trustee to
create new objects below the
container and also includes the
Browse right.

The Delete right allows the trustee to
delete the target from the directory.

For example:

B Modify Trustees

Object name: clusterl.clusters.example
Trustee name: bccadmin.example

Remove Selected
Property Name
O acL

[ [an Attributes Rights]

Assigned Rights

[]  [Ertry Rights]

O Supervisor O Compare O read Dwrite O st
O Supervisor Compare Read Mwrite O seif

O Supervisor O Browse create [ Rename Delete

Add Property
Inherit
Dyramic Nested O
Dyramic Nested
Dyramic Nested

Done | Cancel |

9 Click Done to save your changes.

10 Repeat Step 2 through Step 9 for the Cluster objects of each peer cluster in your business

continuity cluster.

5.3.3
Cluster Node

Adding the BCC Administrator User to the ncsgroup on Each

In order for the BCC Administrator user to gain access to the cluster administration files (/ adm n/
novel | / cl ust er) on other Linux cluster nodes in your BCC, you must add that user to the Novell
Cluster Services administration group (such as ncsgr oup) on each cluster node.

1 Loginasroot andopenthe/ et c/ group file.

2 Find either of the following lines:

ncsgroup:!:107:
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or
ncsgroup:!: 107: bced

The file should contain one of the above lines, but not both.

3 Depending on which line you find, edit the line to read as follows:
ncsgroup: !: 107: bccadmi n
or
ncsgroup:!: 107: bced, beccadni n

4 Replace bccadmin with the BCC Administrator user you created.

Notice the group ID number of the ncsgr oup. In this example, the number 107 is used. The
actual number is the same on each node in a given cluster; it might be different for each cluster.

5 After saving the / et ¢/ gr oup file, execute the i d command from a shell.
For example, if you named the BCC Administrator user bccadmi n, enteri d bccadmi n.

The ncsgr oup should appear as a secondary group of the BCC Administrator user.

Installing and Configuring the Business Continuity
Clustering Software

Use YaST 2 to install the BCC software on your OES 2018 SP3 cluster nodes.

+ Install the Business Continuity Clustering engine software on each cluster node in each of the
peer clusters that will be part of a business continuity cluster. You install the software on the
nodes of one cluster at a time.

+ Install the BCC-specific Identity Manager template for iManager on an OES 2018 SP3 Linux
server where you have installed iManager.

The template adds functionality to iManager so that you can manage your business continuity
cluster. You must have previously installed iManager on the server where you plan to install the
template.

IMPORTANT: Before you begin, ensure that your setup meets the requirements specified in
Chapter 4, “Installation Requirements for BCC,” on page 35. The BCC Administrator user and group
must already be configured as specified in Section 5.3, “Configuring a BCC Administrator User and
Group,” on page 54.

Perform the following tasks in every peer cluster that you want to include in the business continuity
cluster:

+ Section 5.4.1, “Installing the Business Continuity Clustering,” on page 58

+ Section 5.4.2, “Configuring BCC Software,” on page 59
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5.4.1 Installing the Business Continuity Clustering

Perform the following tasks for each of the nodes in every peer cluster:

1 Login to the server as the r oot user.
2 In YaST, select Open Enterprise Server > OES Install and Configuration.

3 On the Software Management page, select the Novell Business Continuity Cluster pattern.

| @3 ¥aST2 - oes-instal @ bAT-169-218 O
File Package Dependencies Options Extras Help
Miew ~| Search @ Patterns | [nstallation Summary
Pattern -
= oy vasT2 configuration packages ~ Package Summary Installed (Avai Size
. ; 4 novell-business-continuity-cluster Novell Business Continusty Cluster [BCC) Services 262 99 7.1 Wi
Micro Focus Open Enterprise Server B novell-business-continuity-cluster-..  Novell Business Continuity Chuster (BCC) Identity Manager Driver Templa... 2.6.2-862.104 360.7 KiB

= AP N E novell-cluster-senvices-cli Command Line Interface Used for Clustering 1860112 26968
OES AFP (Deprecated) % patterns-oes-novell-bee OES Business Continuity Cluster 123103 15.8 KiB

= E €S Backup / Storage Management Services (SMS) % patterns-ces-novell-ncs OES Cluster Services [NCS) 123103 198

B yast2-novell-boc ¥a5T2 configuration module for Novell Business Continuity Cluster (BCC)  2.15.3-3.72 788 KB
s | mec | OES Business Continuity Cluster
ﬂ OES CIFS

ﬂ 'OES Cloud Integrated Storage (C15)
m (DES Cluster Services [NCS)

ﬁ OES DHCP
m DES DNS

= OES Domain Services for Wendows

5

EOES(DW«WW Description | Technical Data ~ Dependencies | Versions | Filelist  Change Log
m OFS FTP novell-business-continuity-cluster - Novell Business Continuity Cluster (BCC) Services

n OES iManager Engine libraries for the Novell Business Continuity Cluster (BCC).

ﬂ (DES iPrint Advanced

m DES Linux User Management (LUM)
m 1DES NCP Server / Dynamic Storage Technology

[ T < N < B < O IO < B < IO < B < T < B |

n (OES NetStorage - Cancel Accept

This selects the following packages for installation:

novel | - busi ness-conti nui ty-cl uster
novel | - busi ness-continuity-cluster-idm
novel | -cl uster-services-cli
patterns-oes-novel | -bcc
patterns-oes-novel |l -ncs

yast 2- novel | - bcc

4 Onthe non-IDM nodes in the peer cluster, click Details to view the list of BCC packages, deselect
the novel | - busi ness-conti nui ty-cluster-idm r pmpackage, then click Finish.

The package for Identity Manager installs the BCC driver template. This package is needed only
on the IDM node in each peer cluster.

5 On the Patterns page, click Accept, then click OK to confirm the Automatic Changes message
and resolve dependencies.

Continue with the installation.
After the packages are installed, exit YaST.

Repeat the installation on every node in the peer cluster in turn.

O 0 N O

Repeat the process for each peer cluster in turn.
10 Continue with Section 5.4.2, “Configuring BCC Software,” on page 59.
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5.4.2 Configuring BCC Software

Perform the following tasks for each node in every peer cluster:

[

Log in to the server as the r oot user.

N

Use one of the following methods to open the BCC Configuration page:
+ In YaST, select Miscellaneous > Novell-BCC.

¢ At a command prompt, enter
yast 2 novel | - bcc

3 The Novell Business Continuity Cluster (BCC) Configuration page is displayed and you are
prompted to configure LDAP:

3a Click Continue.

3b In the eDirectory Tree dialog box, specify the administrator user password that you used
when you installed the operating system.

3c Click OK.

4 Specify the Directory Server Address by selecting the IP addresses of the master eDirectory
server and the local server.

5 Select Start Business Continuity Cluster Services Now to start the software immediately following
the configuration process.

If you deselect the option, you must manually start BCC services later by using the following
command:

rcnovel | -bcc start
Or
systentt|l start novell-bcc. service

6 Click Next.

7 Review your setup on the Novell Business Continuity Cluster (BCC) Configuration Summary page,
then click Next to continue the configuration.

8 Click Finish to save the BCC configuration and exit the tool.

9 Verify that the BCC software is running on the server by entering the following at a command
prompt:

rcnovel | - bcc status
Or
systentt| status novell-bcc. service

10 Continue with Section 5.5, “Installing the BCC Cluster Resource Template,” on page 60.
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5.5

5.6

Installing the BCC Cluster Resource Template

The Cluster Resource template for Business Continuity Clustering is an XML template for the
eDirectory driver that is used for synchronizing information about cluster objects between peer
clusters. The template is required to configure your business continuity cluster.

You must install the Cluster Resource template on the same server where you installed the Identity
Manager Management utilities and iManager. For information, see Section 4.9, “Identity Manager
4.8.2,” on page 44.

IMPORTANT: If you have not already done so, install the BCC on this server as described in
Section 5.4.1, “Installing the Business Continuity Clustering,” on page 58.

The template contains the configuration required to create a BCC driver when applied to the
eDirectory driver. It is installed as an Identity Manager template as part of the BCC installation
process to the Identity Manager plug-in for iManager on this server. For more information, see
Section 6.5, “Creating a BCC Driver for a BCC Driver Set,” on page 75.

Install the BCC cluster resource template on the Identity Manager server in each peer cluster that
belongs to the business continuity cluster, then continue with Section 5.6, “Configuring the Device
Rescan for BCC Migration of Resources,” on page 60.

Configuring the Device Rescan for BCC Migration of
Resources

When BCC-enabled cluster resources are BCC migrated to a peer cluster, BCC calls a Novell Cluster
Services API that automatically runs the / opt / novel | / ncs/ bi n/ devi ce_scan. sh script on each
node that is currently active in the peer cluster. This allows the nodes to recognize the devices and
storage objects that are migrated to the cluster.

By default, the script is empty. You must add the Linux shell commands that you need to refresh the
nodes in the cluster. Any changes that are made to the script are not overwritten when Novell
Cluster Services is upgraded.

WARNING: In EMC PowerPath environments, do not use the r escan- scsi - bus. sh utility
provided with the operating system or the HBA vendor scripts for scanning the SCSI buses. To avoid
potential file system corruption, EMC requires that you follow the procedure provided in the vendor
documentation for EMC PowerPath for Linux.

On each node in every peer cluster, do the following:

1 In atext editor, open the script file / opt / novel | / ncs/ bi n/ devi ce_scan. sh, add the Linux
shell commands that scan your shared devices and storage objects, then save the file.
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The following is a a sample script:

#! / bi n/ bash

## Logs to /var/log/ messages with tag "bccd-scan”

/bin/logger -t bccd-scan "BCC is running script - device_scan.sh --
Scanni ng

for new devices"

## Rescan devi ces
rescan-scsi - bus. sh -wcl

## Rescan storage objects, such as for expanded NSS pool s
nl vm rescan

## Add nul tipath comrmand to rebuild maps if applies.
# multipath

5.7 Using a YaST Auto-Configuration File to Install and
Configure Business Continuity Clustering Software

You can install Business Continuity Clustering for Linux core software and Identity Manager
management utilities without taking the Business Continuity Clustering software CD or ISO file to
different nodes in your cluster. To do this, you must perform the following tasks:

¢ Section 5.7.1, “Creating a YaST Auto-Configuration Profile,” on page 61

+ Section 5.7.2, “Setting Up an NFS Server to Host the Business Continuity Clustering Installation
Media,” on page 62

)

+ Section 5.7.3, “Installing and Configuring Business Continuity Clustering on Each Cluster Node,”
on page 63

+ Section 5.7.4, “Removing the NFS Share from Your Server,” on page 63

+ Section 5.7.5, “Cleaning Up the Business Continuity Clustering Installation Source,” on page 64

5.7.1 Creating a YaST Auto-Configuration Profile

1 In a text editor, create a YaST auto-configuration profile XML file named bccprofil e. xm .

Auto-configuration files are typically stored in the / var/1i b/ aut oi nstal | / reposi tory/
directory, but you can use any directory.

The file should appear similar to the example below.

Installing Business Continuity Clustering 61



62

5.7.2

<?xm version="1.0"?>
<! DOCTYPE profile SYSTEM "/usr/share/autoinstall/dtd/profile.dtd">
<profile xm ns="http://ww. suse. conf 1. 0/ yast 2ns" xm ns: config="http://
www. suse. coml 1. 0/ confi gns" >
<confi gure>
<bcc>
<confi g-type>New</ confi g-type>
<start-now>Yes</start-now>
<cl uster-dn>cn=ny_cl ust er. o=novel | </ cl ust er - dn>
<| dap-server>10. 1. 1. 0</ | dap- server>
<| dap- port >389</ | dap- port >
<| dap- secur e- port >636</ | dap- secure-port >
<adni n- dn>cn=adm n. o=novel | </ adm n- dn>
<adm n- passwor d>passwor d</ adm n- passwor d>
</ bcc>
</ confi gure>
</profile>

Edit the above example to apply to your own specific system settings.

Copy the XML file you created in Step 1 to each node in the cluster.

Use the same path on each node. You can use the scp command to copy the file securely. See
the scp man page for information on using scp.

Continue with Section 5.7.2, “Setting Up an NFS Server to Host the Business Continuity
Clustering Installation Media,” on page 62.

Setting Up an NFS Server to Host the Business Continuity
Clustering Installation Media

1 Prepare a directory for an NFS share from within a shell.

To do this, you can either copy the contents of the CD to a local directory, or you can mount the
ISO image as a loopback device.

To copy the contents of the CD to a local directory, enter commands similar to the following:

nkdir /tnp/bcc_install

cp -r /nmedial<cd-drive> /tnp/bcc_install
To mount the ISO image as a loopback device, enter commands similar to the following:

nkdir /mt/iso
nkdir /tnp/bcc_install

nmount path_to BCC I SO /tnp/bcc_install -o |oop
Replace path_to BCC ISO with the location of the Business Continuity Clustering software ISO
image.

Create an NFS share by opening a shell and running yast 2 nfs_ser ver. Wait until it is open
to continue.

3 Select Start NFS Server, then click Next.
4 Click Add Directory and enter the following:
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/tmp/ bce_install
5 Enter a host wildcard if desired.
6 Click OK, then click Finish.

7 Continue with Section 5.7.3, “Installing and Configuring Business Continuity Clustering on Each
Cluster Node,” on page 63.

5.7.3 Installing and Configuring Business Continuity Clustering on Each
Cluster Node

You must install BCC software on each cluster node in every cluster that you want to be in the
business continuity cluster.

1 Create a new YaST software installation source by opening a shell and running yast 2
i nst _source.

2 Add NFS as the source type.
3 Specify the server and directory you entered in Step 4 on page 62, click OK, then click Finish.

4 Install Business Continuity Clustering software by opening a shell and running the following
commands in the order indicated:

yast2 swsingle -i \
novel | - busi ness-continuity-cluster \
novel | -cluster-services-cli \

yast 2- bcc

5 Autoconfigure the Business Continuity Clustering software by running the following command
from a shell:

yast2 bcc_autoconfig path_to XM__profile

Replace path_to XML _profile with the path to the file you created in Step 1 on page 61.
6 Remove the installation source you created in Step 1 above by completing the following steps:
6a Openashelland runyast2 i nst_source.
6b Select the Business Continuity Clustering installation source, click Delete, then click Finish.

7 Continue with Section 5.7.4, “Removing the NFS Share from Your Server,” on page 63.

5.74 Removing the NFS Share from Your Server

You can remove the Business Continuity Clustering installation directory as an NFS share. After a
successful install, it is needed only if you reinstall or uninstall BCC.

1 Openashellandrunyast2 nfs_server.

2 Select Start Server, then click Next.

3 Select the Business Continuity Clustering installation directory, click Delete, then click Finish.

4 Continue with Section 5.7.5, “Cleaning Up the Business Continuity Clustering Installation
Source,” on page 64.
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5.7.5 Cleaning Up the Business Continuity Clustering Installation
Source

1

In a terminal console, run one of the commands below, depending on which method you chose
in Step 1 of the procedure in Section 5.7.2, “Setting Up an NFS Server to Host the Business
Continuity Clustering Installation Media,” on page 62.

rm-rf /tnp/bcc_install
or
umount /mmt/i so

Continue with Section 5.6, “Configuring the Device Rescan for BCC Migration of Resources,” on
page 60.

5.8 What’s Next

After you have installed BCC on every node in each cluster that you want to be in the business
continuity cluster, continue with the following steps:

*

*

Chapter 6, “Configuring the Identity Manager Drivers for BCC,” on page 65.

If you are adding a new cluster to an existing business continuity cluster, follow the instructions
in “Synchronizing Identity Manager Drivers” on page 79 to synchronize the BCC Identity
Manager drivers across all of the clusters.

Chapter 7, “Configuring BCC for Peer Clusters,” on page 81.
Chapter 8, “Configuring BCC for Cluster Resources,” on page 91.
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Configuring the Identity Manager Drivers
for BCC

Business Continuity Clustering (BCC) software provides a driver for Identity Manager that is used to
synchronize cluster resource information between the clusters in the business continuity cluster.
After you install BCC, you must configure the Identity Manager drivers for BCC in order to properly
synchronize and manage your business continuity cluster.

IMPORTANT: To assist your planning process, a worksheet is provided in Appendix B, “Configuration
Worksheet for the BCC Drivers for Identity Manager,” on page 141.

¢ Section 6.1, “Understanding the BCC Drivers,” on page 65

+ Section 6.2, “Prerequisites for Configuring the BCC Drivers for Identity Manager,” on page 71
+ Section 6.3, “Creating SSL Certificates,” on page 72

+ Section 6.4, “Creating the BCC Driver Set,” on page 73

+ Section 6.5, “Creating a BCC Driver for a BCC Driver Set,” on page 75

+ Section 6.6, “Enabling or Disabling the Synchronization of Email Settings,” on page 79

¢ Section 6.7, “Synchronizing Identity Manager Drivers,” on page 79

+ Section 6.8, “Changing the Identity Manager Synchronization Drivers,” on page 79

+ Section 6.9, “What’s Next,” on page 80

Understanding the BCC Drivers

Business Continuity Clustering provides a Cluster Resource Synchronization template that is used
with the eDirectory driver in Identity Manager to create the BCC drivers. It is a set of policies, filters,
and objects that synchronize cluster resource information between any two of the peer clusters. This
template is always used to create drivers for synchronizing information, and must be configured
after installing BCC software.

¢ Section 6.1.1, “IDM Driver Set and Driver Guidelines,” on page 66

*

Section 6.1.2, “Preventing Synchronization Loops for Identity Manager Drivers,” on page 66

*

Section 6.1.3, “Example 1: Two Peer Clusters,” on page 69

*

Section 6.1.4, “Example 2: Three Peer Clusters,” on page 69

*

Section 6.1.5, “Example 3: Four Peer Clusters,” on page 70
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6.1.1

6.1.2

IDM Driver Set and Driver Guidelines

Multiple instances of the Cluster Resource Synchronization drivers can be added to the same driver
set. For example, the driver set has a driver instance for each Identity Manager connection that a
given cluster has with another peer cluster.

The BCC drivers are installed and configured on the Identity Manager node in each of the peer
clusters in the business continuity cluster. Each of the driver connections has a Publisher channel
(sending) and a Subscriber channel (listening) for sharing information between any two peer
clusters. The two nodes are not directly connected; they communicate individually with the Identity
Manager vault on a port that is assigned for that instance of the driver.

You must assign a unique port for communications between any two peer clusters. The default port
in the Cluster Resource Synchronization template is 2002. For each instance of a driver, you can use
any ports that are unique and not otherwise allocated. Ensure that the ports are not blocked by the
firewall. Examples of port assignments are described elsewhere in this section.

You must specify the same port number for the same driver instance on both cluster nodes. For
example, if you specify 2003 as the port number for the Cluster Resource Synchronization driver on
one cluster, you must specify 2003 as the port number for the same Cluster Resource
Synchronization driver instance on the peer cluster.

The driver needs to have sufficient eDirectory rights in the Cluster context to create, modify, and
delete objects related to BCC-enabled cluster resources. This is achieved by making the Driver object
security equivalent to the BCC Admin user.

Preventing Synchronization Loops for Identity Manager Drivers

If you have three or more clusters in your business continuity cluster, you should set up
synchronization for the Cluster Resource objects in a manner that prevents ldentity Manager
synchronization loops. Identity Manager synchronization loops can cause excessive network traffic
and slow server communication and performance.

For example, in a three-cluster business continuity cluster, an Identity Manager synchronization loop
occurs when Cluster One is configured to synchronize with Cluster Two, Cluster Two is configured to
synchronize with Cluster Three, and Cluster Three is configured to synchronize back to Cluster One.
This is illustrated in Figure 6-1 below.
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Figure 6-1 Three-Cluster Identity Manager Synchronization Loop
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A preferred method is to make Cluster One an ldentity Manager synchronization master. Cluster One
synchronizes with Cluster Two. Cluster Two and Cluster Three both synchronize with Cluster One.
This is illustrated in Figure 6-2 below.

Figure 6-2 Three-Cluster Identity Manager Synchronization Master
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You could also have Cluster One synchronize with Cluster Two, Cluster Two synchronize with Cluster
Three, and Cluster Three synchronize back to Cluster Two, as illustrated in Figure 6-3.
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Figure 6-3 Alternate Three-Cluster Identity Manager Synchronization Scenario
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In a single-tree scenario with a four-cluster business continuity cluster, Cluster One is an Identity
Manager synchronization master in which Cluster One synchronizes data with each of the peer

clusters, as illustrated in Figure 6-4.

Figure 6-4 Single-Tree, Four-Cluster Identity Manager Synchronization Scenario
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6.1.3

6.1.4

Example 1: Two Peer Clusters

Let’s consider a two-cluster business continuity cluster. The Cluster Resource Synchronization
driver’s Publisher channel in Cluster One communicates with the driver’s Subscriber channel in
Cluster Two. Conversely, the driver’s Publisher channel in Cluster Two communicates with the
driver’s Subscriber channel in Cluster One. The two clusters send and listen to each other on the
same port via the Identity Manager vault, as shown in Table 6-1.

Table 6-1 Two-Cluster Driver Set Example

Cluster Resource Subscriber Node

Publisher Node Cluster One Cluster Two
Cluster One Not applicable CR, port 2002
Cluster Two CR, port 2002 Not applicable

You install the Cluster Resource Synchronization driver once on Cluster One and once on Cluster
Two, as shown in Table 6-2.

Table 6-2 Driver Set Summary for a Two-Cluster Business Continuity Cluster

Driver Instance Driver Set for Cluster One Driver Set for Cluster Two

Cluster Resource Clto C2, port 2002 C2 to C1, port 2002

Example 2: Three Peer Clusters

If you have more than two clusters in your business continuity cluster, you should set up
communications for the drivers in a manner that prevents Identity Manager synchronization loops.
Identity Manager synchronization loops can cause excessive network traffic and slow server
communication and performance. You can achieve this by picking one of the servers to be the
master for the group. Each of the peer clusters’ drivers communicates to this node.

For example, let’s consider a three-cluster business continuity cluster. You can set up a
communications channel for the Cluster Resource Synchronization driver between Cluster One and
Cluster Two, and another channel between Cluster One and Cluster Three. Cluster Two does not talk
to Cluster Three, and vice versa. You must assign a separate port for each of these communications
channels, as shown in Table 6-3 and Table 6-4.

Table 6-3 Three-Cluster Driver Set Example

Cluster Resource Subscriber Node
Publisher Node Cluster One Cluster Two Cluster Three
Cluster One Not applicable CR, port 2002 CR, port 2003

(master node)
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Cluster Resource Subscriber Node

Publisher Node Cluster One Cluster Two Cluster Three
Cluster Two CR, port 2002 Not applicable No channel
Cluster Three CR, port 2003 No channel Not applicable

Table 6-4 Driver Set Summary for a Three-Cluster Business Continuity Cluster

Driver Instance Driver Set for Cluster One Driver Set for Cluster Two Driver Set for Cluster
Three

Cluster Resource Clto C2, port 2002 C2 to C1, port 2002 C3 to C1, port 2003

Cluster Resource C1to C3, port 2003

6.1.5 Example 3: Four Peer Clusters

When you extend the single-tree example for a four-cluster business continuity cluster, you can set
up similar communications channels for the Cluster Resource Synchronization driver between
Cluster One and Cluster Two, between Cluster One and Cluster Three, and between Cluster One and
Cluster Four. You must assign a separate port for each of these channels, as shown in Table 6-5.

Table 6-5 Four-Cluster Driver Set Example

Cluster Resource Subscriber Node
Publisher Node Cluster One Cluster Two Cluster Three Cluster Four
Cluster One Not applicable CR, port 2002 CR, port 2003 CR, port 2004

(master node)

Cluster Two CR, port 2002 Not applicable No channel No channel
Cluster Three CR, port 2003 No channel Not applicable No channel
Cluster Four CR, port 2004 No channel No channel Not applicable

You install the drivers on each cluster, with multiple instances in the driver set on Cluster One, but
only a single instance in the peer clusters, as shown in Table 6-6.

Table 6-6 Driver Set Summary for a Four-Cluster Business Continuity Cluster

Driver Instance Driver Set for Driver Set for Driver Set for Driver Set for
Cluster One Cluster Two Cluster Three Cluster Four

Cluster Resource Clto C2, port 2002 C2toC1, port2002 C3toCl, port2003 C4toCl, port2004

Cluster Resource C1lto C3, port 2003

Cluster Resource C1to C4, port 2004
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6.2

6.2.1

6.2.2

6.2.3

6.2.4

Prerequisites for Configuring the BCC Drivers for
Identity Manager

Before you configure the Identity Manager drivers, ensure that your system meets the requirements
in this section.

¢ Section 6.2.1, “Identity Manager,” on page 71

+ Section 6.2.2, “eDirectory,” on page 71

+ Section 6.2.3, “Landing Zone Container,” on page 71

+ Section 6.2.4, “BCC Admin User and Group,” on page 71

Identity Manager

Before you installed Business Continuity Clustering, you set up and configured the Identity Manager
engine and an ldentity Manager driver for eDirectory on one node in each cluster. For information,
see Section 5.2, “Installing Identity Manager on One Node in Each Peer Cluster,” on page 50.

The Identity Manager plug-in for iManager requires that eDirectory is running and working properly.

eDirectory

The cluster node where Identity Manager is installed must have an eDirectory full replica with at
least read/write access to all eDirectory objects that will be synchronized between clusters. For
information about the full replica requirements, see Section 4.8, “eDirectory 9.2.4,” on page 41.

Landing Zone Container

The landing zone that you specify for drivers must already exist. Typically, this is the OU container
you created for the peer cluster’s objects. You can optionally create a separate container in
eDirectory specifically for these cluster pool and volume objects.

BCC Admin User and Group

BCC Administrator user and group are used to manage BCC. The driver needs to have sufficient
eDirectory rights (see Section 4.8.6, “Rights Needed by BCC Drivers,” on page 43) in the Cluster
context to be able to create, modify, and delete objects related to BCC-enabled cluster resources.
This is achieved by making the Driver object security equivalent to the BCC Administrator user.

The procedures in this section assume that you have set up a single BCC Administrator user that is
used for all peer clusters. If you have set up a different BCC Administrator user for each peer cluster,
then use the corresponding BCC Administrator user when working on drivers for the cluster.

For information about setting up the BCC Administrator user, see Section 5.3, “Configuring a BCC
Administrator User and Group,” on page 54.
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6.3 Creating SSL Certificates

If SSL certificates are not present or have not been created, Identity Manager drivers might not start
or function properly. We recommend using SSL certificates for encryption and secure information
transfer between clusters and the Identity Manager vault.

IMPORTANT: You should create or use a different certificate than the default (dummy) certificate
(BCC Cluster Sync KMO) that is included with BCC.

To create an SSL certificate:

1. Login to iManager as the BCC Administrator user.
2. IniManager, go to the Identity Manager Administration page.
3. Under Identity Manager Utilities, select eDir-to-eDir Driver Certificates.

The tree, user name, and context information are completed with the information you used
when you logged in.

Micro Focus iManager

Identity Manager Administration Roles and Tasks Objects  Configure Favorites Preferences

E . Welcome to the eDir2eDir Driver Certificates Wizard

The 'ldentity Manager eDir2eDir Driver Certificates Wizard' is used fo
create the certificate(s) an eDir2eDir driver on one server uses to
communicate with the eDir2eDir driver on another.

Specify the DN of the first driver (in dot format), the tree
that contains it, and how to authenticate to that tree.

Driver DN: aQd
Tree: TREE

Username: bccadmin

Password:

Context: |

| Enable Suite B

(The 'Username’, 'Context’ and "Tree' fields have been initialized with
the username, context and tree with which you authenticated to
iManager.)

<< Back Next >> Cancel Finish
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6.4

10.

Browse to select the driver, then click OK.

You can alternatively type the driver name of the driver you created for this cluster in Step 7 of
the procedure in Section 6.5, “Creating a BCC Driver for a BCC Driver Set,” on page 75. Use the
typeless format for the driver name:

DriverNane. Dri ver Set. Organi zati onal Uni t. Organi zati onNane

Ensure that there are no spaces (beginning or end) in the specified context. Do not use the
typeful format that includes the container type in the name:

cn=Dri ver Nanme. ou=0Or gani zat i onal Uni t Nane. o=Or gani zat i onNane

. Specify the requested BCC Administrator credentials for the selected driver, then click Next.

. Select the matching driver in the other cluster, specify the requested driver information and

BCC Administrator credentials, then click Next.

. View the summary for the certificate information.

eDir2eDir Driver Certificates

‘IJ Cluster] to Cluster2 BCC Sync.clusterl_bec_driverset.clusterl.clusters.sitef.example {Driver)
& Cluster2 to Clusterl BCC Sync.cluster2_bcc_driverset.cluster.clusters.siteB.example [Driver)

Server certificates will be created using the following parameters.

Parameter Value

RS& Key Size 2048

Signature Alzorithm SHAT-REA

Certificate Name Cluster] to Cluster2 BCC Sync (c1_nodel_kmao)

Certificate Mame Cluster2 to Clusterl BCC Sync (c2_ncdel_kmo)
. Click Finish.

The same certificate is created for both servers.
Repeat the process to create certificates for the driver pairs for all drivers.

After the certificates are created, you can start the drivers.

Creating the BCC Driver Set

You will create a driver set for each peer cluster, according to the peer connectivity design for your
BCC. For information about setting up connectivity to avoid synchronization loops, see Section 6.1.2,
“Preventing Synchronization Loops for Identity Manager Drivers,” on page 66.

Repeat the following procedure in each peer cluster to create the cluster’s driver set:

1
2

In iManager, click Identity Manager > Identity Manager Overview.
Browse to select the Identity Manager server in a peer cluster where you want to create drivers.

This is the node in the cluster where you installed the Identity Manager engine and eDirectory
driver.

3 On the Identity Manager Overview page, click Driver Sets > New.

Type the name of the driver set you want to create for this cluster.
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For example, specify Cluster1l BCC DriverSet, where Clusterl is the name of the cluster where
you are configuring a driver instance.

Identity Manager Overview

specify the container you want to search, then press the search button.

Searchin:  [clusterl.clusters.sited.example ] [»]

Mew... | Delete | Activation | Edit | Export
I Hame

Container

Mo Driver Sets were found - Please select Mew',

Create Driver Set

Mame:
| clusterl_bcc_driverset |

Container:

[ cluster1.clusters.sitea.example | @l

[ Creste a new partition an this driver set.

0K Cancel

5 Browse to select the context that contains the cluster objects for the cluster where you are
configuring a driver instance.

For example, clusterl.clusters.siteA.example

6 Deselect (disable) the Create a new partition on this driver set option, click OK on the pop-up

message, and then click the OK button to complete driver set creation and take you to on the
Driver Set Overview page.

It is not necessary to create an eDirectory partition for the driver set because the parent cluster
container where you are creating the driver set is partitioned.

7 Associate the new driver set with the Identity Manager node in this cluster.
7a On the Drive Set Overview page, select the newly created driver set.

7b Select Servers > Add servers from the drop-down menu.

Driver Set Overview

Driver Set: |cIusterl_br:r:_driverset.cIuster1.cIusters.siteA.exampIe

—l Libraries Jobs

Drivers » | Driver Set + | Serwers » | Refresh » | #&ctivation
Servers
&dd server..

Remove server

Runming on servers:

7c Select the Identity Manager node in the cluster.
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Driver Set Overview

Driver Set: | clusterl_bec_driverset.clusterl.clusters.siteA.example

Libraries = Jobs

Drivers = | Driver Set = | Servers = | Refresh = | Activation «

Servers

Add server.,
Remove server

z Running on servers:
n_f'/ nodel.clusterl.clusters.siteA.example

Lt

7d Repeat the driver set creation for each peer cluster.

6.5 Creating a BCC Driver for a BCC Driver Set

Repeat the following process for each driver that you want to add to a BCC driver set:

1 IniManager, click Identity Manager > Identity Manager Overview.
2 Browse to select the Identity Manager server in the peer cluster.

This is the node in the cluster where you installed the Identity Manager engine and eDirectory
driver.

3 If a BCC driver set does not exist for this cluster, create it now.
For information, see Section 6.4, “Creating the BCC Driver Set,” on page 73.
4 On the Driver Set Overview page, select the driver set, click Drivers, then click Add driver from

the drop-down menu.

Driver Set Overview

Driver Set: | clusterl_bec_driverset.clusterl.clusters.siteA.example

Libraries Jobs

Drivers » | Driver 5et + | Servers » | Refresh = | Activation =

Drivers

&dd driver.. Identity
Delete drwer v

Start all drivers
Stop all drivers

5 On the Import Configuration page, specify where you want to place the new driver. Select In an
existing driver set, verify that the driver set is the one you preselected, then click Next.
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Where do you want to place the imported configuration?

@ |n an existing driver set
[ cluster1_bcc_driverset.clusterL.clusters.d [@] [

O In a new driver set

6 Import the BCC Cluster Resource Synchronization template.

The template contains the configuration required to create a BCC driver when applied to the
eDirectory driver. It is installed as an Identity Manager template as part of the BCC installation
process on the Identity Manager node.

6a Browse to select the Identity Manager node in the cluster, then click Next.

6b Open the Show drop-down menu and select Configurations not associated with an IDM
version.

6¢ Open the Configurations drop-down menu and select the
BCCCl ust er Resour ceSynchroni zat i on. xni file.

Import Configuration

B nodet (NCP Server)
€. cluster]l_bcc_driverset (Driver Set)

Import a configuration into this driver set.

& Import @ configuration from the server [HML file)

Show | <Configurations not associated with an DM wersion> LI
Configurations: |ElCCCIusterResourceSynchnizatiDn.):mI LI
6d Click Next.

7 On the BCC Cluster Sync page, specify the driver information.

Each field contains an example of the type of information that should go into the field.
Descriptions of the information required are also included with each field.

+ Driver name: For this driver instance, specify a unique name to identify its function.

The default name is BCC Cluster Sync. We recommend that you indicate the source and
destination clusters involved in this driver, such as Cluster1 to Cluster2 BCC Sync.

+ Name of SSL Certificate: Specify a name for the certificate, such as Cluster1 to Cluster2
BCC Sync. The certificate is created later in the configuration process, after you have
created the driver instance. (See Creating SSL Certificates.)

If you specify the SSL certificate that was created when you installed OES, you do not need
to create an additional SSL certificate later.

+ DNS name of the other IDM node: Specify the DNS name or IP address of the Identity
Manager server in the destination cluster for this driver instance. For example, type
10.10.20.21 or type nodel.cluster2.clusters.siteB.example.

+ Port number for this connection: You must specify unique TCP port numbers for each
driver instance for a given connection between two clusters. The default port number is
2002 for the cluster resource synchronization.
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You must specify the same port number for the same template in the destination cluster
when you set up the driver instance in that peer cluster. For example, if you specify 2003 as
the port number for the resource synchronization driver instance for Clusterl to Cluster 2,
you must specify 2003 as the port number for the Cluster2 to Clusterl resource
synchronization driver instance for the peer driver you create on Cluster2.

+ Distinguished Name (DN) of this cluster: Browse to select the Cluster object for this
cluster. For example, clusterl.clusters.siteA.example. The container name is case-sensitive,
so it is best to browse for this name.

+ Distinguished Name (DN) of the landing zone container for this cluster: Browse to select
the landing zone container where the cluster pool and volume objects in the other cluster
are placed when they are synchronized to this cluster. The NCP server objects for the
virtual server of a BCC-enabled resource are also placed in the landing zone. The container
name is case-sensitive, so it is best to browse for this name.

8 Click OK.

The BCC Cluster Resource Synchronization template is imported and merged with the
information to create the driver.

This can take a couple of minutes. Be patient and do not interrupt the process. Do not continue
until it is complete.

Impart Configuration
B nodel (NCP Server)

E clusterl_bce_driverset (Drriver Set)

© Clusterl to Cluster2 BCC Sync (Driver)
Novell recommends vou do the following for the newly created driver:
- Define 'Security Equivalences' on the driver.

- Identify all objects that represent ‘Administrative Roles' and
exclude them from replication.

Define ‘Security Equivalences’
Exclude 'Administrative Roles'

9 Make the Driver object security equivalent to the BCC Administrator User object.

The driver needs to have sufficient eDirectory rights in the Cluster context to create, delete, or
modify objects related to BCC-enabled cluster resources. This is achieved by making the driver
security equivalent to the BCC Administrator user.

9a On the confirmation page for the driver, click Define Security Equivalences.
9b Click Add.

9c Browse to select the BCC Administrator User object, then click OK.

9d Click Next.

The wizard confirms the equivalence of the driver to the selected BCC Administrator user.
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Security Equals: G} Clusterl to Cluster2 BCC S}‘rn(.clu;terl_hcc_driver;et
Identity Manager

Success

Your changes have been saved.

The DirxsL-Driver object is defined to be security equivalent to the
following objects:

bccadmin.example #
Remove

9e Do not exclude administrator roles. Click Next.
In a BCC environment, there is no need to exclude administrator roles.
9f Review the summery of the driver configuration, then click Finish.
10 Verify that the Driver object is set as the security equivalent of the BCC Administrator user.
10a In iManager, select Directory Administration > Modify Object.
10b Browse to select the BCC Administrator User object, then click OK.
10c Click OK to view the properties of the selected user, then select the Security tab.
10d On the Security Equal to Me page, verify that the Driver object appears in the Equivalent to
Me list.

Modify User: & bccadmin.example

General | User Profile SR Restrictions |

Security Equal To Me | | Security Equal To

Equivalent to me:

_ @[ (2]

Cluster] to Cluster2 BCC Sync.cluster]l_bec_driverset.clusterl.clusters.sitef.exam

Count: 1

10e Click Cancel to abandon the Modify Object task.
11 Repeat Step 1 through Step 9 above on the peer clusters in your business continuity cluster.
This includes creating a new driver and driver set for each cluster.

12 After you have configured the BCC drivers on the IDM node in each peer cluster, you must
upgrade the drivers to the Identity Manager 4.7.

12a In iManager, click Identity Manager, then click Identity Manager Overview.

12b Search for the driver sets that you have added, then click the driver set link to bring up the
Driver Set Overview.

12c Click the red Cluster Sync icon, and you should be prompted to upgrade the driver.
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6.6

6.7

Enabling or Disabling the Synchronization of Email
Settings

You can modify the Identity Manager driver filter to enable or disable the synchronization of email
settings. For example, you might need to prevent email settings from being synchronized between
two peer clusters when you are debugging your BCC solution to isolate problems in a given peer
cluster.

Synchronizing Identity Manager Drivers

If you are adding a new cluster to an existing business continuity cluster, you must synchronize the
BCC-specific Identity Manager drivers after you have created the BCC-specific Identity Manager
drivers and SSL certificates. If the BCC-specific Identity Manager drivers are not synchronized,
clusters cannot be enabled for business continuity. Synchronizing the Identity Manager drivers is
only necessary when you are adding a new cluster to an existing business continuity cluster.

To synchronize the BCC-specific Identity Manager drivers:

Log in to iManager as the BCC Administrator user.
Go to the Identity Manager Administration page.
In Roles and Tasks, select Identity Manager > Identity Manager Overview.

Search to locate the BCC driver set, then click the driver set link.

i A W N =

Click the red Cluster Sync icon for the driver you want to synchronize, click Migrate, then click
Migrate from Identity Vault from the drop-down menu.

6 Click Add, browse to and select the Cluster object for the new cluster you are adding to the
business continuity cluster, then click OK.

Selecting the Cluster object causes the BCC-specific Identity Manager drivers to synchronize.

6.8 Changing the Identity Manager Synchronization

Drivers

To change your BCC synchronization scenario:
1 In the Connections section of the Business Continuity Cluster Properties page, select one or
more peer clusters that you want a cluster to synchronize to, then click Edit.

In order for a cluster to appear in the list of possible peer clusters, that cluster must have the
following:

+ Business Continuity Clustering software installed

*

Identity Manager installed

*

The BCC-specific Identity Manager drivers configured and running

*

Be enabled for business continuity
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6.9 What’s Next

After the Identity Manager drivers for BCC are configured, you are ready to set up BCC for the
clusters and cluster resources. See Chapter 7, “Configuring BCC for Peer Clusters,” on page 81.
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1.1

Configuring BCC for Peer Clusters

After you have installed and configured Identity Manager, the Business Continuity Clustering
software, and the Identity Manager drivers for BCC, you are ready to set up the Novell Cluster
Services clusters to form a business continuity cluster.

IMPORTANT: Identity Manager must be configured and running on one node in each peer cluster
before configuring clusters for business continuity. Ensure that the Identity Manager server is part of
the cluster and that it is working properly whenever you make BCC configuration changes to the
cluster. For information, see Chapter 6, “Configuring the Identity Manager Drivers for BCC,” on

page 65.

Perform the following tasks on each peer Novell Cluster Services cluster that you want to be part of
the business continuity cluster:

+ Section 7.1, “Enabling Clusters for Business Continuity,” on page 81

+ Section 7.2, “Adding Peer Cluster Credentials,” on page 83

+ Section 7.3, “Adding Search-and-Replace Values to the Resource Replacement Script,” on
page 87

¢ Section 7.4, “Enabling Linux POSIX File Systems to Run on Secondary Clusters,” on page 88
+ Section 7.5, “Verifying BCC Administrator User Trustee Rights and Credentials,” on page 89
+ Section 7.6, “Disabling BCC for a Peer Cluster,” on page 90

+ Section 7.7, “What’s Next,” on page 90

Enabling Clusters for Business Continuity

You can enable two to four clusters to form a business continuity cluster. Enable BCC for each Novell
Cluster Services cluster that you want to add to the business continuity cluster. When you enable a
cluster for BCC, BCC adds an Auxiliary class to its Cluster object that provides the attributes NCC:BCC
Peer and NCS:BCC Revision.
1 Login to iManager as the BCC Administrator user.
2 Ensure that the BCC-specific Identity Manager drivers are running:
2a Go to the Identity Manager page.
2b Select Identity Manager Administration > Identity Manager Overview.
2c Search the eDirectory Container or tree for the BCC-specific Identity Manager drivers.

2d For each driver, click the upper-right corner of the driver icon to see if a driver is started or
stopped.

2e If the driver is stopped, start it by selecting Start.
3 Go to the Roles and Tasks page.

4 In Roles and Tasks, select Clusters. > My Clusters.
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In your personalized My Clusters list, select the check box next to the name of the cluster you
want to manage.

If the cluster does not appear in your list, add the cluster to your list. Click Add, browse to select
the Cluster object, then click OK.

Select Actions > Edit Properties to view the cluster’s properties.

You can also access the cluster properties with the Properties button on the Cluster Options tab
when you manage the cluster.

In the Properties dialog box, select the Business Continuity tab.

Select the Enable Business Continuity Features check box, then click OK.

& clusterl.clusters.siteA.example

Policies ' Priorities | Protocols | RME Grnups

fhain | Auto-Failover

]

Enable or disable business continuity for this cluster. Create, edit, or delete cluster resource script
replacernent values, Wiew cluster peers or edit peer credentials.

Enable Business Continuity Features

Resource Replacement Scripts

Mew | Edit | Celete 0 ltem(s)
[ Search Value Replacement Value Description Use Regular Expressions

Mo Tterns

Edit 0 ltem(s)
Hame State User Address
Mo fterns
[o] | Cancel | Apply |

Click OK when you are prompted to confirm.

A confirmation message is briefly displayed, and a BCC peer connection is added to the
Connections table. However, because no credentials have been supplied so far, the connection
cannot be established.

Connections

Edit 1 ltem(s)
Name State User Address
[0 clusterl ((}} Invalid Credentials 10.10.10.60
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10 Repeat Step 5 through Step 9 for each cluster that you want to add to the business continuity
cluster.

As additional peer clusters are enabled, the cluster is added in the Connections table.

Edit 2 [tem(s]
Hame State User Address

[ cluster »<> Imvalid Credentials 10101060

[T clusterz 3 Inwalid Credentials 10.10.20.70

11 Wait for the BCC Identity Manager drivers to synchronize.

You can use the cl ust er connecti ons command to list the clusters. The drivers are
synchronized when all of the peer clusters are present in the list.

12 Continue with Adding Peer Cluster Credentials.

Adding Peer Cluster Credentials

Clusters must be able to authenticate to themselves and to peer clusters. In order for one cluster to
connect to a second cluster, the first cluster must be able to authenticate to the second cluster. For
each node, add the authentication credentials (user name and password) of the user that the
selected cluster will use to authenticate to a selected peer cluster.

Configure peer cluster credentials on one node in each peer cluster in the business continuity
cluster:

1 Login asther oot user on the cluster node where you want to add peer credentials in this
cluster, then open a terminal console.

You can use any node in the cluster to specify credentials.

2 At the command prompt, enter
cl uster connections <cluster_name>

For example, this lists the BCC peer clusters and credential information. At this point, the
credentials have not been provided and are reported as invalid.

cl uster connections clusterl

Connection status for cluster: clusterl

Cl uster Nane User nane Connection Status
clusterl <unknown> Invalid Credentials
cluster?2 <unknown> Invalid Credentials

3 Verify that all clusters are present in the list.
If the clusters are not present, the Identity Manager drivers are not synchronized.

If synchronization is in progress, wait for it to complete, then try cl ust er connecti ons
again.

If you need to synchronize, see “Synchronizing Identity Manager Drivers” on page 79.

4 For each cluster in the list, enter the following command at the command prompt, then enter
the bccadmi n user name and password when you are prompted:
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cluster credentials <cluster_name>
For example, issue the command once for each peer cluster:

cluster credentials clusterl

Enter the credentials for the specified cluster. Press CTRL+C to
cancel .

User nane: bccadmn

Passwor d:

Pl ease wait...

The credentials for cluster clusterl have been saved.

cluster credentials cluster?2

Enter the credentials for the specified cluster. Press CTRL+C to
cancel .

User name: bccadm n

Passwor d:

Pl ease wait. ..

The credentials for cluster cluster2 have been saved.

If you created different BCC Administrator users for each peer cluster, you will provide the
respective credentials for each cluster.

Verify that the peer clusters are recognized as being members of the same BCC. Enter the
cl uster connecti ons command and cl ust er vi ewcommand to view the status.

For example, on clusterl:

cluster connections clusterl

Connection status for cluster: clusterl

Cl uster Name User nane Connecti on Status
clusterl bccadni n (04
cluster?2 bccadni n K

cluster view

Cluster clusterl

This node cl1_nodel [epoch 1 master node cl_node2]
Cluster nodes [cl_nodel, cl_node2?]

BCC peer clusters [clusterl, cluster?2]

If you created different BCC Administrator users for each peer cluster, each peer cluster would
report a different user name in the cl ust er connecti ons command.

NOTE: If the cluster view report shows only one peer cluster instead of showing all the peer
clusters, execute the command cl uster refresh -p onthat node. For more information,
Section 10.2.1, “Incorrect Status in the Cluster View Report After Enabling BCC on Peer
Clusters,” on page 118.

Add the BCC Administrator user to the ncsgr oup for the cluster. Repeat the following steps for
every node in the peer cluster:

6a Astheroot user, openthe/ etc/ group file in a text editor.
6b Locate the line that reads ncsgr oup, then modify it to include the bccadmi n user.

For example, change
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ncsgroup:!:107:

to

ncsgroup: !: 107: bccadmin

For example, change

ncsgroup: !': 107: beed

to

ncsgroup: !: 107: bced, bccadm n

The file should contain one of the above lines, but not both.

Notice the group ID number of the ncsgr oup. In this example, the number 107 is used.
This number can be different for each cluster node.

6c Save the/ et c/ group file.
6d At the server console prompt, enter the following to verify that the bccadmi n useris a
member of the ncsgr oup.

id bccadm n

7 Repeat the previous steps on a node in each peer cluster in turn.

The nodes in the other peer clusters know about the peer clusters, but they do not yet have the
credentials needed to connect.

8 (Optional) Use iManager to verify that the peer clusters are communicating their status.
8a Login to iManager as the BCC administrator.
8b Select Clusters > My Clusters.

BCC-enabled clusters are identified by a check in the BCC column.

@] Roles and Tasks

7
| [All Categories] |z| My Clusters
- The list below provide: ient way to keep track of clusters you freguently manage. Click on the add button to browse for
Archive Versioning clusters in the tree, a m to be added to the list.
Clusters My Clust
ers
ity Clusters e —
Add Remove Action - Refresh
My Resources
D Status  Name Master Node: P Address. Nodes Epoch BCC
DHCP (QES Linux) =
[ @ e dustert [§ <1 nodet 101010.60 22 3 v
Directory Administration _
£ @  $»cluster § 2 nodet 10.10.20.70 212 1 v

Nistrihuted File Services

8c Click the cluster name of a peer cluster.
8d Select the BCC Manager tab.

The connection status is good for this peer cluster. There are no BCC-enabled resources at
this time.
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My Clusters * clusterl.clusters.siteA example

$* clusterl.clusters.siteA.example

Wigw cluster conmection and cluster node status. VWiew or change cluster rezource status.

Cluster Manager SGWEELETEES Cluster Event Log | Cluster Options |

Details

Hame [E| State

O clusten i@ Mormal
[0 cluster? i@ Mormal

BCC fbigrate | Details | Refreshe
[ Type Hame State Lacation Available Peers

Mo iterns

8e Return to the My Clusters page, select another peer cluster, then go to its BCC Manager tab.

The connection status is good for the other peer cluster. There are no BCC-enabled
resources at this time.

why Clustars > cluster2.clusters.siteB.example

3= cluster2.clusters.siteB.example

Wiewe cluster connection and cluster node status. View or change cluster resource status.

Cluster Manager SGWETELETTIE Cluster Event Log | Cluster Options |

Details

Hame [Z] State

[ clusterd @) Mormal
(

cluster? @ Mormal

BCC Migrate | Details | Refresh-
| Type Hame State Location Available Peers

Mo itermns
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1.3

Adding Search-and-Replace Values to the Resource
Replacement Script

To enable a resource for business continuity, certain values (such as IP addresses) specified in
resource load and unload scripts need to be changed in corresponding resources in the peer clusters.
You need to add the search-and-replace strings that are used to transform cluster resource load and
unload scripts from another cluster to the one where you create the replacement script.
Replacement scripts are for inbound changes to scripts for objects being synchronized from other
clusters, not outbound.

IMPORTANT: The search-and-replace data is cluster-specific, and it is not synchronized via Identity
Manager between the clusters in the business continuity cluster.

For example, consider two clusters where ClusterA uses subnet 10.10.10.x and ClusterB uses subnet
10.10.20.x. For ClusterA, you create a replacement script to replace the IP addresses of inbound
resources. IP addresses starting with “10. 10. 20. ” are replaced with IP addresses starting with
“10. 10. 10. ” so that they work in ClusterA’s subnet. For ClusterB, you create a replacement script
to replace the IP addresses of inbound resources. IP addresses starting with “10. 10. 10. ” are
replaced with IP addresses starting with “10. 10. 20. ” so that they work in ClusterB’s subnet.

The scripts are not changed for a cluster until a synchronization event comes from the other cluster.
To continue the example, you can force an immediate update of the scripts for ClusterB by opening
the script for ClusterA, add a blank line, then click Apply. To force an immediate update of the scripts
for ClusterA, open the script for ClusterB, add a blank line, then click Apply.

You can see the IP addresses that are currently assigned to resources on a given node by entering the
i p addr showcommand at the Linux terminal console on that node. It shows only the IP addresses
of resources that are online when the command is issued. You must be logged in asr oot to use this
command. Repeat the command on each node in the cluster to gather information about all IP
addresses for resources in that cluster.

To add search-and-replace values to the cluster replacement script:

1 IniManager, click Clusters > My Clusters.

2 Select the check box next to the cluster, then select Actions > Edit Properties to view the
cluster’s properties.

You can also access the cluster properties with the Properties button on the Cluster Options tab
when you manage the cluster.

In the Properties dialog box, select the Business Continuity tab.

4 In the Resource Replacement Script section of the Business Continuity Cluster Properties page,
click New.

5 Add the desired search-and-replace values.

The search-and-replace values you specify here apply to all resources in the cluster that have
been enabled for business continuity.

For example, if you specified 10.1.1.1 as the search value and 192.168.1.1 as the replace value,
the resource with the 10.1.1.1 IP address in its scripts is searched for in the primary cluster and,
if found, the 192.168.1.1 IP address is assigned to the corresponding resource in the secondary
cluster.
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7.4

8
9

You can also specify global search-and-replace addresses for multiple resources in one line. This
can be done only if the last digits in the IP addresses are the same in both clusters. For example,
if you specify “10. 1. 1. ” as the search value and “192. 168. 1. ” as the replace value, the
software finds the 10.1.1.1, 10.1.1.2, 10.1.1.3 and 10.1.1.4 IP addresses, and replaces them
with the 192.168.1.1, 192.168.1.2, 192.168.1.3, and 192.168.1.4 IP addresses, respectively.

IMPORTANT: Use a trailing dot in the search-and-replace value. If a trailing dot is not used,
“10. 1. 1” could be replaced with an IP value such as “192. 168. 100" instead of “192. 168. 1”.

(Optional) Select the Use Regular Expressions check box to use wildcard characters in your
search-and-replace values. The following links provide information on regular expressions and
wildcard characters:

+ Regular Expressions (http://www.opengroup.org/onlinepubs/007908799/xbd/re.html)
+ Regular-Expressions.info (http://www.regular-expressions.info/)

+ Wikipedia (http://en.wikipedia.org/wiki/Regular_expression)

+ oreilly.com (http://www.oreilly.com/catalog/regex/)

You can find additional information on regular expressions and wildcard characters by searching
the Web.

Click Apply to save your changes.

Clicking OK does not apply the changes to the directory.

Verify that the change has been synchronized with the peer clusters by the Identity Vault.
Continue with Section 8.4, “Adding BCC Load and Unload Scripts,” on page 95.

Enabling Linux POSIX File Systems to Run on Secondary
Clusters

If you are using Linux POSIX file systems in cluster resources on the clusters in your BCC and you
want to migrate or fail over those file systems to peer clusters, you must add a script to convert the
container for the file system. Without the script, the file system cannot be mounted and the cluster
resource cannot be brought online on another cluster.

NOTE: The script is necessary only for Linux POSIX file systems that were created on OES 2 systems
and used EVMS Cluster Segment Manager containers. It is not used for clustered NSS pools or LVM
volume groups.

1
2
3
4

Log in to iManager as the BCC Administrator user.
In Roles and Tasks, click Clusters > My Clusters, then click the cluster name.
Click the Cluster Options tab.

Under Cluster Objects, select the BCC-enabled cluster resource that contains the Linux file
system, then click Details.

Cluster resources that are enabled for business continuity have the BCC label on the resource
typeicon.

Click the Business Continuity tab, then click Storage Management.

Under BCC Load Scripts, click New to bring up a wizard that lets you create a new script.
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7 In the wizard, specify the following information:
+ Name: Convert CSM container.

+ Description: Converts the CSM container so the specified container is available on the
secondary cluster.

CIM Enabled: Ensure that this option is deselected (not checked).

*

+ Synchronous: Ensure that this option is selected (checked)

See Step 6b in “Adding BCC Load and Unload Scripts” on page 95 for more information and
descriptions of the information in the value fields.

8 Under Script Parameters, click New, then specify the following:
+ Name: Specify the variable name as CONTAINER_NAME. This value is case-sensitive and
should be entered as

CONTAI NER_NANE

+ Value: Specify the name of the container. You assigned this name to the container when
you created it. This value is case-sensitive and should exactly match the container name.

9 Using a text editor, copy and paste thebcc_csm uti | . pl scriptinto the Script Parameters text
box.

The script is located in the / nsmi _scri pt s/ 1 i nux/ directory on the Business Continuity
Clustering CD or ISO image.

10 Click Apply to save your changes.
11 Repeat Step 1 through Step 10 for each peer cluster in your BCC.

The information you provide in the steps should be unique for each cluster.

Verifying BCC Administrator User Trustee Rights and
Credentials

You must ensure that the BCC Administrator user is a LUM-enabled user. For instructions, see
“Creating the BCC Group and Administrator User” on page 54.

You must ensure that the user who manages your BCC (that is, the BCC Administrator user) is a
trustee of the Cluster objects and has at least Read and Write rights to the All Attributes Rights
property. For instructions, see “Assigning Trustee Rights for the BCC Administrator User to the
Cluster Objects” on page 55.

In order for the BCC Administrator user to gain access to the cluster administration files (/ admi n/
novel I / cl ust er) on other Linux cluster nodes in your BCC, you must add that user to the
ncsgr oup on each cluster node. For instructions, see “Adding the BCC Administrator User to the
ncsgroup on Each Cluster Node” on page 56.
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7.6 Disabling BCC for a Peer Cluster

Before you disable BCC for a given peer cluster, you must first disable BCC for each of the cluster
resources running on that cluster. Ensure that you remove the secondary peer clusters from the
cluster resource’s Assigned list before you disable BCC for the resource on the primary peer cluster.
For information, see Section 8.7, “Disabling BCC for a Cluster Resource,” on page 99.

After you have disabled BCC for all resources running on that cluster, remove the secondary peer
clusters from the Assigned list of preferred nodes for that cluster, then disable BCC for the cluster.

7.7 What’s Next

Enable the cluster resources in each peer cluster that you want to be able to fail over between them.
For information, see Chapter 7, “Configuring BCC for Peer Clusters,” on page 81.
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Configuring BCC for Cluster Resources

After you have set up the Novell Cluster Services clusters for a business continuity cluster by using
Business Continuity Clustering software, you are ready to configure the cluster resources for BCC.
You can enable BCC for one or multiple cluster resources in each peer cluster. For each resource, you
can specify the preferred peer clusters for failover.

+ Section 8.1, “Requirements for Cluster Resources,” on page 91

+ Section 8.2, “BCC-Enabling Cluster Resources,” on page 94

+ Section 8.3, “Configuring Search-and-Replace Values for an Individual Cluster Resource,” on
page 94

+ Section 8.4, “Adding BCC Load and Unload Scripts,” on page 95

+ Section 8.5, “Assigning Preferred Peer Clusters for the Resource,” on page 98

+ Section 8.6, “Assigning Preferred Nodes in Peer Clusters,” on page 99

+ Section 8.7, “Disabling BCC for a Cluster Resource,” on page 99

+ Section 8.8, “Deleting or Unsharing a BCC-Enabled Shared NSS Pool Resource,” on page 101
+ Section 8.9, “Permanently Relocating a Cluster Resource to a Peer Cluster,” on page 103

+ Section 8.10, “Renaming a BCC-Enabled Pool or Volume,” on page 103

8.1 Requirements for Cluster Resources

+ Section 8.1.1, “LUNs for Cluster Pool Resources,” on page 91
+ Section 8.1.2, “Volumes for Cluster Pool Resources,” on page 92
+ Section 8.1.3, “Shared Disk Cluster Resources,” on page 92

+ Section 8.1.4, “Cluster Resources for OES 2018 SP3 Services,” on page 92

8.1.1 LUNsSs for Cluster Pool Resources

In a business continuity cluster, you should have only one NSS pool for each LUN that can be failed
over to another cluster. This is necessary because in a business continuity cluster, entire LUNs fail
over to other peer clusters. A pool is the entity that fails over to other nodes in a given cluster.

Multiple LUNs can be used as segments in a pool if the storage systems used in the clusters can fail
over groups of LUNs, sometimes called consistency groups. In this case, a given LUN can contribute
space to only one pool.
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8.1.2

8.1.3

8.1.4

Volumes for Cluster Pool Resources

A cluster-enabled NSS pool must contain at least one volume before its cluster resource can be
enabled for business continuity. You get an error message if you attempt to enable the resource for
business continuity if its NSS pool does not contain a volume.

Also, if you have encrypted NSS volumes in your BCC, then all clusters in that BCC must be in the
same eDirectory tree. The clusters in the other eDirectory tree cannot decrypt the NSS volumes.

Shared Disk Cluster Resources

See Table 8-1 for information about how to create shared disk cluster resources for OES 2018 SP8
clusters.

Table 8-1 Clustering Shared Disk Cluster Resources with Novell Cluster Services

Shared Disk Cluster Resources Procedure

Dynamic Storage Technology shadow volume pairs “Configuring DST Global Policies” in the OES 2018
SP3: Dynamic Storage Technology Administration
Guide

Linux LVM volume groups and logical volumes “Configuring and Managing Cluster Resources for
Shared LVM Volume Groups” in the OES 2018 SP3:
OES Cluster Services for Linux Administration Guide

NCP (NetWare Core Protocol) volumes Configuring NCP Volumes with OES Cluster Services in
the OES 2018 SP3: NCP Server for Linux
Administration Guide

Novell Storage Services (NSS) pools and volumes “Configuring and Managing Cluster Resources” in the
OES 2018 SP3: OES Cluster Services for Linux
Administration Guide

Legacy CSM cluster resources from OES 2 SP3 clusters “Planning for Cluster Resources” in the OES 2018 SP3:
(managing only) OES Cluster Services for Linux Administration Guide

Xen virtual machines “Virtual Machines as Cluster Resources” in the OES
2018 SP3: OES Cluster Services for Linux
Administration Guide

Cluster Resources for OES 2018 SP3 Services

See Table 8-2 for information about how to create cluster resources for OES 2018 SP3 services.

Table 8-2 Clustering OES 2018 SP3 Services with Novell Cluster Services

OES 2018 SP3 Service Procedure

Apache Web Server Apache HTTP Server in the OES 2015 SP1: Novell
Cluster Services NetWare to Linux Conversion Guide
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OES 2018 SP3 Service

Procedure

Certificate Server

The eDirectory Certificate Server is not cluster-
enabled. The Certificate Server service issues Server
Certificate objects that might need to reside on each
node in a cluster, depending on the service that is
clustered.

“eDirectory Server Certificates” in the OES 2015 SP1:
Novell Cluster Services NetWare to Linux Conversion
Guide

DFSVLDB

(Distributed File Services volume location database)

“OES 2018 SP3: Distributed File Services
Administration Guide for Linux” in the OES 2018 SP3:
Distributed File Services Administration Guide for
Linux

DHCP Server

See the following sections in the OES 2018 SP3: DNS/
DHCP Services for Linux Administration Guide:

+ “Configuring DHCP with OES Cluster Services for
the NSS File System”

¢ “Configuring DHCP with OES Cluster Services for
the Linux File System”

DNS Server “Configuring DNS with OES Cluster Services” in the
OES 2018 SP3: DNS/DHCP Services for Linux
Administration Guide

eDirectory eDirectory is not clustered because it has its own

replica system.

File, AFP (Apple Filing Protocol)

“Configuring AFP with OES Cluster Services for an NSS
File System” in the OES 2018 SP3: OES AFP for Linux
Administration Guide

File, CIFS

(Windows File Services)

“Configuring CIFS with Cluster Services for an NSS File
System” in the OES 2018 SP3: OES CIFS for Linux
Administration Guide

File, FTP

“Cluster Enabling Pure-FTPd in an OES Environment”
in the OES 2018 SP3: Planning and Implementation
Guide

File, NetStorage

“Configuring NetStorage with OES Cluster Services” in
the OES 2018 SP3: NetStorage Administration Guide
for Linux

iPrint

“Configuring iPrint with OES Cluster Services” in the
OES 2018 SP3: iPrint Administration Guide

MysQL

A MySQL template is available that uses a shared LVM
volume group that you have already created. For
information, see “Configuring MySQL with Novell
Cluster Services” in the OES 2015 SP1: Web Services
and Applications Guide.
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8.2 BCC-Enabling Cluster Resources

Cluster resources must be enabled for business continuity on the primary cluster before they can be
synchronized and appear as resources in the peer clusters in the business continuity cluster. Enabling
a cluster resource makes it possible for that cluster resource or cluster pool resource to be migrated
to another cluster.

1
2
3
4

(0}

Log in to iManager as the BCC Administrator user.
In Roles and Tasks, click Clusters > My Clusters, then click the cluster name.
Click the Cluster Options tab.

Select the desired cluster resource from the list of Cluster objects, then click the Details link to
view the resource Properties page.

Select the Business Continuity tab.

Enable a cluster resource or cluster pool resource for business continuity by selecting the Enable
Business Continuity Features check box, then click Apply.

Select the Scripts tab, then view the load script and ensure that the volume ID used by the
resource is unique across all nodes of every peer cluster.

If the volume ID is not unique, modify the volume ID value to assign a unique ID, then click
Apply. The change is not applied until you take the resource offline and then bring it online.

You can use the ncpcon vol unes command on each node in every peer cluster to identify the
volume IDs in use by all mounted volumes. Compare the results for each server to identify the
duplicates.

If you have not created a cluster replacement script to specify search-and-replace values for the
entire cluster, do one of the following:

+ Cluster Replacement Script: (Recommended) Create a replacement script that contains
search-and-replace values to use for the entire cluster.

1. Follow the procedure in Section 7.3, “Adding Search-and-Replace Values to the
Resource Replacement Script,” on page 87.

2. Continue with Section 8.5, “Assigning Preferred Peer Clusters for the Resource,” on
page 98.

+ Individual Resource Replacement Script: (Not recommended) Create a replacement script
that contains search-and-replace values only for an individual resource. Continue with
Section 8.3, “Configuring Search-and-Replace Values for an Individual Cluster Resource,” on
page 94.

8.3 Configuring Search-and-Replace Values for an
Individual Cluster Resource

Some values for a cluster resource’s properties (such as IP addresses) are specified in the resource
load and unload scripts when you create the resource. Whenever a resource fails over to a different
peer cluster, these properties must be changed to values that work in the destination peer cluster.
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BCC provides a Search-and-Replace option that dynamically modifies the load and unload scripts for
the resource so that it has the values it needs when it is migrated to or fails over between peer
clusters.

You can create a replacement script that contains search-and-replace values for the entire cluster, or
for an individual resource. Replacement scripts are for inbound changes to scripts for objects being
synchronized from other clusters, not outbound.

IMPORTANT: We recommend that you create a replacement script for the entire cluster instead of
for an individual resource. For information, see Section 7.3, “Adding Search-and-Replace Values to
the Resource Replacement Script,” on page 87.

Before you create a replacement script for an individual resource, you should contact Micro Focus
Support (http://support.novell.com).

The search-and-replace data that you add is resource-specific, and it is not synchronized via Identity
Manager between the clusters in the business continuity cluster.

To create a replacement for an individual cluster resource:

1 Inthe Resource Script Replacements section of the Business Continuity page, click New.

If a resource has already been configured for business continuity, you can click Edit to change
existing search-and-replace values, or you can click Delete to delete them.

2 Add the desired search-and-replace values, then click OK.

The search-and-replace values you specify here apply only to the resource you are enabling for
business continuity. If you want the search-and-replace values to apply to any or all cluster
resources, add them to the entire cluster instead of just to a specific resource.

IMPORTANT: If you change the resource-specific search-and-replace data after initially adding
it, you must update the resource load script and unload script in one of the peer clusters by
editing it and adding a space or a comment to it. This causes the script to be updated with the
new search-and-replace data.

See “Adding Search-and-Replace Values to the Resource Replacement Script” on page 87 for
more information on resource script search-and-replace values and adding those values to the
entire cluster.

3 If you are creating a new cluster resource, click Next.

4 Continue with Section 8.5, “Assigning Preferred Peer Clusters for the Resource,” on page 98.

Adding BCC Load and Unload Scripts

You can create BCC load and unload scripts for each BCC-enabled resource in each peer cluster. They
are used to handle the transfer of SAN devices between clusters during a failover.

Scripts written for a SAN that mirrors data between two clusters should demote/mask a LUN (or
group of LUNSs) for a running resource on its current cluster, swap the synchronization direction, then
promote/unmask the LUN(s) for the resource on the other cluster.
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You can add commands that are specific to your storage hardware. These scripts and commands
might be needed to promote mirrored LUNs to primary on the cluster where the pool resource is
being migrated to, or demote mirrored LUNs to secondary on the cluster where the pool resource is
being migrated from.

The scripts or commands you add are stored in eDirectory. If you add commands to call outside
scripts, those scripts must exist in the file system in the same location on every server in the cluster.

IMPORTANT: Scripts are not synchronized by Identity Manager.

Consider the following guidelines when creating and using scripts:

*

*

Scripts must be written in Perl or have a Perl wrapper around them.

Log files can be written to any location, but the BCC cluster resource information is logged to
SYSLOG (/ var /| og/ nessages).

Error codes can be used and written to a control file so that you know why your script failed.

BCC checks only whether the script was successful. If an error is returned from the script, the
resource does not load and remains in the offline state.

The BCC scripts are run from the Master_IP_Address_Resource node in the cluster.

Perl script code that you customize for your SAN can be added to a BCC-enabled cluster
resource load script and unload script through the BCC management interface.

¢ You can include parameters that are passed to each Perl script. BCC passes the parameters
in the format of %par Mm% %par m2% and so on.

+ There can be multiple scripts per resource, but you need to use a common file to pass
information from one script to another.

¢ The BCC load script and unload script for a BCC-enabled cluster resource must be unique
on each cluster node.

To add storage management configuration information:

1
2
3
4

Log in to iManager as the BCC Administrator user.
In Roles and Tasks, click Clusters > My Clusters, then click the cluster name.
Click the Cluster Options tab.

Under Cluster Objects, select a cluster resource that is enabled for business continuity, then click
Details.

Cluster resources that are enabled for business continuity have the BCC label on the resource
typeicon.

5 Click the Business Continuity tab, then click BCC Scripts.

Create BCC storage management load and unload scripts:

6a Under BCC Load Scripts, click New to bring up a page that lets you create a script to
promote mirrored LUNs on a cluster.

You can also delete a script, edit a script by clicking Details, or change the order in which
load scripts execute by clicking the Move Up and Move Down links.

6b Specify values for the following parameters on the Storage Management Script Details
page:
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Parameter

Description

Name Specify a name for the script you are creating.
Description If desired, specify a description of the script you are creating.
CIM enabled Select this check box if your SAN storage system supports SMI-S. This causes

the CIM-specific fields to become active on this page. It is selected by default.

CIMOM [P or DNS

If you selected the CIM Enabled check box, specify the IP address or DNS name
that is used for SAN management.

Namespace

If you selected the CIM Enabled check box, accept the default namespace, or
specify a different namespace for your storage system.

Namespace determines which models and classes are used with your storage
system. Consult the vendor documentation to determine which namespace is
required for your storage system.

User name and
password

If you selected the CIM Enabled check box, specify the user name and
password that is used to connect to and manage your SAN.

Port

If you selected the CIM Enabled check box, accept the default port number or
specify a different port number. This is the port number that CIMOM (your
storage system manager) uses. Consult your storage system documentation to
determine which port number you should use.

Secure

If you selected the CIM Enabled check box, select the Secure check box if you
want storage management communication to be secure (HTTPS). Deselect the
Secure check box to use non-secure communications (HTTP) for storage
management communications.

Synchronous

Select this check box to run scripts sequentially (that is, one at a time). This is
the default.

Deselect this check box to allow multiple scripts to run concurrently. Most SAN
storage system vendors do not support running multiple scripts concurrently.

Script parameters

If desired, specify variables and values for the variables that are used in the
storage management script.

To specify a variable, click New, then provide the variable name and value in
the fields provided. Click OK to save your entries. You can specify additional
variables by clicking New again and providing variable names and values. You
can also edit and delete existing script parameters by clicking the applicable
link.

These script commands are specific to your SAN hardware. You can add Perl
script commands that can be run on Linux. If you add commands to call
outside scripts, those scripts must exist on every server in the cluster.

Script parameters
text box

Use this text box to add script commands to the script you are creating.

These script commands are specific to your SAN hardware. You can add Perl
script commands that can be run on Linux.

IMPORTANT: If you add commands to call outside scripts, those scripts must
exist with the same name and path on every server in the cluster.
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6¢ Click Apply and OK on the Script Details page, then click OK on the Resource Properties
page to save your script changes.

IMPORTANT: After clicking Apply and OK on the Script Details page, you are returned to
the Resource Properties page (with the Business Continuity tab selected). If you do not click
OK on the Resource Properties page, your script changes are not saved.

Assigning Preferred Peer Clusters for the Resource

The cluster resource is configured on its primary cluster. Preferred peer clusters are the other
clusters that a cluster resource can be migrated to in a business continuity cluster. You specify to the
resource’s Assigned clusters list where the resource can be migrated. You can migrate a resource
only to one of the clusters that has been selected.

When you add a new peer cluster to the business continuity cluster (or remove a cluster and add it
back in), the new cluster is automatically listed in the Not Assigned list for each of the existing cluster
resources. You must manually assign the peer cluster to the Assigned list of preferred clusters for
each of the cluster resources that you want to be able to fail over to it.

1 Inthe Assigned list, specify the preferred peer clusters for fail over and their preferred failover

order.

Select a peer cluster, then click the left-arrow or right-arrow button to move it to the Assigned
list or Unassigned list. Select a peer cluster, then use the up-arrow and down-arrow buttons to
change the preferred failover order of the peer clusters in the Assigned list.

IMPORTANT: By default, the cluster resource can fail over to any node in the preferred peer
cluster. That is, all nodes in a peer cluster appear on the Assigned Nodes list for that resource on
that cluster.

Do one of the following:

Cluster Resource New or Existing Action

Linux POSIX file system New Click Finish.

Linux POSIX file system Existing Click Apply.

NSS pool New Click Next, then add the storage management

configuration information. For information, see
“Adding BCC Load and Unload Scripts” on page 95.

NSS pool Existing Add the storage management configuration
information. For information, see “Adding BCC
Load and Unload Scripts” on page 95.

After the cluster resource information is synchronized to all of the peer clusters in the
resource’s Assigned clusters list, you must specify your node preferences separately for each of
the peer clusters. For information, see Section 8.6, “Assigning Preferred Nodes in Peer Clusters,”
on page 99.
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8.6 Assigning Preferred Nodes in Peer Clusters

After the resource information has been synchronized to the peer clusters, its preferred nodes
settings in the Assigned Nodes list in each peer are set to all nodes in the cluster by default. You can
change the resource’s preferred nodes settings on peer clusters by specifying the preferred nodes
within each of the peer clusters on the resource Assigned Nodes list.

Before you begin, ensure that you have assigned the preferred peer clusters for the resource. For
information, see Section 8.5, “Assigning Preferred Peer Clusters for the Resource,” on page 98.

For each BCC-enabled cluster resource, do the following for each peer cluster where you plan to fail
over the cluster resource:

1
2
3

In iManager, click Clusters > My Clusters, then click the cluster name.
Click the Cluster Options tab.

Select the box next to the resource whose preferred node list you want to view or edit, then
click the Details link.

If this is a peer cluster where the resource is currently running, the cluster resource has a status
of primary. On other peer clusters, the status is secondary.

Click the Preferred Nodes tab.

5 From the Unassigned Nodes list, select the server you want the resource assigned to, then click

the right-arrow button to move the selected server to the Assigned Nodes list.
Repeat this step for all servers you want assigned to the resource.

From the Assigned Nodes list, select the servers you want to unassign from the resource, then
click the left-arrow button to move the selected servers to the Unassigned Nodes list.

The primary peer cluster and the node where the resource is running cannot be moved from
the Assigned list to the Unassigned list.

Click the up-arrow and down-arrow buttons to change the preferred failover order of the
servers assigned to the resource or volume.

Click Apply to save the node assignment changes.

The preferences apply immediately.

8.7 Disabling BCC for a Cluster Resource

After enabling a resource for business continuity, it is possible to disable it. You might want to
disable BCC for a cluster resource in any of the following cases:

*

*

*

*

You accidentally enabled the resource for business continuity.
You no longer want the cluster resource to be able to fail over between peer clusters.
You plan to delete the cluster resource.

You plan to remove the peer cluster from the business continuity cluster. In this case, you must
disable BCC for each cluster resource before you disable BCC for the cluster.
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IMPORTANT: If you disable Business Continuity Clustering for a cluster by using either iManager or
the cl ust er di sabl e console command, the cluster resources in that cluster that have been
enabled for business continuity are automatically disabled for business continuity. If you re-enable
Business Continuity Clustering for the cluster, you must again re-enable each of its cluster resources
that you want to be enabled for business continuity.

This can be a time-consuming process if you have many cluster resources that are enabled for
business continuity. For this reason, you should use caution when disabling Business Continuity
Clustering for an entire cluster.

Before you disable BCC for a BCC-enabled resource, remove the secondary peer clusters from the
resource’s assigned list, then disable BCC only from the primary cluster, either by using iManager or
command line. Do not attempt to disable BCC on the same resource from multiple peer clusters.

To disable BCC for a cluster resource:

Log in to iManager as the BCC Administrator user.

In Roles and Tasks, click Clusters > My Clusters, then click the cluster name.

Click the Cluster Options tab.

Select the check box next to the desired cluster resource from the list of Cluster objects.
Click the Details link.

On the Preferred Nodes tab, remove the secondary peer clusters from the Assigned list, then
disable BCC for the resource on the primary peer cluster.

6a Click the Preferred Nodes tab.

A U1 A W N R

6b From the Assigned Nodes list, select the nodes that reside in the secondary peer clusters,
then click the arrow button to move the selected servers to the Unassigned Nodes list.

The primary peer cluster and the node where the resource is running cannot be moved
from the Assigned list to the Unassigned list.

6¢ Click Apply to save the node assignment changes.

7 On the Details page, click the Business Continuity tab, deselect the Enable Business Continuity
Features check box, then click Apply.

8 Wait for Identity Manager to synchronize the changes.
This could take from 30 seconds to one minute, depending on your configuration.

9 Delete the Cluster Resource object on the clusters where you no longer want the resource to
run.

In iManager, use the Clusters plug-in to delete the cluster resource.
9a In Roles and Tasks, click Clusters > My Clusters, then click the cluster name.
9b If the cluster resource is online, take it offline:

On the Cluster Manager page, select the check box next to the cluster resource, then click
Offline.

Refresh the Cluster Manager page to verify that the resource has a status of Offline before
you continue.

9c Select the Cluster Options tab.

9d Select the check box next to the resource, then click Delete.
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This deletes the Cluster Resource object. It does not delete the storage or service
represented by the object.

For a pool cluster resource, this also deletes the related NCP virtual server object, Pool
object, and Volume obiject.

NOTE: Repeat Step 9 on page 100 on all the clusters where you no longer want the resource to
run.

Deleting or Unsharing a BCC-Enabled Shared NSS Pool
Resource

You might need to unshare a pool resource if you decide not to cluster the pool. You might decide to
delete an NSS pool if the data stored on it is no longer needed.

Consider the following guidelines when planning to delete or unshare a BCC-enabled pool resource:

+ All resource configuration must happen from the master node. On the Cluster Options page for
iManager, connect to the Cluster object, not to Cluster Node objects. On the Storage > Pools
page for iManager, connect to the master node. Run NSSMU only on the master node.

+ You must disable BCC for a shared NSS pool before you delete it or unshare it. This allows the
pool to be removed from the list of resources kept by the peer clusters.

+ You must offline the cluster resource before attempting to delete either the cluster resource or
the clustered pool. For example, if you want to unshare a pool, offline the cluster resource for
the pool before you mark the pool or the device as Not Shareable for Clustering; then you can
delete the eDirectory object for the cluster resource.

WARNING: If you attempt to delete a cluster resource without first offlining it, deletion errors
occur, and the data associated with the clustered pool is not recoverable.

To delete or unshare a BCC-enabled shared NSS pool resource:

1 In Roles and Tasks, click Clusters > My Clusters, then click the cluster name.
2 Click the Cluster Options tab.

3 If the resource is on a non-master node in the cluster, migrate it to the master node. Select the
resource, click Migrate, then specify the master node.

4 Select the shared NSS pool resource, click Properties, then select Business Continuity.
5 Disable BCC for the pool cluster resource, then click Apply.
For information, see Section 8.7, “Disabling BCC for a Cluster Resource,” on page 99.

Wait for Identity Manager to synchronize the change to all peer clusters before continuing. You
can check the other peer clusters to ensure that the cluster resource you BCC-disabled no
longer appears in their list of resources.

6 Go to the Cluster Manager page, select the check box next to the NSS pool cluster resource,
then click Offline.

WARNING: If you attempt to delete a cluster resource without first offlining it, deletion errors
occur, and the data associated with the clustered pool is not recoverable.
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7 Do one of the following:

Click the Cluster Options tab.
Select NSS pool resource to view Properties, then select Scripts.

Modify the load script by removing any commands related to the BCC,
then click Apply.

Modify the unload script by removing any commands related to the
BCC, then click Apply.

Modify the monitor script by removing any commands related to the
BCC, then click Apply.

Click OK.

Task Procedure
Keep the shared NSS 1.
pool to use it only in the 2
current cluster.

3.

4,

5.

6.

7.

Go to the Cluster Manager page, select the check box next to the NSS
pool cluster resource, then click Online.

Keep the NSS pool, but 1.
unshare it to use it as a
non-clustered pool. 2

In iManager, select Storage > Pools, then select the master node of the
cluster.

. Select the pool to view its Pool Details. (It should be deactive since the

resource was offline when you modified the script.)

3. Mark the pool as Not Shareable for Clustering, then click Apply.

In Roles and Tasks, click Clusters > My Clusters, then click the cluster
name.

Click the Cluster Options tab.

Select the check box next the Cluster Resource object you want to
delete, then click Delete.

Unshare the pool, then 1.
delete it.

In iManager, select Storage > Pools, then select the master node of the
cluster.

Select the pool to view its Pool Details. (It should be deactive since the
resource was offline when you modified the script.)

3. Mark the pool as Not Shareable for Clustering, then click Apply.

Select Clusters > My Clusters, select the cluster, then select the Cluster
Options tab.

Select the check box next the Cluster Resource object you want to
delete, then click Delete.

In iManager, select Storage > Pools, then select the node of the cluster.
Select the pool to view the Pool Details.

Click Delete, then confirm the deletion.
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8.9 Permanently Relocating a Cluster Resource to a Peer
Cluster

In some disaster situations, it is possible that the pool cluster resource has been permanently
relocated to the current peer cluster. You must create new Pool and Volume objects in its new
permanent location in order in order to modify the pool or volume, or to perform other tasks like
setting up Distributed File Services junctions or home directories. You receive an eDirectory error if
the operation cannot find the information that it needs in the same context.

Because these changes need to send information to eDirectory, you should perform them from the
master node of its new cluster location.

To cluster-enable the pool in its current cluster (that is, in a different peer cluster than where it was
originally created):

1 Save any unique or custom information for this resource, such as custom load, unload, or
monitoring scripts, BCC scripts for SAN management, and resource replacement values.

2 Disable BCC on the pool cluster resource.

3 Take the resource offline on the peer cluster where you want it to permanently reside.

4 Delete the Cluster Resource objects from eDirectory for the original cluster and the peer cluster.

You should be able to use the Clusters plug-in in iManager to delete the cluster resource. This
should clean up the related resource objects, particularly the Virtual NCP Server object for the
resource. You can alternatively delete the objects manually from eDirectory.

Check eDirectory manually to ensure that the Virtual NCP Server object, the Pool object, and
the Volume object are also deleted for the resource you deleted. These objects reside in the
landing zone of the peer cluster and in the normal context on the original cluster.

5 Use the Update eDirectory option in NSSMU or in the Storage plug-in in iManager to create new
Storage objects for the existing pool and its volumes.

The new names will be based on the server where you create the objects.

6 (Optional) After the new objects have been synchronized in eDirectory, you can perform tasks
on the pool and volume, such as renaming the pool or volume, or adding new volumes.

7 Use the Clusters plug-in to cluster-enable the pool and its volumes in its current cluster.

8 BCC enable the resource, then reconfigure any of the custom settings for the resource based on
its current cluster.

8.10 Renaming a BCC-Enabled Pool or Volume

You can rename a BCC-enabled pool or volume in its original cluster, that is, where it was created
rather than from a peer cluster.
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IMPORTANT: If you cannot BCC-migrate the resource back to its original cluster, such as in a disaster
situation, you must permanently relocate the pool to its current cluster as described in Section 8.9,
“Permanently Relocating a Cluster Resource to a Peer Cluster,” on page 103. You can rename the
pool or volume as part of this re-assignment process.

Migrate the resource to the master node of its original cluster.

Save any unique or custom information for this resource, such as custom load, unload, or
monitoring scripts, BCC scripts for SAN management, and resource replacement values.

Disable BCC for the resource as described in Section 8.7, “Disabling BCC for a Cluster Resource,”
on page 99, following the process to keep it cluster-enabled in its original pool.

(Optional) Rename the clustered pool as described in “Renaming a Clustered NSS Pool ” in the
OES 2018 SP3: OES Cluster Services for Linux Administration Guide.

(Optional) Rename a clustered volume as described in “Renaming a Clustered NSS Pool ” in the
OES 2018 SP3: OES Cluster Services for Linux Administration Guide.

Re-enable BCC for the resource as described in Section 8.2, “BCC-Enabling Cluster Resources,”
on page 94.

Reconfigure any of the custom settings for the resource based on its current cluster.
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9.1

9.1.1

Managing a Business Continuity Cluster

This section can help you effectively manage a business continuity cluster with the Business
Continuity Clustering software. It describes how to migrate cluster resources from one Novell Cluster
Services cluster to another, to modify peer credentials for existing clusters, and to generate reports
of the cluster configuration and status.

IMPORTANT: Identity Manager must be configured and running on one node in each peer cluster
before any BCC-enabled cluster resource changes are made. Ensure that the Identity Manager server
is part of the cluster and that it is working properly whenever you make BCC configuration changes
to the BCC-enabled cluster resources. For information, see Chapter 6, “Configuring the ldentity
Manager Drivers for BCC,” on page 65.

For information about using console commands to manage your business continuity cluster, see
Appendix A, “Console Commands for BCC,” on page 137.

+ Section 9.1, “Migrating a Cluster Resource to a Peer Cluster,” on page 105

*

Section 9.2, “Bringing a Downed Cluster Back in Service,” on page 107

*

Section 9.3, “Changing Peer Cluster Credentials,” on page 107

*

Section 9.4, “Viewing the Current Status of a Business Continuity Cluster,” on page 109

*

Section 9.5, “Generating a Cluster Report,” on page 110

*

Section 9.6, “Resolving Business Continuity Cluster Failures,” on page 110

Migrating a Cluster Resource to a Peer Cluster

Although Business Continuity Clustering provides an automatic failover feature that fails over
resources between peer clusters, we recommend that you manually migrate cluster resources
between the peer clusters instead. For information about configuring and using automatic failover
for a business continuity cluster, see Appendix C, “Setting Up Auto-Failover,” on page 145.

¢ Section 9.1.1, “Understanding BCC Resource Migration,” on page 105

¢ Section 9.1.2, “Migrating Cluster Resources between Clusters,” on page 106

Understanding BCC Resource Migration

A cluster resource can be migrated or failed over to nodes in the same cluster or to nodes in a peer
cluster. Typically, you migrate or fail over locally to another node in the same cluster whenever it
makes sense to do so. If one site fails (all nodes in a given cluster are not functional), you can use
iManager to manually BCC migrate resources to any of the peer clusters. Each resource starts on its
preferred node on the peer cluster where you have BCC migrated the resources.

Migrating a pool resource to another cluster causes the following to happen:

1. If the source cluster can be contacted, the state of the resource is changed to offline.
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. The resource changes from primary to secondary on the source cluster.
3. Any storage management unload script that is associated with the pool resource is run.

. Thecluster scan for new devi ces command is executed on the peer cluster so that the

cluster is aware of LUNs that are no longer available.

. On the destination peer cluster, the resource changes from secondary to primary so that it can

be brought online.

. Any storage management load script that is associated with the pool resource is run.

If an error is returned from the BCC load script, the resource is not brought online and remains
in the offline, not comatose, state.

. Thecluster scan for new devi ces command is executed on the destination peer cluster

so that the cluster is aware of LUNs that are now available.

. Resources are brought online and load on the most preferred node in the cluster (that is, on the

first node in the preferred node list).

TIP: You can use the cl ust er m gr at e command to start resources on nodes other than the
preferred node on the destination cluster.

. Resources appear as running and primary on the cluster where you have migrated them.

Migrating Cluster Resources between Clusters

WARNING: Do not migrate resources for a test failover if the storage connection between the source
and destination cluster is down. Possible disk problems and data corruption can occur if the down
connection comes up and causes a divergence in data. This warning does not apply if resources are
migrated during an actual cluster site failure.

To manually migrate cluster resources from one cluster to another:

1 Log in to iManager as the BCC Administrator user.
2 In Roles and Tasks, click Clusters > My Clusters, then click the cluster name.
3 Click the BCC Manager tab.

4 Select one or more cluster resources, then click BCC Migrate.

The cluster you chose is shown as the Current Cluster.

Current Cluster is associated with the first table on the BCC Migrate page. It tells you what
cluster you selected to manage the BCC. Information is provided from the point of view of that
cluster.

For example, if the resource is assigned to a node in the cluster you are managing from, the
cluster resource status is the same as if you were looking at the cluster itself, such as Running or
Offline. If the cluster resource is not assigned to the cluster you are managing from (that is, not
in the current cluster), then the status is shown as Secondary.

In the list of clusters, select the cluster where you want to migrate the selected resources, then
click OK.
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9.3

The resources migrate to their preferred node on the destination cluster. If you select Any
Configured Peer as the destination cluster, the Business Continuity Clustering software chooses
a destination cluster for you. The destination cluster that is chosen is the first cluster that is up
in the peer clusters list for this resource.

6 View the state of the migrated resources by selecting Clusters > BCC Manager, then select the
Cluster object of the cluster where you have migrated the resources.

The migration or failover of NSS pools or other resources between peer clusters can take
additional time compared to migrating between nodes in the same cluster. Until the resource
achieves a Running state, iManager shows multiple states as the resource is unloaded from the
node in the source cluster and loaded successfully on its preferred node in the destination
cluster.

Bringing a Downed Cluster Back in Service

If a cluster has been totally downed (all nodes are down concurrently), the peer clusters do not
automatically recognize the cluster if you bring the nodes back online.

To bring the downed cluster back into service in the business continuity cluster:

1 Bring up only a single node in the cluster.

2 At the terminal console of this node, enter
cluster resetresources

3 Bring up the remainder of the nodes.

Changing Peer Cluster Credentials

You can change the credentials that are used by one peer cluster to connect to another peer cluster.
You might need to do this if the administrator user name or password changes for any clusters in the
business continuity cluster. To do this, you change the user name and password for the
administrative user that the selected cluster uses to connect to another selected peer cluster.

Configure the new peer cluster credentials on one node in each peer cluster in the business
continuity cluster:

1 Loginasther oot user on the cluster node where you want to add peer credentials in this
cluster, then open a terminal console.
You can use any node in the cluster to specify credentials.

2 At the command prompt, enter
cl uster connections <cluster_name>

For example, this lists the BCC peer clusters and credential information. At this point, the
credentials have been changed but not entered for the peer clusters. They are reported as
invalid.
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cl uster connections clusterl

Connection status for cluster: clusterl

Cl uster Nane User nane Connection Status
clusterl <unknown> Invalid Credentials
cluster?2 <unknown> Invalid Credentials

For each cluster in the list, enter the following command at the command prompt, then enter
the bccadm n user name and password when you are prompted.

cluster credentials <cluster_name>
For example, issue the command once for each peer cluster:

cluster credentials clusterl

Enter the credentials for the specified cluster. Press CTRL+C to
cancel

User nanme: bccadmin

Passwor d:

Pl ease wait. ..

The credentials for cluster clusterl have been saved.

cluster credentials cluster2

Enter the credentials for the specified cluster. Press CTRL+C to
cancel

User nanme: bccadmin

Passwor d:

Pl ease wait. ..

The credentials for cluster cluster2 have been saved.

If you created different BCC Administrator users for each peer cluster, you will provide the
respective credentials for each cluster.

Verify that the peer clusters are recognized as being members of the same BCC. Enter the
cl uster connecti ons command and cl ust er vi ewcommand to view the status.

For example, on clusterl:

cluster connections clusterl

Connection status for cluster: clusterl

Cl uster Name User nane Connecti on Status
clusterl bccadni n (04
cluster?2 bccadni n (04

cluster view

Cluster clusterl

This node cl1_nodel [epoch 1 master node cl_nhode2]
Cluster nodes [cl_nodel, cl_node2]

BCC peer clusters [clusterl, cluster?2]

If you created different BCC Administrator users for each peer cluster, each peer cluster would
report a different user name in the cl ust er connecti ons command.
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9.4.1

5 Add the BCC Administrator user to the ncsgr oup for the cluster. Repeat the following steps for
every node in the peer cluster:

5a Asther oot user, openthe/ et c/ group file in a text editor.
5b Locate the line that reads ncsgr oup, then modify it to include the bccadmi n user.
For example, change
ncsgroup:!:107:
to
ncsgroup: !: 107: bccadnin
For example, change
ncsgroup:!: 107: bced
to
ncsgroup: !: 107: bced, bccadni n

The file should contain one of the above lines, but not both.

Notice the group ID number of the ncsgr oup. In this example, the number 107 is used.
This number can be different for each cluster node.

5c¢ Save the/ et ¢/ group file.

5d At the server console prompt, enter the following to verify that the bccadm n user is a
member of the ncsgr oup.

id bccadm n

6 Repeat the previous steps on a node in each peer cluster in turn.

The nodes in the other peer clusters know about the peer clusters, but they do not yet have the
credentials needed to connect.

Viewing the Current Status of a Business Continuity
Cluster

You can view the current status of your business continuity cluster by using either iManager or the
server console of a cluster in the business continuity cluster.

+ Section 9.4.1, “Using iManager to View the Cluster Status,” on page 109

+ Section 9.4.2, “Using Console Commands to View the Cluster Status,” on page 110

Using iManager to View the Cluster Status

1 Login to iManager as the BCC Administrator user.

2 In Roles and Tasks, click Clusters > My Clusters, then click the cluster name.
3 Click the BCC Manager tab.

4 View the status of the BCC resources in the business continuity cluster.

5 Repeat the process for each peer cluster to view the status from each cluster’s point of view.
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9.5

9.6

9.6.1

Using Console Commands to View the Cluster Status

At the server console of a server in the business continuity cluster, enter any of the following
commands to get different kinds of status information:

cluster view
cluster status
cluster connections

Generating a Cluster Report

You can generate a report for each cluster in the business continuity cluster to list information on a
specific cluster, such as current cluster configuration, cluster nodes, and cluster resources. You can
print or save the report by using your browser.

1 Log in to iManager as the BCC Administrator user.

2 In Roles and Tasks, click Clusters > My Clusters.

3 Select the check box next to the cluster.

4 Select Actions > Run Report.

Resolving Business Continuity Cluster Failures

There are several failure types associated with a business continuity cluster. Understanding the
failure types and knowing how to respond to each can help you more quickly recover a cluster. Some
of the failure types and responses differ depending on whether you have implemented storage-
based mirroring or host-based mirroring. Promoting or demoting LUNs is sometimes necessary when
responding to certain types of failures.

NOTE: The terms promote and demote are used here in describing the process of changing LUNs to a
state of primary. However, your storage vendor documentation might use different terms, such as
mask and unmask.

+ Section 9.6.1, “Storage-Based Mirroring Failure Types and Responses,” on page 110

¢ Section 9.6.2, “Host-based Mirroring Failure Types and Responses,” on page 112

Storage-Based Mirroring Failure Types and Responses

Storage-based mirroring failure types and responses are described in the following sections:

+ “Primary Cluster Fails but Primary Storage System Does Not” on page 111

+ “Primary Cluster and Primary Storage System Both Fail” on page 111

+ “Secondary Cluster Fails but Secondary Storage System Does Not” on page 111

+ “Secondary Cluster and Secondary Storage System Both Fail” on page 111

+ “Primary Storage System Fails and Causes the Primary Cluster to Fail” on page 111

Ill

+ “Secondary Storage System Fails and Causes the Secondary Cluster to Fail” on page 112
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+ “Inter-Site Storage System Connectivity Is Lost” on page 112

+ “Inter-Site LAN Connectivity Is Lost” on page 112

Primary Cluster Fails but Primary Storage System Does Not

This type of failure can be temporary (transient) or long-term. There should be an initial response
and then a long-term response based on whether the failure is transient or long-term. The initial
response is to BCC migrate the resources to a peer cluster. Next, work to restore the failed cluster to
normal operations. The long-term response is total recovery from the failure.

Promote the secondary LUN to primary. Cluster resources load and become primary on the peer
cluster.

Prior to bringing up the original cluster servers, ensure that the storage system and SAN
interconnect are in a state in which the cluster resources cannot come online and cause a divergence
in data. Divergence in data occurs when connectivity between storage systems has been lost and
both clusters assert that they have ownership of their respective disks. Ensure that the former
primary storage system is demoted to secondary before bringing cluster servers back up. If the
former primary storage system has not been demoted to secondary, you might need to demote it
manually. Consult your storage hardware documentation for instructions on demoting and
promoting LUNs. You can use the cl ust er resetresources console command to change
resource states to offline and secondary.

Primary Cluster and Primary Storage System Both Fail

Bring the primary storage system back up. Follow your storage vendor’s instructions to remirror it.
Promote the former primary storage system back to primary. Then bring up the former primary
cluster servers, and fail back the cluster resources.

Secondary Cluster Fails but Secondary Storage System Does Not

Secondary clusters are not currently running the resource. No additional response is necessary for
this failure other than recovering the secondary cluster. When you bring the secondary cluster back
up, the LUNs are still in a secondary state to the primary SAN.

Secondary Cluster and Secondary Storage System Both Fail

Secondary clusters are not currently running the resource. Bring the secondary storage system back
up. Follow your storage vendor’s instructions to remirror. When you bring the secondary cluster
back up, the LUNs are still in a secondary state to the primary SAN.

Primary Storage System Fails and Causes the Primary Cluster to Fail

When the primary storage system fails, the primary cluster also fails. BCC migrate the resources to a
peer cluster. Bring the primary storage system back up. Follow your storage vendor’s instructions to
remirror. Promote the former primary storage system back to primary. You might need to demote
the LUNs and resources to secondary on the primary storage before bringing them back up. You can
use thecl uster resetresources console command to change resource states to offline and
secondary. Bring up the former primary cluster servers and fail back the resources.
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9.6.2

Secondary Storage System Fails and Causes the Secondary Cluster to Fail

Secondary clusters are not currently running the resource. When the secondary storage system fails,
the secondary cluster also fails. Bring the secondary storage back up. Follow your storage vendor’s
instructions to remirror. Then bring the secondary cluster back up. When you bring the secondary
storage system and cluster back up, resources are still in a secondary state.

Inter-Site Storage System Connectivity Is Lost

Recover the connection. If divergence of the storage systems occurred, remirror from the good side
to the bad side.

Inter-Site LAN Connectivity Is Lost

User connectivity might be lost to a given service or data, depending on where the resources are
running and whether multiple clusters run the same service. Users might not be able to access
servers in the cluster that they usually connect to, but can possibly access servers in another peer
cluster. If users are co-located with the cluster that runs the service or stores the data, nothing
additional is required. An error is displayed. Wait for connectivity to resume.

If you have configured the auto-failover feature, see Appendix C, “Setting Up Auto-Failover,” on
page 145.

Host-based Mirroring Failure Types and Responses

Host-based mirroring failure types and responses are described in the following sections:

+ “Primary Cluster Fails but Primary Storage System Does Not” on page 112

+ “Primary Cluster and Primary Storage System Both Fail” on page 113

+ “Secondary Cluster Fails but Secondary Storage System Does Not” on page 113

+ “Secondary Cluster and Secondary Storage System Both Fail” on page 113

+ “Primary Storage System Fails and Causes the Primary Cluster to Fail” on page 113

+ “Secondary Storage System Fails and Causes the Secondary Cluster to Fail” on page 113
+ “Inter-Site Storage System Connectivity Is Lost” on page 113

+ “Inter-Site LAN Connectivity is Lost” on page 113

Primary Cluster Fails but Primary Storage System Does Not

The initial response is to BCC migrate the resources to a peer cluster. Next, work to restore the failed
cluster to normal operations. The long-term response is total recovery from the failure. Do not
disable MSAP (Multiple Server Activation Prevention), which is enabled by default. When the former
primary cluster is recovered, bring up the former primary cluster servers, and fail back the cluster
resources.
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Primary Cluster and Primary Storage System Both Fail

Bring up your primary storage system before bringing up your cluster servers. Then run the C ust er
Scan For New Devi ces command from a secondary cluster server. Ensure that remirroring
completes before bringing the downed cluster servers back up. Then bring up the former primary
cluster servers, and fail back the cluster resources.

Secondary Cluster Fails but Secondary Storage System Does Not

Secondary clusters are not currently running the resource. No additional response is necessary for
this failure other than recovering the secondary cluster. When you bring the secondary cluster back
up, the storage system is still secondary to the primary cluster.

Secondary Cluster and Secondary Storage System Both Fail

Secondary clusters are not currently running the resource. Bring up your secondary storage system
before bringing up your cluster servers. Then run the Cl ust er Scan For New Devi ces
command on a primary cluster server to ensure that remirroring takes place. When you bring the
secondary cluster back up, the storage system is still secondary to the primary cluster.

Primary Storage System Fails and Causes the Primary Cluster to Fail

If your primary storage system fails, all nodes in your primary cluster also fail. BCC migrate the
resources to a peer cluster. Bring the primary storage system back up. Bring up your primary cluster
servers. Ensure that remirroring completes before failing back resources to the former primary
cluster.

Secondary Storage System Fails and Causes the Secondary Cluster to Fail

Secondary clusters are not currently running the resource. When the secondary storage system fails,
the secondary cluster also fails. Bring the secondary storage back up. Bring up your secondary
cluster servers. Ensure that remirroring completes on the secondary storage system. When you bring
the secondary storage system and cluster back up, resources are still in a secondary state.

Inter-Site Storage System Connectivity Is Lost

Recover the connection. If divergence of the storage systems occurred, remirror from the good side
to the bad side.

Inter-Site LAN Connectivity is Lost

User connectivity might be lost to a given service or data, depending on where the resources are
running and whether multiple clusters run the same service. Users might not be able to access
servers in the cluster that they usually connect to, but can possibly access servers in another peer
cluster. If users are co-located with the cluster that runs the service or stores the data, nothing
additional is required. An error is displayed. Wait for connectivity to resume.

If you have configured the auto-failover feature, see Appendix C, “Setting Up Auto-Failover,” on
page 145.
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Troubleshooting Business Continuity
Clustering

This section contains the following topics to help you troubleshoot Business Continuity Clustering.

+ Section 10.1, “Identity Manager,” on page 115
+ Section 10.2, “Peer Clusters,” on page 118

+ Section 10.3, “BCC-Enabled Cluster Resources,” on page 122

*

Section 10.4, “BCC Startup Flags,” on page 126
Section 10.5, “BCC Error Codes,” on page 126

*

10.1 Identity Manager

+ Section 10.1.1, “Identity Manager Plug-Ins Do Not Appear in iManager,” on page 115

+ Section 10.1.2, “Identity Manager Drivers for Cluster Synchronization Do Not Start,” on
page 116

+ Section 10.1.3, “Identity Manager Drivers Do Not Synchronize Objects from One Cluster to
Another,” on page 116

+ Section 10.1.4, “Tracing ldentity Manager Communications,” on page 117

+ Section 10.1.5, “SSL Certificates Are Missing,” on page 118

10.1.1 Identity Manager Plug-Ins Do Not Appear in iManager

After you properly install Identity Manager plug-ins in iManager, the plug-ins sometimes disappear
from iManager for the tree you want to manage.

Identity Manager plug-ins for iManager require that eDirectory is running and working properly in
the tree you are trying to manage. If the plug-in does not appear in iManager, ensure that the
eDirectory daemon (ndsd) is running on the server that contains the eDirectory master replica for
that tree.

To restart ndsd on the master replica server, enter the following command at its command prompt
as ther oot user:

rcndsd restart
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10.1.2

10.1.3

116

Identity Manager Drivers for Cluster Synchronization Do Not

Start

If the Identity Manager drivers for cluster synchronization do not start, the problem might be caused
by one of the following conditions:

+ The ports used by the driver are not unique and available.

Each eDirectory driver must listen on a different port number. To specify the port number,
access the driver properties in iManager and specify the appropriate port number in the IP
address field. See Chapter 6, “Configuring the Identity Manager Drivers for BCC,” on page 65 for
more information.

The format for specifying the port number in the IP address field is remote IP:remote port:local
port. For example, you could specify something similar to 10.1.1.1:2002:2002.
The driver has been disabled.

Click the red icon for the driver on the Identity Manager Driver Overview page. You can enable
the driver by using the radio buttons in the Driver Startup section of the page that displays.

Selecting the Auto Start option is recommended.

Unknown communications problems. See Section 10.1.4, “Tracing ldentity Manager
Communications,” on page 117.

Identity Manager Drivers Do Not Synchronize Objects from One

Cluster to Another

If objects are not synchronizing between clusters, the problem might be caused by one of the
following conditions:

*

The eDirectory daemon (ndsd) is not running on the server that contains the eDirectory master
replicain the tree. To restart ndsd on the master replica server, enter the following command at
its command prompt as the r oot user:

rcndsd restart

The drivers are not running.
A driver is not security equivalent to an object with the necessary rights in the tree.
You have underscores and spaces in object names.

eDirectory interprets underscores and spaces as the same character. For example, if you have a
cluster template named iPrint Server and you try to synchronize a resource named
iPrint_Server, the synchronization fails. This is because the underscore character is mapped to a
space. eDirectory returns an error that the entry already exists.

The eDirectory partition on the Identity Manager node is incorrect.

This partition must contain the cluster container, the DriverSet, the Landing Zone OU, and the
server containers (Virtual NCP Servers, Volumes, and Pools).

The drivers are not communicating on the same port.

For example, if the driver on Cluster A is listening on port 2002, the driver on Cluster B must
bind to port 2002 on Cluster A in order for the driver communication to work properly.
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10.1.4

The format for specifying the port number in the IP address field is remote IP:remote port:local
port. For example, you could specify something similar to 10.1.1.1:2002:2002.

See Section 10.1.4, “Tracing Identity Manager Communications,” on page 117.

Tracing Identity Manager Communications

DSTrace is used to trace ldentity Manager communications. In a BCC, it is generally best to trace both
sides of the communication channel (both drivers).

For information about setting trace levels for driver sets, see “Configuring Trace Levels” in the Net/Q
Identity Manager Driver Administration Guide.

For information about using ndst r ace, see “Using DSTrace” in the Net/Q eDirectory Administration
Guide.

The trace messages are written to the ndst r ace. | og file located in the directory where eDirectory
is installed. By default, it is / var / nds. You might want to delete this file before starting a trace so
that the events logged in the file are specific to the actions you are tracing.

To trace the communications for the BCC-specific Identity Manager drivers on a Linux BCC:

1 Modify two attributes on both DriverSet objects:
1la Login to iManager as the BCC Administrator user.
1b Click the View Objects button at the top of the iManager page.

1c Inthe tree view, browse to and right-click the desired DriverSet object, then select Modify
Object.

1d Click the General tab. In the list of valued attributes, click DirXML-DriverTraceLevel, then
click Edit.

1le Ensure that the Trace Level is set to 4, then click OK.

1f Repeat Step 1d and Step 1e for the DirXML-XSLTraceLevel attribute, also setting the trace
level to 4.

1g Repeat Step 1c through Step 1f for the other driver sets you want to trace.

2 At the Linux terminal console, log in as the r oot user, then start the DSTrace utility by entering
/opt/novel | / eDi rectory/ bi n/ ndstrace

3 Configure DSTrace by entering
ndstrace inline -all +dvrs +dxm +tine

4 Exit the DSTrace utility by entering
exit

5 Enable DSTrace by again entering ndst r ace on at the Linux terminal console.

6 Run the desired actions for the information you want traced.

7 Disable DSTrace by entering ndstrace of f at the Linux terminal console.
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10.1.5

10.2

10.2.1

10.2.2

10.2.3

SSL Certificates Are Missing

If SSL certificates are not present or have not been created, Identity Manager drivers might not start
or function properly.

Peer Clusters

¢ Section 10.2.1, “Incorrect Status in the Cluster View Report After Enabling BCC on Peer
Clusters,” on page 118

+ Section 10.2.2, “Administration of Peer Clusters Is Not Functional,” on page 118
+ Section 10.2.3, “Peer Cluster Communication Is Not Working,” on page 118

+ Section 10.2.4, “Cluster Connection States,” on page 119

+ Section 10.2.5, “Driver Port Number Conflicts,” on page 120

+ Section 10.2.6, “Security Equivalent User,” on page 120

¢ Section 10.2.7, “Clusters Cannot Communicate,” on page 121

Incorrect Status in the Cluster View Report After Enabling BCC on
Peer Clusters

After the set up of BCC and enabling it on peer clusters, the cluster view report on one of the node in
the first cluster shows only one peer cluster as configured instead of showing all the peer clusters.
However, the cluster view report on all the other nodes correctly shows all the peer clusters
configured. To view the correct cluster view report on the node in first cluster where the issue is
seen, execute the command cl uster refresh -p.

Administration of Peer Clusters Is Not Functional

This problem is normally caused by the BCC Administrator user not having file system rights to the
cluster administration files. For information, see the following:

+ “eDirectory 9.2.4” on page 41

+ “Configuring a BCC Administrator User and Group” on page 54

+ “Verifying BCC Administrator User Trustee Rights and Credentials” on page 89

Peer Cluster Communication Is Not Working

If BCC communication between peer clusters is not functioning, the problem might be caused by one
of the following conditions:

+ The credentials for the remote cluster have not been set.

You cannot use iManager on a server in one tree to set credentials for a BCC cluster in another
tree. This is because BCC and iManager use the tree key to encrypt the credentials. Setting
credentials by using iManager in a different tree uses an invalid tree encryption.

+ A firewall is blocking port 5988 or 5989 (CIM communications using OpenWBEM).
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10.2.4

Cluster Connection States

The connection state numbers are recorded in a log file that you can use to view connection and

status changes for BCC.

The default path to the log file on Linux is / var / | og/ nessages. The administrator might have
changed this path from the default. Search for BCCD to view BCC-related messages and entries in the

log file.

There are several different cluster connection states:

Table 10-1 BCC Connection States

BCC Connection State

Number Description

Possible Actions

Normal

0

The connections between clusters
are functioning normally.

None required.

Authenticating

BCCis in the process of
authenticating to a peer cluster.

Wait until the authentication
process is finished.

Invalid Credentials

You entered the wrong user name
or password for the selected peer
cluster.

Enter the correct user name and
password that this cluster will use
to connect to the selected peer
cluster.

Cannot Connect

This cluster cannot connect to the
selected peer cluster.

Ping the peer cluster to see if it is
up and reachable.

Ensure that Novell Cluster Services
is running on the servers in the
peer cluster, then ensure that BCC
is running on the peer clusters.

Ensure that OpenWBEM is running
on the peer cluster.

Ensure that a firewall is not
preventing access on OpenWBEM
ports 5988 and 5989.

Ensure that the Admin file system
is running. To do this, enter
systenct| status

admi nfs.

Not Authorized

The connected user does not have
sufficient rights for permissions.

Assign the appropriate trustee
rights to the user who will manage
your BCC. For information, see
“Assigning Trustee Rights for the
BCC Administrator User to the
Cluster Objects” on page 55.
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10.2.5

10.2.6

BCC Connection State Number Description Possible Actions

Connection Unknown 5 The connection state between This connection state might be
clusters is unknown. caused by any number of
problems, including a severed
cable or link problems between
geographic sites.

Driver Port Number Conflicts

If your Identity Manager driver or drivers will not start, check for a port number conflict. Identity
Manager driver port numbers must not be the same as other driver port numbers in the cluster or
ports being used by other services such as Apache.

To check driver port numbers:

1 Login to iManager as the BCC Administrator user.

2 Go to the Identity Manager page.

3 Click Identity Manager Administration > Identity Manager Overview.

4 Select Search Entire Tree, then click Search.

5 Select the driver you want to check by clicking the red Cluster Sync icon.

6 Click the icon again, then click the Identity Manager tab (if it is not already selected).

7 In the Authentication context field, view and if necessary change the port numbers next to the
IP address.

For example, the Authentication context field might contain a value similar to
10.1.1.12:2003:2003. In this example, the first port number (2003) is the port number for the
corresponding Identity Manager driver on the cluster that this cluster is synchronizing with. The
second port number (2003) is the port number for the Identity Manager driver on this cluster.

These port numbers should be the same, but should not be the same as the port numbers for
other Identity Manager drivers on either this or the remote cluster.

8 If you change the port numbers, restart the driver by clicking the upper-right corner of the
Cluster Sync icon, then click Restart driver.

9 If you changed the port number in Step 7, change the port numbers to be the same for the
corresponding driver in the other cluster.

You can do this by repeating the process for the Identity Manager driver on the other cluster.

Security Equivalent User

If resources or peers do not appear in peer clusters in your BCC, it is possible that either a cluster
resource synchronization driver is not security equivalent to a user with administrative rights to the
cluster.

NOTE: Rather than using the eDirectory Admin user to administer your BCC, you should consider
creating another user with sufficient rights to the appropriate contexts in your eDirectory tree to
manage your BCC.
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The Driver object must have sufficient rights to any object it reads or writes in the following
containers:

+ The Identity Manager driver set container.

+ The container where the Cluster object resides.

+ The container where the Server objects reside.

If server objects reside in multiple containers, this must be a container high enough in the tree
to be above all containers that contain server objects. The best practice is to have all server
objects in one container.

+ The container where the cluster pool and volume objects are placed when they are
synchronized to this cluster. This container is sometimes referred to as the landing zone. The
NCP server objects for the virtual server of a BCC-enabled resource are also placed in the
landing zone.

To make the Cluster Resource Synchronization Driver object the security equivalent to a User object
with administrative rights:

Log in as the BCC Administrator user.

Go to the Identity Manager page.

Click Identity Manager Administration > Identity Manager Overview.

Choose Search Entire Tree, then click Search.

Select the driver you want to check by clicking the red Cluster Sync icon.

Click the icon again, then click the Identity Manager tab if it is not already selected.

Click Security Equals, then view or add a user as needed to be its security equivalent.

0 N o 1 A W N BB

Repeat Step 5 through Step 7 for the other drivers in your BCC.

Ensure that the BCC Administrator user is a LUM-enabled user. To LUM-enable a user, see “Managing
User and Group Objects in eDirectory” in the OES 2018 SP3: Linux User Management Administration
Guide.

10.2.7 Clusters Cannot Communicate

If the clusters in your BCC cannot communicate with each other, it is possible that the User object
you are using to administer your BCC does not have sufficient rights to the Cluster objects for each
cluster. To resolve this problem, ensure that the BCC Administrator user is a trustee of the Cluster
objects and has at least Read and Write rights to the All Attributes Rights property.

1 Login as the BCC Administrator user.

2 In Roles and Tasks, click Rights, then click Modify Trustees.

3 Browse to select the Cluster object name, then click OK.

4 Click OK to view the trustee information for the selected object.

5

If the BCC Administrator user is not listed as a trustee, click the Add Trustee button, browse and
select the User object, then click OK.

6 Click Assigned Rights for the BCC Administrator user, then ensure that the Read and Write check
boxes are selected for the All Attributes Rights property.
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7 Click Done to save your changes.

8 Repeat Step 2 through Step 7 for the other Cluster objects in your BCC.

10.3 BCC-Enabled Cluster Resources

10.3.1

10.3.2

Section 10.3.1, “Resource Cannot Be Brought Online,” on page 122

Section 10.3.2, “Resource Does Not Migrate to a Peer Cluster,” on page 122

Section 10.3.3, “Blank Error String iManager Error Appears While Bringing a Resource Online,”
on page 123

Section 10.3.4, “Clustered Pool Is Stuck in an eDirectory Synchronization State,” on page 123
Section 10.3.5, “Mapping Drives in Login Scripts,” on page 123

Section 10.3.6, “Mapping Drives to Home Directories by Using the %HOME_DIRECTORY
Variable,” on page 123

Section 10.3.7, “Resource Script Search-and-Replace Functions Do Not Work,” on page 125
Section 10.3.8, “Virtual NCP Server IP Addresses Won’t Change,” on page 125

Section 10.3.9, “The IP Address, Virtual Server DN, or Pool Name Does Not Appear on the
iManager Cluster Configuration Page,” on page 125

Resource Cannot Be Brought Online

If you cannot bring a BCC-enabled resource online, the resource might be set as secondary. If the
NCS:BCC State attribute is equal to 1, the resource is set to secondary and cannot be brought online.

On the resource object, change the NCS:BCC State attribute to 0. This sets the resource to the
primary state. Also, increment the NCS:Revision attribute one number so that Novell Cluster Services
recognizes that the resource properties have been updated. See Step 1 on page 117 for an example
of how to modify object attributes.

Resource Does Not Migrate to a Peer Cluster

If you cannot migrate a resource from one cluster to a peer cluster, the problem might be caused by
one of the following conditions:

+ The resource has not been BCC-enabled.

+ Remote clusters cannot communicate.

See Section 10.2.3, “Peer Cluster Communication Is Not Working,” on page 118.

+ Perl script errors.

Special characters must be escaped in scripts. For example, the script might have a single %
character in it that needs to be an escape (%% instead of %). Also, hashes in Perl need to have
escape characters.
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10.3.3 Blank Error String iManager Error Appears While Bringing a
Resource Online

If you get an error in iManager with a blank error string (no text appears with the error message)
while attempting to bring a resource onling, it is possible that Novell Cluster Services views the
resource as secondary even though BCC has changed the resource to primary and iManager shows
the resource as primary.

To resolve this problem, make a change to the cluster properties to cause the NCS:Revision attribute
to increment. You could add a comment to the resource load script to cause this to happen.

10.3.4 Clustered Pool Is Stuck in an eDirectory Synchronization State

Pools might get stuck in an eDirectory synchronization state if all of the volumes in that pool are not
active and mounted.

To resolve this problem:

1 In NSSMU or iManager, activate and mount the deactive volumes.
2 IniManager, click Clusters, then select the cluster resource for the clustered pool.
3 Click Offline to dismount the pool’s volumes and deactivate the pool.

Wait until the resources are successfully offline before continuing.

4 Click Online to bring the resource back online.

10.3.5 Mapping Drives in Login Scripts

Consider the following when mapping drives in login scripts in a BCC:

+ Using a fully distinguished name for cluster-enabled volume (such as map
s: =BCCP_d ust er _HOMES. servers. : shar ed) has been tested and does not work.

When the resource fails over to the secondary cluster, the DN does not resolve to a server/
volume that is online. This causes the map command to fail.
+ Usingthe SLP Server Name/VOL: shar ed syntax has been tested and works.

SLP Server Name is the name being advertised in SLP as specified in the resource load script.
This method requires a client reboot.

¢ See TID 10057730 (http://support.novell.com/docs/Tids/Solutions/10057730.html) for
information on modifying the server cache Time To Live (TTL) value on the Client for Open
Enterprise Server.

10.3.6 Mapping Drives to Home Directories by Using the
%HOME_DIRECTORY Variable

Consider the following when mapping drives to home directories in login scripts in a BCC:

+ Using the %JOVE_DI RECTORY variable (such as map u: =%40VE_DI RECTORY) has been tested
and does not work.
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When the resource fails over to the secondary cluster, the %40OVE_DI RECTORY variable still
resolves to the old volume object, and the map command fails.

Using a temporary environment variable has been tested and does not work.

For example:
set FOO=%OVE_DI RECTORY
MAP u: =%-Q0

+ Using a false volume object along with ICE and LDIF has been tested and works.

+ Create a new volume object that references the real volume object.

The Host Server attribute must point to the virtual NCP server in the primary cluster, and
the Host Resource Name attribute must specify the name of the volume. This new volume
object can be referred to as a volume reference.

+ All User objects must be modified to have their Home Directory attribute reference the
new volume object (volume reference).

¢ Use LDIF and ICE in the NSMI script (SAN Array Mapping Information) area.

This script modifies the new volume reference object and updates the Host Server
attribute to point to the virtual NCP server in the secondary cluster.

NOTE: Using LDIF/ICE prevents you from using the NSMI script to control the SAN. If you
want to use LDIF/ICE and the NSMI script, you must have two NCF files: one for the SAN,
and one for LDIF/ICE. The NSMI script must then call each NCF file separately.

See TID 10057730 (http://support.novell.com/docs/Tids/Solutions/10057730.html) for
information on modifying the Server Cache Timeout value on the Client for Open
Enterprise Server.

A sample NSMI script is included below:

#!1CE -b -D LDAP -d cn=root, ou=servers, o=lab -w novell -S LDIF -f
#@-s0 -w20
version: 1
dn: cn=HOMVES REF, ou=servers, o=l ab
changet ype: nodify
repl ace: host Server
host Server:
cn=BCC- CLUSTER- HOVES- SERVER, ou=Fr om BCCP, ou=ser vers, o=l ab
The first line in the sample script instructs NSMI to run the ICE utility.
+ The -b parameter automatically closes the ICE window.
¢ The -d parameter is the administrator DN that is used to modify eDirectory.
¢ The -w parameter is the password.
¢ There must be a trailing space after the -f parameter.
The second line in the sample script includes NSMI-specific options.
+ -s0 causes NSMI to not wait for a signal file.
+ -w20 causes NSMI to wait 20 seconds before proceeding.

Failure to add the wait causes the temporary LDIF file to be deleted before ICE can read it.
This causes ICE to fail.
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10.3.7

Resource Script Search-and-Replace Functions Do Not Work

If resource script search-and-replace functions are not working, the problem might be caused by one
of the following conditions:

+ You did not click the Apply button on the Properties page. Clicking OK when entering the scripts

does not apply the changes to the directory.
You added the search-and-replace values to the resource instead of to the cluster.
The search-and-replace values apply to a specific resource instead of all resources in the cluster.

If you are testing search-and-replace functionality, you might have made the changes too
rapidly.

Identity Manager merges all changes into one, so if you quickly add a change and then delete it,
Identity Manager might view it as no change. You should make a change and then verify that
the change has synchronized with the other cluster before deleting it.

10.3.8 Virtual NCP Server IP Addresses Won’t Change

10.3.9

If the IP address for a virtual (NCP) server does not change properly, the problem might be caused by
one of the following conditions:

+ The IP address has been changed only on the load, unload, and monitor script pages.

For information, see “Moving a Cluster, or Changing the Node IP Addresses, LDAP Servers, or
Administrator Credentials for a Cluster” in the OES 2018 SP3: OES Cluster Services for Linux
Administration Guide.

The virtual server has an extra IP address.

IP address changes should always be made on the Protocols page of the iManager cluster plug-
in, and not in load and unload scripts.

This is the only way to change the IP address on the virtual NCP server object in eDirectory.

The IP Address, Virtual Server DN, or Pool Name Does Not
Appear on the iManager Cluster Configuration Page

You might see a DSML read error if you select properties for a Cluster object and then click the
Business Continuity tab.

The eDirectory pointers for the cluster resource are missing or are invalid. The following shows the
required attributes and the format:

Object in the directory (Object Class Name)

Attribute Name -->The object in the directory the attribute points to
Attribute Name -->The object in the directory the attribute points to
Clustered Volume (Object Class “NCS:Volume Resource”)

NCS:NCP Server -->Virtual NCP Servers

NCS:Volumes-->All Volumes

Virtual NCP Server (Object Class “NCP Server”)

Resource-->Cluster Resource
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NCS:NetWare Cluster-->Cluster Object
NCS:Volumes-->All Volumes

Volume (Object Class “Volume”)
nssfsPool-->Pool Object

Host Server-->Virtual NCP Server

Pool (Object Class “nssfsPool”)

Host Server-->Virtual NCP Server

10.4 BCC Startup Flags

There are three optional flags that can be used by BCC during startup that can help with
troubleshooting:

Table 10-2 Optional Startup Flags

Startup Flag  Description

d Keeps the bced from forking (keeps the process in foreground). Log messages are
printed to the running terminal screen (st dout ) along with the normal sys| og.

v Turns on more verbose logging.

t Turns on tracing. With tracing turned on, certain sections of code that fail will report a
message containing the condition that failed, along with a file and line number in the
code indicating where the condition failed. This is helpful for reporting problems to
Novell Support.

There are two usage options:

+ To use the vand t flags, edit the/ et c/ i nit. d/ novel | - bcc file and change the
NOVELL_BCCD_ARGS= line to NOVELL_BCCD ARGS=- f | ags. Replace flags with any
combination of v and/or t. This could include v, vt, t, or tv.

Do not use the d flag with this option.

+ Stop BCC by enteringrcnovel | -bccd stoporsystentt| stop novel | -bccd. service
at the server console. Then restart it by entering / opt / novel | / bcc/ sbi n/ bced -fl ags.
Replace flags with any combination of v, t, or d.

10.5 BCC Error Codes

The following table lists the different BCC error codes by number and gives a brief description for
each error code.

Table 10-3 BCC Error Codes and Messages

Error Code Number Message

1000 Unknown error.
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Error Code Number Message

1001 Received XML is invalid.

1002 The object pointers in eDirectory for the given cluster resource are invalid.
1003 The referenced object is not a valid NCS/BCC object.

1004 The referenced cluster resource is in an invalid state.

1005 The specified resource or cluster is not enabled for Business Continuity.
1006 An invalid parameter was passed to the BCC API.

1007 Attempt to allocate memory failed.

1008 Attempt to communicate with the BCC VFS system failed.
1009 The size of the specified buffer is not large enough.

1010 Error performing a DSML read.

1011 Error performing a DSML modify.

1012 Operation not supported.

1013 Error obtaining lock on synchronization object.

1014 Invalid credentials.

1015 Error returned from the NICI API.

1016 Cannot find peer cluster data.

1017 Invalid BCC API version.

1018 Could not find a pool for the specified cluster resource.

1019 Error managing the SAN via the Novell SAN Management Interface.
1020 CIM Client error.

1021 Error creating a system resource (mutex, semaphore, etc.).
1022 File 10 error.

1023 No data.

1024 Not a member of the cluster.

1025 Invalid token in the script.

1026 Invalid or unknown cluster.

1027 The NSMI script is too long. It must be less than 64 KB.

1028 The cluster-enabled pool resource does not contain a volume.
1029 An operation has timed out.

1030 The specified resource is already busy.

The error code numbers are recorded in a log file that you can use to view status changes for BCC.
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The path to the log file on Linuxis/ var/ | og/ messages. You can search for BCCD to view BCC
related messages and entries in the log file.
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11.1

Security Considerations

Security administrators can use information in this section to understand how to configure and
maintain a business continuity cluster in the most secure way possible.

¢ Section 11.1, “Security Features,” on page 129
¢ Section 11.2, “Security Configuration,” on page 130
+ Section 11.3, “General Security Guidelines,” on page 134

+ Section 11.4, “Security Information for Dependent Products,” on page 135

Security Features

The following table contains a summary of the security features of Novell Business Continuity
Clustering.

Table 11-1 Business Continuity Clustering Security Features

Feature Yes/No Details

Users are authenticated Yes Administrative users are authenticated via
eDirectory. For information about configuring
rights needed by BCC administrators, see
Section 4.8, “eDirectory 9.2.4,” on page 41.

Users are authorized Yes Users are authorized via eDirectory trustees.
Access to configuration information is Yes Access to the administrative interface is
controlled restricted to valid users who have write rights to

the configuration files.

Roles are used to control access Yes Configurable through iManager.
Logging or security auditing is done Yes Syslog on Linux.
Data on the wire is encrypted by default Yes The following data is encrypted on the wire:

¢ Inter-cluster communications

+ Identity Manager data can be encrypted

Data stored is encrypted No

Passwords, keys, and any other Yes Inter-cluster communications for user names
authentication materials are stored and passwords are encrypted. Cluster
encrypted credentials are stored encrypted in eDirectory.
Security is on by default Yes
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11.2 Security Configuration

This section provides a summary of security-related configuration settings for Business Continuity
Clustering.

*

Section 11.2.1, “BCC Configuration Settings,” on page 130

Section 11.2.2, “Changing the NCS: BCC Settings Attributes in the BCC XML Configuration,” on
page 131

*

*

Section 11.2.3, “Disabling SSL for Inter-Cluster Communication,” on page 133

*

Section 11.2.4, “Restricting the Network Address for Administration,” on page 134

11.2.1 BCC Configuration Settings

Table 11-2 lists the BCC configuration settings that are security-related or that impact the security of
BCC.

Table 11-2 BCC Security Configuration Settings

Configuration Setting Possible Values Default Value Recommended Value for
Best Security

Inter-cluster HTTP (port 5988) HTTPS HTTPS

communications scheme
HTTPS (port 5989)

Identity Manager Secure/Non-secure This is the certificate in Secure
communications the Identity Manager

driver setup. If you create

the driver with an SSL

certificate, it is secure. If

not, it is in the clear.
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Configuration Setting

Possible Values

Recommended Value for
Best Security

Default Value

BCC Administrator user

Any LUM-enabled
eDirectory User

This is the user you
specify when you are
setting the BCC
credentials.

Unique BCCAdministrator
user (not the Admin user
and not the Cluster
Admin user)

The BCC Administrator
user is not automatically
assigned the rights
necessary to manage all
aspects of each peer
cluster. When managing
individual clusters, you
must log in as the Cluster
Administrator user. You
can manually assign the
Cluster Administrator
rights to the BCC
Administrator user for
each of the peer clusters
if you want the BCC
Administrator user to
have all rights.

BCC Administrator group

Any LUM-enabled
eDirectory group

Unique group used for
BCC administration.

bccgroup

See Section 5.3,
“Configuring a BCC
Administrator User and
Group,” on page 54.

Peer cluster CIMOM URL
(same as the Inter-cluster
communication scheme)

http://cluster_ip_address

cluster_ip_address where
https:// is assumed

cluster_ip_address Default value

https:// is assumed

Changing the NCS: BCC Settings Attributes in the BCC XML

Configuration

WARNING: You should not change the configuration settings for the NCS:BCC Settings attribute
unless instructed to do so by Micro Focus Support. Doing so can have adverse affects on your cluster

nodes and BCC.

The following XML for the NCS: BCC Set ti ngs attribute is saved on the local Cluster object in
eDirectory. The BCC must be restarted in order for these settings to take effect. These are advanced
settings that are intentionally not exposed in the BCC plug-in for iManager.
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<!-- The contents of this file are generated automatical ly. Changes nade to
this file will not be saved. -->
<bccSettings>
<adm nG oupNanme>bccgr oup</ adm nG oupNane>
<aut hori zati onCacheTTL>300</ aut hori zat i onCacheTTL>
<ci nConnect Ti meout >15</ ci nConnect Ti neout >
<ci nRecei veTi meout >15</ ci nRecei veTi neout >
<ci nBendTi neout >15</ ci nSendTi neout >
<idlePriorityThreshol d>3</idl ePriorityThreshol d>
<initial Normal Threads>3</ini ti al Nor mal Thr eads>
<initialPriorityThreads>2</initialPriorityThreads>
<i pcResponseTi neout >45</i pcResponseTi neout >
<maxi munPriorityThr eads>20</ maxi munPri orityThr eads>
<mi ni munPriorityThreads>2</m ni munPri orityThreads>
<resourceO flineTi meout >300</resourced flineTi neout >
<resour cel i neTi neout >300</ r esour cel i neTi meout >
<scanFor NewDevi cesDel ay>5</ scanFor NewDevi cesDel ay>
</ bccSettings>

On Linux, the above XML is written to the / et ¢/ opt / novel | / bcc/ beeset tings. xm file.

IMPORTANT: This file might be overwritten by Business Continuity Clustering at any time. Therefore,
any changes to this file on Linux are ignored and lost. All changes should be made in eDirectory.

Table 11-3 provides additional information on each setting.

Table 11-3 BCC XML Settings

Setting Description Default Value
<admi nGr oupNane> The name of the LUM-enabled group that BCC bccgroup
uses on Linux.
<aut hori zati onCacheTTL> The number of seconds that the authorization 300 seconds
rights are cached in the BCC OpenWBEM
provider.
<ci nConnect Ti neout > BCC CIM client connect timeout in seconds. 15 seconds
<ci mRecei veTi neout > BCC CIM client receive timeout in seconds. 15 seconds
<ci nSendTi neout > BCC CIM client send timeout in seconds. 15 seconds
<idl ePriorityThreshol d> The number of idle high-priority threads 3

before BCC starts killing priority threads.

<i nitial Nor mal Thr eads> The number of normal threads created by BCC. 3

<initialPriorityThreads> The number of high-priority threads created by 2
BCC at startup.

<i pcResponseTi neout > The timeout in seconds that BCC waits foran 45
IPC response.

<maxi munPriorityThreads> The maximum number of high-priority threads 20
BCC creates.
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Setting Description Default Value

<mi ni munPriorityThreads> The minimum number of high-priority threads 2
BCC keeps after killing idle high-priority
threads.

<resourceX flineTi neout > The number of seconds BCC waits for a 300
resource to go offline during a BCC migrate.

<r esour ceOnl i neTi neout > The number of seconds BCC waits for a 300
resource to go online during a BCC migrate.

<scanFor NewDevi cesDel ay> The number of seconds BCC sleeps after 5
performing a scan for new devices during a
BCC migration of a resource.

Disabling SSL for Inter-Cluster Communication

Disabling SSL for inter-cluster communication should only be done for debugging purposes, and
should not be done in a production environment or for an extended period of time.

To turn off SSL for inter-cluster communication. To specify a different communication port, you need
to modify the Novell Cluster Services Cluster object that is stored in eDirectory by using an
eDirectory management tool such as iManager. For more information on using iManager, see NetlQ
iManager Administration Guide.

Disabling SSL communication to a specific peer cluster requires changing the BCC management
address to the peer cluster. The address is contained in the NCS:BCC Peers attribute that is stored on
the NCS Cluster object.

For example, a default NCS:BCC Peers attribute could appear similar to the following example, where
https:// is assumed and is never specified explicitly:

<peer >
<cl ust er>chi cago_cl uster</cl uster>
<tree>Dl A TALAI RLI NES TREE</tree>
<addr ess>10. 1. 1. 10</ addr ess>

</ peer >

To disable SSL for inter-cluster communication, you would change the <address> attribute to specify
http:// with the IP address, as shown in the following example:

<peer >
<cl ust er>chi cago_cl uster</cl uster>
<tree>Dl A TALAI RLI NES TREE</tree>
<address>http://10. 1. 1. 10</ addr ess>
</ peer >

The BCC management address of chi cago_cl ust er now specifies non-secure HTTP
communication.

The BCC management port can also be changed by modifying the NCS:BCC Peers attribute values.
The default ports for secure and non-secure inter-cluster communication are 5989 and 5988
respectively.
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11.2.4

11.3

For example, if you want to change the secure port on which OpenWBEM listens from port 5989 to
port 1234, you would change the <addr ess> attribute value in the above examples to:

<peer >
<cl ust er>chi cago_cl uster</cl uster>
<tree>Dl A TALAI RLI NES TREE</tree>
<address>10. 1. 1. 10: 1234</ addr ess>
</ peer >

The attribute now specifies that inter-cluster communication uses HTTPS over port number 1234.

The NCS:BCC Peers attribute has a value for each peer cluster in the BCC. Attribute values are
synchronized among peer clusters by the BCC-specific Identity Manager driver, so a change to an
attribute value on one cluster causes that attribute value to be synchronized to each peer cluster in
the BCC.

The changes do not take effect until either a reboot of each cluster node, or a restart of the Business
Continuity Clustering software on each cluster node.

Table 11-4 provides an example of possible combinations of scheme and port specifier for the
<addr ess> tag for values of the NCS:BCC Peers attribute.

Table 11-4 Example of Scheme and Port Specifier Values for the NCS:BCC Peers Attribute

Value Protocol Used Port Used
10.1.1.10 HTTPS 5989
10.1.1.10:1234 HTTPS 1234
http://10.1.1.10 HTTP 5988
http://10.1.1.10:1234 HTTP 1234

Restricting the Network Address for Administration

You can restrict the network address to the loopback address (127.0.0.1) to increase the security for
the BCC Administrator user (bccadmin).

BCC makes a secure connection to OpenWBEM over port 5989 on both the remote and local boxes.
This port can be changed.

The cl ust er connecti on command reports the status of the OpenWBEM connection from the
last time a status update was performed. Typically, this occurs every 30 seconds on the cluster’s
master node, and every hour on its slaves. Running the following command forces a status update:

cluster refresh -p

OpenWBEM then makes an NCP connection to check the rights of the user who authenticated to
OpenWBEM. The NCP connection itself goes to the loopback address.

General Security Guidelines

+ Servers should be kept in a physically secure location with access by authorized personnel only.
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11.4

+ The corporate network should be physically secured against eavesdropping or packet sniffing.
Any packets associated with the administration of BCC should be the most secured.

+ Access to BCC configuration settings and logs should be restricted. This includes file system
access rights, FTP access, access via Web utilities, SSH, and any other type of access to these
files.

+ Services that are used to send BCC data to other servers or e-mail accounts or that protect BCC
data should be examined periodically to ensure that they have not been tampered with.

+ When synchronizing cluster or user information between servers outside the corporate firewall,
the HTTPS protocol should be employed. Because resource script information is passed
between clusters, strong security precautions should be taken.

+ When a BCC is administered by users outside of the corporate firewall, the HTTPS protocol
should be used. A VPN should also be employed.

+ If a server is accessible from outside the corporate network, a local server firewall should be
employed to prevent direct access by a would-be intruder.

+ Audit logs should be kept and analyzed periodically.

Security Information for Dependent Products

Table 11-5 provides links to security-related information for other products that can impact the
security of BCC:

Table 11-5 Security Information for Other Products

Product Name Links to Security Information

eDirectory Security for eDirectory is provided by NICI (Novell International
Cryptographic Infrastructure). See the NICI 2.7x Administration
Guide (https://www.netiq.com/documentation/nici27x/
nici_admin_guide/data/a20gkue.html).

Identity Manager “Security Best Practices” in the Net/Q Identity Manager
Security Guide
iSCSI For information about securing iSCSI targets and initiators for

Linux iSCSI solutions on SLES, see “Mass Storage over |IP
Networks—iSCSI” (https://www.suse.com/documentation/
sles-12/stor_admin/data/cha_iscsi.html) in the SUSE Linux
Enterprise Server 12 Administration Guide (https://
www.suse.com/documentation/sles-12/book_sle_admin/data/
book_sle_admin.html).

Linux User Management (LUM) See the OES 2018 SP3: Linux User Management Administration
Guide
Novell Cluster Services for Linux In the OES 2018 SP3: OES Cluster Services for Linux

Administration Guide, see

+ “IP Address Requirements”

+ “Assigning Install Rights for Container Administrators or
Non-Administrator Users”
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Product Name Links to Security Information

Novell Storage Services for Linux In the OES 2018 SP3: NSS File System Administration Guide for
Linux, see:
* “Access Control for NSS”
* “File Access for Users”
* “Securing Access to NSS Volumes, Directories, and Files”

+ “Security Considerations”

Small Footprint CIM Broker (SFCB) “Web Based Enterprise Management using SFCB” (https://
www.suse.com/documentation/sles-12/book_sle_admin/data/
cha_wbem.html) in the SUSE Linux Enterprise Server 12
Administration Guide (https://www.suse.com/documentation/
sles-12/book_sle_admin/data/book_sle_admin.html)
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A.l

Console Commands for BCC

Business Continuity Clustering (BCC) provides server console commands to help you perform certain
BCC management tasks. Some of the commands can also be used to manage Novell Cluster Services
clusters.

IMPORTANT: For Novell Cluster Services console commands, see “Console Commands for OES
Cluster Services” in the OES 2018 SP3: OES Cluster Services for Linux Administration Guide.

+ Section A.1, “Using Console Commands,” on page 137

+ Section A.2, “Setting Up Linux Scan Commands in /opt/novell/ncs/bin/device_scan.sh,” on
page 140

Using Console Commands

Table A-1 lists the server console commands for managing a business continuity cluster and gives a
brief description of each command.

To execute a cluster console command, enter cl ust er followed by the command. For example, if
this cluster belongs to a business continuity cluster, and you want to see this cluster’s peer clusters,
enter cl ust er vi ewat the server console. You can also enter cl ust er hel p at the console
prompt to get information on the commands and their functions.

IMPORTANT: You must be logged in as the r oot user, or any other user in adni n or ncsgr oup.

Some commands prompt the user for input. When using the command in a script, the prompt is not
needed. You can use the - - nopr onpt option for the command to bypass the prompted interaction.

For example, the cl ust er mi gr at e command prompts the user to specify whether to continue
migration if the cluster is experiencing connection issues. When you use the cl uster nigrate
command in a script, add the - - nopr onpt option to the command line to skip the prompt:

cluster migrate --nopronpt [sourcel/resource] [destination/nodenane]

Table A-1 Console Commands for Business Continuity Clustering

Console Command Description

cluster connections [-a] Displays the connection status of the cluster. Specifying
- a attempts to show the connection status of all
clusters in the business continuity cluster.
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Console Command

Description

cluster credentials [peer_cluster]

Lets you change the administrator user name and
password that this cluster uses to connect to the
specified peer cluster. The cluster you specify must
belong to a cluster that has already been enabled for
BCC.

cluster disable [resource]

Disables BCC for the specified cluster resource. The
resource you specify must belong to a cluster that has
already been enabled for BCC. If no resource is
specified, the entire cluster is disabled for BCC.

IMPORTANT: Before you disable BCC for a given peer
cluster, you must first disable BCC for each of the cluster
resources running on that cluster.

Before you disable BCC for a given cluster resource,
remove the secondary peer clusters from its Assigned
list. For information, see Section 8.7, “Disabling BCC for
a Cluster Resource,” on page 99.

After you have disabled BCC for all resources running on
the cluster, remove the secondary peer clusters from
the Assigned list of preferred nodes, then disable BCC
for the cluster.

If you disable BCC for a cluster by using the ¢l ust er
di sabl e console command, BCC is automatically
disabled for those cluster resources that have been
enabled for BCC. If you re-enable BCC for the cluster,
you must re-enable BCC for each individual cluster
resource that you want to be enabled for business
continuity.

This can be a time-consuming process if you have many
cluster resources that are enabled for business
continuity. For this reason, you should use caution
when disabling BCC for an entire cluster.

cluster enable [resource]

Enables BCC for the specified resource. The resource
you specify must belong to a cluster that has already
been enabled for BCC. If no resource is specified, the
entire cluster is enabled for BCC.

When enabling a resource for business continuity,
previous versions of the CLI would not set the peer
clusters where the resource was assigned to run. The
only way to set peer clusters for a resource was through
iManager. The new version of the cluster CLI
automatically sets all the clusters in the business
continuity cluster on a resource. Assigning a resource to
specific clusters still must be done through iManager.
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Console Command Description

cluster nmigrate [source/resource] Migrates the specified resource from the specified

[ destinati on/ nodenane] source cluster to the specified target (destination)
cluster. Specifying * for the resource name migrates all
BCC-enabled resources. Specifying * for the node name
brings the resource online at the most preferred node.

cluster nsm Execute a test run of an NSMI script for a single business
continuity resource load or unload script. This
command is to be used only for testing Business
Continuity Clustering scripts.

IMPORTANT: Ensure that the appropriate resource is
offline in all peer clusters in the BCC before executing
this command.

The command prompts you for the resource name
(such as pool 6_ser ver ) and the type of BCC script
(load or unload). The available scripts are listed, and
you are prompted to enter the ID next to the script you
want to use. Output is sent to the system log.

cluster refresh This command should not be used except under the
direction of Micro Focus Support.

cluster resetresources Changes the state of all resources on this cluster to
offline and secondary. This is a recovery procedure that
should be run when a peer cluster in a business
continuity cluster is brought back into service.

The server where the command is issued must be a
member of the cluster, but it does not need to be the
one node that is currently in the cluster.

You should run this command when only one node is a
member of the cluster.

1. After a failure, bring up one node in the cluster.

All other nodes should remain powered off.
2. Runthecl uster resetresources command.

3. Bring up the remaining nodes in the cluster.

cluster resources [resource] Lets you view the state and location of cluster resources
and whether resources are primary or secondary. You
can optionally specify a specific resource name.

cluster status Lets you view the state and location of cluster resources
and whether resources are primary or secondary. If the
resource state is primary, the node where the resource
is running is displayed. If the resource state is
secondary, the cluster where the resource is located is
displayed.

Console Commands for BCC 139



A.2

Console Command Description

cluster view Displays the node name, cluster epoch number, master
node name, a list of nodes that are currently members
of the cluster, and peer clusters if this cluster belongs to
a business continuity cluster.

Setting Up Linux Scan Commands in /opt/novell/ncs/
bin/device_scan.sh

Novell Cluster Services provides a framework for customized device scanning to BCC for Linux
through an API that reads and executes commands in the / opt / novel | / ncs/ bi n/

devi ce_scan. sh script. BCC automatically initiates a cluster scan for new devices for BCC-enabled
cluster resources that have BCC load/unload scripts when cluster resources are migrated between
peer clusters. When BCC calls the API, the script is executed on each node that is currently active in a
cluster.

By default, the script is empty. You must add the Linux shell commands that you need to refresh the
nodes in the cluster. Any changes that are made to the script are not overwritten when Novell
Cluster Services is upgraded.

WARNING: In EMC PowerPath environments, do not use the r escan- scsi - bus. sh utility
provided with the operating system or the HBA vendor scripts for scanning the SCSI buses. To avoid
potential file system corruption, EMC requires that you follow the procedure provided in the vendor
documentation for EMC PowerPath for Linux.

1 In atext editor, open the script file / opt / novel | / ncs/ bi n/ devi ce_scan. sh, add the Linux
shell commands that scan your shared devices, then save the file.

The following is a sample script:

#!/ bi n/ bash

## Logs to /var/log/ messages with tag "bccd-scan"

/ bin/logger -t bccd-scan "BCC is running script - device_scan.sh --
Scanni ng

for new devices"

## Rescan devi ces
rescan-scsi - bus. sh -wcl

## Rescan storage objects (OES 11 and later), such as for expanded NSS
pool s
nl vm rescan

## Add nul tipath comrmand to rebuild maps if it applies.
# nmultipath
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B.1

Configuration Worksheet for the BCC
Drivers for Identity Manager

Use this worksheet to gather the information you need to configure the Business Continuity
Clustering drivers for Identity Manager. Repeat this process for each connection between clusters.
For information about how to set up the drivers, see Chapter 6, “Configuring the Identity Manager
Drivers for BCC,” on page 65.

+ Section B.1, “Clusterl to Cluster2,” on page 141
+ Section B.2, “Cluster2 to Clusterl,” on page 143

Clusterl to Cluster2

First, create a driver instance on the Identity Manager node for the first cluster in order to
synchronize information from the first cluster to the second cluster.

Clusters for This Driver Instance

Clusters Synchronized by This Driver Instance Value for Your Network

Name of the source cluster

Example: clusterl

Name of the destination cluster

Example: cluster2

New Driver Set for the Source Cluster

Driver Set Information Value for Your Network

Name of the BCC driver set for the source cluster

Example: Clusterl BCC Driver Set

Context that contains the source cluster
Example: clusterl.clusters.siteA.example

TIP: Browse to select the context.

Distinguished name of the Identity Manager node in
the source cluster

Example: cllsvrl.clusterl.clusters.siteA.example

TIP: Browse to select the server.
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Driver Set Information Value for Your Network

Create a new partition on this driver set Deselect this option.

Driver Instance for the Connection from Source to Destination

Driver Set Information Value for Your Network

Pre-configured driver template to import:

BCCO ust er Resour ceSynchr oni zat i on. xm

Driver name for this driver instance
Example: clusterl_to_cluster2 BCCCR Sync

Default: BCC Cluster Sync

SSL certificate name to use for this driver instance
Example: clusterl_to_cluster2 BCCCR Sync

Default: BCC Cluster Sync (kmo)

IP address or DNS name of the Identity Manager node in
the destination cluster for this driver instance

Example: 10.10.20.21

Example: cl2svrl.cluster2.clusters.siteB.example

Unique IP port to use for this driver instance
Example: 2002 (default for resource sync)

TIP: Both clusters must use the same port for this
connection.

Distinguished name of the source cluster
Example: clusterl.clusters.siteA.example

TIP: Browse to select the cluster.

Landing zone for this driver instance

Specify the distinguished name of the container where
the cluster-enabled pool, NCP server, and volume
objects for the destination cluster will be placed when
they are synchronized to the source cluster for this
driver instance.

The container must already exist and must be specified
using dot format without the tree name.

Example: clusters.siteA.example

TIP: Browse to select the context.
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B.2

Cluster2 to Clusterl

Next, create a second driver instance on the Identity Manager node for the second cluster in order
to synchronize information from the second cluster to the first cluster.

Clusters for This Driver Instance

Clusters Synchronized by This Driver Instance

Value for Your Network

Name of the source cluster

Example: cluster2

Name of the destination cluster

Example: clusterl

New Driver Set for the Source Cluster

Driver Set Information

Value for Your Network

Name of the BCC driver set for the source cluster

Example: Cluster2 BCC Driver Set

Context that contains the source cluster
Example: cluster2.clusters.siteB.example

TIP: Browse to select the context.

Distinguished name of the Identity Manager node in

the source cluster
Example: cl2svrl.cluster2.clusters.siteB.example

TIP: Browse to select the server.

Create a new partition on this driver set

Deselect this option.

Driver Instance for the Connection from Source to Destination

Driver Set Information

Value for Your Network

Preconfigured driver template to import:

BCCO ust er Resour ceSynchr oni zat i on. xm

Driver name for this driver instance
Example: cluster2_to_clusterl BCCCR Sync

Default: BCC Cluster Sync
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Driver Set Information Value for Your Network

SSL Certificate name for this driver instance
Example: cluster2_to_clusterl BCCCR Sync

Default: BCC Cluster Sync (kmo)

IP address or DNS name of the Identity Manager node in
the destination cluster for this driver instance

Example: 10.10.10.21

Example: cllsvrl.clusterl.clusters.siteA.example

Unique IP port to use for this driver instance (same as
the value you used for the Clusterl-to-Cluster2 driver
instance)

Example: 2002 (default for resource sync)

TIP: Both clusters must use the same port for this
connection.

Distinguished name of the source cluster for this driver
instance

Example: cluster2.clusters.siteB.example

TIP: Browse to select the cluster.

Landing zone for this driver instance

Specify the distinguished name of the container where
the cluster-enabled pool, NCP server, and volume
objects for the destination cluster will be placed when
they are synchronized to the source cluster for this
driver instance.

The container must already exist and must be specified
using dot format without the tree name.

Example: clusters.siteB.example

TIP: Browse to select the context.
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C.1

Setting Up Auto-Failover

Auto-failover is available for Business Continuity Clustering. To set up the auto-failover feature, you
must enable it, and then configure the auto-failover settings.

WARNING: Auto-failover is disabled by default and is not recommended. It should only be enabled

after a thorough examination and review of your network and geographic site infrastructure. You

should seriously consider the adverse conditions that might occur as a result of enabling this feature.

These conditions might include but are not limited to the following:

*

*

*

For example, if there is a loss of communication between two clusters and auto-failover has been

Data loss at one or more geographic sites
Data corruption at one or more geographic sites

Data divergence at one or more geographic sites

enabled and configured, each cluster will assert ownership of BCC-enabled cluster resources. These
resources then automatically load on both clusters.

When communication between clusters has been restored, some of the data on each cluster is

different. This is called data divergence. Also, the mirroring or synchronization process either fails or
attempts to overwrite any changed data on one cluster. This causes either data loss or data
corruption.

*

*

*

*

Section C.1, “Enabling Auto-Failover,” on page 145

Section C.2, “Creating an Auto-Failover Policy,” on page 146

Section C.3, “Refining the Auto-Failover Policy,” on page 146

Section C.4, “Adding or Editing Monitor Configurations,” on page 148

Enabling Auto-Failover

To enable auto-failover for all Business Continuity Cluster resources in a cluster:

1
2

w

N o un b

Log in to iManager as the BCC Administrator user.

In Roles and Tasks, click Clusters > My Clusters.

Select the check box next to the cluster, then select Actions > Properties.

You can also click the Properties button on the Cluster Options page for the cluster.
In the Cluster Properties dialog box, click the Business Continuity tab.

On the Business Continuity page, click the Main link.

Click the AutoFailover button.

Click the Auto-Failover link just under the tabs.
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C.2

C3

8 Select the Enable Automatic Failover of Business Continuity Cluster Resources check box, then
click Apply.

9 Continue with Section C.2, “Creating an Auto-Failover Policy,” on page 146 to create a failover
policy.
Auto-failover is not completely enabled until you create an auto-failover policy.

Creating an Auto-Failover Policy

By default, no auto-failover policy exists for BCC. You must create an auto-failover policy for each
cluster in your BCC where you want auto-failover enabled. This is required to automatically fail over
resources from one cluster to another.

1 IniManager, under Cluster Membership Monitoring Settings, select a cluster and click the Edit
link.

2 Under Membership Threshold, select the Enable check box, select either Percent Fail or Nodes
Fail, and specify either the percentage of failed nodes or the number of failed nodes.

The node failure number or percentage you specify must be met for the selected cluster before
resources automatically fail over to another cluster.

IMPORTANT: Do not use a membership condition of total node failure (either 100 percent or
the total number of nodes); the condition cannot be satisfied because the cluster will not be up
to report this state.

If a cluster has been totally downed, you must bring up the master node in the downed cluster,
and then run the cl ust er resetresour ces command on that node before you begin
manually migrating the BCC-enabled resources to peer clusters.

3 Under Communication Timeout, select the Enable check box and specify the number of minutes
that must elapse without any communication between clusters before resources automatically
fail over to another cluster.

4 Click OK to finish editing the policy.
5 Click Apply to save your settings.

Refining the Auto-Failover Policy

You can further refine auto-failover policies to give you more control over if or when an auto-failover
occurs. To do this, click the Advanced button to display additional fields for specifying auto-failover
criteria and adding monitoring information.

The policy for automatic failover is configured by creating rules. Each row in the Failover Policy
Configuration table represents a rule that applies to a single cluster, or to all clusters in the business
continuity cluster. Each rule contains a set of conditions. Each condition tests one of the following
criteria:

+ The value of an indication reported by a monitor

+ The amount of time the connection to a cluster has been down

+ If the connection to a cluster is up
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These conditions can be combined in any order to construct a more robust rule that helps to avoid
an undesired failover. For failover to occur, each condition of only one rule must be satisfied for the
specified cluster or clusters.

For rules with monitor conditions that are automatically created by using the Cluster Membership
Monitoring Settings table, you can add a condition that tests whether the connection to the peer
cluster is up. Adding this condition changes the behavior of the rule. With this rule, a graceful
automatic failover of resources can happen when the connection to the peer cluster is up.

You can also specify or change the criteria for percent or number of nodes that are used to
determine if an automatic failover can occur.

IMPORTANT: Do not use a membership condition of total node failure (either 100 percent or the
total number of nodes); the condition cannot be satisfied because the cluster will not be up to
report this state.

If a cluster has been totally downed, you must bring up the master node in the downed cluster, then
run the cl ust er resetresources command on that node before you begin manually migrating
the BCC-enabled resources to peer clusters.

You should create a separate rule with a connection down condition. Adding a connection down
condition to an existing rule with a condition that tests cluster membership is not recommended. It
is highly unlikely that cluster membership information for a specific cluster will be reported to peer
clusters when the connection to that specific cluster is down.

For example, a rule might contain only one condition that tests whether a connection to a specific
cluster has been down for five or more minutes. Failover occurs when peer clusters agree that the
connection to the cluster specified in the rule has been down for five or more minutes. If the peer
clusters do not agree about the connection being down (that is, one cluster has a valid connection to
the specified cluster), failover does not occur. More complex rules can be constructed that contain
multiple conditions.

If previously configured, the fields under Failover Policy Configuration should already contain
information on the policies that were created in the Cluster Membership Monitoring Settings section
of the page.

1 Under Failover Policy Configuration, select a policy and click Edit to further refine a rule. Click
Delete to remove the rule, or click New to create a new rule that you can add the additional
failover conditions to.

2 Select the cluster that you want the rule to apply to, or select All to apply the policy to all
clusters.

3 Under Conditions, choose the type of condition and the appropriate values. To add multiple
conditions to the rule, click the Add button below the condition.

You can use the default setting of Monitor if you don’t want to apply the cluster up or cluster
down criteria to this policy. You can also specify or change the percent or number of nodes
criteria that are used to determine whether an auto failover can occur.

4 Click Apply to save your settings.
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Adding or Editing Monitor Configurations

Clicking the Advanced button also displays an additional section on this page called Health Monitor
Configuration. Monitors are an important part of the automatic failover feature, and are separate
processes that perform a specialized task to analyze the health of a specific cluster or all clusters in
the BCC. These monitors report an indication of health to BCC. BCC, in turn, uses the reported
information to analyze the failover policy to determine if resources should be migrated from a
specific cluster. BCC ships with two monitors (nodecnt and node pnt) that report an indication of
health that represents either the percentage or number of nodes that do not belong to a specific
cluster.

If they are configured by using the Cluster Membership Monitoring Settings table, the fields under
Health Monitor Configuration should already contain information for the health monitor (nodepnt or
nodecnt) included with BCC. Although default values have already been set, you can customize some
of the monitor settings for the cluster membership monitors. If you have created your own custom
monitor, you can click New to add configuration settings to your monitor.

1 IniManager, under Monitor Name in the Health Monitor Configuration section, select a monitor
and click Edit.

2 Under Clusters, select the cluster or clusters that you want this monitor to apply to.

3 Specify the maximum health indication that the monitor will report.

This value is used when creating a failover policy to validate the rules. This is the maximum
value that can be used for the threshold type when you create a failover policy. For example, if
you specified percent fail membership monitoring, the maximum values would be 100 (for 100
percent) for the nodepnt monitor. If you specified nodes fail membership monitoring, the
maximum value for the nodecnt monitor is the maximum number of nodes permitted in a
cluster, which is 32. If you created your own custom monitor, the values could be different.

For the nodepnt and nodecnt monitors, the Maximum Health Indication value is for information
only, and should not be changed.

4 Under Short Polling Interval, specify the number of seconds the monitor will wait each time it
contacts the cluster or clusters to get health information.

The Long Polling Interval is not used with the default nodepnt and nodecnt monitors. This value
might be used for some custom monitors.

5 Specify Linux as the platform that you want to be monitored by the health monitor and whether
you want the monitor enabled for the selected clusters.

The Optional Parameter field specifies a monitor-specific string value that is passed to the
monitor as a startup parameter.

The nodepnt and nodecnt monitors do not support optional parameters.

6 Click Apply to save your settings.

NOTE: See the BCC NDK documentation (http://developer.novell.com/documentation/cluster/
ncss_enu/data/bktitle.html) for more information on creating custom failover policies.
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Configuring Host-Based File System
Mirroring for NSS Pools

Several methods and scenarios exist for mirroring data between geographically separate sites. Each
method has its own strengths and weaknesses. For a Business Continuity Clustering system, you
need to choose either host-based mirroring or storage-based mirroring (also called array-based
mirroring) and whether you want the mirroring to be synchronous or asynchronous.

Figure D-1 Synchronous Mirroring
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IMPORTANT: The Business Continuity Clustering product does not perform data mirroring. You must
separately configure either storage-based mirroring or host-based file system mirroring.

Storage-based synchronous mirroring is preferred and is provided by storage hardware
manufacturers. For information about storage-based mirroring, consult your storage system vendor
or see the storage system vendor documentation.

Host-based synchronous mirroring functionality is included with the Novell Storage Services NSS file
system (NSS mirroring) that is part of OES. NSS mirroring is a checkpoint-based synchronous
mirroring solution. Data blocks are written synchronously to multiple storage devices. It is an
alternative to storage-based synchronous replication options.

IMPORTANT: NSS pool snapshot technology does not work in a business continuity cluster.

¢ Section D.1, “Creating and Mirroring NSS Pools on Shared Storage,” on page 150
+ Section D.2, “Creating NSS Volumes,” on page 153
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+ Section D.3, “Novell Cluster Services Configuration and Setup,” on page 153

+ Section D.4, “Checking NSS Volume Mirror Status,” on page 153

D.1 Creating and Mirroring NSS Pools on Shared Storage

NSS provides a software RAID 1 configuration option that mirrors NSS pool partitions. The partitions
are automatically created by the NSS management tools when you create a pool and when you
mirror the pool. NSS supports two to four segments in a software RAID 1. To ensure disaster
recovery, the device you select to mirror should be in another storage array in the other data center.

For example, you create the original pool in one cluster, then create mirrors for that pool in the other
peer clusters, for a total two to four segments.

Prior to creating and mirroring NSS pools on shared storage, ensure that you have the following:

+ All servers in the cluster are connected to a shared storage system.
+ One or more drive arrays are configured on the shared storage system.
+ The drives on the shared storage system have been initialized.

+ NSSis installed and running. For information, see “Installing and Configuring OES Storage
Services” in the OES 2018 SP3: NSS File System Administration Guide for Linux.

+ CIFS for Linux and AFP for Linux are available as advertising protocols for NSS pool cluster
resources. If you plan to mark CIFS or AFP as an advertising protocol for the NSS pool resource,
ensure that these protocols are installed and running when you create the pool resource. If you
install the protocols after you create the pool, you can use the Clusters plug-in for iManager to
add CIFS or AFP as advertising protocols.

+ You need a static IP address for the pool resource. It must be in the same subnet as the cluster
master IP address.

IMPORTANT: NSS pool snapshot technology is not supported for pool resources in a Novell Cluster
Services cluster, and also does not work in a business continuity cluster.

To create and mirror NSS pools:

1 Start NSSMU by entering nssmnu at the server console of a cluster server.

2 Select Devices from the NSSMU main menu and mark all shared devices as sharable for
clustering.

On Linux, shared disks are not by default marked sharable for clustering. With a device marked
as sharable for clustering, all partitions on that device are automatically sharable.

You can press F6 to individually mark devices as sharable.

3 From the NSSMU main menu, select Pools, press the Insert key, then type a name for the new
pool you want to create.

4 Select the device on your shared storage where you want the pool created.
Device names might be labelled something like / dev/ sdc.

5 Choose whether you want the pool to be activated and cluster-enabled when it is created.
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The Activate on Creation option is enabled by default. This causes the pool to be activated as
soon as it is created. If you choose not to activate the pool, you need to manually activate it
later before it can be used.

The Cluster Enable on Creation option is also enabled by default. If you want to cluster-enable
the pool at the same time it is created, accept the default entry (Yes) and continue with Step 6.
If you want to cluster-enable the pool at a later date, change the default entry from Yes to No,
select Create, and then go to “Creating NSS Volumes” on page 153.

On the Cluster Pool Information page, specify the following information:

Parameter Action

Virtual Server Name (Optional) The default virtual server name for the resource is the cluster
name plus the cluster resource name. For example, if the cluster name is
cl ust er 1 and the pool cluster resource name is POOL1_SERVER then the
default virtual server name is CLUSTER1- POOL1- SERVER

You can use the suggested name, or specify a different Virtual Server name
for the cluster resource.

You can modify the cluster resource name after the resource has been
created by using the cl ust er renanme command. Changing the resource
name does not modify the pool name or the virtual server name.

CIFS Server Name (Optional) If CIFS is installed and running, you can use this field to specify the
name of the CIFS virtual server that CIFS clients see when they browse the
network.

If CIFS is installed and running, but CIFS is disabled as an advertising protocol,
this field is not available (dimmed).

If CIFS is not installed and running, this field value is NOT_SUPPORTED.

CIFS is disabled by default as an advertising protocol. You can select the CIFS
check box to enable it. By default, the NCP virtual server name is suggested as
the CIFS virtual server name. You can use the suggested name or specify a
customized name for the CIFS virtual server name.

If desired, specify a new name for the CIFS virtual server. The name can be up
to 15 characters, which is a restriction of the CIFS protocol.

IP Address Specify an IP address for the pool cluster resource. Tab between the address
fields. The address is IPv4 format, such as 10.10.10.243.

Each pool cluster resource requires its own unique |IP address. The IP address
assigned to the pool remains assigned to the pool regardless of which server
in the cluster hosts the pool.
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Parameter Action

Advertising Protocols Select the check boxes of the advertising protocols (AFP, CIFS, NCP) that you
want to enable for data requests to this shared pool. NCP is required to
support authenticated access to data via the OES Trustee model.

Selecting a protocol causes commands to be added to the pool cluster
resource’s load and unload scripts to activate the protocol for the resource.
This lets you ensure that the cluster-enabled pool is highly available to users
via the specified protocol.

If the CIFS or AFP protocols are not installed and running, selecting the
corresponding CIFS or AFP check box has no effect.

Online Resource after The check box is deselected by default and dimmed so that you cannot
Create change the setting.

The pool is currently active on the server. You must deactivate the pool from
the server before attempting to bring the resource online. You should also
configure the resource load, unload, and monitor scripts before you bring the
resource online.

Define Additional Select the Define Additional Properties check box.

Properties . ) o .
This allows you to configure the resource policies for the start, failover, and

failback modes, and to configure the preferred nodes.

Select Create to create and cluster-enable the pool.

Repeat Step 3 to Step 7 for each additional pool you want to create on shared storage.

9 Select Partitions from the NSSMU main menu.

10

11

12

13
14

Select the partition you want to mirror (this is the partition that was created when you created
the pool), then press F3.

Enter a name for the software RAID 1 device that will be created.

For more information on configuring software RAID for NSS, see Managing NSS Software RAID
Devices in the OES 2018 SP3: NSS File System Administration Guide for Linux.

Select the shared device with free space that you want to use as the mirror, then select YES to
mirror the partition.

To ensure disaster recovery, the device you select to mirror should be in another storage array
in the other data center. You can select up to three shared devices.

Repeat Step 9 through Step 12 for each additional shared pool that you want to mirror.
Continue with “Creating NSS Volumes” on page 153.
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D.2

D.3

D.4

Creating NSS Volumes

After you create the pool and its mirror, you must create an NSS volume on each pool resource so
that it works properly as a cluster resource. To create an NSS volume on a shared pool, follow the
instructions in “Configuring and Managing Cluster Resources for Shared NSS Pools and Volumes” in
the OES 2018 SP3: OES Cluster Services for Linux Administration Guide.

You must create at least one shared volume in a cluster-enabled pool. Typically, all volumes are
created when you initially set up the cluster resource and before you need to cluster migrate or fail
over the resource to other servers in the cluster.

You can add volumes to the pool later by cluster migrating the pool cluster resource back to the
original server node in the cluster where the pool was created. Otherwise, you get an eDirectory
error because the tools only look for the Pool object under its current server node, and not under
the original node where it was created.

To create or modify home directories, Distributed File Services junctions, or any other elements that
are managed through eDirectory objects, you must cluster migrate the pool resource back to the
node where it was created before you perform those management tasks. This restriction also applies
to management tasks like renaming a pool or volume that change information in the eDirectory
objects for the shared pool or volume.

Novell Cluster Services Configuration and Setup

After configuring NSS mirroring and creating a volume on the mirrored NSS partition and pool, if you
did not cluster-enable the NSS pool on the mirrored partition when you created it, do so by following
the instructions in Cluster-Enabling an Existing NSS Pool and Its Volumes in the OES 2018 SP3: OES
Cluster Services for Linux Administration Guide.

When you cluster-enable a shared disk pool, the commands to start and stop the pool resource are
automatically added to the resource load and unload scripts.

Checking NSS Volume Mirror Status

After you have configured NSS mirroring with Novell Cluster Services, you should check to ensure
that it is working properly in a cluster environment.

1 Ensure that the volumes on the cluster-enabled pool are mounted on an assigned server by
entering nsscon vol unes at the server console.
2 Enter exit to exit the NSSCON utility.

3 Check the mirror status of the mirrored partition by starting NSSMU and selecting the RAID
device you created in Step 11 on page 152.

NSSMU displays the mirror status of the RAID device. If the partitions are still synchronizing, it
could take time for NSSMU to display the mirror status.

4 Migrate the pool to another server in the cluster. Check again to ensure that the volumes on the
pool are mounted by entering nsscon vol unes at the server console.

Enter exi t to exit the NSSCON utility.
5 Using NSSMU, check the mirror status of the partition again.
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IMPORTANT: If you create or delete a pool or partition on shared storage that is part of a business
continuity cluster, you must run the nl vm r escan command on a server in each of the peer
clusters.
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E.1

E.1.1

E.1.2

Using Dynamic DNS with BCC

One deployment consideration is how the client computers reconnect to services when cluster
resources fail over to a peer cluster in the disaster recovery location. Typically, the disaster recovery
site is a geographically dispersed site in a different network subnet, which forces the cluster
resources to use a different IP address range. This section describes how to configure Business
Continuity Clustering (BCC) to act as a dynamic DNS (Domain Name System) client.

+ Section E.1, “Requirements and Assumptions,” on page 155

+ Section E.2, “Configuring the DNS Server for Dynamic DNS,” on page 156

+ Section E.3, “Configuring the Cluster Resources for Dynamic DNS,” on page 163

+ Section E.4, “Testing the Dynamic DNS Solution,” on page 167

Requirements and Assumptions

+ Section E.1.1, “Software Requirements,” on page 155

¢ Section E.1.2, “DNS Server,” on page 155

+ Section E.1.3, “TSIG Keys,” on page 156

+ Section E.1.4, “DNS Record Time-to-Live Values,” on page 156

Software Requirements

Install and configure your business continuity cluster using the following components:

+ Business Continuity Clustering
+ Novell Cluster Services

+ Open Enterprise Server 2018 SP3

To integrate dynamic DNS in your BCC solution, use the bcc_dyn_dns. pl NSMI script that is
included in the BCC software CD in the <medi a>/ nsm _scri pts/ | i nux directory.

DNS Server

The examples used in this BCC solution use the ISC BIND 9 DNS server on Linux. It is not a
requirement that you use the ISC BIND DNS server, but your DNS server must meet the following
requirements:

+ Your DNS server must support the Dynamic DNS standard in RFC 2136.

+ If you use the ISC BIND DNS server, you should install the bi nd and bi nd- ut i | s RPM packages
on each node in your business continuity cluster.
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E.1.3

E.14

E.2

E.2.1

We recommend that your DNS strategy involve redundant DNS servers that make use of secure zone
transfers. Furthermore, redundant DNS servers should be implemented at each individual disaster
recovery site.

Another option for your DNS servers is to put them in your Novell Cluster Services cluster. This
creates a DNS service that is extremely resilient to failure. For information, see “Configuring DNS
with OES Cluster Services” in the OES 2018 SP3: DNS/DHCP Services for Linux Administration Guide.

TSIG Keys

TSIG (Transaction Signature) keys are used in the examples to authenticate dynamic updates of the
DNS server. It is not a requirement that you use TSIG. Other methods of authorizing updates can be
used instead, such as DNSSEC (DNS Security Extensions). In addition, good security requires more
then authorization keys. Logging, monitoring, firewalls, intrusion detection systems, and so on
should all be employed to keep your systems and network safe from unwanted access. However, it is
beyond the scope of this document to cover these alternatives.

The TSIG dnssec- keygen utility should be automatically installed as part of the ISC BIND 9 DNS
server package.

DNS Record Time-to-Live Values

Selecting the proper Time-to-live (TTL) value for the DNS records can be challenging. If the values are
too short, the DNS traffic on your network can increase dramatically. If the values are too long, the
end users are unable to reconnect to the cluster resources after a BCC migration until the DNS
records expire. There is no perfect TTL value. Each customer and environment is unique and has
different needs and goals. You should experiment with the TTL values while monitoring the DNS
traffic on your network to find the ideal value for your network.

Configuring the DNS Server for Dynamic DNS

Begin by configuring the DNS server so that it accepts dynamic updates to a particular zone and
authenticates these updates using TSIG (Transaction Signature) keys.

+ Section E.2.1, “Creating the TSIG Keys for DNS Server Authentication,” on page 156

+ Section E.2.2, “Configuring the DNS Server with the Public Key,” on page 157

+ Section E.2.3, “Configuring the DNS Server Zones,” on page 158

+ Section E.2.4, “Testing the DNS Server,” on page 159

Creating the TSIG Keys for DNS Server Authentication

TSIG keys are used to authenticate dynamic updates of the DNS server. Use the dnssec- keygen
utility to create the public and private TSIG key files in the following format:

K<cl ust er _dns_nane>. +157+<r andom nunber >. key
K<cl ust er _dns_nane>. +157+<random nunber >. pri vat e

1 Onanode in one of the peer clusters, log in as the r oot user, then open a terminal console.

2 Use the dnssec- keygen utility to create the public and private TSIG keys by entering
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dnssec- keygen -a HVAC-MD5 -b 512 -n HOST cluster_dns_name
The -a option specifies the cryptographic algorithm. For dynamic DNS, this must be
HMAC-MD?5.

The -b options specifies the number of bits in the key. You should use the strongest encryption
possible, which for HMAC-MD?5 is 512.

The -n option is the name type. Because a computer is updating the DNS server, use the HOST
name type.

Replace cluster_dns_name with the name of the host. For BCC, the cluster node that hosts the
Novell Cluster Services Master IP Address resource updates the DNS server. Because this can be
any node in the cluster, use the fully qualified name of the cluster as the host name.

For example, enter

dnssec- keygen -a HVAC-MD5 -b 512 -n HOST
clusterl.clusters.sitel. conpany. com

This generates the public and private key files:
Kclusterl.clusters.sitel. conpany. com +157+60303. key
Kclusterl. clusters. sitel. conmpany. com +157+60303. pri vate
60303 represents a randomly generated number created by the utility.

3 Store these files in a secure location.
The DNS administrator uses these keys to configure your master DNS server.

4 Continue with Section E.2.2, “Configuring the DNS Server with the Public Key,” on page 157.

E.2.2 Configuring the DNS Server with the Public Key

Modify the DNS Server configuration to use the public TSIG key you generated in Section E.2.1,
“Creating the TSIG Keys for DNS Server Authentication,” on page 156. You can place the public key
information directly in the / et ¢/ named. conf file, but it is more secure to place it in a separate
location where the key file can be protected.
1 On the DNS Server, open a terminal console, then log in as the r oot user.
2 Openthe/ et ¢/ nanmed. conf file in a text editor, add the following line before the zone
configuration, then save the changes:
i ncl ude "keys. conf";

3 Gothe/var/li b/ naned directory, then use a text editor to create a keys. conf file.
4 Inthe keys. conf file, create a section for each public key you need to add.

The format of the key section is:

key <cluster_dns_nane>. {
al gorithm <crypt ographi ¢ al gorithnp;
secret "<the public key secret>";

1

The cluster_dns_name is the same name you used when creating the key with the dnssec-
keygen utility. This name is also found in the public key file that dnssec-keygen created.

The cryptographic algorithm must be HMAC-MD5.
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The public key secret is the Base64-encoded secret found in the public key file that the dnssec-
keygen utility created. You can copy and paste the secret from the public key file to the / var/
I'i b/ named/ keys. conf file. To continue our example, the key section for the / var/1i b/
nanmed/ keys. conf file might look like this:

key clusterl.clusters.sitel.conpany.com {

al gori t hm HVAC- MD5;

secret
" SCUT8r | UoGByvcl 11 ok7t Y7YvcEaHaM3zus Cx XnboBx Ve JvUxr 335HCY
| XcDQRPr Jr zI KGhHAdJ4cY10ebQd Fw==";

b
5 Save the file.
6 Continue with Section E.2.3, “Configuring the DNS Server Zones,” on page 158.

E.2.3 Configuring the DNS Server Zones

To configure the DNS zones to accept authorized DNS updates:

1 On the DNS server, open a terminal console, then log in as the r oot user.

2 Openthe/ et c/ naned. conf file in a text editor, then add the al | ow updat e keyword and
key in the zone configuration sections for regular lookups and reverse lookups.

For example, this is a sample zone section:

zone "clusters.sitel. conpany.cont in {
file "dyn/clusters.sitel. conpany.cont;
type master;
al | ow updat e {
key clusterl.clusters.sitel. conpany.com;
H

zone "1.1.10.in-addr.arpa” in {
file "dyn/10.1. 1. zone";
type master;
al | ow update {
key clusterl.clusters.sitel.conpany.com;
H

b

3 Save the changes.

4 Restart the DNS Server to ensure that the new configuration is imported.
Your DNS Server is now configured to accept secure dynamic updates.

5 Continue with Section E.2.4, “Testing the DNS Server,” on page 159.
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E.2.4 Testing the DNS Server

Before you continue to set up the BCC for dynamic DNS updating, verify that your DNS server
accepts secure dynamic updates.
1 Install the bi nd- uti | s RPM on a Linux client computer.
2 Ensure that the Linux client computer is configured to use the DNS Server you want to test.
Alternately, you can force the dig utility to query a specific DNS Server.

3 Use the dig utility to perform a baseline test on any server to view its current IP address.

Test Equipment Sample Value

DNS Server IP address 10.1.1.172

Linux client computer wkstnl.clusters.sitel.company.com
FTP server (testing to see its IP address) 10.1.1.215

ftp.clusters.sitel.company.com

For example, enter:
dig #10.1.1.172 ftp.clusters.sitel. conpany.com
The output shows that the IP address for ftp.clusters.sitel.company.comis 10.1.1.215:

; <<>> DG 9.3.2 <<>> @0.1.1.172 ftp.clusters. sitel. conmpany. com

;; global options: printcnd

;5 Got answer:

i, ->>HEADER<<- opcode: QUERY, status: NCERROR, id: 47449

;; flags: gqr aa rd ra; QUERY: 1, ANSVWER 1, AUTHORITY: 1, ADDI TIONAL: 1

;. QUESTI ON SECTI ON:
;ftp.clusters.sitel. conpany. com I'N A

;7 ANSVER SECTI ON:
ftp.clusters.sitel. conpany.com 10 IN A 10.1.1. 215

;7 AUTHORI TY SECTI ON:
clusters.sitel. conpany.com 120 I'N NS
wkst nl. cl usters. sitel. conpany. com

;; ADDI TI ONAL SECTI ON:
wkstnl. clusters.sitel. conpany.com 120 IN A 10.1.1.172

7, Query tine: 0 nmsec

;7 SERVER 10.1.1.172#53(10.1.1.172)
;7 WHEN: Tue Aug 14 17:19:55 2008

7y MSG SIZE rcvd: 98

4 Use the -x option for the dig utility to perform a baseline test to check the reverse lookup
records in the DNS server by the IP address.

For example, enter
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dig @0.1.1.172 -x 10.1.1.215
The output shows the DNS name for the FTP server is ftp.clusters.sitel.company.com:

 <<>> DG 9.3.2 <<>> @0.1.1.172 -x 10.1.1.215

; (1 server found)

;; global options: printcnd

7, Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NCERROR, id: 34957

;; flags: gqr aa rd ra; QUERY: 1, ANSVWER 1, AUTHORITY: 1, ADDI TIONAL: O

;5 QUESTI ON SECTI O\
;215.1.1.10.in-addr. ar pa. IN PTR

7, ANSWER SECTI ON:
215.1.1.10.in-addr.arpa. 10 IN PTR
ftp.clusters.sitel. company. com

;7 AUTHORI TY SECTI ON:
1.1.10.in-addr. ar pa. 120 I'N NS
wkstnl.clusters.sitel. company.com 1. 1. 10.i n-addr. ar pa.

7, Query tinme: 0 nsec

;3 SERVER: 10.1.1.172#53(10.1.1.172)
77 WHEN: Tue Aug 14 17:32:11 2008

7y MSG SIZE rcvd: 127

Securely copy the public and private keys created in Section E.2.1, “Creating the TSIG Keys for
DNS Server Authentication,” on page 156 to your home directory on the Linux client computer
(such as/ hore/ your homedi r/).

These keys have filenames of the form K<nane>. +157+<r andom nunber >. key (the public
key) and K<nane>. +157+<r andom nunber >. pri vat e (the private key).

Use the nsupdate utility to update an A record on the DNS server to change its IP address to
10.1.1.216.

nsupdate -v -k path_to_private_key file
For example, enter

nsupdate -v -k /hone/yourhomedir/
Kclusterl. clusters. sitel. conpany. com +157+60303. pri vate

server 10.1.1.172 53

update delete ftp.clusters.sitel.conmpany.com A

update add ftp.clusters.sitel.conpany.com 300 A 10.1.1.216
show

Qut goi ng update query:

;; ->>HEADER<<- opcode: UPDATE, status: NOERROR, id: 0
7y flags: ; ZONE: 0, PREREQ 0, UPDATE: 0, ADDI TIONAL: O

;; UPDATE SECTI ON

>
>
>
>

ftp.clusters.sitel. company.com 0 ANY A
ftp.clusters.sitel. company.com 300 IN A 10.1.1. 216
> send

> quit
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7 Use the nsupdate utility to update the PTR record used for reverse lookups.

For example, enter

nsupdate -v -k /hone/yourhomedir/
Kclusterl. clusters. sitel. conpany. com +157+60303. pri vat e

> server 10.1.1.172 53

> update delete 215.1.1.10.in-addr.arpa PTR
> update add 216.1.1.10.in-addr.arpa 300 PTR
ftp.clusters.sitel. company. com

> show
Qut goi ng update query:
;; ->>HEADER<<- opcode: UPDATE, status: NOERROR, id: 0

7, flags: ; ZONE: 0, PREREQ 0, UPDATE: O, ADDI TIONAL: O
;. UPDATE SECTI ON

215.1.1.10.in-addr.arpa. O ANY PTR
216.1.1.10.in-addr.arpa. 300 I'N PTR
ftp.clusters.sitel. conmpany. com

> send

> quit

8 Use the dig utility to verify that the changes made in Step 6 and Step 7 occurred on the DNS
Server:

8a Use the dig utility with the DNS name to verify the IP address.

dig @0.1.1.172 ftp.clusters.sitel.conpany.com

; <<>> DiG9.3.2 <<>> @0.1.1.172 ftp.clusters.sitel. conpany. com
; (1 server found)

;; global options: printcnd

.. Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 35080

;; flags: gqr aa rd ra; QUERY: 1, ANSVER 1, AUTHORITY: 1,
ADDI TI ONAL: 1

;; QUESTI ON SECTI ON
;ftp.clusters.sitel. conpany. com I'N A

;. ANSWER SECTI ON\:
ftp.clusters.sitel. company.com 300 IN A 10.1.1. 216

:; AUTHORI TY SECTI ON
clusters.sitel. conpany.com 120 IN NS
wkstnl. clusters. sitel. conpany.com

;; ADDI TI ONAL SECTI ON
wkstnl. clusters.sitel. conpany.com 120 IN A 10.1.1.172

;; Query tine: 0 nmsec

;7 SERVER 10.1.1.172#53(10.1.1.172)
7 WHEN: Tue Aug 14 17:50:13 2008

;. MBG SIZE rcvd: 98
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9

10

8b Use the dig utility with the IP address to find the DNS name.

dig @0.1.1.172 -x 10.1.1.216

 <<>> DG 9.3.2 <<>> @0.1.1.172 -x 10.1.1.216

; (1 server found)

;; global options: printcnd

., CGot answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 14497
;; flags: gqr aa rd ra; QUERY: 1, ANSVER 1, AUTHORITY: 1,
ADDI TI ONAL: O

;; QUESTI ON SECTI ON
;216.1.1.10.in-addr. ar pa. I'N PTR

;. ANSWER SECTI ON\:
216.1.1.10.in-addr.arpa. 300 I'N PTR
ftp.clusters.sitel. company. com

:; AUTHORI TY SECTI ON
1.1.10.in-addr. arpa. 120 I'N NS
wkstnl. clusters.sitel. conpany.com 1. 1. 10.i n-addr. ar pa.

;; Query tine: 6 nsec

;7 SERVER 10.1.1.172#53(10.1.1.172)
7 WHEN: Tue Aug 14 17:55:01 2008

;. MBG SIZE rcvd: 127

Use the dig utility in a reverse lookup for the old IP address to ensure that it does not return an
answer.

dig @0.1.1.172 -x 10.1.1.215

; <<>> DG 9.3.2 <<>> @0.1.1.172 -x 10.1.1.215

; (1 server found)

;; global options: printcnd

;. Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 49360

;; flags: gqr aa rd ra; QUERY: 1, ANSVWER 0, AUTHORITY: 1, ADDI TIONAL: O

;; QUESTI ON SECTI ON
;215.1.1.10. i n-addr. ar pa. IN PTR

;: AUTHORI TY SECTI ON

1.1.10.in-addr. arpa. 120 I'N SOA

wkstnl. clusters.sitel. conpany. com
root.wkstnl.clusters.sitel. conpany. com 2007032716 10800 3600 604800
86400

7, Query tine: 0 nmsec

;; SERVER: 10.1.1.172#53(10.1.1.172)
7, WHEN: Tue Aug 14 17:55:07 2008

7, MSG SIZE rcvd: 105

If your setup passes the tests in this section, continue with Section E.3, “Configuring the Cluster
Resources for Dynamic DNS,” on page 163. Otherwise, go back to try again.
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E.3

E.3.1

Configuring the Cluster Resources for Dynamic DNS

After the DNS server is configured for dynamic DNS, you must configure each of the BCC-enabled
cluster resources to take advantage of it. You modify the BCC load scripts for each of the cluster
resources so that the script automatically updates the DNS server with the correct IP address of the
given resource during a BCC migration to a peer cluster.

IMPORTANT: In each of the peer clusters, the keys and the BCC load script for each resource will
differ. You assign the resource an IP address that is consistent with the subnet into which the BCC-
enabled cluster resource is being migrated or failed over. This allows the DNS server to be updated
when the resource fails over from the primary cluster to the secondary cluster. The same thing
needs to be done on the primary cluster so the DNS server is automatically updated on failback from
the secondary cluster to the primary cluster. You must perform these steps for every BCC-enabled
resource in the business continuity cluster.

The BCC load and unload scripts for BCC-enabled cluster resources are used to automate any tasks
that need to occur when the resource is failed over to a peer cluster. For example, during a BCC
migration, the BCC scripts manage the storage and update eDirectory. The BCC scripts are based on
Perl, which means that you need to create Perl-based wrappers for the nsupdat e utility commands
before placing them in the BCC load script. Typically, the line for the nsupdate utility would be the
last command to run in the script, but this might not be true for all environments.

+ Section E.3.1, “Modifying the BCC Load Script,” on page 163

+ Section E.3.2, “Public and Private Keys,” on page 166

+ Section E.3.3, “Testing the Perl Wrapper Script,” on page 167

Modifying the BCC Load Script

1 Open iManager, then log in as the BCC Administrator user.

2 In Roles and Tasks, select Clusters > My Clusters, then click the cluster name of the secondary
peer cluster for the resource. (That is, choose a peer cluster where the resource is not currently
assigned and running.)

3 Click the Cluster Options tab.
4 Click the name link of the BCC-enabled resource where you want to add dynamic DNS support.
This opens the Properties page for the selected resource.

5 Select the Business Continuity tab, click SAN Management, then click New in the BCC Load Script
table.
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SAN Management Script Details

View or madify the name, CIM details, parameters, or logic in the SAN management script.

Name:

Description:

Namespace: root/cimv2

Port: [sosg [+ Secure

Username:

|
|
CIMOM IP/DNS: |
|
|
|

Password:

Script Parameters

New | Edit | Delste

Name Value

Jltemn(s)

No items

[« CIM Enabled ™ Synchronous [ Edit Flags Flags: l—
T

oK | Cancel |

Apply

6 Specify the following settings for the script:

Parameter

Description

CIM-Enabled

Used for CIM (Common Information Model) and SMI-S (Storage Management
Initiative Specification) enabled scripts that manage a physical SAN. These are
not used for the dynamic DNS script.

Deselect the check box. After this check box is deselected, the CIMON IP/

DNS, Namespace, Port, Secure, User name, and Password controls are all
disabled.

Name

Specify the name of the script that is shown in the BCC log files (such asin /
var /| og/ messages). The name should give enough information that the
entries in the log file are meaningful.

For example, a name of Dynam ¢ DNS Update — Resource Testl
identifies what the script does and which resource it is acting upon.

Description

Specify information that helps you understand the nature of the script. This
information is not displayed in any of the BCC log files.

CIMOM IP/DNS

This field is used by CIM or SMI-S enabled scripts. It is not needed for the
dynamic DNS script.

Namespace

This field is used by CIM or SMI-S enabled scripts. It is not needed for the
dynamic DNS script.

Port

This field is used by CIM or SMI-S enabled scripts. It is not needed for the
dynamic DNS script.

Secure

This field is used by CIM or SMI-S enabled scripts. It s not needed for the
dynamic DNS script.

User name

This field is used by CIM or SMI-S enabled scripts. It is not needed for the
dynamic DNS script.
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Parameter

Description

Password

This field is used by CIM or SMI-S enabled scripts. It is not needed for the

dynamic DNS script.

Script Parameters

The script parameters are used to customize the dynamic DNS script to work
with a particular DNS server. Go to Step 7 to enter the parameters.

Script Copy and paste the dynamic DNS script into this edit box.

Synchronous When enabled (selected), this option synchronizes the execution of multiple
BCC load and unload scripts. This is not necessary for the dynamic DNS script,
so leave it disabled (deselected).

Edit Flags This is an advanced option that should only be enabled when instructed to do

so by Micro Focus Support. Leave it disabled (deselected).

7 Specify the Script Parameters.

7a Click New to insert a new editable row into the Script Parameters table.

7b Add the parameter name and value.

The left field is the parameter name and the right field is the parameter value.

7c
7d

Repeat the process for each name/value pair.

When you are done adding a name/value pair, click OK to save the parameter.

The following are the name/value pairs that must be entered into the Script Parameters
table for the dynamic DNS script:

Name

Sample Value

Description

DNS_SERVER_ADDR

10.1.1.172

Specify the IP address of the
DNS master server.

HOST_NAME

cluspooll.clusters.sitel.company.com

Specify the hostname of the
cluster resource whose IP
address needs to be
updated when it is migrated
to this peer cluster.

HOST_RECORD_TTL

60

Specify the time-to-live
value of the DNS record in
seconds.

HOST_IP

10.1.20.216

Specify the new IP address
for the cluster resource in
the subnet of this peer
cluster.

KEY_FILE

/ mt/bcc- mast er/ dyndns/ keys/
Kcl usterl.clusters.sitel.conpa
ny. com +157+60303. pri vat e

Specify the location of the
private key file. Remember
that the public key must be
in this same directory.
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E.3.2

8 Click OK to return to the Cluster Resource Properties page for the resource you are modifying,

then click OK again on the Cluster Resource Properties page to save the new dynamic DNS BCC
load script.

Public and Private Keys

The BCC load and unload scripts always run on the node that is hosting the Novell Cluster Services
master resource (that is, the Master_IP_Address_Resource). This resource can be hosted on any
node in the Novell Cluster Services cluster, which means the BCC load and unload scripts can also be
executed on any node in the cluster.

The Perl wrapper script for the nsupdate utility needs access to both the private and public keys
created in Section E.2.1, “Creating the TSIG Keys for DNS Server Authentication,” on page 156. The
nsupdate utility needs access only to the private key. However, for historical reasons, the public key
must be in the same location as the private key. The files that contain the keys must be available on
all nodes in the cluster. This can be accomplished in either of the following ways:

+ Copy to the same location on each node in the cluster (not recommended). Although this is

simple and relatively quick to do initially, it can create significant maintenance issues. If the keys
ever change, they must be copied to all nodes in the cluster. Failure to copy the keys to all nodes
in the cluster creates the potential for failure in the dynamic DNS update process. You must also
remember to copy the keys to any nodes you add to the cluster at a later date.

Create a cluster resource that contains the keys (recommended). Create a shared volume
using any standard journaled Linux POSIX file system, such as Ext3. Configure the cluster
resource with the Resource Follows Master setting enabled on the Policies > Resource Behavior
area on the Cluster Resource Properties page. This setting forces the given resource to always
be hosted by the same node that is hosting the Novell Cluster Services master resource. The
keys can then be copied to the file system hosted by this resource, which makes them available
to the same node that is hosting the Novell Cluster Services master resource, and to the BCC
load and unload scripts. This option takes a bit more configuration time, but results in easier
maintenance. If the keys change, they only need to be copied to the file system hosted by this
resource. In addition, if a node is added to the cluster, the new node automatically has access to
the keys if it ever becomes the Novell Cluster Services master.

Create a 10 MB shared volume with the Ext3 file system mounted at/ rmt / bcc- nmast er.

For example, name the resource bcc- mast er . Ensure that it is configured with the Resource
Follows Master enabled.

For information about creating a shared Linux POSIX file system, see Configuring and Managing
Cluster Resources for Shared LVM Volume Groups in the OES 2018 SP3: OES Cluster Services for
Linux Administration Guide.

Create the / mt / bcc- mast er / dyndns/ keys directory on the shared volume.

3 Copy the public and private key files to the directory.

Ensure that the Linux POSIX permissions are set so that the r oot user is the only user who has
access.
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E.3.3

Testing the Perl Wrapper Script

The dynamic DNS script cannot be compiled directly by a Perl interpreter because it does not
recognize the BCC variables on lines 62—66 of the script. It is a simple matter to test the dynamic DNS
script by manually and temporarily replacing the variables with values.

1 Copy the script to the local file system on the Novell Cluster services master node (such as /

t mp/ bcc_dyn_dns. pl).

Open the copy of the script in a text editor, then modify the BCC variables by modifying lines 62
through 66 of the script.

The uppercase string surrounded by the percent character ( % ) is the BCC variable and should
be replaced with the real value (such as %DNS_SERVER_ADDR%).

For example, lines 62—66 of the script could be modified like the following:

ny $dns_server_addr = "10.1.1.172";

ny $host nane = "ftp.clusters.sitel.conpany. cont;
ny $host record_ttl = "60";

ny $host _ip = "10.1.1.216";

ny $key file = "/ mt/ bcc/ dyndns/ keys/

Kclusterl. clusters.sitel. conpany. com +157+60303. pri vate";

Remember to replace the values with the actual values for your environment.

Test the solution by invoking the Perl interpreter on the script via the following command
perl -w /tnp/bcc_dyn_dns. pl

This executes the dynamic DNS script and modifies your DNS server. You can test the results as
outlined in Section E.2.4, “Testing the DNS Server,” on page 159.

E.4 Testing the Dynamic DNS Solution

After you have created the BCC load scripts for each resource in each of the peer clusters, you are
ready to test the overall dynamic DNS solution.

1 Perform a BCC migrate (failover) of the test resource from the primary cluster to a secondary

peer cluster.

The dynamic DNS script runs before the cluster resource is brought online on the secondary
cluster. If everything works correctly, the DNS server should be updated by the time the cluster
resource comes online on the secondary cluster.

2 Test the results of the dynamic DNS update on the secondary cluster by following the steps in

Section E.2.4, “Testing the DNS Server,” on page 159.
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3 Perform a BCC migrate (failback) of the test resource from the secondary peer cluster to the
primary cluster.

The dynamic DNS script runs before the cluster resource is brought online on the primary
cluster. If everything works correctly, the DNS server should be updated by the time the cluster
resource comes online on the primary cluster.

4 Test the results of the dynamic DNS update on the primary cluster by following the steps in
Section E.2.4, “Testing the DNS Server,” on page 159.
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F.1

F.1.1

F.1.2

Using Virtual IP Addresses with BCC

One deployment consideration is how the client computers reconnect to services when cluster
resources fail over to a peer cluster in the disaster recovery location. Typically, the disaster recovery
site is a geographically dispersed site in a different network subnet, which forces the cluster
resources to use a different IP address range. In Business Continuity Clustering (BCC), you can
configure BCC to use virtual IP addresses for BCC-enabled resources as an alternate approach to
assigning secondary IP addresses to resources.

¢ Section F.1, “Understanding Internal Virtual IP Networks,” on page 169

*

Section F.2, “Virtual IP Address Benefits,” on page 170

*

Section F.3, “Planning a Virtual IP Network Implementation,” on page 172

*

Section F.4, “Configuring a Virtual Router with OSPF,” on page 173

*

Section F.5, “Configuring Virtual IP Addresses,” on page 174

Understanding Internal Virtual IP Networks

To use virtual IP addresses, you set up an internal virtual IP network on each cluster node. The
network consists of the following:

+ Section F.1.1, “Virtual Adapter,” on page 169

+ Section F.1.2, “Host Mask,” on page 169

+ Section F.1.3, “Internal Router,” on page 170

Virtual Adapter

Avirtual adapter is a software-based adapter. A virtual adapter behaves like a conventional loopback
interface with external visibility. LAN routers can maintain accurate information on available routes
to the virtual adapter destination. The last hop on a router path to cluster resources occurs inside
the cluster node itself. A cluster resource’s IP address is bound to the virtual adapter instead of to a
physical adapter.

Host Mask

Virtual adapters support configuring virtual IP addresses with a host mask. The mask treats each
resource as a separate network segment. This allows each cluster resource to have its own entry in
the routing table of the internal router on the cluster node where it resides.
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F.1.3

F.2

F.2.1

Internal Router

An internal router is a software-based router that runs on the operating system in a cluster node. On
Linux, the internal router is set up with the open source Quagga Routing Software Suite.

Quagga Routing Software Suite is an open source implementation of major routing protocols for
IPv4 and IPv6, including OSPFv2, OSPFv3, RIPv1, RIPv2, RIPv3, and BGPvA4. It is available under the
GNU General Public License version 2.0 (http://www.gnu.org/licenses/old-licenses/gpl-2.0.html).
For information, see www.quagga.net.For information about Quagga, see the Quagga Routing Suite
Web site (http://www.nongnu.org/quagga/index.html).

Virtual IP Address Benefits

In spite of their simplicity, virtual IP addresses offer the following advantages over their physical
counterparts:

+ Improves availability. The virtual IP addresses are bound to virtual adapters instead of physical
adapters. The host mask for the virtual adapter allows each cluster resource to have its own
entry in the routing tables. The virtual IP addresses are resilient to physical interface failures
because we know if a resource destination is reachable.

+ Improves mobility. The virtual IP addresses are not tied to any IP address range of a physical
network segment. A service can be moved between physical segments without the need to
change the resource IP address.

+ Simplifies name resolution. The association of cluster resource names to IP addresses can be
maintained independently of the location of the cluster resource in the business continuity
cluster.

These advantages exist because virtual IP addresses are purely virtual and are not bound to a
physical network component. Each of these advantages is discussed in more detail below.

+ Section F.2.1, “High Availability,” on page 170
¢ Section F.2.2, “Unlimited Mobility,” on page 171

¢ Section F.2.3, “Automatic Name Resolution,” on page 171

High Availability

Each cluster node is running a routing protocol and is advertising its internal virtual IP network—
which only it knows about and can reach—to other network nodes. The virtual IP addresses of the
cluster resources are highly available because each resource has its own entry in the routing tables
of the LAN routers. This allows you to know whether a destination is reachable. However, with
secondary IP addresses, you know only whether there is a route to a segment.

The virtual IP address feature circumvents this problem by creating a virtual IP network different
from any of the existing physical IP networks. As a result, any packet that is destined for the virtual IP
address is forced to use a virtual link as its last hop link. Because it is purely virtual, this last hop link
is always up. Also, because all other real links are forcibly made to act as intermediate links, their
failures are easily worked around by the dynamic routing protocols.
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F.2.2

F.2.3

Generally speaking, if a connection between two machines is established by using a virtual IP
address as the end-point address at either end, the connection is resilient to physical adapter
failures if the server has multiple adapters.

There are two important benefits that follow from the highly reachable nature of virtual IP
addresses:

+ A multi-homed server with a virtual IP address no longer needs to carry multiple DNS entries for
its name in the naming system.

+ If one of the subnets that a server interfaces to fails completely or is taken out of service for
maintenance, the routing protocols can reroute the packets addressed to the virtual IP address
through one of the other active subnets.

Unlimited Mobility

Unlike physical IP addresses which are limited in their mobility, virtual IP addresses are highly mobile.
The degree of mobility is determined by the number of servers that an IP address on a specific server
could be moved to. In other words, if you choose a physical IP address as an IP address of a network
resource, you are limiting the set of potential servers to which this resource could be transparently
failed-over.

If you choose a virtual IP address, the set of servers that the resource could be transparently moved
to is potentially unlimited. This is because of the nature of virtual IP addresses; they are not bound
to a physical wire and, as a result, carry their virtual network to wherever they are moved. There is
an implicit assumption here that the location of a virtual IP address is advertised to the owning
server through some routing protocol. The ability to move an IP address across different machines
becomes particularly important when it is required to transparently move (or fail over) a network
resource that is identified by an IP address (which could be a shared volume or a mission-critical
service) to another server.

This unlimited mobility of virtual IP addresses is an advantage to network administrators, offering
them more ease of manageability and greatly minimizing network reorganization overhead. For
network administrators, shuffling services between different IP networks is the rule rather than the
exception. The need often arises to move a machine hosting a particular service to some other IP
network, or to move a service hosted on a particular machine to be rehosted on some other
machine connected to a different IP network. If the service is hosted on a physical IP address,
accommodating these changes involves rehosting the service on a different IP address pulled out
from the new network and appropriately changing the DNS entry for the service to point to the new
IP address. However, unless everyone accesses a service via its DNS name instead of its IP address, an
IP address change can break the service for the IP address users. In contrast, if the service is hosted
on a virtual IP address, the necessity of changing the DNS entries for the service is eliminated, and
the service is not broken even for those who use the IP address instead of the DNS name.

Automatic Name Resolution

In any network environ