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About This Document

This document provides frequently asked questions on the tasks performed through the Unified

Management Console (UMC) application.

¢ Part|, “Overview,” on page 15

¢ Part ll, “Clusters,” on page 21

+ Part lll, “Servers,” on page 39

+ Part IV, “Storage,” on page 45

+ PartV, “Files and Folders,” on page 117

+ Part VI, “Storage Technology,” on page 133

+ Part VII, “Service configuration,” on page 145
+ Part VIII, “File Access Protocols,” on page 157
+ Part IX, “Reports,” on page 191

+ Part X, “Users and Groups,” on page 195

+ Part XI, “iPrint,” on page 205

+ Part XIl, “Troubleshooting,” on page 231

Audience

This document is intended for UMC administrators.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation

included with this product. Please use the comment on this topic link at the bottom of each page of

the online documentation.

Additional Documentation

For documentation on OES guides, see the OES 24.4 Documentation web site (https://

www.microfocus.com/documentation/open-enterprise-server/24.4/).

About This Document
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I Overview

+ Chapter 1, “Overview of Unified Management Console,” on page 17
¢ Chapter 2, “What’s New in UMC,” on page 19

Overview 15
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Overview of Unified Management Console

Open Enterprise Server (OES) 23.4 is built on SLES and ships with eDirectory. Various consoles and
command-line tools are used to manage OES services. Unified Management Console (UMC) is
installed and configured through YaST.

UMC is a highly responsive, simple, and secure web-based management console for managing small
and large OES deployments. UMC provides customized access to network administration utilities and
content from virtually anywhere using the Internet and a web browser similar to iManager. UMC
provides single point of administration for OES resources.

Because UMC is a Web-based tool, it has several advantages over client-based administrative tools:

+ Changes to UMC look, feel, and functionality are immediately available to all administrative
users.

+ No need to open additional administrative ports for remote access. UMC leverages standard
HTTPS ports (443).

+ Not necessary to download and maintain an administrative client.

Overview of Unified Management Console 17
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What’s New in UMC

This section describes enhancements and changes in Unified Management Console.

+ “What’s New in UMC (OES 25.2)” on page 19
+ “What’s New in UMC (OES 24.4.1)” on page 19
+ “What’s New in UMC (OES 24.4)” on page 20

What’s New in UMC (OES 25.2)

Managing iPrint

iPrint services are now efficiently managed through UMC, simplifying configuration and
administration.

For more information, see iPrint which consists of the following:
+ “Managing Driver Stores” on page 207
+ “Managing Print Managers” on page 211
+ “Managing Printers” on page 217
+ “Managing iPrint Client Management” on page 223
+ “Managing Printer Pools” on page 227

+ “Managing Banners” on page 229

What’s New in UMC (OES 24.4.1)

Linux User Management (LUM)

+ Manage workstations.

+ List, create, add, and remove LUM-enabled groups.
+ List and add users to LUM-enabled groups.

+ List services that are LUM-enabled.

+ List and modify Linux configuration object.

For more information, see Managing Workstations and Managing Linux Configuration.

Business Continuity Clustering (BCC)

+ Configure Cluster.

+ Create and configure resources.

What’s New in UMC
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For more information, see Managing Clusters.

What’s New in UMC (OES 24.4)

Enhanced UMC Health Script

The untSer vi ceHeal t h script has been enhanced to check the health of Redis.

For more information, see “UMC Health Script” on page 234.

Identity Console

Identity console is bundled with UMC for identity management in OES environment. The packages
are installed automatically during the UMC installation and no separate installation is required.

Managing DFS Jobs

¢ List jobs
+ Move job

+ Split job

*

Reschedule job
+ Pause and Resume job
+ View skipped files

+ Cancel job

For more information, see Chapter 7, “Managing Volume Jobs,” on page 67.

Managing Storage Management Services (SMS)

Support for managing SMS components Storage Management Data Requester (SMDR) and Target
Service Agent for File System (TSAFS).

For more information, see Chapter 19, “Managing SMDR,” on page 153 and Chapter 20, “Managing
TSAFS,” on page 155.

Managing Blocked user

In UMC CIFS, Permanent Invalid User is renamed as Blocked User. There is no other functionality
change.

For more information, see Chapter 25, “Managing Invalid Users,” on page 185.

20 What’s New in UMC



I Clusters

+ “What tasks can be performed with clusters in UMC?” on page 23
+ “How to access the cluster dashboard?” on page 26

+ “How to access the node dashboard?” on page 29

+ “How to configure a cluster?” on page 29

+ “What actions can be performed on cluster resources?” on page 30

+ “How to view Event logs?” on page 35

Clusters 21
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3 Managing Clusters

This chapter describes the procedures for managing clusters. For configuring clusters, refer to the
OES Cluster Services for Linux Administration Guide.
+ “What tasks can be performed with clusters in UMC?” on page 23
+ “Are user-specific settings stored in UMC?” on page 24
+ “How to access clusters?” on page 24
+ “How to list clusters?” on page 25
+ “How to access the cluster dashboard?” on page 26
+ “How to access cluster nodes?” on page 28
+ “What operations can be performed on cluster nodes?” on page 29
+ “How to access the node dashboard?” on page 29
+ “How to configure a cluster?” on page 29
+ “How to repair a cluster?” on page 30
+ “What actions can be performed on cluster resources?” on page 30
+ “How to create a cluster resource?” on page 31
+ “What are the configurable settings of the resource?” on page 34
+ “How to view Event logs?” on page 35
+ “How to view connected clients on a node?” on page 36

+ “What are the common tasks in each page?” on page 36

What tasks can be performed with clusters in UMC?

The following tasks are available for managing clusters:

+ List clusters.

+ Manage Business Continuity Clustering (BCC).

+ Cluster dashboard displays graphical representation of the clusters.

+ List and node shutdowns.

+ List resources, which includes actions such as bring the resources online, take them offline, and

migrate resources.

+ Create resource.
+ Configure resource.
+ Cluster reports.

+ Cluster event logs.

+ Configure and repair clusters.

Managing Clusters 23
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*

Cluster dashboard page offers two views:
+ Graphical representation of the selected cluster.

+ Full-page view of nodes and resources.

*

Graphical representation of nodes and quorum compliance.

*

Add and remove nodes from favorites, and restart nodes.

*

Node dashboard page displays:
+ Dashboard View: Graphical representation of server statistics.

+ Table View: Lists NCP and CIFS connections.

*

Add and remove resources from favorites.

Are user-specific settings stored in UMC?

Yes, these settings are stored in the PostgreSQL database and are user-specific and persistent across
logins, browsers and devices. This applies to the primary filter settings.

For example, if you have selected two clusters for management with specific columns to be
displayed, the user-specific settings are available during subsequent logins.

How to access clusters?

1 Login to UMC with your admin credentials.
2 Click Clusters.

During the initial login, the cluster listing page is empty. However, as you browse, only cluster objects
are listed due to enhanced and context aware filter functionality. The selected clusters are listed on
the Clusters page.

Figure 3-1 Cluster Listing

Tetal: 10 Hemis) Q o~ m B
[m] Status Name Master node Master IP address Location Node availability Resources Epoch
(m] . ] priv 1 1 De

m] . 8 priv 19;
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How to list clusters?

Log in to UMC with your admin credentials, and then follow these steps:

1 Browse and select the cluster objects you want to view.

2 The following information is displayed for each cluster object.

Column Name

Description

Status (Colour Coding) Status

Green
Blue
Gray

Red

White

BCC state (Colour
Coding)

Green
Blue

Red

Red

Red

White
Name
Master node
Node availability
Resources

Epoch

Running: The cluster is up and running.

Maintenance: The cluster is temporarily suspended by the admin for maintenance.

Down: The cluster is stopped, and admin intervention is required.

Failed: One or more nodes in the cluster have failed, and admin intervention is
required.

Unknown: UMC cannot determine the status of the cluster.

Status

Normal: The connections between clusters are functioning normally.
Authenticating: BCC is in the process of authenticating to a peer cluster.

Invalid credentials: You entered the wrong user name or password for the selected
peer cluster.

Cannot connect: This cluster cannot connect to the selected peer cluster.

Not authorized: The connected user does not have sufficient rights for permissions.

Connection unknown: The connection state between clusters is unknown.
The name assigned to the cluster.

The name of the currently assigned master node for the cluster.

Number of available nodes out of the total nodes.

The number of resources running in this cluster.

The number of times the cluster state has changed. The cluster state changes every
time a server joins or leaves the cluster.

The columns listed above are the default ones. You can select [L] to add additional columns
such as Type, Master IP address, BCC state, and Location.

3 Select a refresh frequency that allows you to comfortably view all items in the list.

NOTE: If the status of a healthy cluster is Down or Unknown, then increase the timeout value
CLUSTER_LI STI NG_FAI LURE_TI MEQUT = 2000 inthe/ opt/novel I/ unt/apps/ unc-
server/ prod. env file. The default value is 2000 ms, and due to network latency, it might not
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be able to retrieve the correct status of the cluster. Additionally, if this parameter is missing in
the pr od. env file, ensure to add it so that the cluster listing timeout occurs after the specified
time.

How to access the cluster dashboard?

The cluster dashboard provides a graphical representation of a cluster. To view details:

1 Browse and select the cluster objects you want to view.
2 Select a cluster, then select Dashboard.
3 The cluster dashboard offers two views:

A
+ Dashboard view : Displays the Dashboard, Nodes and Resources.

Cluster dashboard [E = G- m
ern > BHIM

(3 General ™ Pricrities & Protocols 18 RME groups Node availability Quorum compliance

Cluster information Quorum triggers
P addre 10.71.96.105 60 secands
7023 Hurmbe 3

Notifications

Siots allocated W Funning 3 nodes runeing.
Slots unused Unavalable QuonIMm reguanes 3

o Nodes [ Fiesouice:
7 Total 3item(s) View:| Connections aQa - m 3
Status Name IP Address Resources Connections Up Since
L] +e5-06-104 17 10.71.96.104 3 14 12/23/23 15:22
L ] 96102 1 1 1704, 144
] 96103 1.96.10: 1 4 01/04/2412:22

+ Table view 2 : Displays a comprehensive view of Nodes and Resources, which is useful
when dealing with a long list of nodes and resources.

Cluster dashboard 1 [ m
I » BHIM
o Nodes [ Resource
7 Total: 3ttemls) View:| Comnections a f o
Status Name IP Address Ce i Up Since
] wnes 96104 17 10.71.96.104 3 14 1223723152
L] D6-

26 01704724 14:41

1 44 01/04/2412:22

The cluster dashboard displays the following information:

+ “General” on page 27

+ “Priorities” on page 27

+ “Protocols” on page 27

+ “RME groups” on page 27
+ “BCC” on page 27

+ “Graphical Representation” on page 27
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General

¢ Cluster Information: Displays the IP address bound to the master node and remains associated
with the master node, regardless of any server changes. The default cluster port number is
7023.

+ Quorum Triggers: Displays the number of nodes required in the quorum and the time the
cluster should wait before ignoring the quorum.

+ Notifications: Email message are sent for specific cluster events, such as changes in cluster and
resource state or nodes joining or leaving the cluster.

Priorities

Displays the load priorities of individual cluster resources on a node during the cluster startup,
failover, or failback. Resource priority determines the order in which resources load.

Protocols

Displays details on transmit frequency and tolerance settings for all nodes in the cluster, including
the master node. The master node is typically the first node brought online, but in case of failure,
any other node can become the master. For more information, see the Configuring Cluster Protocols
in the OES Cluster Services for Linux Administration Guide.

RME groups

Displays a combination of resources available to the cluster. Resources within the same group cannot
run concurrently on a node, and a resource can belong to multiple groups. There are four fixed RME
groups (Group A, Group B, Group C, and Group D), and their names cannot be customized.

BCC

Displays list of Business Continuity Clustering (BCC) enabled clusters with the administrator details
and location of the cluster. This option will be available for the clusters only if the OES environment
has BCC installed and configured. For more information, see Installing Business Continuity Clustering
in the BCC Administration Guide.

Graphical Representation

On the right side of the dashboard there is a graphical representation of the cluster nodes.

+ Node availability: The outer graph indicates the number of nodes in use out of a total of 32,
while the inner graph displays the available nodes and unhealthy nodes.

+ Quorum compliance: Displays the number of nodes required for the quorum to be met and
number of nodes running.
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Node availability Quorum compliance

Slots allocated [ Running 3 nodes running,
Slots unused Unavailable quorum requires 3

How to access cluster nodes?

1 Select a cluster, then select Dashboard.

2 The Nodes tab displays all nodes for the selected cluster. You can view details in two different
modes: Connections and Performance.

+ Connections: This is the default view, displaying a list of connections with other common
columns.

+ Performance: Displays CPU utilization and core information, in addition to the other
common columns.

3 In the Name column, the master node is identified by a star symbol at the end of its name.

The following status is displayed for each node:

Color State Description

Green Running (LIVE) The node is running.

White Non-member The node is no longer part of the cluster. The cluster migrates any
(LEFT) resources running on this node to another eligible live node before

the node leaves the cluster.

Red Unavailable The node is not running properly and requires admin intervention.
(DEAD)

White with red ring  Failed to start The node is waiting for the quorum to be established so that it can
(GASP) begin loading.

Gray Banned (PILL) The cluster has intentionally triggered an immediate node shutdown.

4 The operations that can be performed on the nodes are shutdown, restart, add a node to
favorites, and dashboard.

Select a refresh frequency long enough to allow the task to be completed.
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What operations can be performed on cluster nodes?

The following operations can be performed on nodes:
+ To shut down a node, select the desired node and select Shut Down from the menu. This action
brings down the selected node, making it no longer available to the clients.

+ To restart a node, select the desired node and select Restart from the menu. If the resource
running a service was only on this node due to an RME group or preferred node setting, that
service becomes unavailable.

+ To add a node to favorites, select the desired node and select Add to my nodes. To view these
nodes, select Show my nodes only in the Advanced Filters.

+ To access the node dashboard, select the desired node and select Dashboard.

How to access the node dashboard?

1 Select a cluster, then select Dashboard.
2 The Nodes tab displays all nodes for the selected cluster.

3 Select a node, then select Dashboard.

Node dashboard [ m c m
» DM 5 vee 50104
General information £} CPUs (Z) Tasks 5 Storage Memory
31468 33468
. 2
labs ! "
1 |~ Load avg.

g 1 32.59 GB 0.01 a0z
15594 ’ o AT e <1 min
508 0.2 002 '

A NiA 0.00 02
<15min

D Hamne Dita read Data written MFA Encryption Requests Client add Lesgin time

The node dashboard displays server statistics such as general information, CPU utilization,
tasks, storage, and memory details.

The Actions menu provides options to shut down or restart the selected node.

NOTE: For a virtual machine, the minimum and maximum values of the CPU are displayed as
N/A.

How to configure a cluster?

1 Select a cluster, then select Configure.
Alternatively, you can access this option from the dashboard by clicking Actions > Configure.
2 A configuration wizard is available to modify the required configuration settings.
2a Configuration: This is a view-only page displaying details of the Master IP address and port.

2b Policies: View or modify Quorum triggers, Notifications, and Log level details.
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2c Priorities: Choose one of these methods to change the load order (from highest priority to
lowest priority) of a resource compared to other cluster resources on the same node:

+ Arrows: Click the up-arrow or down-arrow adjacent to each resource.
+ Drag: Drag the resource to modify the load order.

2d Protocols: View or modify protocol settings such as Heartbeat, Master watchdog,
Maximum re-transmits, Tolerance, and Slave watchdog.

2e RME groups: Select the resources that must not be assigned to the same node
simultaneously.

2f BCC: Use toggle switch to enable Business Continuity Clustering option to add, delete, and
modify the resource replacement scripts parameters such as Search value, Replacement
value, Description, and Use regex option.

Auto failover is available only when BCC is enabled. Use toggle switch to manage the
failover of resources from one cluster to another.

WARNING: Auto failover is disabled by default and is not recommended, because it can
result in false failovers. False failovers can occur when an extremely high quality site-to-site
infrastructure does not exist. It should only be enabled after a thorough examination and
review of your network and geographic site infrastructure.

Enabling auto failover allows you to add, delete, and modify the parameters of
Membership monitoring, Failover policy, and Health monitoring.

2g Summary: Displays a summary of the modified configuration. Review it and click Finish.

The dashboard refreshes, and the updated data is displayed.

How to repair a cluster?

Perform a repair when there might be a discrepancy of resources between the cluster and
eDirectory.

1 Select a cluster, then select Repair. This action triggers a restart of the cluster, which might
modify the node ids.

After a successful repair, the additional resources that are not part of eDirectory are removed
from the cluster.

2 To verify, view Resources in the dashboard. After a successful repair, the additional resources are
cleaned up from the list of resources.

What actions can be performed on cluster resources?

1 Select a cluster, then select Dashboard.

2 On the dashboard, navigate to the Resources tab, you can perform the following tasks: create
resource, add to favorites, configure a resource, bring online, take offline, and migrate.

+ To create resource, click Create resource. Alternatively, you can access this option from the
dashboard by clicking Actions > Create resource.

+ To add a resource to favorites, select the desired resource and select Add to my resources.
To view these resources, select Show my resources only in the Advanced Filters.
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+ To configure a resource, select the desired resource and select Configure.

+ To bring a resource online, select the desired resource and select Take online. This action

runs the load script, loading the resource on its primary preferred node or on an alternate

preferred node.

+ To take a resource offline, select the desired resource and select Take offline. This action
runs the unload script, removing the resource from the server. The resource cannot be

loaded on any other server in the cluster and remains unloaded until you load it again.

+ To migrate a resource, select the desired resource and select Migrate. When a resource is

migrated, it moves from the node where it is currently running to another node. You can

select node from the Preferred Nodes list or other unassigned nodes.

3 Inthe list of resources, the master resource (MASTER | P_ADDRESS RESCQURCE) cannot be
selected, as no actions can be performed on it.

The following status is displayed for each resource.

Color State Description

Green Online The resource is online.

Orange Alert The resource is waiting for the admin to take an action, such as
starting, failing over, or failing back the resource on the specified
server.

Red Comatose The resource is not running properly and requires admin

White with red ring  Quorum Wait

Blue Loading

White with blue ring  Unloading

Gray Offline
White Unassigned
NDS Sync

intervention.

The resource is waiting for the quorum to be established so it can
begin loading.

The resource is being loaded on the server.

The resource is being unloaded from the server it was running on.

The resource is shut down or is in a dormant or inactive state.
No node has been assigned for loading the resource.

The properties of the resource have changed and the changes are
still being synchronized in the eDirectory.

If any resources are in an intermediate state, such as loading or unloading, click Refresh to get the

updated status of the resources, or adjust the refresh frequency to be long enough to allow the task

to be completed.

How to create a cluster resource?

Cluster resources should be created for every shared file system or any server-based applications or
services you want to make available to users at all times.

1 Select a cluster, then select Dashboard.

2 Navigate to the Resources tab and click Create resource.

Alternatively, you can access this option from the dashboard by clicking Actions > Create

resource.
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NOTE: A pool resource is automatically created when an NSS pool is created.

3 A wizard is displayed to create a new resource.

3a Configuration

3al
3a2

3a3

3a4

Specify the name of the resource you want to create.

In Type, select one of the available templates. The cluster resource templates can be
used on physical servers, virtualization host servers, and virtual machine (VM) guest
servers.

Cluster Resource Template Use

Generic An empty template.

Generic_IP_Service This template is auto-populated with commands or variables
and is used to create cluster resources for a certain server
applications that run on your cluster.

Generic_FS This template is auto-populated with commands or variables
and is used to configure resource for Linux Logical Volume
Manager (LVM).

DNS This template is auto-populated with commands or variables
and is used to configure resource for the DNS service.

DHCP This template is auto-populated with commands or variables
and used to configure resource for the DHCP service.

If you want the resource to be immediately available after creation, enable Initialize
after creation.

Click Next.

3b Policies

3b1

3b2

3b3

3b4

Managing Clusters

If you want to ensure that the resource runs only on the master node in the cluster,
select Resource follows master.

If the master node in the cluster fails, the resource fails over to whichever node
becomes the master.

If you don’t want the cluster-wide timeout period and node number limit enforced,
select Ignore quorum.

This ensures that the resource is launched immediately on any server in the Preferred
Nodes list as soon as any server in the list is brought online.

Specify the Failover mode. When the mode is enabled, the resource automatically
starts on the next server in the Preferred Nodes list if there is a hardware or software
failure. If the mode is disabled, you can intervene after a failure occurs and before the
resource is moved to another node.

Specify the Start mode. When the mode is enabled, the resource automatically starts
on a server when the cluster is first brought up. If the mode is disabled, you can
manually start the resource on a server when you want, instead of having it
automatically start when servers in the cluster are brought up.



3c

3d

3b5 Specify the Failback mode. When the mode is set to Disabled, the resource does not
fall back to its most preferred node when the most preferred node rejoins the cluster.
If the mode is set to Auto, the resource automatically falls back to its most preferred
node when the most preferred node rejoins the cluster. Set the mode to Manual to
prevent the resource from moving back to its preferred node when that node is
brought back online, until you are ready to allow it to happen.

3b6 Click Next.

Assigned nodes: Allows you to assign nodes to use for the resource. You also sequence the
list of nodes to specify the preferred order that the nodes will be tried when a resource is
brought online after its current node fails.

3cl Inthe Unassigned area, select a node that the resource can use, and then click the
arrow button to move the selected node to the Assigned nodes area.

Repeat this step for all of the cluster nodes you want to assign to the resource.

3c2 In the Assigned area, select a node that you want to unassign from the resource, then
click the arrow button to move the selected node to the Unassigned nodes area.

3¢c3 Click Next.

Scripts: You can add an unload script to specify how the application or resource should
terminate. Resource monitoring allows cluster to detect a the resource failure
independently of its ability to detect node failures.

3d1 A load script is required for each resource, service, disk, or pool in your cluster. The
load script specifies the commands to start the resource or service on a server.

3dla Edit or add the necessary commands to the script to load the resource on a
server.

3d1b Specify the Timeout value. The timeout value determines how much time the
script is given to complete. If the script does not complete within the specified
time, the resource becomes comatose. The timeout value is applied only when
the resource is migrated to another node. It is not used during resource online/
offline procedures.

3d2 An unload script is not required by all resources, but is required for cluster-enabled
Linux partitions. You can add an unload script to specify how the application or
resource should terminate. Programs should be unloaded in the reverse order of how
they were loaded. This ensures that supporting programs are not unloaded before
programs that rely on them in order to function properly.

3d2a Edit or add the necessary commands to the script to unload the resource on a
server.

3d2b Specify the Timeout value. The timeout value determines how much time the
script is given to complete. If the script does not complete within the specified
time, the resource becomes comatose. The timeout value is applied only when
the resource is migrated to another node. It is not used during resource online/
offline procedures.
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3d3 The monitor script is used to monitor the status of service or storage objects.

3d3a Edit or add the necessary commands to the script to monitor the resource on the
server.

3d3b Specify the Timeout value. The timeout value determines how much time the
script is given to complete. If the script does not complete within the specified
time, the failure action you have chosen gets initiated.

3d4 Click Next.

3e Monitoring: Allows you to monitor the health of the specified resource by using a script
that you create or customize. By default, resource monitoring is disabled. To enable or
modify the settings, you must configure the resource.

3f Summary: Displays a summary of the resource. Review it and click Finish.

What are the configurable settings of the resource?

*

Configuration: Displays name and type of a resource and these fields are not editable. If the
resource is pool resource, then additional fields like IP address and advertising protocols is
displayed and can be modified.

IP address change: When the IP address of a pool cluster resource is modified and saved, the
load, unload, and monitor scripts are automatically updated with the new IP address. It also
automatically updates the resource’s IP address that is stored in its NCP Virtual Server object.

Policies: View or modify the default policies set for the cluster resource.
Assigned Nodes: View or modify the preferred nodes used for the cluster resource.
Scripts: View or modify the load, unload, and monitor scripts for the cluster resource.

Monitoring: Allows you to monitor the health of the specified resource by using a script that
you create or customize. On enabling resource monitoring, you need to set the interval to poll
the resource’s health, and the action to take if the resource fails to load on the maximum
number of local restarts.

+ In the Polling interval, specify how often you want the resource monitor script for this
resource to run.

¢ The Failure rate is the maximum number of failures (Maximum local failures) detected by
the monitor script during a specified amount of time (Time interval).

A failure action is initiated when the resource monitor detects that the resource fails more
times than the maximum number of local failures allowed to occur during the specified
time interval. For failures that occur before it exceeds the maximum, cluster services
automatically attempts to unload and load the resource.

+ The Failure action indicates what action to take on the resource when a failure occurs.

+ Set resource as comatose: (Default) The resource is placed in a comatose state when
the failure action initiates. Administrator action is required to take the resource
offline, resolve the issue, and bring it online again on the same or different node.

+ Migrate the resource based on the preferred nodes list: Each time a failure action
triggers a failover, the resource migrates to a different node, according to the order in
its Preferred Nodes list and availability of the nodes. The resource is not automatically
failed back to the original node. Administrator action is required to cluster migrate the
resource to the node, as desired.
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+ Reboot the hosting node without syncing or unmounting disks: If the failure action
initiates, all the resources on the hosting node will fail over to the next available node
in its Preferred Nodes list because of the reboot. This is a hard reboot, not a graceful
one. The reboot option is normally used only for a mission-critical cluster resource
that must remain available. The resources are not automatically failed back to the
original node. Administrator action is required to cluster migrate them back to the
node, as desired.

+ BCC: Allows you to configure the cluster resources for Business Continuity Clustering. You can
enable BCC for one or multiple resources in each cluster. For each resource, you can specify the
preferred clusters for failover.

You can modify the following parameters:
+ Resource replacement scripts

To enable a resource for business continuity, certain values (such as IP addresses) specified
in resource load and unload scripts need to be changed in corresponding resources in the
other clusters. You can modify the values such as Search value, Replacement value,
Description, or Use regex.

+ Load scripts and Unload scripts

You can create BCC load and unload scripts for each BCC-enabled resource in each cluster.
They are used to handle the transfer of SAN devices between clusters during a failover. The
scripts or commands you add are stored in eDirectory.

+ Preferred clusters

Resource Preferred Clusters are the BCC clusters that a cluster resource can be migrated to
in a business continuity cluster. You add the BCC clusters where a resource can be BCC
migrated to the resource’s Assigned clusters list. At any one time a resource can only be
Primary (active) on one of the clusters that has been selected.

A minimum of two BCC preferred clusters are required to migrate a cluster resource.

+ Summary: Displays a summary of the modified settings of the resource.
To configure the resource, do the following:

1 Select a cluster, then select Dashboard.
2 On the dashboard, navigate to the Resources tab.

3 Select a resource and click Configure. A configuration wizard is available to modify the resource
settings.

How to view Event logs?

The Event logs displays the events logged by the cluster. Events can be node specific or they can be
resource specific.

You can use the Advanced Filters to filter out events according to the following categories:

+ Severity (Error, Warning, Information)
+ Event types (Failed, Comatose, Quorum Wait, Running)

+ Node (by node name)
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+ Resource (by resource name)

+ Timestamp (by specified time range)
To view the event logs:

1 Select a cluster, then select Dashboard.
2 Click Actions > View event logs.

3 The cluster events are displayed. Using Advanced Filter, you can filter the logs and save the logs
to a .csv file.

How to view connected clients on a node?

The clients are connected through either NCP or CIFS to a node.
To view NCP or CIFS connections:

1 Select a cluster, then select Dashboard.

2 Navigate to the Nodes tab, which displays all nodes for the selected cluster. Select a node, then
select Dashboard.

3 Click on the NCP Connections or CIFS Connections tab to view details such as data read or
written, encryption status, the number of requests from that connection, and so on.

What are the common tasks in each page?

Figure 3-2 Common Tasks

Q Cv m [

Some of the common tasks available on each page are:

+ Search: Displays the list of objects that matches the specified criteria.

+ Refresh: Reloads the page with the latest status of the object. If no frequency is set, then you
must manual refresh the page for displaying the updated change.

8, | O
Update frequency
® off
(O Every 5 seconds
Every 15 seconds
Every 30 seconds

Every 5 minutes

O
O
(O Every minute
O
O

Every 15 minutes
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+ Choose Column: Displays available columns.

+ Export: Downloads the data on the page in. csv format.
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I I I Servers

+ Chapter 4, “Managing Server Settings,” on page 41
+ Chapter 4, “Log and Service Details,” on page 25
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Managing Server Settings

This chapter describes the procedures for managing server settings through the Unified
Management Console (UMC). For more information on NCP server settings, see NCP Server for Linux
Administration Guide.

+ “How to view the details of all available servers?” on page 41

How to view the details of all available servers?

You can view the details of all the available servers in the Servers tab.

1 In UMC, select the Servers tab.

2 Search or browse to select the servers and click APPLY.

This displays the list of selected servers with related information such as Status, Hostname, Location,

Up since, CPU load, and Memory load.

Servers
(o) Home
o Clusters FILTERS r ok [ b v ¥ . | erowse
B Sservers
» B Slorage Total: 2 item(s) onemls_l selected Q. Cm B
B3 Files & Folders -] Status Hostname Location Up since CPU load Memory load
= 1 T
= Configure -] ™ Fhkkhk kkkk kkdkk - —— &
Servers
L Fkkokk *hkk kkkok - ——

» 2 File Access Protocols

| Reports

You can use the settings & icon to configure the selected server settings.
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5 Log and Service Details

This section provides some additional information on UMC.

*

*

“Log Files” on page 25

“Service Status” on page 25

Log Files

Check the below-mentioned logs for UMC issues related to debugging.

*

*

*

UMC Server Details:
/var/opt/novel | /1 og/unt/ apps/unt-server/server.|og

[var/opt/novel | /1 og/unt/ apps/unc-server/error.|og
OES-REST related messages:

[var/1 og/ messages

UMC Service Health Details:

/ var/opt/novel | /1 og/ unc/ apps/ unt-server/heal th. | og

Service Status

To view the status of the services, use the following commands:

*

*

*

To check details of Identity Console (IC) service - syst entt| status docker-ic. service
To check details of PostgreSQL database server - syst enct| status postgresql. service

To check details of UMC REST API backend services - syst entct| status m crof ocus-unt-
backend. servi ce

To check details of UMC REST API Server service - systenct| status m crofocus-unt-
server. service

To check details of Apache Webserver - syst entt| status apache2. service

To check details of Tomcat Servlet Container for OES services - syst enct| status novel | -
tontat . service
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V Storage

+ Chapter 6, “Managing NSS Pools,” on page 47

¢ Chapter 7, “Managing Volume Jobs,” on page 67

+ Chapter 8, “Managing Pool Snapshots,” on page 73

+ Chapter 9, “Managing NSS Volumes,” on page 77

+ Chapter 10, “Managing User Quota,” on page 89

+ Chapter 11, “Managing NSS Partitions,” on page 93

¢ Chapter 12, “Managing NSS Software RAID Devices,” on page 99
¢ Chapter 13, “Managing Devices,” on page 111
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6 Managing NSS Pools

This chapter describes the procedures for creating and managing NSS pools on a server.

*

*

*

*

“What is a pool?” on page 47

“What are the prerequisites for creating a new pool?” on page 47

“How to create a new pool?” on page 48

“How to list pools?” on page 50

“How to view pool dashboard?” on page 51

“How to deactivate or activate pool for pool maintenance?” on page 52
“How to perform a pool move?” on page 54

“What happens when | delete a pool?” on page 55

“What are the prerequisites for deleting a pool?” on page 55

“How to delete pools?” on page 55

“How to rename a pool?” on page 56

“How to increase the size of a pool?” on page 57

“How to discard unused blocks in a pool?” on page 59

“Where are my deleted volumes? Can i restore/salvage them?” on page 60
“What are the prerequisites for AD users to access NSS data?” on page 61
“l am an AD user. How do | access NSS data?” on page 62

“The eDirectory pool object is corrupted. How to recover it?” on page 65

What is a pool?

A pool is an area of storage that consists of space, called a partition, obtained from one or more of
the storage devices available on a server. The amount of space that each storage device contributes
varies. NSS uses storage pools to efficiently acquire and use all free space available on devices.

What are the prerequisites for creating a new pool?

*

*

Devices must be initialized, so that the available space is displayed for creating a pool.

OES CIFS must be installed, configured, and running before you can select the CIFS option when
cluster enabling an NSS pool.
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How to create a new pool?

1 In UMC, click & storage > Pools.

2 Click CREATE POOL.

UMC  OPEMEMTERPRISE SERVER

a
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3 On the DEVICE SELECTION page, search or browse to select the server, and select the required

device(s).

CREATE POOL

zard to create a

Device Selection

General Information

Cluster Information

Summary

DEVICE SELECTION

FILTERS Servers

MO0

Total : S iren(s) ) devices selecred

SIZE (GB)

0.0%

~

1.

[}
m]
[m]

7w | items per page

HAME

sde

sdd

sde

sdf

sdg

AVAILABLE
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2.00G8

2.00G8

30068

3.00G8

TYPE

Shared

Shared

Shared

Shared

Shared

SECTOR

512B/5128B

512B/5128

512B/3128

512B/5128B

12873128

Page 1 of 1

[#]
PROVISIONING
Thick
Thick
Thick
Thick

Thick

Ga 1o page GO

MEXT

4 Specify the device space up to the free space available on the devices for the pool, and then

click NEXT.

Only initialized devices that have free space are listed on the device selection page. If no devices
are listed, cancel the wizard, add more devices to the server or free up space on the existing

devices.

5 On the INFORMATION page, specify a name for the new pool, then click NEXT.
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CREATE POOL INFORMATION

Follow the wizard fo create a Name* | |
new pool.

X Character Limif: 2-15
v Cancontaim A-ZO-9 _!@#5%&0)

Device Selection v +  Shared Pool: Permitted special

character is _
General Information
~  Cannof starf or end with _

Cluster Infermation ~/  Cannot contfain consecutive _

Summary 2

PREVIOUS

The description is an optional field. All the NSS64-bit pools are AD media upgraded by default.

6 If the selected device type is shared, on the CLUSTER INFORMATION page, specify the details as
required, and then click NEXT.

The Enable Cluster toggle is automatically turned on. Turn it off to create a non-clustered pool
with shared devices.

NOTE: This page is not available if the selected device type is local on the DEVICE SELECTION
page.

CREATE POOL CLUSTER INFORMATION

he wizard to create a @ Enable Cluster

General Information ~
Cluster Infermation
Advertising Protocols:

Summary

O cirs

PREVIOUS

Parameters Required for Cluster Enabled Pools:

+ Virtual Server Name: This name is assigned to the virtual server that represents the shared
pool in the cluster. When you cluster-enable a pool, a virtual server object is automatically
created in eDirectory and given the name of the cluster object plus the name of the cluster-
enabled pool. For example, if the cluster name is clusterl and the cluster-enabled pool
name is pooll, then the default virtual server name will be clusterl_pooll_server. You can
edit the field to change the default virtual server name. The virtual server name used for
NCP and CIFS servers will be the same.
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+ |P Address: The IP address that you want to assign to the virtual server. Each cluster-
enabled NSS pool requires its own IP address. The IP address is used to provide access and
fail-over capability to the cluster-enabled pool (virtual server). The IP address you assign to
the pool remains assigned to the pool regardless of which server in the cluster is accessing

the pool.

IMPORTANT: The IP address for the virtual server must be in the same IP subnet as the
server nodes in the cluster where you plan to use it.

+ Advertising Protocols: Protocols that give users native file access to data.

Specify one or more advertising protocols by using the toggle button of the protocols you
want to enable for data requests to this shared pool.

+ OES NCP: NCP is the networking protocol used by the Client for Open Enterprise Server. It is
selected by default. Selecting NCP causes commands to be added to the pool-resource load
and unload scripts to activate the NCP protocol on the cluster.

+ CIFS: CIFS is a Windows networking protocol. Selecting CIFS causes commands to be added
to the pool-resource load and unload scripts to activate the CIFS protocol on the cluster.

7 Review the pool details, and click FINISH to create the pool.

CREATE POOL SUMMARY

Follow the wizard fo create a

GENERAL INFORMATION
new pool.

Selected Server

Device Selection

General Information

Cluster Information

Summary

ALLOCATED DEVICES

A NAME ALLOCATED PROVISIONING TYPE

sdec 3.50GB Thick Shared
example_pooll

v
CLUSTER123
pese v el

v

PREVIOUS FINISH

How to list pools?

You can view the list of pools and their related information available on the server. The pool’s list
also includes pool snapshots if you have previously created a pool snapshot.

1 In UMC, click Storage > Pools.

2 Click the Search Icon and specify the server name.
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or

Click Browse, select Server Type to list their associated servers. Select the required servers from
the list, and then click APPLY.

? — isaerieny|
-5 FILTERS o filers added . ) m| u]
mosh )
& ServeTyps | All Servers ¥ e T
1 apoervasetup - 0
» & nove aA

B -

NOTE: When the or tree view (=] icon is clicked, you cannot perform other actions
outside the browse area. Click the same button again to close the browse or tree view area.

The list of pools available on the selected servers is displayed.

How to view pool dashboard?

You can view the details of a pool like space usage, volumes, partitions, and devices on the pool
dashboard page.

1 In UMC, click & storage > Pools.
2 Search or browse the servers to list the pools associated with them.

3 Click on the pool name to view the pool dashboard page.
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You can use ACTIONS to perform various pool operations like rename, increase size, manage
snapshot, create snapshot, update pool object, discard unused blocks, activate, deactivate, and

delete.

How to deactivate or activate pool for pool maintenance?
You can perform pool maintenance without shutting down the server. Access to a pool can
temporarily be restricted by deactivating them.

After deactivating a pool, perform the pool maintenance. The pool and its volumes are temporarily

unavailable to the users. Deactivating a pool does not delete the volumes or their data.

1 In UMC, click B2 Storage > Pools.
2 Search or browse the servers to list the pools associated with them.

3 NOTE: If you select multiple pools, the More Options *-* icon is available at the top right corner
of the table.

3a To deactivate a pool:

3al Select a pool, click More Options --- icon, click Modify, and then select Deactivate.

B soe s S ? o |[£]
|
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-] L] SER il 343 M ! ) M
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3a2 Click CONFIRM to deactivate the selected pools.
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A DEACTIVATE POOL

This operation closes all the open files and
deactivates the volumes. The files and
volumes are not accessible until you activate
the pool.

Do you want to continue?

CONFIRM CANCEL

The deactivated pool details are not displayed on the POOLS page.
or

3b To activate a pool:

3b1 Select a pool, click More Options -+ icon, click Modify, and then select Activate.

UMC OPEM ENTERPRISE SERVER @ avsm v
ros =
. e v x o (]

3b2 Click CONFIRM to activate the selected pool.

ACTIVATE POOL

Makes the selected pools and all the volumes

in them available for user access.

. Do you want o confinue?

CONFIRM CANCEL

You must manually activate the volumes after the pool is active. For more information
on activating volumes, see “How to deactivate and activate NSS volumes?” on
page 82.
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How to perform a pool move?

You can move an NSS pool from one location to another on the same system. The pool remains
active during this process. All the segments in the pool are consolidated and moved to the specified
device(s). If a specified device is larger than the original device, the pool is automatically expanded
on completion of the move job.

1 In UMC, click Storage > Pools.

2 Search or browse the servers to list the pools associated with them.

3 Select the pool you want to move, click More Options “-* icon, click Modify, and then select
Move.
UMC  OPEN ENTERPRISE SERVER @ anew v
= PooLs B
B stoage FuTERS T v X |a»Tw| E

a] HEALTH NAME TYPE AVAILABLE usED ToTAL

= - USERGUZHAW NSS84 9945 M 23.35MB 1023.00M8  =+=

4 Select the device(s), specify the required allocated size for the selected device(s), and then click

MOVE-P2 DEVICES
Follow the wizard to move a New Pool Size 2 GB -
pool.
Current Pool Size 0.6 GB T
Devices Total 2items ) itemsselected [J Purge data from original location immediately. Q
Summary ALLOCATED (GB) NAME AVAILABLE SHARED SECTOR PROVISIONING
~
1 v sdb 29.40 GB 512B/512B Thin
~
1 « R1 31.48 GB 512B/512B

NEXT

Select the Purge data from original location immediately checkbox to permanently delete the
moved pool from the original location after the pool move.

5 Review the details and click FINISH.
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MOVE-P2 SUMMARY

Follow the wizard fo move a Purge data from original location immediately.
pool

POOL ALLOCATIONS

Devices v NAME REMAINING ALLOCATED
Summary <db 28.40 GB 1.00GB T
Rl 30.48 GB 1.0068 1

PREVIOUS FINISH

The pool is moved to the selected devices after the process is successfully completed.

What happens when | delete a pool?

Deleting a pool removes the ownership of the space it occupied, freeing the space for reassignment.
The Delete option on the Pools page removes the selected pools from the server, including all
member partitions and the data on them.

NSS pools can be deleted to create free space for other pools.

WARNING

+ Deleting a pool deletes all the volumes and data in it. These volumes cannot be restored.

+ If the pool is created on a RAID1 device, deleting the pool deletes the RAID1 device.

What are the prerequisites for deleting a pool?

+ If the pool is shared in an OES Cluster, you must offline the cluster resource before you attempt
to delete the clustered pool or its cluster resource.

+ If the pool has pool snapshots, you must delete the pool snapshots before deleting the pool.

How to delete pools?

1 In UMC, click Storage > Pools.

2 Search or browse the servers to list the pools associated with them.

3 Select the pool, click More Options =** icon, and then select Delete.

NOTE: If you select multiple pools, the More Options “-* icon is available at the top right corner
of the table.
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4 Click CONFIRM to delete the selected pool.

E DELETE POOL

On deleting a pool all the volumes and their
associated data is deleted. These volumes
cannot be restored.

Do you want to continue?

CONFIRM CANCEL

How to rename a pool?

The Rename option on the Pools page allows you to modify the name of a pool. You can change the
name of a pool that corresponds to a department name change. When you rename a pool, it must
be in the active state so that the eDirectory gets updated.

1 In UMC, click Storage > Pools.
2 Search or browse the servers to list the pools associated with them.

3 Select the pool, click More Options --* icon, click Modify, and then select Rename.

uMcC OPEN ENTERPRISE SERVER @ aoem v
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4 Specify the new pool name and click CONFIRM.

RENAME POOL

CONFIRM

CANCEL

Table 6-1 Actions Required After Renaming a Pool

Pool Share Pool Load-Time Pool State Aftera | Action Required
State State Rename
Unshared Autoloaded Active with Mount the pool’s
volumes volumes
dismounted
Unshared Not autoloaded Deactive Activate the pool,
then mount its
volumes
Shared Load and unload Deactive Online the pool

are controlled by
OES Cluster
Services. Before
you rename a
cluster-enabled
pool, make sure to
offline the pool
resource, activate
the pool by using
UMC or NSSMU
instead of using
the load script,
then you can
rename the pool
by using UMC or
NSSMU.

resource to
activate the pool
and its volumes.
OES Cluster
Services
automatically
updates the pool
resource load and
unload scripts to
reflect the name
change. Also, NSS
automatically
changes the Pool
Resource object
name in
eDirectory.

How to increase the size of a pool?

The Increase Size option on the Pools page allows you to expand the storage capacity of a selected
pool by adding new partitions. You can increase the size of your storage pools, but you cannot

reduce their size.

1 In UMC, click Storage > Pools.

2 Search or browse the servers to list the pools associated with them.
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3 Select the pool, click More Options --* icon, click Modify, and then select Increase Size.

POOLS
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HSS84

AVAILABLE
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4 Select the devices and specify the space to be used from each device.
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Only the devices that have free space are listed. If no devices are listed, there is no space
available to increase the size of the pool. Click Cancel, add more devices to the server or free up
space on the existing devices, then return to the POOLS page to increase the size of the pool.

INCREASE POOL SIZE

Used 72.80 MB
[

Devices used o +1
SPACE (GB)

|~

= | EE

10~ | items per page

Total : 2 items

USED DEVICES

'

Current Pool Size 10.00 GBT

NAME TOTAL
sdb 32.00GB
sdc 32.00GB

Available 26,93 GB

AVAILABLE

21.50GB

31.50GB

New Poal Size 25.00 GBT

a
SECTOR
512 /512
512512
Page1of1 Go to page GO

CONFIRM CANCEL

5 Click CONFIRM to expand the size of the selected pool.
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How to discard unused blocks in a pool?

The unused blocks in the selected pool can be freed by using the Discard option, making them
available for usage. This functionality is supported only on thin-provisioned SCSI devices with
VMware ESXi on a linear target.

Table 6-2 Support Matrix

Device Type Provisioning Type Support on Pool
SCSI Devices with Thin Supported
Vmware ESXi

SCSI Devices with Thick Not Supported
Vmware ESXi

SCSI Devices with Thin Thick Not Supported
Vmware ESXi

RAID Devices Any type Any type Not Supported
Pools that contain Any type Any type Not Supported
Snapshots

1 In UMC, click Storage > Pools.

2 Search or browse the servers to list the pools associated with them.

3 Select the pool, click More Options --*

Blocks.

icon, click Modify, and then select Discard Unused

NOTE: If you select multiple pools, the More Options -

of the table.

icon is available at the top right corner

al POOLS
a FILTERS
Poah
]
=
a

4 Click CONFIRM to discard the unused blocks in the selected pool.
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® DISCARD UNUSED BLOCKS

All the free blocks that are not used by the
pool are discarded.

Do you want to continue?

CONFIRM CANCEL

The process is executed in the background and discards unused blocks on the selected pool.

Where are my deleted volumes? Can i restore/salvage
them?

On deleting a volume, NSS removes it from the pool. The Deleted Volumes option on the Pools page
displays a separate Deleted Volumes page where you can purge or salvage the deleted volumes for
the pool. This option is only available if the selected pool has deleted volumes in it.

During the Purge Delay (by default, four days after a volume is deleted), you can manually purge
deleted volumes, view the volume contents, transfer files from the deleted volume to other
volumes, or salvage the entire volume. When you salvage a volume, the data and metadata are the
same as they were at delete time, with no changes. After the Purge Delay time elapses, NSS
automatically purges the deleted volume from the system, and it can no longer be accessed.

WARNING: If you delete an entire pool, all the volumes are deleted with it. You cannot restore a
deleted pool or volumes in it.

1 In UM, click = storage > Pools.

2 Search or browse the servers to list the pools associated with them.

3 Select the pool, click More Options --- icon, and then select Deleted Volumes.
I muERs SO v ¥ 0 [[wows ][]
o MEALTH HAME TYRE AVAILABLE USED TOTAL
o - ] ™ Mi
= . G4 MB 4 MB M

4 Select the deleted volume, click the (...) option, and then select Salvage/Purge.
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5

POOLS » P2 > DELETED VOLUMES

O wawe SERVER STATE

SEHEDULED PURGE DATE

Salvage: You can restore and assign a new name to the deleted volume or reuse the old name if

no other volume is using that name.

NOTE: If you salvage an encrypted volume, you are prompted for the related password.

SALVAGE VOLUME
Existing Volume Name VOLUME._6
New Volume Name* VOLUME 6

CONFIRM CANCEL

Purge: You can manually delete one or more deleted volumes and can no longer be salvaged or

recovered.

E PURGE VOLUME

Purging permanently deletes the volume and
its contents.

Do you want to continue?

CONFIRM CANCEL

Click CONFIRM to complete the selected process.

What are the prerequisites for AD users to access NSS

data?

*

*

*

*

*

The pool must contain at least one active volume.

The pool must support AD Media.

CIFS service must be configured and operational on the pool.

CIFS service must be configured and operational on the OES server.

Server must be added to AD domain.
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I am an AD user. How do | access NSS data?

Active Directory (AD) users are Windows users who use the CIFS protocol to access NSS volumes on
OES servers and administer them. AD users and groups are not required to be moved to eDirectory
as NSS resources can be accessed by both AD and eDirectory users at the same time.

NOTE: Ensure that the logged-in user has sufficient rights to create the object in the particular
container in AD before joining a pool to an AD domain.

1 In UMC, click Storage > Pools.

2 Search or browse the servers to list the pools associated with them.

3 Select the pool, click More Options *** icon, and then select Join AD Domain.

NOTE: The Join AD Domain option is available only if the selected pool is AD enabled.

UMC  OPEMENTERPRISE SERVER @ aosm v

Puress v %

HEALTH MAME TrPE AVAILABLE usEn TOTAL

] @ 00 g
.

NOTE: If any of the prerequisites for joining the AD Domain is not met, the CANNOT JOIN AD
DOMAIN page is displayed to indicate it. Click CANCEL, ensure to meet the prerequisites, then
perform Join AD Domain from the POOLS page. See “What are the prerequisites for AD users to
access NSS data?” on page 61.
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CANNOT JOIN AD DOMAIN
Ensure that the following prerequisites are met:
Volume x
E The pool must have one active volume.
an AD Media Support ‘ \/
Bl The pool must support AD Media.
CIFS
B CIFS should be enabled for the pool. x
CIFs
B CIFS should be enabled for the server. Vv
Server
E' Server should be added to AD domain. v
CANCEL

4 Inthe AUTHENTICATION page, specify the Username and Password of the AD user, and click TEST
CONNECTION.
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JOIN AD DOMAIN

Follow the wizard to join AD
Domain

Authentication

General Information

AUTHENTICATION

Domain Name MFDOMAIN.COM

MNETBIOS Name clst75-tpl-w

Username” | abexyz

«
Password

s o oo o oK oK KoK

TEST CONNECTION

The existence of the user in the AD database is verified. After successful verification of the

domain, click NEXT.

5 Follow the steps for selecting or creating an object.

5a For selecting a pre-existing object in the active directory:

If you already have a computer object created in the active directory for the server, follow
the steps to select the object.

5al Select the Use pre-created computer object checkbox.

5a2 Specify the Container name.

5a3 Specify the description details, and then click FINISH.

JOIN AD DOMAIN

General Infermation

INFORMATION

WINIOZZIMDLOM

sterl23-cpl23-w

Use pre-created computer object

CH=Computers

PREVIOUS FINISH

or

5b For creating a new object in the active directory:

If you have no computer object created in the active directory for the server, follow the
steps to create an object.
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NOTE: : Make sure to uncheck the “Use pre-created computer object” checkbox.

5b1 Specify the container name.

JOIN AD DOMAIN INFORMATION

WINZO22IMDCOM

sher123-cpl23-w

re-created computer ok
Gerveral Informatien O use pre-created computer cbject

CHN=Compaters

PREVIOUS FINISH

5b2 Specify the description details, and then click FINISH.

The AD users have access to NSS volumes after the process is successfully completed.

The eDirectory pool object is corrupted. How to recover it?

The Update Pool Object option on the Pools page allows you to add or update the eDirectory pool
object. If the pool object already exists, NSS prompts with two options: Delete and replace the
existing object, or Retain the existing object.

NOTE: Updating eDirectory pool object is a recovery process and is required only when the pool
object is lost, corrupted, or deleted.

Update eDirectory object after modifying pool parameters or renaming it.
For more information on eDirectory, refer to the eDirectory 9.2 documentation.

1 In UMC, click B2 Storage > Pools.

2 Search or browse the servers to list the pools associated with them.

3 Select the pool, click More Options --* icon, click Modify, and then select Update Pool Object.

UMC  OPEN ENTERPRISE SERVER @ aosn v
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Pools
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4 Click CONFIRM to update the pool objects for the selected pool.

® UPDATE POOL OBJECTS

Updating deletes the old object and adds a
new object in the directory service

Do you want to continue?

CONFIRM CANCEL

If the pool object does not exist, NSS adds it at the same context level as the server.
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Managing Volume Jobs

This chapter outlines the procedures for monitoring and managing DFS jobs.

You can monitor the status of all the active Move and Split jobs and recently completed jobs that are
initiated for a selected server. Additionally, you have options to pause, resume, start now,
reschedule, finish, or cancel a job, depending on its state.

NOTE: To access DFS jobs, log in to UMC with admin credentials, then click Storage > Volumes > Jobs.

How to view list of DFS jobs?

To view Move and Split jobs, click Storage > Volumes > Jobs, browse and select a server. The following
information is displayed:

Table 7-1 DFS jobs

Column Name Description

Source Displays the name of the source volume, such as VOL1: or path to folder on the
source volume for Split jobs, such as VOL2: bet a/ dev.

Status (color coding) Displays the current status of the job.
Green Completed: The jobs are complete.

Completed jobs remain in the status report for seven days. When a job reaches the
Completed state, no files are left in the source volume or below the DFS junction
point in the source volume.

Blue In Progress: Data is actively being transfered from the source volume to the
destination, represented in form of percentage.

Orange Suspended: The job is not responding, and administrator intervention is required.
Red Failed: The job has failed.
Paused: The job is manually paused. It can be resumed or deleted.

Scheduled: The job is set to run at a scheduled date and time.
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Column Name Description

Cleanup failed: DFS was unable to delete the files from the source volume after
transferring the data to the destination volume. One of the reason is the files were
in use when cleanup was initiated.

+ To retry the cleanup, click Retry.

If undeleted files remain in use, DFS might return to this state. This option can
be repeated as needed.

+ To complete the job and leave undeleted files in the source volume, click
Finish. It is recommended to delete the duplicate files from the source
volume.

Files skipped: Files that are in use at the time of data transfer and could not be
copied to the destination.

Canceled: Deletes the job.

Type Indicates whether the job is a Move job or a Split job.
ID An auto-generated unique ID assigned to the job.
Server The servers displaying the Move and Split jobs.

Date scheduled The date and time when the job is set to run.

What are the prerequisites to Move or Split jobs?

*

Managing

DFS Management Context: Make sure that a DFS management context is set up, containing
both source and destination servers.

DFS Replica service: Verify the DFS Replica service for the management context is synchronized
and running.

NCP and SMS services: Make sure that NCP and SMS services are installed and running on both
the source and destination servers.

Deleted files: If there are deleted files on the source volume that need to be transfered to the
destination, salvage those deleted files before starting the process.

Destination volume space: Make sure the destination volume has sufficient free space to
accommodate the data being transfered.

Administrative rights: If moving the volume to a pool on a different server, ensure
administrative rights are available on the destination server.

SLP registration: Verify that the destination server is registered with SLP for sndr d service and
that SLP is operational.
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How to perform a Move job?

A Move job transfers the file structure, data, and file system trustee rights from a source NSS volume
to a destination NSS volume within the same DFS management context.

Before you begin, make sure you have met the prerequisites.

Log in to UMC with admin credentials.
Click Storage > Volumes.
Browse and select the server that contains the NSS volume you want to move.

From the Volumes list, select the volumes you want to move, and click Move.

i A W N =

Select the destination volume to transfer the data.
The trustee rights from the source volume are automatically applied to the destination volume.

6 Select Start now to begin the data transfer. The job may take a few seconds to initiate, changing
the status to Scheduled. No action is required from your end during this process.

or

Alternatively, specify the date and time to schedule the transfer.

NOTE: Make sure that the volumes are active at the scheduled time.

7 Displays a summary of the Move job. Review it and click Finish.

The data transfer might take from a few minutes to several hours, depending on the volume of
data being moved.

How to perform a Split job?

A Split job transfers a portion of the file structure, data, and the file system trustee rights from a
source NSS volume to a destination NSS volume within the same DFS management context.

Before you begin, make sure you have met the prerequisites.

Log in to UMC with admin credentials.
Click Storage > Volumes.
Browse and select the server that contains the NSS volume you want to split.

From the Volumes list, select the volumes that you want to split, and click Split.

v A W N =

Select the folder where the DFS junction will reside.

All data below this folder is moved to the destination volume.

6 Select the destination volume to transfer the data.

The trustee rights from the source volume are automatically applied to the destination volume.

7 Select Start now to begin the data transfer. The job may take a few seconds to initiate, changing
the status to Scheduled. No action is required from your end during this process.

or

Alternatively, specify the date and time you want to schedule the transfer.
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NOTE: Make sure that the volumes are active at the scheduled time.

8 Displays a summary of the Split job. Review it and click Finish.

The data transfer might take from a few minutes to several hours, depending on the volume of
data being moved.

What happens when jobs are paused?

Pause suspends a job until it is manually resumed or deleted. Only jobs that are currently in
progress, scheduled, or suspended can be paused.

You can pause a Move or Split job to allow another job to run or to reduce the load on the system or
network.

Select one or more active jobs, click Pause, then type a Comment to be displayed in the status
report.

What happens when jobs are resumed?

Resume continues the jobs from the point where it was paused. The data transfer continues
depending on the job type.

IMPORTANT: You cannot resume a job that is completed, failed, or deleted.

Select one or more paused jobs, click Resume to complete the job.

How to handle files skipped by Move or Split Jobs?

A Move or Split job displays a Files skipped status, when some of files are not moved because they
were in use at the time DFS attempted to copy them to the destination volume.

View skipped files:

1 Login to UMC with admin credentials.
2 Click Storage > Volumes > Jobs.
3 Browse and select the server that contains the Move or Split jobs.

Jobs with a status of Completed, Failed, or Canceled remain in the status report for only seven
days.
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4 Select jobs with status Files Skipped, then click View skipped files to displays the files that were
not transfered to the destination volume.

Column Name Description

Name Name of the file that was not transfered to the destination volume.
Type The format of the file.

Path Location of the file on the source volume.

Retry skipped files

To copy the skipped files, click Retry.

You have to manually trigger the retry action to transfer the files. If the files are still in use, DFS
returns to the Files skipped state.

Finish
To complete the job and skip the files that were not transferred from the source volume, click Finish.

The source volume is deleted upon job completion, and the skipped files are no longer accessible.
Before you click Finish, manually transfer any skipped files to the destination volume.

How to cancel or delete jobs?

A job can be canceled up to a certain point during the Move or Split process. If data has been
transfered beyond a specific stage, DFS returns an error message and prevents the job from being
canceled. After the cancel command is initiated, UMC waits for the next convenient point to stop the
job.

For example, if a large file is being transferred, UMC will wait for that file to finish transferring before
canceling the job.

Data on the source remains unchanged. However, it is recommended to manually clean up any data
that has been transfered to the destination volume.

Select one or more jobs, click Cancel to initiate the job cancellation process.

NOTE: If you cancel a job, you must initiate a new job, as partial data transfers are not supported.
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Managing Pool Snapshots

This section describes the procedure for creating and managing pool snapshots on a server.

NOTE: The status of a snapshot is usually Offline, and its state is Active.

Figure 8-1 Snapshot

lal Hame POOLS ; POOLL 5 MANAGE SNAPSHOT

Totst 1 isemis} =

0O wame STATUS STATE PARTITION PARTITION SITE % USED

O  POOLY SNAPSHOT X O bl 2 1.00 G2

+ “What is a pool snapshot?” on page 73
+ “What are the prerequisites for creating a pool snapshot?” on page 73
+ “How to create a pool snapshot?” on page 73

+ “How to list pool snapshots?” on page 74

What is a pool snapshot?

A pool snapshot is a metadata copy of a pool at a point-in-time. A pool snapshot improves the
backup and restore services by saving time.

What are the prerequisites for creating a pool snapshot?

+ The pool you want to snapshot must already exist and be active.
+ Free space must be available on a device to use it as the stored-on partition.

+ Pool snapshots are not supported for shared NSS pools.

How to create a pool snapshot?

1 In UM, click = storage > Pools.

2 Search or browse the servers to list the pools associated with them.

3 Select the pool, click More Options --- icon, click Backup, and then select Create Snapshot.
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NOTE: Creating a snapshot of a pool snapshot is not supported. If the selected pool is a pool
snapshot, then the Create Snapshot option will not be available.

When you create a snapshot, both the original pool and the pool where the snapshot is stored
must be active.

4 Specify the Snapshot name, select Snapshot size, select device from the list, and then click

CONFIRM.
CREATE SNAPSHOT
Pool_é_Snapshor
~
0.05
sdb @
Total available devices: 7 Q

DEVICE NAME AVAILABLE PHYSICAL SECTOR SIZE LOGICAL SECTOR SIZE

' sdb 21.45 GB 512 512

sdc 31.50GB 512 512

1 Page 1 of 1

CONFIRM CAMNCEL

Minimum size required for a snapshot is 50MB. The newly created snapshot is available in the
snapshot list with the status as offline. This snapshot is made online and accessed from the pool
list for recovery.

How to list pool snapshots?

1 In UM, click = storage > Pools.

2 Search or browse the servers to list the pools associated with them.
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3 Select the pool, click More Options --* icon, click Backup, and then select Manage Snapshot.

UMC  OPEN ENTERPRISE SERVER 0 @ aommw
@t roas
Bl storage FILTERS SeTVers — a

p—

Total: 2 items Q  E

D HEALTH HAME TYPE AVAILABLE USED TOTAL
RS ° P2 NSSb4 602.50 MB 11.10MB 614,00 MB
Devices <l O ° P3 NSS4 999.65 M8 23.35 MB B Modify
+ Create Snapshot [ Deleted Volumes
[ Delete
4 Select the snapshot, click More Options -*- icon, and then select the required action.

NOTE: If you select multiple snapshots, the More Options *** icon is available at the top right
corner of the table.

T Home POOLS » POOLL 3 MANAGE SNAPSHOT CHEATE SHAPSHOT
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+ Make Online: This option makes the selected pool snapshot online so that you can access
the data on it for data retrieval and backup. After the pool snapshot is made online, it is
displayed in the pool list and its snapshot volumes are displayed in the volumes list.

+ Make Offline: This option makes the selected pool snapshots and its associated volumes
inaccessible through the pool list. It does not delete the data in the volumes.

+ Delete: This option permanently deletes the selected pool snapshots from the server.
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9 Managing NSS Volumes

This chapter describes the procedures for creating and managing NSS volumes on a server.

*

*

*

*

“What is an NSS volume?” on page 77

“What are the features that can be enabled for a new volume?” on page 77
“What are the prerequisites for creating an encrypted volume with AES256?” on page 78
“How to create a new NSS volume?” on page 79

“How to list NSS volumes?” on page 81

“How to view volume dashboard?” on page 82

“How to deactivate and activate NSS volumes?” on page 82

“How to mount or dismount a volume?” on page 84

“How to rename a volume?” on page 85

“How to delete a volume? Can | restore or permanently delete it?” on page 86
“What is a volume object?” on page 87

“How to update volume objects?” on page 87

What is an NSS volume?

The logical volumes created on NSS storage pools are called NSS volumes. The CREATE VOLUME
option on the VOLUMES page allows you to create an NSS volume in a pool. Depending on the
physical space available, you can create any number of NSS volumes for each pool.

What are the features that can be enabled for a new
volume?

The below features can be enabled while creating a new volume.

+ Salvage

The Salvage Files attribute enables deleted files to remain on the volume until the Purge Delay
time expires or until space is needed on the volume for other data. Until the Purge Delay time
expires, the Salvage feature tracks the deleted files and allows the deleted files to be salvaged
and restored. If space is needed, the oldest deleted files are purged to clear space. Salvage is
enabled by default. If the Salvage Files attribute is disabled, deleted files are purged
immediately on deletion.

+ User Quotas

The User Quotas (user space restrictions) attribute enables you to assign a maximum quota of
space that a user’s data can consume across all directories in the volume.
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+ Directory Quotas

The Directory Quotas attribute enables you to assign a maximum quota of space that a
directory can consume.

+ Active Directory

This option lets you enable access to the AD users for the selected volume. For a volume (both
NSS32 and NSS64) to be accessible to the AD users, it should be part of a pool that is AD media
upgraded, and it should be AD-enabled.

+ Compression

The Compression attribute activates file compression in NSS volumes. Compression can be
activated at creation time only and this choice persists for the life of the volume. Data in the
volume is stored normally or in compressed form, depending on how frequently it is used.
Compression parameters can be set at the server level to control compression behaviour.

+ Encryption

Encryption provides password-protected activation of encrypted NSS volumes. Encryption can
be activated at creation time only, and this choice persists for the life of the volume.

« Event File List (EFL)

NSS uses the Event File List (EFL) feature to track files that have changed on a volume during an
interval called an epoch. It logs changes that are made to data and metadata for each active
epoch on a specific NSS volume. You can use the API commands in scripts to start and stop an
epoch, reset the event list for an epoch, and to affect how long epochs are retained.

NOTE: The feature, Event File List (EFL) is selected by default and you cannot deselect it.

What are the prerequisites for creating an encrypted
volume with AES256?

To create encrypted volumes with an AES-256 encryption algorithm, use the NSS64 pool type with
pool media upgraded to AES. Use the nsscon commands in this section to upgrade the existing NSS
media to support AES or to enable all future NSS pool creation to be automatically created with the
AES Index support.

For the Existing NSS Pools
nss / Pool Medi aUpgr ade=pool nane / Medi aType=AES

Upgrades the specified pool to support AES media.

For the Newly Created NSS Pools

The commands placed in the nssstart.cfg file persists across server reboots. If the NSS commands are
added in the nssstart.cfg file, ensure those commands are not prefixed with nss.

If these commands are issued from the command line, it persists only till a server reboot.
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How to create a new NSS volume?

1 In UMC, click Storage > Volumes.
2 Click CREATE VOLUME.

uMC OFEM ENTERPRISE SERVER 0 @ aowmw
. e fscsiias |
B stoge FLTERS v wROWSE E
Vebemas . i
O weasrn nawe poot AvAsLABLE usen wounten romaL
o N ! 1058 2.00 ME

3 Onthe POOL SELECTION page, search or browse the server to select the pool where you want
the new volume to reside, and click NEXT.

CREATE VOLUME POOL SELECTION
Faollow the wizard to create a Servers .
Q
new volume. FILTERS KO 10K < XK = -
Pool Selection o Total : 7 item(s) Volume Cuota (GB) B3 Quota 1o grow 10 the pool size Q | F
Features v NAME TYPE FREE UsED TOTAL
Configuration ~  POOLL HS564 999.42 MB 23.58 MB 1023.00 MB
SumMmARY POOL? M55k 999.65 MB 73.35 MB 1023.00 MB

10 w | items per page 1 Page1ofl Go to page GO

HEXT

Specify the Volume Quota as required or select “Quota to grow to the pool size” checkbox to
allow the volume to expand to the size of the pool.

4 On the FEATURES page, select the features you want to enable for the new volume, and click
NEXT.
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CREATE VOLUME

ew volume,

Features

Configuration

Summary

allow the wizard 1o create a

FEATURES

Select the features you want 1o enable ar configure for your new valume:

= EventFile List (EFL)

PREVIOUS HEXT
NOTE: The feature, Event File List (EFL) is selected by default and you cannot deselect it.
5 On the CONFIGURATION page, specify a name for the new volume, and click NEXT.
Enable Allow mount point to be renamed to allow updates to the volume name or its path.
CREATE VOLUME CONFIGURATION
Volume Mame® [ test
Mount Paint Sfmediafmes/TEST
| Selecti " @
e W
Conflguration W O Data Shredding (Cycles) @
Summary Read Ahead Count (Blocks) 16 C(D
Leokup Namespace ® Long Dos Mac Unix
. Activate Valume
& Mount Volume
PREVIOUS HNEXT

6 Review the details and click FINISH.

Managing NSS Volumes




CREATE VOLUME SUMMARY
Follow the wizard to create a POOL INFORMATION FEATURES SELECTED
new volume, POOLL .
= Event File List (EFL)
Pool Sebection v sene o
o ¢ ot Unlimited
e CONFIGURATION
Configuration w _—
Summary Mount Point fmedia/nes/TEST
1 Cycle(s)
16 Block(s)
Long
PREVIOUS FINISH
The new volume is available on the VOLUMES page.
L
How to list NSS volumes?
1 In UMC, click Storage > Volumes.
2 Click the search Icon and specify the server name.
UMC  OPEN ENTERPRISE SERVER O @ aoeemw
& VOLUMES m
a ™ FILTERS i filters acided . | . : | “”“_Il D
| o
or

Click Browse, select Server Type to list the servers. Select the required servers from the list and
click APPLY.

uUMC OFEN ENTIRPRISE SERVIR I; \1‘; ADHIN
H stonsg 1

FILTERS  ho fiters sdded

" Sarves Typ | A8 Servers

B arun ume tree 1 -
> b roves
3P

NOTE: When the or tree view (=] icon is clicked, you cannot perform other actions
outside the browse area. Click the same button again to close the browse or tree view area.
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How to view volume dashboard?

You can view the details of a volume like space usage, general information of the volume, and
enabled features on the volume dashboard page.

1 In UMC, click Storage > Volumes.

2 Search or browse the servers to list the volumes associated with them.
3 Select the volume, click More Options “-* icon, and then select Dashboard.
uMc OPEN ENTERPRISE SERVER

VOLUMES * TEST

Space utage

Not Deleted Deleted

® -
Enabled Features

How to deactivate and activate NSS volumes?

After configuring NSS volumes, you can activate and deactivate NSS volumes to make them available
to users and applications. To view details of a volume, it must be active.

1 In UMC, click B2 Storage > Volumes.
2 Search or browse the servers to list the volumes associated with them.

3 NOTE: If you select multiple volumes, the More Options - icon is available at the top right
corner of the table.

3a To Deactivate a Volume:

3al Select the volume, click More Options --- icon, and then select Deactivate.
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3a2 Click CONFIRM to deactivate the selected volume.

A DEACTIVATE VOLUME

This cperation causes all the open files to close.

Do you want to confinue?

CONFIRM CANCEL

oo

A W

usEn HOUNTED

ToTAL

The deactivated volume details are not displayed on the VOLUMES page.

or

3b To Activate a Volume:

3b1 Select the volume, click More Options - icon, and then select Activate.

O vesrd mame PooL avamanLe

= woL1 POOLY on

3b2 Click CONFIRM to activate the selected volume.

@ ACTIVATE VOLUME

The selected volume will be activated.

Do you want to continue?

CONFIRM CANCEL

v x o [Cwows |[¥]

sen HOUNTED

ToTAL
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The activated volume details are displayed on the VOLUMES page.

After the page refreshes, each volume’s state matches the state you specified. When a
volume is already in the specified state, no change occurs.

How to mount or dismount a volume?

After configuring the NSS volumes, you can mount and activate the volumes on the VOLUMES page
to make them available to users and APIs. After mounting an NSS volume, it is only available to APIs
until you activate it. Dismounting a volume makes it unavailable to the users and APIs.

NOTE: If you Mount an encrypted volume, you are prompted for the related password.

1 In UMC, click Storage > Volumes.

2 Search or browse the servers to list the volumes associated with them.

3 NOTE: If you select multiple volumes, the More Options - icon is available at the top right
corner of the table.

3a To mount a Volume:

3al Select the volume, click More Options “*- icon, and then select Mount.

3a2 Click CONFIRM to mount the selected volume.

@ MOUNT VOLUME

The selected volume will be mounted.

Do you want o continue?

CONFIRM CANCEL

The page is refreshed and the MOUNTED state for the selected volume is changed to
.

or
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3b To Dismount a Volume:

3b1 Select the volume, click More Options --- icon, and then select Dismount.
a FuTeRs T w ¥ O | weowss |:|
| v .
e [n T TYC R 0. avamams s womwrss  tema
= 1

3b2 Click CONFIRM to dismount the selected volume.

71\ DISMOUNT VOLUME

This operation closes all the cpen files on the volume.

Do you want to confinue?

CONFIRM CANCEL

The page is refreshed and the MOUNTED state for the selected volume is changed to

<] The details of dismounted volumes are not displayed.

How to rename a volume?

The Rename option on the VOLUMES page allows you to modify the name of the selected volume.
For example, you want to change the name of a volume to reflect the department or organization
name that uses it. Renaming a volume updates the corresponding eDirectory object.

1 In UMC, click Storage > Volumes.

2 Search or browse the servers to list the volumes associated with them.

3 Select the volume to rename, click More Options --* icon, and then select Rename.
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4 Specify the new name for the volume, and then click CONFIRM.

RENAME VOLUME

Name

New name Volume_3

CONFIRM CANCEL

The page is refreshed and the new volume name appears in the volumes list.

How to delete a volume? Can | restore or permanently
delete it?

Deleting a volume removes the data in the volume and frees the space to be used by other volumes
in the same pool. When a volume is deleted, it is salvageable until Volume Purge Delay times out or
you manually purge the deleted volumes.

During the purge delay time, the deleted volume is salvageable, but the space belonging to the
deleted volume is not available to other volumes. When the purging process begins, the volume is
no longer salvageable.

1 In UMC, click Storage > Volumes.

2 Search or browse the servers to list the volumes associated with them.

3 Select the volume, click More Options “-- icon, and then select Delete.

NOTE: If you select multiple volumes, the More Options --- icon is available at the top right
corner of the table.
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4 Click CONFIRM to delete the selected volume.

E DELETE VOLUME

Deleting a volume removes it from the pool. This volume is
not permanently deleted and can be restored later.

Do you want to continue?

CONFIRM CANCEL

The deleted volumes are available in the Deleted Volumes list on the Pools page if the selected
pool contains deleted volumes in it.

What is a volume object?

Volume objects represent a physical or logical volume on the network. Each NSS volume is
represented by a volume object in eDirectory. The Update Volume Object option on the Volumes

page allows you to add or replace a volume object for a volume at the same context level as the
server.

How to update volume objects?

1 In UMC, click Storage > Volumes.

2 Search or browse the servers to list the volumes associated with them.

3 Select the volume, click More Options -** icon, click Modify, and then select Update Volume
Object.
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4 Click CONFIRM to update the volume object of the selected volume.

A Updating deletes the old object and adds a

new object in the directory service.

UPDATE VOLUME OBJECT

Do you want fo continue?

CONFIRM CANCEL

If the volume object does not exist, NSS adds the volume object to the context level. If the
volume object exists, NSS prompts to delete and replace the existing object or retain the
existing object.
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Managing User Quota

This chapter describes the procedure to view and manage user space restrictions for volumes on an
OES server.

*

*

“What are user quotas?” on page 89
“How to add user quota?” on page 89

“How to list user quotas?” on page 90

“How to manage user quota?” on page 91

“How to delete user quotas?” on page 92

What are user quotas?

User Quotas are the space restrictions set for users of a volume on enabling the User Space Quotas
attribute. A user quota specifies the maximum space a user’s data can consume in a volume. Space is
allocated to users as required and user quota does not reserve the space for a user. You can
overbook a volume and data can be set to grow to the size of the volume.

How to add user quota?

1 In UMC, click B2 storage > User Quotas, and click ADD USER QUOTA.

2 On the VOLUME SELECTION page, search or browse the servers, select the required volumes

from the list, and then click NEXT.

ADD USER GQUOTA VOLUME SELECTION

FILTERS ~°"

MO0 MH

Totak 2 items @9 selected
Volume Selection O  wamMe
S VOLUME_ONE

O  VOLUME_ TWO

SERVER

OO = HN =X

HOOO=XH =KX

AVAILABLE

193GE

1023.43 MB

v Q BROWSE

&

1 Page 1 of 1

3 On the USERS & GROUPS page, search or browse the users and groups to list the users.
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4 Select the user(s), specify the storage space you want to assign to the selected user(s), and then

click NEXT.
ADD USER QUOTA USERS & GROUPS
Follow the wizard 1o specify N
the space allowed for users FILTERS 0% S 0000 e x Q
and groups..
Total: 2 items Q
SR EEDETIEED v m} QuoTA HAME CURRENT QUOTA IDENTITY SOURCE
VELUME_ONE - Users & B 00117 c o8 W 8 CN=adminO=microfocus T=BLRE-* 0.0011748341064451125 GB m)
Groups
R o o v B CN=blIr3-99-17adminG=microfocu 0 GB o
10« | irems per page 1 Pagelofl Go to page L] GO
PREVIOUS MNEXT
5 Review the details and click FINISH.
L]
How to list user quotas?
You can list the user quotas by selecting the volumes of a server.
1 In UMC, click Storage > User Quotas.
2 Click the Search Icon and specify the volume name.
UMC  OPEN ENTERPRISE SERVER O @ aoemw
@ Home USER QUOTAS
B starage PTERE (UM % x Il i Q ” [r— ||3
Feon RECENTS
Totakd flamix) s-w-000_Vol 1 a
"‘""‘"‘ o pa— NANE auora usace pr—
i o > & oo —— 14 A0 W { 88,39 o
or

Click Browse and select Server Type to list the volumes. Select the required volumes and click
APPLY.
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NOTE: When the or tree view [:] icon is clicked, you cannot perform other actions
outside the browse area. Click the same button again to close the browse or tree view area.

The list of the users with user quota assigned are displayed.

How to manage user quota?

You can manage space restrictions of a user for a specific volume, regardless of whether the user has
data on it or not.

1 In UMC, click Storage > User Quotas.
2 Search or browse the servers to list the volumes associated with them.
3 Select the required volumes from the list and click APPLY.
4 Select the user quota, click More Options -*- icon, and then select Manage Quotas.
UMC  OPEM ENTERPRISE SERVER @  aosmm v
2 e
a8 Firers ; v % BROWSE Ei
i q
u-uwn— D TYPE NAME QUOTA USAGE 1D. SOURCE SERVER
it -] > A homas 143 [m]
o » A : o
o > & 1 o
: o > o
NOTE: If you select multiple user quotas, the More Options -*- icon is available at the top right

corner of the table.

5 On the MANAGE USER QUOTA page, specify the NEW QUOTA size, and click NEXT.
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6 Review the details and click FINISH.

The new user quota is assigned to the user(s) for the selected volume(s).

How to delete user quotas?

1 In UMC, click Storage > User Quotas.

2 Search or browse the volumes to list the user quotas associated with them.

3 Select the user quota, click More Options “** icon, and then select Delete.

UMC  OPEM ENTERPRISE SERVER @  aosmm v
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TYPE NAME QUOTA USAGE 1D. SOURCE SERVER
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NOTE: If you select multiple user quotas, the More Options “** icon is available at the top right
corner of the table.

4 Click CONFIRM to remove the user quota on the selected volume.
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1 Managing NSS Partitions

This chapter describes the procedures for managing NSS partitions on a server.
+ “What is a partition?” on page 93
+ “How to list NSS partitions?” on page 93
+ “How to edit label of a partition?” on page 94
+ “How to list volumes in a partition?” on page 94
+ “What is NSS mirroring?” on page 95
+ “How to mirror a partition?” on page 95

+ “How to delete partitions?” on page 96

What is a partition?

A partition is a logical division of a physical hard drive. NSS automatically creates the NSS partitions
on the devices when you creates pools or RAID devices. You can view and label these NSS partitions
from the Partitions page.

How to list NSS partitions?

1 In UMC, click Storage > Partitions.

2 Search or browse the servers to list the partitions associated with them.

G Home PARTITIONS

FILTERS -."......“" woox 1 BROWSE k|

HAME TYPE DEVICE STATUS TOTAL

NOTE: When the or tree view [:] icon is clicked, you cannot perform other actions outside the
browse area. Click the same button again to close the browse or tree view area.

The actions that are performed on partitions are specific to partition type and vary depending on the
type of partition selected.

Managing NSS Partitions 93



94

How to edit label of a partition?

A Label is the partition name assigned by the administrator and must be unique on a server. You can
edit label of a partition by using the Edit Label option.

1 In UMC, click Storage > Partitions.

2 Search or browse the servers to list the partitions associated with them.

3 Select the partition, click More Options --* icon, and then select Edit Label.

UMC  OPENENTERPRISE SERVER Q @ aoenv

7= T PARTITIONS

s — v x o [
1 emi y E

M O mane TYRE DEVICE STATUS TOTAL

o 8.00 MB .
o 512,00 ME
o 49.0% GF
:
B T Lins Volumes
o Y M
o freed -
-] 1.1 10240ME ===

4 Specify a new label to the partition and click CONFIRM.

EDIT LABEL

Label Label Example

CONFIRM  CANCEL

The updated label is displayed in the partition list.

How to list volumes in a partition?

1 In UMC, click Storage > Partitions.

2 Search or browse the servers to list the partitions associated with them.

3 Select the partition, click More Options --- icon, and then select List Volumes.
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UMC  OPENENTERPRISE SERVER 0 @ sownw

@ PARTITIONS
B8 s Server
o f v x o [
L Total emis
= G MAME TYPE DEVICE STATUS TOTAL
Partitions.
recare RA m]
o
o
= & o Laba
i
U T Mireoe
o T
= 11 102.40 MB

All the volumes available in the selected partition are listed.

What is NSS mirroring?

NSS mirroring is a checkpoint-based synchronous mirroring solution. Data blocks are written
synchronously to multiple storage devices. If the system crashes, data is still safe on the mirrored
NSS volume on other servers.

How to mirror a partition?

1 In UMC, click Storage > Partitions.

2 Search or browse the servers to list the partitions associated with them.

3 Select the partition, click More Options -*- icon, and then select Mirror.
UMC  OPENENTERPRISE SERVER 0 @ sownw
G Home PARTITIONS
3 s . v x o [

MAME TYPE DEVICE STATUS TOTAL

B 000D O0OODDODO &

4 Specify the RAID name, select device(s) from the list, and then click CONFIRM.
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NOTE: To create a mirror partition for a RAID device, the selected device(s) must have free
space like the pool's size.

Mirror Partition
Partition Name sdbl.10 Device Name sdb Provisioning Thick Shared
RAID Name ROD_EXAMPLE
o out of 4 allowed devices selected Devices: 2 Q
NAME SHARED SECTOR SIZE AVAILABLE PROVISIONING
sdd1_nwireel 512 1023.95 MB Thin
sdel_nwfreel 512 1023.95 MB Thin
1 Page 1of1
CONFIRM CANCEL

How to delete partitions?

Deleting partitions deletes all the data in it. The delete option is only applicable for NSS partitions
that are not part of RAID devices. For NSS software RAID devices, use the Software RAIDs page to
access and delete its partitions.

1 In UMC, click Storage > Partitions.

2 Search or browse the servers to list the partitions associated with them.

3 Select the partition, click More Options -** icon, and then select Delete.

NOTE: If you select multiple partitions, the More Options --- icon is available at the top right
corner of the table.

UMC  OPENENTERPRISE SERVER Q @ aoenv
a

i v x o e[

Tosal e

G HAHE TYPE DEVICE STATUS TOTAL

Fartitions

m]

[m]

(m

o 2 B Labe

= B Lint Violumes

o e,

= 1.1

4 Click CONFIRM to delete the selected partitions.
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E DELETE PARTITION

The deletion of a partition destroys its entire content. It also
causes service disruptions for Clusters and I15CSI targets. Use
the RAIDs section to delete partitions on a RAID device.

Do you want to continue?

CONFIRM CANCEL

The selected NSS partitions are removed from the PARTITIONS list.
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2 Managing NSS Software RAID Devices

This chapter describes the procedures for creating and managing NSS software RAID devices on a
server.

+ “What is a software RAID?” on page 99

+ “What RAIDs do NSS support?” on page 99

+ “How to create a RAID device?” on page 100

+ “How to list the RAID devices?” on page 102

+ “How to view RAID device dashboard?” on page 102

+ “How to rename a RAID device?” on page 103

+ “How to increase the size of a RAID device?” on page 104

+ “What happens when i delete a software RAID device?” on page 106

+ “What happens when i delete a RAID1 device?” on page 106

+ “How to delete a software RAID device?” on page 106

+ “What is disk mirroring or remirroring?” on page 107

+ “How to mirror or remirror a RAID 1 device?” on page 107

+ “How to deactivate or activate a RAID device?” on page 108

What is a software RAID?

A software RAID is a configuration for storage devices that emulates a hardware RAID device. A
software RAID combines partitioned space from multiple physical devices into a single virtual device
that can be managed like any device. Each member device contributes an equal amount of space to
the RAID. You can create partitions, pools, and volumes on a RAID device.

What RAIDs do NSS support?

Table 12-1 NSS supports three type of RAIDs.

Type of RAID Number of Definition Advantages Disadvantages
Partitions

RAID O 2to 14 Data striping Improves storage Does not provide
performance data redundancy

RAID 1 2to 4 Data mirroring Provides data Does not improve
redundancy for performance;
failoverandinstant | writes occurin
recovery parallel
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Type of RAID Number of Definition Advantages Disadvantages

Partitions
RAID 5 3to 14 Data stripping with | Improves storage Slightly degrades
parity performance and performance for
enables limited writes to parity

data recovery.

How to create a RAID device?

To set up a RAID device, you should allocate free space from any of your physical storage devices.
NSS transparently presents the allocated free space as virtual partitions that represent NSS-managed
physical partition areas on the participating drives.

Partitions are the basic elements of a software RAID device. You can allocate partitions to the pools
depending on the nature of the pools (shared or not shared for clustering) and the type of the RAID
device.

Guidelines for creating a software RAID device:

+ Each partition in the RAID configuration should come from a different device. NSS lets you
obtain RAID partitions from the same device, but this severely impedes the performance of
your file system.

+ Do not use space from a drive that contains your system partition (such as the root (/) or /boot
partitions).

+ You can use any combination of IDE or SCSI devices in a software RAID device. Make sure these
devices have similar performance characteristics; otherwise, your performance might decrease.

+ In a clustered solution using OES Cluster Services, for software RAIDs on shared disks:
+ You can have only one pool associated with that RAID device.

+ You must create an NSS pool and volume on that RAID device from the same server node
before the pool can be migrated to other nodes in the cluster.

To create a RAID device:

1 In UMC, click Storage > Software RAID.
2 Click CREATE RAID.

UMC  OPEN ENTERPRISE SERVER @  aowm v
p— ==
B Steage FILTERS 1o filters added v | smowse | [|

| Software RAID

3 On the GENERAL INFORMATION page, specify the RAID details, and click NEXT.
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CREATE RAID GENERAL INFORMATION

Follow the wizard fo create a Name
new RAID.

Type RAIDO v
General Information

Stripe Size (KB) &L v ®
Devices

- A~

Summary Partition Size (GB) Q

4 On the DEVICES selection page, select the server to list the devices associated with them. Select

the devices to obtain space from, and click NEXT.

NOTE: If the specified partition size exceeds the amount of free space available on the physical
devices, the RAID creation fails and returns an error message.

CREATE RAID DEVICES
Follow the wizard to create a Carvars
Ce ' FILTERS ~“/V¢'® WX Q e
new RAID, MK KA
General Informatio = Total: hitemts) @€ of maximum L4 items  Partition Size (GB) 1 3 )
Devices
NAME AVAILABLE SHARED SECTOR SIZE PROVISIONING

nma sdd1_nwire... 2.00 GB 512 Thick

sdel_nwire.. 2.00 GB 512 Thick

B =dil nwire. 3.00 GB 512 Thick

O  sdal_nwire. 3.00 GB s 512 Thick

10~ | items per page 1 Page 1 af 1 Gao ta page GO
PREVIOUS NEXT
5 Review the details and click FINISH.
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CREATE RAID SUMMARY

Follow the wizard fo create a

new RAID. Name raid_example Type RAID O Shared v
General Information Partition Size 4GB Stripe Size 64 KB
Devices Selected Devices
Summary NAME FREE SPACE PROVISIONING SELECTED
sdfl_nwireel 4.79 GB Thick 4GB
sdgl_nwfree2 6.00 GB Thick 4GB

PREVIOUS FINISH

The Software RAID page displays the newly created RAID device.

How to list the RAID devices?

1 In UMC, click Storage > Software RAID.

2 Search or browse the servers to list the RAID devices associated with them.

3 Stecage A L 8 . L |

Saltwate BAID

NOTE: When the or tree view (=] icon is clicked, you cannot perform other actions
outside the browse area. Click the same button again to close the browse or tree view area.

The list of the RAID devices available on the selected servers are displayed.

How to view RAID device dashboard?

You can view the details of a RAID device like partition health, space usage, partitions, pools and
general information on the SOFTWARE RAID dashboard page.

1 In UMC, click B8 Storage > Software RAID.

2 Search or browse the servers to list the RAID devices associated with them.
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3 Select the RAID device, click More Options -*- icon, and then select Dashboard.

UMC  OPEN ENTERPRISE SERVER Q @ aomnwv

& Home SOFTWARERAID * R1

B sionge R
Pools Partitions health 2 Partitions ~ Space usage 2.00GB

|

Volumes
User Quotas Synchronized @ ipe size e, 00 KB Praviskanin HA
Partitions y RAIDO ared Major reimibe 254

Software RAID 1023.98 M8 Minor niambe 3

Devices b
32 18b9d290-tabe-4d 34-9e0b-2707..

2 Partitions

STATUS HAME SIZE
sdals 1.00GE

I |

sdell 1.00GE

How to rename a RAID device?

1 In UMC, click Storage > Software RAID.

2 Search or browse the servers to list the RAID devices associated with them.

3 Select the RAID device, click More Options -*- icon, and then select Rename.

uMc OPEM ENTERPRISE SERVER 0 @ aowmwv

= —
B Sstoage FuTERs U v % ! BROWSE —“T]

Tatalk 1 iremisd

" "o a HEALTH HAME TveE AcTIvE AVAILABLE TOTAL
Sefrwars BRI ] . raid_examp. RAIDO v 20068 20068
[—— & Dashboard
: 2 Expand
&

4 Specify a new name and click CONFIRM.

RENAME RAID

Existing Name Example 3

New MName *

‘CANCEL

The selected software RAID device is listed with its new name.
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How to increase the size of a RAID device?

You can increase the capacity of an existing software RAID 0, 1 or 5 device by adding partitions up to
the maximum number for the type of RAID. You cannot modify the size of an individual partition
after the device is created. The partition size is predetermined by the existing RAID.

Partitions can be added only if they match the shared state of current member devices. They must
be all local or all shared and cannot be mixed.

IMPORTANT: If the software RAID device is shared in a cluster, connect to the node where the RAID
is currently active to manage the RAID and increase the size of the RAID.

To add partitions on a RAID device:

In UMC, click Storage > Software RAID.

Search or browse the servers to list the RAID devices associated with them.

Select the RAID device, click More Options -*- icon, and then select Expand.
@ Home SOFTWARE RAID
s - _— = 1]
a EALT AME E ACTIVE  AVAILABLE To!
Sefrwars BRI ] . aie_ex 1

If the software RAID device contains the maximum number of partitions, the Expand option is
disabled.

On the Devices selection page, select the device(s), and click NEXT.
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Expand - RAID Device

we wizard to expand a

Follow
RAID.

Devices

Summary

Type

Partition Size

Total: 7 itern{s)

HAME
[m]
[m]
[m}
[m]
=

& ) of maximum 14 items

IN USE

sdfl_nwireel

sdgl_nwireel

10 | items per page

Provisioning MA
Stripe Size 64.00KB
AVAILABLE SHARED

3.00GB
5.00 GB '
1

SECTOR

512B

5128

Shared

Sector Size

PROVISIONING

Thick

Thick

Go to page l GO

HEXT

The wizard lets you select the partitions with free space to meet the RAID's current partition
size and are not members of the RAID.

5 Review the details and click FINISH.

Expand - RAID Device

Follow the wizard 1o expand a
RAID,

Summary

Summary

Type

Partition Skze

Selected Devices

NAME
sdfl_nwfreel

sdgl_nwireel

RAIDO

102,38 MB

FREE SPACE

3.00GB

5.00 GB

Provigioning

Stripe Size &4.00 KB

FROVISIONING
Thick

Thick:

Shared

Sector Size

SELECTED

102.38 MB

102.38 MB

PREVIOUS

5128

FINISH

The selected partitions are added to the RAID device, increasing its size.
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What happens when i delete a software RAID device?

Deleting a software RAID device removes the RAID relationship between the member partitions and
the underlying storage structures. All data on the member partitions is deleted and cannot be
restored. Before deleting the software RAID device, backup your data or move it to a different
location if required.

What happens when i delete a RAID1 device?

No data is lost and only the RAID1 device gets deleted under the following scenarios:

+ When the RAID1 device has only one segment and if the device is consumed by a pool, deleting
the RAID1 device deletes only the device. The segment is directly attached to the pool.

+ When the RAID1 device has only one segment and if the device is an SBD mirror, deleting the
RAID1 device deletes only the mirror. The mirror's segment becomes the SBD partition.

How to delete a software RAID device?

1 In UMC, click Storage > Software RAID.

2 Search or browse the servers to list the RAID device associated with them.

3 Select the RAID device, click More Options “-* icon, and then select Delete.

NOTE: If you select multiple RAID devices, the More Options --- icon is available at the top right
corner of the table.

—
a2 FILTERS w | mmowse
ak 1 in
(m] M ACTIVE  AVAILABLE  TOTAL

Softwace RAID e -

4 Click CONFIRM to delete the selected RAID device.
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E DELETE RAID DEVICE

Partitions and their associated data on the
RAID will be deleted. This change is

irreversible.

Do you want to confinue?

CONFIRM CANCEL

The deleted software RAID device is not accessible from the SOFTWARE RAID page.

What is disk mirroring or remirroring?

Disk mirroring or remirroring is the replication of data to two or more disks. Disk mirroring is a good
choice for applications that require high performance and high availability. Disk mirroring or
remirroring a RAID 1 device creates a copy of the data contained in that device.

How to mirror or remirror a RAID 1 device?

Requirements for mirroring a software RAID 1 devices:

+ Mirrored partitions must have the same partition type: NSS partitions to NSS partitions and
traditional partitions to traditional partitions.
+ Mirrored partitions should be set up on devices that have similar performance thresholds.

+ You can mirror only partitions, each from its own OES partition. If a storage pool spans multiple
devices, each of the individual partitions that make up that pool can be mirrored independently.
The pool’s partitions must be mirrored for the data in that pool to be fault tolerant.

To Remirror a RAID 1 device:

1 In UMC, click Storage > Software RAID.

2 Search or browse the servers to list the RAID device associated with them.

3 Select the RAID device, click More Options “-- icon, and then select Remirror.
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s o . caid_examp. RAIDO 102395 MB

RAIDL 1023.98 MB

4 Click CONFIRM to remirror the selected RAID device.

@ REMIRROR

This operation may take longer time depending
on the amount of data.

Do you want to continue?

CONFIRM CANCEL

How to deactivate or activate a RAID device?

You can activate and deactivate a RAID device to make them available to users. To view details of a
RAID device, it must be active.

1 In UMC, click Storage > Software RAID.

2 Search or browse the servers to list the RAID devices associated with them.

3 NOTE: Only one RAID device can be deactivated or activated at a time.

3a To Deactivate a RAID Device:

3al Select the RAID device, click More Options -*- icon, and then select Deactivate.

e 0 @ soeww
= v S v % 0 [ seowm [¥]
Tonak 2 iren
o EAL s ALTIVE LABLE BTAL
Softwars RAID o & o
] . RAIDL =
@ Dashbosed
= Erpard
i
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3a2 Click CONFIRM to deactivate the selected RAID device.

DEACTIVATE RAID DEVICE

This operation is CPU intensive.

Do you want fo continue?

CONFIRM CANCEL

The deactivated RAID device details are not displayed on the Software RAID page.
or

3b To Activate a RAID Device:

3b1 Select the RAID device, click More Options “-* icon, and then select Activate.

UMC  OPEM ENTERPRISE SERVER 0 @ o

— e
o FILTERS. v % O [ esows &
T L
[ I . wcwe meaams  toma
Saftwars RAID o L] it

3b2 Click CONFIRM to activate the selected RAID device.

ACTIVATE RAID DEVICE

This operation is CPU intensive.

Do you want to continue?

CONFIRM CANCEL

The activated RAID device details are displayed on the Software RAID page.

After the page refreshes, each RAID device’s state matches the state you specified. When a
RAID device is already in the specified state, no change occurs.
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3 Managing Devices

This chapter describes the procedures to manage devices connected to the servers.

+ “What is a device?” on page 111

+ “How to list devices connected to the servers?” on page 111

+ “What happens when a device is initialized?” on page 112

+ “What happens when a device is shared?” on page 112

+ “How can i initialize a device connected to a server?” on page 112
+ “Why | need to reinitialize a device?” on page 113

+ “How can i reinitialize a device?” on page 113

+ “How to share or unshare an initialized device?” on page 114

What is a device?

A device is a physical or virtual storage media available to a server. A device is directly attached to
the server or connected via storage networking protocols.

How to list devices connected to the servers?

1 In UMC, click Storage > Devices.

2 Search or browse the servers to list the devices associated with them.

NOTE: When the or tree view [:] icon is clicked, you cannot perform other actions
outside the browse area. Click the same button again to close the browse or tree view area.

The list of available devices is displayed.
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What happens when a device is initialized?

Initializing a device deletes the partitions and its associated data. If the pool on this device has
partitions on other devices, then the entire pool is deleted from those devices.

What happens when a device is shared?

Sharing a device containing pools set all the pools on the device to shareable. If any of these pools
span multiple devices, ensure that each device has the same share setting, otherwise the entire pool
may become unusable.

Making a device shareable enables device sharing for those devices in high-availability clusters that
you want to be part of a shared-disk storage solution. If the Shareable for Clustering option is
enabled, the selected storage device can be shared by multiple computers in a cluster.

If a device is a member of a software RAID device, marking the device as shareable for clustering
automatically sets all the other member devices of the RAID as shareable for clustering.

How can i initialize a device connected to a server?

WARNING: Do not initialize the device that contains the operating system.

1 In UMC, click Storage > Devices.

2 Search or browse the servers to list the devices associated with them.

3 Select the device, click More Options “** icon, and then click Initialize Icon.
& Home DEVICES
B st FwTERs v X [ [— H ;]
Tarak 11 ire
O wame  rosmar  peTIALEED  PROVISIONING  SMARED
o
e [m]
. O
[m]
[m)
o
u f
o

[¢]
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4 Select the partitioning scheme, click Sharable for clustering option for device sharing if required,
and then click CONFIRM.

+ You can select the DOS partition table scheme that supports devices up to 2TB in size. It
allows up to four partitions on a device.

+ You can select the GPT partition table scheme that supports device size up to 2E64 sectors
(that is, up to 8388608petabytes (PB) based on the 512-byte sector size). It allows up to
128 partitions per disk. Each of its disks partitions is a logical device that is identified by a
unique 128-bit (16-byte) GUID.

Initializing a device removes all the partitions and associated data.
A If a pool on this device has partitions on other devices, the entire
pool is also deleted from those devices.

INITIALIZE DEVICE

Select Partitioning scheme

O» Shareable for clustering

CONFIRM CANCEL

The status of the initialized device reflects in the device list.

Why | need to reinitialize a device?

You can reinitialize an already initialized device if it is unusable. A device's reinitialization is an
operation to clean up a device to start fresh in the event of a corruption or other similar event.

How can i reinitialize a device?

NOTE: The Reinitialize option is available only if the device is already initialized.

1 In UMC, click Storage > Devices.

2 Search or browse the servers to list the devices associated with them.

3 Select an initialized device, click More Options “** icon, and then select Reinitialize.

NOTE: If you select multiple devices, the More Options --- icon is available at the top right
corner of the table.
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4 Select the partitioning scheme, click Sharable of clustering option if required, and then click
CONFIRM.

+ You can select the DOS partition table scheme that supports devices up to 2TB in size. It
allows up to four partitions on a device.

+ You can select the GPT partition table scheme that supports device sizes up to 2E64 sectors
(that is, up to 8388608petabytes (PB) based on the 512-byte sector size). It allows up to
128 partitions per disk. Each of its disks partitions is a logical device that is identified by a
unique 128-bit (16-byte) GUID.

Reinitializing a device removes all the partitions and associated
A data. If a pool on this device has partitions on other devices, the

entire pool is also deleted from those devices.

REINITIALIZE DEVICE

Select Partitioning scheme
o

O» Shareable for clustering

CONFIRM CANCEL

The status of the reinitialized device reflects in the device list.

How to share or unshare an initialized device?

1 In UMC, click Storage > Devices.

2 Search or browse the servers to list the devices associated with them.

3 Select an initialized device, click More Options -*- icon, and then select Share.

NOTE: If you select multiple devices, the More Options --- icon is available at the top right
corner of the table.
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4 Click CONFIRM to share the selected device.

Sharing the device shares all the pools of this device. If the pools
A span multiple devices, ensure that each device is shared; otherwise,
the pool might become unusable.

SHARE DEVICE

Do you want to continue?

CONFIRM CANCEL

The status of the selected device reflects in the device list.

NOTE: The device is unshared following the same procedure. Unsharing a device fails if the
device contains a pool (or any segment of a pool) that is cluster-enabled.
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V Files and Folders

¢ Chapter 14, “Managing Files and Folders,” on page 119
+ Chapter 15, “Managing Rights,” on page 127
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14 Managing Files and Folders

You can create, list, move, change owner, set directory quota, modify attributes, rename, move,
delete, list deleted files, salvage, and purge deleted files here.
+ “How to view files and folders?” on page 119
+ “How to create a new folder?” on page 119
+ “How to modify properties of a volume, file, or folder?” on page 120
+ “How to modify directory quota of a volume or folder?” on page 122
+ “How to modify owner of a volume, file, or folder?” on page 122
+ “How to modify attributes of a volume, file, or folder?” on page 123
+ “How to view deleted files and folders?” on page 124
+ “How to delete files and folders?” on page 124
+ “How to salvage the deleted files and folders?” on page 124
+ “How to purge the files and folders?” on page 125
+ “How to rename a file or folder?” on page 125
+ “How to move files and folders in a volume?” on page 125

+ “How to resolve file move conflicts?” on page 126

How to view files and folders?

To view files and folders in a volume, perform the following steps:

1. Click Files and Folders D and use any one option to select the servers.

+ Click the Search icon, specify the required server name and select it from the drop-down
list to view the available volumes.

¢ Click BROWSE, select the required servers from the tree, and then click APPLY.

2. Click the Volume Name to view the files and folders in it.

How to create a new folder?

Ensure to complete the following prerequisites before creating a folder in UMC.

+ Users must have sufficient trustee rights to create folder at selected path.

+ Target path or folder must be in the same tree as the logged-in user.
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To create new folder in a volume, perform the following steps:

1. Click Files and Folders [ and use any one option to select the servers.

¢ Click the Search icon, specify the required server name and select it from the drop-down
list to view the available volumes.

+ Click BROWSE, select the required servers from the tree, and then click APPLY.

2. Click the volume Name > Add New Folder T to create a new folder at folder level.

NOTE: You can perform the same action in a folder to create new sub folder.

3. Specify the new folder name and click Confirm.

4. (Optional) Select the newly created folder, click More Options *-- > Properties to view the folder
details and trustees.

5. (Optional) Set the directory quota, owner, attributes, and trustees for the selected folder.

How to modify properties of a volume, file, or folder?

To modify the properties of a volume, file, or folder, perform the following steps:

1. Click Files and Folders D and use any one option to select the servers.

+ Click the Search icon, specify the required server name and select it from the drop-down
list to view the available volumes.

+ Click BROWSE, select the required servers from the tree, and then click APPLY.

2. Select the volume or click the volume Name to select the required file or folder, click More
Options -=* > Properties.

The properties page consists of Details and Trustees tabs.

Details tab

On the Details tab, you can modify Quota, Created By, and Attributes.

+ Quota: Modify the existing quota in the New Quota field, select KB, MB, GB, or TB from the
Units drop-down list, and then click Confirm.
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Modify Directory Quota
Directory voul

Used quota 0 Byte
Current quota B8.00 EB

New quota* 85899 : GB ~

Adjustment 0 Byte

Cancel

+ Modify Owner: In this page, you can browse the server and select the required user or group to
change the Owner.

Modify Owner
E test fio (1)

eGroup £ cnsagmingsmicrolocus.Isbir

Identity Source | eDirectory ~ | ObjectType | Allobjects | 9 Objectis) found in microfocus

@ birg- v

& microf A OESCommonProxy_birs- & admin + 8 atmingroup
> oCus
A birf & novixregd & novixsred
& novixtier B wew B wewrun

Confem  Canced

+ Attributes: Turn on or turn off the toggle switch and click Save to modify the required attributes.

Attributes

Archive O
Hidden O
Immediate Compression X
Immediate Purge O
Inhibit Delete O
Inhibit Rename O
Read Only O

Cancel
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Trustees tab

On the Trustees tab, you can view, add, and remove trustees with Manage option.

+ Refresh: This option refresh the list of trustees for the selected volume, file, or folder.

+ Manage: This action guides to right management page to manage trustee rights for the selected
volume, file, or folder.

How to modify directory quota of a volume or folder?

The directory quota for a volume or folder is not enabled by default. To modify the directory quota,
perform the following steps:

1. Click Files and Folders [ and use any one option to select the servers.

+ Click the Search icon, specify the required server name and select it from the drop-down
list to view the available volumes.

+ Click BROWSE, select the required servers from the tree, and then click APPLY.

2. Select the volume or click the volume Name to select the required folder, click More Options --*
> Properties.

3. On the Details tab > Quota, click Modify Quota £ .

4. In the Modify Directory Quota box, update the new quota details, and then click Confirm.

Modify Directory Quota
Directory VoLl

Used quota 0 Byte

Current quota 8.00 EB

New quota® 85899  GB v

Adjustment 0 Byte

Cancel

How to modify owner of a volume, file, or folder?

To modify owner of a volume, file, or folder, perform the following steps:

1. Click Files and Folders [ and use any one option to select the servers.

¢ Click the Search icon, specify the required server name and select it from the drop-down
list to view the available volumes.

+ Click BROWSE, select the required servers from the tree, and then click APPLY.
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2. Select the volume or click the volume Name to select the required file or folder, click More
Options -=* > Properties.
3. On the Details tab > Created By, click Modify user/group £ .

4. Onthe Modify Owner page, browse the server to select the required user or group, and then
click Confirm.

Modify Owner

Identity Source | eDiroctory v Object Type | All objects v

& blrg- v

> & microfocus 5, R 0y = admingroup |

\
@

How to modify attributes of a volume, file, or folder?

To modify attributes of a volume, file, or folder, perform the following steps:

1. Click Files and Folders D and use any one option to select the servers.

+ Click the Search icon, specify the required server name and select it from the drop-down
list to view the available volumes.

+ Click BROWSE, select the required servers from the tree, and then click APPLY.

2. Select the volume or click the volume Name to select the required file or folder, click More
Options =** > Properties.

3. On the Details tab > Attributes, turn on or turn off the toggle switch, and then click Save.

Attributes

O O

Qo O O O

Cancel
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How to view deleted files and folders?

To view deleted files and folders, perform the following steps:

1. Click Files and Folders [ and use any one option to select the servers.

+ Click the Search icon, specify the required server name and select it from the drop-down
list to view the available volumes.

+ Click BROWSE, select the required servers from the tree, and then click APPLY.

2. Select the volume or click volume Name to select the folder in it, click More Options ---, and
then select Deleted Files & Folders.

The list displays the deleted files and folders of the selected folder with the related information.
You can salvage or purge these deleted files and folders if necessary.

+ Salvage: You can restore the deleted files and folders using the Salvage option in Deleted
Files & Folders location.

+ Purge: You can permanently delete the deleted files and folders using the Purge option in
Deleted Files & Folders location. Purged files and folders cannot be restored.

NOTE: On a junction, do not use the option Deleted Files & Folders, as it will not display the desired
results.

How to delete files and folders?

The deleted files and folders can be restored or permanently deleted from the Deleted Files &
Folders location if required.

To delete files and folders in a volume, perform the following steps:

1. Click Files and Folders [ and use any one option to select the servers.

¢ Click the Search icon, specify the required server name and select it from the drop-down
list to view the available volumes.

+ Click BROWSE, select the required servers from the tree, and then click APPLY.

2. Click volume name to select the required files and folders, click More Options --+, and then
select Delete.

3. Click Confirm to delete the selected files and folders.

How to salvage the deleted files and folders?

To salvage or restore the deleted files and folders, perform the following steps:

1. Click Files and Folders D and use any one option to select the servers.

¢ Click the Search icon, specify the required server name and select it from the drop-down
list to view the available volumes.

¢ Click BROWSE, select the required servers from the tree, and then click APPLY.
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2. Select the volume or click volume Name to select the folder in it, click More Options ---, and
then select Deleted Files & Folders.

3. In the Deleted Files & Folders list, select the files and folders to restore, and then click Salvage.

The salvaged files and folders are restored to their respective locations.

How to purge the files and folders?

To purge or permanently delete the files and folders, perform the following steps:

1. Click Files and Folders D and use any one option to select the servers.

+ Click the Search icon, specify the required server name and select it from the drop-down
list to view the available volumes.

+ Click BROWSE, select the required servers from the tree, and then click APPLY.

2. Select the volume or click volume Name to select the folder in it, click More Options ---, and
then select Deleted Files & Folders.

3. Inthe Deleted Files & Folders, select the required files and folders to permanently delete, and
then click Purge.

The purge permanently deletes the selected files and folders from the volume and cannot be
restored.

How to rename a file or folder?

To rename a file or folder, perform the following steps:

1. Click Files and Folders [ and use any one option to select the servers.

¢ Click the Search icon, specify the required server name and select it from the drop-down
list to view the available volumes.

+ Click BROWSE, select the required servers from the tree, and then click APPLY.

2. Click volume Name to select the file or folder in it, click More Options ---, and then select
Rename.

3. Specify the New Name and click Confirm.

The list displays the selected file or folder with the new name.

How to move files and folders in a volume?

To move files and folders in a volume, perform the following steps:

1. Click Files and Folders [ and use any one option to select the servers.

+ Click the Search icon, specify the required server name and select it from the drop-down
list to view the available volumes.

+ Click BROWSE, select the required servers from the tree, and then click APPLY.
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. Click volume Name to select the files and folders in it, click More Options ---, and then select

Move.

. In Move Files wizard, the File Information page lists the selected files and folders for move, click

Next.

. In the Target Location page, select the folder to move the selected files and folders, and click

Next.

(Optional) You can click Add New Folder +, specify the new folder name, and click option
to create new destination folder.

. Inthe Summary page, verify the Source and Destination location, and then click Finish.

NOTE: Resolve Conflicts window is displayed, if the same file name exists in the destination
location. To resolve this issue, see “How to resolve file move conflicts?” on page 126.

The selected files and folders are moved to the new target location.

How to resolve file move conflicts?

To resolve file move conflicts, perform the following steps:

1. Click Files and Folders [ and use any one option to select the servers.

+ Click the Search icon, specify the required server name and select it from the drop-down
list to view the available volumes.

+ Click BROWSE, select the required servers from the tree, and then click APPLY.

. Click volume Name to select the files and folders in it, click More Options ---, and then select

Move.

. In Move Files wizard, the File Information page lists the selected files and folders for move, click

Next.

. In the Target Location page, select the folder to move the selected files and folders, and click

Next.

(Optional) You can click Add New Folder +, specify the new folder name, and click option
to create new destination folder.

. Inthe Summary page, verify the Source and Destination location, and then click Finish.

Note: If the same file or folder names exists in the target location, Resolve Conflicts window is
displayed.

. In the Resolve Conflicts window, Keep both is selected as default, specify the Prefix or Suffix to

rename all the conflicting files and folders.

You can also use Overwrite to replace the conflicting files and folders or Skip to ignore them.

. Click Continue to finish the process.
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5 Managing Rights

In Rights Management, you can add users or groups as trustees, modify the rights of existing
trustees, replicate user or group rights, enable all rights for user or group, and remove all rights for
user or group. For eDirectory users and groups, to view and modify the file system rights, you should
either be an eDirectory administrator or a user who has administrative privileges.

+ “How to add trustee(s) for a volume, file, or folder?” on page 127

+ “How to modify trustee rights for users and groups?” on page 128

+ “How to view trustee rights of a volume, file, or folder?” on page 128

+ “How to enable all rights for users and groups?” on page 128

+ “How to disable all rights for users and groups?” on page 129

+ “What are the various trustee rights?” on page 129

+ “What are effective rights?” on page 130

+ “How to view effective rights of users and groups?” on page 130

+ “What are inherited rights?” on page 131

+ “How to view inherited rights of a user or group?” on page 131

+ “How to use inherited rights filter?” on page 131

+ “How to copy or replicate rights of a user or group to other users and groups in the context
tree?” on page 132

+ “How to remove trustees for a selected path?” on page 132

How to add trustee(s) for a volume, file, or folder?

To add trustee(s) for a volume, file, or folder, perform the following steps:

1. Click Files and Folders [ and use any one option to select the servers.

+ Click the Search icon, specify the required server name and select it from the drop-down
list to view the available volumes.

+ Click BROWSE, select the required servers from the tree, and then click APPLY.

2. Click volume Name to select file or folder in it, click More Options ---, and then select Manage
Rights.

3. Onthe Manage Rights page, click Add Trustee.
4. Inthe tree, select the servers to list the context users.

5. Select the users and groups, and then click Confirm.

The trustee rights for the newly added users and groups can be modified if necessary.
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How to modify trustee rights for users and groups?

To modify trustee rights for users and groups, perform the following steps:

1. Click Files and Folders [ and use any one option to select the servers.

+ Click the Search icon, specify the required server name and select it from the drop-down
list to view the available volumes.

+ Click BROWSE, select the required servers from the tree, and then click APPLY.

2. Select the volume or click volume Name to select the file or folder in it, click More Options ==,
and then select Manage Rights.

3. Onthe Manage Rights page, select checkbox to modify the rights for the required users and
groups, and then click Apply Changes.

How to view trustee rights of a volume, file, or folder?

To view and manage trustee rights of a volume, file, or folder, perform the following steps:

1. Click Files and Folders D and use any one option to select the servers.

¢ Click the Search icon, specify the required server name and select it from the drop-down
list to view the available volumes.

+ Click BROWSE, select the required servers from the tree, and then click APPLY.

2. Click volume Name to select the file or folder in it, click More Options -, and then select
Manage Rights.

The list displays the trustees and their rights on the selected volume, file, or folder. You can view,
modify, add, remove, and replicate trustee rights here.

How to enable all rights for users and groups?

To enable all rights for users and groups, perform the following steps:

1. Click Files and Folders [ and use any one option to select the servers.

+ Click the Search icon, specify the required server name and select it from the drop-down
list to view the available volumes.

+ Click BROWSE, select the required servers from the tree, and then click APPLY.

2. Select the volume or click volume Name to select the file or folder in it, click More Options ==+,
and then select Manage Rights.

3. Onthe Manage Rights page, select the users and groups.

NOTE: Use Add Trustee option to add users and groups if necessary.
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4. Click More Options ---, select Enable all rights, and then click Apply Changes.

All rights are enabled for the selected users and groups.

How to disable all rights for users and groups?

To disable all rights for users and groups, perform the following steps:

1. Click Files and Folders D and use any one option to select the servers.

¢ Click the Search icon, specify the required server name and select it from the drop-down
list to view the available volumes.

+ Click BROWSE, select the required servers from the tree, and then click APPLY.

2. Select the volume or click volume Name to select the file or folder in it, click More Options ===,
and then select Manage Rights.

3. Onthe Manage Rights page, select the users and groups.

NOTE: Use Add Trustee option to add users and groups if necessary.

4. Click More Options ---, select Remove all rights, and then click Apply Changes.

All rights are disabled for the selected users and groups.

What are the various trustee rights?

The table shows the list of available file-system trustee rights.

File-System Trustee Rights Description

Supervisor (S) Grants the trustee all rights to the directory or file
and any subordinate items.

The Supervisor right cannot be blocked with an IRF
(Inherited Rights Filter) and cannot be revoked. Users
who have this right can also grant other users any
rights to the directory or file and can change its
Inherited Rights Filter.

Default = Off

Read (R) Grants the trustee the ability to open and read files,
and open, read, and execute applications.
Default = On

Write (W) Grants the trustee the ability to open and modify

(write to) an existing file.

Default = Off
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File-System Trustee Rights Description

Create (C) Grants the trustee the ability to create directories and
files and salvage deleted files.

Default = Off

Erase (E) Grants the trustee the ability to delete directories
and files.
Default = Off

Modify (M) Grants the trustee the ability to rename directories

and files, and change file attributes. It does not allow
the user to modify the contents of the file.

Default = Off

File Scan (F) Grants the trustee the ability to view directory and
file names in the file system structure, including the
directory structure from that file to the root
directory.

Default = Off

Access Control (A) Grants the trustee the ability to add and remove
trustees for directories and files, to modify the rights
assigned for trustees, and set the inherited rights
filters.

This right does not allow the trustee to add or
remove the Supervisor right for any user. Also, it does
not allow to remove the trustee with Supervisor
right.

Default = Off

What are effective rights?

The effective rights granted to a trustee are a combination of explicit rights set at volume root or
rights set on the file or folder and the inherited rights. Inherited rights are overridden by rights that
are assigned explicitly for the trustee on a given path. If there are no trustees listed for effective
rights, then the effective rights are the same as the inherited rights.

How to view effective rights of users and groups?

To view the effective rights of users and groups, perform the following steps:

1. Click Files and Folders D and use any one option to select the servers.

¢ Click the Search icon, specify the required server name and select it from the drop-down
list to view the available volumes.

+ Click BROWSE, select the required servers from the tree, and then click APPLY.
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2. Select the volume or click volume Name to select the file or folder in it, click More Options ---
and then select Manage Rights.

’

3. Select the Effective & Inherited Rights tab to list the users and groups, and their effective rights.

What are inherited rights?

The inherited rights are trustee rights of subdirectories and files inherited from their parent
directory. Typically, you set rights that you want to flow down to all users by assigning a Group object
as the trustee of a directory located at the root of the volume. The trustee rights flow down through
the file tree structure to its child subdirectories and files.

How to view inherited rights of a user or group?

To view the inherited rights of a user or group, perform the following steps:

1. Click Files and Folders D and use any one option to select the servers.

+ Click the Search icon, specify the required server name and select it from the drop-down
list to view the available volumes.

+ Click BROWSE, select the required servers from the tree, and then click APPLY.

2. Select the volume or click volume Name to select the file or folder in it, click More Options ---
and then select Manage Rights.

’

3. Select the Effective & Inherited Rights tab to list the users and groups, select the user or group,

click View Inherited Rights fs.

The page displays the details of the inherited rights filters and effective rights of the user or group
for the source file.

How to use inherited rights filter?

Enabling inherited rights applies all the rights of the parent directory to the child directory. Disabling
it restricts the rights to flow from the parent directory to the child directory.

To use the inherited rights filter, perform the following steps:

1. Click Files and Folders [ and use any one option to select the server.s

+ Click the Search icon, specify the required server name and select it from the drop-down
list to view the available volumes.

+ Click BROWSE, select the required servers from the tree, and then click APPLY.

2. Select the volume or click volume Name to select the file or folder in it, click More Options ---
and then select Manage Rights.

’

3. Click Inherited Rights Filter, turn on or turn off the toggle switch to enable or disable inherited
rights for all the selected users and groups for the file or folder.
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How to copy or replicate rights of a user or group to other
users and groups in the context tree?

To copy or replicate rights of a user or group to other users and groups in the context tree, perform
the following steps:

1. Click Files and Folders D and use any one option to select the servers.

¢ Click the Search icon, specify the required server name and select it from the drop-down
list to view the available volumes.

+ Click BROWSE, select the required servers from the tree, and then click APPLY.

2. Click volume Name to select the file or folder in it, click More Options -, and then select
Manage Rights.

3. In Manage Rights page, select the user or group, click More Options -*-, and then select
Replicate.

4. In Replicate Rights wizard, search or browse to list users and groups from the context tree.

5. Select the users and groups, and then click APPLY.

The selected users and groups displayed in the list and can be removed using Remove X
option if necessary.

6. In Replicate Rights wizard, click Confirm.

The selected users and groups from the context tree must have the same rights of the user or
group selected in Manage Rights page.

How to remove trustees for a selected path?

To remove trustees for a selected path, perform the following steps:

1. Click Files and Folders [ and use any one option to select the servers.

+ Click the Search icon, specify the required server name and select it from the drop-down
list to view the available volumes.

+ Click BROWSE, select the required servers from the tree, and then click APPLY.

2. Select the volume or click volume Name to select the file or folder in it, click More Options ==,
and then select Manage Rights.

3. In Manage Rights page, select the users and groups, click More Options -*-, and then select
Remove.

4. In Remove Trustee box, click Remove.

The access for the trustees are removed for the selected path.
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I Storage Technology

This chapter describes the procedures for managing Distributed File Services (DFS) replica sites and
junctions. For more information on DFS, see Distributed File Services Administration Guide for Linux.

DFS is delivered as part of the Storage Services (novell-nss) userspace package. NSS must be installed
and enabled on DFS replica servers to facilitate the DFS management context, as well as on any
server where junctions are intended to be created.

NOTE: To access DFS, log in to UMC with your admin credentials, then click Storage Technology > DFS.

+ Chapter 16, “Managing Replica Sites,” on page 135
+ Chapter 17, “Managing Junctions,” on page 141

Storage Technology 133


https://www.microfocus.com/documentation/open-enterprise-server/24.4/pdfdoc/stor_dfs_lx/stor_dfs_lx.pdf#t43oajx11a8r

134  Storage Technology



Managing Replica Sites

A replica site is the server that hosts an instance of the DFS Replica (VLDB) service and its associated
replica file within a DFS management context. Each management context consists of one or two
replicas, which can operate on any combination of supported DFS platforms. These servers can exist
at the same level or below the management context in the eDirectory tree; however, they must not
be part of a lower-level DFS management context.

NOTE: To access DFS, log in to UMC with your admin credentials, then click Storage Technology > DFS
> Replica Sites.

+ “Naming Convention Changes” on page 135

+ “How to list replica sites?” on page 135

+ “Where to view details of a replica site?” on page 137

+ “How to create a Management Context?” on page 137

+ “How to add a Replica site?” on page 138

+ “How to repair the DFS Replica service?” on page 138

+ “How to configure the DFS Replica service?” on page 139
+ “How to delete a Replica Site?” on page 139

+ “What happens when a Replica Site is paused or stopped?” on page 139

Naming Convention Changes

Management Context: On creating a replica site, the selected Organization (O) or Organizational
Unit (OU) becomes the management context. There is no separate workflow to create a
management context.

DFS Replica (VLDB): The DFS Replica (VLDB) service provides the framework for locating volumes
within the management context. Managing this service involves creating, day-to-day management,
maintenance, and repair of the replica. In UMC, the term VLDB is replaced with DFS Replica service
for better understanding.

How to list replica sites?

1 Browse and select the DFS management context you want to manage. This displays the replica
sites.

NOTE: When you browse the O or OU, it lists the existing management contexts.

2 The following information is displayed:
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Column Name

Description

DFS status (Color Coding)

Green

Gray

White

Replica status (Color Coding)

Green

Blue

Gray

White

Red

Server

Management context

Status

Running: The DFS Replica service is running.

Stopped: The DFS Replica service is stopped.

Unknown: UMC cannot determine the status of the replica site.
Status

Running: The DFS Replica service is loaded and running.
Repairing: The DFS Replica service is being repaired.

Repair progress is not stored, so it is advisable not to interrupt the
repair; otherwise, it would need to be restarted. The repair status is
available in the Details section of each replica site.

Stopped: The DFS Replica service is stopped.

The service is manually stopped or after repair activating the service
has failed and the status has changed to stopped.

Unknown: UMC cannot determine the status of the replica site.

Failed: The DFS service has stopped, causing the DFS Replica service to
is unload.

No volume operations can be performed on this replica site.
The name of the replica site.

The name of a preexisting O or OU container that you chose from the
eDirectory tree.

On selecting a replica site, the following actions can be performed:

*

*

*

Details

Add

Configure

Pause

Start and Resume
Stop

Repair DFS replica

Delete
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Where to view details of a replica site?

1 Browse and select the DFS management context you want to manage. This displays the replica
sites.

2 Select a replica site, then select Details. The following information is displayed:

Parameter Description
Status State of the DFS Replica service.
Threads running Displays the number of actual threads running for the service.Display the number of

processing threads for the service.

The number of running threads can vary because of lack of memory on the server, or
because the number of running threads is in the process of changing to meet the
requested number.

Threads requested Display the number of processing threads configured for the service. Range: 1
(default) to 16.

Running since The date and time when the DFS Replica service was activated.

Management Context  The context of the selected replica site.

Path The location of the replica database file. The default location is / var / opt /
novel | / df s.
Last Repair The date and time of the repair, level, and the status of the repair.

How to create a Management Context?

A management context can support a maximum of two replica sites. On creating a replica site, the
selected O or OU container becomes the management context.

1 Click Create Replica Site.
2 A wizard is displayed:

2a Management context: Browse and select a container, then click Next.

NOTE: The selected container is designated as the management context for this replica.

2b Servers: Browse and select the server on which the DFS Replica service should be hosted.
You can select a maximum of two servers.

2c DFS replica location: Select the default path (/ var/ opt / novel | / df s), or alternatively,
select an NSS volume or a folder within the volume to store the DFS Replica (VLDB)
database on the replica site. Click Next.

The name of the DFS Replica file itself cannot be specified or modified; it is always
vl db. dat .

2d Summary: Review the summary of the created replica site and click Finish.

A new replica site is created in the selected management context.
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How to add a Replica site?

A maximum of two replica sites can be created for a DFS management context. These two replicas
exchange databases (the entire database, not just the changes) whenever a change is made to the
volumes. Upon receiving the database from the other replica, each replica merges it with its own,
determining which entries have been added, deleted, or modified.

1 Browse and select the DFS management context you want to manage. This displays the existing
replica sites.
2 Select a replica site, then select Add.
3 A wizard is displayed:
3a Servers: Browse and select a server, then click Next.

3b DFS replica location: Select the default path (/ var/ opt / novel | / df s) or a new folder to
store the DFS Replica (VLDB) database on the replica site. Click Next.

3c Summary: Review the summary of the replica site and click Finish.

A new replica site is added to the existing management context.

How to repair the DFS Replica service?

The repair process rebuilds the DFS Replica database. Upon completion, the current active database
is replaced with the repaired one. If there are two replica sites, the replica automatically
synchronizes with the active repaired database. Until the repair database is activated, all DFS Replica
requests (except those specifically referencing the repaired database) operate against the existing
database. Thus, clients can access DFS junctions even during repair for volumes that still have correct
entries in the DFS Replica database.

1 Browse and select the DFS management context you want to manage. This displays the replica
sites.

2 Select a replica site, then select Repair DFS Replica.

3 Select one of the following repair levels, then click OK:

+ Replace with the last saved copy: Restores the last saved copy of the database using the
automatically created backup file.

+ Copy from another replica site: Retrieves a copy of the database from another server that
is currently running the DFS Replica service.

This option is available only if there is more that one replica site.

+ Rebuild from the eDirectory tree: Rebuilds the database from scratch by recursively
scanning the eDirectory tree down from the management context container and recording
volume object information in the repaired database. This is a time-consuming activity and
should be considered carefully.

4 Click Confirm. Monitor the status of the rebuild periodically until it completes. This duration can
vary from a few minutes to several days depending on the selected repair level. To view the
progress, select the replica site, and then Details.
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During the repair process, the status displays as Repairing. If the option Rebuild from the
eDirectory tree is selected, upon completion of the repair, DFS automatically reloads the DFS
Replica service on the replica server and activates the database, changing the state to Running.
If there is a second replica site, its database copy is automatically synchronized with the
repaired database.

5 If any errors occur during the repair, refer to the following log file:

/var/opt/novel |/l og/dfs/vlrpr.|og

How to configure the DFS Replica service?

A few parameters of the DFS Replica service are configurable.
1 Browse and select the DFS management context you want to manage. This displays the replica
sites.
2 Select a replica site, then select Configure.
3 A wizard is displayed:

3a Threads: Edit the number of processing threads configured for the service. Range: 1
(default) to 16.

3b DFS Replica: Select a path to store the DFS Replica (VLDB) database.

3c Run DFS replica service on server restart: Enable this option if you want the service to
start automatically when you restart the server.

3d Click Confirm to save the changes for the replica site.

How to delete a Replica Site?

Deleting a replica site deactivates and unloads the DFS Replica service, deletes the database file, and
then updates the attribute for the DFS management context in eDirectory.

IMPORTANT: If the selected site is the last remaining replica site, deleting it also deletes its DFS
management context.

1 Browse and select the DFS management context you want to manage. This displays the replica
sites.

2 Select a replica site, then select Delete.
3 Click Delete to remove the selected replica site.

DFS synchronizes the changes with eDirectory, which might take up to 5 minutes.

What happens when a Replica Site is paused or stopped?

For example,

In the management context “Operations”, there are two replica sites: 10.65.8.11 and 10.66.8.12.
Below are the effects of pausing and resuming operations on these sites.
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Pause
10.65.8.11 is in a Paused state, while 10.66.8.12 is in a Runni ng state.

+ In UMC, the DFS Replica status (10.65.8.11) shows as St opped.

+ The DFS Replica service (10.65.8.11) is stopped but remains loaded. Volume operations
performed on this site updates the DFS Replica database (10.65.8.11) and also synchronizes
with 10.65.8.12.

+ Users cannot access junctions available on the paused replica site (10.65.8.11).

+ The available operations are: details, configure, resume, start, stop, and delete.

To pause a replica site:
1 Browse and select the DFS management context you want to manage. This displays the replica
sites.
2 Select a replica site, then select Pause.

3 Click Confirm to pause the replica site. The Replica status changes to St opped.

Stop
10.65.8.11 is in a Runni ng state, while 10.66.8.12 is in a St opped state.

+ In UMC, the DFS status is St opped and DFS Replica status is Fai | ed.

+ Since the DFS service is stopped, it unloads the DFS Replica service. Volume operations
performed on this site are not updated in the DFS Replica database (10.66.8.12) but are
updated on its replica site (10.65.8.11) as replication continues.

+ Users cannot access junctions available on the stopped replica site (10.66.8.12).
+ The available operation is delete.
To stop a replica site:
1 Browse and select the DFS management context you want to manage. This displays the replica
sites.

2 Select a replica site, then select Stop.

3 Click Confirm to stop the replica site. The DFS status has changed to St opped and the DFS
Replica status to Fai | ed.
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7 Managing Junctions

A DFS junction serves as a logical placeholder for data stored on a different NSS volume. Each
junction points to a single target location.

To administrators, the junction appears in the file structure as a folder. However, users typically see
the junction as a sub-folder and is unaware of its existence. If the target path is unavailable or if the
DFS Replica service for the target’s management context is not running, users cannot access the
target data. Clients that are not DFS-aware see a junction as a file that they have no rights to access.

NOTE: To access DFS, log in to UMC with your admin credentials, then click Storage Technology > DFS
> Junctions.

+ “What are the guidelines for creating or managing junctions?” on page 141
+ “How to create a junction?” on page 141

+ “Where to view junctions?” on page 142

+ “How to configure junctions?” on page 144

+ “How to delete junctions?” on page 144

+ “How to synchronize rights between the Source and Target locations?” on page 144

What are the guidelines for creating or managing
junctions?

+ Junctions can exist between the source and target volumes within the same or different DFS
management contexts.

+ When creating a junction, a new folder can be created. This functionality is exclusive to UMC.
+ Only eDirectory users can be added as trustees to a junction.

+ Both the junction and target locations inherit trustees and their rights relative to their actual
locations, following the OES Trustee Model. Using the Sync functionality, you can synchronize
the explicit rights of a junction between the source and target locations. For more information
on trustee rights, see “What are the various trustee rights?” on page 129.

How to create a junction?

To create junction, follow these steps:

1 Click Create junction.
2 A wizard is displayed:

2a Browse and select the DFS management context in which to create the junction.

NOTE: Junction are created only within the selected management context.
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2b

2c

2d

2e

2f

Source path:
2b1 Name: Enter the name of the junction.

2b2 Browse and select the NSS volume or folder where you want to create the junction,
then click Continue.

To navigate the volume, click the object.

Target path: Browse and select the NSS volume or folder where you want the junction to
point, then click Continue.

The target NSS volume or folder is where the data resides.

Source trustee rights: Set eDirectory trustees and their rights for the source. Browse and
select one or more users to set as trustees, then click Apply.

2d1 Assigned rights: Select trustee and assign required rights. By default, the trustee is
listed with a minimum of Read and Fi | e Scan rights. Modify the trustee rights if
necessary.

NOTE: All trustee operations supported in Files & Folders can be performed in this
page (Source and Target).

2d2 Effective rights: Rights are not available because the junction has not been created.

Target trustee rights: Set eDirectory trustees and their rights for the target. Browse and
select the users set on source along with any additional users. Then, set the trustees rights
and click Apply.

2el Assigned rights: Select trustee and assign required rights. By default, the trustee is
listed with a minimum of Read and Fi | € Scan rights.

IMPORTANT: For file visibility, users need at least Read and Fi | e Scan rights on the
target location.

2e2 Effective rights: Effective rights on the junction target include explicitly defined rights
on the junction itself and rights inherited from the junction’s parent directory. These
rights are not editable.

Summary: Review the summary of the newly created junction and click Finish.

On the junction listing page, select the server or volume to view the newly created
junction.

Where to view junctions?

Ajunction is a virtual folder that points to the root of a target NSS volume or to any of its directories.
You can view the list of junctions in two locations:

+ “DFS > Junctions” on page 143
+ “Files & Folders” on page 143
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DFS > Junctions

1 Browse and select the servers or volumes to list the junctions.

2 (Conditional) When connecting to a server for the first time, you must scan all the volumes, to
cache the junction information. Click Scan now or Run scan to list the junctions.

After creating new junctions, click Refresh to update the cache and display the newly added
junctions in the junctions list.

3 The following information is displayed:

Column Name

Description

Status (Colour Coding)

Green

Red
Name
Management context

Source path

Target path
OES target

Last modified

The states of the junction are Available or Broken.

Available: The data at the target location is accessible through the
junction.

Broken: The target location that the junction points to is unavailable.
The name specified by the administrator.
The management context of the selected server or volume.

A folder path on the volume or root of the volume where the junction
resides.

A folder path on the volume or root of the volume where the data resides.
The target server is an OES server.

The timestamp indicating when the junction was last modified.

When selecting a junction, the following actions can be performed:

+ Details - The same information is available on the junction listing page. Additional
information is the creation date of the junction.

+ Rename

+ Configure

+ Sync rights - source to target

¢ Sync rights - target to source

+ Delete

Files & Folders

1 Browse and select the servers to list the volumes.

2 Click the volume to view the junctions. Junctions are listed as a file in the volume or its folders.
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How to configure junctions?

When configuring a junction, the source path and junction name cannot be modified.

1 Browse and select the servers or volumes to list the junctions.

2 Select a junction, then select Configure.
2a The target path, source trustee rights and target trustee rights can be modified.
2b Summary: Review the changes made and click Finish.

On the junction listing page, select the server or volume to view the modified junction.

How to delete junctions?

Deleting a junction removes the junction file and its associated trustees, trustee rights, and inherited
rights set on the junction. The data and trustee rights at the target location are not affected.

1 Browse and select the servers or volumes to list the junctions.

2 Select a junction, then select Delete.

NOTE: To avoid security or visibility issues, ensure to verify trustee settings at the target
location before or after deletion.

3 Click Delete to remove the selected junctions.

How to synchronize rights between the Source and Target
locations?

To synchronize all the assigned rights of a trustee, follow these steps:

1 Browse and select the servers or volumes to list the junctions.

2 Select a junction and choose either the Sync rights - source to target option or the Sync rights -
target to source option. This action copies the trustee rights from the source to the target or
vice versa.

3 To validate the rights, click Files & Folders.
4 Browse and select the servers to list the volumes.

5 Select the volume, then select Manage Rights. This displays the users with their modified rights.
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VI I Service configuration

+ Chapter 18, “Managing NCP,” on page 147
¢ Chapter 19, “Managing SMDR,” on page 153
+ Chapter 20, “Managing TSAFS,” on page 155
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18 Managing NCP

This chapter describes the configuration options used by NCP server. For more information on NCP
server settings, see NCP Server for Linux Administration Guide.

*

*

*

*

“How to manage the local code page?” on page 147

“How to manage NCP server caching settings?” on page 147

“How to manage encryption and MFA on an NCP server?” on page 148
“How to manage NCP server setting locks?” on page 148

“How to manage NCP server communications settings?” on page 149
“How to manage NCP server volumes settings?” on page 149

“How to manage NCP server logging settings?” on page 150

“How to manage NCP server performance tuning settings?” on page 151

“How to manage NCP server user ID updates?” on page 151

How to manage the local code page?

The NCP server supports most of the code pages used for files and subdirectory names. NCP server
by default uses the code page corresponding to the code page used by the Linux server operating
system that is specified at install time.

If you want to select a different local code page, follow the steps:

1
2

In Configuration > NCP, search or browse to select the server.

In Server Environment, select a new local code page from the Local code page drop-down and

click Save.

How to manage NCP server caching settings?

1
2

In Configuration > NCP, search or browse to select the server.
In NCP > Server Environment drop-down, select NCP > Caching.

+ Maximum cached files per sub-directories are the number of files that can be cached for a
sub-directory.

+ Maximum cached files per volume are the number of files that can be cached for a volume.

+ Maximum cached sub-directories per volume are the number of sub-directories that can be
cached for a volume.

+ Maximum lazy close files are the number of file handles that can be lazy closed.

3 Specify the required values and click Save.
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How to manage encryption and MFA on an NCP server?

The NCP server security allows you to manage encryption and MFA on an NCP server.

1 In Configuration > NCP, search or browse to select the server.
2 In NCP > Server Environment drop-down, select NCP > Security.
3 Encryption:

+ Enable, Disable, or Enforce to manage encryption capabilities between the NCP server and
NCP clients.

+ Specify the Grace Period and Cipher strength.

NOTE: If Encryption is enforced, then cipher strength is set to low and grace period is
disabled.

MFA:
+ Enforce or Disable MFA to manage the connections to access NCP server.

+ Specify the Grace Period.

NOTE: If MFA is enforced, then Grace Period is disabled.

Auditing:

When auditing is enabled, the security configuration setting changes performed on an NCP
server are logged.

4 Select the required security options and then click Save.

How to manage NCP server setting locks?

1 In Configuration > NCP, search or browse to select the server.
2 In NCP > Server Environment drop-down, select NCP > Locks.
3 You can manage the following options:

* Cross-protocol locks

Cross-protocol locks prevent the same file from being concurrently accessed for
modifications from both CIFS and NCP client.

* Oplock support level

NCP opportunistic locking allows the client to cache file data for better performance. You
can select anyone of the options from the drop-down.

+ Disable
+ Exclusive locks
+ Shared and exclusive locks
* Lock range mask
Allow applications to acquire a lock above the address (Ox7fffffffffffffff) region.

+ Byte range lock spin time
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Specify the range between 0 and 5000 (milliseconds) to avoid lock collisions when the
LockTimeOut is sent as 0 in a Byte Range Request from the client.

* Log lock statistics

When an NCP volume lock is held more than the configured time, the NCP server displays a
message in the ncpserv.log file with the relevant details.

4 Select and specify the required NCP server locks options and click Save.

How to manage NCP server communications settings?

1 In Configuration > NCP, search or browse to select the server.
2 In NCP > Server Environment drop-down, select NCP > Communications.
3 You can manage the following options:

+ First watchdog packet

Enable and specify the time when the NCP server should send a ping packet if no client
activity is detected.

+ Broadcast message
Enable or disable broadcast messages from the NCP server.
+ TCP/NCP keep alive interval

Specify the time when the NCP server must send a TCP packet if no client activity is
detected.

+ NCP keep alive interval

Enable and specify the time when the NCP server should send a TCP packet if no client
activity is detected.

4 Select and specify the required NCP server communications options and click Save.

How to manage NCP server volumes settings?

1 In Configuration > NCP, search or browse to select the server.
2 In NCP > Server Environment drop-down, select NCP > Volumes.
3 You can manage the following:
+ Commit file
Ensures that all the data written to a file by NCP client is written to the disk.
+ Execute attribute support

Enables to use NCP "execute only" attribute with the user mode execute bit on a file or
sub-directory.

+ Keep NSS file deletor IDs
Retains the deletor ID when a file is deleted in NSS volumes.
+ Sendfile support

The NCP server sends the file read data to the clients directly to the Linux Kernel Ring 0
environment. This option is not supported for encrypted connections.
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Sync trustees to NSS at volume mount

Resynchronizes trustees for an NSS volume when it is mounted for NCP.
Warn users — volume is full

Warn users when no space is available on the volume.

Warn users — volume path is unavailable

Warn users when the volume path is no longer present.

Warn users — volume space is low

Low volume warning threshold

Specify the low watermark threshold for volume (in blocks) to warn users when space is
low. An NSS block is 4 KB.

Low volume warning reset threshold

Specify the high watermark threshold for volume (in blocks). An NSS block is 4 KB. Sets the
high watermark threshold (in MB), which is the level where the low watermark threshold is
reset, and users no longer receive the low-space message.

Trustee build wait time

Specify the time that the NCP server waits to build the trustee cache during volume mount.

4 Select and specify the required NCP server volumes options and click Save.

How to manage NCP server logging settings?

1 In Configuration > NCP, search or browse to select the server.

2 In NCP > Server Environment drop-down, select NCP > Logging.

3 You can manage the following:

*

Managing NCP

NCPServ log level

Select the log level. The logs are available in the / var / opt / novel | /| og/ ncpserv. | og
file.

NCP2NSS log level

Select the log level. The logs are available in the /var / opt/ novel | / | og/ ncp2nss. | og
file.

NCPCON log level

Select the log level. The logs are available in the / var/ opt/ novel | /1 og/ ncpcon. | og
file.

Log cache statistics

Enables logging the cache statics of the NCP server to the / var/ opt/ novel | /| og/
ncpserv. | og file.

Log ID broker statistics
Enables logging the ID broker errors to the / var/ opt / novel | /| og/ ncpserv. | og file.
Log memory statistics

Enables logging the memory statistics to the / var/ opt/ novel | /| og/ ncpserv. | og file.



+ Log eDirectory object history

Enables NCP to send a notification to NSS when an object is deleted or renamed in the
eDirectory and logs the event in the / opt / novel | / ncpser v/ sbi n/
obj ect hi story. txt file.

4 Specify and select the required NCP server logging setting and click Save.

How to manage NCP server performance tuning settings?

1 In Configuration > NCP, search or browse to select the server.
2 In NCP > Server Environment drop-down, select NCP > Performance tuning.
3 You can manage the following:

+ Connection memory buffer pool size

Specify the buffer pool size to be used for certain NCP verb replies. Changing this option
requires ndsd service restart. For more information, see Augmented Size of NCP Verbs
87_20 and 89_20 Replies section in NCP Server for Linux Adminstration Guide.

+ Concurrent async requests

Specify the maximum number of asynchronous threads that can be created to process
eDirectory or NCP requests.

+ Additional SSG threads

Specify the number of additional SSG threads that can be used to process the incoming
NCP file service request. These threads are used when the fixed 25 NCP threads are busy.

+ CPU affinity

CPU affinity is applied to SSG threads in the NCP server to improve the encryption
performance. 50% of the active CPUs are used for CPU affinity with the same number of
SSG Threads.

4 Specify and select the required NCP server performance tuning settings and click Save.

How to manage NCP server user ID updates?

1 In Configuration > NCP, search or browse to select the server.
2 In NCP > Server Environment drop-down, select NCP > User ID updates.

UID update mode allows you to set the frequency of the maintenance thread to update the
UIDs.

3 Select the required UID update mode and click Save.
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9 Managing SMDR

This chapter describes the configuration options used by Storage Management Data Requester
(SMDR).

SMS provides remote backup and restore services using SMDR. When configuring SMDR, the
changes are saved in the / et ¢/ opt / novel | / sns/ sndr d. conf file on OES servers. SMDR reads
this configuration file to verify if any values have been modified.

For more information on SMS, see Storage Management Services Administration Guide for Linux.

How to configure SMDR?

1 Login to UMC with admin credentials.
2 Click Configuration > SMDR.
3 Browse and select the server for which you want to modify the SMDR configuration settings.

4 Encryption (TLS): To enhance the security of remote backup connections created by SMDR, you
can modify the TLS version used. By default, SMDR uses TLS version 1.3 for encryption.
However, it can be configured to use TLS version 1.2 if needed. When TLS version 1.3 is enabled,
connections using TLS 1.2 are still accepted.

5 IP address: In a multi-homed environment, you can configure the IP address on which SMDR
listens. If a server is assigned with multiple IP addresses, specify the desired IP address for
SMDR to use.

NOTE: This option is unavailable if multiple servers are selected in Step 3. By default, SMDR
uses the first bound IP address of the server.

6 Discovery Mechanism: SMIDR uses SLP (Service Location Protocol) and HOSTS/DNS for
discovery and name resolution. Based on your selection, the priority of the discovery
mechanisms is updated in the / et ¢/ opt / novel | / sms/ sndr d. conf file.

7 Autoload TSANDS: By default, this option is disabled. When enabled, this setting is
automatically loaded and applied upon restarting the OES server or SMS service.

8 Autoload TSAFS: By default, this option is enabled. This setting is automatically loaded and
applied upon restarting the OES server or SMS service restarts.

9 Enable GroupWise backup: By default, this option is disabled. When enabled, TSAFS supports
the backup of GroupWise database files.

10 On modifying the above parameters, you must restart SMIDR service.
systentt|l restart novell-sndrd. service

This command restarts the smdrd daemon.
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O Managing TSAFS

This chapter describes the configuration options used by Target Service Agent for File System
(TSAFS).

TSAFS provides configurable parameters to help optimize its performance. Changes made to TSAFS
configuration are saved in the / et ¢/ opt / novel | / sns/ t saf s. conf file on OES servers. When
TSA is loaded, it reads this configuration file to verify if any values have been modified.

For more information on SMS, see Storage Management Services Administration Guide for Linux.

How to configure TSAFS?

1
2
3
4

Log in to UMC with admin credentials.
Click Configuration > TSAFS.
Browse and select the servers for which you want to modify the TSAFS configuration settings.

Read buffer size: This parameter controls the number and size of read requests to the file
system.

By default, the Read Buffer Size is set to 65536 bytes, with a configurable range from 16384
bytes to 262144 bytes. It is recommended to set this value as an integral multiple of the file
system block size.

Read threads per job: This parameter controls the number of simultaneous read requests to
the file system, determining the rate at which the read-ahead cache is built.

By default, the Read threads per job is set to 4, with a configurable range from 1 to 32.

Read thread allocation: This parameter controls the maximum number of read threads that
may be allocated to process a single data set.

By default, the Read Thread Allocation is set to 100 (%), with a configurable range from 10 (%) to
100 (%). It is recommended to set this value to 100 (%) if the backup application requests data
sets serially.

Read ahead throttle: This parameter limits the number of simultaneous data sets that are
cached. In certain runtime scenarios, it helps override the Read Thread Allocation to ensure the
completion of processing large data sets.

By default, the Read Ahead Throttle is set to 2, with a configurable range from 1 to 32.

Cache memory threshold: This parameter controls the maximum amount of server memory
that the TSA uses to store cached data sets.

By default, the Cache Memory Threshold is set to 25 (%), with a configurable range from 1 (%) to
25 (%).

Enable caching: By default, this option is enabled. It specifies whether the TSA should perform
predictive caching during backups. Caching can improve backup performance for certain
workloads by prefetching files into memory.
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10 Enable clustering: By default, this option is enabled. If the backup server does not support
clusters, the option is disabled. It specifies whether the TSA should be cluster-aware and
recognize cluster pools as resources for backup or restore.

11 On modifying the above parameters, you must reload TSAFS service.

smeconfig -u tsafs
smeconfig -1 tsafs

This command loads TSAFS with updated configuration settings.
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VIl

File Access Protocols

This chapter describes the procedures for managing NCP and CIFS shares, connections, and their
global configurations on a server. For more information, see OES 23.4: NCP Server for Linux
Administration Guide and OES CIFS for Linux Administration Guide.

NOTE: The servers must be on OES 24.1 to list the NCP servers.

+ Chapter 21, “Managing NCP Shares,” on page 159

*

Chapter 22, “Managing NCP Connections,” on page 167

*

Chapter 23, “Managing CIFS Shares,” on page 171

*

Chapter 24, “Managing CIFS Connections,” on page 181

*

Chapter 25, “Managing Invalid Users,” on page 185

*

Chapter 26, “Managing User Context,” on page 189
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Managing NCP Shares

NCP volumes are NCP shares on Linux POSIX file systems such as Btrfs, ext4, and XFS. Storage
Services (NSS) volumes are a special type of NCP volume.

The directory and file access are controlled with the OES trustee model for file system trustees and
trustee rights. Users access NCP volume data using the Client for Open Enterprise Server software on
their Windows workstations.

NOTE: UMC supports managing only those NCP shares that are mounted on NSS file systems.

+ “How to list NCP shares?” on page 159

+ “How to verify trustees for an NCP share? (OES 23.4)” on page 160

+ “How to verify the rights of an NCP share?” on page 160

+ “How to resync trustees an NCP share? (OES 23.4)” on page 160

+ “How to resync the rights of an NCP share?” on page 161

+ “How to enable or disable encryption on an NCP share?” on page 161

+ “How to enable or disable MFA on an NCP share?” on page 161

+ “What are accessed files and how to view them? (OES 23.4)” on page 162

+ “What are open files and how to view them?” on page 162

+ “What are the prerequisites for adding a secondary volume?” on page 163
+ “How to add secondary volume?” on page 163

+ “How to view secondary volume?” on page 163

+ “How to remove secondary volume?” on page 163

+ “How to manage security for sub-folders on an NCP share? (OES 23.4)” on page 164
+ “How to manage sub-folder security on an NCP share?” on page 165

+ “How to enable or disable write permission for an NCP share?” on page 165

+ “How to activate or deactivate an NCP share?” on page 165

How to list NCP shares?

1 In UMC, click File Access Protocols > NCP.
2 Click the Search icon and specify the server name.
or

Click Browse and select server type to list their associated servers. Select the required servers
from the list, and then click APPLY.
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NOTE: When the or tree view (=] icon is clicked, you cannot perform other actions outside the
browse area. Click the same button again to close the browse or tree view area.

This displays the list of NCP shares available on the server.

How to verify trustees for an NCP share? (OES 23.4)

The verify trustees option shows the difference in trustees rights information between the NSS and
NCP server for the specified NCP share. This action can be performed on multiple shares at a time.
1 In UMC, click File Access Protocols > NCP.
2 Click the Search icon and specify the server name.
or

Click Browse and select Server Type to list their associated servers. Select the required servers
from the list, and then click APPLY.

3 Select the NCP share, click More Options -*- icon, and then select Verify trustees.

NOTE: Beginning with OES 24.1, Verify trustees is changed to Verify rights.

How to verify the rights of an NCP share?

The verify rights option shows the difference in trustee’s rights information between the NSS and
NCP server of the specified NCP share. This action can be performed on multiple shares at a time.

1 In UMC, click File Access Protocols > NCP.
2 Click the Search icon and specify the server name.
or

Click Browse and select Server Type to list their associated servers. Select the required servers
from the list, and then click APPLY.

3 Select the NCP share, click More Options - icon, and then select Verify rights.

How to resync trustees an NCP share? (OES 23.4)

The resync trustees option synchronizes the trustees rights from NSS to NCP server for the selected
share. This action can be performed on multiple shares at a time.

1 In UMC, click File Access Protocols > NCP.
2 Click the Search icon and specify the server name.
or

Click Browse and select Server Type to list their associated servers. Select the required servers
from the list, and then click APPLY.

3 Select the NCP share, click More Options “*- icon, and then select Resync trustees.
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NOTE: Beginning with OES 24.1, Resync trustees is changed to Resync rights.

4 In Resync box, click Confirm.

How to resync the rights of an NCP share?

The resync rights option synchronizes the trustee’s rights from NSS to NCP server of the selected NCP
share. This action can be performed on multiple shares at a time.

1 In UMC, click File Access Protocols > NCP.
2 Click the Search icon and specify the server name.
or

Click Browse and select Server Type to list their associated servers. Select the required servers
from the list, and then click APPLY.

3 Select the NCP share, click More Options “-- icon, and then select Resync rights.

4 In Resync box, click Confirm.

How to enable or disable encryption on an NCP share?

1 In UMC, click File Access Protocols > NCP.
2 Click the Search icon and specify the server name.
or

Click Browse and select Server Type to list their associated servers. Select the required servers
from the list, and then click APPLY.

3 Select the NCP share, click More Options -~ icon, and then select Enable encryption.

4 |n Enable encryption box, click Confirm.

This enables encryption on the selected share and only encrypted connections can access this share.
This can be performed on multiple volumes at a time.

You can follow the same procedure to disable encryption if it is already enabled. When encryption is
disabled, all connections are allowed to access this share.

How to enable or disable MFA on an NCP share?

1 In UMC, click File Access Protocols > NCP.
2 Click the Search icon and specify the server name.
or

Click Browse and select Server Type to list their associated servers. Select the required servers
from the list, and then click APPLY.

3 Select the NCP share, click More Options - icon, and then select Enable multi-factor
authentication.

4 In Enable multi-factor authentication box, click Confirm.
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This enables multi-factor authentication on the selected share. This can be performed on multiple
volumes at a time.

You can follow the same procedure to disable multi-factor authentication if it is already enabled.

What are accessed files and how to view them? (OES 23.4)

Accessed file lists the NCP share files that are in open state by an NCP connection. These files can be
closed manually.
1 In UMC, click File Access Protocols > NCP.
2 Click the Search icon and specify the server name.
or

Click Browse and select Server Type to list their associated servers. Select the required servers
from the list, and then click APPLY.

3 Select the NCP share, click More Options “-- icon, and then select Accessed files.

This displays the list of open files. This operation can be performed on multiple shares at a time.

NOTE: Beginning with OES 24.1, Accessed files is changed to Open files.

4 Select the file from the list and then click <.

This performs the logical closure of the selected file on the NCP server. This can be performed
on multiple files at a time.

What are open files and how to view them?

Open files are those files that are kept in open state by an NCP connection. These files can be closed
manually.
1 In UMC, click File Access Protocols > NCP.
2 Click the Search icon and specify the server name.
or

Click Browse and select Server Type to list their associated servers. Select the required servers
from the list, and then click APPLY.

3 Select the NCP share, click More Options “-- icon, and then select Open files.

This displays the list of open files. This operation can be performed on multiple shares at a time.

4 Select the file from the list and then click <.

This performs the logical closure of the selected file on the NCP server. This can be performed
on multiple files at a time.
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What are the prerequisites for adding a secondary
volume?

*

Ensure that the primary volume is active before adding a secondary volume.
+ The primary volume must not have any secondary volume mounted on it.

+ One primary volume can have only one secondary volume.

*

Primary and secondary volume operations are supported only for NSS volumes.

How to add secondary volume?

1 In UMC, click File Access Protocols > NCP.
2 Click the Search icon and specify the server name.
or

Click Browse and select Server Type to list their associated servers. Select the required servers
from the list, and then click APPLY.

3 Select the volume, click More Options -*- icon, and then select Add secondary volume.

You can add one secondary volume to a primary volume. On selecting multiple volumes, this
option is disabled.

4 In Add secondary volume, select the secondary volume, and then click Confirm.

This adds the selected secondary volume to the primary volume on the server.

How to view secondary volume?

By using advance filter, you can view DST or CIS secondary volumes. You can select the Secondary
path column to view secondary volume path details.

How to remove secondary volume?

1 In UMC, click File Access Protocols > NCP.
2 Click the Search icon and specify the server name.
or

Click Browse and select Server Type to list their associated servers. Select the required servers
from the list, and then click APPLY.

3 You can remove one secondary volume to a primary volume at a time. On selecting multiple
volumes, this option is disabled.

Select the share, click More Options - icon, and then select Remove secondary volume.
Multiple secondary volume removal is not supported.
4 Select the required options, and then click Confirm.

+ Move files to primary volume
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Move all files from the secondary volume to the primary volume before removing the
secondary volume.

+ lIgnore file move errors

Ignore all error messages while moving the files from secondary volume to primary volume
in order to complete the process.

Remove secondary volume

Share  Server_d - VL1

Secondary velume  Example_Secondary volume

O Move files to primary volume

The primary valurme will be unmaounted to remove the
secondary volume,

Do you want to continue?

Confirm Cancel

This removes the secondary volume from the primary volume of the server.

How to manage security for sub-folders on an NCP share?
(OES 23.4)

Encryption and multi-factor authentication are security option to manage sub-folder security in a
volume.

1 In UMC, click File Access Protocols > NCP.
2 Click the Search icon and specify the server name.
or

Click Browse and select Server Type to list their associated servers. Select the required servers
from the list, and then click APPLY.

3 Select the NCP share, click More Options --- icon, and then select Manage sub-folders.

NOTE: Beginning with OES 24.1, Manage sub-folders is changed to Sub-folder security.

4 Select the folder, click More Options --- icon, and select Encryption or Multi-factor
authentication options to modify the security.

This can be performed on multiple sub-folders at a time.
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How to manage sub-folder security on an NCP share?

Encryption and multi-factor authentication are security options to manage sub-folder security in a
volume.

1 In UMC, click File Access Protocols > NCP.
2 Click the Search icon and specify the server name.
or

Click Browse and select Server Type to list their associated servers. Select the required servers
from the list, and then click APPLY.

3 Select the NCP share, click More Options - icon, and then select Sub-folder security.

4 |n Sub-folder security, select the folder, click More Options --- icon, and select Encryption or
Multi-factor authentication options to modify the security.

This can be performed on multiple sub-folders at a time.

How to enable or disable write permission for an NCP
share?

1 In UMC, click File Access Protocols > NCP.
2 Click the Search icon and specify the server name.
or

Click Browse and select Server Type to list their associated servers. Select the required servers
from the list, and then click APPLY.

3 Select the NCP share, click More Options - icon, and then select Enable write permission.
4 In Enable write box, click Confirm.
This enables the write permission for the selected NCP share.

Follow the same steps to disable the write permission on this share. These actions can be
performed on multiple shares.

How to activate or deactivate an NCP share?

Activate an NCP share to make it available for users and applications. To view the details of a share, it
must be active. The details of deactivated shares are not available.

1 In UMC, click File Access Protocols > NCP.
2 Click the Search icon and specify the server name.
or

Click Browse and select Server Type to list their associated servers. Select the required servers
from the list, and then click APPLY.

This displays the list of volumes available on the selected servers.
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3 NOTE: If you select multiple shares, the More Options --- icon is displayed at the top right
corner of the table.

3a To deactivate an NCP share:

3al Select the share, click More Options -*- icon, and then select Deactivate.
3a2 In Deactivate, click Confirm.

This closes all the open connections to the selected NCP share. The files are not deleted,
but the share must be active to access them.

or
3b To activate an NCP share:
3b1 Select the share, click More Options --- icon, and then select Activate.

3b2 In Activate, click Confirm.

This activates the selected share and all the files are made available to the associated
connections.
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2 2 Managing NCP Connections

NCP connection is available with OES 24.1 or later version.

+ “How to view NCP connections?” on page 167

+ “What actions can be performed on NCP connections?” on page 167

+ “How to send a broadcast message to all NCP connections?” on page 168

+ “How to clear unauthenticated NCP connection?” on page 168

+ “How to view open files, NCP shares, and details of an NCP connection?” on page 168
+ “How to send message to an NCP connection?” on page 169

+ “How to clear an NCP connection?” on page 169

How to view NCP connections?

To view the list of NCP connections, perform the following steps:

1. In UMC, click File Access Protocols > NCP.
2. Click the Search icon and specify the server name.
or

Click Browse, select Server Type to list their associated servers. Select the required servers from
the list, and then click APPLY.

NOTE: When the [ === Jor tree view [=] icon is clicked, you cannot perform other actions
outside the browse area. Click the same button again to close the browse or tree view area.

3. Click NCP > Connections.

This displays the list of available NCP connections on the selected servers.

What actions can be performed on NCP connections?

You can perform the following actions on the NCP connections

+ Broadcast message to all connections on selected servers
¢ Clear unauthenticated connections on selected servers

+ Clear all connections on selected servers
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How to send a broadcast message to all NCP connections?

You can send message to all the NCP connections using the Broadcast message to all connections on
selected servers option in Actions drop-down.
1. In UM, click File Access Protocols > NCP.
2. Click the Search icon and specify the server name.
or

Click Browse, select Server Type to list their associated servers. Select the required servers from
the list, and then click APPLY.

3. Click NCP > Connections.
4. Click the Actions drop-down and select Broadcast message to all connections on selected servers.
5. Specify the message and click Send.

The Character limit of broadcast message is 256.

This delivers the specified broadcast message to all the NCP connections for the selected
servers.

How to clear unauthenticated NCP connection?

You can clear all the unauthenticated NCP connections from the list using the Clear unauthenticated
connections on selected servers option in Actions drop-down.
1. In UM, click File Access Protocols > NCP.
2. Click the Search icon and specify the server name.
or

Click Browse, select Server Type to list their associated servers. Select the required servers from
the list, and then click APPLY.

3. Click NCP > Connections.
4. Click the Actions drop-down and select Clear unauthenticated connections on selected servers.
5. In Clear all unauthenticated connections, click Confirm.

You can follow the same steps to clear all connections. Click the Actions drop-down and select
Clear all connections on selected servers.

How to view open files, NCP shares, and details of an NCP
connection?

You can view the details of an NCP connection using the more details option. This includes general
information, data read or write, list of related shares, and open file information.

1. In UMC, click File Access Protocols > NCP.
2. Click the Search icon and specify the server name.

or
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Click Browse, select Server Type to list their associated servers. Select the required servers from
the list, and then click APPLY.

3. Select the NCP connection, click More Options -** icon, and then select More

details.
NCP - More details ([ = G-
»
General information Data read/written
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You can view the NCP shares associated with the connection by selecting the Shares.

The files that are left in open state through an NCP connection can be viewed by selecting the
Open files. Open files option is available from OES 24.1.1 or later.

You can use the dashboard view or table view icons to display the NCP connections.

How to send message to an NCP connection?

1. In UMC, click File Access Protocols > NCP.
2. Click the Search icon and specify the server name.
or

Click Browse, select Server Type to list their associated servers. Select the required servers from
the list, and then click APPLY.

3. Click NCP > Connections.

4. Select the NCP connection, click More Options -** icon, and then select Send message.
5. Specify the message and click Send.
The Character limit of message is 256.

This delivers the specified message to the selected NCP connection and can also be performed
on multiple connections at a time.

How to clear an NCP connection?

1. In UM, click File Access Protocols > NCP.
2. Click the Search icon and specify the server name.
or

Click Browse, select Server Type to list their associated servers. Select the required servers from
the list, and then click APPLY.

3. Click NCP > Connections.
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4. Select the NCP connection, click More Options --- icon, and then select Clear connection.

5. In Clear connection, click Confirm.

This clears the NCP connection on the selected servers and this action can also be performed on
multiple connections at a time.
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3 Managing CIFS Shares

Managing CIFS shares are available from OES 24.3 or later versions.

*

*

*

*

“How to create a new CIFS share?” on page 171

“How to list CIFS shares?” on page 172

“How to remove a CIFS share?” on page 172

“What is encryption on a CIFS share?” on page 172

“How to manage encryption on a CIFS share?” on page 172

“What is folder redirection on a CIFS share?” on page 174

“What is Mac backup on a CIFS share?” on page 174

“What is the character limit for CIFS share name and comment box?” on page 174
“How to filter the CIFS shares?” on page 174

“How to manage folder redirection on a CIFS share?” on page 175

“How to manage Mac backup on a CIFS share?” on page 175

“What are the various rights and how to manage it on CIFS shares?” on page 176
“How to add trustees for a CIFS share?” on page 176

“What is the CIFS share limitation that a server can host?” on page 177

“How to modify an existing CIFS share?” on page 177

“What are open files in a CIFS share?” on page 178

“How to view the open files in a CIFS share?” on page 178

“How to close open files of CIFS shares?” on page 178

“What are the various access modes for open files?” on page 179

How to create a new CIFS share?

In UMC, click File Access Protocols > CIFS.

. Click Create Share.

In Create Share wizard > Path, search or browse the servers to select the volume, and click Next.

NOTE: You can select only one volume for creating the CIFS share.

. On the Configuration page, specify the share name, add comment (optional), and click Next.

You can manage encryption, folder redirection, and Mac backup using the respective toggle
switches.

On the Summary page, verify the general information and configuration settings, and then click
Finish.

You can view the newly created CIFS share in the share list.
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How to list CIFS shares?

1 In UMC, click File Access Protocols > CIFS.
2 Click the search icon and specify the server name.
or

Click Browse and select server type to list their associated servers. Select the required servers
from the list, and then click APPLY.

NOTE: When the or tree view [ icon is clicked, other actions outside the browse area are
disabled. Click the same button again to close the browse or tree view area.

This displays the list of CIFS shares available on the selected servers.

How to remove a CIFS share?

Removing a CIFS share does not delete the data in it. The association between the CIFS share and the
path is revoked and cannot be restored.

NOTE: This remove option is available only for custom data shares.

1. In UMC, click File Access Protocols > CIFS.
2. Search or browse the servers to list the shares.

3. Select the share, click More options “** icon, and then click Remove.

This removes the selected CIFS share from the list. You can remove multiple share at a time. You
must create a new share and select the share path to access the data in it. For more information
on creating a share, see “How to create a new CIFS share?” on page 171.

What is encryption on a CIFS share?

If encryption is enabled on a share, only encrypted client connections can access the share. You can
enable or disable encryption on a CIFS share while creating a new share or by selecting an individual
share. For more information on managing encryption, see “How to manage encryption on a CIFS
share?” on page 172.

Encryption can be enabled or disabled at the share level whereas if encryption is applied at the
global level then no need to apply it at the share level. You can enable encryption on individual
shares if encryption is disabled at the global level.

How to manage encryption on a CIFS share?

You can enable or disable encryption on a share while creating a share or on an existing share.
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Enable encryption while creating a new share

NOTE: The system shares do not support encryption, folder redirection, and Mac backup.

1. In UMC, click File Access Protocols > CIFS.

2. In the Create Share wizard > Path, search or browse the servers to select the volume, and click
Next.

NOTE: You can select only one volume for creating the CIFS share.

3. On the Configuration page, specify the share name, add comment (optional), and click Next.

Create Share Configuration x

Path

Configuration

Encryption is disabled by default. You can manage encryption, folder redirection, and Mac
backup using the respective toggle switches.

4. On the Summary page, verify the details and click Finish.

Enable encryption on an existing share

1. In UMC, click File Access Protocols > CIFS.
2. Search or browse the servers to list the shares.
3. Select the share, click More options -** icon, and then click Enable Encryption.

This enables encryption on the selected CIFS share. Follow the same procedure to disable
encryption if it is already enabled. Encryption can be managed on multiple shares at a time.
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What is folder redirection on a CIFS share?

Folder redirection allows users and administrators to redirect the path of a folder to another
location. The new location can be on a local computer or on a network file share. Users can manage
the files as it is in the local directory. The files in the folder can be accessed from any computer on
the network.

For more information on managing folder redirection, see “How to manage folder redirection on a
CIFS share?” on page 175.

NOTE: The support for this feature is available only for AD users.

What is Mac backup on a CIFS share?

The Mac backup allows users or administrators to manage the shares to back up their data on the
Mac clients. The users or administrators must have read, write, create, erase, modify, and file scan
permissions to perform this action. For more information on rights, see “What are the various rights
and how to manage it on CIFS shares?” on page 176.

What is the character limit for CIFS share name and
comment box?

A CIFS share name can be up to 80 characters long and can contain any single byte characters, but
should not begin or end with an underscore _ or contain multiple underscores _.

(Optional) You can provide a description in the comment box for the CIFS share. The maximum
allowed length is 47 characters.

How to filter the CIFS shares?

You can use Advanced Filters to filter CIFS shares based on the following criteria:

+ Type - CIFS shares can be filtered based on the type such...
+ Data volume shares are shares created for normal NSS volumes.
+ Custom data shares are created for directories under NSS volumes.

+ System shares are created for some specific functionalities such as IPCS, _ADMIN, and so
on...

NOTE: The system shares do not support encryption, folder redirection, and Mac backup.

+ Encryption - CIFS shares can be filtered based on the encryption enabled or disabled state. If
encryption is disabled, any connection can access the share.

+ Folder redirection - CIFS shares can be filtered based on the folder redirection enabled or
disabled state.

+ Mac backup - CIFS shares can be filtered based on the Mac backup enabled or disabled state.
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Y Advanced Filters «
Type ~

] B Datavolume
O B9 Custom data share
J CJ System

Encryption ~

[] Enabled
[] Disabled

Folder redirection ~

[] Enabled
[] Disabled

Mac backup A

[] Enabled
[] Disabled

How to manage folder redirection on a CIFS share?

NOTE: The system shares do not support encryption, folder redirection, and Mac backup.

Folder redirection allows you to redirect a path of one folder to another location and this path can
be accessed from any computer on the network.

. In UMC, click File Access Protocols > CIFS.
. Search or browse the servers to list the shares.

1
2
3. Select the share, click More options *-* icon, and then select Enable folder redirection.
4. Click Confirm.

This enables the folder redirection on the selected share. You can follow the same procedure to
disable it. This action can be performed on multiple shares at a time.

You can also manage folder redirection using the Edit option while modifying the share.

How to manage Mac backup on a CIFS share?

NOTE: The system shares do not support encryption, folder redirection, and Mac backup.

1. In UMC, click File Access Protocols > CIFS.

2. Search or browse the servers to list the shares.
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3. Select the share, click More options “** icon, and then select Enable Mac backup.
4. Click Confirm.

This enables the Mac backup on the selected share. You can follow the same procedure to
disable it. This action can be performed on multiple shares at a time.

You can also manage Mac backup using the Edit option while modifying the share.

What are the various rights and how to manage it on CIFS

shares?
You can manage trustee rights on CIFS share using the Manage rights option.
1. In UM, click File Access Protocols > CIFS.
2. Search or browse the servers to list the shares.
3. Select the share, click More options “** icon, and then select Manage rights.
4. On the Manage rights page, use the checkbox to manage the required rights.
S R w c E M F A
O
Rights Description

S - Supervisor

R - Read
W - Write

C - Create

E - Erase

M - Modify

F - File Scan

A - Access Control

Users have all rights on the file or directory and can manage the Access
Control right.

Users can open and read files in the directory.
Users can open and write to files in the directory.

Users can create files and subdirectories, and can also salvage or
restore them.

Users can erase files and directories, and can also purge or
permanently delete them.

Users can modify the meta-data of the file or directory.

Users can display and search on file and directory names in the file
system structure.

Users can add and remove trustees, and change trustee rights to files
and directories.

How to add trustees for a CIFS share?

1. In UMC, click File Access Protocols > CIFS.

2. Search or browse the servers to list the shares.
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3. Select the share, click More options “** icon, and then select Manage rights.
4. On the Manage rights page, click Add Trustee.

5. Inthe Add Trustee(s) wizard, navigate through the server tree and select the required trustees
or users.

Add Trustee(s)

Search for the user, objects or groups you want to add to this file or folder.

Identity Source | eDirectory Object Type | All ohjects ~
) kkkEEE £y Users v
>IN & Groups
y B hkAhkkk
&% opentext

You can modify the object type using the All objects drop-down.
6. Click Confirm.

This adds the selected trustee(s) to the volume. For more information on inherited rights and
effective rights, see “What are inherited rights?” on page 131 and “What are effective rights?”
on page 130 in Chapter 15, “Managing Rights,” on page 127.

What is the CIFS share limitation that a server can host?

A server can host up to 65535 CIFS shares.

How to modify an existing CIFS share?

You can modify the CIFS share path and configuration setting of an existing share using the Edit
option.

NOTE: The Edit option is only supported on custom shares.

1. In UM, click File Access Protocols > CIFS.

2. Search or Browse the servers to list the shares.

3. Select the share, click More options “** icon, and then select Edit.
4

. In Edit Share wizard > Path, navigate through the server tree to select the new share path, and
click Next.

NOTE: Only one path can be selected for a share.

5. On the Configuration page, specify the share name and comment (optional), and click Next.
You can manage encryption, folder redirection, and Mac backup using the toggle switches.

6. On the Summary page, verify the details, and then click Finish.

This updates the selected CIFS share path and configuration settings.
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What are open files in a CIFS share?

Open files are those files that are left in open state by a CIFS connection at share level. These files
can be closed manually.

How to view the open files in a CIFS share?

1. In UM, click File Access Protocols > CIFS.

2. Search or browse the servers to list the shares.
3. Select the share, click More options “** icon, and then select Open files.

This displays the list of open files. This action is supported on a single share selection. You can the
view the details of the open files, related shares, users, and assigned rights.

How to close open files of CIFS shares?

You can close all open files with the Close all open files option or you can close individual file or files
in a CIFS share using the * cross. This option allows you to manage open files in CIFS shares of
multiple servers at a time.

Close all open files

1. In UMC, click File Access Protocols > CIFS.
2. Search or browse the servers to list the shares.
3. Select the share, click More options “** icon, and then select Open files.
4. To close all open files at once, click the Close all open files
button.
Crs- Openfies
7 Advanced Filters  Clear @  Total 1.238948items  Accessmodes:() (7) Desiredaccess  (2) Share access Access not enabled Q cv B oo
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This action closes all the files available in the open files list.

Close individual open file

1. In UMC, click File Access Protocols > CIFS.

2. Search or browse the servers to list the shares.

3. Select the share, click More options “-- icon, and then select Open files.
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4. Onthe Open files page, select and click the * cross icon to close an individual
file.

2974 51 sample.html User_1 ) &) ® i

®
Q

(%)

>

You can close multiple open files at a time.

What are the various access modes for open files?

Details of the CIFS connection includes the access modes in which the CIFS server opened the file for

the user.

Access modes: () () Desired access () Share access Access not enabled
Desired Description Shared Description
Access Access
RD Right to read data from the file. DR Right to read data from the file is denied.
WR Right to write data into the file. DW Right to write data into the file is denied.
DA Right to delete the file. DD Right to delete or rename the file is

denied.
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24 Managing CIFS Connections

This chapter consists of FAQs for viewing the CIFS connections, open files, associated shares, and
security equivalence of the connection.

+ “How to list and view the information related to CIFS connections?” on page 181
+ “How to view the open files of a CIFS connection?” on page 182
+ “How to view the shares associated with a CIFS connection?” on page 182

+ “How to view the security equivalence of a CIFS connection?” on page 183

How to list and view the information related to CIFS
connections?

To list and view the information related to a CIFS connections, perform the following:

1. In UMC, click File Access Protocols > CIFS > Connections.
2. Click the search icon and specify the server name.
or

Click Browse, select Server Type to list their associated servers. Select the required servers from
the list, and then click APPLY.

NOTE: When the [ == |or tree view [=] icon is clicked, you cannot perform other actions
outside the browse area. Click the same button again to close the browse or tree view area.

This displays the list of available CIFS connections on the selected servers.

3. To view the information related to a CIFS connection, select a connection and click More details
icon.

Managing CIFS Connections 181



opentext' OES Unified Management Console

CIFS - More details m

' Conhecis 4

= General infermation Data read/written

=] User_11 en file 285
»8 Active deetory  Channel 4 4 1.03MB

- Servar_1 Privilege Mon-Supervisor = Read

Wintdaws 10 Stat Logged in
s 2.56 MB

= R

PRI

=5 Shares 7] Openfies

Total: 8 iems Q cr B

Hame Path Encryption Folder redirection Mae backup ‘Open files
LviLa -/media/nssAVLe w 92
LVl o MEdERNSSLVLE 109

The CIFS - More details page displays the general information, data managed, shares, and open
files of the CIFS connection.

How to view the open files of a CIFS connection?

To view the open files of a CIFS connection, perform the following:

1. In UMC, click File Access Protocols > CIFS > Connections.
2. Search or browse the servers to list the connections.

3.

4. On the CIFS - More details page, click Open files tab.

Select a connection and click More details icon.
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The page displays the list of open files accessed by the CIFS connection. For more information
on access modes, see “What are the various access modes for open files?” on page 179.

How to view the shares associated with a CIFS connection?

To view the shares associated with a CIFS connection, perform the following:

1. In UMC, click File Access Protocols > CIFS > Connections.
2. Search or browse the servers to list the connections.

3.

4. On the CIFS - More details page, click Shares.

Select a connection and click More details icon.
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The page displays the list of shares accessed by the CIFS connection.

How to view the security equivalence of a CIFS
connection?

To view the security equivalence of a CIFS connection, perform the following:

. In UMC, click File Access Protocols > CIFS > Connections.
. Search or browse the servers to list the connections.

1
2
3. Select a connection and click More details icon.
4

. On the CIFS - More details page, click View details adjacent to security equivalence field.

The page displays Security equivalence for: window with the users and FQDN details for the CIFS

connection.
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25 Managing Invalid Users

This chapter consists of FAQs for viewing, adding, removing, and updating invalid users and blocked
users.

+ “How to list invalid users and blocked users?” on page 185

+ “Who is an invalid user?” on page 185

+ “Who is a blocked user?” on page 186

+ “How to add a user to the blocked user list?” on page 186

+ “How to unblock an invalid user?” on page 186

+ “How to unblock a blocked user?” on page 186

+ “How to change an invalid user to a blocked user?” on page 186

How to list invalid users and blocked users?

The Invalid users tab supports only a single server selection. If multiple servers are selected during
other CIFS operations, and you select the Invalid users tab, an empty page is displayed.

CIFs

R Invalid users B User contexts

FILTERS Mo filters added - % |

1. In UMC, click File Access Protocols > CIFS > Invalid users.
2. Click the search icon and specify the server name.
or

Click Browse, select the required server from the list, and then click APPLY.

NOTE: When the or tree view [=] icon is clicked, you cannot perform other actions
outside the browse area. Click the same button again to close the browse or tree view area.

This displays the list of invalid users and blocked users on the selected server.

Who is an invalid user?

An invalid user can be a user who does not exist in eDirectory or an admin added him to the invalid
users list. The authentication request from this user is ignored based on the configured timeout
period. The timeout period of an invalid is between 0 and 525600 minutes.
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Who is a blocked user?

A blocked user is a user whose authentication request is ignored permanently. Unblock the blocked
user from the list to start considering authentication requests.

How to add a user to the blocked user list?

1. In UMC, click File Access Protocols > CIFS > Invalid users.
2. Search or browse the server to list the invalid users.

3. Click Block user.

4. Specify the user name and click Confirm.

This adds the user to the blocked user list.

How to unblock an invalid user?

Unblocking an invalid user allows the authentication request to be processed for the user.

1. In UMC, click File Access Protocols > CIFS > Invalid users.

2. Search or browse the server to list the invalid users.

3. Select an invalid user, click More options *=* icon, and then select Unblock.

Lando Invalid

@ Block user

o
Z

Unblock

This unblocks the selected invalid user from the list. You can unblock multiple users at a time.

How to unblock a blocked user?

Unblocking a blocked user allows the authentication request to be processed for the user.

1. In UMC, click File Access Protocols > CIFS > Invalid users.
2. Search or browse the server to list the blocked users.

3. Select a blocked user and click Unblock.

Norris Blocked 0.0.0.0 Q

This unblocks the selected blocked user from the list. You can unblock multiple users at a time.

How to change an invalid user to a blocked user?

1. In UMC, click File Access Protocols > CIFS > Invalid users.

2. Search or browse the server to list the invalid users.
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3. Select aninvalid user and then click Block user.

Lando Invalid
) Block user

©  Unblock

This updates the selected invalid user as a blocked user.
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2 6 Managing User Context

This chapter consists of FAQs for viewing, adding, and removing user contexts.

+ “How to list the user contexts?” on page 189
+ “How to add a user context?” on page 189

+ “How to remove a user context?” on page 189

How to list the user contexts?

User context is an eDirectory container where CIFS search for users during login.

1. In UMC, click File Access Protocols > CIFS > User contexts.
2. Click the search icon and specify the server name.
or

Click Browse, select Server Type to list their associated servers. Select the required servers from
the list, and then click APPLY.

NOTE: When the or tree view [=] icon is clicked, you cannot perform other actions
outside the browse area. Click the same button again to close the browse or tree view area.

This displays the list of available user contexts on the selected servers.

How to add a user context?

Adding a user context allows the users in the container to access the share.

1. In UMC, click File Access Protocols > CIFS > User contexts.

2. Click Add user context.

3. Inthe Add user context wizard > Servers, select the servers from the directory tree and click
Next.

4. On the Containers page, browse the server to select the containers and click Next.
5. On the Summary page, verify the containers and servers, and then click Finish.

This adds the user context to the list. You can add multiple contexts at a time.

How to remove a user context?

Removing a user context restricts the users in the container from accessing the share.

1. In UMC, click File Access Protocols > CIFS > User contexts.

2. Search or browse the servers to list the user contexts.
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3. Select a user context and click Remove [ icon.

This removes the user context from the list. You can perform this action on multiple selection.
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| X Reports

¢ Chapter 27, “Cluster Reports,” on page 193
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2 7 Cluster Reports

A cluster report helps to diagnose problems with the cluster nodes and resources.

+ “How to generate a cluster report?” on page 193
+ “How to view reports?” on page 193

+ “Report Failures” on page 194

How to generate a cluster report?

1 Login to UMC with your admin credentials.
2 Click Clusters.

3 Select a cluster, then select Run report. Alternatively, you can access this option from the
dashboard by clicking Actions > Run report.

The report includes information of the selected cluster, such as its current cluster configuration,
cluster nodes, cluster resources, each cluster resource's policies and load, unload, and monitor
scripts, and resource mutual exclusion groups.

How to view reports?

1 Login to UMC with your admin credentials.
2 Click Reports.

3 Browse and select the cluster objects you want to view. The reports are listed for those objects
on which you have generated reports by using Run report option in Clusters.

4 The following information is displayed:

Column Name Description
Status (Color Coding) Status
Green Available: The reports have been successfully generated.
Blue In progress: The report generation has been triggered but not yet
completed.
Red Failed: The report generation failed. Try generating the report after
some time.

5 Select the cluster object and click Open report. The report displays cluster status, resource
mutual exclusion groups, cluster options, and cluster resources.
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Report Failures

When running a report on a cluster, if the report generation is not initiated, it could be due to the
Redis service not being active.

To verify the status of the service, run:
systentt| status redi s@nt. service
If the service is inactive, restart it:

systentt!l restart redi s@nt. service

After restarting the service, run the report again and verify the status of the report in the Reports
page.
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X Users and Groups

Linux User Management (LUM) lets you configure Linux workstations and servers on the network so
that users can log in to them by using user login information stored in eDirectory instead of user
login information stored on each computer.

LUM and eDirectory work together to simplify administration and provide users with access to
network resources.

+ Chapter 28, “Managing Workstations,” on page 197
+ Chapter 29, “Managing Linux Configuration,” on page 203
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Managing Workstations

This chapter describes the procedures for managing LUM-enabled workstations, groups, and users.
For more information on configuring workstations, see Linux User Management Administration
Guide.

NOTE: To access LUM, log in to UMC with your administrator credentials, then click Users & Groups >
LUM > Workstations.

What are LUM-enabled groups and users?

LUM-enabled groups are groups in an OES environment that are managed by a centralized user
directory service, such as eDirectory. This allows for efficient and centralized management of users
and groups across the OES environment.

For example, a workstation in an organization might have a LUM-enabled group called f i hance.
This group is linked to a corresponding group in eDirectory, which includes all users in the f i nance
department. Any user added to the f i nance group in eDirectory will automatically gain access to
finance-related resources on the workstation, without the need to manually adjust local user
settings.

All members of a LUM group can be LUM-enabled. When a user is enabled for LUM for the first time,
they receive the group ID (GID) as their primary GID. Users who are previously enabled for LUM will
have the group ID as a secondary GID. It is important to note that users who are not enabled for LUM
cannot log in to a workstation, even if they belong to a LUM-enabled group.

How to list workstations?

1 To list workstations, browse and select the containers that contain the workstations.

Column Name Description

Name The name of the workstation.

Container The container (O or OU) to which the workstation belongs.
Groups The LUM-enabled groups associated with the workstation.

2 Available options after selecting a workstation:
+ Manage groups: List, create, add, and remove LUM-enabled groups.

+ Add group: Enable LUM for groups and add them to the workstation, and any existing
LUM-enabled groups.

+ Manage users: List and add users to LUM-enabled groups.
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+ Add user: Enable LUM for users and add them to LUM-enabled groups, and any existing
LUM-enabled users.

+ View LUM-enabled services: View a list of services that are LUM-enabled.

How to create and enable LUM for groups?

1 Browse and select the containers that contain the workstations.

2 Select the workstations, click the More actions button ---, and then click Add group. A list of
LUM-enabled groups from the selected containers are displayed.
3 Click the Create Group button +.
3a Enter the group name.

3b In the Container list, select the container.

NOTE: The group and workstation can reside in different containers.

3c Choose one or more of the following group types:

+ Dynamic group: Managed by rules or conditions, rather than being statically
assigned. If you select a Nested group, this option becomes unavailable.

+ Nested group: Includes other groups as members, in addition to individual users. If
you select a Dynamic group, this option becomes unavailable.

+ Set Owner: The UMC logged-in user has administrative controls and permissions over
the group. To leave the Owner attribute undefined, clear the Set Owner check box.

If no options are selected, a static group is created by default.
4 Select the group and click Next.
These groups are LUM-enabled and added to the workstation.
5 In Settings, choose one of the following options and click Next:

+ Enable LUM for all users in the selected group: All users in the group are LUM-enabled. If
you select multiple groups, this option is disabled.

+ Enable LUM for specific users in the selected groups: Only the selected users are LUM-
enabled.

+ Enable LUM for selected groups (not for users): Only the groups are LUM-enabled. Users
not enabled for LUM will not have access to the workstation services. However, if some
users in the group are already LUM-enabled, they will still have access to the services.

6 If the Enable LUM for specific users in the selected groups option is selected, a list of users are
displayed. Both the selected users and any existing LUM-enabled users will have access to the
workstation services.

7 Select the Linux configuration object for the workstation and click Next.
8 Review the summary and click Finish.

The newly created group is LUM-enabled, and the users in this group have access to the
workstation services.
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How to view groups and users?

Users create files or launch programs, and these files and programs are associated with a primary or
secondary group. A user who is a part of the group can access these files and programs if necessary
permissions are granted.

1 Browse and select containers that contain the workstations.

2 Select the workstations, click the More actions button ==, and then click Manage groups. A list
of LUM-enabled groups are displayed. You can remove groups and view users that are part of

the group.

Column Name Description

Name The name of the group.

Users The number of LUM-enabled users that are part of the group.

Container The container (O or OU) to which the group belongs. This container can
be different than the workstation’s container.

Workstation The group is part of this workstation.

3 Select a group and click View users. A list of LUM-enabled users who are part of the selected
group are displayed.

Column Name Description

User The name of the user.

Container The container (O or OU) to which the both group and its users belong.
Primary group The designated primary (or default) group for each user.

Secondary group The additional groups to which the user may belong is referred as

secondary group.

Workstation The workstations to which the groups and users are associated.

How to enable existing groups or users for LUM?

1 Browse and select containers that contain the workstations.

2 Select workstations, click the More actions button -**, and then click Manage groups. A list of
LUM-enabled groups from the selected containers are displayed.

3 Click Actions > Add Group.

3a Browse and select containers to list groups. Alternatively, you can create a new group and
add it to workstations.

3b Select groups that you want to add to the workstations and click Next.
3c In Settings, choose one of the following options and click Next:

+ Enable LUM for all users in the selected group: All users in the group are LUM-
enabled. This option is disabled if multiple groups are selected.
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+ Enable LUM for specific users in the selected groups: Only the selected users are
LUM-enabled.

+ Enable LUM for selected groups (not for users): Only the groups are LUM-enabled.
Users not enabled for LUM will not have access to the workstation services. However,
if some users in the group are already LUM-enabled, they will still have access to the
services.

3d If the Enable LUM for specific users in the selected groups option is selected, a list of users
are displayed. Both the selected users and any existing LUM-enabled users will have access
to the workstation services.

3e Select the Linux configuration object for the workstation and click Next.
3f Review the summary and click Finish.

The POSIX attributes are assigned to the group, and the group is added to the workstation.
If any users are also LUM-enabled, they will have access to the workstation services.

How to add and enable a user for LUM?

You can LUM-enable all members of a LUM group. Users who are enabled for the first time receive
the group ID (GID) as their primary ID, while users who were previously enabled for Linux receive the
group ID as a secondary GID. Users who are not enabled for Linux cannot log in to OES, even if they
belong to a LUM-enabled group.

1
2

Browse and select the containers that contain the workstations.

Select the workstations, click the More actions button **-, and then click Add user. A list of
LUM-enabled and non LUM-enabled users are displayed.

Select the users that you want to LUM-enable and click Next.

If you select a LUM-enabled user, the user is added to the group.

Select a group and click Next.

Only one group can be selected. If the group is not enabled for LUM, it is enabled during this
process. The users are included in the selected group.

Select the Linux configuration object for the workstation and click Next.
Review the summary and click Finish.

The users are LUM-enabled and the selected group is added as their primary group. If a primary
group was already assigned to the users, the newly added group is displayed as the secondary

group.
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How to remove LUM-enabled groups?

Removing a group removes the group from the workstation and revokes the workstation access for
all the users associated with it.

1 Browse and select containers that contain the workstations.

2 Select the workstations, click the More actions button ---, and then click Manage groups. A list
of LUM-enabled groups are displayed.

3 Select the groups you want to remove and click Remove. To remove all groups, click Actions >
Remove all groups.
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Managing Linux Configuration

Each workstation running LUM is represented by a Linux workstation object in eDirectory. These
objects are created when LUM components are installed (as part of OES) and can be placed in any
Organization (O) or Organizational Unit (OU) container within the eDirectory tree.

The Linux configuration object stores a list of the locations (contexts) of Linux workstation objects in
eDirectory. It also manages the range of numbers assigned as UIDs and GIDs when user and group
objects are created.

Geographically dispersed networks might require multiple Linux configuration objects within a single
eDirectory tree, but basic networks need only one Linux configuration object in the eDirectory tree.
The object is created during the OES installation (by selecting LUM) and should be placed in the
higher-level containers of the eDirectory tree.

For more information on Linux user accounts, see Understanding Linux User Accounts in the Linux
User Management Administration Guide.

NOTE: To access LUM, log in to UMC with your admin credentials, then click Users & Groups > LUM >
Linux Configuration.

How to modify Linux configuration object?

1 Browse and select the containers that contain the Linux configuration object.

2 Select the Linux configuration object and click Modify.

Field Name Description

Group ID or User ID The range of user and group objects.
Posix ID start Enter the starting number for GIDS and UIDs. The default is 600.
Posix ID end Enter the ending number for GIDS and UIDs. The default is 65,500.

Last assigned ID The numbers are automatically incremented each time a new LUM group or
user is added. If you want to skip some IDs, modify the last assigned number
for your GIDs and UIDs.

Reuse ID To allow GID and UID numbers to be reused for a LUM user and group
object that has been deleted, turn on the switch.

After modifying the parameters, a success notification is displayed.
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iPrint

OpenText iPrint offers a single, scalable solution for managing all of your printing across multiple
office locations from any device. It lets the users print quickly, easily, and more securely.

*

*

Chapter 30, “Managing Driver Stores,” on page 207

Chapter 31, “Managing Print Managers,” on page 211

Chapter 32, “Managing Printers,” on page 217

Chapter 33, “Managing iPrint Client Management,” on page 223
Chapter 34, “Managing Printer Pools,” on page 227

Chapter 35, “Managing Banners,” on page 229

iPrint
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Managing Driver Stores

A driver store is a repository where administrators add printer drivers and PPD files used for their
print system. You need only one driver store for your print system; however, depending on your
network setup, you can add additional driver stores.

To access the driver store, log in to UMC with your credentials, then click iPrint > Driver stores.

+ “How to create or remove driver stores?” on page 207

+ “How to view the existing rights assigned to a driver store?” on page 208
+ “How to add or remove manager role on driver store?” on page 208

+ “What actions can manager roles perform on driver stores?” on page 209

+ “How to manage drivers and profiles?” on page 209

How to create or remove driver stores?

Creating the driver store loads the driver store daemon on the server, enabling you to upload
drivers.

To create driver stores:

1 In Driver stores, click the +Create driver store button to open the wizard.

The Create driver store wizard consists of General information, Container, eDirectory server, and
Summary page.

On the General information page, enter the name of the driver store object.
(Optional) Enter the location to host the drivers.

(Optional) Enter a brief description of the driver store.

i A W N

Enter a DNS name or IP address for the server to host the driver store.

If you have set up the cluster, specify the DNS name or IP address of the iPrint resource.
Example: pri nt. mycompany. comor 126. 34. 47. 78

6 On the Container page, select a container to store the driver store object.

7 On the eDirectory server page, select the eDirectory server for the driver store to communicate.

NOTE: For fault tolerance, you can select more than one eDirectory server from the same tree.

8 On the Summary page, review the added information and modify it if required.

9 Click Confirm to create a driver store.
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To remove driver stores:
1 In Driver stores, browse and select a driver store.
2 Click More options == > Manage drivers.

3 Select one or multiple drivers and click Remove [x].

4 Click Confirm to remove the selected driver stores.

How to view the existing rights assigned to a driver store?

You can view the existing rights assigned to a driver store to see which users have permission to
manage it.

1 In Driver stores, browse and select a driver store.

2 Click More options =*- > Manage rights.

3 Use Advance Filters to filter based on Type, Container, or Print manager to view the list of
available rights.

How to add or remove manager role on driver store?

You can use the Manage rights option in driver stores to add or remove manager role.

To add manager:
1 In Driver stores, browse and select a driver store.

2 Click More options *** > Manage rights.
3 On the Manage rights page, click the Add manager button.

4 On the Add manager page, search or browse the eDirectory containers to select the objects
(user, group, container).

5 Click Confirm to assign the selected objects as Manager.

To remove manager:
1 In Driver stores, browse and select a driver store.

2 Click More options -=- > Manage rights.

3 Select one or multiple managers and click Remove E3)

4 Click Confirm to remove the selected driver stores.
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What actions can manager roles perform on driver stores?

Manager roles are authorized to start, shut down, move, copy, configure, and manage rights and
drivers on driver stores.

The Driver stores > More options **- allows you to perform the following actions:

+ Configure the location and description of the driver stores.
+ Manage rights lists the existing managers assigned to a driver store.

¢ Start up or Shut down the driver store running on the server. This affects all driver store objects
associated with this driver store configuration file.

NOTE: Before performing the copy or move actions, ensure that iPrint is installed on the
destination server.

+ Copy printer drivers from a driver store on one server to driver store on another server.

+ Move the driver store, including its configuration files and printer drivers, to a different server.
This also removes the driver store entry from the configuration file on the source server.

How to manage drivers and profiles?

Manage drivers and profiles using the iPrint Management Client, a browser-independent tool
available to iPrint Administrators. It provides enhanced security, fast large driver uploads, and
supports Mac/Linux, ensuring a seamless management experience.

1 Login to UMC with your administrator credentials.

2 To configure drivers and profiles, go to the upper-right corner and select Configure drivers &
profiles. This will launch iPrint Management Client version 6.27.00 or later.

3 In the iPrint Management Client you can manage drivers and profiles.

For more information, see iPrint Management Client in OES iPrint Advanced Administration
Guide.
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Managing Print Managers

The Print Manager facilitates communication between users and printers while managing print jobs,
security, and spooling. Print managers are objects in the eDirectory tree that provide a platform for
printer agents on the OES or Appliance server. The print manager receives the print jobs and sends

them to the printers. A single print manager can manage print jobs for multiple printers.

The print manager uses a database to store information about the printers it controls. The database
creates a backup when you create or delete a printer. You can create additional print managers on
other servers, but only one print manager can be active at a time. To activate other print managers,
you must shut down the active one and perform a startup.

To access the print manager, log in to UMC with user credentials, then click iPrint > Print Manager

and select either Dashboard view or Table view tab.

+ How to access print manager dashboard?

+ How to create a print manager?

+ How to configure a print manager?

+ How to add or remove manager role on print manager?

+ What actions can manager roles perform on printer manager?
+ How to manage printer redirections?

+ How to access health monitor?

+ How to generate report?

How to access print manager dashboard?

Access the print manager dashboard to manage print services such as printers, pools, and banners:

1 Login to UMC with your credentials, then click iPrint.

2 In Print manager, search and select a print manager.

3 Click More options --- > Dashboard.

4 The Dashboard view displays general information and includes three tabs: Printers, Pools,
and Banners.

Managing Print Managers 211



212

Dashboard |[EJ m
Pria FEMIS

General information

Pristers  Fox

Advanced Filters L Totk: 1 Rl

Status Name Type Location Descripticn Tags Barner

+ Status: Displays the current status of the print manager (Active or Down).

+ Server: ldentifies the server by either its IP address or DNS name.

+ Location: Indicates the physical location of the print manager.

+ Container: Specifies the eDirectory container where the print manager reference is stored.
+ Driver store: Displays the name of driver store.

+ Database path: Specifies the full directory path and filename where the print manager
database is stored.

+ Description: Provides a brief summary of the print Manager.
+ Version: Displays the version of the print manager.

5 Use Advanced Filters to refine results by status, container, driver store, location, and additional
criteria.

How to create a print manager?

Prerequisites
+ Adriver store must exist before you create a print manager to deliver printer drivers to iPrint
clients. For more information, see Driver store documentation.

+ The user must have create rights to manage the print managers on the container.

Procedure

1 In Print Managers, click Create print manager button to open the Create print manager wizard.
2 On the General information page, enter the name of the print manager object.
3 Select either DNS name or IP address option.

¢ Enter a DNS name (e.g., print.mycompany.com) that identifies the iPrint service on the
network. This DNS name should resolve to the physical server hosting the Print Manager,
but it should not be the server’s actual DNS name (e.g., ser ver 1. myconpany. comn.

This DNS address is also used to generate the iPrint printer URL on users’ workstations
during installation; if the URL changes, the printers must be deleted and reinstalled.

+ Enter an IP address if DNS is not configured on your network or if you are using a secondary
IP address. Using a primary IP address or the server's DNS name may limit your ability to
move the print manager.
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4 Select the Start print manager after creation check box to start the iPrint manager immediately
after object creation and ensure the iPrint service starts automatically after every server
reboot.

NOTE: This selection is not recommended in a cluster setup.

5 On the Container page, select the container to store the iPrint manager objects.

6 On the eDirectory server page, select the eDirectory server for the iPrint manager to
communicate.

NOTE: For fault tolerance, you can select multiple eDirectory servers from the same tree.

7 On the Driver store page, select the print driver store for the print manager to deliver printer
drivers to iPrint clients.

8 On the Summary page, validate the parameters and click Finish.

How to configure a print manager?

1 In Print Managers, select the print manager > More options ="~ and click Configure.
2 On the General information page, configure the location and description of the print manager.
3 On the Driver store page, select and modify the driver store associated with the print manager.

4 On the Summary page, verify that the updated information is correct, then click Finish.

How to add or remove manager role on print manager?

Use the Manage rights option in print manager to add or remove manager role.
To add manager:

1 In Print managers, select a print manager and click More options -*- > Manage rights > + Add
manager button.

or

In Print managers, select a print manager and click More options *** > Add manager.

2 On the Add manager page, search or browse the eDirectory containers to select the objects,
such as users, groups, or containers

3 Click Confirm to assign the selected objects as Manager.
To remove manager:

1 In Print managers, select an active print manager.

2 Click More options == > Manage rights.
3 On the Manage rights page, select the manager objects and click Remove.

4 Click Confirm to remove the manager objects from the print manager.
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What actions can manager roles perform on printer
manager?

The Print managers > More options *** allows you to perform the following actions:

+ Create, Configure or Delete the print managers.
+ Manager rights in Print manager by adding, removing, or deleting manager roles.
+ Manage redirections automatically rerouting print jobs to another printer.

¢ Start up or Shut down the print managers.

How to manage printer redirections?

Printer redirection is helpful when decommissioning an iPrint printer, as it automatically redirects
print jobs to another iPrint printer. This eliminates the need for users to manually delete and reinstall
the printer. Redirection continues even after the printer is deleted and applies only to iPrint printers.

To view printer redirection:
Choose one of the following methods:

+ Method 1

In Print managers, select an active print manager and click More options =** > Printer
redirections.

+ Method 2

1. In Print managers, select an active print manager and click More options ==* > Dashboard.
redirections to open the Print manager dashboard page.

2. Onthe dashboard page, go to the upper-right corner and click Actions. Then, choose

Printer redirections.

To add printer redirection:

1 On the Printer redirection page, click Add redirection button to open the Add redirection wizard.
2 On the Source printer page, select the source printer.
3 On the Target printer page, do one of the following:

¢ Search or browse the containers to select the target printer.

+ Enter details in the Printer redirection URL box

4 On the Summary page, validate the source and target printer and click Finish.

To modify the existing redirection:

1 On the Printer redirection page, select a printer and click More options *** > Modify.

2 On the Modify page, select the printer and click Confirm.
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To remove existing redirection:

1 On the Printer redirection page, filter based on Active type.

2 Select one or multiple printer redirections and click Remove.

To delete existing redirection:

1 On the Printer redirection page, filter based on Deleted type.

2 Select one or multiple printer redirections and click Delete.

How to access health monitor?

The iPrint Manager Health Monitor provides administrators with a comprehensive view of their
print system, displaying the current status of Printer agents, enabling configuration of settings, and
generating reports.

To access iPrint Health Monitor using UMC:

1 In Print managers, select a print manager and click More options =-* > Health monitor.
The Health Monitor opens in a new browser window.

2 Log in with Administrator rights or as a manager of the iPrint Manager object to view the iPrint
Manager Health Monitor page.

This page displays a list of all the Printer Agents and their current state, print job statistics, and
the status of the iPrint Manager. For more information, see iPrint Manager Health Monitor
Main Page in iPrint Manager Health Monitor Administration Guide.

How to generate report?

The iPrint Manager Generate Report provides administrators the option to create report about
printing system.

1 In Print managers, select a print manager and click More options *** > Generate report.

2 Log in with Administrator rights or as a manager of the iPrint Manager object to view the iPrint
Manager Report page.

This page allows you to create reports about your printing system. For more information, see
Generate Report in iPrint Manager Health Monitor Administration Guide.
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3 2 Managing Printers

The printers require at least one print manager to manage the jobs. The print managers must be
running to create new printers.

+ How to access printer?

+ What actions can manager roles perform on printers?

+ How to create a physical printer?

+ How to pause or resume inputs and outputs on a printer?

+ How to add or remove user, operator, or manager objects on a printer?
+ How to configure a physical printer?

+ What are the features supported on a physical printer?

+ How to manage print jobs?

How to access printer?

1 Login to UMC with your administrator credentials, then click iPrint > Print managers.

2 In Print managers, search and select an active print manager.

3 Click More options =** > Dashboard.

The Dashboard view displays general information and includes three tabs: Printers, Pools,
and Banners.

4 Select the Printers tab to access the printers page.

What actions can manager roles perform on printers?

The Printers > More options - allows you to perform the following actions:

¢ Start up or Shut down the printers.
¢ Pause input and Resume input the printers.

+ Pause output and Resume output the printers.

+ Configure or Delete the printers.

How to create a physical printer?

Prerequisites
+ Minimum one active print manager must be available on your server.

+ Minimum one active driver store must be available for your print system.
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Procedure

1

In Printers, click + Create printer button to open the Create printer wizard.

The wizard consists of General information, Container, Print manager, Drivers, Banners,
Features, and Summary page.

On the General Information page, by default the Physical option is selected. Enter the name of
the printer.

3 (Optional) Enter the Description, and Location details for the printer.

Select the DNS name or IP address option and enter the value for the physical printer.
Example: pri nt. myconpany. com or 126.34.47.78.
Click the LPR printer name or RAW port number and enter the Network identifier value.

On the Container page, select the container to store the printer object

7 On the Print manager page, select the print manager. By default, the print manager associated

10

11

12

13

with the current dashboard view is automatically selected.

(Optional) On the Drivers page, select the default print drivers to install for each platform. If a
driver is not listed, you can add new drivers by using the Manage Drivers option under Driver
Stores.

(Optional) On the Banner page, select only one banner for the printer.

(Optional) On the Features page, turn on the features you want to enable, or turn off the ones
you don't need for your new printer.

On the LPR configuration page, select the address range, IP address, and subnet range for LPR
printing.

(Optional) Turn on the Filter all LF to CRLF and append FF to jobs to change the bytes in the LPR
data stream of all incoming LPR print jobs from Line Feeds to Carriage Returns with Line Feeds
and append a Form Feed to the end of the print job.

On the Summary page, validate the parameters and click Finish.

How to pause or resume inputs and outputs on a printer?

If you need to temporarily stop or restart the printing process, you can easily pause or resume the
inputs and outputs for your printer using the Quick Actions feature.

1
2

In Printers, select a printer and click More options -** > Quick actions.
Select either of the following actions:
+ Pause input or Resume input

+ Pause output or Resume output

NOTE: Only one of the Pause or Resume options will be available at a time, depending on the
current state of the printer.
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How to add or remove user, operator, or manager objects
on a printer?

You can use the manage rights option to add or remove user, operator, or manager objects on a
printer.

To add objects to a printer:

1 In Printers, select the printer and click More options “** > Manage rights > click Actions button >
Add user/operator/manager.

or
In Printers, select the printer and click More options -** > Quick actions > Add user/operator/
manager.

2 On the Add user/operator/manager page, LDAP tab, search or browse the containers to select
the user, operator, or manager objects.

3 (Optional) Navigate and select the Entra ID tab, click the Users or Groups option, use Search to
list and select the objects.

The current directory and Tenant ID are automatically fetched.

4 Click Confirm to add the selected objects to the printer.

To remove objects from a printer:
1 In Printers, select the printer and click More options -** > Manage rights.
2 On the Manage rights page, select one or multiple user, operator, or manager objects.

3 Click Remove . option to remove the selected objects from the printer.

You can also use the Actions button > Remove all option on the Manage rights page to remove
all the associated objects from the printer at once.

How to configure a physical printer?

Configuring a physical printer allows you to define and customize key settings such as its location,
driver assignments, banner pages, available features, and network details.

To configure a physical printer:
1 In Printers, select the printer you want to configure.

2 Click More options ="- > Configure to open the configuration wizard.

The wizard consists of General information, Container, Print manager, Drivers, Banners,
Features, and Summary page.

NOTE: You can modify all pages except Print manager.

3 On the Configure page, existing values are automatically populated. Modify the necessary fields
as required.

4 On the Summary page, review all parameters and click Finish to complete the configuration.
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What are the features supported on a physical printer?

iPrint supports a variety of features that enhance how users interact with and manage physical
printers. These features can be configured from the Manage features page.

To access Manage features:

Go to Printers, select the printer and click More options -*- > Manage features.

Manage features
Printers > HP Officejet 6610 +13

o Direct printing and auditing, Email printing and secure printing cant be enabled at the same time

Total 1,238,948 items o 2« B om

0 Name Direct printing LPR support  Auditing  Auto driver/profile update Secure printing User hold  Operator hold

[0 HP Officejet 6610 O O =

[0 Canon Pixma TS345 0O O O = O O
HP Officejet 6612 = =2 O [ O

[0 Canon Pixma G352 O = O /] O J

] Canon Pixma TS345 O = O | O =

: Canan Pixma G325 D D D

] Canon Pixma G350 O O O O -] O

[ HP Officejet 6610 O O O O
Canon Pixma TS345 = (] | [

(] HP Officejet 6610 = = O O ] O

[0 Canon Pixma G352 O = O O O O O

] Canon Pixma TS345 = O O O O

[0  HP Officejet 6610 O O O O O

[ Canon Pixma G352 O O O O O

Supported features

NOTE: You cannot enable direct printing with auditing, secure printing with Email printing
simultaneously. You can manage these features while creating or configuring a printer on the
Manage Features page.

¢ Direct printing

Sends print jobs directly to the printer instead of sending the job to the Print Manager first. A
job is sent to the printer in LPR or raw 9100 format, depending on the setting in the gateway
autoload command for the printer. Direct printing supports banner printing (if the banner is
already configured) and driver updates.

¢ LPR support
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Enables printing using the LPR (Line Printer Remote) protocol, common in TCP/IP printers and
more flexible than the RAW protocol.

+ Auditing

Creates a log file indicating who printed how many pages to which printer on a given date. The
log file is in a comma-separated format (.csv). The data from this log file can be viewed from the
Health Monitor or downloaded into a spreadsheet.

To use this feature, you must enable auditing on each printer.
+ Auto driver/profile update

Automatically updates clients with the latest drivers and profiles from the server without user
intervention. If you make any changes to the driver in the driver Sdore or modify the profile, the
client is prompted for the change, and the client is updated.

+ Secure printing

Ensures secure transmission of print jobs and restricts printing access based on user, group, or
container membership. Integrates with LDAP directories (e.g., Active Directory, eDirectory).

+ User hold
Holds the print job until the submitting user manually releases it.
¢ Operator hold

Holds the print job until a designated operator releases it.

How to manage print jobs?

The Jobs feature allows users and administrators to monitor and control print jobs in the print
queue.

1 In Printer, select a printer and click More options =** > Dashboard to access the jobs page.

The jobs page displays a dashboard with general information, feature list, advanced filters, and
a jobs table.

2 Click Jobs > More options to perform the following actions:

+ Pause: Administrators, managers, and operators can temporarily halt the processing of
print jobs in the queue. This helps in managing print load and prioritizing jobs.

+ Promote: Administrators, managers, and operators can change the order of print jobs in
the queue. Users can move only their own jobs, and they can only move them down the
list.

+ Delete: Administrators have the ability to delete any print job that has been submitted but
not yet started printing. Users can delete only their own print jobs.
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3 Managing iPrint Client Management

iPrint Client Management (iCM) allows you to designate printers to be installed on a workstation
when a user logs in using the Client for Open Enterprise Server. iCM also enables centralized control
of the iPrint Client configuration, making it easier to manage settings without visiting each
workstation.

+ How to access the iCM?
+ What is default printer and temporary printer?
+ How to manage the printers for iCM users?

+ How to configure an iCM user?

How to access the iCM?

To access iCM users, groups, or containers, complete the following steps:

1 Login to UMC with your administrator credentials.

2 In the upper-right corner, click Actions > Client management to open the Client Management
page.

3 Select the user, group, or container object and click More options =** > Manage printers.
The page displays two tabs: Printers to install and Printers to remove.

4 Search or browse the users, groups, or containers to select the required objects from the tree to
list iCM users.

What is default printer and temporary printer?

The default printer is that printer that is set as the default when installed on the workstation during
user logs in.

The temporary printer is installed when the user logs in and removed when the workstation is
rebooted. This is useful when a user logs in to the network using a guest account, and you want the
printer to be removed when the user is done.

For more information on how to set a default printer and temporary printers, see How to manage
the printers for iCM users?
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How to manage the printers for iCM users?

You can use the Manage printers option to assign a default printer or set a printer as temporary, so it
is removed when the workstation is restarted.
1 Login to UMC with your administrator credentials.
2 In the upper-right corner, click Actions > Client management to open the Client Management
page.
3 On the Client management page, select the user, group, or container object and click More
options *** > Manage printers.
4 The Manage printers displays two tabs:
¢ Printers to install
¢ Printers to remove
5 On the Printers to Install tab, you can do the following:
¢ Set as default printer: Select one printer and click More options -=- > Set as default printer.
¢ Set as temporary printer: Select one or multiple printer and click More options -~ > Set as
temporary printer.

6 Click Confirm to install the printers.

You can also use the Manage printers option to remove printers.

1 On the Printers to Remove tab, select one or multiple printers and click More options === >
Remove.

2 Click Confirm to remove the selected printers.

How to configure an iCM user?

1 Login to UMC with your administrator credentials.

2 In the upper-right corner, click Actions > Client management to open the Client Management
page.

3 Onthe Client management page, select an object and click More options *** > Configure to open
the Configure wizard.
The Configure wizard consists of Printer configuration, Printers to install, Printers to remove,
Client configuration, Advanced settings, and Summary page.

4 The Printer configuration page provides two options:

+ Do not update workstation: Select this option to disable iPrint Client Management printer
configuration and printers are not installed or removed from workstations. Printers already
installed are not modified.

+ Allow specified printers on workstations: Select this option to allow only the printers
specified in the Printers to Install list to reside on the workstation. All other iPrint printers
on the workstation are removed. Non-iPrint printers are not affected.

5 On the Printer to install page, select the printers to install on the workstation when a user logs
in.
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6 On the Printer to remove page, select the printers remove from the workstation when a user
logs in.

7 On the Client configuration page, turn on or turn off the Allow updating workstations with the
defined client configurations switch to modify the client configuration settings.

*

Block secure printing for grace logins

The iPrint Client prevents the use of grace logins by blocking secure printing requests that
would consume one. To print, the user must change their password to resolve the grace
login condition.

This feature requires the following:
+ The user is authenticated to a tree where the print service is running.
The tree is using grace logins.
+ The user is using the Client for Open Enterprise Server for Windows.
Allow saving client password

Allows the user to save their password on the workstation for later use when installing or
printing to secure printers.

Autofill the last logged in username for printer authentication

Populates the iPrint Printer authentication dialog with the username of the last user who
logged in to iPrint.

Allow proxy server for printing
Enter the proxy server URL in the textbox.
Display iPrint icon in the system tray

Allows you to control whether the iPrint icon appears in the system tray, giving users quick
access to iPrint configuration settings. If you disable this setting, the following three
attributes are also disabled.

+ Notify users of print job status
Enables notifications on the workstation when a print job completes or fails to print.
¢ Launch printer folder from tray icon

Allows users to access the printer folder from the iPrint icon in the system tray. Disable
this setting if you have locked down the workstation.

¢ Include a URL link on the tray icon

Enter the URL to enable the Find/Install Printers link on the iPrint tray icon menu.

8 On the Advanced settings page, select the required options.

*

Ignore iPrint Client Management (iCM) settings on parent containers

Turn on this switch to limit the scope of client settings and assigned printers to the object
where the assignment is made. Client management stops searching the tree and applies
the settings and printers to the workstation.

Display iCM results in a dialog box on workstations

Provides two options Printer configuration and Client configuration. Select the required
option to display a window on the workstation showing the results of the client and printer
configurations.
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* Trusted site list

Use the Add trusted site button to view and add the printers directly from the printer IPP

site or printer map page using the URL of the printer installation page, without having to
run the web browser with administrator privileges.

9 On the Summary page, validate the details and click Finish.
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Managing Printer Pools

A printer pool allows multiple identical printers (same model and driver) managed by a single Print
manager to share the print workload. Users install one printer from the pool; the Print manager then
redirects jobs to idle printers within the pool to balance the load.

For example, in a printer pool with four printers, if the first printer is handling a 100-page job, the
next print job is sent to the second printer. If the second printer completes its task while the first
printer is still busy, the next job is directed to the third printer, ensuring efficient distribution of print
jobs. Printer pools are specific to the Print manager and cannot span multiple Print managers.

+ “How to access printer pool?” on page 227
+ “How to create printer pool?” on page 227

+ “How to manage printer in a pool?” on page 228

How to access printer pool?

Access the printer pool through the Print manager dashboard in UMC by following these steps:

1 Log in to UMC with your administrator credentials, then click iPrint > Print managers.

2 In Print managers, search and select an active print manager.

3 Click More options === > Dashboard.

The Print manager dashboard view displays general information and includes three tabs:
Printers, Pools, and Banners.

4 Select the Pools tab to access the printer pools page.

How to create printer pool?

Creating a printer pool allows multiple printers to share print jobs efficiently.

Prerequisites

+ A printer can be associated with only one printer pool.

To create a printer pool:
1 In Print managers, search and select an active print manager.

~
2 Click More options =*= > Dashboard to enable the dashboard view .

The Print manager dashboard provides general information about the print manager and
displays three tabs: Printers, Pools, and Banners.

3 In Pools, click +Create pool button to open the wizard.
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The wizard consists of General information, Printers, and Summary page.
4 On the General information page, enter the pool name.
5 (Optional) On the Printers page, select one or multiple printers.

6 On the Summary page, validate the parameters and click Finish.

To delete a printer pool:
1 In Pools, select one or multiple pool.

2 Click More options =-- > Delete.

3 Click Confirm to delete the selected printer pools.

How to manage printer in a pool?

Managing a printer in a pool ensures efficient distribution of print jobs across multiple printers.

To add printer to a pool:

1 In Print managers, search and select an active print manager.

A
2 Click More options *** > Dashboard to enable the dashboard view .

The Print manager dashboard provides general information about the print manager and
displays three tabs: Printers, Pools, and Banners.

3 In Pools, select a pool and then click More options *** > Manage printers to view the list of
printers.

4 On the top right corner of the page, click + Add printer to open the wizard.

5 Select one or multiple printers and click Confirm to add printers to the pool.
To remove printer from the associated pool:

1 In Print managers, browse and select an active print manager.

2 Click More options “** > Manage printers to view the list of printers.

3 Select one or multiple printers and click Remove (<],

4 Click Confirm to remove the selected printers from the associated pool.

Managing Printer Pools



Managing Banners

Banner pages create a cover sheet for each print job that a printer produces. You use the Printer
Banner Configuration task to customize the information printed on a banner to your needs. If you
select to display eDirectory information such as the eDirectory e-mail address, the Print Manager
needs rights to read these attributes.

+ “How to access banner?” on page 229

+ “How to create and manage banners?” on page 229

+ “How to assign, unassign, and modify a custom banner with a printer?” on page 230

+ “How to use eDirectory attributes with custom banners?” on page 230

How to access banner?

Access the banner through the Print manager Dashboard in UMC by following these steps:

1 Login to UMC with your administrator credentials, then click iPrint > Print managers.

2 In Print managers, browse and select an active print manager.

3 Click More options --- > Dashboard.

The Dashboard view displays general information and includes three tabs: Printers, Pools,
and Banners.

4 Select the Banners tab to access the banner page.

How to create and manage banners?

Create and manage banners in the Print manager Dashboard to customize and organize banner
settings efficiently.

To create a banner:

1 Log in to UMC with your administrator credentials, then click iPrint > Print managers.

2 In Print managers, browse and select an active print manager.

~
3 Click More options =** > Dashboard to enable the dashboard view . The dashboard provides
general information about the print manager and displays three tabs: Printers, Pools, and
Banners.

4 |n Banners, click Create banner ~+ button to open the wizard. The wizard consists of General
information, Banner option, and Summary page.
5 On the General information page, enter the banner name.

6 Choose the appropriate location from the Banner text location list.
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Banner option information appears on the banner page, grouped together and placed as a unit
at the top, center, or bottom of the page.

7 On the Banner option page, choose the banner settings and font size for displaying the
information.

8 On the Summary page, review the added information and modify it if required.

9 Click Confirm to create a banner.

To manage banners:
1 In Banners, search and select a banner.

2 Click the More options =** to Modify or Delete the existing banners.

How to assign, unassign, and modify a custom banner with
a printer?
Manage custom banners for a printer through the Print manager dashboard to assign, unassign, and
modify banner settings efficiently.
1 In Printers, search and select a printer.

2 Click More options =** to perform the following operations:
¢ Assign banner to associate the selected banners with the printer.
+ Unassign banner to remove the associated banner from the printer.

¢ Modify a custom banner with a printer.

How to use eDirectory attributes with custom banners?

Custom banners let you choose the information displayed on the banner page. Some banner options
use data stored in eDirectory.

To allow the Print manager to access this information, you must modify the trustee rights and grant
the Print manager read rights to these properties. Because rights flow down the eDirectory tree, you
can assign the trustee right at a container level above the users or at the tree level.

For more information, see Managing Rights in Identity Console (https://www.netig.com/
documentation/identity-console/identity_console-admin/data/t4953089pl4h.html).
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X I I Troubleshooting

+ “Known Issues” on page 233

¢ “UMC Health Script” on page 234

+ “Missing Node Modules” on page 236

+ “Unable to Connect to the Database” on page 237

+ “Warning: Entered Hostname is Incorrect” on page 237

+ “Volume Issues” on page 237

+ “Login Failures” on page 237

+ “Action to Perform in case of Cache-Related Issues” on page 238

¢ “Cluster Issues” on page 238
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6 Troubleshooting

This section presents the information on some of the troubleshooting issues in UMC.

+ “Known Issues” on page 233

+ “UMC Health Script” on page 234

+ “Missing Node Modules” on page 236

+ “Unable to Connect to the Database” on page 237

+ “Warning: Entered Hostname is Incorrect” on page 237

+ “Volume Issues” on page 237

+ “Login Failures” on page 237

+ “Action to Perform in case of Cache-Related Issues” on page 238

¢ “Cluster Issues” on page 238

Known Issues

+ While creating driver stores using iPrint Man CLI, attribute types (CN, O) must be in lowercase.
Using uppercase attributes may result in an "Access Denied: Insufficient Rights" error.

Workaround: To resolve this issue, check the configuration file (/ et ¢/ opt / novel | /i print/
conf /i dsd. conf ) and modify attribute type values to lowercase (cn, o).
+ After updating to OES 24.4 or later, the docker - i c. servi ce may be inactive or fail.
Workaround: To resolve this issue, see “Login Failures” on page 237.
+ After upgrading to OES 24.4 or later, logging in to UMC may not be possible
Workaround: To resolve this issue, see “Login Failures” on page 237.
+ When the manager role does not have common proxy rights, the following issues may occur:
+ Unable to delete drivers from a non-replica server.
+ Unable to delete PSM.
Workaround: Add the common proxy rights, then delete the drivers or PSM successfully.
+ Unable to create a printer with a name that contains characters other than English.

+ Unable to list driver stores in the tree when they are created across multiple Organizational
Units (OUs).

Workaround: To ensure seamless iPrint service operation across multiple operating systems,
modify the /et c/opt/novel [ /iprint/httpd/ conf/iprint_ssl.conf file.

Remove o=opent ext from the following line:

Aut hLDAPDNURL "I daps://<FQN of the server>: 636/
o=opent ext ???( obj ect Cl ass=user)"
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+ Unable to log in to the Unified Management Console using the Identity Console user
credentials.

Workaround: Log in using the Fully Qualified Domain Name (FQDN), for example:
cn=No_Rol es, o=novel | . Alternatively, modify the Unique ID to the username.

+ NCP shares or connections are not listed when any of the selected virtual servers are
unreachable, offline, or comatose.

To resolve this issue, ensure that the virtual servers associated with NCP shares or connections
are reachable and online before attempting to list them.

+ On the Configure > Servers > Server Settings page, settings are modified for only one or first
server, even if two servers are displayed in the FILTERS section.

+ If the DNS record is not updated with the hostname to the IP address of the UMC server, then
the UMC server is not listed on the OES Welcome page. To resolve this issue, add the IP address
and hostname to the DNS record.

+ If the security status of an NCP sub-folder is updated, the page fails to display the sub-folder list.
You must manually refresh the sub-folder security list in UMC by using the refresh icon to fetch
the updated list.

+ [If the CIFS service is not available on the cluster node, UMC is unable to fetch the connections in
the cluster dashboard. The node is grayed out, and no actions can be performed on the node
through UMC.

+ After taking a resource online or offline, you must manually refresh the resource table to view
the updated status.

+ Salvaging file fails if a file with the same name exists in the associated folder.
+ Creating a pool on a shared device is not allowed if the setup is not cluster configured.

+ Ifthe pool object already exists, joining the pool to an AD domain will fail. Clean up the object in
the active directory and try again.

¢+ When the or tree view [ icon is clicked, you cannot perform other actions outside the
browse area. Click the same button again to close the browse or tree view area.

+ |If the UMC screen is not properly displayed or scaled on the web browser, ensure to set the
display resolution to 1920 x 1080 or 1920 x 927 and the zoom level to 100%.

UMC Health Script

The untSer vi ceHeal t h Script verifies the health of the UMC server and all services running on the
server.

Syntax

untServi ceHeal th [options]

Options
Options Description
-h|--help Displays the help screen.
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Options Description

-s|--service-check Verifies the health of the dependent services. The services are:

¢ apache2. service

+ postgresql.service

+ ndsd. service

+ mcrof ocus-unt-server. service
+ m crof ocus- unt-backend. service
+ docker. service

+ docker-ic.service

¢ redi s@int. service

-e|--edirapi-check Verifies the health of edi rapi and | dentity Consol e container
(i denti t yconsol e- oes).

-c|--cert-check Verifies the health of the server certificate, displaying details such as:

+ Certificate expiry date
¢ Public Key SAN details

¢ Private Key status

-u|--edirObj-check Verifies the health of the unt Conf i g object under the security context of the
eDirectory.
-d|--db-check Verifies the health of the PostgreSQL database (internal or remote).

IMPORTANT: umcServiceHealth.sh -dautofix - mention that .sh is not required.
It will be cleaned up soon.

-n|--nodeModule-check  Verifies the availability of the node_nodul es folder.

-r|--redis-check Verifies the health of Redi s.
-a|--all-check Verifies the health of the UMC server and run the other checks.
Autofix

The aut of i x script automatically fixes detected issues without your intervention. If an issue is
encountered upon executing the health script, to resolve it, run the same script with the autofix
option enabled. This option can be used along with:

+ --service-check

+ --db-check

+ --nodeModule-check

+ --all-check
The autofix script does not resolve issues related to critical components like eDirectory and server

certificate. Hence, these options (- - edi rapi - check, --cert-check, and --edirQj-
check) are not supported as they require your validation and intervention for proper resolution.
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Examples
+ To verify the health of the dependent services, run the script:
untServiceHealth -s

Displays the status of dependent services on this server. The Apache service is down, it displays
its state and command to restart the service. Alternatively, you can rerun this command with
aut of i x to resolve the issue.

Figure 36-1 umcServiceHealth Script

ser Health Check]
24 -¢ 13:

ervice is up and running by

[Apache Modu

apache headers module is en

apache proxy http module is enablec

To fix the Apache issue automatically, run the script with aut of i x option.
untServi ceHeal th -saut ofi x

The Apache service is successfully restarted.
+ To verify health of Redis, run the script:
unctServi ceHealth -r

This displays the permissions Redi s has on certificate files and health of the parameters in the
[ etc/redis/unt. conf file.

To resolve the Redi s issues listed by the script, re-install the mi cr of ocus- oes- unt- server
RPM. This regenerates the / et ¢/ r edi s/ unt. conf file to fix the issues.

Missing Node Modules

This issue arises because the node module is corrupted or the node folder is missing.

To resolve this issue, run the health script (unt Ser vi ceHeal t h) with aut of i x option.
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uncServi ceHeal th - naut of i x

Unable to Connect to the Database

In the UMC status file, an error is logged stating, “Unable to connect to the database.”

This issue can occur if in the UMC login screen, the treename field is empty because it is unable to
get the details from the database.

Run the health script (untSer vi ceHeal t h) to verify the status and resolve the issue.

Warning: Entered Hostname is Incorrect

During UMC configuration, when specifying the database details, a warning is displayed indicating
that hostname is incorrect. This issue arises because of an incorrect DNS record, which prevents the
database from being reached. The y2I og file logs a message stating, “Coul d not translate
host name to address.”

To resolve this issue, ensure that the hostname provided is resolvable by the DNS.

Volume Issues

Failing to List Pools or Volumes

Make sure that the backend service is working properly. Use the command syst enct | st at us
m cr of ocus- unt- backend. servi ce.

Unable to Perform Storage Operations as an Admin Equivalent
User

Try performing / For ceSecuri t yEqui val enceUpdat e from the NSS console.

Creating Volume with AES 256 Encryption Failed

Before creating a volume, perform / Pool Medi aUpgr ade=pool _name / Medi aType=AES from
NSS console.

Login Failures

If you cannot login to UMC, run the health script (unt Ser vi ceHeal t h) to verify the status of the
services and resolve the issues.

Alternatively you can perform this tasks manually by verifying the services i ¢ container,
m cr of ocus- unt- server, and post gr esq|
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Run the following commands to verify the status:

+ systenct!| status docker-ic.service
+ systenct!| status mcrofocus-unc-server. service
+ systenttl| status postgresql.service

If the docker-i ¢ servi ce is inactive or has failed, run the following commands to restart the
services:

systentt| restart docker.service

systentt| restart docker-ic.service

Action to Perform in case of Cache-Related Issues

Make sure to clear the browser cookies or perform UMC operations from a private window.

Cluster Issues

Renaming Cluster Pool or Volume Failed

Renaming a cluster pool or volume may show inconsistent behavior. If you are unable to list pools or
volumes after renaming, open UMC from another window in incognito mode.

Status of Healthy Cluster is Down or Unknown

If the status of a healthy cluster is Down or Unknown, then increase the timeout value

CLUSTER LI STI NG_FAI LURE_TI MEQUT = 2000 inthe/opt/novel | / unt/ apps/ unt-
server/ prod. env file. The default value is 2000 ms and due to network latency, it might not be
able to retrieve the correct status of the cluster. Also, if this parameter is missing in the pr od. env
file, ensure to add it so cluster listing timeout occurs after the specified time.

Troubleshooting



	Unified Management Console
	About This Document
	I Overview
	1 Overview of Unified Management Console
	2 What’s New in UMC
	What’s New in UMC (OES 25.2)
	Managing iPrint 

	What’s New in UMC (OES 24.4.1)
	Linux User Management (LUM)
	Business Continuity Clustering (BCC)

	What’s New in UMC (OES 24.4)
	Enhanced UMC Health Script
	Identity Console
	Managing DFS Jobs 
	Managing Storage Management Services (SMS)
	Managing Blocked user



	II Clusters
	3 Managing Clusters
	What tasks can be performed with clusters in UMC?
	Are user-specific settings stored in UMC?
	How to access clusters?
	How to list clusters?
	How to access the cluster dashboard?
	General
	Priorities
	Protocols
	RME groups
	BCC
	Graphical Representation

	How to access cluster nodes?
	What operations can be performed on cluster nodes?
	How to access the node dashboard?
	How to configure a cluster?
	How to repair a cluster?
	What actions can be performed on cluster resources?
	How to create a cluster resource?
	What are the configurable settings of the resource?
	How to view Event logs?
	How to view connected clients on a node?
	What are the common tasks in each page?


	III Servers
	4 Managing Server Settings
	How to view the details of all available servers? 

	5 Log and Service Details
	Log Files
	Service Status


	IV Storage
	6 Managing NSS Pools 
	What is a pool?
	What are the prerequisites for creating a new pool?
	How to create a new pool?
	How to list pools?
	How to view pool dashboard?
	How to deactivate or activate pool for pool maintenance?
	How to perform a pool move?
	What happens when I delete a pool?
	What are the prerequisites for deleting a pool?
	How to delete pools?
	How to rename a pool?
	How to increase the size of a pool?
	How to discard unused blocks in a pool?
	Where are my deleted volumes? Can i restore/salvage them?
	What are the prerequisites for AD users to access NSS data?
	I am an AD user. How do I access NSS data?
	The eDirectory pool object is corrupted. How to recover it?

	7 Managing Volume Jobs
	How to view list of DFS jobs?
	What are the prerequisites to Move or Split jobs?
	How to perform a Move job?
	How to perform a Split job?
	What happens when jobs are paused?
	What happens when jobs are resumed?
	How to handle files skipped by Move or Split Jobs?
	How to cancel or delete jobs?

	8 Managing Pool Snapshots
	What is a pool snapshot?
	What are the prerequisites for creating a pool snapshot?
	How to create a pool snapshot?
	How to list pool snapshots?

	9 Managing NSS Volumes
	What is an NSS volume?
	What are the features that can be enabled for a new volume?
	What are the prerequisites for creating an encrypted volume with AES256?
	How to create a new NSS volume?
	How to list NSS volumes?
	How to view volume dashboard?
	How to deactivate and activate NSS volumes?
	How to mount or dismount a volume?
	How to rename a volume?
	How to delete a volume? Can I restore or permanently delete it?
	What is a volume object?
	How to update volume objects?

	10 Managing User Quota
	What are user quotas?
	How to add user quota?
	How to list user quotas?
	How to manage user quota?
	How to delete user quotas?

	11 Managing NSS Partitions
	What is a partition?
	How to list NSS partitions?
	How to edit label of a partition?
	How to list volumes in a partition?
	What is NSS mirroring?
	How to mirror a partition?
	How to delete partitions?

	12 Managing NSS Software RAID Devices
	What is a software RAID?
	What RAIDs do NSS support?
	How to create a RAID device?
	How to list the RAID devices?
	How to view RAID device dashboard?
	How to rename a RAID device?
	How to increase the size of a RAID device?
	What happens when i delete a software RAID device?
	What happens when i delete a RAID1 device?
	How to delete a software RAID device?
	What is disk mirroring or remirroring?
	How to mirror or remirror a RAID 1 device?
	How to deactivate or activate a RAID device?

	13 Managing Devices
	What is a device?
	How to list devices connected to the servers?
	What happens when a device is initialized?
	What happens when a device is shared?
	How can i initialize a device connected to a server?
	Why I need to reinitialize a device?
	How can i reinitialize a device?
	How to share or unshare an initialized device?


	V Files and Folders
	14 Managing Files and Folders
	How to view files and folders?
	How to create a new folder?
	How to modify properties of a volume, file, or folder?
	Details tab
	Trustees tab

	How to modify directory quota of a volume or folder?
	How to modify owner of a volume, file, or folder?
	How to modify attributes of a volume, file, or folder?
	How to view deleted files and folders?
	How to delete files and folders?
	How to salvage the deleted files and folders?
	How to purge the files and folders?
	How to rename a file or folder? 
	How to move files and folders in a volume?
	How to resolve file move conflicts?

	15 Managing Rights
	How to add trustee(s) for a volume, file, or folder?
	How to modify trustee rights for users and groups?
	How to view trustee rights of a volume, file, or folder?
	How to enable all rights for users and groups?
	How to disable all rights for users and groups?
	What are the various trustee rights? 
	What are effective rights?
	How to view effective rights of users and groups?
	What are inherited rights?
	How to view inherited rights of a user or group?
	How to use inherited rights filter?
	How to copy or replicate rights of a user or group to other users and groups in the context tree?
	How to remove trustees for a selected path?


	VI Storage Technology
	16 Managing Replica Sites
	Naming Convention Changes
	How to list replica sites?
	Where to view details of a replica site? 
	How to create a Management Context?
	How to add a Replica site?
	How to repair the DFS Replica service?
	How to configure the DFS Replica service?
	How to delete a Replica Site?
	What happens when a Replica Site is paused or stopped?

	17 Managing Junctions
	What are the guidelines for creating or managing junctions?
	How to create a junction?
	Where to view junctions?
	DFS > Junctions
	Files & Folders

	How to configure junctions?
	How to delete junctions?
	How to synchronize rights between the Source and Target locations?


	VII Service configuration
	18 Managing NCP
	How to manage the local code page?
	How to manage NCP server caching settings?
	How to manage encryption and MFA on an NCP server? 
	How to manage NCP server setting locks?
	How to manage NCP server communications settings?
	How to manage NCP server volumes settings?
	How to manage NCP server logging settings?
	How to manage NCP server performance tuning settings?
	How to manage NCP server user ID updates?

	19 Managing SMDR
	How to configure SMDR?

	20 Managing TSAFS
	How to configure TSAFS? 


	VIII File Access Protocols
	21 Managing NCP Shares
	How to list NCP shares?
	How to verify trustees for an NCP share? (OES 23.4)
	How to verify the rights of an NCP share?
	How to resync trustees an NCP share? (OES 23.4)
	How to resync the rights of an NCP share?
	How to enable or disable encryption on an NCP share?
	How to enable or disable MFA on an NCP share?
	What are accessed files and how to view them? (OES 23.4)
	What are open files and how to view them?
	What are the prerequisites for adding a secondary volume?
	How to add secondary volume?
	How to view secondary volume?
	How to remove secondary volume?
	How to manage security for sub-folders on an NCP share? (OES 23.4)
	How to manage sub-folder security on an NCP share?
	How to enable or disable write permission for an NCP share?
	How to activate or deactivate an NCP share?

	22 Managing NCP Connections 
	How to view NCP connections?
	What actions can be performed on NCP connections?
	How to send a broadcast message to all NCP connections?
	How to clear unauthenticated NCP connection?
	How to view open files, NCP shares, and details of an NCP connection?
	How to send message to an NCP connection?
	How to clear an NCP connection?

	23 Managing CIFS Shares 
	How to create a new CIFS share?
	How to list CIFS shares?
	How to remove a CIFS share? 
	What is encryption on a CIFS share?
	How to manage encryption on a CIFS share?
	Enable encryption while creating a new share
	Enable encryption on an existing share

	What is folder redirection on a CIFS share?
	What is Mac backup on a CIFS share?
	What is the character limit for CIFS share name and comment box? 
	How to filter the CIFS shares?
	How to manage folder redirection on a CIFS share?
	How to manage Mac backup on a CIFS share?
	What are the various rights and how to manage it on CIFS shares?
	How to add trustees for a CIFS share?
	What is the CIFS share limitation that a server can host?
	How to modify an existing CIFS share?
	What are open files in a CIFS share?
	How to view the open files in a CIFS share?
	How to close open files of CIFS shares?
	Close all open files
	Close individual open file

	What are the various access modes for open files?

	24 Managing CIFS Connections 
	How to list and view the information related to CIFS connections?
	How to view the open files of a CIFS connection?
	How to view the shares associated with a CIFS connection?
	How to view the security equivalence of a CIFS connection?

	25 Managing Invalid Users
	How to list invalid users and blocked users?
	Who is an invalid user?
	Who is a blocked user?
	How to add a user to the blocked user list?
	How to unblock an invalid user?
	How to unblock a blocked user?
	How to change an invalid user to a blocked user?

	26 Managing User Context
	How to list the user contexts?
	How to add a user context?
	How to remove a user context?


	IX Reports
	27 Cluster Reports
	How to generate a cluster report?
	How to view reports?
	Report Failures


	X Users and Groups
	28 Managing Workstations
	What are LUM-enabled groups and users?
	How to list workstations?
	How to create and enable LUM for groups?
	How to view groups and users?
	How to enable existing groups or users for LUM?
	How to add and enable a user for LUM?
	How to remove LUM-enabled groups?

	29 Managing Linux Configuration
	How to modify Linux configuration object?


	XI iPrint
	30 Managing Driver Stores
	How to create or remove driver stores?
	How to view the existing rights assigned to a driver store?
	How to add or remove manager role on driver store?
	What actions can manager roles perform on driver stores?
	How to manage drivers and profiles?

	31 Managing Print Managers
	How to access print manager dashboard?
	How to create a print manager?
	How to configure a print manager?
	How to add or remove manager role on print manager?
	What actions can manager roles perform on printer manager?
	How to manage printer redirections?
	How to access health monitor?
	How to generate report?

	32 Managing Printers
	How to access printer?
	What actions can manager roles perform on printers?
	How to create a physical printer?
	How to pause or resume inputs and outputs on a printer? 
	How to add or remove user, operator, or manager objects on a printer? 
	How to configure a physical printer?
	What are the features supported on a physical printer?
	How to manage print jobs?

	33 Managing iPrint Client Management
	How to access the iCM?
	What is default printer and temporary printer? 
	How to manage the printers for iCM users?
	How to configure an iCM user?

	34 Managing Printer Pools
	How to access printer pool?
	How to create printer pool?
	How to manage printer in a pool? 

	35 Managing Banners
	How to access banner?
	How to create and manage banners?
	How to assign, unassign, and modify a custom banner with a printer?
	How to use eDirectory attributes with custom banners?


	XII Troubleshooting
	36 Troubleshooting
	Known Issues
	UMC Health Script
	Autofix

	Missing Node Modules
	Unable to Connect to the Database
	Warning: Entered Hostname is Incorrect
	Volume Issues
	Failing to List Pools or Volumes 
	Unable to Perform Storage Operations as an Admin Equivalent User
	Creating Volume with AES 256 Encryption Failed

	Login Failures
	Action to Perform in case of Cache-Related Issues
	Cluster Issues
	Renaming Cluster Pool or Volume Failed 
	Status of Healthy Cluster is Down or Unknown




