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Overview

The GWAVA 4 Appliance is a complete software package for implementing the GWAVA 4gsgstem
designed to replace an existing GWAVA 4 server with a standalone GWAVA 4raysiieign an SMTP
scanner for any mail systerihe GWAVA 4 Appliance is ideal for a virtual machine environment.

The GWAVA 4 Appliance is designed to run the SMTP scanner for any email system in the market. The
SMTP scanner, and GWAVA 4 Appliance, are ctehpladependent of any GroupWise system and can

be implemented in any system. The SMTP scanner acts as a proxy for th&&®Way of your malil

system.
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The SMTP scanner and GWAVA appliance are meant to be placed in front of the current GWIA or SMTP
Gateway for the mailsystem.Incoming email sent to your domaimill first go to the GWAVA appliance,

which scansthen sends clean email to the GWIA or SMTBateway. Mail sent from your domain will

pass through the normal system, but the SM3aeway will sendthe mail to the GVAVA appliance,
whichsendsthe emailto the internet.



If the GWAVA appliance is set behind a firewall, or multiple firewalls, the following ports should be open
for mailflow and GWAVA functions services:

Inbound and general traffic
U 53¢ UDP (DNS lookups)
0 25¢TCP InboundJsed for Mail)
The following shoulthe open to access the GWAVA appliance from outside the network:

U0 49285¢ TCP InbounddMSmessage release servjce
U 49282¢ TCP Inboun@GWAVA Managemef@onsolég
U 22¢TCP (SSH access. This can be a security concern, but may be necessary to euogiplerfor

access.)
Outbound traffic
U 80¢ TCP Outbounf@iUpdates services fakntivirus, Signature Engine, and GWAVA system.)
U 21¢FTPOutbound(OS updates)
U 25¢ TCP Outbound (Only if scanning outbound mail)
U0 123¢ TCP Outboun{Network Time Protocol (NTP))



Minimum System Requirements
For a system which processes ~2,000 messages per hour:

2.4 GHz Pentium 4 or equivalent processor

1 GB RAM

36 GB Hard Drive (entire drive will be formatted automatically).
1 Network connection
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For a system wibh processes ~4,000 Messages per hour:

3.2 GHz Pentium 4 or equivalent processor

1.5 GB RAM

40 GB Hard Drive (entire drive will be formatted automatically).
1 Network connection
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For a system which processes ~8,000 messages per hour:

3.6 GHz Pentium 4 equivalent processor

2 GB RAM

60 GB Hard Drive (entire drive will be formatted automatically).
1 Network connection
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Download

http://www.gwava.com/solutions/trialdownloads.html

Installa tion
To install the GWAVA 4 appliance, download the ISO and burn the image to a blank CD using your
preferred CD burning program.

Insert the GWAVA 4 Appliance CD into @2 or DVD drive of the target system and boot from the
Appliance CD.


http://www.gwava.com/solutions/trial-downloads.html

On boot, yowvill be presented with the following menu.

N SUSE Linux Enterprise 5

Boot from Hard Disk

Installation

Installation——ACPI Disabled
Installation--Local APIC Disabled
Installation--Safe Settings
Hemory Test

Boot Options autodyast=file:///autoyast.xml install:cd|

Help Language 800 x 600 CD-ROH Driver

To install the Appliancehoose the install option.

Allow the system to completely boot from the [——

. . . X pre-scripts
Appliance CD, and the installation will
automatically start.

Warning'

Continuing will erase any previous data on this systern. Only continue
if you have saved or backed up the necessary files. If you do not want

YOU W|” be Warned that running thBSta”atIOI’l to continue, please eject this CD and reset the system.
will delete all data currently orhie system.This is
the |aSt Chance you have tO avoid formatting the Press '"OK' to continue setting up the GWAVA 4 appliance on Linux.
drive in this system.

If you have several hard disks in the system,
GWAVAA4 will only install on the first
one,(/dev/hdaor /dev/sda),and ignore others. To
ensure you install to the correct drive, physically
disconnect or remove all but the destination drive
from the system before you boot.
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Base Installation F
Package Installation

o AutoYaST Settings 9
= Perform Installation
Configuration Media Size Packages | Time Remaining:
® System Configuration 40051 MB. 04:52
e Clean Up GWAVAY

cD1 189.11 MB 1 0218

SUSE Linux Enterprise Sereer 10 5P2

cD1 211.41 MB 45 02:34

b

yast2-transfer-2.13.4-0.10.i586.rpm (installed size 327.47 KB) — Ya57T2 - Agent for Various
Transfer Protocols

dbus-1-glib-0.60-33.19.i586.rpm (installed size 169.50 KB) - D-Eus Message Bus Systemn
dbus-l-mono-0.60-33.22.i586.rpm (installed size 51.80 KB) — Mono Bindings for D-BUS
mysql-5.0.26-12.158.i586.rpm (installed size 31.81 ME) - A True Multiuser, Multithreaded S0L
Database Server

rprm-4.4.2-43.28.i586.rpm (installed size 7.62 MB) — The RPM Package Manager
hal-0.56-33.36.i586.rpm (installed size 1.52 MB) — Daemon for Collecting Hardware
Infarmation

dbus-l-python-0.60-33.22.i586.rpm (installed size 895 34 KB) — Python bindings for D-BUS
kernel-smp-2.6.16.60-0.21.i586.rpm (installed size 56.22 MB) — Kernel with Multiprocessor
Support

kernel-default-2.6.16.60-0.21.i586.rpm (installed size 48.76 MB) - The Standard Kernel

yast2-slp-2.13 40 17.i586.rpm (installed size 295.13 KB) — SLP Agent and Browser for YasT B

kernel-default-2.6.16 60-0 21.i586.rpm (installed size 48.76 MEB)

The setup does not require any wseput until after the system reboots.

On system rebogtselectboot from hard disk, and the default SLES 10.2 kernel listed.



The install will continue.

N SUSE Linux Enterprise Server

Package Installatiom
[Please wait while
jpackages are installed.

[Abort]

Allow the automatic configuration to continue.

N SUSE Linux Enterprise Server

Configuring System according to auto-install settings
[Please wait while the
lsystem is being Configuring lan

Progress




Once the installation has completed, youlwe asked to provide connection and security information
for your new system.

N SUSE Linux Enterprise Server
pi

HHHEHH R Y Final Setup Step (1-6) #i#tdHtdHHHHHHEHHHE
HHHEHH R Network Setup

Please enter the correct values for your network.
The current value or previously entered value appears in parentheses.
If nothing i= entered the value in parentheses will be used.

IP address (example: 192.168.1.8):
Subnet Mask (example: 255.255.255.0):
Gateway (example: 192.168.1.1):
Primary DNS (example: 192.168.1.1):
Secondary DNS (example: 192.168.1.1):
Domain (example: gwava.com):

Hostname (example: linux-szf4.site):

Please verify that these values are corect:
IP address: 192.168.1.8

Subnet Mask: 255.255.255.0

Gateway: 192.168.1.1

Primary DNS: 192.168.1.1

Secondary DN3: 192.168.1.1

Domain: gwava.con

Hostname: linux-szf4.site

Finish setting up the server with these values? (ysn): _

To complete the setup, all pertinent network information must be provided for your system. The
RSTl dzZ 6a RSGSOGSR Ay LI NBydKSa anye tiersdtting, endrtie SG A F @
appropriate value.

Ensure that you have the ip addresmnfigured correctly, this is the only interface to set or change the
network settings.

After the settings have been entered, you are asked to verify that the followfognation is correct.
WSPASE GKS AYTF2NXIGA2Y | Yy Rentehtlie inf@n&ionoNd confitee. | y R WSy



] SUSE Linux Enterprise Server

I Final Setup Step (2/0) SiHHHH I HHIEHHIT
wnH s naniat Test Network fEgsdatsiiiteniinmaiising

Your network settings will now be tested. If there iz a failure, you
will be directed to resolve the problem before continuing.

Testing general commectivity wusing Ping

PING guwava.com (67.212.76.2) 56(84) bytes of data.

64 bytes from host.cabserver.net (67.212.76.2): icmp _seq=1 tt1=47 time=88.8 ms
64 bytes from host.cabserver.net (67.212.76.2): icmp_seq=2 ttl1=47 time=90.3 ms

——— guwava.con ping statistics —
Z packets transmitted, 2 received, 04 packet loss, time 1004ms
rtt min‘avg/nax-smdev = 88.808-89.600-90.393-0.847 ms
Test port 80 inbound
—-09:38:02—— http:rsrdownload.guwava.con/guavat test-test
=> “rtmprtest’
Resolving dounload.gwava.com... 209.90.108.26
Commecting to download.gwava.com|209.90.108.261:80... commected.
HITP request sent, awaiting response... 200 OK
Length: 54 [textrsplainl

09:38:03 (1.20 MBss) - “stmprtest’ saved [54-541

Test port 25 outbound

After you have set the network settings, they will be tested for connectivity.

N SUSE Linux Enterprise Server

T Y Final Setup Step (3-6) titiHHE I
HHHHHH S N SSH Setup  HHHHEHHHEHEHEHE ]

35H allows access to the server via a private key or via the root
password. It is recommended that you emable SSH permanently.

Please select an option.

1: Start S5H now and enable it permanently.
2: Stop SSH now.

3: Start SSH now.

4: Stop S5H now and disable it permanently.
5: Exit

Enter Selection: _

SSH allows remote console administrat@mport 22. This can be turned on and off lateough the
GWAVA appliance control web interfad&hen you permanently enable or disable the service, it is
removed from the runlevel and will be enabled or disabled on system startup until the setting is
changed.



Next, is the time setup for the server. It is strongly recommended to setup the time on your system.

N SUSE Linux Enterprise Server

HHHHRE LR EREE Final Setup Step (4-0) SEdfnfufgumuansntiti
nHEEH R R Rk EE Tine Setup ##gHBEHERREEEEEEEERaEEETRERTT

It is recomnended that you set your time information now.

Set up the time and timezone? (y-n)

Pick your location. The wizard will narrow the terms to display a manageable list of time zones for you to
select from.

N SUSE Linux Enterprise Server

wHuER R g Final Setup Step (4/6) #ufdusidiigurainitnin
i RS Time Setup f##s#bHgfkEfEEE TG

It is recommended that you set your time informatiom now.

Set up the time and timezone? (y/mly

Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.

1) Africa

Z£) Americas

3) Antarctica

4) firctic Dcean

5) fAsia

6) fAtlantic Dcean

7?) Australia

8) Europe

9) Indian Dcean

10) Pacific Ocean

11) none - I want to specify the time zone using the Posix TZ format.
#?

10



SUSE Linux Enterprise Server

8) Europe

9) Indian Dcean

10) Pacific Ocean

11) none - I want to specify the time zone using the Posix TZ format.

#? 2

Please select a country.

1) Anguilla 27) Honduras

fintigua & Barbuda 28) Jamaica
Argentina 29) Martinigue
Aruba 30) Mexico
Bahamas 31) Montserrat
Barbados 32) Netherlands fntilles
Belize 33) Nicaragua
Bolivia 34) Panama
Brazil 35) Paraguay
Canada 36) Peru
Cayman Islands 37?) Puerto Rico
Chile 38) S5t Barthelemy
Colombia 39) 5t Kitts & Neuvis
Costa Rica 40) 3t Lucia
Cuba 413 St Martin (French part)
Dominica 42) 3t Pierre & Hiquelon
Dominican Republic 43) St Vincent
Ecuador 44) Surinane
El Salvador 45) Trinidad & Tobago
French Guiana 46) Turks & Caicos Is
Greenland 47) United States
Grenada Uruguay
Guade loupe Uenezuela
Guatemala Virgin Islands (UK)
Guyana Virgin Islands (US)
Haiti

Select your reslient nation.

N

SUSE Linux Enterprise Server

24) Guatemala
25) Guyana

503 Virgin Islands (UK)
51) Virgin Islands (US)

26) Haiti
#7 47
Please select one of the following time zome regions.
1) Eastern Time

2) Eastern Time - Michigan - most locations

3) Eastern Time - Kentucky - Louisville area

4) Eastern Time - Kentucky — Wayne County

9) Eastern Time Indiana - most locations

6) Eastern Time Indiana - Daviess, Dubois, Kwox & Martin Counties
?) Eastern Time Indiana - Starke County

8) Eastern Time Indiana - Pulaski County

9) Eastern Time Indiana - Crawford County

10) Eastern Time Indiana - Switzerland County

11) Central Time

12) Central Time - Indiana - Perry County

13) Central Time Indiana - Pike County

14) Central Time - Michigan - Dickinson, Gogebic, Iron & Menominee Counties
15) Central Time - North Dakota - Dliver County

16) Central Time - North Dakota - Morton County (except Mandan area)l
17) Mountain Time

18) Mountain Time - south Idaho & east Oregon

19) Mountain Time — Navajo
20) Mountain Standard Time - Arizona
21) Pacific Time
Z2Z) Alaska Time
23) flaska Time - Ailaska panhandle
24) Alaska Time - Alaska panhandle neck
25) filaska Time - uwest filaska
26) Aaleutian Islands
27) Hawaii
#?

Select the appropriate time zone.



SUSE Linux Enterprise Server

9) Eastern Time - Indiana - Crawford County
10) Eastern Time - Indiana - Switzerland County
11) Central Time
12) Central Time
13) Central Time

Indiana - Perry County

Indiana - Pike County

14) Central Time - Michigan - Dickinson, Gogebic, Iron & Menominee Counties
15) Central Time - North Dakota — Dliver County

16) Central Time - North Dakota - Morton County (except Mandan area)
17) Mountain Time

18) Mountain Time - south Idaho & east Oregon

19) Mountain Time - Nava jo

Z0) Mountain Standard Time - Arizoma

£21) Pacific Time

ZZ2) Alaska Time

£23) Alaska Time - Alaska panhandle

Z4) nAlaska Time - Alaska panhandle neck

25) fAlaska Time - west Alaska

26) fAleutian Islands

2?7) Hawaii

#7 17

The following information has been given:

United States
Mountain Time

Therefore TZ='fmericasDenver’ will be used.

Local time is now: Tue Har 3 07:54:17 MST 2009.
Universal Time is now: Tue Mar 3 14:54:17 UTC 2009.
Is the above information OK?

1) Yes

2) No

#?

If you opt to specify a custom time zone, or do not find your time zone listed, you may choose the
Odzai2yY 2LIIA2YY Wy2ySQo

recommended €

The time zonenust be specified in Time Zone environment Variable. Syntiaxe zone name <hours
ahead of UTCX he time zone name does not matter, but the hour variable sets the time for the system.

for example:
MSTF6

Xwould be accurate for the Mountain Standard Time zone, U.S. and Carteglime zone may be any
name youike, as long as it conforms to Posix Time Zone format.

12



A custom Network Time server may also be specified. If a custom time server is used, provide the DNS
name or IP adess of the NTP server. Default, (time.nist.gov), is shown.

done

one =':F'1"'}_:' COmD
inite/f

After the time server is specified, the system attempts to connect and sync the time.

13



Confirm the time settings for your system to continue.

N SUSE Linux Enterprise Server

HHHHE R Final Setup Step (5-0) $H#HHHHHHHEHEHHEHEHIT
wHEEEE R R n s QNS Migration SumsmdgfsisiEiEseEanennn

If you have an old GWAVA 4 installation rumming on Netlare you can migrate the
databases and their message data over to the new GUAUA 4 appliance.

The migration process is time consuming and may take several hours depending
on the size of your quarantine. It is highly recommended that you run this
migration during off hours.

If you plan on rumning the migration later you may lose some data. You are
not required to migrate your old QM3 data if you do not wish to.

Migrate your old QNS data now? (ysm)_

If youwant to migrate an existinjletWareGWAVAv dzl NI yiAy S (2 GKS D21 #!
here. The wizard uses ncpmount to pull the information over the networinection fromthe existing
gms to the Appliance.

You will be required to shut down the QMS system on the NetWare machine ioglete the

operation. This process can take several hours and should only be performed dftans. If you wish

to migrate QMS, this is the time to do so. Thought you may invoke the command later, you will have
data loss unless the migration is completefliring setup.

14
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N SUSE Linux Enterprise Server

ST S Final Setup Step (6-0) HHHEHEHHEHE BT
SHEEHEHR R E R H R RS g Password Setup SRRt itti i it

At the prompt please type a new root password. You will need this
password to log back in to the system.

After the passuword has been changed the server will restart and be
ready for use.

Changing password for root.
New Password:

For the final step, you are asked to set the root password for the system. This is the administrator
password which will be required to log in to the system via ssh or through the cobBsdlBOTQSE
THIS PASSWORD.

The Appliance is designed to provide all the necessary functions for GWAVA 4 inside the GWAVA 4 web
administration, thereby removing all need for console level administratighile normal operation of

the GWAVA 4 Appliance removes all needcfirsole leel administration, the root password may be
required for support.

GWAVA 4 appliance setup is now complete. All that remains is activating the GWAVA 4 server and
creating a scanner of your choice.

15



Server Activation
To Activate your server, open a lwser and enter the ip address or DNS name of the Appliance, with
port 49282.

http://<your server ip>:49282

This is the connection address for the GWAVA 4 management console. When you first connect to the
system, you should be taken to the setp@ge, shown below.

GWAVA Network Setup

Welcome to the world of GWAVA, and thank you for choosing to protect
your network with the worlds number one content management solution for
Novell GroupWise.

Now that your GWAVA applications have been located on this server, it is
ready to be configured for use. GWAVA 4 has two levels of configuration,
the management system, and the individual scanner applications. This
wizard will take you through the configuration of the management system in
preperation for installing and setting up the scanner services.

First off, please tell me if this is the first GWAVA 4 server in your network, or
if you are connecting this server into an existing GWAVA 4 system that
already has other GWAVA 4 servers running.

© This is a new GWAVA server
® This server will participate in an existing GWAVA network

|_Continue |

The GWAVA Appliance is designed to replace existing GWAVA 4 servers, and asrsgomitisnded
to setup the Appliance as a new GWAVA server.

{ St SadtinuegWed
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The following information is required.

Server Parameters
Server identifying Name
Client connection address

GWAVA administrator Login Name
GWAVA administrator password
Verify administrator password

Internet Domain (eg. GWAVA . com)
GWAVA administrators full name
GWAVA administrator e-mail address

SMTP server for notification/authentication
SMTP AUTH username
SMTP AUTH password

GWAVA Network Setup

Because this is the first, or only GWAVA management server in your
network, we need to gather some rudimentory settings to secure the server
and prepare it for installing the scanner applications that will protect your
e-mail system.

Administration Information

Mail Relay / User Authentication

gwava-iso (Linux) L]
192.168.1.104:49282 |\

XIS ©
I ©
I ©

The server name shalimatch the host name you set for the server. The connection address is the

address that GWAVA 4 will use to serve the management console. Both the Server parameters should

be left as default.

The Administrator login name and password are required to eohto, and administer the GWAWA
management console. DO NODSE THIS PASSWORD.

The Internet domain is the domain that the GWAVA 4 server will filter mail for. This should be your

company domain. (ie. GWAVA.com)

The administrator name and email addeeis the name and address which will appear on GWAVA 4

VZGATAOI- zeyé
address.

YR RAISadad ! ye
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The SMTP server address should be the address of your GWIA or SMTP gateway. If you are using an
SMTP scanner, this will be the address which GWAVA 4 will forward the incoming mail to. GWAVA 4
also uses this address for GroupWise authentication for QMg atication and access.

The SMTP authorization name and password are not required for naotifications, but are recommended.
For GroupWise systems, this can be any username and password, and does not have to be an
administrator. (ie. Username: bob Passth c751h)

17



After you have provided the information, selé@ontinueQ

install button to proceed with server activation.

Server identifying name
Address to access server
Administrator login
Administrator password
Primary domain
Administrator full name
Administrator e-mail address

SMTP server address

SMTP AUTH username
SMTP AUTH password

GWAVA Network Setup

Please verify the information below is correct and accurate, and press the

gwava-iso (Linux)
192.168.1.104:49282
Admin

[concealed]
gwava.com

admin

admin@gwava com

192.168.1.101
chris

[concealed]

2dz gAff 0SS &1 SR MWmaale O2NIFIA NIVO GiM@IYIDS K S ON2Alya!
required to login using the admin name and password you provided eatliér.o&zhQ P y

browser if you need to make any changes.

e 2 dzNJ

When you clickihstallQwait for the activation process to complete. You should be redirected to the

management login screen.

[ £ AOqY BSNIYa I y I IS 38 prdvide the idmhisafQusername and password to login.

18
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