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Adding to that, today’s networks are large, with ever-changing vendors 
and technologies. Myriad software management tools that vary from 
department to department and user to user can introduce confusion, in-
consistencies, and delayed time to resolve issues. Consequently, these 
tools incur high total cost of ownership while not delivering a compre-
hensive solution providing a single source of the truth for network issues 
and proactive network management.

Leading companies recognize the need to implement solutions that 
work across teams with multi-device vendor knowledge, in an evolving 

mix of physical, virtual, and software-defined networks. Multiple point-
tools just can’t meet this need and leave gaps. A solution should also 
make less-knowledgeable staff smarter, via a deeper understanding of 
incidents, and through guided workflows that also automatically mine 
for important data. In this way, the rising tide of network knowledge lifts 
all network teams. This is especially important today, as security issues 
are overloading network teams.

Optimize the Network Troubleshooting Process
The first step in troubleshooting is to confirm if a network change is or is 
not the source of these incidents. Obviously, a solution that works across 
multiple teams and allows network operators to do triage early in the 
incident lifecycle helps network engineers get a running to remediation.

Network engineering and ops teams historically work in silos, without 
well-planned processes to collaborate. From initial monitoring and 
receipt of end-user incidents, to solving and validating fixes, there is 
a great opportunity for improvement by increasing collaboration and 
agility between teams working on common problems and initiatives.

All of this challenges the traditional network management models, and 
calls for a new strategy.

What Network Teams Need
Network teams require a broad solution that addresses the manage-
ment problem differently, cutting across traditional organizational 
structures and functional siloes of fault, performance, configuration, 
and compliance. A better way to look at this is to group capabilities 
into three categories, representing visibility, optimization, and action, 

Challenges Facing Today’s 
Modern Networks
Network engineering and operations teams face a complex, moving target. But unfortunately, they’re 
typically armed with only a disparate collection of management tools—with little or no integration. 
Network teams deal with equipment outages, slowdowns, security breaches, inability to reach re-
sources, access denials, and other issues that can be caused by anything from a bad connection 
to devious hackers.

A 2017 “State of the Network” report found that

85%
of enterprise network teams are now involved with security  
investigations—indicating a major shift in the role of those teams  
within the enterprise.1

It also found that

52%
of all companies said that their top challenge was determining  
whether the source of an issue was network, systems,  
or applications.2

__________

1 The Business Journals report, “Nearly 90 Percent of Enterprise Network  
Teams Spend Time Troubleshooting Security Issues; 80 Percent Report  
More Time Spent on Security vs. Last Year.”

2 FireEye’s M-Trends 2017 Report.

https://www.bizjournals.com/prnewswire/press_releases/2017/04/10/SF57992
https://www.bizjournals.com/prnewswire/press_releases/2017/04/10/SF57992
https://www.bizjournals.com/prnewswire/press_releases/2017/04/10/SF57992
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and then enable use-cases that work across them—ultimately using 
automation wherever possible to maximize efficiency and save time.

1. High-Level Business Services Require Fast and Stable 
Network Infrastructure. An accurate and automatic view of 
topology, health, and configuration provides visibility over the 
network, enabling you to understand the state of your network 
and troubleshoot issues with accuracy and confidence.

2. Modern Mission-Critical Applications Require Optimal User-
Experience. Deep insights across performance, capacity, 
and compliance give you the capability to optimize network 
performance and secure and stabilize the network.

3. Constantly Evolving Networks Transitioning to Virtual/SDN  
Require a Consolidated Solution to Understand the Big Picture  
and Deep Details. Automation and orchestration based on  
knowledgeable insights give you the ability to refresh existing  
services and deliver new services to support today’s dynamically  
changing environments.

These three categories of visibility, optimization, and action also require 
a best-in-class foundation of root-cause analysis, scalability, and device 
support. Armed with these, network staff can focus on the issues at 
hand, with confidence in the knowledge presented to them.

Network Operations Management:  
Unified Management of Modern Networks
To stay competitive, businesses must make smart investments in net-
work management software. Network Operations Management (NOM) 
delivers complete control of your modern network infrastructure. This 

proven product suite enables you to deliver the network foundation you 
need for many business services—for SMB, enterprise, public sector, 
and MSP.

Broad Solution Approach to Network Management
Unlike point-tools, NOM’s comprehensive set of capabilities provides 
the broadest set of scenarios to identify, analyze, and solve incidents. 
It works for both NOCs and network engineering. In addition, system 
guided workflows lead users through steps to understand problems, 
potentially beyond their current skills. As a result, your users now have 
the ability to work across traditional organization siloes to solve prob-
lems faster and with confidence. Staff is more knowledgeable, and mean 
time to remedy (MTTR) is reduced.

Because NOM also reduces tool sprawl, it removes conflicts that result 
from multiple and nonaligned reports from disparate tools. Another 
benefit is that NOM compresses network incident lifecycle, so issues 
are resolved faster.

This is best explained with the simple use-case example below.

Figure 2 shows a simple but powerful extension of the NOC’s ability to 
triage the problem and add valuable information to the trouble ticket. 
The operator is guided through the process by a NOM workflow. The 
engineer’s work is reduced by checking the same single source of truth 
and fixing the configuration faster—because NOM knows the correct 
configuration and can quickly restore it.

Typically, NOC operators do little or no triage before sending the ticket 
onto engineering. This has four important consequences:

 ■ Important data may be gone by the time engineering gets involved.

 ■ Tickets that require additional analysis overload engineering.

 ■ Teamwork across departments isn’t enhanced.

 ■ Time to fix incidents is longer than necessary.

Enterprise scalability and device support
Legacy, virtual 
overlays and SDN

Private, managed 
and public clouds

Physical and 
virtual devices

Topology, health, and 
configura�on

Performance, capacity, 
and compliance

Automa�on and 
orchestra�on

Automated configura�on and performance management

Figure 1. Micro Focus NOM environment overview

Figure 2. NOM router misconfiguration scenario example
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https://www.microfocus.com
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In contrast to the above, when network operators rely on NOM, their 
involvement is enhanced before they send the ticket to engineering. 
The bottom line is that MTTR and finger-pointing are reduced, and your 
staff is more knowledgeable and efficient.

Enable Compliance through Network Device  
Lifecycle Management
NOM establishes both physical and virtual device configurations that 
meet your organization’s compliance policies. It detects any deviation 
from these configurations, and sends intelligent alerts to your NOC op-
erators. NOM understands the specific changes (for example a rogue 
device password change) and can be directed to, or automatically roll 
back those changes to return to a complaint configuration. Dashboards 
provide quick views for department managers to understand the status 
of their networks.

Enforce Policies, Standardize Operations, and  
Meet Compliance
Costs of operating under compliance vs. non-compliance averaged 
four times less per employee, in a recent study by the Ponemon Institute 
(The True Cost of Compliance – 2011). And networks are becoming 
increasingly complex. NOM helps reduce this expense by providing a 
network compliance model that maps device information, including 
configuration, OS version, and run-time diagnostics, into rules and poli-
cies to identify violations in real time for fast remediation.

NOM helps reduce this expense, and closes security holes, by providing 
a network compliance model that maps device information, including 
configuration, OS version, and run-time diagnostics, into rules and poli-
cies to identify violations in real-time for fast remediation.

What Network Management Teams Need
Your network teams deserve a solution that delivers these capabilities:

 ■ Modern networks: Industry-leading support for physical, virtual,  
and SDN-enabled networks

 ■ Toolset reduction: A single, collaborative toolset for both the 
network operations center (NOC) and network engineering

 ■ Service impact: Insights into network services that impact  
higher-level business services

 ■ Compliance: Reduced costs for meeting network  
policy requirements

 ■ Automation: Network-focused automated orchestration that  
speeds remediation and new service delivery

 ■ Work smarter: Via intelligent root-cause analysis

 ■ Compressed incident lifecycle: Data on fault, health, performance,  
configuration, and validation to reduce MTTR

 ■ Extreme scale: Industry-leading scale to reduce deployment/  
maintenance efforts and TCO

 ■ Confidence: All from an industry leader/pioneer in open  
network management

Innovative Technologies to Help Solve Problems Faster
The three categories of visibility, optimization, and action also require a 
best-in-class foundation of root-cause analysis, scalability, and device 
support. Armed with these, network teams can focus on the issues at 
hand, with confidence in the knowledge presented to them.

Fancy user interfaces mean little without a strong core architectural 
foundation—and NOM has both. At the core of NOM is run-time dis-
covery to keep up with your network changes, and comprehensive 
root-cause analysis to make all users more knowledgeable of what’s 
underlying network issues.

Broad Modern Network Support Reduces Dependency on  
Device Vendor Point Tools
NOM understands your on-premise network and its connection to pri-
vate, managed, and public clouds and supports multiple types of ad-
vanced network technology, whether legacy IP, protocol overlays, and 
SDN network functions on virtual hosts. NOM is continually evolving to 
stay ahead of your network’s continuing transition to new technologies.

Deep and Accurate Analysis Adds Intelligence
NOM root-cause analysis understands related events, connectivity of 
the network, and the protocol fabric overlays on the network. It can also 
automatically launch targeted investigations in the region of concern, 
saving operator time and effort, as well as capturing critical data before 
it’s gone. NOM’s RCA also uses powerful inference logic to identify pat-
terns leading to fast and accurate conclusions, making operators more 
knowledgeable.

Physical and Virtual Worlds are Combined—Not Collided
Keeping up with the customer adoption of new technologies, NOM is 
able to understand a consolidated physical and virtual network. NOM 
includes discovery, visualization, configuration, and compliance man-
agement of virtualized infrastructure, allowing network operators and 
engineers to have a consistent view across their physical and virtual 
infrastructure (see Figure 3). This is critical as you begin to deploy SDN in 
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specific regions of your network. Unlike device or network software ven-
dors’ point management tools, NOM consolidates connections across 
multi-vendor heterogeneous networks. This reduces the learning curve 
for both operators and engineers who use multiple management tools, 
and it identifies issues in one place.

The NOM screen-shots in Figure 3 highlight a logical connection be-
tween the vsr1000 _ and the mnc_esx2 VMs, across a mixed virtual/ 
physical network. NOM’s Loom Diagram view provides a clear and con-
cise end-to-end diagram from the VNF (network functions virtualization) 
on vsr1000_ virtual router, through the VMware ESX hypervisor’s net-
work infrastructure, all the way through to the physical switch (oxford-
switch). Note that there is a major issue with vsr1000_Micro Focus due 
to host’s performance (CPU, memory, etc.). This critical information is 
easily available in NOM.

Automate for Highest ROI and Lowest Errors
Our differentiating approach to automated network management is 
to first make sure that the desired state of the network—the founda-
tion for all business services—is continuously maintained. NOM then 
identifies ways to optimize networks to increase network service levels 
and performance. Finally, NOM provides capabilities to enforce policy 
compliance and even provision new services by deploying pre-defined 
configurations to new segments of your network.

NOM includes a powerful engineering toolset to automate common 
network engineering tasks. This capability spans investigations that 
mine for information across multiple sources, as well as automating re-
mediation, to incremental network provisioning.

NOM empowers you to gain even more capabilities with network 
change, configuration and compliance management; through the abil-
ity to implement both small and large-scale changes automatically. This 
enables you to enforce best practices and compliance with corporate 
and/or industry standards.

NOM includes a powerful engineering toolset to automate common 
network engineering tasks. This capability spans investigations that 
mine for information across multiple sources, as well as automating re-
mediation, to incremental network provisioning.

NOM empowers you to gain even more capabilities with network 
change, configuration and compliance management; through the abil-
ity to implement both small and large-scale changes automatically. This 
enables you to enforce best practices and compliance with corporate 
and/or industry standards.

Rely on Comprehensive Reporting
NOM provides a rich and powerful set of dashboards, drill-downs, and 
reports for overall and specific areas of investigation. They are designed 
for operational, planning, and managerial use, and can be scheduled or 
user launched to investigate current issues including:

 ■ Asset planning: Know your network inventory and where 
it’s deployed physically and logically to support services.

 ■ Capacity planning: Detect when portions of your network are  
beyond their designed goals. See network congestion and  
QoS (quality of service) metrics.

 ■ Trend analysis: Identify performance issues before they become  
user-critical and learn when issues reoccur

 ■ Traffic engineering: Understand the flow of data in your network  
due to physical and network services control protocols. This aids  
both diagnostic and planning activities.

Figure 3. View across hosts/VMs, VFV, and connection to physical network

“[Micro Focus] Network Management is one of the best  
tools in our tool bag!”

LEADING U.S. FINANCIAL INSTITUTION

Senior Manager of IT Operations

https://www.microfocus.com
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 ■ Configuration: Knowing the state of your current device 
configurations and OS versions provides insight into managing 
those assets without the need for time-consuming and error-prone 
manual activities. NOM knows connectivity and fabric overlays 
between devices to gain deeper insights to solve problems.

 ■ Policy compliance: Validate new device changes against company 
policies to proactively avoid misconfigurations and noncompliant 

changes. NOM alerts you to changes and can automatically 
(or manually) restore (remediate) approved configurations.

NOM enables you to flexibly tune out-of-the-box reports that comply 
with Information Technology Infrastructure Library (ITIL) and Payment 
Card Industry (PCI) standards. NOM can be an important element to 
monitor and even prevent DDoS (Device Denial of Service) vulnerabilities.

Easily Upgrade from Micro Focus Network Management  
Products to NOM Suite
If you are currently using Micro Focus network management products, 
you know the advantages that Micro Focus brings to your network. Now, 
with NOM, we’ve added significant new features and reporting capabili-
ties at attractive upgrade prices.

Our customer appreciation program makes it easy to upgrade licenses 
from Micro Focus NNMi and Network Automation products. Contact 
your Micro Focus sales representative and begin a guided journey to 
NOM Suite at the Express, Premium, or Ultimate license level.

Learn more at
www.microfocus.com/networkmgt

“Current networking and security architectures are  
crippling business’s ability to defend against emerging 
threats as well as achieve cost-effective and  
secure connectivity.”

CATO NETWORKS

November 2016

Figure 4. Network Policy Compliance Violation Status Report

Figure 5. NOM editions
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