
ArcSight Solution 
Management Service
Unlocking and sustaining the value of your Micro Focus® ArcSight solution.

The ArcSight platform is the nerve center of cy-
ber defense programs for organizations around 
the globe. The platform is industry-proven and 
extremely capable, and like most effective secu-
rity products, it is not a set-and-forget solution. 
Rapidly changing business and IT pressures on 
one side, and a highly dynamic threat landscape 
on the other, require both a solid implementa-
tion and continuous management to keep them 
up-to-date, healthy, and performing well. Not 
every organization can afford its own 24x7 op-
erations team of ArcSight experts, and with an 
industry-wide shortage of cyber security skills, 
many organizations struggle to find and retain 
the talent needed.

ArcSight Solution Management Service from 
Micro Focus Professional Services helps you 
address these challenges with a set of flex-
ible service options tailored to your needs. It is 
backed by over a decade of experience supply-
ing the information security technology and ser-
vices at the core of the world’s most advanced 
cyber defense programs and enterprise SOCs.

Business Value Requires More 
Than Just Technology
Many organizations implementing a security 
information and event management (SIEM) 
solution often stall, struggle to scale, or don’t 
realize the solution’s full potential. Such projects 
frequently focus on the deadlines of the initial 
SIEM technology deployment, neglecting the 
most important aspect: long-term value realiza-
tion, which requires more than just a technology 
implementation. The business value of a SIEM 
solution is:

 ■ Realized only after the solution has been 
put into production, is operating effectively, 
and has been adopted by the organization

 ■ Sustained through the effective 
ongoing management and continuous 
improvement of the solution 

ArcSight Solution Management Service is de-
signed to help you overcome these obstacles 
to sustaining the value of your ArcSight solu-
tion, with flexible offerings that meet your or-
ganization’s needs.

Overview
ArcSight Solution Management Service is a 
flexible yet comprehensive service whereby we 
assume the responsibility of managing com-
ponents, or the entirety, of your ArcSight SIEM 
solution and can expand to provide security 
analysis of events. This allows you to focus your 
team on other items, assured that your ArcSight 
platform is in good hands.

The service takes a consultative onboarding 
approach to ensure that your ArcSight platform 
and surrounding operations align with best 
practices. Once optimized for management, 
the solution is ready for Micro Focus Global 
Delivery Center best-shore delivery to meet 
your cost and time-zone requirements.

Depending on the package you select and the 
service levels you choose, we deliver a set of 
reactive and proactive capabilities to help you 
focus on your core mission: unlocking the value 
of your SIEM solution for a state-of-the-art 
Security Fusion Center.
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Key Benefits
 ■  Financial 

You gain predictability of expenditure with a  
monthly payment covering exactly the options  
you have selected.

 ■  Resourcing 
Engaging Micro Focus Professional Services 
provides you with instant acquisition and 
ongoing retention of expertise and helps 
minimize internal resource constraints.

 ■  Operational 
You can shift internal staff focus from 
maintenance to adoption and innovation, 
respond faster to end-user requests and 
incidents, and standardize operational 
processes and deliverables.

 ■  Risk mitigation 
This service provides a single point of contact  
for your SIEM solution management, with agreed  
service levels.
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Service Options
Service options are listed in the table below.

Service Implementation
Designed to help you realize value from the 
ArcSight platform, this service begins by en-
suring that ArcSight is properly implemented, 
up-to-date, and in a healthy state. This is ac-
complished using a structured, maturity-based 
approach during solution implementation.

If this is a new implementation, we will manage 
and execute the entire project: planning, de-
sign, and implementation. If you already have 
an existing ArcSight installation, we first run a 
preparedness assessment, and based on its 
results, we apply the necessary changes (e.g. 
updates, upgrades, or configuration changes) 
to bring the platform to a state of known, stan-
dard configuration so that the solution man-
agement team can assume ownership. This 
stage typically lasts from one to three months, 
and for many companies can be categorized 
as a capital expenditure.

Solution Management
This is the ongoing management stage of the 
service, beginning at an agreed go-live date, 
and continuing for the duration of the contract. 
The solution can take the form of ArcSight 
Solution Management or ArcSight Solution 
Management with Security Analysis.

ArcSight Solution Management can extend 
from basic continuous health monitoring to 
the full gamut of solution maintenance, ad-
ministration, and support.

Security Analysis can take the form of daily 
event review, periodic hunt-based analysis, 
or even 24x7 real-time security monitoring 
where our security analysts, working in a semi-
dedicated manner, act as your tier-1 and tier-2 
SOC analysts escalating to your experts only 
when needed. Security Analysis service offer-
ings are dependent on both a healthy ArcSight 
platform and good ArcSight content, and 

therefore require the full set of ArcSight Solution 
Management Service options.

A typical project structure is shown in Figure 1.

Key Benefits
ArcSight Solution Management Service pro-
vides real, tangible benefits across a number 
of dimensions: 

Financial
You gain predictability of expenditure with a 
monthly payment covering exactly the options 
you have selected. Additionally, the financial 
structure can be balanced between OpEx and 
CapEx to best meet your needs.

Resourcing
Engaging Professional Services provides you 
with instant acquisition and ongoing reten-
tion of expertise and helps minimize internal 
resource constraints.

Table 1. Service Options

Features Solution Management Security Analysis
Base Silver Gold Platinum Base Silver Gold Platinum

Continuous Health Monitoring X X X X X X X X

Troubleshooting Support X X X X X X X X

Quarterly Service Review X X X X X X X X

Secure Email Service Interface X X X X X X X X

Architecture Review X X X X X X X

Customer ITSM Service Interface X X X X X X X

Upgrade Support X X X X X X X

Monthly Service Review X X X X X X X

Use-Case Development X X X X X X

On-premise Resident Engineer X X X X X

Daily Security Event Analysis X X X X

24x7 Security Event Analysis (leveraged) X

24x7 Security Event Analysis (dedicated) X

24x7 Security Event Analysis (on-prem) X

On-premise Resident Analyst X



Operational
You can shift internal staff focus from main-
tenance to adoption and innovation, respond 
faster to end-user requests and incidents, 
and standardize operational processes and 
deliverables. We work with your ArcSight im-
plementation and your tools—you retain own-
ership of the systems and data with no forced 
changes in your operations.

Risk Mitigation
This service provides a single point of con-
tact for your SIEM solution management, with 
agreed service levels. You can in-source all ac-
tivities when ready and when necessary.

Key Features
Micro Focus provides unmatched capabilities 
with a comprehensive set of consulting and im-
plementation services and unique intellectual 
property that help you drive innovation through 
streamlined and efficient software delivery.

 ■ Proven Micro Focus software solution  
implementation expertise

 ■ With over a decade of experience, 
our Security Intelligence & Operations  
Consulting (SIOC) team has delivered 
more than 85 SOC builds and more 
than 200 SOC assessments

 ■ More than 150 ArcSight, SIOC, hunt, and  
solution architecture consultants worldwide

 ■ Rich intellectual property and unparalleled 
reach into product engineering

 ■ Technology-agnostic implementation 
approach with no vendor lock-in,  
no rip-and-replace

 ■ Education and support services to  
ensure adoption

Learn more at
www.microfocus.com/espservices
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Figure 1. Solution management delivery approach
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