
From the Test Lab to a  
Process-Driven, Scalable Solution
For a variety of reasons, your company has 
decided to move your Linux/UNIX servers  
to the cloud. In your test environment,  
where the number of servers is probably 
fairly small compared to production, the 
security and configuration of the servers  
can be handled manually or with OS-native 
tools. Unfortunately, this approach doesn’t 
scale to dozens, hundreds, or thousands of 
servers. Ideally, you should have a solution  
that authenticates users against your existing 
on-premises AD or cloud identity (e.g.,  
Azure AD), authorizes those users, applies/ 
enforces the desired security and configuration  
policies, and provides audit trails for 
compliance. Fortunately, there is a  
solution: Micro Focus AD Bridge.

What Is Micro Focus AD Bridge?
Simplifies Security and Management
Micro Focus AD Bridge delivers authentication  
and authorization, as well as Group Policy  
management, beyond the normal domain-
joined Windows—to Linux and UNIX machines  
(or VMs), on-premises, and in the cloud.  
Users can log in to local and remote machines  
with their existing Windows Enterprise 
accounts. In addition to authentication and 
authorization, you can include these remote 
machines in your security and configuration 
controls managed by Group Policy. 

We know that customers need a simple 
way to manage and secure their entire 
environment (whether it’s Windows or Linux 
or UNIX, on-premises, or in the cloud) from 
a centralized location, without having to 

duplicate identities and access controls.  
Most customers have already invested a 
huge amount of time and resources into  
AD and we help them leverage and extend 
that investment through Micro Focus  
AD Bridge. With this solution, you can  
easily extend AD control to Linux/UNIX, 
improving security by enforcing  
consistent policies. 

Unifies Your Environment
Micro Focus AD Bridge increases efficiency 
by centrally managing Windows and Linux/
UNIX resources within a single pane of glass 
and a single identity.

• Linux/UNIX on-premises and cloud—
Extends support to cloud resources to 
improve security and reduces the number 
of unmanaged identities.

• Central agent management—Identifies  
and manages domain-joined and Linux/ 
UNIX-joined devices to improve security  
and visibility.

• Server management—Turns manual, 
fragmented configuration processes and  
scripts into a unified strategy.

• User management—Implements familiar AD  
user controls (such as ADUC), utilizing the  
same identity for access to both Windows  
and Linux/UNIX.

Extends Existing Controls
• Consistency—Reduces risk by 

implementing consistent security controls 
and auditing capabilities across your entire 
environment: on-premises and in the cloud.

• Policy enforcement—Introduces process 
and brings unmanaged and under-managed  

Linux/UNIX resources under the control  
of AD and Group Policy.

• Web-based console—Provides an easy  
to-use, optional web-based console to  
manage policies from a single pane  
of glass.

• Auditing and reporting—Eases the  
process of meeting governance and  
compliance mandates, while improving 
overall visibility. Tracks key activities such  
as logon/logoff and even attempts to  
change configuration.

Just a Few Easy Steps to Scalability
Let’s show you how easy this is. Here are  
the steps: 

1. Add the Micro Focus AD Bridge agent  
to your Linux/UNIX VM Gold Images.

2. Upload your Gold Image VMs to Azure.

3. Add the VMs as a resource in your AD  
(with AD Users and Computers) using  
the simple join process.

4. Configure the desired settings, such as  
firewall, SSH, IP Tables, sudoers, etc.  
(with GP Editor).

5. Apply the Linux/UNIX GPO(s) to the Azure  
Linux/UNIX servers.

6. Feed logs and audit events to your SIEM  
for auditing and compliance.

Now you have a solution that can scale 
to dozens, hundreds, even thousands of 
servers. When those servers are initiated, 
they are joined to AD; SYSVOL is mounted; 
and the agents pull down and apply the 
“Gold Standard” GPOs, which are then 
monitored, enforced, and audited.
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Understanding the Micro Focus 
AD Bridge Architecture
This simplified diagram demonstrates 
the VPN-less secure connection between 
on-premises Active Directory and remote 
resources. The architecture includes agents 
(on target Linux/UNIX VMs or machines),  
an on-premises gateway to marshal secure 
calls to and from Active Directory, and a 
cloud gateway to act as a concentrator 
for cloud-based resources. Ports are 
configurable and communication happens 
using standard, secure protocols.

Key Benefits over Native Tools 
With native tools such as Realmd, Krb5, 
and SSSD, Linux/UNIX servers can be 
configured to “partially join” Active Directory 
for authentication using Active Directory user 
accounts. However, this is still a very manual 
process and requires diligent, process-
based management. Each server must be 
managed independently, so it is quite a 
challenge to scale this to dozens or hundreds 
of servers. Micro Focus AD Bridge leverages 
the scalability of Active Directory and Group 
Policy to centrally manage and audit Linux/
UNIX servers in the same way that Windows 
servers are managed.

Here are just a few capabilities that AD 
Bridge provides that Realmd, Krb5, and SSSD 
are mis sing:

• AD Bridge supports a full “native” join to  
Active Directory.

• AD Bridge enables the use of GPOs to  
manage and persist the security and  
configuration of Linux/UNIX servers,  
including: 

− Native tools configuration and settings 

− Firewall and IP Tables configuration

− Services such as start/stop/restart 

− Granular user access

− SSH and Sudoers

− Command usage and execution 

− Configuration files or sections of 
configuration files (even for custom  
apps and services)

• AD Bridge supports Linux/UNIX server 
configuration and persistence via GPOs.  
Utilizing GPOs in AD Bridge, customers 
can create a “Gold Standard” configuration 
for Linux/UNIX servers. When those 
servers are brought up and joined to  
AD, they mount SYSVOL and pull down  
the “Gold Standard” GPOs, which are  
then applied, monitored, and persisted. 
Robust agents work even in a 
disconnected or partially connected state. 
Agents are “watchdogged” to ensure 
that any attempts to prevent centralized 
management or workaround policy are 
difficult to overcome. Activities that affect 
the agent (shutdown, restarts, etc.) are 
audited, so it is simple to detect when a 
resource is being subverted. Just as in 
the Windows world, Group Policy always 
wins with the Micro Focus AD Bridge 
solution. The settings associated with the 
GPOs are persisted. Even if a user edits 
the configuration with root privileges, 
Micro Focus AD Bridge will detect the 
change and, within a designated timeframe 
(60 seconds by default), revert the GPO 
settings, and write the events to log files 
for monitoring products.

• AD Bridge provides customers all the 
above functionality for their Linux/UNIX 
servers and VMs running in the cloud, 
outside of their internal network, without 
the need for a VPN. Customers can join 
and manage their cloud-based Linux/UNIX 
servers via on-premises Active Directory. 
Alternatively, if the Linux/UNIX servers are 
not joined to AD, these servers can be 
managed through the web console.

• AD Bridge provides an optional web 
console that enables you to work with  
your GPOs and policies off-line with  
full version control, history, auditing,  
and delegation of roles.

The Truth About Scripting Tools
At their core, scripting products are 
SSH consoles with support for remote 
management (in this case, Linux/UNIX 
servers). These products are completely 
separate from Active Directory, meaning 
they do not offer AD bridging and AD 
authentication, so you will have to maintain 
multiple user accounts in AD and on the 
Linux/UNIX servers.

With scripting products, there are multiple 
scripts that must be written, maintained,  
and updated. Custom scripts can be written 
for managing users and configurations. 
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Cron jobs and scripts can be written to 
enforce management of local users and 
some configurations. Even more scripts will 
be needed to deploy, run, audit, and report 
on the settings. With scripting, there is no 
centralized, consistent method for managing 
this process across groups/enterprises/etc.  
Furthermore, it is risky to be dependent on 
custom scripts written by an employee who 
might or might not be in that role (or with 
the organization) in the future when the 
scripts require updating with new settings or 
reports. We have also found that Linux/UNIX 
administrators prefer that the IT security 
team be responsible for managing the core 
security settings, while still allowing them to 
perform other non-security related functions 
on the Linux/UNIX server. As a result,  
Micro Focus AD Bridge is a perfect 
complement to scripting tools. 

Security requires a process-driven approach 
that integrates with existing toolsets 
and methodologies. Here are just a few 
capabilities that AD Bridge provides that 
scripting products are missing:

• AD Bridge joins Linux/UNIX servers to  
AD for true AD authentication against the  
Domain Controller, without the need for  
duplicate accounts.

• AD Bridge allows for management of all  
users in the well-known AD Groups and  
OU structure. Computer objects benefit  
from this structured management approach 
as well. 

• AD Bridge provides a consistent and 
trustworthy method for managing, 
persisting, and enforcing configurations 
across all Linux/UNIX servers using Group  
Policy. AD Bridge uses existing AD tools  
to audit and prove compliance over time  
via AD/GPOs.

As a complement to scripting, the Micro Focus  
AD Bridge agent can take the scripts that need  
to be run regularly and wrap those commands  
into a GPO to be managed, enforced, 
and reported on by Active Directory 
Group Policy—thus enabling Linux/UNIX 
administrators to offload those tasks to a 
centralized Security team while focusing  
on the management and administration  
of their Linux/UNIX environment. 

It should be said that the purpose of 
AD Bridge is not to replace scripting 
products. The goal is to enable Linux/UNIX 
administrators to use these tools to optimize 
their Linux/UNIX environment and offload 
the mundane tasks of managing these day-
to-day/hour-by-hour tasks to a centralized 
management console for automation, 
enforcement, management, and reporting.  
In the process, if the Linux/UNIX administrator 
wants to use the Micro Focus AD Bridge out-
of-the-box configuration settings for Firewall, 
SSH, Sudoers, Services, etc., via GPOs,  
they can do that as well—without having to 
write custom scripts for those use cases.

Summary
As resources explode in all directions  
(users, computers, cloud, SaaS-based 
products, and more), the need for simple, 
centralized management becomes 
increasingly important. Micro Focus AD 
Bridge uses established and well-known 
tools and processes to extend security  
and configuration management beyond 
traditional on-premises Windows users and 
computers. With Micro Focus AD Bridge,  
you can eliminate the complexity of customized  
management and scripting and rely on the 
tools you’ve been using for years to bring 
these remote resources under control. 

Learn more at
www.microfocus.com/ADBridge
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