
Cybersecurity and ECM for Real-Time 
Communications within the NHS
Real-Time Communication (RTC) services, including internet voice and video calls, plus Instant 
Messaging Services, rely on IP networks. Existing corporate phone systems from vendors such  
as Avaya, Mitel and Cisco are all IP/SIP based. An increasing number of these systems connected 
to the global public phone network are using SIP trunks (an IP service) for better cost management 
and productivity. Smartphones and tablets operating remotely can be interconnected with these 
systems, via mobile networks, and via Wi-Fi networks, providing a seamless Unified Communication 
environment.

Having RTC on IP networks offers compelling 
advantages, but creates new risks and chal-
lenges, especially Cyber Security, Compliance 
and Enterprise Content Management (ECM). 
UM-Labs R&D and OpenText™ have teamed 
up to solve these problems

Cybersecurity
Effective Cybersecurity is vital for all IT services, 
but the reality is that many RTC services are 
poorly protected. The protocols used to power 
RTC applications need specialist cybersecurity 
controls. The UM-Labs R&D RTC Cyber Security 
OS applies a layered security model to protect 
RTC services against the complete range of 
known threats.

Compliance
The migration of RTC services to IP networks 
brings those services within the data process-
ing realm and makes them subject to the same 
data in transit and data at rest compliance reg-
ulations. In Europe, the General Data Protection 
Regulation (GDPR) specifically applies to voice, 
video and Instant Messaging use. GDPR re-
quires that all personal information is protected 
and strongly infers the use of encryption to pro-
tect both data in transit and data at rest.

Other compliance regulations, for example 
the European MIFID-II regulation, the New York 
23NYCRR500 require that all communications 
within selected segments of the financial ser-
vice industry are legally recorded. Combining 
this requirement with GDPR’s recommenda-
tion for encryption is a challenge, but can be 
delivered through the combined service set 
out here.

RTC Cyber Security OS provides the security 
function needed to ensure that RTC services 
meet new and existing regulatory requirements.

Enterprise Content  
Management (ECM)
IP based RTC is playing an increasingly import-
ant role in all business sectors. This includes 
a growing reliance on calls made from mobile 
devices as well a trend toward fast interactive 
Messaging, often at the expense of estab-
lished services such as email. The trend con-
tinues in call centers where new technology is 
enabling distributed center to be established 
where calls can be distributed to home workers 
using IP technology.

Enterprises need to manage the informa-
tion exchanged in RTC sessions. Innovative 

technology from UM-Labs R&D and OpenText™ 
Retain, enables enterprises to manage and ar-
chive voice, video and IM data in real-time with 
full call/video/IM capture from the chosen cloud 
service, this is exchanged on any standards 
based RTC communication service. 

Secure Voice and Video Calls
RTC Cyber Security OS ensures that all com-
munications on standards based PBXs and 
Unified Communications services using SIP 
are secured , with Voice, Video and IM sessions 
at a high level, (HSM, AES 128/256 or variants) 
can managed.

UM-Labs R&D uses a standards based en-
cryption protocol with strong encryption algo-
rithms. The encryption services is available on 
all smart-phones, tablets and laptops and on 
desktop devices supporting the same encryp-
tion standard. Connections to external service 
providers are encrypted when the provider sup-
ports these standards.

Each encrypted call is protected with unique 
encryption keys; the keys are discarded at the 
end of the call preventing an eavesdropper from 
monitoring an encrypted call and then attempt-
ing to recover the key to decrypt the recording.
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Selective Archiving
RTC Cyber Security OS uses a policy engine 
to select the data in transit (voice/video/ IM) 
sessions for archiving. All calls including en-
crypted calls are selected for archiving. RTC 
Cyber Security OS is able to process encrypted 
calls because it controls the call setup and par-
ticipates in the protocol used to exchange the 
encryption keys for the call. Archived calls are 
processed to produce a playable recording; this 
recording is then uploaded to OpenText™ Retain 
Unified Archiving over an encrypted connection.

Retain stores an encrypted copy of the recording 
maintaining data protection compliance levels. 
All recordings are stored in an admin mailbox to 
meet compliance requirements. Calls may also 
be stored in end-user mail boxes based on he 
the identity of the original caller and call recipient.

Retain provides indexing and storage services 
for all attachments and body text which facilitates 
high-volume searching, quick viewing, and easy 
retrieval and publishing of archived messages.

Retain meets all compliance regulations by pre-
venting users from deleting data such as voice, 
video, IM, email messages and attachments 
until after the messages have been archived. 
Archived data cannot be altered or deleted.

■ Reduces costs and storage space by 
securely archiving digital messages  
with true single-instance storage,  
which eliminates multiple copies of  
the same data set.

■ Flexible and intuitive search and publishing 
tools for eDiscovery and litigation.

■ Multiple platforms support in the cloud.

■ Dual index engine support for quick and 
easy data retrieval.

■ Multiple storage options, Hybrid, Private or 
Public cloud.

■ Archive all Data in Transit and at Rest, with 
Office 365 integration.

■ Message archiving without the hardware 
investment, maintenance costs, and  
resources associated with data storage.

Azure Cloud UK-NHS is secure and has redun-
dant data center under Retain management, 
keeping data fully protected and backed-up, 
eliminating the risk of server failure while shelter-
ing organizations from mail outages, productivity 
disruptions, and data loss.

Voice/Video/IM Call Retrieval
The archived voice, video, and IM data is ac-
cessible by end users and administrators di-
rectly through the Retain user interface, an 
email plugin, or the OpenText™ Retain Mobile 
archive app. End users can access and search 
their personal archive, administrators, or other 
named users can access, search and perform 

NetIQ eDiscovery by OpenText™ on the entire 
Retain archive. This enables your organization to 
quickly access, search, and audit the encrypted 
archived data.

Retain includes built-in NetIQ eDiscovery by 
OpenText™ tools that allow you to easily search 
all data stored in the archive, place litigation 
holds, print, forward, save, redact, and export 
archived data.

Retain enables regulatory compliance with 
MiFID-II, GDPR and other regulations through 
secure encrypted archiving, data access con-
trol, the audit trail (enabling you to have a record 
of all activity), WORM storage, quick and easy 
access and search of the archive, and mailbox 
and messages deletion (fulfilling the “right to 
be forgotten”).

Figure 1. Retain UM Labs



Deployment
RTC Cyber Security OS and Retain are designed 
to be deployed in any public or private cloud. All 
popular cloud services and virtualization hosts 
are supported especially Azure UK NHS cloud 
and Azure Stack for Skype for Business con-
tainers. As there is a need to have hybrid cloud 
hosting for some industries, UM-Labs R&D has 
designed the RTC Cyber Security OS to run 
across multiple implementations.

About OpenText
OpenText is a global software company with 
40 years of experience in delivering and sup-
porting enterprise software solutions that 
help customers innovate faster with lower risk. 
Retain Unified Archiving delivers multi-platform 

unified message archiving of all email, social 
media, instant messaging, web search, and 
mobile communication data for business in-
sights, case assessment, search, and NetIQ 
eDiscovery. OpenText is uniquely positioned 
to help customers maximize existing software 
investments and embrace innovation in a world 
of Hybrid IT - from mainframe to mobile to cloud.  
www.microfocus.com/opentext

About UM-Labs R&D
“We work to protect your business from criminal 
Interference” Cyber Security is the fastest grow-
ing challenge in today’s world of the Internet, ev-
eryday 24 hours a day there is a breach, a theft 
of data, listening on phone calls/video calls, 
messaging (IM) and even your location. 

Businesses have in the past tried to control 
attacks with outdated computing technics and 
this legacy is set against a backdrop of keep-
ing in with the status quo. The thirst for inter-
net content and the fast-growing use of Cloud 
technology increases the volume of criminal 
cyber-attacks on Video chat, Internet phone 
calls, IM and location

Over 234 million people use these communi-
cation services in business every day, a 21st 
century solution is required to protect and man-
age your business. UM-Labs are a creative and 
advanced R&D company with experts in com-
pute security software design, smart mobile 
technology and cloud computing.

The cloud solution is a unique layer of real time 
security software. This protects and encrypts 
Internet communications across all the cloud 
variants, it is easy to install and scales to thou-
sands of users from one virtual server, com-
pliant tested and certified customer reference 
sites in Europe and the US. 

Adopting UM-Labs 21st Century Innovation 
in Cyber Security will allow for true encrypted 
security on all Unified Communications and 
provide integration across the entire business, 
with no added capital cost. Cyber Security OS 
layer in any cloud is fully compliant and tested 
against new regulation GDPR, NIS and ENISA 
guidelines in the EU/UK and 23NYCRR500 in 
the USA. www.um-labs.com

Figure 2. OpenText™ Retain Mobile, OpenText™ 
Retain Email and OpenText™ Retain Circle
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Learn more at
www.microfocus.com/products/
retain-unified-archiving

www.microfocus.com/opentext

Connect with Us
OpenText CEO Mark Barre nechea’s blog

https://blogs.opentext.com/category/ceo-blog/
https://twitter.com/OpenText
https://www.linkedin.com/company/opentext?original_referer=
https://www.linkedin.com/company/opentext
https://www.microfocus.com/opentext
https://www.um-labs.com
https://www.microfocus.com/products/retain-unified-archiving/
https://www.microfocus.com/products/retain-unified-archiving/
https://www.microfocus.com
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