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Physicians May Send Orders by Text Message
As of May 2016, the Joint Commission has revised its position and will now allow physicians and other 
licensed medical practitioners to transmit medical orders via text message. The Joint Commission is 
a non-profit organization that accredits and certifies most US hospitals and healthcare organizations.

Retain Mobile at a Glance:
OpenText Retain Mobile archives SMS, MMS, BBM 
Enterprise, and phone call logs for Android, and it 
archives BBM, BBM Enterprise, PIN, SMS, MMS,  
and phone call logs for BlackBerry. Additionally,  
Retain archives all encrypted SMS text messages  
and dedicated business phone number data for iOS 
and Android, via the secure communications server,  
as well as BBM Enterprise. This means there is no  
need to tether or sync the device and archiving  
is done in real time. 

This decision by the joint commission rescinds 
a five-year ban on texting patient care orders. 
“Effective immediately, the Joint Commission 
has revised its position on the transmission 
of orders for care, treatment, and services via 
text messaging for all accreditation programs,” 
according to a statement published in the May 
issue of Joint Commission Resources.

According to the commission:
“Licensed independent practitioners or other 
practitioners in accordance with professional 
standards of practice, law and regulation, and 
policies and procedures may text orders as 
long as a secure text messaging platform is 
used and the required components of an or-
der are included.”

This decision is clearly a huge benefit to doc-
tors, hospitals, and other healthcare providers. 
It will make it much easier to provide clear and 
specific orders.

Implementing a Secure  
Mobile Messaging Platform
The Joint Commission has performed addi-
tional research and lifted the prohibition after it 
concluded that the security in texting platforms 
has become more secure. Facilities that make 
the decision to allow orders sent via text must 
first implement systems to meet the require-
ments of this decision.

They must implement a secure messaging 
platform that includes the following:

 ■ Secure sign-on process 

 ■ Encrypted messaging

 ■ Delivery and read receipts 

 ■ Date and time stamp 

 ■ Customized message retention time frames 

 ■ Specified contact list for individuals 
authorized to receive and record orders 

Facilities must also consider how text orders 
will be documented in a patient’s electronic 
health record. In addition to these specific 
instructions, hospitals and other accredited 
organizations that allow text orders are also 
advised to:

 ■ Develop an attestation documenting the 
capabilities of their secure text messaging  
platform

 ■ Define when text orders are or are not  
appropriate

 ■ Monitor how frequently texting is used  
for orders

 ■ Assess compliance with texting policies  
and procedures

 ■ Develop a risk-management strategy and  
perform a risk assessment

 ■ Conduct training for staff, licensed 
independent practitioners, and other 
practitioners on applicable policies and  
procedures

OpenText Retain™ Unified Archiving delivers a 
complete mobile messaging and compliance 
solution to healthcare organizations looking to 
provide secure and encrypted communication 
for iOS and Android devices.

Learn more at
www.microfocus.com/opentext

“We are doing everything we can to 
stay compliant with text messages 
and phone calls. The only way to say 
it and mean it is to have a system  
like Retain Mobile.”

STEVE CORDER

Asst. Athletic Director for NCAA Compliance
University of Detroit Mercy
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