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1.1

1.2

Welcome to ZENworks 2020 Configuration
Management!

Some endpoint management solutions can manage your organization’s servers. Others can manage
your workstations and laptops. And still others can manage your mobile devices.

However, few can do what ZENworks 2020 Configuration Management does—unify the
management of your organization’s server, workstation, and mobile devices into one system under a
single management console. And none can do it with the simplicity, uniformity, and control provided
by ZENworks.

But don’t take our word for it. Use this Evaluator’s Guide to check out ZENworks yourself. We’ll help
you look at how ZENworks performs on two of the most common endpoint tasks an organization
faces: delivering applications to devices and securing those devices. And we’ll help you do it on not
one but three of the major device platforms: iOS, Android, and Windows.

How to Evaluate ZENworks

1. What You'll Need for the Evaluation (page 5): Learn about the resources you’ll need for the
evaluation.

2. Install and Configure ZENworks (page 7): Install the ZENworks software and perform the
configuration tasks needed to use the product.

3. Managing Windows Devices via the ZENworks Agent (page 33): Windows devices can be
managed using the ZENworks Agent, native Windows MDM, or both. We’ll help you install the
ZENworks Agent on a Windows device and register it in your ZENworks zone, secure that
device, and then distribute applications to the device.

4. Manage Windows Devices via Windows MDM (page 49): Windows devices can be managed
using the ZENworks Agent, native Windows MDM, or both. We’ll help you MDM enroll a
Windows device in your ZENworks zone, secure that device, and then distribute an application
to the device.

5. Manage Mobile Devices (page 73): ZENworks manages iOS and Android devices using the native
MDM capabilities of those platforms. We'll help you enroll iOS and Android devices in your
ZENworks zone, secure the devices, and distribute apps to them.

6. Explore Other Areas (page 125): Learn about other areas of the product that aren’t covered in
the evaluation.

What You’ll Need for the Evaluation

Here’s a heads up on some of the resources you’ll need in order to run through this evaluation. More
information about these requirements is provided as needed in the sections that follow.

Welcome to ZENworks 2020 Configuration Management!
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1.2.1 ZENworks System

O A ZENworks server. This can be either a supported hypervisor where you can run the ZENworks
Virtual Appliance or a server (physical or virtual) where you can install the ZENworks software.

O An LDAP directory. ZENworks user authentication and user-based management requires access
to an LDAP user directory.

1.2.2 iOS Device Management

O AniOS device. This is a test device for you to see how ZENworks manages policies on the device
and distributes apps to the device. It needs to be running a minimum of iOS version 10. You're
going to play with settings so we recommend it be a clean device that you can reset when
finished.

O An Apple Business Manager account or Apple School Manager account. Required if you want
to see how ZENworks manages enrollment of iOS devices purchased through the Device
Enrollment Program (DEP) or how ZENworks supports distribution of apps purchased through
the Apple Volume Purchase Program (VPP).

O Two Apple ID accounts. One ZENworks-dedicated account to link ZENworks to the Apple Push
Notification Service. A second individual account to receive apps distributed through ZENworks.
Required for managing iOS devices.

1.2.3 Android Device Management

O An Android device. This is a test device for you to see how ZENworks manages policies on the
device and distributes apps to the device. It needs to be running a minimum of Android 5.
You’re going to play with settings so we recommend it be a clean device that you can reset
when finished.

O A Firebase account. This is a Google account you can use to access Firebase to set up Firebase
Cloud Messaging services for ZENworks. We recommend that you use a ZENworks-dedicated
Google account.

O An Android Enterprise account. This is a Google account you can use to register with the
Android Enterprise program. This is required to enroll Android devices in ZENworks and
distribute managed Google Play Store apps to the devices. It can be the same account you use
for Firebase.

1.24 Windows Device Management

O A Windows device. This is a traditional Windows 10 desktop or laptop. As with the mobile
devices, you'll use it to test policies and apps.

O A Microsoft Partner Center account. This is a paid Microsoft subscription that you can use to
set up Windows Notification Service. This is required if you want ZENworks to use the Windows
modern management (MDM) capabilities to manage Windows 10 devices.

Welcome to ZENworks 2020 Configuration Management!



2.1

Install and Configure ZENworks

As a Unified Endpoint Management and Protection solution, all ZENworks Suite products (Asset
Management, Configuration Management, Endpoint Security, Full Disk Encryption, and Patch
Management) use the same ZENworks infrastructure. This means that when you complete the
ZENworks installation, not only can you evaluate ZENworks Configuration Management but you can
also evaluate any of the other products. The products can then be licensed individually or as a Suite.

+ Section 2.1, “Download ZENworks Software,” on page 7
+ Section 2.2, “Create a ZENworks System,” on page 12

+ Section 2.3, “Connect to a User Source,” on page 13

+ Section 2.4, “Enable MDM Communication,” on page 16

Download ZENworks Software

To download the ZENworks software, you need a Micro Focus account. If you don’t already have an
account, no worries, we'll help you easily create one through our free trial website. Not only does
your Micro Focus account let you access the ZENworks software, it also gives you access to trials for
other Micro Focus products and membership in the Micro Focus product communities.

1 Go to the ZENworks 2020 Suite Trial Registration page (https://www.microfocus.com/products/
zenworks/free-trial).

Complete the Form to Access Your Trial

Start Your Free 60-Day
ZENworks Suite Now

NO CREDIT CARD REQUIRED

the full-featured ZENworks Suite

@ Collaboration

Share and evahs

Install and Configure ZENworks
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2 If you already have a Micro Focus account, click the Sign In link in the top right corner of the
form and sign in to your account. Then continue with Step 3 below.

or
If you don’t have a Micro Focus account:

2a Fill in the form to provide information for your account, then click Start Free Trial.

Your account is created and the following page is displayed.

rIIJEIZEg Solutions  Products  Support&Services  Partners  Events  About Support Login - Contact Us Q
Thank you for your interest in ZENworks Suite
What happens next?
Validate your email Request a trial Access your product Stay in touch

21l reach

2b In your email account, open the Micro Focus Account email and click the Validate Email
link.
2c Sign in with your Micro Focus account username and password.

After successful login, your email is validated and your Micro Focus account is activated.

D MICRO
FOCUS % language < Login Community Contact Us

Search

Products & Solutions Support & Services Partners Events About Free Trials

Validate Email

2ss has been successfully validated. You should now be able to access any site that requires

Your email addr

a valid emai

Install and Configure ZENworks



2d Click Continue to return to the ZENworks Suite trial page.

a hack. Darrin.

Ready to begin your trial?

W

Start Your Free 60-Day
ZENworks Suite Now

NO CREDIT CARD REQUIRED

Efficiency

Easy same-day instaliation

Complete Access
nefits and functionality of the full-featured ZENworks
B

Collaboration

Share and evaluate LE| i With your whole team.

3 Click the Request Trial link.
4 In your email account, open the MFI Trials and Eval email and click the Sign in link.
5 If prompted, sign in with your Micro Focus account username and password.

Your Micro Focus Software and License Distribution (SLD) portal is displayed.

Terms and Conditions

By clicking =1 Accapt” balow, you agres, on behall of or a§ the licersee of the Micre

6 Click | Accept to agree to the terms and conditions for Micro Focus software products.

7 Click OK to dismiss the How to access your License Entitlements and Software Downloads dialog.

Install and Configure ZENworks 9



Products & Solutiens Suppart & Services Partners Events About Free
D cack | (] Conract s [ Selfiielp | Erglish v zen3030evelggmelicom | %
fome Entitlements Downlosds Activations Rebosts Access Managemant  Rep

View Entitlements

% | Search

TO-0050

EVALLATION A

@ Supparted Entitements § () Available for Activation @ (0 Availabile far Update § ) Unsupparted Eatitiements §f

@ 1o nctrmte mar than ane entitiement. dick an " Ausiabis inr Arthabian”

Expand AN | Collapae All

Teral Avallable SupporT Unir of
Product Name Order Number = . Action
1 1 Uses/Dievice

TO-E05 1

Ervirsament Type: PRODUCTION

8 Activate the product:
8a In the product list, click the Activate link for the ZENworks Suite Evaluation Sub SW-E-LTU

entry to display the License Activation page.

= zeal0itewiomaloon | et

License Activation

DUCTION

Envirenmant Type: FAC
lecking infoemation. Select the product and assoclated version and quantity

Please enter the Iensing

ctivate. Fislds marked with an asterisk (*)

are required
Lst | Searcn | Add
T Auto-generste Name

Target bame *

Arshvation Note.

il Comtirmstion Adress [ |PI0E0evsggmat com x

L] Froduct Hams

[[]  zuviwerics Seite Beatustion Sub W B-LTU
Broducss: EV-AADES

8b In the Target Name field, enter ZENwor ks Ser ver.
8c In the list, select ZENworks Suite Evaluation Sub SW E-LTU, select 2020.02 for the version,
enter 1 as the quantity to activate, then click Next.
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8d Click Submit to confirm the activation details and display the Activate Results page.

You’ll quickly notice that there are a bunch of different download files. The files you need
depend on whether you want to use the ZENworks Virtual Appliance or perform a traditional

install.

Virtual Appliance: ZENworks is available as a virtual appliance that can be deployed to a
supported virtual infrastructure. The appliance is built on a customized SUSE Linux Enterprise
Server (64-bit) and comes pre-installed with ZENworks.

We strongly recommend that you use the appliance for the evaluation. Why? Because the
appliance is convenient, easy to use, and doesn’t require you to supply an operating system

license.

EMIEHD

FOCUSB

Products & Solutions Support & Services Partners Events About Free Trials
o

Homi Entalements Downloads Actvations Reb

Activation Result

Software Downloads

TENworks Server

CIFeRls
P 3 & Sal 3 part & Partners
SLo
Home Entittements Downloads Activations Rehasts [dentity Aczess Management

» | centdteelfgmeloam | 4

Email A1l Details |

Account Name: Darrin_VandenBos_Personal_Account

Product:

Product Hame:

Verzlon:

Downlead Selected U

@ By downinading the software below. you agree. on behall of or as the Beenses of such saftware, that you have read and heveby acoept That. uniess stherwiss agreed in wiiting by Micra
Focus the End Liser License Agreement and any associated Additional License Authorizations located
sy b smbacded within such softwars

TERWIE 000 UoaIred Ho
TENwrka 2020, Updated Applisssce b b4 ova

ZEMworis 2020 Uedared ASgiaekexbb_g4 Hp 001
TENnrks 2020, Uodated, Acclise nBb,_ b4 2ip 002

TESewerka 2030, Lipcated_Appiisnce-cB,_ad 2ip 003

ESUTE020UZ

ITE0I0UZ

SSUTEOI0UZ

TRUTEICI0UY

SUTE0I0U2

v

—

- for such software shall anply and supersede different boense Terma fhat

o Sotrware
- S

L Sattware
b Settuare
- Sattware

Install and Configure ZENworks
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The appliance is supported on the following hypervisors.

Hypervisor File to Download
VMware ESXi 6.x ZENworks2020 Update2_Appliance-
VMware Workstation 6.5 and newer (use in non- x86_64.ova

production environments only)

Microsoft Hyper-V Server Windows 2012 | 2012 R2 | 2016 ZENworks2020_Update2_Appliance-
| 2019 x86_64.vhd.zip

ZENworks2020 Update2_Appliance-
x86_64.vhdx.zip

XEN on SLES 12.x |15.x ZENworks2020_Update2_Appliance-
x86_64.xen.tar.gz

Citrix XenServer 7.x and Citrix Hypervisor 8.x ZENworks2020_Update2_Appliance-
x86_64.xva.tar.gz

Traditional Install: You can install the software on a server listed below.

Operating System File to Download

Windows 2012 Server x86_64 ZENworks_2020_Update2.iso
Windows 2012 Server R2 x86_64

Windows 2016 Server x86_64

Windows 2019 Server x86_64

SLES 12 SP4 | SP5 x86_64 ZENworks_2020_Update2.iso
SLES 15 | SP1 | SP2 x86_64

10 Click the Download link for the files you want to download.

2.2 Create a ZENworks System

After you’ve downloaded the ZENworks software, you are ready to install the ZENworks Primary
Server and establish a management zone. The Primary Server manages the devices that register in
the zone. For example, application and policy configurations are distributed by the Primary Server to
the managed devices.

Refer to the appropriate section for installation instructions:

+ Deploy the ZENworks Virtual Appliance (page 12)
+ Install the ZENworks Software (page 13)

2.2.1 Deploy the ZENworks Virtual Appliance

1 Make sure the host machine has at least 16 GB RAM and 130 GB free disk space, and has a static
IP address or a permanently leased dynamic (DHCP) IP address.

2 Import the ZENworks Virtual Appliance into your hypervisor to create a new virtual machine.

12 Install and Configure ZENworks



3 After the virtual machine has been created, add a second hard disk of size 40 GB. The first disk
(90 MB) is used for the Appliance while the second disk (40 GB) will be used to store the
ZENworks data.

4 Power on the new virtual machine.
5 Follow the prompts to configure the virtual machine and then the ZENworks Server and zone.
For this evaluation, we recommend the following:
+ Create a new ZENworks Management Zone.

+ Use the embedded PostgreSQL database. Even if you use Oracle or MSSQL database in your
environment, using the embedded PostgreSQL database is more convenient and quicker.

+ Use the internal Certificate Authority. Even if you use an external CA in your environment,
using the internal CA is more convenient and quicker.

If you need more details, refer to the ZENworks Appliance Deployment and Administration Reference
(https://www.novell.com/documentation/zenworks-2020-update-2/zen_ca_appliance).

2.2.2 Install the ZENworks Software

1 Make sure the target server has at least 16 GB RAM and 80 GB free disk space, and has a static
IP address or a permanently leased dynamic (DHCP) IP address.

2 Login to the server as a user with administrative rights.
3 Mount the ZENworks ISO and run the installation program:
+ Windows: Run set up. exe.
¢ Linux: Run set up. sh.
4 Complete the installation wizard.
For this evaluation, we recommend the following:
+ Create a new ZENworks Management Zone.

+ Use the embedded PostgreSQL database. Even if you use Oracle or MSSQL database in your
environment, using the embedded PostgreSQL database is more convenient and quicker.

+ Use the internal Certificate Authority. Even if you use an external CA in your environment,
using the internal CA is more convenient and quicker.

If you need more details, refer to the ZENworks 2020 Server Installation Guide (https://
www.novell.com/documentation/zenworks-2020-update-2/zen_installation).

2.3 Connect to a User Source

ZENworks ties into your LDAP user directory (Microsoft Active Directory or NetlQ eDirectory) in
order to provide user-based management of devices.

For mobile devices, a user source is required because device authentication and enroliment are both
associated with the device’s user, not the device.

Install and Configure ZENworks 13


https://www.novell.com/documentation/zenworks-2020-update-2/zen_ca_appliance
https://www.novell.com/documentation/zenworks-2020-update-2/zen_installation

14

23.1

2.3.2

For workstations and laptops, a user source is not required; however, connecting to a user source
provides device management based on both the device and the logged-in user.

+ Select an Evaluation User (page 14)

+ Connect to an LDAP Directory (page 14)

Select an Evaluation User

You need an LDAP user account that you can use for the evaluation. To enroll mobile devices with
the user, you'll need to know the account credentials (username and password). You can use an
existing account, or you can create an account. Throughout this evaluation, we use ZENUser.

Connect to an LDAP Directory

1 Log in to ZENworks Control Center:

1a

1b

In a web browser, enter the following URL:
https://ZENwor ks_Server _Addr ess

Replace ZENwor ks_Ser ver _Addr ess with the IP address or DNS name of the ZENworks
Primary Server.

Specify Administrator as the username, specify the password you defined during
installation, then click Login to display the Welcome page.

ZENworks.,

Welcome, Administrator  Helpw  Logat (%)
Tanes TEMMRD

_ Welcome to the ZEMworks Control Center

Bl Desirpment Comprehensive, Web-tased console of IEHworks products.
[= - This Getting Started page infroduces the concepts and tasks yourll need to understand when using ZEHworks Contral Conter to manage devices,
Jugrs "
R v /> Zone Configuration
B rolicie: Set i your Management Zone to take full advartage of ZENworks management capabdlities. You should complete this configuration before you start defining devices in your zone.
& bundes

03 creme and grougs for organizing devices, Leam about it heve.
B aser massgement —
@ create registration keys or rules to

dace devices in folders and groups. Learn about it bere.

B Secwity

B Define LOAP directories to use 2 authoritative user sources, Lasm about it he,

38 moserm i3 Create additional adminkstrator accounts to support diffenent types of roles. Learm about it here.
Madarn Mansgemant

o Reports @ modify zone configuration settings. ‘our zoe I preconfigured with the mast common settings. Hf necessary, you can change the settings. Leam about It bers.

@ it and Meszages N .
Install the ZENworks Agent on devices to register them as managed devices in your zone.
B oisgrosties . .
Disgover devices on your network. Learn abeut it herg.
X Contiguration
Impart devices from a comnia-separated values (C5V) file. Learn about it hbre.

Frequemtly Used =
B install the ZENworks Agent on devices, Laarn about it bre.
Quick Tasks. ~
Display Cick Tasks for View system messages and create reports to monitar the activity within your zone.
® Current Session & vie rrnational, warning, and error messages generated for ma Learn about it here.
All Sevsions

M) Crante 3 watch list of Gevices whose activity you want to clasely mantor, O, view 3 hot Hist of the Gavices that are generating waring or error messages. Leam about it e,

B Generate reports for devices and much mare. Lear abaut it hgre.
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2 Click Configuration (in the left navigation pane).

ZENworks, Welcome, Miminttrator  Helpw  Logot (%)
Toee: TEROZ0
-
A Home Configuration  Registration  Asset Inventory  Asset Management  System Updates  Locations  Administrators  Certificates  ActiveSyne  Performance Upgrade
[~ Qe —
2 Oevices Management Tone Settings -~
B Usens Bundle, Policy and Content v
Device Management v
B rolicies
& Discovery and Deployment -
Bundles =] o -
B s -
B secuty Invenkary .
B subscrite and Share e -
- Service Detk Management w
12 uodern Management
Audit Management ~
2 Regorts ey .
@, Audit and Messages Push Notification -
=] Dlagnastics Tirliruetry e
(X oo [ “
Windows 10 MDM b4
Configuration Tasks ~
Mhessage Cleanup Sorvor Hierarchy "
Dovwnload ZENworks Tools
Pasyword Key Generator
User Sources -~
Froquently Used ~ Hoarws
Status  Mame Simpie Erwoliment Comain Alias
Quick Tasks | | No items ovailable.
Otsplay Quick Tasks for:
® Curent Session Lice ~
All Sessions
Suite Licensing
Product/Component Hame Licerae State
EEHworks 2000 fuite Mot Licensed
1040 4 ftems M4 1 e H s 5 v items

3 In the User Sources panel, click New to launch the Create New User Source wizard.

Conliguratian » Create Hew Lier Source

Creaie New User Source

£ Step 1: Connection Information

Bundla and Pollcy obects to be assigned to identitios contained in an LDAP directory Pleass

Eonmection Hame:”

Address:”
use 550
Port: |636 =

e LDAP Context
[ thgnal)

(€. de=Company,dc=com)

[ ignare tynamic Groups In ebirectary

Bext > Caneeld

4 On the Connection Information page, define the following connection information, then click
Next:

+ Connection Name: Specify a descriptive name for the connection to the LDAP directory.
+ Address: Specify the IP address or DNS hostname of the LDAP directory server.

+ Use SSL: Disable the option if the LDAP server is not using the Secure Socket Layer
protocol.

+ Port: If your LDAP server is not listening on a default port (636 or 389), select the correct
port number.

+ Root LDAP Context: The root context establishes the ZENworks entry point into the
directory. If you don’t specify a root context, the directory’s root container is used.

Install and Configure ZENworks 15



+ Ignore Dynamic Groups in eDirectory: Leave this option unchecked.

5 (Conditional) On the Certificate page (which is displayed only if the connection is using SSL),
verify the certificate information, then click Next.

6 Onthe Credentials page, specify a Read-only username and password that ZENworks can use to
access the directory, then click Next.

7 On the Authentication Mechanisms page, select Username/Password, then click Next.

8 On the User Containers page, add the container where your evaluation user resides, then click
Next.

9 Complete the wizard.

2.4 Enable MDM Communication

You need to complete several system configuration tasks to enable ZENworks to communicate with
devices via their native push notification services. This includes defining your ZENworks Primary
Server as a Mobile Device Management (MDM) Server and then connecting the MDM Server to the
Windows, Apple, and Google push notification services.

+ Designate an MDM Server (page 17)

+ Enabling Push Notifications for Windows Devices (page 19)

+ Enabling Push Notifications for iOS Devices (page 25)

+ Enabling Push Notifications for Android Devices (page 28)

16 Install and Configure ZENworks



24.1 Designate an MDM Server

A ZENworks Management Zone must have at least one ZENworks Primary Server that is designated
as an MDM Server. For this evaluation, you only have one ZENworks Primary Server, so you need to

designate it as your MDM Server:

1 In ZENworks Control Center, click Modern Management (in the left navigation pane).

ZENworks. Welcome, Adminitrator  Helpw  Logout [

N Home Getting Started  Apps Catalog
B epiogme
==
e Managing Windows 10 Devices  Managing Andraid Devices  Managing i0%/19ad0S Devices
B e
B policies . . . y . .
Getting Started with Managing Windows 10 Devices Using MDM
& tunde
B cset Management Configure ZEHworks Servors ta communicate with Windows Sorvicos ~
B secuty . " :
ZENworks servers need to be configured to access the Internet and communicate with devices.

B3 Subscrite and Share
P2 s @) omsmtns i
i Regorts A2/ ot contipred gty

@ Audit and Messapes
Check if the certificates used by the MOM Sarver canfor to

B oisgnestics Designate one or mare Brimary Senwers in the DM 35 an MOM
Server. Devices are enrolied and managed wusing the MDM the requirements. Also, check I the required ports are open
K Contiguration
Server. The MOW Servers willl send push notifications n ...MORE o the MOM Server.
Configuration Tasks ~
" Al MDA Sirver For more information, click the balow cons
Messape Cleanup
Basyword Key Generator o o
Frequently Used &
Cuick Tasks - -,
Dbsplay Guick Tasks fors @ ) Configure Push Natification Service
® Cument Session W/ b contipred

) All Sessions
Configune Windows Notification Services (WHS) to allow
ZENworks to send push notifications to windows devices.

Confligura WHS

2 In the MDM Servers panel, click Add MDM Server to display the MDM Servers page.

Cfigation > MOM Servens . v
MDM Servers
ernet-facing ZENwmrks Primary Servers ar DM Servers 1 manspe nobie devices
~

MDA Sarvers

1] i metiple DMS names can be used to connect to the MOM servers, then select an applicable Default DS Hame
by navigating to the Primary ServersSettings-> Infrastructure Management->Oefault DS Mame page.

add

bame Access Contrel

o items mwrilable.

3 Inthe MDM Servers list, click Add, select your ZENworks Primary Server, then click OK to add it
to the list.

4 Click OK to save the MDM Servers list.
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You are returned to the Modern Management Getting Started and the MDM Servers panel
shows that an MDM Server is configured.

ZENworks, Welcnme, Adminitratee  Meipw  Lopmt [
s JLRGNR0
-
A Home Getting Startad  Appe Catalog
2 eployment
& Devices
Managing Windows 10 Devices Managing Androld Devices Managing #05/1Pad0s Devices
R v e —————
B policies - . . . . .
Getting Started with Managing Windows 10 Devices Using MDM
n Bundles
B et management ‘Configure ZEMworks Servers to communicate with Windows Services ~
B security . N .
ZENworks servers nead 1o be configured 1o access the Internet and communicate with devices.
B Subscrite and Share
“ Madern Management o -
= F MDM Servers a\ Chack Certificate and Ports
A Reports Configured 2ol
@, it and Messapes
B visgnossics Designate one or more Primary Servers in the DIZ a5 an MDM Check if the certificates used by the MM Server conform to
K Configurath Server. Devices are enrolled and managed using the MDM the requirements. Mo, check if the required ports are open
anfiguration
Server. The MOM Servers will send push notifications n .. MORE on the MOM Server.
Configuration Tasks -~
Add MDM Server For more information, click the below icons
Mestage Cleanup
Pavyword Key Generator ﬁ a
Froquently Used -~
Quick Tasks -
Dirptey Cyuick Taskas fors b Canfigura Push Natification Service
® Current Sesion Mot Configared
) &t Sessions

Configure Windows Notification Services (WNS) to allow
ZENworks to send push notifications to Windows devices.

Configure WS

18 Install and Configure ZENworks



2.4.2 Enabling Push Notifications for Windows Devices

Windows Notification Services (WNS) enables the ZENworks MDM Server to enroll and manage a
Windows device. The ZENworks MDM Server authenticates to the Windows Notification Services
which routes ZENworks notifications to the device.

In order to use Windows Notification Services, you must create a Windows app in the Microsoft
Partner Center.

1 In ZENworks Control Center, make sure you are on Getting Started with Managing Windows 10
Devices Using MDM.

ZENworks, Welme, Adminstratee Welpw  Lopat )
Lore: JUNNROD
-
M Home Getting Started  Apps Cataleg
B peptoyment
B pevices X
Managing Windows 10 Devices  Managing Androld Devices  Managing 10S/1PadOs Devices
B e e —
B rolicies . . . . . .
Getting Started with Managing Windows 10 Devices Using MDM
“ Bundles
B asset management Configure ZERworks Servers to communicate with Windows Services ~
& ZENworks servers nead 1o be configured 1o access the Internet and communicate with devices.
[« S ar,
R MDM Servers ( % \ Check Certlficate and Ports
) |
@ Reports &/ cCosfigues bl
B Audic and Messapes
B bisgnossics Desigrate one or more Primary Servers in the DIE a5 an MDM Check if the certificates uwed by the MOM Server conform to
K Cenfiguration Server. Devices are enrolled and managed using the MDM the requirements. Mo, check if the required ports are open
Server. The MOM Servers will send push natifications n .. MORE on the MOM Server.
Configuration Tasks -~
Add MDM Server For more information, click the below icons
Mesage Cleany i
Passward Key G 17
sswerd Key Generatoe & &

Froquently Used -~
Quick Tasks ~ H\

Esplay Quick Tasks for: @ Configure Push Motification Sorvice

® Crent Session W e Confipre

Configure Windaws Notification Services (WHS) to allow
ZENwnris to send push notifications ta Windows devices.

Configure WHS
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20

Notification Service settings.

Configuration > Windows Notification Service

Windows Notification Service

Configure Windows Notification Service to communicate with Windows 10 devices

Windows Notification Service Configuration

To configure WNS, you need to create

To enable ZENworks to communicate with Windows 10 managed devices using Medern Management, Windows Notification Service (WNS) should be configured.

¥indows app in the Microsoft Partner Center.

For more information, see the Online Documentation.

After creating the app, note down the Package Full Name (PFN), Package SID and Application Secret associated with the app. Specify these details while configuring WNS in the section below.

Important: Creation of a Windows app in the Microsoft Partner Center requires a paid subscription from Microsoft.

443,

Configure WNS

Package Family Name(PFN):
Package SID:

Application Secret:

oK Cancel

© 17 zENworks MDM servers are behind a corporate Firewall, then ensure that the servers are connected to the WNS servers through TCP port

3 Create a Windows app in Microsoft Partner Center:

3a Click Microsoft Partner Center.

3b Sign in with your account username and password to display the Overview.

Micrasaft Partner Center

Directory: «

B Windows & Xbox

kZ] Owverview

B Engage

o B
Overview
Namne 1 Type ncluded  Status

3¢ Click Create a new app.

3d Enter a name (such as ZEN2020Eval), check its availability, then click Reserve product name

to display the Application Overview.

Install and Configure ZENworks

In the Configure Push Notification Services panel, click Configure WNS to display the Windows



Microsoft Partner Center £ Search Q B ? i3] i3

Application overview

Submissions

ability details. dess
wady 1o ship, you can sl

Add-ons

3e Click Overview (in the left navigation pane) to display the Overview list with the application
you reserved.

B Microsoft Partner Center pal arch Q B ? & =
Overview
Directory: \ &=, = |5 3 sk £
Name 4 Type Included  Status
BN Windows & Xbax
- Bl zemaoacewa A 0 adecrs
ol L pme e gnaam
3f Click the application name to display the Application Overview.
a] B o =]

ZEN2020Eval . . . -
bt = Application overview
| Application overview
S SO Submissions

Product management

Services

Add-ons

3g Click Product management > Product Identity to display the Product Identity.
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ssoft Partner Center

e “  Product identity

1 has 3 unigue identity, assigned b
T using Visual Studia, this is done

o
dat,

Application avarview

Add-ons

Include these valses in your package manifest

Analytics ' Package/Identity/Name
Product management B
ackage/identity/Publisher

Product Identit
| ¥ Package/Properties PublisherDisplayhlam  7¢ g, o

@ 3pp nAmes

g the “package family” 1o which all of its packages belong

these elements declare the identity of your app. estabist
packages will have additional details. such as architecture and Verssan.

Services

The gackace Sl can abio be sopeeszad i
Farsily Name (FFN)

laegdin the mapifes
o

PR 2 Lo Y | LES [ A E B
Package SI0

You can share the direct link and Store 10 to help custamers find your app in the Stare:

Store 1D INXZENLPAVES

3h Copy the Package Family Name (PFN) to a text editor. You'll copy two additional pieces of
information to the text editor in the next few steps so label the PFN to identify it.

3i Click WNS/MPNS to display the Push Notifications.

Microsoft Partner Cente > o B 7 q
ZEN2020Eval = oy .
ot # Push notifications
Application overview Windows Push Notification Services (WNS) and Microsoft Azure Mobile Apps

Add-om The Windews Fush Nebfical NHS) enables you to send tosst tile, badge

service, L

and raw updates from yo

Analytics
Cuerview Product management

Product Identity

Product

Manage app names

Attract
Manage packages

Engage WNE/MPNS

Anabyre Services

crosoft Appl 3 Feedback

ZEN2020Eval

ZEN2020Eval Registration

r hel ir applicat

Properties
Mame

ZEN2020Eval

Application Id
00000000483 2EB45
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3k Copy the Application Secrets and the Package SID to a text editor and label them to identify
them.

Application Secrets

_32Guiis Gt

IC: 236524y I Version 0 Current

Windor

s Store

Package SID

This is the unique identifier for your Win

tore app.

I ms supifis =15 221000057 1009-1535 4168 y-26553200 T2 -

31010 772-1572050488 351724663 I

Application Identity

To set your application's identity values manually, open the AppManifest.xml file in a text editor and set these attributes of the <identity> element using the values shown here.

34€Z0rg.co.in ciii207 3 val” Fubliskzr

UN=7 _PEIF(-~103-A10E -A: “F-CBUOBAAEDT />

Link to different app

3l Log out of Microsoft Partner Center.

4 In ZENworks Control Center, return to the Windows Notification Service settings.

Configuration > Windows Notification Service

-
Windows Notification Service
Configure Windows Netification Service to communicate with Windows 10 devices.

Windows Notification Service Configuration ~

To enable ZENworks to communicat
To configure

with Windows 10 managed devices using Modern Management, Windows Notification Service {(WNS) should be configured.
S, you need to create a Windows app in the Microsoft Partner Center.

After creating the app, note down the Package Full Name (PFN), Package SID and Application Secret associated with the app. Specify these details while configuring WHS in the section below,
For more information, see the Online Documentation.

Important: Creation of a Windows app in the Microsoft Partner Center requires a paid subscription from Microsoft.

© 17 zENworks MDM servers are behind a corporate Firewall, then ensure that the servers are connected to the WNS servers through TCP port
443,

Configure WNS

Package Family Mame(PFN):
Package SID:
Application Secret:

0K Cancel

5 Click Configure WNS, provide the Package Family Name (PFN), Package SID, and Application
Secret from your Windows app, then click OK.
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Configuration > Windows Notification Service es -

Windows Notification Service

Configure Windows Notification Service to communicate with Windows 10 devices.

Windows Notification Service Configuration ~
To enable ZENworks to communicate with Windows 10 managed devices using Modern Management, Windows Notification Service (WNS) should be configured.

To configure WNS, you need to create a Windows app in the Microsoft Partner Center.

After creating the app, note down the Package Full Name (PFN), Package SID and Application Secret associated with the app. Specify these details while configuring WNS in the section below.

For more information, see the Online Documentation.
Important: Creation of a Windows app in the Microsoft Partner Center requires a paid subscription from Microsoft.

© 15 ZENworks MDM servers are behind a corporate Firewall, then ensure that the servers are connected to the WNS servers through TCP
port 443.

The WNs configuration is valid and you can now send push notifications to enrolled Windows 10 devices.

Edit Configuration

Package Family Name(PFN): 7349Zorg.co.in. ZEN2020Eval_dbyb7vekoks16
Package SID: ms-app: / /5-1-15-2-1000857109-1585741039-2655338052-4057186696-2551115772-1612150468-851736658

Application Secret:

Test Configuration

oK Cancel

6 Click Test Configuration to validate the configuration.
7 Click OK to close the Windows Notification Services page.
8 Return to the Getting Started with Managing Windows 10 Devices Using MDM.

Windows Push Notification Service shows as successfully configured.

ZENworks,

IErworks servers need to be configured to access the Intemet and communicate with devices.

A ame Getting Started  Apps Cataleg
B tepioyment
D eviees ) ) ) - .
Managing Windows 10 Devices managing android Devices managing 05 iPados Devi
B e —_—
) (lz Getting Started with Managing Windows 10 Devices Using MDM
& cuncles
B fsset Management Configure ZEMworks Servers to communicate with Windows Services -
B secunty
|+ ]

Subscribe and Share

] — -
i A B DM, Servirs ('%j Check Certificate and Parts
M Repors Configured R ’s

B audit and Messages

B tiagrostics Detignate ane or mane Primary Servers in the DMZ ¢ an MOM Chack if the certificates usad by the MOM Sarver canform to
K Configration Server. Devices are envolled and managed using the MOM the requirements. Alsa, check if the reguired ports are open
Seever. The MM Servers will send push netifications n...MORE on the MOM Server.

Configuration Tasks -
Add MDI Server For more information, click the below icons

Message Cleanup

Password Key Generator - -
Frequently Used -
Quick Tasks ~

Disely Chaick Tasks for: @ Configure Push Notification Service

@ Current Session - Confiqured

1 AL Sessions

Configure Windows Notificatian Services (whs) ta allow
TENworks to send puth notifications to Windows devices.

Configure WHS
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2.4.3

Enabling Push Notifications for iOS Devices

Apple Push Notification service (APNs) enables the ZENworks MDM Server to notify an iOS device
when the server requires information from the device or has changes for the device. The ZENworks
Primary Server communicates with the Apple Push Notification service, which then pushes the
notification to the device. After receiving the push notification, the device contacts the MDM Server
directly to provide the requested information or receive the changes.

In order to use the Apple Push Notification service, an Apple Push Notification service certificate is
required. The APNs certificate allows the ZENworks MDM Server and iOS devices to authenticate
securely to the service.

Apple Push Notification service certificates are issued by Apple. The following steps help you create
the Certificate Signing Request (CSR), submit the request to Apple, and import the Apple-issued
APNs certificate into your ZENworks zone.

1 In ZENworks Control Center, go to Getting Started with Managing i0S/iPadOS Devices.

Welcome, Adminarator Helpw  loget ()

Getting Started  Apps Catalog

Managing Windows 10 Devices Managing Androld Devices Managing 105/1Pad05 Devices

Getting Started with Managing 105/1Pad05S Devices

Configure TEMworks Servers for Communication with Apple -~

,% Check Certificate and Ports

Chack If the certificates used by the MDM Server conform to

ull ull
Frequently Used ~
Quick Tasks - —
Discay Quick Tacks for: a) ) Configure Push Hatification Service
® Curres 'l Hot Configured
Il Sessi
Configure Apple Push Notification Senvice (AR to allow
ZEnwarks to send push notifications to Apple devices,
Configure APHE
- E
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2 In the Configure Push Notification Service panel, click Configure APNS to display the Apple Push
Notification service settings.

Configuration > Apple Push Notification -

Apple Push Notif

Configure the Apple Push Notification Server certificate to manage 105 devices.

Apple Push Hotification Certificate

rvice and your Apple devices. you must first create a Certificate Signing Request

ed to allow ZENworks to communicate with the Apple Push Notifi i es.
and then import the certifica

o Focus, submit the signed request to Apple to obtain an .J-PNar

© 1 zENworks MDM Servers are behind a corporate firewall, ensure that these servers or the associated MDM proxy servers are connected to
the APNs servers on TCP ports 443 and 2197 for the entire 17.0.0.0/8 address block.

Create a Certificate Request.. ~ Apple Push Certificates portal

Subject:
Expiration:
Key Length:

oK

3 Create a Certificate Signing Request:
3a Click Create a Certificate Request.
3b Fill in the certificate details needed in the request:

Organization Apple ID: Specify a valid Apple ID in email format (for example,
apns@microfocus.com).

Best practice dictates that this should be an Apple ID created specifically for managing your
corporate Apple Push Notification service certificate and not an Apple ID used for a
personal account.

Organization Unit: Specify the name of the organizational unit (division, department, or so
forth) to which you belong. For example, IT, IS Department, Technical Services Group, or
Business Services.

Organization Name: Specify the name of your organization. For example, Micro Focus.
City or Locality/State/Country: Specify the location information for your organization.
Key Length: Specify the key length that satisfies your corporate policy.

3¢ For the Micro Focus (Novell) Customer Center credentials, use ZENeval as the username
and zeneval! as the password).

The Certificate Signing Request must be signed by an approved Mobile Device
Management (MDM) vendor, in this case Micro Focus. The Micro Focus Customer Center
credentials enable Micro Focus to sign the request.

3d Click Submit for Signing.

3e After the Certificate Signing Request file is signed by Micro Focus, save the signed CSR file
to a location of your choice.

If desired, you can change the default filename, apns- novel | . csr, before saving the file.
4 Submit the Certificate Request to Apple:
4a Click Apple Push Certificates Portal to open the Apple Push Certificates Portal web site.
4b Sign in with your Apple ID and password.
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Apple Push Certificates Portal

Get Started

Create a push certificate that enables your thisd-party server 1o work with the Apple Push
Natification Service and your Apple devices.

Creabe 8 Lerfonte
am more abaut Mohile Device Management
What abowt 05 X Ssrver?
. - . e " i ’ w &

4c Click Create a Certificate, then follow the prompts to upload your Certificate Signing
Request file and create an APNs certificate.

4d After the APNs certificate is created, download the certificate.
5 Import the APNs Certificate:

5a Click Import APNs Certificate.

5b Browse for and select the APNs certificate file, then click OK.

The default name for the certificate file is MDM_ Novel | Inc_Certificate. pemThe
certificate is imported into your zone and the certificate’s subject, expiration date, and key
length are displayed.

5¢ To check that the certificate is valid and that your ZENworks MDM Server can communicate
with the Apple Push Notification service, click Test Certificate.

6 Click OK to save your Apple Push Notification changes.
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You are returned to the Getting Started and the Configure Push Notification Service panel
shows that an Apple Push Notification services is configured.

ZENworks, ‘Welcome, Adminkiirator  Helpy  Logout (8]
Torwr: TEHNOO

o
N Home Getting Started  Apps Catalog
B eloyment
& pevices Managing Windows 10 Devices  Managing Android Devices  Managing I05/1Pad0S Devices
B v ————
B policies . By e .

Getting Started with Managing 105/iPad05 Devices

B Bundles
| ey Configure ZENwarks Servers for Communication with Apple -~
B securty TEMwrks sirvers need Lo be configured to access the Inbimet and communicate with devices.
B subseribe and Share

Check Cortificate and Ports
all Reports

v Conligued

(m
g
i

@ audit and Message

Designate one or more Primary Servers in the DMZ as an MDM
Server. Devices are enrolled and managed Using the MOM

Check if the certificates used by the MDM Server conform to
the requirements. Also, check if the required ports are open

Serve, The MDM Servers will send push notifications .. MORE on the MDI Server.
Configuration Tasks -
Add MO Sarver For more information, click the below icons
Message Cleanun
Password Key Generator & &
Frequently Used ~
Quick Tasks ~ —.
Disolay Quick Tasks for: & ) Canfigure Push Hatification Service
® Cument Session — Configmed

Al Sessices

Confiigure Apple Push Notification Service (AFHs) to allow
ZEnworks to send push netifications to Apple devices.

Configure APNS

2.4.4 Enabling Push Notifications for Android Devices

Firebase Cloud Messaging (FCM) enables a ZENworks MDM Server to notify an Android device when
the server requires information from the device or has changes for the device.

The MDM Server communicates with the Firebase Cloud Messaging service, which then pushes the
notification to the device. After receiving the push notification, the device contacts the MDM Server
directly to provide the requested information or receive the changes.
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In order to use Firebase Cloud Messaging, you must have an existing Firebase project or use the
Firebase Console to create a Firebase project. The Firebase project provides the api/server key and
project/sender ID used by your MDM Server to send notifications to Android devices.

1 In ZENworks Control Center, go to Getting Started with Managing Android Devices.

ZENworks. Welcome, Adminitritr  Melpw  Logout (%)

Tore: TENDODO

M Home Getting Started  Apps Catalog
B Deployment
K Cevices - ) ) ) ; e .
Managing Windows 10 Devicet Managing Android Devices Managing i05/i0ad0s Devices
B sers —_—
B rolices ) . . . .
Getting Started with Managing Android Devices
& tunde
B ssset Managernent Configure ZENworks Servors to communicate with Google -~
B secuty

ZENwoeks servers nead to be configured to access the Intemet and communicate with devices.
B subscribe and Share
Modern Management i P
O (B)  cmorcotons s
=) b’

ol Reports Configured

@ Audit and Messages

B visgnostics Designate one or more Primary Servers in the DMZ 3t an MM Check if the cartificates uted by the MOM Sarver conform to
X Contiguration Server, Devices are enrclled and managed using the MOwm the requirements. Also, check if the required ports are open
Server. The MDM Servers will send push notifications n...MORE on the MDM Server,
Configuration Tasks -
Add MDM Server For more information, click the below icons
Message Cleanup
Pasyword Key Generator ‘ ‘\
Frequently Used =
Quick Tasks

Display Quick Tashs for:
® Cuarent Session

&5\' Configure Push Notification Service
~7

Hot Confipured

- All Sessions
Configure Firebase Cloud Messaging (FCM) to allow ZEMworks
to send push natifications to android devices.

Configure FCM

2 In the Configure Push Notification Service panel, click Configure FCM to display the Firebase
Cloud Messaging settings.

Configuration > Firebase Cloud Messaging -

Firebase Cloud Messaging

Configure Firebase Cloud Messaging to enable communication with Android devices.

Firebase Cloud Messaging Settings

A .JSON file and an Server Key are required to enable ZENworks te communicate with Android devices using the FCM service. These can be obtained from the Firebase Developers Console. For more
information on configuring FCM, see Online Documentation.

Q 1 zENvorks MDM Servers are behind a corporate firewall, ensure that the servers are connected to the Firebase Cloud Messaging servers
on TCP port 443.

[JEnable Firebase Cloud messaging

: - l— If FCM is not enabled or if the .JSON file and Server Key
Project JSON File: details change, then communication between ZENworks
and already enrolled Android devices will be discontinued.

Server Key: *

Key activation date: | 6/9/2021 Note: The Project Number is part of the .JSON file. Since
) ZENworks does not validate the Project Number, ensure

Google user ID: that the .JSON file contains the correct Project Number.

* Fields marked with an asterisk are required.

oK Cancel

3 Create a Firebase Project:
3a Click Firebase Developers Console.

3b Sign in using your Google account credentials.
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Best practice dictates that this should be Google account created specifically for managing
your corporate Firebase projects and not a personal Google account.

3c Click Create a Project, supply a name for your project (such as ZENworks) and follow the
remaining prompts to create the project.

3d After the project is created, the Firebase Console is displayed.

B Firebase

Recelve email updates sbout new Firehase features, research, and avents

ZENworks « sespun

Release & Monitor

Anaiytics Get started by adding
Firebase to your app

000 «

3e Click the Android app icon (circled in red above) to display the app registration page.

»*  Add Firebase to your Android app

° Reglster app

6 Downlead config file

© Add Firebase SDK

o Mext steps \

3f In the Android package name field, enter com novel | . zapp, then click Register app.

3g Click Download google-services.json to download the .JSON file.

3h Click Next, click Next in the Add Firebase SDK section to skip it, then click Continue to
console to the Firebase console.

3i In the console’s upper-left corner, click the £ icon, then click Project Settings.
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3j Click Cloud Messaging.

h Firebase TENworks = cotndocs @ o
LRl Project settings o
General Cloud h'.(-.f.s.\gmg Integrations Service accounts Data privacy Users and permissions App Check 1A
Build —
Release & Monitor
Analytics
% Exensions
3k Copy the Server Key so that you can paste it into ZENworks Control Center.
4 Configure ZENworks with the JSON file and Server Key:
4a In ZENworks Control Center (in the Firebase Cloud Messing settings), click the Enable
Firebase Cloud Messaging check box to turn on the option.
Configuration »  Firebase Cloud Messaging = v
Firebase Cloud Messaging
Cloud Messaging to erable commumication with Android devices
Firebase Cloud Messaging Settings ~

e and an Server
Congale. For i

drald devices using the FOM sarvice, These can be obtained from the Firebsse

0 I ZEMwarks MOM Serwers are behind & corparabe firgwall, ersune that the servers have connection ta the
Firabase Cloud Messaging servars an TCP part 443,

. Enable Firebase Cloud messaging

Fraject JSON File: * Add I FCM 5 not enabled or if the .JSON file and Server Hey
! details change, then communication betwean ZEMwarks

Sarvar Key: * and already enralled Android devices will be discontinued.
SR REY

ey activation date: 282019 |E Mote: The Praject Humber is part of the IS0 file. Since

_— ZEMworks does not validate the Project Numbar, ensure
Google user 1D that the .JS0M file contalns the carrect Project Number,

Test Semver Key

® Figlds marked with an asterisk are required,

oK Apply Reset Cance|

4b Configure the following:

Project JSON File: Add the googl e- servi ces. j son file you downloaded from Firebase.
Server Key: Add the Server Key.

Key activation date: Specify the key’s activation date.
Google user ID: Specify the Google account ID used to create the project.

4c Click Test Server Key to validate that the information is entered correctly and the key is
active.

4d Click OK to save your Firebase Cloud Messaging configuration.
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You are returned to the Getting Started and the Configure Push Notification Service panel
shows that Firebase Cloud Messaging is configured.

ZENworks,

A Home

B oepioyment

3 pevices

B e

B rolicies

& ponses

a At Managerment
B secwiny

O subserite and Stare
i‘i'l Reperts

D it and Mesages
B isgrcatics

K Configuration
Configuration Tasks ~

Message Cleanup
Fassword Fey Generator

Frequently Used =

Quick Tasks
Display Quick Tasks for:
® Current Session
O Al Seasicns

Getting Started  Apps Catalog

Managing Windows 10 Devices  Managing Android Devices  Managing 105/iPad0S5 Devices

Getting Started with Managing Android Devices
Configure ZEMworks Servers o communbcate with Google

TENwarks servers nbed to be configured to aceess the Intemet and comnwnicate with devices.

| (E) :\l}:\::::a, @ Check Certificate and Ports

rsignate one or more Primary Sérvers in thi GIE a5 an MOM Check i the certificates used by the MOM Server conform Lo
Server. Davices are enrolled and managed using the MBM. the requirements. Alsa, check if the required ports are open
Server, The MOM Servers will send push notifications n .. MORE on the MOM Server.
Acd O Server For more information, click the below icons

- -

a\ Configure Push Notification Service
|
./ Configured

Configure Firebase Cloud Messaging (FCM) to allow ZERworks.
to send push notiicaticns to Androld devices.

Configure FCM
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3.1

3.1.1

Managing Windows Devices via the
ZENworks Agent

Windows devices can be managed using the ZENworks Agent, native Windows MDM, or both. This
part of the evaluation explains how to use the ZENworks Agent. To explore how to use Windows
MDM capabilities see Chapter 4, “Manage Windows Devices via Windows MDM,” on page 49.

Of the two methods, the ZENworks Agent provides the most comprehensive management of
Windows devices. This includes distributing software, enforcing policies, collecting inventory data,
enabling remote management, and more. The follow sections explain how to install the ZENworks
Agent on a Windows device and register it in the zone, secure that device, and then distribute
applications to the device. For information about other management tasks you can perform with
ZENworks, see Chapter 6, “Explore Other Areas,” on page 125.

+ Section 3.1, “Register a Windows 10 Device,” on page 33

¢ Section 3.2, “Secure Your Windows Device,” on page 38

+ Section 3.3, “Distribute an Application,” on page 41

+ Section 3.4, “Unregister Your Windows Devices,” on page 47

Register a Windows 10 Device

A device must register with the ZENworks management zone in order for it to be managed. To
register a Windows device, you install the ZENworks Agent on the device. The agent then contacts
the ZENworks Primary Server and completes the registration process.

+ Section 3.1.1, “Create an Authorization Key,” on page 33
+ Section 3.1.2, “Install the ZENworks Agent and Register the Device,” on page 35

Create an Authorization Key

When you install the ZENworks Agent on a device, the agent has the information required to
connect back to your ZENworks Primary Server and register in your zone. To secure your ZENworks
system against access by rogue devices, ZENworks allows only authorized devices to register. One

Managing Windows Devices via the ZENworks Agent
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way to authorize a device is to issue an authorization key that must be entered during installation of
the ZENworks Agent on the device. This is the method we’ll have you use, which means you first
need to create an authorization key.

1 In ZENworks Control Center, click Configuration (in the left navigation pane).

ZENworks.

Tome: TENDON0

A Home Configuration  Registration  Asset Inventory  Asset Management
[~ Qe —
@ Devices Management Zone Settings
® Users Bundle, Policy and Content
Device Management
B policies
& Discovery and Deployment
e Event and Messaging
B s
B secuty Invenkary
B subscrie and Share P
‘Service Detk Management
12 odem Management
Audit Managerent
ol Regorts Security
@ Audit and Messapes Push Notification
B oisgnestics Telemetry
ram s
Windgws 10 MDM
Configuration Tasks ~
Messape Cleanup Server Hirarchy
Download ZENwarks Tools
Pavyword Key Generator
User Sources
Froquently Used -~ L
Slatus  Mame Simpie Ereciment.
Quick Tasks ~| | Mo ftems ovallable.

Oisplay Quick Tasks for:
&) Curent Sevsion
O an Sessions.

Licenses

Suite Licensing
Proguct/Component Name
EEHworks 2000 fuite

1+ 10f 1 ftems M4 1 neH

2 Click the Registration tab (top of page).

ZENworks.

B uset management
B Secuity
B Subseribe and Share

38 Modern Manapement

@ Reports

@, sudit and Messages

B visgrstics

* Configuration
Configuration Tasks -
Frequently Used -
Quick Tasks -

Display Quick Tasks for:
® Current Session
O a1 Sessions.

Configuration  Registration  Asset Inventory  Asset Management

Registration Keys
Hew =
Foldor: ieys

Repistration Code g

No items available,

Regstration Rules
M
Hame

No items ovoiloble,

Authorization Keys

Systemn Updates  Locations  Administrators

System Updates  Locations  Administrators

Welcome, Adminitrater  Melpw  Logout b

Certificates  ActiveSyne  Performance Upgrade

clelelc|c|elclc|z|s|e]a|<|[<]|>»

<

¥

(2]

Licerae State
Mot Licensed
show 15 items

‘Welcome, Admivistrater  Helpw  Logout [

Certificates  ActiveSync  Perfcrmance Upgrade

Usage Limit
Aubvanced

Create and manage Authorization keys that can b used to validate devices before registering them to ZEnworks, Devices can alsc be Pre-approved by adminlstrators and reglstered without using an

Authorization key.
The Pree-approved devices can be managed in the Pre-approvd Divices folder.
Méw =
Folder:/Authorization Keys
‘Autherization Key Seatues Unage Limit Ased Count Expiry Date

No items ovoiloble,

3 In the Authorization Keys panel, click Configure > Authorization Key to display the New
Authorization Key dialog box.
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3.1.2

New Authorization Key

Authorization Key:*

Oumitto: 1 |5

Usage Limit:*

Generate

O Unlimited

Expiry:” ® Expire On: |03/06/2021 23:59:59 | {§] O Does Not Expire

Usage Notes:

Cancel

4 Configure the settings as follows, then click Add to create the key.

+ Authorization Key: Enter an 8 - 10 character key of your choice, or click Generate to
automatically generate one. You’ll need to remember the key so write it down if necessary.

+ Usage Limit: Select the limit for the number of times this key can be used, or select
Unlimited to remove the usage limit for this evaluation. Security best practices dictate that

you not allow unlimited uses in a production environment.

+ Expiry: Select an expiration date for the key, or select Does Not Expire for this evaluation.
As with the usage limit, security best practice in a production environment would be to use

an expiration date.

5 Click Add to create the key and add it to the list.

Install the ZENworks Agent and Register the Device

There are several ways you can distribute the ZENworks Agent to the device, including using
discovery and deployment tasks in ZENworks Control Center to push the agent to devices, but we’'ll
just have you manually download the agent from your ZENworks Primary Server and start the

installation.

1 On the Windows 10 device, enter the following URL:

htt ps: // ZENwor ks_Ser ver _Addr ess/ zenwor ks- set up

The ZENworks Agent download list is displayed.

ZENworks,
ones TEMIRD

Welcome to the ZENworks download page

T inventery Tools

B Imaging Tools The ZEnw

€ administrative Tools

Hew Installs  Updates

Target Platform g
Linux

Linox

Linse

Limuee

Macintash
microsaft Windows

Microsoft

Microgaf
Default Agent (x86 G4 Hetwork) microsaf
0 64 Complete) Microaf
20 64 Complete]

Microsolt Windows

s Agent can be downlaaded from the list in the "Hew Install” tab and the ZEN.

Target Architecture

28 Architecture (32 bit)
84 Architecture (32 bit)
x4_64 Aschitecture (64 bit)
x84 _64 Architecture (64 bit)

a84_sa Architecture (82 bit)

41k M

Here you can downlaad specific ZENwarks companents and taols, To view the listing of available tools, click the desired menu item to the left

% Update tools can be downloaded froem the List in the “Updates™ tab,

Standaione
twork [MET 4.5 required)
dalone

standalons [.NET 4.5 required)

Hetwork (MET 4.5 required)

standalone |.HET 4.5 required)
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2 Inthe list, click the correct installation package for the device, then follow the prompts to
download it.

You want the Microsoft Windows package that is the Standalone install type. If you know that
the target device has .NET 4.5 or newer installed, you can use the Standalone (.NET 4.5
required) install type instead.

+ 32 bit: Default Agent (x86_Complete) Microsoft Windows x86 Architecture (32 bit)
Standalone package

+ 64 bit: Default Agent (x86_64_Complete) Microsoft Windows x86_64 Architecture (64 bit)
Standalone package

3 After the ZENworks Agent download completes, double-click the agent to start the installation.
4 When prompted, enter the authorization key you created, then click Next to continue the
installation.

ol Authorization Key — [m] %

Specify the authorization key provided by the ZENworks administrator

Note:

If you click Skip, then the agent might be installed in the device, but the device will not be
registered to the zone For information on how to register your device to the zone, contact your
Administrator

Cancel | Skip

4

The installation can take a few minutes. You can track the progress through the ZENworks icon
@' located in the notification area.

5 When installation is complete, reboot the device as prompted.

6 In ZENworks Control Center, go to the Devices > Workstations list to confirm that the device
registered in the zone.

The Windows device is listed after the predefined device folders. In this example, we enrolled a
Windows device named WIN10-00100.

Devices » Workstations

Devices

New ~ Export =
[ status Name = Type Operating System Last Contact Retired
O (3 Dynamic Workstation 0S Groups Details) Workstation Folder
O (3 pending Enrollment Devices (Details) Workstation Folder
O % 2 winioooioo Workstation windows10-2009-ent-gen-x64 1:15 PM

1-3of 3items 11 show 25 « items
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7 (Optional) In the list, click the Windows device to display its Summary page.

The Summary page provides details about the device.

Desices > Wodctations > WIK10-00100 - -
& wnto-o0100

Summary  Inwentory  Assignments  mMemberships  Settings  Content  Locations  Audit  Geolocation  Patches

General - Upcoming Events Advanced
Alias: WINID-00100 [fazn B v a7rane

Most Hamne: WIKIO-00100 fptresh

Type N Time.

Chick pefresh bo see upxoming events

Last Full Befre
Device Added 1:14 P
Last Conta 115 B Logged In Users Saboanced
20.2.,0,899 [ 5 Fokder
118 P .
o items avallale.
20.2.0.899
@
Imagirg Work Advaried =
L Schodubiod Work: M
DM Agent Version: HiA
. ‘ Applied kmaga Filas:
MDM AGENE Sync Thive: NiA “pp e
Agent Sync Ti : Hone
MO Enrolment Mode: Hia

Tye Hame
néeresoit Windows 10 Erterprise x64 Version 2042 fulld 19042 utcc
Mo items available.

0

EW (Pending: the system is sutomatically Systarm Lipcitas Stats and Source heinicsnlils
Hame Statun

St TEISANC BB ST A4 32500 Ho Items avallable.

01901 Jo4seEledcataribo T 4Bz ed

@ Message Log Babeared
st Mevage Date
CHick pefiresh to see the events

8 On the device, right-click the ZENworks icon @ in the Notification area, then click Technician
Application to display the ZENworks Agent window.

The ZENworks Agent window provides details about the agent and the ZENworks server to
which it is connected. It also provides information such as assigned polices and bundles.
Typically, users don’t need to access the ZENworks Agent windows, but we wanted to introduce
it to you as an administrative tool.

) ZENworks Agent - m] ®

ZENworks. Logged In As: zesm1.lab.novell.com/ZENUser N

Refresh Page Help

Status ZENworks Agent Properties
Agent Device Address: 192.168.110.128
Servers Device Name: WIN10-00100
. Configuration Location: ~unknown~
Palicies Network Environment: Default Network Environment
Bundles Device State: Managed
Last Contact with Server: 8/31/2021 12:13:51 PM
Inventory Next Contact with Server: 9/1/2021 12:13:50 AM
DeFaWE IPv4 HTTP Proxy: IPv4 proxy not configured
Editor IPvé HTTP Proxy: IPv6 proxy not configured
Remote Management Join Proxy: Not Applicable
General Primary User: ZEMUser
Policy ZENworks Agent Version: 20.2.0.990
Security ZENworks Updater Service Version: 20.2.0.990
Logging ZENworks Updater Service Last Contact with Server: 8/31/2021 11:03:27 AM
Wmd&:’;zﬁ? ZENworks Server Properties
Deployment Management Zone: ZEN2020
Server DNS: zendoc2a.provo.novell.com
Server Address: 137.65.59.29

Registration Keys
| ‘ | Register

You now have a device that you can use for the rest of this evaluation. One device is sufficient, but
you can register additional Windows 10 devices if you'd like.
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3.2 Secure Your Windows Device

ZENworks lets you control the Windows Group policy to secure devices. In this evaluation, we’ll use
the Windows Group policy to enforce a complex password on your Windows device.

When creating the Windows Group policy, you need to run ZENworks Control Center on a device
that has the same Windows version and architecture as the managed Windows device. For example,
if you registered a Windows 10 64-bit device, you need to run ZENworks Control Center on a
Windows 10 64-bit device.

+ Create the Windows Group Policy (page 38)
+ Test the Policy (page 40)

3.2.1 Create the Windows Group Policy

1 In ZENworks Control Center, click Policies (in the left navigation pane).

ZENworks, Welcome, Administrator  Helpw  Logout
Zone: ZEN2020
«
-
A Home
n Policies @) search >
Deployment

New v 2| Name:
& Devices Status tame & T version r— 1
B Users No items available. Category:
T sundles Type:
B Asset Management All Types hd
B security Message Status:
B subscribe and Share

Compliance Status:

38 ltodern Management B

o~
wl Re ts
il Report Include subfolders

@, Audit and Messages
Search Reset

Diagnostics
X Configuration

Policy Tasks ~
New Folder

New Policy

Click New > Policy to display the Create New Policy wizard.

On the Select Platform page, select Windows, then click Next.

On the Select Policy Category page, select Windows Configuration Policies, then click Next.

On the Select Policy Type page, select Windows Group Policy, then click Next.

On the Define Details page, specify Windows Group Policy for the policy name, then click Next.

N o i A WN

On the Windows Group Policy Settings page, configure the policy settings:
7a Leave Local Group Policy selected, then click Configure.
7b Follow the prompts to install the ZENworks ZCC Helper.

When the ZCC Helper is finished installing, the Windows Local Group Policy Editor is
displayed:
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Local Group Poficy Editee - o e
Flle Aon  View  Help
bl Al ;| H

Leesl Comguter Pelicy | 1 Loeal Comparter Poficy

~ i Compuer Configu | :
| Select an ibem bo view s descrption. Hame

B Computes Conligrstion
% User Configuration

~ ik Usar o c

Softwmne Sethingy
Windows: Setting
Admiritrative Te

< * |\ Extended /| Stanclard [/

Sometimes, depending on browser settings, the Local Group Policy Editor is not launched
after the ZCC Helper is installed. If this happens, simply click Configure again and follow the
prompts to launch it.

7c Inthe Local Group Policy Editor, edit the Password Policy to enable the Password must meet
complexity requirements option.

This option forces the user’s password to be at least six characters consisting of at least
three of the following character types: uppercase, lowercase, number, and non-alphabetic.

The path to the Password Policy is:
Computer Configuration > Windows Settings > Security Settings > Account Policies

7d When you’ve finished editing the Password Policy, exit the Local Group Policy Editor and
upload the policy (when prompted).

7e Click Next to display the Summary page.

8 On the Summary page, deselect Create as Sandbox, select Define Additional Properties, then
click Finish to create the policy and display it.
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T4 WindowsGroupPolicy
Diaplayed Yersion; |0 [Published)

Smmany Relathanships Requfrements D tails Settings Share Audit

Goneral Sottings -

Apply Immediate:
[l after enforcament, force & re login on the managed device, if nedeiiarg

Time delay % [in saconds)

Windows. Group Policy settings o

Sedect the type of Group Pelicy to manage "
®Local Group Policy
“h Active Directony Group Policy

Canfaqure_

Sedect the configuration setting to be applied on the managed device *
EI’_L:I-.;Ju:L" coniiguration
= Anply all settings

L Apply onlly security settings

settings sucept security settings

Cluser con kguration

9 The Windows Group policy can be assigned to either users or devices. We’ll have you assign it to
the evaluation user:

9a Click Relationships.
9b In the User Assignments list, click Add.
9c Select the evaluation user, then click OK to add the user to the assignment list.

9d Complete the assignment wizard.

3.2.2 Test the Policy

1 On the Windows device, make sure you are logged in to ZENworks as the evaluation user.

If you are not logged in as the user, you can right-click the ZENworks icon @ (in the Notification
area) and then click Sign in. A gray ZENworks icon & indicates that a user is not logged in while
a blue ZENworks icon '@ indicates a logged-in user.

2 Right-click the ZENworks icon @ (in the Notification area) and then click Refresh to make sure
the Windows Group policy has been applied to the device.

3 Change the local Windows account password.

You'll be required to enter a password that is at least six characters consisting of at least three of
the following character types: uppercase, lowercase, number, and non-alphabetic.
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3.3

3.3.1

Distribute an Application

ZENworks lets you distribute anything from single file applications such as Calculator to complex
Microsoft Installer (.msi) packages such as Microsoft Office.

For this evaluation, you'll distribute the free Evernote application. ZENworks will deliver the
Evernote installation package to the device, let you install the application, and then delete the
installation package when the installation is complete.

+ Section 3.3.1, “Create the Windows Bundle,” on page 41

+ Section 3.3.2, “Test the Bundle,” on page 44

¢ Section 3.3.3, “View the Bundle Status,” on page 45

Create the Windows Bundle

1 Download the Evernote installation package from https://evernote.com/download/.

The installation package is a self-extracting executable such as Ever not e- 10. 20. 4- wi n-
ddl - ga- 2893. exe.

2 In ZENworks Control Center, click Bundles (in the left navigation pane).

ZENworks. Welcome, Administrator  Helpv  Logout
Zone: ZEN2020
Ll
M Home Dashboard ~ Bundles
B Deployment
& Devices -
B Ui Bundles. @) Search >
~
Policies New = 2 Mame:
status vame & Twe  catepo Enabied Version Has Sandba ]
W Bundles = i e
No items available. Type:
B Asset Management
All Types v
B securit
Y Category:
B suvscive anc Share
38 Modern Management Message Status:
A Reports
@ Audit and Messages Compliance Status:
=
Diagnostics 4
. Configuration Soveriiy:

Bundle Tasks ~
Include subfolders

Newr Folder
New Bundle Search Reset

Import Bundle

3 Click New > Bundle to display the Create New Bundle wizard.
4 On the Select Bundle Type page, select Windows Bundle, then click Next.
5 On the Select Bundle Category page, select (Empty Bundle), then click Next.

This option lets you create a bundle and then add the actions, or instructions, that are needed
to copy the installation package to your Windows device, install the package, and then remove
the package from the device.

6 On the Define Details page, enter Evernote-Windows as the bundle name, then click Next.
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7 One the Summary page, select both Create as Sandbox and Define Additional Properties, then

click Finish.
The bundle’s Actions page is displayed.

Bundles > Ewermote-'Wirdows

B Evornoto-Windows
Displayed Version: | Sandbax ™ Publsh

Summary Relationships Requirements Actions Settings Share sudit

Dristribute Imstall Laurich Verify Terminate

add =
O Hame Type
Distribute Files
M4 1 ik ¥

O oistritute Files

10l 1 Bems

8 Configure the bundle to install the Evernote application:

8a In the Actions list, click Install.

Distribute  Install  Launch  verify Terminate

Add -
Harre

Mo ftems sefected, olick agd o sefect Items

8b Click Add > Install Executable to display the Add Action -

Add Action - Install Executable

Action Hame: *  Install Executable

General  advanced  Launch Options  Requirements

Note: This action is applicable for ZENworks 2020 or newer managed devices.

Executable File:

Conmand Ling Farameters:

Success Return Codes:

Environment Variables

Hame Value

No items available.

K Cance

8c Change the Action Name to Install Evernote.

- v
State Continue on Fallure
Enabled O
showr 5 fleas
Maie Contmue on Melure

Install Executable dialog.

8d For the Executable File, browse to select the Evernote installation package and upload it.

If you are prompted to first download and install the ZCC Helper, do so.
The file is uploaded to the ZENworks server’s content repository. It can then be distributed

from the repository to the Windows device.
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8e Click OK to add the action to the Install list.

Distribute  Install  Launch  Repair ta Terminate

Add - Options
Name Type state Continue on Failure

Install Executable Install Executable Enabled

1-10f 1 items MA4{1jnr M show 5 v items

9 Configure the bundle to launch the Evernote application immediately after installation:
9a In the Actions list, click Launch.

9b Click Add > Launch Executable to display the Add Action - Launch Executable dialog.

Aedd Action - Laurch Expestabie

9c Change the Action Name to Launch Evernote.

9d In the Command field, enter:
%JSERPROFI LE% AppDat a\ Local \ Pr ogr ans\ Ever not e\ Ever not e. exe

9e Click OK to add the action to the Launch list.
9f In the Launch list, click Options to display the Launch Options dialog.

The bundle installs the Evernote application, including a shortcut on the desktop, and then
launches it. This option instructs the bundle to run one time and then no longer be
available on the Windows device, alleviating confusion as to which shortcut should be used
to launch the application.

2

Launch Options

#| Run once:
® for each device
for the first user that logs in
for every user that logs in

oK Cancel

9g Click Run once, select the for each device option, then click OK.

10 Click Apply to save the changes you’ve made to the bundle’s actions.
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11 Assign the bundle to your managed Windows device:
11a Click the Relationships tab.
11b In the Device Assignments list, click Add, then follow the prompts to assign the bundle.
As you go through the assignment wizard, keep the default settings.
12 After you’ve assigned the bundle, click Publish, then follow the prompts to publish the bundle.

The bundle was created as a Sandbox version. A sandboxed app is not available to users or
devices until it is published.

3.3.2 Test the Bundle

1 On the Windows device, click the ZENworks icon @ in the Notification area to display the
ZENworks application window.

@ ZENworks.
= & ZENUser E Q,  Search Applications

b Al

[} Favorites
[ ZENworks

Evernote-
Windows

C  Last Refresh : 12/13/2019 2:17:27 PM
2 If the Evernote bundle is not displayed in the window, click the menu in the upper-left corner,
then click Refresh.

3 Double-click the Evernote bundle to download the installation package and start the installation
process.

4 Follow the prompts to install the application.

When the installation is complete, an Evernote shortcut is added to the desktop, the Evernote
bundle is removed from the ZENworks application window, and the Evernote application is
launched.
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3.3.3

View the Bundle Status

ZENworks Control Center makes it easy for you to know the status of the bundle on your Windows
device, including whether it has been assigned, distributed, installed, and launched on the device.

1 In ZENworks Control Center, click Bundles (in the left navigation pane).

ZENworks.

Zone: ZEN2020

A Home

Deployment

Dashboard Bundles

& Devices
B e

Policies

[] status Name Type
." Bundles

0 % @ evernote-windows

Bundles

New v

B Asset Management
8 security 1-10f 1items
B subscribe and Share
32 Modern Management
il Reports
@ Audit and Messages
Diagnostics
¥ Configuration
Bundle Tasks ~
New Folder
New Bundle
Import Bundle

New Bundle Group

Windows Bundle

nore

Category

Enabled

ez

Version

]

Welcome, Administrator  Helpv  Logout

Has Sandbox

No

show 25+ items

2 In the Bundles list, click the Evernote-Windows bundle to display its properties.

3 Click the Dashboard tab.
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es ~
@ search >
Name:

Type:

All Types v
Category:

Any ~
Message Status:

Any ~
Compliance Status:

Any ~
Severity:

Any ~
Include subfolders

search Reset
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46

The Dashboard displays a set of dashlets that shows the assignment, distribution, installation,
and launch status of the bundle for every device to which the bundle is assigned. For this
evaluation, we installed the bundle to one Windows device so the dashlets only reflect the
bundle status for that one device.

ZENworks, vercove, saeerien oo togna ()
o Tu¥CE
Buedier ¥ Evernste-Windows -
; B Everncte Windaes
b Displayed Versien: |0 (Published) v
= R
& then Summary p o Fe Actions  Settings  Share  Aucit  License
B o ——
B st saragement e
Sesurit
- 4 Device Assignment Status = User Assignment Status = Bundle Distribution Status =
' — gnm = =
O sutecrize ana Share o, a P Evernote- Windows P {eprnote-Windows
47 mogern Management
i Feports
B and Messaes
B ougneitics
A to Sendle Group
Acknumirage &1 leages @ thcive & socoe
Froquestly Used = Datn o o 10 manutes age. Befresn dusnir for iavest data Dotn a2 of 30 meutes age. Befresh dasnies for labe data Duta 22 of 14 minutes ago. Refresh dashiet far iate daca.
Quick Tusla " ZENworks,
Dinplay Quick Taghs for Bundle Inttall Status = Bundle Launch Status = Porw TEMKR0
# Current Session @ Evornoto-Windaw & Tvornote-Windaws -
Al Sepinm
A vome
% Comeoets Scan
B Deptoyment
O tevices
& e
B roiew

B st aragement

@ securiy

O subscrine s shave

38 mostrn management
W succens @ succen & hegorts

R avan and seisapes

Diata s of 10 ewarmes e Relrrih dashiet for atest data Dt 43 o 10 et age. Befresh dahied for babest daba B ot

When you hover over the Device Assignment, Distribution, Install, and Launch Status charts,
each dashlet shows success for the device. The User Assignment Status bundle has no data to
display because the bundle is assigned to the device and not any users.

Click the Bundle Installation Status dashlet.
The expanded dashlet gives installation information for each device on which the bundle is
installed. Go ahead and play around with the filters and columns to see how you can customize

the dashlet. You can save any changes by clicking the menu icon = above the Filters box and
then selecting Save As.
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Bundles > Evernote-Windows

S
® Evernote-Windows
Displayed Version: | 0 (Published) v
Summary  Dashboard  Relationships  Requirements  Actions  Settings  Share  Audit  License
Bundle Install Status
2
Group Chart Data By
Install A
Success, 100% Raset
Data & of 10 hours ago. Refresh dashiet for latest data.
Status Details
Search in Device, User Na.. @ =
O Device 4 Device Folder Path Operating System Agent User Ig:'ztcfssed Installed Install Installation Install Installing Install
P S oY Version Name Time Version Status Time Message Parent Duration
O wiNi0-00002 /Devices/Workstations ~ windows10-1809-ent-gen-x64  20.0.0 941 AM a Success Dec 13, 2019 00:00:09
ms per 5 v

5 Become familiar with the other dashlets if desired.

3.4 Unregister Your Windows Devices

If you no longer want ZENworks to manage a device, you can unregister the device from the zone or
you can retire it. Unregistering a device removes all assignments from the device and deletes the
device from the ZENworks databases. Retiring a device removes all assignments but leaves the
device, including its inventory data, in the database.

For this evaluation, we’ll have you unregister and uninstall the device.

1

3

In ZENworks Control Center, click Devices > Workstations to display your enrolled Windows
device.

Devices > Workstations

Devices
New Export =
[ Status Name = Type Operating System Last Contact Retired
O 3 pynamic Workstation OS Groups (Details) Workstation Folder
m} (3 Pending Enrollment Devices (Details) Workstation Folder
O % & winig-00100 workstation windows10-2009-ent-gen-x64 115 PM
1-30f Jitems 11 shaw 25 items

Select the check box in front of the Windows device, click Actions > Unregister Device, then click
OK when prompted.

The device is removed from the list.

On the device, use the Apps and Features setting to uninstall Micro Focus ZENworks.
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4.1

Manage Windows Devices via Windows
MDM

Windows devices can be managed using the ZENworks Agent, the native Windows MDM
capabilities, or both. This part of the evaluation explains how to use native Windows MDM. To
explore how to use the ZENworks Agent see Chapter 3, “Managing Windows Devices via the
ZENworks Agent,” on page 33.

ZENworks provides modern management of Windows devices via native Windows MDM. This
includes enrolling the devices as MDM-managed devices in the ZENworks zone, deploying
Configuration Service Providers (CSPs) to manage configuration settings, and deploying MSI
applications.

IMPORTANT: At this time, ZENworks management via Windows MDM is experimental and should be
used for evaluation purposes only. Future releases will include full support as the capabilities are
fleshed out.

The follow sections explain how to enroll a Windows device, secure that device, and then distribute
an application to the device. For information about other management tasks you can perform with
ZENworks, see Chapter 6, “Explore Other Areas,” on page 125.

+ Section 4.1, “Enroll a Windows 10 Device,” on page 49
+ Section 4.2, “Secure the Device,” on page 59
+ Section 4.3, “Distribute an MSI Application,” on page 63

+ Section 4.4, “Unenroll Your Windows Devices,” on page 70

Enroll a Windows 10 Device

A device must enroll with the ZENworks management zone in order for it to be managed via native
Windows MDM. There are multiple ways to MDM enroll a device, including using a provisioning
package, Azure AD, and Windows AutoPilot. In this evaluation, we’ll enroll using a provisioning
package. However, if you are interested in using Azure AD or Windows AutoPilot, see the ZENworks
Windows 10 MDM Reference (https://www.novell.com/documentation/zenworks-2020-update-2/
zen_win_mdm/data/zen_win_mdm.html#).

IMPORTANT: If desired, you can use the same Windows 10 device you used in Chapter 3, “Managing
Windows Devices via the ZENworks Agent,” on page 33. Because ZENworks supports dual
enrollment and management via both the ZENworks Agent and Windows MDM, the device can have
the ZENworks Agent installed or not—it does not matter for this part of the evaluation.

+ Section 4.1.1, “Prepare for Provisioning Package Creation,” on page 50
+ Section 4.1.2, “Create the Provisioning Package,” on page 52

+ Section 4.1.3, “Enroll a Device,” on page 56
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4.1.1 Prepare for Provisioning Package Creation

You use Windows Configuration Designer to create a provisioning package. The tool requires you to
supply information gathered from ZENworks. To gather the information:

1 In ZENworks Control Center, click Configuration (in the left navigation pane).

ZENworks, Welcome, Miminttrator  Helpw  Logot (%)
Toee: TEROZ0
-
A Home Configuration  Registration  Asset Inventory  Asset Management  System Updates  Locations  Administrators  Certificates  ActiveSyne  Performance Upgrade
[~ Qe —
& Devices Management Zane Settings -
B Users Bundle, Policy and Content v
Device Management v
B rolicies
& Discovery and Deployment -
Bundles =] o -
B s -
B secuty Invenkary .
B subscrie and Share S -
o Service Detk Managenment [
48 odern Management
Audit Managerent ~
il Reports = =
@, Audit and Messages Push Notification ~
B Diagnestics Telermtry =
(X oo [ “
Windows 10 MDM ~
Configuration Tasks ~
Message Cleanup Server Hevarchy -
Duemioad ZENworks Tools
Pasyword Key Generator
User Sources -~
Froquently Used -~ Haw &
Status  Mame Simpie Erwoliment Comain Alias
Quick Tasks | | No items ovailable.
Otsplay Quick Tasks for:
® Cument Sexsion Lice ~
All Sessions.
Suite Licensing
Product/Component Hame Licerae State
EEHworks 2000 fuite ol Licensed
1+10f 1 ftems M4 1 11 vH show 1% ¥ ftems.

2 In the Management Zone Settings, click Windows 10 MDM, then click Enrollment using
Provisioning Package to display the prerequisites page.

This page walks you through gathering (and creating if necessary) the ZENworks information
required for the provisioning package.

Configuration > Enrollment using Provisioning Package -

Enroliment using Provisioning Package

Prerequisites to create a provisioning package to enrall Windows 10 devices.

Prerequisites for Provisioning Package Creation

The Provisioning Package is created using the Windows Configuration Designer tool on a Windows 10 device. The following prerequisites are required to create the provisioning package.
For information on enrolling Windows 10 devices to ZENworks, see the Online Documentation.

Registration Key
Create a new registration key or use an existing key to set rules for enrolling Windows 10 devices to ZENworks.

Create or View Registration Key

Authorization Key
Create a new authorization key or use an existing key to validate the devices that will be registered to the zone.

Create or View Authorization Key

MDM Server
Select a MDM Server to which the Windows 10 devices should be enrolled.
| Select MDM Server v

MDM Enrollment URL
Copy the following URL, which is required while creating the provisioning package.

Zone Certificate
Download the zone certificate to secure the communication between Windows 10 devices and ZENworks during enrollment.

Download
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3 Create a registration key:

3a Click Create or View Registration Key.

3b In the Registration Keys list, click New > Registration Key to launch the Create New
Registration Key wizard.

3c Complete the wizard using the following information:

*

*

Step 1: Basic Information: Click Generate to generate the key, then copy it to text file
to use during creation of the provisioning package. Leave the key usage set to
Unlimited.

Step 2: Device Folder: Keep the default folder (/Devices/Workstations). This is where
the enrolled device will be placed in ZENworks Control Center.

Step 3: Device Fields: Ignore these fields.
Step 4: Group Membership: Ignore this option.

Step 5: Reconcile Settings: Keep the default settings. These settings are used if a
device ever needs to be re-enrolled. It enables the enrolling device to be matched to
its device record in ZENworks.

Step 6: Summary: Click Finish to add the key to the Registration Key list.

3d Stay on the Registration page and continue with the next step.

4 In the Authorization Keys list, copy the authorization key you created in Chapter 3, “Managing
Windows Devices via the ZENworks Agent,” on page 33. If haven’t done that part of the
evaluation, create an authorization key now:

4a In the Authorization Keys list, click New > Authorization Key to display the New
Authorization Key dialog box.

Mew Authorization Key ?
Authorization Key:® Generate | [5)
Usage Limit:* @ Limit to: % O Unlimited
Expiry:’ ® Expire On: |03/06/2021 23:59:59 | {51 O Does Not Expire

Usage Notes:

Add Cancel

4b Configure the settings as follows:

*

*

Authorization Key: Enter an 8 - 10 character key of your choice, or click Generate to
automatically generate one. You’ll need to remember the key so write it down if
necessary.

Usage Limit: Select the limit for the number of times this key can be used, or select
Unlimited to remove the usage limit for this evaluation. Security best practices dictate
that you not allow unlimited uses in a production environment.
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+ Expiry: Select an expiration date for the key, or select Does Not Expire for this
evaluation. As with the usage limit, security best practice in a production environment
would be to use an expiration date.

4c Click Add to create the key and add it to the list.

4d Return to the provisioning package prerequisites page.
5 On the Enrollment using Provisioning Package page, select your MDM Server.
6 Copy the MDM Enrollment URL.

7 Download the zone certificate.

4.1.2 Create the Provisioning Package

At this point, you should have recorded your registration key, authorization key, and MDM
enrollment URL key for use when creating the provisioning package. You should have also
downloaded the zone certificate.

To create the package:

1 On a Windows 10 device, download Windows Configuration Designer (https://
www.microsoft.com/en-us/p/windows-configuration-designer/
9Inblggh4tx22?rtc=1#activetab=pivot:overviewtab) from the Microsoft Store.

2 Open Windows Configuration Designer, click File > New Project.

3 Enter a name for the project (for example, ZENworks MDM Enrollment), change the project
folder if desired, then click Next.

4 Keep Provisioning package as the selected workflow, then click Next.
5 Select All Windows desktop editions, then click Next.

6 lIgnore the provisioning package import and click Finish.
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7 In the Available Customizations section, expand Runtime settings, expand Workplace, then click

Enrollments to display the UPN field.

3 Windows Configuration Designer

File v About v Il,' Export ¥

Start page Imn

Available customizations Enrollments
View: | All settings v To add @ new item under Enrollments, specify a UPN and then select the added item in the Available
customizations pane to configure additional settings for this item.
Search
4 Runtime settings UPN | bz
I AccountManagement

Accounts
Browser
Certificates

Connections
ConnectivityProfiles
CountryAndRegion
DeviceFormFactor
DeviceManagement
DMClient
EditionUpgrade
Folders.
GraphicsDrivers
LanguagePackManagement
Maps
Policies
Privacy
StorageD3InModernStandby
Tablethode
UniversalApplnstall
UniversalAppUninstall
UsbErrorsOEMOQverride
WeakCharger
WindowsHelloForBusiness
Workplace

Enrollments.

Ao e e e e e =

Selected customizations

021.70600 O Customizations 0 Invalid Project: Provisioning package:

8 In the UPN field, enter an enrollment name (such as ZENworks 2020 Eval Devices), then click

Add.
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9 In the left navigation, click the UPN that was just added under Enrollments to display the
enrollment settings.

0 Windows Configuration Designe - D

File v About v m Export ¥

Start page Imn

d customizations

w
I
I
o
W
o

Available customizations Workplace/Enrollments/ZENworks 2020 Eval Devices

View: | Al settings ¥
AuthPalicy

‘ NOT CONFIGURED ¥

4 Runtime settings

Ao e e e e e =

AccountManagement

Accounts

Browser

Certificates

Connections

ConnectivityProfiles

CountryAndRegion

DeviceFormFactor

DeviceManagement

DMClient

EditionUpgrade

Folders.

GraphicsDrivers

LanguagePackManagement

Maps

Policies

Privacy

StorageD3InModernStandby

Tablethode

UniversalApplinstall

UniversalAppUninstall

UsbErrorsOEMOverride

WeakCharger

WindowsHelloForBusiness

Workplace

4 Enrollments

4 UPN: ZENworks 2020 Eval Devices

AuthPolicy
DiscoveryServiceFullUrl
EnrollmentServiceFullUrl

DiscoveryServiceFullUrl
EnrollmentServiceFullUrl
PolicyServiceFullUrl

Secret

Authentication Policy

The authentication policy

Enrollments

Select Enrollments, enter a UPN, and then click Add to configure the

settings for the enrollment. The UPN is a unique identifier for enrollment.

For bulk enrollment, this must a service account that is allowed to enroll
multiple users. Example, "generic-device@contoso.com”

Settings Value Description
) The authentication
AuthPolic - OnPremise olicy used by the
u
¥ - Certificate peney 4

PolicyServiceFullUrl MDM service
Secret ‘ ) The full URL for the
DiscoveryServiceFullurl URL A. .

Version: 2021.7060.0 0 Customizations O Invalid

Project: Provisioning package  Edition: All Windows editions

10 Fill in the following fields:

+ AuthPolicy: Select OnPremise.

+ DiscoveryServiceFullUrl: Enter your ZENworks MDM enrollment URL. It will be:

https:// <ZEN _Server >/ zenwor ks-wi n- ndn r egi strati on/ di scoveryservice

where <ZEN _Ser ver > is the IP address or hostname of your ZENworks Primary Server.

Secret: Enter your ZENworks registration and authorization keys in the following format.
Make sure to leave a space between the two entries:

regkey: <key> aut hkey: <key>

For example:

regkey: ec9f 48d8- 91e8- bh60c- 2842- 7a5756bf 6531 aut hkey: bf 84-e37c6
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11 In the left navigation, click Certificates (under Runtime settings) to display the Certificates page.

3 Windows Configuration Designer - O X

File v About v m Export ¥

Start page Imn

Available customizations Certificates Selected customizations

CACertficates | .

View: | All settings ¥
rch o

5 Runtime settings

4 Runtime settings ClientCertificates
I AccountManagement 2 . [ asd ]
ootCertificates [ add |
I Accounts
I Browser TrustedPeopleCertificates
4 | Certificates
CACertficates TrustedProvisicners

ClientCertificates
RootCertificates
TrustedPeopleCertificates
TrustedProvisioners
Connections
ConnectivityProfiles
CountryAndRegion
DeviceFormFactor
DeviceManagement

DMClient Int diate Certificat
EditionUpgrade ntermediate Certificates

Configure intermediate CA certificates on target device
Folders.
GraphicsDrivers Pattern:

LanguagePackManagement —

Maps CACertificates ~

Policies
Privacy . o - .
StorageD3inModemnStandby 1. In Available customizations, select CACertificates, enter a friendly
Tablethade name for the certificate, and then click Add.
UniversalApplnstall 2. In Available customizations, select the name that you just created.
UniversalAppUninstall . -
UsbErrorsOEMOverride 3. In CertificatePath, browse to or enter the path to the certificate.
WeakCharger
WindowsHelloForBusiness . e

4 Workplace ClientCertificates

4 Enrollments.
4 UPN: ZENworks 2020 Eval Devices

1. In Available customizations, select ClientCertificates, enter a v
AuthPalicy

friandls nama far tha rartificata and than click AddA

: 2021.706.0.0 s Project: Provisioning package:

12 In the RootCertificates field, click Add.

13 Enter a certificate name (such as ZENworks 2020 Eval Zone), then click Add.
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14 In the left navigation, click the CertificateName you just added to display the CertificatePath
field.

% Windows Configuration Designer - 0o x
File v About v m Export ¥
Start page Imn
Available customizations Certificates/RootCertificates/ZENworks 2020 Eval Zone Selected customizations

View: | Allsettings ~
CertificatePath

Search I Runtime settings
AccountManagement
Accounts
3rowser
Certificates
CACertificates
ClientCertificates.
4 RootCertificates
4 | CertificateName: ZENworks 2020 Eval Zone
CertificatePath
TrustedPeopleCertificates
TrustedProvisioners
Zonnections
“onnectivityProfiles
“ountryAndRegion
JeviceFormFactor
JeviceManagement

MClient RootCertificates 2

iditionUpgrade

“olders . . . e .
N 1. In Available customizations, select RootCertificates, enter a friendly
SraphicsDrivers

_anguagePackManagement name for the certificate, and then click Add.

Viaps 2. In Available customizations, select the name that you just created.
olicies . e

ivacy 3. In CertificatePath, browse to or enter the path to the certificate.
storageD3InModernStandby

TabletMode e

nversaAppinsia TrustedPeopleCertificates

IniversalAppUninstall

JsbErrorsQEMOverride 1. In Available customizations, select TrustedPeopleCertificates, enter
NeakCharger

NindowsHelloForBusiness a friendly name for the certificate, and then click Add.

Norkplace 2. In Available customizations, select the name that you just created.
4 Enrollments

3. In TrustedCertificate, browse to or enter the path to the certificate. v

Version: 2021.7060.0 1 Customizations 0 Invalid Project: Provisioning package  Edition: All Windows editions

15 In the CertificatePath field, click Browse, then select the ZENworks zone certificate you
downloaded.

16 At this point, click File > Save to save your project.
17 Click Export > Provisioning Package and follow the prompts to create the package.

18 Copy the provisioning package to a USB drive.

4.1.3 Enroll a Device

1 On the Windows 10 device, log in through an account with Administrator privileges.
2 Insert the USB drive containing the provisioning package you created.

3 Click Start > Settings > Accounts > Access work or school.
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&= Settings

@ Home

Find a setting

i)

Accounts

A= Your info
= Email & accounts
Sign-in options
I B Access work or school

R, Family & other users

)

Sync your settings

Access work or school

Get access to resources like email, apps, and the network. Connecting
means your work or school might control some things on this device,
such as which settings you can change. For specific info about this, ask
them.

Connect
+

Related settings

Add or remove a provisioning package
Export your management log files
Set up an account for taking tests

Enrell only in device management

Help from the web

Using Remote Desktop
Configuring VPN

fh Get help

& Give feedback

4 Click Add or remove a provisioning package.

5 Click Add a package, select the provisioning package and click Add, then follow the prompts to

install the package.

6 Return to the Access work or school page to verify that the device is enrolled.

Manage Windows Devices via Windows MDM

57



&= Settings - O *

Home Access work or school
| ch\ a setting » Get access to resources like email, apps, and the network. Connecting
means your work or school might control some things on this device,
Ao ats such as which settings you can change. For specific info about this, ask
them.
A= Your info Connect
+

= Email & accounts
Connected to ZENworks MDM

Connected by ZENworks 2020 Eval
Sign-in options

I B Access work or school

A : Related settings
% Family & other users

Add or remove a provisioning package

)

BT LT SERTER Export your management log files

Set up an account for taking tests

Help from the web

Using Remote Desktop
Configuring VPN

@ Gethelp

& Give feedback

7 In ZENworks Control Center, click Devices > Workstations, then click the device to display its
details and verify that it is MDM enrolled.

ZENworks,

Tome: TENDON0

58

Dedees > Workstations ¥ WINI0-00100 ou -
L €3 2 WiN10-00100
B Deployment
Summary  Inventory  Assignments  Memberships  Settings  Content  Lecations  Audit  Antimalware  Encryplion  Geolocation  Patches
B Ui
General A~ Upcoming Events Advanced ~
B poiice: Allas: WIN10-00100 Eaim 8 «iva7r a3
n Bundles Host Name: WINIQ-00100 [
1P Address: 192.168.110.128
B amet berapoment Test Davice: Mo (58] D, L
B Security Last Full Refresh: g 26 Click refresh to see upcoming events
B Subacrite and Share Device Added On: Aug 25
£ oy Py Last Comtact: &5 P Losggend In Users. Addvanced ~
TEMworks Agent Versian: 10,3059 s In Feilder
Gl Repors Ebworks Updater Service Last Contact Time: AT EM 4 S
LY — TEWworks Updater Service Version: 20.2.0.9% pa +/2e5m1.Lab.acwell.com/Users
ZENworks Agent Status: a 1-1601 e Hd 1 nkH show § = fems
X Configuration B0 Enrciag = Imaging Work Adanced ~
WO, Agent. Version: 10.0.19042.1165
Workstation Tasks ~ | mow agent sync Time: 2:57 P Scheduled Work: Hane
Assign Policy oM Encollment Made: Provisioning Package Enrollment Lapplied image Files:
Assign Bundle ‘Operating Jystem: rsion 20H2 Build 15042 Hone
Wake up Device Nurnbeer of erors not acknowledged: ] Type Mame
Refrush Workatation Hurnber of warnings not acknovledged: o o frems avalable.

Workstation Inventory Scan
Warkstation Inventary Wizard
b b Werkstation Greup
Acknowiedge All Messages
Reboot/Shutdewn Workstation
Launch Application on Worksta
Foun Script on Workstation
Clear ZESM User Defined Passe

Clear ZESM Local Client Self D
Settiegs...
Clear TESM Local Firewall Regd
Settings...
B

Brienary User: (Edit]
wner: [Edit)
Serial Humber
Gl

Department: (Edit]
site: (Egit)
Location: (Edit)

Satet  Mestape
Click refresh to see the events
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4.2

4.2.1

Secure the Device

ZENworks lets you deploy Configuration Service Providers (CSPs) to set, modify, or delete
configuration settings on Windows 10 devices. The extensive list of configuration settings you can
control is documented in the Microsoft Configuration Server Provider Reference (https://
docs.microsoft.com/en-us/windows/client-management/mdm/configuration-service-provider-
reference).

We’ll use the Policy CSP to change the device’s minimum password length from the standard 4
characters to 12 characters.

+ Create a Windows 10 MDM CSP Bundle (page 59)
+ Test the Bundle (page 60)

Create a Windows 10 MDM CSP Bundle

ZENworks uses its bundle system to distribute CSPs to devices. We'll have you create a Windows 10
MDM CSP bundle to distribute the Policy CSP to the device and change its minimum password length
requirement to 12 characters.

1 In ZENworks Control Center, click Bundles (in the left navigation pane).

ZENworks,

Zone: ZINIOTD

Viclcome, Adminitralee Helpr  logad 05

Bundles @ Search »
New = B Hame:
Stat L Type Category Lrabled Veruon s B

No items auailable. Type:
Al Typas -
Catigory:
Any v
Mg Status:

Any i
Compliance Status:

Any i
Severity:

Any i
Incluge sublolders

Searen Reser

2 Click New > Bundle to display the Create New Bundle wizard.
3 On the Select Bundle Type page, select Windows MDM Bundle, then click Next.
4 On the Select Bundle Category page, select Windows 10 MDM CSP, then click Next.

5 On the Define Details page, specify MDM Minimum Password Length for the bundle name, then
click Next.

6 On the Enter CSP Commands page, copy and paste the following XML, then click Next.
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60

4.2.2

<Repl ace>
<Cnd| D>$Cnd| D$</ Cndl D>
<ltenr
<Tar get >
<LocURI >. / Vendor / M5FT/ Pol i cy/ Confi g/ Devi ceLock/
M nDevi cePasswor dLengt h</ LocURI >
</ Tar get >
<Met a>
<Format xm ns="syncnl : nmeti nf">i nt </ For nat >
</ Met a>
<Dat a>12</ Dat a>
</ltenp
</ Repl ace>

IMPORTANT: The <LocURI> line is broken above because it is too long for the PDF page, but you
must add it as one line (i.e. no line break) in the policy.

On the Summary page, deselect Create as Sandbox, select Define Additional Properties, then
click Finish to create the policy and display it.

Bundles > MDM Minimum Password Length -
@ MDM Minimum Password Length

Displayed Version: | 0 (Published) hd

Summary Dashbeard Relationships Details Settings Share Audit License

Generic CSP Details ~

o Support for this feature is on an experimental basis and should be used for evaluation purposes only.

Enter CSP Commands: *
<Replace>
<CmdID>$CmdID$</CmdID>
<Item>
<Target>
<LocURI>./Vendor/MSFT/Policy/Config/Devicelock/MinDevicePasswordLength</LocURI>
</Target>
<Meta>
<Farmat xmlns="syncml:metinf">int</Format>
</Meta>
<Dsta>12</Data>

</Ttem>
</Replace>

8 Assign the bundle to the Windows 10 device:

8a Click Relationships.
8b In the Device Assignments list, click Add.
8c Select the Windows 10 device, click OK to add the device to the Devices to be Assigned list.

8d Complete the assignment wizard keeping all of the defaults.

Test the Bundle

1 On the Windows 10 device, click Start > Settings > Accounts > Access work or school.
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Access work or school

F'”d a setting Get access to resources like email, apps, and the network. Connecting
means your work or schocl might control some things on this device,
such as which settings you can change. For specific info about this, ask
them.

. Connect

Connected to ZENworks MDM
Connected by ZENworks 2020 Eval

Related settings
Add or remove a provisioning package

Export your management log files

Set up an account for taking tests

Help from the web

Using Remote Desktop
Configuring VPN

@ Gethelp

& Give feedback

2 Click Connected to ZENworks MDM, then click Info to display the Managed by ZENworks page.
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<« Settings - O x

@ Managed by ZENworks

Connecting to work or school allows your organization to control some
things on this device, such as settings and applications.

Areas managed by ZENworks

ZENworks manages the following areas and settings. Settings marked as
Dynamic might change depending on device location, time, and
network configuration.

More information about Dynamic Management

Connection info

Management Server Address:
https://zendocZa.provo.novell.com/endpoint/windowsmdm,/sync
Exchange ID:

96B77000E1C4F6543F7BF3CAA20BDTAL

Device sync status

Syncing keeps security policies, network profiles, and managed
applications up to date,

Last Attempted Sync:

The sync was successful

8/30/2021 3:46:01 PM

Sync

3 Click Sync to download the bundle and update the DevicelLock policy with the new minimum
password length requirement.

By default, ZENworks initiates an MDM sync automatically every 125 minutes. We did a manual
sync only to avoid waiting for the next auto sync.

4 On the same page under Advanced Diagnostic Report, click Create Report.
An MDVDi agReport. ht m file is created in the following directory:
C.\ User s\ Publ i c\ Docunent s\ MDVDi agnosti cs

5 Open the file in a web browser and locate the DeviceLock MinDevicePasswordLength entry in
the Managed Policies section.

You'll notice that the Current Value for the policy is 12.
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4.3

M [§ MDM Diagnostic Report x |+
G (:) File Ci/Users/Public/Documents/MDMDiagnostics/MDMDiagReport.html \e {‘E z
Provisioning FCO1EQ1F-914C-45AF-9D7C-0B2ESFBEDF62 -
Managed policies A

Policies that are not set to the default value or have a configuration source applied

. D .
Area Policy Default Value  Current Value Target ‘.Cynam Config Source
Experience AllowManualMDMUnenrol 1 1 device 5A210F58-E2F7-4E97-B29B-CDFAO4CODE
Iment 60=1
knobs Power/Palicy/Settings/Pro device fc01e91f-914c-45af-9d7c-0b2e5fbedfe2 =
cessor/SchemePersonality/ 0

381b4222-f694-41f0-9685
-ff5bb260df2e/0aabb002-
a307-447e-9b81-1d819df
6c6d0/PerfEnergyPreferen

ce/AcValue
DeviceLock DevicePasswordEnabled 1 0 device 5A210F58-E2F7-4E97-B29B-CDFA04CODE
60=0
knobs Power/Policy/Settings/Pro device fc01e91f-914c-45af-9d7c-0b2e5fbedfb2 =
cessor/SchemePersonality/ 100

381b4222-f694-41f0-9685

-ff5bb260df2e/0aabb002-

a307-447e-9b81-1d819df

6ebd0/MinPerformance/Ac
.

| Devicelock MinDevicePasswordLength 4 12 device 5A210F58-E2F7-4E97-B29B-CDFAQ4C9DE I
60=12

knobs Power/EnergyEstimationEn device 3d1960/1 3eel-48ad-8bea be/40f12d3ad
gine/StandbyActivationEn =150

6 Restart the device and log in.

After entering your Windows password, you’ll be prompted to change it to meet the new
minimum password length requirement.

This is just one simple example of the configuration settings you can manage via MDM on Windows
10 devices. You'll want to refer to the Microsoft Configuration Server Provider Reference to see what
else you can manage as well as how to create the code required in the Windows 10 MDM CSP policy.

IMPORTANT: Removing the Windows 10 MDM CSP bundle will not revert the configuration setting
to its previous value. To change the configuration setting value again, you’ll need to modify the
Windows 10 MDM CSP bundle and sync the device.

Distribute an MSI Application

ZENworks lets you distribute applications that use the Microsoft Installer (MSl) package. The MSI
package is deployed using the EnterpriseDesktopAppManagement CSP.

For this evaluation, we’ll distribute the free Notepad++ application.

+ Section 4.3.1, “Create a Windows 10 MDM Bundle,” on page 64
+ Section 4.3.2, “Test the Bundle,” on page 66
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43.1 Create a Windows 10 MDM Bundle

1 Download the Notepad++ MSI package from https://notepad-plus-plus.org/downloads/.

2 In ZENworks Control Center, click Bundles (in the left navigation pane).

ZENworks.

Zone: ZINIOTD

@ Search

New = B Hame:

Type:

Al Typas Ll
Category:

Any v
Mg Status:

Any ~]
Compliance Status:

Any ~]
Sevirity:

Any ~]
include subfolders

Searen Reser

Click New > Bundle to display the Create New Bundle wizard.
On the Select Bundle Type page, select Windows MDM Bundle, then click Next.
On the Select Bundle Category page, select Windows 10 MDM - Install MSI, then click Next.

a U A~ W

On the Define Details page, enter Notepad++ as the bundle name, then click Next.

7 On the Select .msi File page, click the Browse icon || for the Upload.mis file for normal install
field, then use the ZCC Helper to upload the Notepad++ MSI file, then click Next.

If you are prompted to download and install the ZCC Helper, do so. Once it is installed, click
Launch and then select the MSI package to upload.

After the Notepad++ MSI file is uploaded, the MSI details are populated automatically.
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Bundles > Create Mew Windows MDM Bundle

Create New Windows MDM Bundle : Notepad++

N Step 4: Select .msi File
Select the .msi file and parameters for the application.

@ support for this feature is on an experimental basis and should be used for evaluation purposes only.

.msi File: *
@® Upload .msi file for normal install:
|N0tepad++?7971.msi

(O specify the .msi http or https URL:

Example: https://example.com/ex.msi

MsI Product 1D: * |84A89436-65EF-402E-BDG1—B123FBCEF91B |
M1 Version: *

Install Parameters: * |!norestarl | 4l
File Hash: * d8240928a2fb8cc63000f3908d51faB47044755bebd

Timeout (in minutes): *
Retry Count: *
Retry Interval (in minutes): *

Fields marked with an asterisk are required.

<< Back

Next >>

Cancel
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8 Onthe Summary page, deselect Create as Sandbox and select Define Additional Properties, then
click Finish.

The bundle’s Details page is displayed.

Bundles > Notepad++

-
g Notepad++
Displayed Yersion: | 0 (Published) ~
Summary Dashboard Relationships Details Settings Share Audit License
MsI Details ~

@ Support for this feature is on an experimental basis and should be used for evaluation purposes only.

.rsi File: *
@® Upload .msi file for normal install: }
|Nntepad++?_9_1 msi |

O specify the .msi http or https URL:

S| Product 1D: * |SAAB‘MSS-SSEF-M}ZE-BI}E1-B12BFBCEF9|B ‘
81 Version: *

Install Parameters: * |inorestarl “E
File Hash: * d82405928a2tb8cc63000f3908d51fa847044755bebd

Timeout (in minutes): *

Retry Count: *

| [w]|[w
=

Retry Interval (in minutes): *

Fields marked with an asterisk are required.

9 Assign the bundle to your Windows device:

9a Click the Relationships tab.

9b In the Device Assignments list, click Add, then follow the prompts to assign the bundle.

As you go through the assignment wizard, keep the default settings.

4.3.2 Test the Bundle

1 On the Windows 10 device, click Start > Settings > Accounts > Access work or school.
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Access work or school

F'”d a setting Get access to resources like email, apps, and the network. Connecting
means your work or schocl might control some things on this device,
such as which settings you can change. For specific info about this, ask
them.

. Connect

Connected to ZENworks MDM
Connected by ZENworks 2020 Eval

Related settings
Add or remove a provisioning package

Export your management log files

Set up an account for taking tests

Help from the web

Using Remote Desktop
Configuring VPN

@ Gethelp

& Give feedback

2 Click Connected to ZENworks MDM, then click Info to display the Managed by ZENworks page.
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<« Settings - O x

@ Managed by ZENworks

Connecting to work or school allows your organization to control some
things on this device, such as settings and applications.

Areas managed by ZENworks

ZENworks manages the following areas and settings. Settings marked as
Dynamic might change depending on device location, time, and
network configuration.

More information about Dynamic Management

Connection info

Management Server Address:
https://zendocZa.provo.novell.com/endpoint/windowsmdm,/sync
Exchange ID:

96B77000E1C4F6543F7BF3CAA20BDTAL

Device sync status

Syncing keeps security policies, network profiles, and managed
applications up to date,

Last Attempted Sync:

The sync was successful

8/30/2021 3:46:01 PM

Sync

3 Click Sync to download and install the bundle.

By default, ZENworks initiates an MDM sync automatically every 125 minutes. We did a manual
sync only to avoid waiting for the next auto sync.

After a minute or two, Notepad++ is installed and you can see it as a recently added app on the
Start menu.
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Settings

@ Managed by ZENworks

Cannecting to wark o sthool allows your arganization to cantrol seme
things on thiz device. such as settings and applicatians

Areas managed by ZENworks

£ |rype here 1o search

4 Refresh the Managed by ZENworks page and Notepad++ is displayed under the managed
applications.

Settings

@ Managed by ZENworks

Connecting to work or school allows your organization to control some
things on this device, such s settings and applications.

Areas managed by ZENworks

ZENwarks manages the fallowing areas and settings. Settings marked as
Dynamic might change depending on device location, time. and
netwark canfiguration.

1 Dynamic Managerment

Policies
*Dewicelock
*Experience
*Security

Applications
Notepad+ + (64-bit xE4): ompleted

Connection info

Management Server Addrass:
Za provonovell.

Exchange ID:

9EETTO00EICAFESA3FTBFICAL20EDTAS

P ¥t

Device sync status

Syncing keeps security policies, network profiles, and managed
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4.4 Unenroll Your Windows Devices

If you no longer want your device MDM enrolled with ZENworks, you can unenroll the device from
the zone. Unregistering a device removes all assignments from the device and deletes the device
from the ZENworks databases. Retiring a device removes all assignments but leaves the device,
including its inventory data, in the database.

For this evaluation, we’ll have you unregister and uninstall the device.

1 In ZENworks Control Center, click Devices > Workstations to display your enrolled Windows
device.

Devices > Workstations
Devices
New ~ Export ~
[J status Name 2 Type Operating System Last Contact Retired

[} (3 Dynamic Workstation S Groups (Details) Workstation Folder

(] (3 pending Enrellment Devices (Details) Workstation Folder

O %, & winig-00100 Workstation windows10-2009-ent-gen-x64 1:15 P

1- 3 of 3 items 1n show 25 items

2 Select the check box in front of the Windows device, click Quick Tasks > Unenroll MDM Device
Now, then click Start when the Quick Task displays.

The Quick Task initiates the MDM unenrollment which can take several minutes.

3 After the Quick Task completes, go to the Windows 10 device, click Start > Settings > Accounts >
Access work or school.

Manage Windows Devices via Windows MDM



The page shows that the device is no longer managed by ZENworks.

Access work or school

Get access to resources like email, apps, and the network. Connecting
means your work or school might control some things on this device,
such as which settings you can change. For specific info about this, ask
them,

. Connect

Related settings
Add or remove a provisioning package

Export your management log files
Set up an account for taking tests

Enroll only in device management

Help from the web

Using Remote Desktop
Configuring VPN

@ Gethelp

& Give feedback
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5.1

Manage Mobile Devices

ZENworks manages iOS and Android devices using the native MDM capabilities of those platforms.

We’ll help you enroll iOS and Android devices in your ZENworks zone, secure the devices, and
distribute apps to them.

¢ Section 5.1, “Enroll Mobile Devices,” on page 73

+ Section 5.2, “Secure Your Mobile Devices,” on page 99

+ Section 5.3, “Distribute an App to Your Mobile Devices,” on page 106

+ Section 5.4, “Unenroll Your iOS and Android Devices,” on page 122

Enroll Mobile Devices

In order for mobile devices to be enrolled in your ZENworks Management Zone, you must create a
Mobile Enrollment policy and assign it to any users who will enroll devices. The following sections
help you create a Mobile Enrollment policy and then enroll iOS devices and Android devices:

+ Create a Mobile Enrollment Policy (page 74)

+ Enroll an iOS Device (page 77)

+ Enroll an Apple DEP iOS Device (page 80)

+ Enroll an Android Device (page 89)
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5.1.1 Create a Mobile Enrollment Policy

The Mobile Enrollment policy not only allows users to enroll devices but also assigns specific
management settings to the device. For example, the policy determines the ZENworks name and
group memberships assigned to the device, whether the device is designated as corporate owned or
personal, and what happens to the device when it is unenrolled.

Depending on the diversity of needs in your organization, you can create a single Mobile Enrollment
policy for all users or you can create multiple policies for users with different needs. For the purpose
of this evaluation, we’ll have you create a single policy.

1 In ZENworks Control Center, go to Getting Started with Managing i0S/iPadOS Devices.

ZENworks, Welcome, Admintdratr Meipw  Lopmt ()
Zores D00
-

A Home Getting Started  Apps Cataleg
B peployment
B pevices ;

Mmanaging Windews 10 Devices  Managing Android Devices  Managing I05/1PadOS Devices
B Uen _—
B rolicies ) . s .

Getting Started with Managing 105/iPad05 Devices
B tundles
B et management Configure TENworks Servers for Communication with Apple L
B security

TEMwneks servers mived to be configured to acces the intermet and communicatie with devices,

O Subseribe and Share
[ L T e—— —
=== e MOMserven Check Certificate and Ports
A Reports -7 Configured
@ fadit and Mesages
B Disg: Designate one or more Primary Servers In the DMZ as an MDM Check: If the certificates used by the MOM Server conform to
X Configuat Server, Devices are enrolled and managed using the MDM the requirements. lso, check if the required ports are open
Configuration
Server. The MOM Servers will send push notifications n...MORE on the MDM Server,
Configuration Tasks ]
Add IOM Sarvar For more information, click the below icom
Message Cleans
Pasyword Key Generator - &
Frequently Used -
Quick Tasks ~

Display Quick Tasks for:
@ Curment Sessbon

@\ Canfigure Push Hatification Servics
b/ Mot

~ ok Condipured
All Sessions
Configure Apple Push Notification Service (AFws) to allow
IEnworks to send push notifications to Apple devices,

Configure APNE
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2 Scroll to the Enroll Users section, then click Create Enrollment Policy in the Enrollment Policy
panel to display the Create New Policy wizard.
Policies » Create Hew Polioy

Hew Palicy

o= Step 1: Select Platform

All Mobile - Create a policy for Mobile devices,
Linine

e

BMeut = Cancel

On the Select Platform page, select Mobile, then click Next.
On the Select Policy Category page, select General Mobile Policies, then click Next.

On the Select Policy Type page, select Mobile Enrollment Policy, then click Next.

U AW

On the Define Details page, specify a name for the policy (for example, Mobile Enroliment), then
click Next.

7 On the Configure Device Ownership page:
7a Leave the Default Ownership set to Corporate for both enrollment methods.

Every mobile policy includes two groups of settings, one group that is applied to corporate
devices and a second group that is applied to personal devices.

For example, the Mobile Security policy lets you configure different password, encryption,
and lockout settings for corporate devices versus personal devices. When the Mobile
Security policy is applied to a device, the device’s ownership type determines which group
of settings is applied

7b Under the Enrollment using the ZENworks User Portal or the ZENworks Agent app method,
enable the Allow the device user to select ownership type option.

In a production environment, your corporate policy might dictate that you don’t allow
users to select the ownership type during enrollment. For this evaluation, however, we
suggest that you enable the option so that you experience this enrollment method.

This option is not available for the Enrollment through the Apple Device Enrollment
Program (DEP) or Apple Configurator (during initial device setup) method because these
are silent enrollments; no options are displayed to the user.

7c Click Next
8 On the Configure Device Management Level page:
8a Review the differences between a fully managed device and an ActiveSync-only device:

+ Fully managed: ZENworks can perform various device management operations such
as apply policies to the device, deploy applications on the device, synchronize email
from Exchange ActiveSync accounts, and capture device information (inventory). Only
iOS or Android devices can be enrolled as managed devices. Full management of an
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Android device is performed through the ZENworks App that is hosted on the Google
Play Store. Full management of an iOS device is performed through the device’s native
MDM client.

+ ActiveSync only: ZENworks can manage corporate emails on the device. Also, certain
policies that are enforceable through the ActiveSync protocol, such as the Device
Control Policy and Mobile Security Policy, can be applied to these device. Android, iOS,
Blackberry, and Windows devices can be enrolled as ActiveSync only devices.

The default setting prompts the user to enroll as a fully managed device but allows the
change from fully managed to ActiveSync-only. In a production environment, your
corporate policy might dictate that you don’t allow users to select the management level
during enrollment. For this evaluation, however, we suggest that you allow the choice so
that you can see what the option looks like when enrolling devices.

8b Keep the default setting so that devices are enrolled as fully managed, then click Next.

9 On the Configure Mobile Enrollment Rules page, note the folder and naming settings for the

default All Devices rule in the list, then click Next.

Enroliment rules establish the criteria that a user’s device must meet in order to enroll, and
determines the enrolling device’s display name, folder placement, and group assignments in
ZENworks Control Center.

On the Configure the Un-enrollment Settings page, keep the default settings, then click Next.

On the Summary page, deselect Create as Sandbox, select Define Additional Properties, then
click Finish to create the policy.

Policies > MobileEnrollmentPolicy

-
1% MobileEnrallmentPolicy

Displayed Version: | 0 {Published) v

sumrmary Relationships Details settings Audit

Device Ownership Device Management Enrollment Rules Un-enrollment Settings Advanced Settings
Amobile policy includes s, one for devices that are corporate owned and one for de hat are personally owned. This allows you to assign the same policy to both types of devices but
enforce different poli A device's ownership type must be designated at enrollment. Changes done to the enrollment settings will not be applied to already enrolled devices.

Enrollment using the ZENworks User Portal or the ZENworks Agent app:
Default ownership
® Corporate

Personal

| allow the device user to select ownership type

Enrollment through the Apple Device Enrollment Program(DEP) or Apple Configurator (during initial device setup):
Default ownership
® Corporate

Personal

12 Assign the policy to your evaluation user:

12a Click Relationships.
12b In the User Assignments list, click Add.
12¢ Select the evaluation user, then click OK to add the user to the assignment list.

12d Click Next > Finish to complete the assignment.
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5.1.2

Enroll an iOS Device

You can enroll any device running iOS version 10 or newer. We used an iPhone running iOS version
14.7.1. The screens and steps might vary slightly on other iOS devices and versions.

If the device you want to enroll is factory fresh and was purchased through the Apple Device
Enrollment Program or has been added to the program via Apple Configurator (available for Apple
devices running iOS version 11 or newer), use the instructions in “Enroll an Apple DEP iOS Device” on
page 80 instead.
1 In the Safari browser on the iOS device, enter the following URL:
ZENwor ks_server _addr ess/ zenwor ks- eup

Replace ZENwor ks_ser ver _addr ess with the DNS name or IP address of your ZENworks
Primary Server.

The login screen for the ZENworks User Portal is displayed.

° ZENworks, User Portal

8 Usemame

Signin

Copyright © 2016 Micro Focus Saftwar Inc, A8 rights
]

2 Enter the evaluation user’s username and password, skip the Domain field, then tap Sign In to
display the My Devices screen.

The Domain name field is not needed because the system is configured for simple enrollment,
which allows users to log in with only their username rather than their full domain name.

My Devices [f enron

No Devices Enrolled
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3 Tap Enroll in the upper-right corner to display the Enroll Device Modes screen.

The available enrollment options are determined by the Mobile Enrollment policy. If you
configured the policy as recommended in “Create a Mobile Enrollment Policy” on page 74, both
options are available as shown below. Otherwise, only one of the two options is available.

= Home
< Enroll Device Modes

How do you want to enroll your
iOS device?

Managed Device Only

Install recommended

applications, keep up-to-

date with data security

policies, securely access >
your grganization's email,

locate your misplaced

device, and more.

Email Only

Securely access your
organization’s email on >
your device.

4 Tap Managed Device Only to display the Enroll Device Options screen.

= Home

£ Enroll Device Options

Enroliment Options

To begin the enroliment of your device, please
provide the following:

Is the device a corporate owned davice or a
personal device?
© Corporate () Personal

5 Click OK to enroll the device as a corporate device and display the Enroll as Managed Device
screen.

= Home

£ Enroll as Managed Device

To enroll as a managed device, you need to
complete these steps:

1. Download and install the enroliment
certificate

Download Certificate

5]

. Install the enrcliment certificate by
following the steps mentioned below.

View Steps

o

. Enable the enroliment certificate
zendocla.provao.novell.com on this
device by following the steps mentioned
below,

View Steps

6 Complete the steps to enroll the device.
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Note: If you enroll multiple devices, the steps might not be the same on all devices. This is
because of differences in iOS versions. ZENworks displays only the steps required to complete
enrollment on the current device.

7 After you've finished enrollment, tap Home to return to the Home page.

The enrolled device is displayed in the My Devices list.

My Devices [f envon

D ZENUser-... 03:26PM

Active

8 In ZENworks Control Center, go to the Devices > Mobile Devices list to confirm that the device is
enrolled in the zone.

Devices

Nevi v Expart =

Status  Name &

7=

i

1-5of 5items

(3 pending Enrallment Devices (Details)

¥% android
¥ ios
%% Windows Phone

8 ZEMUser-mw9CaLL

Type

Mobile Folder

Dynarnic Mobile Device Group
Dynarnic Mobile Device Group
Dynarnic Mobile Device Group

Mobile Device

TREERI

Operating System Last Contact Retired

i0S-13.1.2 10:17 AM

show 25+ items
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9 (Optional) In the list, click the iOS device to display its Device Information page.

The Device Information page provides inventory details collected from the device.

Devices > Mobile Devices > ZENUssr-MWRCILL -
& ZENUser-MWHCZLL

Duevice Information Apps Geolocation Events and Logs Relationships Settings Audit

& Device Status: Active
{Phane Apple-MWICILL ty . ilare
= Data roaming enabled
Maanufactures: Apple Last Connections
Serial numeer [ Dec 12, 2019 10:17 am (GUT-07:00)
G . 6. TR Q@ Find My iPhane enabled

Dec 12, 2019 10:17 AM (GMT-07:00]
A : & Activation Lock enabled

IENsar f iTunes account active
Administration

Device Capacity

|§| 52%
17.48 GB wea
67% free of 54.03 GB

5.1.3 Enroll an Apple DEP iOS Device

If you use the Apple Device Enrollment Program (DEP), you can use ZENworks to simplify the initial
setup and enrollment of your DEP devices. This applies to devices purchased through the program. It
also applies to devices (iOS version 11 or newer) that you add to the program via Apple Configurator.

Using ZENworks Control Center, you configure setup options such as whether or not a device is
supervised and what features (Location Services, Passcode, and so forth) are required to be
configured at initial setup. Then, during the initial setup of a device, the device is configured
according to your setup options and enrolled in the ZENworks Management Zone for continued
management.
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Linking Your MDM Server to the Apple Device Enrollment Program

You need to link your MDM Server to the Apple Device Enrollment Program. This allows you to assign
DEP devices to the MDM Server so that it can manage the devices’ initial setup and enrollment.

1 In ZENworks Control Center, go to Getting Started with Managing iOS/iPadOS Devices.

ZENworks, Welcome, Adminkdraty Helpw  Logst (b

Zone: TUNDO0

A Home Getting Started  Apps Cataleg
B peployment
& Devices
Managing Windows 10 Devices  Managing Android Devices  Managing 105/1Pad0S Devices
B Uen _—
B rolicies ) . s .
Getting Started with Managing 105/iPad05 Devices
B sdies
B et management Configure TENworks Servers for Communication with Apple L
B securty TENworks servers noed 1o be configured to access the Itemet and communicatis with devices,
B Subseribe and Share
Menleern Management — -
P MM serves ( Check CricateandPrs
@l Reports -7 Configured A
@ fadit and Mesages
B Dingnostics Designate cne or more Prieary Servers in the DMZ a5 an DM Check If the certificates Used by the MOM Server conform to
3 Configuration Server, Devices are enrolled and managed using the MDM the requirements. Mso, check if the required ports are open
S — Server, The MDM Servers will send push notifications n ... MORE on the MDM Server,
Configuration Tasks -
240 MOM Sacver For mane information, click the below icom
Message Cleanus
Pasgword Key Generator = =
Frequently Used -
Quick Tasks —_
Disptay Guick Tasks fors @ Configure Push Hatification Service
® Current Session e ot Confipared
=) Al Sessicns
Configure Apple Push Notification Service [APns) to allow
ZErworks to send push notifications to Apple devices.
Configure APNE
- &
2 In the Setup Apple Business or School Manager section, click Add DEP Server to display the
following page.
Configuration *  Apple Device Enrollment Program [
Apple Device Enrollment Program
Lirds, ZErhweorks MDA Servers to your Apple Device Enroliment Program (DEP| 2ccount to automete MO enroliment of DEP devices.
~

DEP Servers
Add DEP Servers U link each of the virual MDW Servers, oreated on Apple’s DEP Portal, with a ZEMweorks MDM Server. The devices assigned Lo the virtual MOM Servers will enrell to the
linked TEHworks MOM Sarver,

You can view the purchased devices and manage their enrollment settings from the Discoversd DEP Devicas folder,
add

DEP Sinrvea Mamis NI v D""‘f‘:‘ Organizalicn Apghe 10 Tukin Expiry Last Syne

o fems oeailoble.

o

You can link one or more MDM Servers to your Apple Device Enrollment Program. The MDM
Servers that you link are referred to as ZENworks DEP Servers and end up being displayed in the
DEP Servers list shown in the screenshot.
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3 In the DEP Servers list, click Add to display the Add DEP Server dialog box.

Add DEP Server ?7 X

To link a ZENworks MDM Server to a Apple virtual MDM Server, you must complete the
following steps:

1. Select the MDM Server to which DEP devices must enroll. Download the
ZENworks Public Key (certificate) for it.

2. Sign in to the Apple Business Manager portal or the Apple School Manager portal.

3. Create a new virtual MDM Server as described below. This virtual MDM Server will
appear as a DEP Server in ZEMworks,

Click Settings in the left pane of the portal and select Device Management
" Settings. Click Add MDM Server and complete the steps to add a new virtual
MDM Server.

Devices must be assigned to the virtual MDM Server. You can choose to

* automatically assign new devices to this server or you can manually assign
these devices using the Device Assignments setting displayed in left pane of
the portal.

4. Download the DEP Token generated by Apple.

5. Upload the DEP Token to ZEMworks,

Cancel

4 To select the MDM Server you want to designate as the DEP Server, click , then browse for
and select the server.

Add DEP Server ? X

To link a ZENworks MDM Server to a Apple virtual MDM Server, you must complete the
following steps:

1. Select the MDM Server to which DEP devices must enroll. Download the
ZENworks Public Key (certificate) for it.

lfDevicesJServersizendoma Download

2. Sign in to the Apple Business Manager portal or the Apple School Manager portal.

3. Create a new virtual MDM Server as described below. This virtual MDM Server will
appear as a DEP Server in ZENworks.

Click Settings in the left pane of the portal and select Device Management
& Settings. Click Add MDM Server and complete the steps to add a new virtual
MDM Server.

Devices must be assigned to the virtual MDM Server. You can choose to

* automatically assign new devices to this server or you can manually assign
these devices using the Device Assignments setting displayed in left pane of
the portal.

4. Download the DEP Token generated by Apple.

5. Upload the DEP Token to ZEMworks. Upload

Cancel

5 Click Download, then save the server’s public key to your local drive.

The key file is saved as ser ver nane. der . You'll need the file later when you add the MDM
Server to your Apple Device Enrollment Program.

6 Click the Apple Business Manager link or Apple School Manager link, sign in to your Apple
account.

7 Add your MDM Server:
7a Click Settings, then click Device Management Settings.
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o Business
Organizatian
Activity
Locations

Puople
Accounts
Roles

Davices
Device Assignments

Assignment Histary

Content
Apps and Books

Darrin VandenBos ~ @

Personal Settings

My Profile

Darrin VandenBos
Apps and Books . .
© Device Management Settings
Organization Settings 9 Devices
Enroliment Information
Movell [[[Lj
@ Device Management Settings ped N
9 Davices e
MDM Servers
Customer Numbers
® 1 Active
Default Device Assignment

Manage the automatic assignment of devices.

7b Click Add MDM Server to display the following settings.

Assignment History

Apps and Books

Darrin VandenBos ~

0]

ey

Untitled MDM Server

MDM Server Info

Lintitied MOM Server

B Adiorw this MOM Sorver to release devices, Learn Mare

MDM Server Settings
- @

ou can download the server token after saving. After generating and downloading a new
tokon, you mist install this new 1oken on your MOM server,

7¢ Enter a name for the MDM Server.

7d Click Choose File to upload the key (ser ver namne. der ) you generated in ZENworks Control

Center.

7e Click Save to add the MDM server.
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# Business
Activity
Locations
Accounts
Rales

Device Assignments
Assignment Hestory

Apps and Books

Darrin VandenBos ~ (T}

MF-ZEN-EVAL
0 Dvices

MF-ZEN-EVAL

MDM Server Info D]
Noever Connected @

DaTin VandenBos 2019, V100 AM

Default Device Assignment

7f Click Download Token to download the MDM Server token to your local drive.

The MDM Server token file is saved with a name similar to the following:

MF- ZEN- EVAL_Token_2019- 10-17T18-23- 24Z_smi ne. p7m

7g For this evaluation, you need to have at least one unactivated device assigned to the MDM
Server. Click Device Assignments, then assign the desired devices to the server.

& Business
Activity

Lecations

Accounts
FAoilos

Device Assignments
Assigament History

Apps and Books

Settings
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8 In ZENworks Control Center, you should still be in the Add DEP Server dialog box. Click Upload to
upload the MDM Server token (the . p7mfile generated from the Apple portal).

After the token is uploaded, the organization information is displayed.

27 %

3, Crete & pw virtu
will appear as a DEF
a. From the Device E

t Program - Manage Servers page, s
Add MOM Server teps

Jete the steps 10 36 3 new virtual MDM Server.

n choose 1o
manuly assign

4. Downioad the DEP Token generated by Apple.
5. Upload tha DER Tokan to ZEHmucks. pload

Organization name: Hovell
1800 5 Hovell Place , Frove, UT, 84045 (USA)

9 Click Add DEP Server to add it to the list.

Configuration > Apple Device Enrollment Program -

Apple Device Enrollment Program

Link ZENworks MDM Servers to your Apple Device Enrollment Program (DEP) account to automate MDM enrollment of DEP devices.

DEP Servers ~
Add DEP Servers to link each of the virtual MDM Servers, created on Apple’s DEP Portal, with a ZENworks MDM Server. The devices assigned to the virtual MDM Servers will enroll to the linked ZENworks MDM
Server.

You can view the purchased devices and manage their enrollment settings from the Discovered DEP Devices folder,

Devices .
DEP Server Name MDM Server Aesigneg  Oreanization Apple ID Token Expiry Last Sync

MF-ZEN-EVAL zendocla Novell Gaidavar dano63@rc-ofacas. 0.3 Nov 10, 2020 11:08 A

oK

10 Inthe DEP Servers list, click Sync All (located on the right side of the list’s menu) to sync the DEP
devices into your ZENworks Management Zone.

Once the syncis complete, the number of DEP devices assigned to the server is displayed in the
Devices Assigned column of the list.

Configuration > Apple Device Enrollment Program -

Apple Device Enrollment Program

Link ZENworks MDM Servers to your Apple Device Enrollment Program (DEP) account to automate MDM enrollment of DEP devices.

DEP Servers ~

Add DEP Servers to link each of the virtual MDM Servers, created on Apple's DEP Portal, with a ZENworks MDM Server. The devices assigned to the virtual MDM Servers will enroll to the linked ZEMworks MDM
Server,

You can view the purchased devices and manage their enrollment settings from the Discovered DEP Devices folder.

Add Sync All
DEP Server Hame MDIM Server EQEZE Organization Apple ID Token Expiry Last Sync
MF-ZEN-EVAL zendocia 1 Novell darrin.vandenbos@microfocus.com Nov 10, 2020 11:08 AM Nov 11, 2019 11:17 AM

oK

11 Click the number in the Devices Assigned column to display the devices.

The DEP devices are added under Discovered devices in your ZENworks zone with a Deployment
Status of Discovered.
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Devices > [Discovered * Apple DEP Devices

Desices

Serial Humbier 2 Madel Colar Liser Prodile Stabus DEP Server Neplopment Shatus

O raLmmsd osor hone & Pius SPACE GRAY asshgned WF-ZEM-EviL

T+ 1al | tens 144 1 [ wgw 1% = ibes

After a device is activated and enrolled, the deployment status will change to Managed and the
device will be added to the Managed devices list.

Configuring Apple Setup Options

During initial setup of a DEP device, the device is configured as a supervised device that is allowed to
pair with host computers. These are the default settings, but you can change these and several other
settings, and you can also select any iOS feature configurations (Location Services, Siri, and so forth)
to skip during setup.

1 Ifthe Apple DEP Devices list is still displayed, click Discovered (in the bread crumbs at the top) to
display the Discovered devices list.
or

If you are not on that list, click Devices (in the left navigation pane), then click the Discovered tab
to display the Discovered devices list.

Discovered Inventoried thanaged

Discovered

Type Discoveres
3 Al Types

3 semvers

(I ]

1 worlestations

=

O pRAC Devices

=

O intol® AMT Dovices

23 metvnrk Equipment

a2 = o

1 Thin Cliants
CJ mbsdied warkstations

33 other pevices

[ R

1 urdcnowmn Digirices

21 apgie DEP Devices [Settings B

=

O peployanle Types

3 pevices creatod via 2Evwarks Migration

= I=

3 pevices created via ZEMwarks Assel Management MEration
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2 In the list, click the Settings link next to Apple DEP Devices, then click General and Skip Setup
Item Settings to display the setup options.

Devices > Discovered > Apple DEP Devices > General and Skip Setup ltem Settings

-
] Apple DEP Devices
General and Skip Setup Item Settings
Configure the settings that must be applied during DEP enrollment
General ~
Allow pairing of devices with a host computer
Set device as supervised
Allow user to remove the MDM profile from the device No v
Allowr user to skip applying the MDM profile on the device No v
Specify the support phone number displayed during enrollment (Edit)
Specify the support email address displayed during enrollment {Edit)
Specify the department name displayad during enrollment (Edit)
Specify the default language to be selected during enrollment (tvOS only)
Specify the default region to be selected during enrollment (tvOS only)
Skip Setup Items ~
Chaoose the configurations to be skipped during device setup.
Select All  Reset All
O passcode (O Location Services [ Restore apps and data O move from Android
[ apple 1 [(J7erms and conditions [Jouch ID/Face ID [ Apple Pay
[ pisplay Zoom Osiri O piagnostics [ pisplay Tone
(O Home Button Sensitivity [m} Keyboard DOnboardmg Cwatch Migration
O erivacy [Dimessage and FaceTime [Oscreen Time [ software Update
[Jscreensaver {tv0S only) (O Touch to setup (tvos anly) [J Home Screen Sync (tvOS only) 7V Provider sign in (tv0S only)
Owhere is this Apple TVZ (tvOS only) (O appearance [0 Device To Device Migration Osim setup
Owelcome pane [0 Restore Completed Oupdate Completed

oK Cancel

3 For this evaluation, change the following settings:

3a In the General section, specify a support phone number, support email address, and
department name. Also, change Allow user to remove the MDM profile from the device to
Yes.

3b Inthe Skip Setup Items, select Location Services, Terms and Conditions, Touch ID, and Siri so
that those configurations are skipped during setup. You can also select any others you’d
like to skip.

3c Leave all other options set to the defaults.
4 Click OK to save the changes.

The setting changes must be synced to the Apple Device Enrollment Program service. After this
occurs, any new devices will use the setup options. To initiate the sync immediately, you can use
the Sync All option on the DEP Servers page (Configuration > Management Zone Settings >
Discovery and Deployment > Apple Device Enroliment Program).

Enrolling a DEP Device

Now that your DEP Server is defined and the setup options configured, you can set up and enroll a
DEP device.

1 Turn on the device and begin the setup process.
2 When prompted for a login, specify the evaluation user’s username and password.

3 Complete the setup.
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Based on the Apple setup options you configured in the previous section, the configuration will
skip the setup for Location Services, Terms and Conditions, Touch ID, and Siri.

4 On the device, tap @ to display the Settings screen.

Notice that the device is managed and supervised by your organization.

Settings

Q, Settings

This iPhone is supervised and managed by Novell. Learn
more about device supervision...

Sign in to your iPhone
Set up iCloud, the App Store, and more.

Airplane Mode

a Wi-Fi Group
Bluetooth On
Cellular
Carrier

MNotifications

Fﬂ Control Center

5 InZENworks Control Center, go to the device in the Discovered devices list (Devices > Discovered
> Apple DEP Devices).

Notice that the device’s Deployment Status is now listed as Managed.

Dedcms > Discovered ¥ Apple DEP Devices

Dewvices

Serisl Bumber § Model iz User Profile Status DEP Server Deployment SEatus

a2 FALBHaA S5 0F Phoce & Plus SPaCE GRAY ZEHLKer Assianed MF-ZEH-EVAL Managed

1-1of 1 ibens 44|11 kK shav 15 * Ibems

6 (Optional) Click the Managed link to display the device’s Information page.
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5.1.4

The Device Information page provides inventory details collected from the device.

Derdces > Mobile Devices > FEHLher-MGAXILL o v

B PEMUser-MGANELL

Device Information Events and Logs Relationzhips Settings Audit
A Device Status: Active ~
iPhone Apple-MGAKZLL iPhone w8 Ll E
Manulacturer: Apple Last Connections
colar: SPALE GRAT Jul 18, 2017 0183 B4 (GAT-06:00) B supervises
Deseription: FHOHE 6 PLUS SPACE GRAY 16GE T-MO-USA "
Serial number: e i R
G cab20d9abTef0aT430ocr 3o fagdidhze

IMEL
MEID:
Doz I TEARETITET i DML T 2N ST

Administration
DEP Device s (View)

adminisirative gweer: (Edit] -

Current, lime zone:
Last boot time

Wser enralled: FUIC o 0T AR A el LIS JE™" i fest Device: Ho [Set)
Enrolled tode: HO5 sl Freahiedd MO Servar:
Cramesrghip: Corporate Lepstment: (beity Device Capacity
Site: [Edit] -
Metwork Location: [Edif) - ]
Blustonth MAC: M E T T E EER
W-Fi MAC: [T - i e
IP address: 816.15 MB uzes
#odem firmmwane version: Q Y& freeal 1114 G2
Dperating System
Platform: #I5
Wersion: 10.2.2
Build: 1489
Language:

Enroll an Android Device

ZENworks manages Android devices using Android Enterprise. This requires your organization to
register with the Android Enterprise program. Once you are registered and have created an Android
Enterprise Enrollment policy in ZENworks, you can enroll devices in either of the two supported
Android Enterprise modes: Work Profile mode and Work-Managed mode.

+ “Register Your Organization in the Android Enterprise Program” on page 89

¢ “Create an Android Enterprise Enrollment Policy” on page 90

+ “Enroll an Android Device in Work Profile Mode” on page 92

+ “Enroll an Android Device in Work-Managed Mode” on page 95

Register Your Organization in the Android Enterprise Program

As a Google-approved Enterprise Mobility Manager (EMM), ZENworks facilitates the enroliment of
your organization in the Android Enterprise program and the creation of the managed Google Play
Store from which apps can be distributed to ZENworks-managed devices.

1 In ZENworks Control Center, click Subscribe and Share (in the left-navigation pane).

2 In the Subscriptions list, click New > Subscription to launch the Create New Subscription wizard.

3 Select Android Enterprise Subscription, then click Next.

4 Enter a subscription name (for example, Android Enterprise), then click Next.
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5 On the Configure Android Enterprise page:

5a For the Micro Focus (Novell) Customer Center credentials, use ZENeval as the username
and zeneval! as the password.

5b Click Enroll to display the Google Play Bring Android to Work page.

5c If necessary, sign in with your Google account so that the Get started option is displayed.

. Google Play = @

Bring Android to Work

Get started

5d Click Get started, then follow the prompts to register your organization.

5e After the account registration is complete, you are returned to ZENworks Control Center.
Click Next.

6 On the Select User Context page, add the context in which your evaluation user resides, then
click Next. If desired, you can also add other contexts that contain Android device users.

7 On the Select Languages page, select the language for displaying Google app details in
ZENworks Control Center, then click Next.

8 On the Select Bundles Folder page, keep the default settings, then click Next.

Right now, the Android Enterprise account you created doesn’t have any apps assigned to your
account. We’ll come back and do that right before you distribute apps to an Android device.

Create an Android Enterprise Enrollment Policy

In addition to the Mobile Device Enrollment policy that you previously created, you must create an
Android Enterprise Enrollment policy and assign it to Android device users.

1 In ZENworks Control Center, click Policies (in the left navigation pane).
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@ Bundles

B sset management
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& Reports
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Policy Tasks ~

Hew Folder
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Policies
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Type:
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Message Status:
Any
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2 In the Policies panel, click New > Policy to display the Create New Policy wizard.

Policles » Create Hew Policy

Create New Poalicy

== Step 1: Select Platform
Select the platform for which you want to create a policg

all Mobile - Create a pollcy for Mobile devices,
L

Windaws

3 On the Select Platform page, select Mobile, then click Next.

Beut = Camoel

4 On the Select Policy Category page, select Android, then click Next.

5 On the Select Policy Type page, select Android Enterprise Enrollment Policy, then click Next.

6 On the Define Details page, specify a name for the policy (for example, Android Enterprise

Enrollment), then click Next.
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On the Summary page, deselect Create as Sandbox, select Define Additional Properties, then
click Finish to create the policy.

Palicies > MobileEnrollmentPolicy -

"
(-] MobileEnrollmentPolicy

Displayed Version: | 0 (Published) v
Summary Relationships Details Settings Audit
Device Ownership  Device Management  Enrollment Rules  Un-enrollment Settings  Advanced Settings

Amoebile policy includes two groups of settings, one for devices that are corporate owned and one for devices that are personally owned. This allows you to assign the same policy to both types of devices but
enforce different policy settings if necessary. A device's ownership type must be designated at enroliment. Changes done to the enrollment settings will not be applied to already enrolled devices.

Enrollment using the ZENworks User Portal or the ZENworks Agent app:
Default ownership
® Corporate

Personal

¥ Allow the device user to select ownership type

Enrollment through the Apple Device Enrollment Program(DEP) or Apple Configurator (during initial device setup):
Default ownership
® Corporate

Personal

8 Assign the policy to your evaluation user:

8a Click Relationships.
8b In the User Assignments list, click Add.
8c Select the evaluation user, then click OK to add the user to the assignment list.

8d Click Next > Finish to complete the assignment.

Enroll an Android Device in Work Profile Mode

Work Profile mode creates a dedicated container on the Android device for corporate apps and data.
It provides support for personal devices (BYOD), enabling you to manage and secure corporate
assets without touching personal data on the device.

You can enroll any device running Android version 5 and newer. We used a Samsung Galaxy Tab A
running Android version 9. Again, the screens and steps might vary slightly on other Android devices
and versions.

1 Install the ZENworks Agent from the Google Play Store.
2 Open the ZENworks Agent app, then follow the prompts to give the ZENworks Agent rights to

the device and display the login screen.
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e ZENworks, Agent

Scan o autofi|

Conyright © 2019 Micro Foous Saltwan ine. Al ights
remmrred

3 To login and begin enrolling the device, fill in the evaluation user’s username and password, fill
in the URL of the ZENworks Primary Server, then tap Sign In.

The Domain name field is not needed because the system is configured for simple enrollment,
which allows users to log in with only their username rather than their full domain name.

Notice the Scan to autofill option. This lets a user fill in the information by scanning a code
included in an invitation email that you send. We didn’t do the configuration required to use
this, so ignore this option for now.

Because the Mobile Enrollment policy was configured to allow users to choose whether the
device is a corporate or personal device, the Enrollment Options screen is displayed.

KR
LUESSE § -

4 Select Personal, tap OK, then follow the prompts shown in the following screens to create the
work profile and enroll the device.
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Work Profile Setup Work Profile Setup

wark
0 a0 camplata eontial v your porzanal cata,

e or meee of the following wil ccue
. v,
deperrig on the dota on the device)
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Set up a work profile

i Vou'ro alout o set up 3 work profile that will be
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To caninue, 1840 41 agree 10 1he Samang Kigx Prvacy Poficy
Agree
canceL NEXT BACK

conTuE

When enrollment is complete, the Android device is listed on the ZENworks Agent Home page.

TN EM-TI0

D FENLses SM-T0 saion &

.

5 In ZENworks Control Center, go to the Devices > Mobile Devices list to confirm that the device is
enrolled in the zone.

Devices
B New~ Export + 2]
[] | Status Mame = Type Operating System Last Contact Retired
@ 3 Pending Enrollment Devices (Details) Mobile Folder
@ % Android Dynarmic Mobile Device Group
] ¥ ios Dynamic Mobile Device Group
(] ¥, Windows Phone Dynamic Mobile Device Group
O B @ zenusersm-T3s0 Hobile Device Aandroid-9 9:21 AM
1-50f 5 items CERERTC show 25 items
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6 (Optional) In the list, click the Android device to display its Device Information page.

The Device Information page provides inventory details collected from the device.

Devices > Mobile Devices > ZENUser-SM-T380

9 7ENUser-5M-T380

Device Information Apps Geolocation Events and Logs Relationships Settings Audit

@ Device Status: Active ~

samsung-SM-T380

Phone number

Manufacturer: samsung Last Connections

Serial number: 9e4542a309698081 Dec 6, 2019 09:21 AM (GMT-07:00)

GUID: de317cbde620e42 12608601 f35f48cf ZEHworks Mobile App )
Device ID: 1a6ba2902efhesca @ Werk profile mode

Dec 5, 2019 01:25 Pi (GMT-07:00) n
Current time zone: Mountain Standard Time (-7:00) Inventory scan time & Reset password enabled
Last boot time: Dec 4, 2019 03:01 PM (GMT-07:00)
User enrolled: /Users/zesmi.lab.novell.com/Users/ZENUser Device Capacity
Enrolled mode: Android App
Ownership: Personal ZENworks Mobile App EI 100% charzing
Network Version: 20.0.0
Bluetooth HAC: Administration @ 4.08 GB used
Wi-Fi MAC: DO:7F:AD:CT:F6:D7 Administrative owner: (Edit) 60% free of 10.37 GB
IP Address: 137.65.186.7 Test Device: No (set)
Operating System Enrolled MDM Server: zendocla @ :gisf::f”:e: -
Platform: Android Department: (Edit) ’
Version: 9 Site: (Edit)
Security patch level: Sep 1, 2019 Location: (Edit) ° Device Permissions h
Build: PPR1.180610.011.T380DXU3C5K1
Language: English (United States)
Kernel version: 3.18.120-16521006
0S update: Not Available

Disk space available for OS update: N/A

Enroll an Android Device in Work-Managed Mode

Work-managed mode enables you to manage and secure the entire Android device. This mode is
mainly intended for corporate-owned devices. If you need to support personal devices (BYOD), see
“Enroll an Android Device in Work Profile Mode” on page 92.

You can enroll any device running Android version 6 and newer. We used a Samsung Galaxy Tab A

running Android version 9. Again, the screens and steps might vary slightly on other Android devices

and versions.

1 Make sure the device is factory fresh.

If the device has previously been started and configured, you must perform a factory reset
before you can enroll it in work-managed mode.

2 Start the device and complete the initial screens (language, Wi-Fi setup, Terms and Conditions)

until you reach the following screen:

L B ITH s S Bl b
g
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3 Enter af wW#zenwor ks, then tap Next.

Android Enterprise

This sceuneed mgpates e device managerent. inslal the

seceun
E EENworks Agent

4 Tap Install to download the ZENworks Agent. When prompted, tap Install again to confirm the
installation of the ZENworks Agent on the device.

5 Follow the prompts shown in the following screens to set up the device.

Work-managed Device Setup Waork-managed Device Setup

T — Wihen you ontince
: i 5
Set up your device
the davice. . of fia t
- 5o o the Workmenaged Detce moge ot i i e saingR CApErte 5k 59,
TARIA 8 Wt manegiod o e pol ol on o et of the deVISH 1O YOUr Grganization. permissions, thef-peotection features, and data sssacisted with this 1ablet,

© Contguenetwark sstings = Installation of work 39pe szsigned by your cagsnizatian

© Goplay work apa and manage thelr prisslons
+ Conigureseeunt setngz

2 eharge and g0 not Inemuat the selp prasass.
+ Wipehe serice factory resetl Sameung Kok Pivacy Poley

ool

wr

©

) 1 hve rosd and agresto il of tha above

canceL NexT BacK conTE canceL WEXT >

96 Manage Mobile Devices



When work profile setup is complete, the device is enrolled in ZENworks and the ZENworks
Agent login screen is displayed:

e ZENworks, Agent

Sean to sutofill

& Usemame

Copyright © 2019 Micrs Foous Solvwans ine. Al ights
tenarved

6 To log in and complete the enrollment, fill in the evaluation user’s username and password, fill
in the URL of the ZENworks Primary Server, then tap Sign In.

The Domain name field is not needed because the system is configured for simple enroliment,
which allows users to log in with only their username rather than their full domain name.

Notice the Scan to autofill option. This lets a user fill in the information by scanning a code
included in an invitation email that you send. We didn’t do the configuration required to use
this, so ignore this option for now.

Because the Mobile Enrollment policy was configured to allow users to choose whether the
device is a corporate or personal device, the Enrollment Options screen is displayed.

=D
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7 Tap OK to enroll the device as a corporate device.

When enrollment is complete, the Android device is listed in the mobile app.

TP TII

D TENUse-EMTI0 e g

8 If you are notified that a password change is needed, tap the notification and enter a new

password.

9 In ZENworks Control Center, go to the Devices > Mobile Devices list to confirm that the device is

enrolled in the zone.

Devices
New

Status MName =&

(3 pending Enrollment Devices (Details)

¥2 Android
¥eios
¥ windows phone

% [ zEnUsersm-T380

1-50f 5items

Manage Mobile Devices

Export =

Type

Mobile Folder

Dynamic Mobile Device Group
Dynarnic Mobile Device Group
Dynamic Mabile Device Group

Mobile Device

Ha[a]qrH

Operating System Last Contact Retired

Android-9 9:21 AM

show 25 ¥ items



10 (Optional) In the list, click the Android device to display its Device Information page.

The Device Information page provides inventory details collected from the device.

Devices > Mobile Devices > ZENUser-SM-T380 -

9 7ENUser-5M-T380

Device Information Apps Geolocation Events and Logs Relationships Settings Audit

@ Device Status: Active =

samsung-SM-T380

Manufacturer: samsung Last Connections

Serial number: 9e4542a309698081 Dec 6, 2019 09:21 AM (GMT-07:00)

GUID: de317cbde620e42 12608601 f35f48cf bl e )
Device ID: 126ba2902efbssca @ Werk profile mode

Dec 5, 2019 01:25 Pi (GMT-07:00) m
Current time zone: Mountain Standard Time (-7:00) rventory scan time 8 Reset password enabled
Last boot time: Dec 4, 2019 03:01 PM (GMT-07:00)
User enrolled: /Users/zesmi.lab.novell.com/Users/ZENUser Device Capacity
Enrolled mode: Android App
Ovnership: Personal ZENworks Mobile App E 100% Charging
Network Version: 20.0.0
Bluetooth HAC: Administration @ 4.08 GB used
Wi-Fi MAC: DO:7F:AD:CT:F6:D7 Administrative owner: (Edit) . 60% free of 10.37 GB
IP Address: 137.65.186.7 Test Device: No (set)
Operating System Enrolled MDM Server: zendocta iéE zg?ﬁii::e: -
Platform: Android Department: (Edit] ’
Version: 9 Site: (Edit)
Security patch level: Sep 1, 2019 Location: (Edit) ° Device Permissions h
Build: PPR1.180610.011.T380DXU3C5K1
Language: English (United States)
Kernel version: 3.18.120-16521006
0S update: Not Available

Disk space available for OS update: N/A

5.2 Secure Your Mobile Devices

ZENworks secures devices through the use of policies. You configure a policy’s settings, assign the
policy to the device’s user, and then sit back while the policy enforces your settings on the device.

+ Apply a Security Policy to Mobile Devices (page 99)
+ Apply a Control Policy to Mobile Devices (page 103)

5.2.1 Apply a Security Policy to Mobile Devices

The Mobile Security policy controls password, encryption, and device inactivity settings on iOS and
Android devices.

+ “Create a Mobile Security Policy” on page 100

+ “Assign the Policy” on page 101

+ “Test the Policy on an iOS Device” on page 102

+ “Test the Policy on an Android Device” on page 102
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Create a Mobile Security Policy

1 In ZENworks Control Center, click Policies (in the left navigation pane).

ZENworks, Welcome, Administrator  Helpv  Logout
Zone: EN2020
«
-
A Home
Policies @ Search >
Bl Deployment
Neve = & | Hame:
L1 Devices
Status Mame & Type Enabled Version Has Sandbox
B e P
¥s (@ Android Enterprise Enrollment Android Enterprise Enrollment Policy Yes 0 Mo Category:
“@ B Mobile Enrollment Mobile Enrollment Policy ‘Yes 0 ‘Yes
W% Bundles Type:
1-20f 2items LR ERNE show 25+ items
B Asset Management All Types v
B Security Message Status:
Any v
B Subscribe and Share
Compliance Status:
3% Hodern Management P
Any v
& Reports
! Include subfolders
@ Audit and Messages

Search Reset

N oo A WN

Diagnostics
¥, Configuration

Policy Tasks ~
New Folder
New Policy

Click New > Policy to display the Create New Policy wizard.

On the Select Platform page, select Mobile, then click Next.

On the Select Policy Category page, select General Mobile Policies, then click Next.

On the Select Policy Type page, select Mobile Security Policy, then click Next.

On the Define Details page, specify Mobile Security for the policy name, then click Next.

On the Select Security Level page, leave the default settings (Strict security for Corporate
devices and Low security for Personal devices), then click Next.

The security policy includes dozens of settings. So that you don’t have to deal with them
individually, you select the security level you want and ZENworks populates the settings with
the values appropriate to the level.

On the Summary page, deselect Create as Sandbox, select Define Additional Properties, then
click Finish to create the policy and display it.

You’ll notice that the security settings for Corporate devices have been configured to adhere to
the Strict security level you selected when creating the policy and the Personal settings reflect
the Low security level. This means that Corporate devices will enforce a complex password with
a minimum of 8 characters including letters (both uppercase and lowercase), numbers, and
special characters.
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Policies > Mobile Security -

v
18 mobile Security

Displayed Version: | 0 (Published) v

Summary Relationships Details Settings Audit

Device Password Encryption Device Inactivity Profile Security

Select the password settings for this policy for all supported devices.

Corporate Personal 05 ®
Require password Yes ¥ Yes ¥ . . .
Require biometric weak password No v Yes v .
Require simple password No v Yes ¥ . . .
Minimum passwerd length 8 v 4 v . . .
Require numeric password Yes T No v .
Require numeric complex password Yes ¥ No v .
Require alphabetic password Yes ¥ No v .
Require alphanumeric password Yes v No v . . .
Require complex password Yes v No v . . .
Minimum complex character types 2 v . v .
Minimum complex characters required 1 v — v . .
minimum letters required 3 v - v .
Minimum numbers required 1 v . v .
Minimum lowercase letters required 1 v . v .
Minimum uppercase letters required 2 v - v L]
Minimum non-letters required 1 v - v .
Require password expiration Yes ¥ No v . . .
Password expiration in days 30 % 0 % . . .
Require password history Yes ¥ No v . . .
Number of passwords stored 7 % 0 % . . .

9 Click the Device Inactivity tab.

Notice that an inactivity lock is enforced on Corporate devices, with the user being allowed to
set the inactivity timeout to a maximum of 1 minute. Notice also that after 7 failed unlock
attempts, the device is wiped.

10 You can change individual settings as needed...except, don’t change them at this point in the
evaluation. After you’ve finished the evaluation, go ahead and change whatever you want as
you play and explore more.

Assign the Policy

This policy can be assigned to either users or devices. We'll have you assign it to the evaluation user
so that the policy will apply to all of the devices enrolled by the user. If you were to use a device
assignment, you would need to assign it to each device.

1 Click Relationships.

2 Inthe User Assignments list, click Add.

3 Select the evaluation user, then click OK to add the user to the assignment list.

4 Follow the prompts to complete the assignment wizard.
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Test the Policy on an iOS Device

After the policy is assigned to the evaluation user, ZENworks refreshes the device so that the policy
can be enforced. On iOS devices, if the policy requires the user to change something, such as the
passcode, the user is prompted.

1 On the iOS device, wait for the following prompt to be displayed.

Passcode Requirement
You must change your iPhona unlock
passcode within 59 minutes.

atar Change Now

2 Tap Continue, then follow the prompts to change the passcode to meet the policy requirements.
3 Verify the inactivity timeout setting by tapping Settings > Display & Brightness > Auto-Lock.

The Mobile Security policy’s Strict security level changes the Auto-Lock setting to a maximum of
1 minute.

4 (Optional) To see a list of the full passcode restrictions enforced by the policy, tap Settings >
General > Profiles & Device Management > ZENworks Management Profile > Restrictions >
Passcode.

At this point, feel free to change the settings in the Mobile Security policy to see how they are
enforced on the device. After you change settings, make sure you publish the policy again so that the
changes are applied to the device. And remember, any changes you make to the policy are reflected
on all of the evaluation user’s devices.

Test the Policy on an Android Device

After the policy is assigned to the user, the user’s Android device receives a ZENworks notification
that the password needs to be changed. If this doesn’t happen within a minute, tap the ZENworks

Agent app and then tap = to refresh the device.

1 Tap the notification to change the password on the device to conform to the policy password
requirements.

2 Go to Settings > Display > Screen timeout. Notice that the timeout maximum setting is 1 minute
as defined in the policy.
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5.2.2

At this point, feel free to change the settings in the Mobile Security policy to see how they are
enforced on the device. After you change settings, make sure you publish the policy again so that the
changes are applied to the device. And remember, any changes you make to the policy are reflected
on all of the evaluation user’s devices.

Apply a Control Policy to Mobile Devices

The Mobile Device Control policy lets you restrict access to the features of a mobile device such as
the camera, the web browser, and voice assistance.

+ “Create the Mobile Device Control Policy” on page 103
+ “Assign the Policy” on page 105
+ “Test the Policy on an iOS Device” on page 106

+ “Test the Policy on an Android Device” on page 106

Create the Mobile Device Control Policy
1 In ZENworks Control Center, click Policies (in the left navigation pane).

ZENworks,

Welcome, Administrator ~ Helpw  Logout
Zone: ZEN2020

-
A Home
Policies @ search >

New v £ | Mame:

tus Name = Type Enabled Version Has Sandbox

B Deployment

[ W WA

B Users

W Bundles

® & android Enterprise Enrollment #ndroid Enterprise Enrollment Policy Yes 0 Mo Category:
Any

& & wmobile Enrollment Mobile Enrollment Policy Yes o Yes
Type:

& W pobile Security Habile Security Policy Yes 0 No AllTypes

B Asset Management
1-3cf items LRREREA] show 25 = items
B Ssecurity Message Status:
Any
B subscribe and Share

Compliance Status:
2 Modern Management E
Any
il Reports

! Include subfolders
@, Audit and Messages

Search Reset
Diagnostics

K Configuration

Policy Tasks -~
New Folder

New Policy

Click New > Policy to display the Create New Policy wizard.
On the Select Platform page, select Mobile, then click Next.
On the Select Policy Category page, select General Mobile Policies, then click Next.

On the Select Policy Type page, select Mobile Device Control Policy, then click Next.

O U A W N

On the Define Details page, specify Mobile Device Control as the name of the policy, then click
Next.

7 On the Configure Mobile Device Control Settings page, change the Corporate setting to High,
then click Next.

The device control policy includes hundreds of settings. So that you don’t have to deal with
them individually, you select the control level you want and ZENworks populates the settings
with the values appropriate to the level.

8 On the Summary page, deselect Create as Sandbox, select Define Additional Properties, then
click Finish to create the policy and display it.
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The policy is opened with the Apple device settings displayed.

Bolicies » Mobile Device Control

e
B Mobile Device Contral

Displayed Versione | 0 (Published)

summary  Belationships  Detalls  Settings

Mabile Device Control Poticy Settings ~

Apple  Androld Activesyne
Duvices  Apps  Apple watch  (Tunes Cloud  safarf  Lock Screen  Medla Content  Security ming  Weyboard  Music  alrPrint 05 update  Classroom app
Supervised Only  Corporate Personal Description
No v v Enables

No i Yes

No v - L

No

Na

b S S S

Ko

o

ed from managed s

Ko

HNo

Ko

No . =

aliow Screenshot 15 enabled
v Na

o No ’ Yes

The Corporate device control settings reflect the High control setting you selected when
creating the policy, while the Personal settings reflect the Low control setting. Some of the
settings apply only to devices that have Supervised mode enabled.

As you scan down the list of settings, notice that many Corporate device capabilities are not
allowed, including use of the camera, capturing of screenshots, and installation of apps from
the App Store (on the Apps tab). We'll verify these enforcements when we test the policy on an
iOS device.

9 Click the Android link to see all of the Android device control settings.
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Policies > Mobile Device Control

0 {Publishad]

Relationships  Detalls  Settings

Mobile Device Control Policy Settings

apple  Androld  Activesyne

Devices  Apps  Metwork  Audio  Date 05 Update  Keyguard features

‘Work Managed  Work Profile

A R
R

<

AN O R

L

Corparate

Bamary Saving *

Ko

Mo

Personal

Ne

Description

ZENworks supports Android devices using either work managed or work profile modes. Notice
that some settings apply to only one or the other of the modes.

As with the Apple settings, notice that many Corporate device capabilities are not allowed,
including use of the camera and capturing of screenshots, which we’ll test when the policy is

applied to an Android device.

10 You can change individual settings as needed...except, don’t change them at this point in the
evaluation. After you've finished the evaluation, go ahead and change whatever you want as

you play and explore more.

Assign the Policy

Like the Mobile Security policy, the Mobile Device Control policy can be assigned to either users or

devices. Go ahead and assign it to the evaluation user.

1 Click Relationships.

2 Inthe User Assignments list, click Add.

3 Select the evaluation user, then click OK to add the user to the assignment list.

4 Follow the prompts to complete the assignment wizard.
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5.3

Test the Policy on an iOS Device

The i0OS device should receive the Mobile Device Control policy within a minute of it being assigned
to the evaluation user. You can ensure that the policy has been received by tapping the ZENworks

Agent app and then refreshing = the device.

1 Try to take a screenshot. You are informed that the security policy does not allow screenshots.
2 Try to use the camera. Again, no luck, because the Camera app has been removed.
3 (Optional) To see a list of the full restrictions enforced by the policy, tap Settings > General >

Profiles & Device Management > ZENworks Management Profile > Restrictions.

At this point, feel free to change the settings in the Mobile Device Control policy to see how they are
enforced on the device. After you change settings, make sure you publish the policy again so that the
changes are applied to the device. And remember, any changes you make to the policy are reflected
on all of the evaluation user’s devices.

Test the Policy on an Android Device

The Android device should receive the Mobile Device Control policy within a minute of it being
assigned to the evaluation user. You can ensure that the policy has been received by tapping the

ZENworks Agent app and then refreshing = the device.

1 Try to take a screenshot. You are informed that the security policy does not allow screenshots.

2 Try to use the camera. Again, no luck.

3 Go to Settings > Display. Notice that you can’t change the brightness or the screen timeout.
Neither are allowed by the policy.

4 Go ahead and explore to see what else doesn’t work. Because the policy is set to High control,
many things are disabled.

At this point, feel free to change the settings in the Mobile Device Control policy to see how they are
enforced on the device. After you change settings, make sure you publish the policy again so that the
changes are applied to the device. And remember, any changes you make to the policy are reflected
on all of the evaluation user’s devices.

Distribute an App to Your Mobile Devices

ZENworks supports distributing of applications to iOS and Android devices.

+ Distribute an Apple App Store App to an iOS Device (page 107)

+ Distribute an Apple VPP App to an iOS Device (page 112)

+ Distribute an Android Enterprise App to an Android Device (page 117)
+ View the Bundle Status (page 120)
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5.3.1 Distribute an Apple App Store App to an iOS Device

ZENworks lets you distribute free apps from the Apple App Store.
+ “Create a Bundle for the App Store App” on page 107
+ “Assign the Bundle” on page 110
+ “Test the Bundle” on page 111

Create a Bundle for the App Store App

1 In ZENworks Control Center, click Bundles (in the left navigation pane).

ZENworks,

Welcome, Administrator  Helpv  Logout

A Home Dashboard ~ Bundles

B Deployment

G Devices

Bundles
New ~

Status Name = Type: Category Enabled Version Has Sandbox
No items available.

42 Hodern Management

a0 Reports

@ audit and Messages
Diagnostics

K. Configuration

Bundle Tasks ~

New Folder
New Bundle

Import Bundle

2 Click New > Bundle to display the Create New Bundle wizard.
3 On the Select Bundle Type page, select i0S/iPadOS Bundle, then click Next.
4 On the Select Bundle Category page, select App Store App, then click Next.

4

@ Search

N

MName:

|

Type:
All Types

I

Category:

=
2
<

Message Status:

=
2
<

Compliance Status:

=
E
<

Severity:

=
-2
<

Include subfolders

Search Reset
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5 On the Search iOS App page, enter Evernote in the Search for box, select your region, then click
Search.

ZENworks returns a list of App Store apps that match the search criteria.

Bundles > Create Mew i05/iPad05 Bundle

Create New i05/iPad0S Bundle

€N Step 3: Search i0S App
Search for an app by specifying its properties such as name, publisher and description. Click Search to populate the apps that match the specified
criteria. Select a free app and click Mext.

Search for: ”i evernote

Region: | United States hd Compatibility: Search Reset
Q
Hame Publisher Cost Size Devices
g Evernote - Notes Organizer Evernote Free 203.63 MB
“' Notebook - Notes Taking App.s Giant Brains LLC Free 152.33 MB
m Evernote Scannable Evernote Free 67.25 MB
Bwer | EverMemo - Fastest Note Hangzhou Midi Technology Co., Ltd. Free 11.54 MB
Eﬂ EverClip 2 - Clip everything to Evernote Ignition Soft Limited 57.99 24,1 MB
_'. .;5 EverCal - Family Organizer YunaSoft Inc. Free 31.86 MB
Skitch - Snap. Mark Up. Send. Evernote Free 90.15 MB
MoteFace - Lock Screen & Watch RIPPLL LIMITED Free 45.18 MB
i FastEver 3 Rakko Inc. 57.99 19.65 MB
Note! RIEU Limited Free 20.53 MB
1- 10 of 96 items 10 | 25 | 50 | 100 | 400 12 3 4» n *
<< Back Next »> Cancel
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6 Select the Evernote app, then click Next to display the Bundle Details page.

Bundles » Create New i05/iPad0S Bundle

Create New i05/iPad0S Bundle
€N Step 4: Bundle Details

Enter the details for the bundle.

Evernote - Notes Organizer
By Evernote

Bundle Name: * ]Evernole - Notes Organizer E

Folder: * |fBundIes ‘
Description:
2 [ Use App Description
App Details
Publisher: Evernote
Identifier: com.evernote.iPhone.Evernote
Size: 203.63 MB
Categories: Productivity, Utilities
iTunes Store 1D: 281796108
Cost: Free
App Region: United States
Device Compatibility: iPhone,iPad,iPod

0S Version Compatibility: 105 13.2 and later

Supported Languages: German, Finnish, Russian, Swedish, Korean, Portuguese, Malay,
English, Italian, French, Chinese, Spanish, Czech, Arabic,
Vietnamese, Morwegian Bokmal, Thai, Ukrainian, Japanese,
Indonesian, Polish, Danish, Dutch, Turkish

<< Back Next == Cancel

7 On the Bundle Details page, review the details, then click Next to display the App Settings page.

Burdizs > Create Mew i05 Bundle

Create Hew i05 Bundle - Evernote - stay organized

£ Step 3t App Settings
Click “Finish™ to create the new #5 bundle.

[ alkorw TEMworkcs b take cwmorship of the app, if the app i already instaled on the device.
Nede: Once the bundle is instailed an g deniice and the ownership of ang is feken by ZEMeorks, i canmdd be reverted even if the
setting ds unchecked In g subsequent version of the bundle,

O retain app on the device If the bundle 15 deleted or unasslgned, or I the device Is removed from the zone,
Oerevent backup of app data to iCloud

Flcreate as Sandbox
Opefire additional Properties

=« Back Fuiish Caneel
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8 On the App Settings page:
8a Leave the top three settings as configured (unselected).
8b Deselect the Create as Sandbox setting and select the Define Additional Properties setting.

8c Click Finish to create the bundle and display it.

Bundlis * Evernate - sty organized

-
o Evernote - stay crganized

Disglayed Version: [0 (Pudished) |

Sunimary Relationships Details it

App Settings Lal

O aligw ZEMwarks to take aemership of the app, If the app i already instaked on the device

Mate: Once the bundle §s [mstedled on g device ond the owiersiip of 4o 15 token by ZEMwWorks, [ canmed be reverted even [f the selting Iz inchecked 0 o subseguent version of the bundle,
U retain app on the devios if the bundle is deleted o unassigned, or if the device is removed from the zone,
Oerevent badaup of app dats to ickud

App Configuration Parameters Lal
Specify key-value pairs ar provide a configueation file, If you select the configuration file option, upload the file or use the text box to elther specify or madify the file parameters,
8 ey-value pairs ) Configuration file

add

Ky akue Type

Ne items available,

Note the App Configuration Parameters settings. You don’t need to change anything here for
this evaluation, but just be aware that these settings can be used to preconfigure an app with
data such as a user login name (via a variable) or a server address that the app needs to connect
to.

Assign the Bundle

Bundles can be assigned to users or devices. We’ll have you assign the bundle to the iOS device this
time.

1 Click Relationships.
2 In the Device Assignments list, click Add.

3 Use the Select Objects dialog to add the iOS device to the assignment list, then click Next to
display the App Installation Schedule page.

Bundles » Evernote » Assign Bundle

Assign Bundle

€N Step 2: App Installation Schedule
Select the schedule to determine when the app is installed on the mobile devices.

Schedule Type:
Event M

Select the event that this schedule should be triggered on:

*) Next Refresh
#| Allow users to install from the managed Google Play store
Every Refresh

<< Back Next => Cancel
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The App Installation Schedule page lets you determine if you want to push the bundle to the
device now (upon completion of the assignment to the device) or let the device find out about
the bundle the next time it refreshes information from the ZENworks zone.

4 In the Schedule Type list, select Now so that the bundle is pushed to the device immediately,
keep the Quick Task Notification Options default settings, then click Next to display the Bundle
Conflict Resolution page.

5 Select Device Precedence, then click Next to display the Summary page.

6 Click Finish to create the assignment.

Test the Bundle

When the bundle is distributed to your iOS device, a notification is displayed on the device.

1 Tap Install to initiate installation of the app from the App Store.
2 Enter your Apple ID (if prompted) and password.

App Store app downloads always require an Apple ID account. This will be the case for any user/
device to which you distribute App Store apps.

When the download is complete, the app becomes available on the iOS screen.
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5.3.2 Distribute an Apple VPP App to an iOS Device

If you are enrolled in the Apple Volume Purchase Program (VPP), you can use ZENworks to distribute
apps that you’ve purchased through that program. In addition, the Apple VPP dashboard in
ZENworks Control Center lets you see the number of purchased licenses that have been consumed,
the number that are still available, and the license consumption by user and device.

+ “Connect to Apple VPP” on page 112
+ “Create an Apple VPP Bundle” on page 114

+ “Test the Bundle” on page 117

Connect to Apple VPP

Before you can provision an app you’ve purchased through your Apple VPP, you need to connect
ZENworks to your subscription.

1 In ZENworks Control Center, click Subscribe and Share (in the left navigation pane).

ZENworks, Weltome, Admintitrater  Helpw  Logout (8]

Tone: TR

A Home Subscriptions  Zone Sharing

B pestoyment

Subseriptions
[
Folder: rSubscriptions
Mame & Last Replication
o Items evailable.

Froquently Used
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2 In the Subscriptions list, click New > Subscription to display the Create New Subscription wizard.

Subscriptions » Create Mew Subscription

Create New Subscription

€N Step 1: Select Subscription Type
Select the type of Subscription Repository that you want to download.

iAndroid Enterprise Subscription Apple VPP Subscription - Allows you to create and distribute bundles for apps
Apple VPP Subscription purchased using the Apple Volume Purchase Program.

CVE Subscription
Movell Subscription
RCE Subscription
RHN Subscription
RPM-MD Subscription
STATIC Subscription
SUSE Subscription
ZEMworks Subscription
ZLM Subscription

MNext == Cancel

3 On the Select Subscription Type page, select Apple VPP Subscription, then click Next.

4 On the Define Details page, enter Apple VPP for the subscription name, then click Next to
display the Configure Apple Volume Purchase Program page.

Subscriptions » Create Mew Subscription

Create New Subscription : Apple VPP

€N Step 3: Configure Apple Volume Purchase Program
Register for the Apple Volume Purchase Program and download a token to link ZENworks with your Volume Purchase Program account.

Download the Apple Volume Purchase Program Token

Sign into the Apple Volume Purchase Program Enrollment Web Portal and download the token from the Account Summary page.

OR

Sign into the Apple Business Manager Web Portal and download the token from the Apps and Books section in the Settings page.

Link ZEMworks to the Volume Purchase Program server

Browse to upload the VPP token

<< Back Cancel

5 Download a VPP token from the Apple account you use:

5a Click the Volume Purchase Program Enrollment Web Portal link and sign in. Download the
VPP token from the Account Summary page.

5b Click Apple Business Manager Web Portal and sign in. Download the specific location-based
VPP token by navigating to the Settings > Apps and Books section.
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6 In ZENworks Control Center subscription wizard, upload the VPP token to your zone.

After you upload the token, the VPP account details are displayed.

Link FENworks to the Volume Purchase Program server
Brewss 16 upload the VPP token  |5Token for % , o = o= SBmicraleus. com.vpptol (8

¥PP account details:

Organizition: |

7 Click Next to display the Bundle Creation Settings page.
8 On the Bundle Creation Settings page, keep the default settings, then click Next.

9 On the Volume Purchase Program Subscription Schedule page, keep the default (No Schedule),
then click Finish.

The Apple VPP subscription is created and added to the Subscriptions list. You can now use
ZENworks to provision apps purchased through your Apple Volume Purchase Program.

Create an Apple VPP Bundle

In ZENworks, apps are always distributed via bundles. This means you need to create a bundle for
any Apple VPP app you want to provision to users. Fortunately, an Apple VPP bundle is the easiest
bundle to create!

1 In ZENworks Control Center, click Modern Management.

2 Click App Catalog to display the list of your VPP apps.

The list displays all of the apps you’ve purchased through your Apple VPP subscription. For each
app, you can see the number of purchased licenses as well as how many have been consumed
and how many are still available.

If for some reason your apps are not listed, click the refresh icon = to update the list.
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Geiting Started Apps Catalog

-
Ajaprs Catalog Srmmary -
Actioh'~  Export+ a0 oO- 2
o | Pubinher ot Patizm Rnrpen | purchai Cormamed Hcailable Lk 1 e e | | S et | Mok e
Adobe Aobat Bender L L] pgie PR n q i B L} a
Goopls Doo: Smc. B3 Goage LLL Fost L] dople VPR 5 L] 5 L) [} L] 2
Goapla Soan Toogue LLL o =] Sople PR # L] it L]
sacreecet Eowl mecroslt Corpe Faee L= Appie VFR & J ] n [} a
acreectt wors oo Coepe Free L= Aogee R & 9 5 i 0 L a
| —_:: SHoky - siepiwnosbooks  THILES G F o5 topie v 5 L] 5 [ ] a
1-6 ol & thermn LLNELRET NN 1

3 Select the check box in front of the app that you want to provision to your evaluation user, then
click Action > Create Bundles, and then click OK to confirm creation of a bundle for the app.

The bundle is created and is added to the Apple VPP folder in the Bundles list.

4 Click Bundles (in the left navigation pane) to display the Bundles list, then click Apple VPP to
display the newly created Apple VPP bundle.

ZENworks.

Tone: TENO0

A Home Dathboard  Bundles

- Jra—

B Devices Bundlss > Apple VPP P
B e Bundies @) Search H
B rolicies © Hew= =] -
I - - R T
[ T T—— By o agobe crobot Reader for POF 108 Bundie App Store VPP App s Sandbax s Trpe:
B secunity 1 bl §iters RN showe 75 Remg| | DI Types v
B Sutecribe and Share Category:
Any v
Q Modern Management
Messape Status:
Al Reports oy .
B it and Messages p— o
B visgrostics Any .
# Configuration Severity:
Bundle Tasks ~ Ay
New Folder % Include subloiders
New Bundie Search Rest
Import Bundle

Hew Bundie Group
Assign Bundle to Device
Assign Bursdle to User
Install Bundle

Specify Content

Frequently Used -
W Mobile Security

5 Click the bundle to display its details.
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Bundles > Apple VPP > Adobe Acrobat Reader for PDF -

# Adobe Acrobat Reader for PDF

Displayed Version: | Sandbox v Publish

Summary Dashboard Relationships Details Audit

General A App Details A
Bundle Type: i0S Bundle
Volume Purchase Program Account: warnal v denbes® e utle, Adobe Acrobat Reader for
Version: Sandbox PDF
Enabled: Yes (Disable) By Adobe Inc.
Number of errors not acknowledged: 0 PDF
Number of warnings not acknowledged: 0
GUID: dabd38bd3273e164125634772cc328c5 dentifier:
ieplay Name: (Edit) Adobe Acroba r PDF S
Display Name: (Edit) Adobe Acrobat Reader for PDJ com.adobe.Adobe-Reader
Description: (Edit) .
Size:
205.77 MB
dmin (Edit) ’ Categories:
Administrator Notes: (Edit) This bundle is automatically generated = : Py
based on the schedule selected for the Business, Productivity
Tunes Store ID:
- 469337564
& Message Log Advanced A
Status  Message Date 50.00
Click refresh to see the events . .
App Region:
United States
Upcoming Events Advanced Device Compatibility:
120112119 @ A1rATr 4310 iPhone,iPad,iPod
Refresh OS Version Cempatibility:
Type Name Time i0S 12.0 and later
Supporte ges:

Click refresh to see upcoming events guage
English, Czech, Danish, Dutch, Finnish, French, German,
Italian, Japanese, Korean, Norwegian Bokmal, Polish,
Portuguese, Russian, Simplified Chinese, Spanish, Swedish,
Traditional Chinese, Turkish
6 Assign the bundle to your managed iOS device:

6a Click Relationships.

6b In the Device Assignments list, click Add.

6¢ Use the Select Objects dialog to add the iOS device to the assignment list, then click Next to
display the App Installation Schedule page.

The App Installation Schedule page lets you determine if you want to push the bundle to
the device now (upon completion of the assignment to the device) or let the device find
out about the bundle the next time it refreshes information from the ZENworks zone.

6d In the Schedule Type list, select Now so that the bundle is pushed to the device
immediately, keep the Quick Task Notification Options default settings, then click Next to
display the Bundle Conflict Resolution page.

6e Select Device Precedence, then click Next to display the Summary page.
6f Click Finish to create the assignment.
7 Click Publish, then follow the prompts to publish the bundle.

The bundle was created as a Sandbox version. A sandboxed app is not available to users or
devices until it is published.
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Test the Bundle

When the bundle is distributed to your iOS device, a notification is displayed on the device.

1 Tap Install to initiate installation of the app from the App Store.

When the download is complete, the app becomes available on the iOS screen.

5.3.3 Distribute an Android Enterprise App to an Android Device

To distribute apps from your managed Google Play Store account to your Android devices you need
to approve the apps in Play Store and then create the Android bundle in ZENworks.

+ “Approve Apps for Distribution” on page 118
+ “Create an Android Bundle” on page 118
+ “Test the App” on page 120
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Approve Apps for Distribution

When you registered with Android Enterprise and created a managed Google Play Store, we didn’t
have you approve any apps for distribution through ZENworks. We’ll have you do that now.
1 Log in to your managed Google Play Store account:
https://play.googl e. conf wor k

2 Select an app, such as the Adobe Acrobat Reader app, and approve it. Repeat for as many apps
as you’d like to distribute through ZENworks.

After you approve an app, it is listed under My Managed Apps in your Play Store.

Create an Android Bundle

Bundles are created automatically for approved apps when the Android Enterprise subscription runs.
We'll have you run the subscription now to create bundles. After that, we’ll have you distribute a
bundle to an Android device.

1 In ZENworks, click Modern Management > Apps Catalog.

2 Click the Update View icon = to download the Android apps from your Play Store.

A bundle is created for each Android app and is added to the Android Enterprise folder in the
Bundles list.

Getting Started Apps Catalog
-
Apps Catalog Summary ~
Action v Export v Q -
Subscription User Licenses | User Licenses | Lo"ic®
App a | Publisher Cost Platform Name Purchased Consumed Available Insenlled Coamumed ﬁ:ﬁiﬂfé’é Total Bundles
Adobe Acrobat Reade..  Adobe Inc. Free ios Apple VR 0 [ 0 [ 0 0 1
Adobe Acrobat Reade_.  Adobe Free with in-a_.  Android Android Enter Unlimited i Untimited i 0 A 1
c! Chrome Beta Google LLC Free Android Android Enter Unlimited [ Unlimited [ 0 A 1
% Evernote Evernote Free ios - NA NA NA i NA 0 1
@. Firefox for Android .. Mozilla Free Android Android Enter Unlimited [ Unlimited [ 0 A 1
e i Google Chrome: Fast. Google LLC Free Android Android Enter... Unlimited 0 Unlimited L] 0 NA 1
h Google Docs: Sync, E..  Google LLC Free i05 Apple VPP 5 0 5 0 0 o 1
Google Slides Google LLC Free i0s Apple VPP 20 0 20 L] 0 o 1
] Microsoft Excel Microsoft Cor...  Free i05 Apple VPP 5 0 5 0 0 o 1
’ i Microsoft Excel: View.. Microsoft Cor...  Free with in-a.. Android Android Enter... Unlimited 0 Unlimited 0 0 NA 1
| Microsaft Word Microsoft Cor...  Free i05 Apple VPP 5 0 5 0 0 ) 1
m i Microsoft Word: Writ..  Microsoft Cor...  Free with in-a.. Android Android Enter... Unlimited 0 Unlimited 0 0 NA 1
S Skype for Business Microsoft Cor...  Free i0s Apple VPP 10 0 10 0 0 o 1
Sticky - simple noteb_.  Tatter Corpor...  Free i0s Apple VPP 5 0 5 0 0 o 1
1- 14 of 14 items 10 | 25 50 100 | 500 1000 1
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3 Click Bundles (in the left navigation pane) to display the Bundles list, then click Android
Enterprise to display the newly created Android bundles.

ZENworks,

Hone: SD0W0

N Home pashboard  Bundles
B Deployment
[= Bundics ¥ Anchroiel Enterprine
B e Bundies
B oticies [ new=
- - -
B aset hansgement B 4 Agdobe Acrobipt Repder  POF Vigveer, Editor & Creator
B securty B ol chiome Beta
O Subscrite and Share 5 d ok &
Madern Managemen| -~
2 i £y o goosle chvome Fast B Securs
W Resorts
By o ool Excel View, 5t 8 Cruate Sereadshests
B, tudic and Messages g
icrosoft Woed Write. Edit b Share Docs on the GO
B Diagnastics o 4
1 6ol &items
¥ Configuration
Bundle Tasks Lol
tew Falder
New Bundle
Imeart Dundle

Hew Busdle Group
Aszign Bundle to Device
Aasign Bundle to User
Install Gundie

Saeeily Comtent

Frequently Used
Quick Tasks
Display Quick Tasks for:

® Current Sevsien

Al Sessiom

Click a bundle to di

splay its details.

Note the warning that you need to specify values for the latest configuration parameters. This

means...

& Warning: Specify values for the latest configuration parameters available with this app.

Bundles > Android Enterprise > Adobe

Acrobat Reader_ PDF Viewer, Editor & Creator

o Adobe Acrobat Reader_ PDF Viewer, Editor & Creator

Displayed Version: Publish
Summary Dashboard Relationships Details Audit
General

Bundle Type: Android Bundle

Android Enterprise Subscription: Android Enterprise

Version: Sandbox

Enabled: Yes (Disable)
Number of errors not acknowledged: o

Number of warnings not acknowledged: 1]

GUID:
Display Name: (Edit)
Description: (Edit)

Administrator Notes: (Edit)

© Message Log
Status  Message

Click refresh to see the events

Upcoming Events

12/919 5

A1rATHF 4310

7b42029259b4b239d6dc33f0eddboe4f

Adobe Acrobat Reader_ PDF Viewer, Editor & Creator

Essy PDF editing and sharing -
from Adebe Document Cloud.

(No administrator notes)

[
@ Soarch >
G5 Hame:
T Category Frabled  Vervion Han Sancbar
Androld Bundle Android Enterpeise App s Tandbax es Types
All Types ]
android Bundte Android Enterprive App e Sandbax e
Category:
androld Bundle Andrald Enterprise App o sandbax  es Ty -
Androld Bundie Android Enterprise App Yox Sandbax  Yes Message Status:
Android Bundle Android Enterprise App Vs Sandbox Wes Any =
= Compliance Status:
Androld Bundte Androld Enterpeise App wor sandbax  ¥es T <
HA[iln v H thew 15+ Beem
Severity:
Any .
# Include sblolders
Semrch Reser
ea v
~ App Details A
Adobe Acrobat Reader:
PDF Viewer, Editor &
Creator
By Adobe
Android package name:
com.adobe.reader
direct )
App version, Track:
16.2.1, Production
] 18.2.0.183015, Production
18.2.0.182935, Production
19.9.1.10848, Production
4
Category:
Productivity
Advanced
Distribution channel:
Date Public Google Hosted
Cost:
Free with in app purchase
Advanced A

Content rating:
All

Refresh
Type Name

Click refresh to see upcoming events

Last published on:
Nov 28, 2019 5:13 AM

Recent updates:

19.9.1

IMPROVED:

« Performance and stability.
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5 Assign the bundle to your managed Android device:
5a Click Relationships.
5b In the User Assignments list, click Add.

5¢c Use the Select Objects dialog to add the eval user (the one used to enroll the Android
device into ZENworks), then click Next to display the App Installation Schedule page.

5d In the Schedule Type list, keep the Next Refresh option enabled but deselect the Allow
users to install from the managed Google Play Store option, then click Next.

The Allow users to install... option adds the app to the user’s managed Google Play Store so
that the user can decide whether or not to install it. Deselecting the option causes the app
to automatically be installed, which is what we want for this evaluation.

5e Click Finish to create the assignment.
6 Click Publish, then follow the prompts to publish the bundle.

The bundle was originally created as a Sandbox version. A sandboxed app is not available to
users or devices until it is published.

Test the App

1 On the device, open the ZENworks Agent and tap the Refresh icon

The app installation begins. When installation is complete, the app is displayed on the App
screen on a work-managed device (left) and on the App Work screen on a work profile device
(right).

5.3.4 View the Bundle Status

ZENworks Control Center makes it easy for you to know the status of the bundle on your iOS and
Android devices, including whether it has been assigned, distributed, and installed on a device.
1 In ZENworks Control Center, click Bundles (in the left navigation pane).

2 In the Bundles list, click one of the iOS or Android bundles you distributed to display its
properties.

We’'ll use the iOS Evernote bundle, but you can use any of the bundles you created.

3 Click the Dashboard tab.
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The Dashboard displays a set of dashlets that shows the assignment, distribution, installation,
and launch status of the bundle for every device to which the bundle is assigned. For this demo,
we installed the bundle to one Windows device so the dashlets only reflect the bundle status
for that one device.

ZENworks,

Security
& Device Assignment Status = User Azzignment Status Bundle Distribution Status
B subscribe and seare it . T " pi i

T J—

Dty 3 of O second ago: Refresh cwsblet for labest auta Daty a3 of  second ago; Refresh dustiet for tabest Sat Data a3 of 3 minuter go. Refresh dashiet for latest da

Bundle Install Status = Bundle Launch Status

When you hover over the Device Assignment, Distribution, and Install status charts, each
dashlet shows success for the device. The User Assignment Status dashlet has no data to display
because the bundle is assigned to the device and not any users. And the Launch Status dashlet
also has no data because there are no launch actions associated with the bundle.

Click the Bundle Installation Status dashlet.

The expanded dashlet gives installation information for each device on which the bundle is
installed. Go ahead and play around with the filters and columns to see how you can customize

the dashlet. You can save any changes by clicking the menu icon = above the Filters box and
then selecting Save As.
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Bundles > Evernote

of Evernote

Displayed Version: |0

Summary

Dashboard

(Published) v

Relationships Details Audit

Bundle Install Status

& /Bundles

Success, 100%

Data as of 3 minutes ago. Refresh dashlet for latest data.

Status Details

O Device +

O zenuser-mwocail

4

Operating

Device Folder Path
System

fDevices/Mobile Devices  i05-13.3

0ol
User 'S)tatus d Installed
Name rocesse Version
Time
11:59 AM 0

5 Become familiar with the other dashlets as desired.

5.4

Success

oup B Filters

Group Chart Data By

Install v

Install Installation
Status Time
11:59 AM

Unenroll Your iOS and Android Devices

Search in Device, User Na... @ =

Installing

Install Message Parent

The app is installed and managed.

tems perpage: 25 ¥ of

|
[

During unenrollment, you choose whether the device is deleted from the zone or retired (remains in
zone but is inactive). You also choose whether to fully wipe the device or selectively wipe the device
(corporate data only).

1 In ZENworks Control Center, click Devices > Mobile Devices to display your enrolled mobile

devices.

Dowicos

B rowe

b . T 1)

O 000 8 0
p !

1-&ol&em

Halui Hame g

Pending Enrollment Dovices {Details)
Andrld

s

Windows Phone

IEHUSer-GT: #3113

ZEMUSEr-METOE L

Expart =

Tipe

Mobile Folder

Drymaimibe Mobif%e Device Group
Dymamic Mobile Dovice Group
Dyraimic Mobife Device Grous
Mobile Device

Mobile Divice

v TN

Dperabeg Sywlem Lask Contact  Betired
android:4.7.3 120 Pk
105-10.1.1 235 P

wow 2§ *+ e

2 Select the check box in front of the mobile device you want to unenroll, click Quick Tasks >
Unenroll Device to display the Unenroll dialog.
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Unenroll ? X

Choose an option for removing data from the devices:
®! Selective wipe

Unenrolls the devices by removing only corporate data and email. This option is
not applicable for ActiveSync Only devices.

Full wipe
Unenrolls the devices, resetting them to factory settings.
Wipe Factery Reset Protection data (applicable for work-managed Andreid
devices)
After the devices are unenrolled:
® Delete the devices from the zone

Retire the devices (devices remain in the zone)

Reason: *
4
Devices:
Add
Name In Folder
I ZEMUser-sM-T380 /Devices/Mobile Devices
1-10f 1items LERENE show 5w items

Next Cancel

3 Select the data removal option for the device (full wipe or selective wipe), select Delete the

devices from the zone, enter a reason for unenrolling the device, then click Next to display the
quick task options.

Quick Task Status ? X
Hame: Unenroll Edit
Created: Dec 6, 2019 1:09:31 PM

Note: Once you start the unenrollment of the selected devices,
the unenrollment quick task cannot be canceled.

Quick Task Options Quick Task Status

Quick Task Motification Options

& mins

Quick Task Expiry Option

® Never Expires

Expires after |5 % mins of the Quick Task creation

Start Hide Cancel

4 Leave the quick task options set to the defaults and click Start to send the task to the device.

5 When the quick task status shows that the device has received the unenrollment task, click Hide
to close the quick task.

6 Click B in the upper-right corner of the Devices list to refresh the list.

The unenrolled device is no longer listed.
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7 If you unenrolled an iOS device, verify that the unenrollment tasks have initiated or completed:
Full Wipe: The device has been reset using the Erase all Content and Settings option.

Selective Wipe: The ZENworks Management Profile and all policy restrictions have been
removed (Settings > General > Profiles). All App Store apps have been uninstalled, unless you
selected the Retain App on Unenrollment option when distributing them. All Apple VPP apps
have been uninstalled.

8 If you unenrolled an Android device, verify that the unenrollment tasks have initiated or
completed:

Full Wipe: The device has been reset using the Erase all Content and Settings option.

Selective Wipe: The policy restrictions have been removed.
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6.1

6.2

6.3

6.4

Explore Other Areas

ZENworks 2020 Configuration Management includes many additional features and capabilities you
might want to explore.

+ Section 6.1, “Imaging,” on page 125

+ Section 6.2, “Remote Management,” on page 125

+ Section 6.3, “Configuration Policies,” on page 125

+ Section 6.4, “Asset Inventory,” on page 125

+ Section 6.5, “Locations,” on page 126

+ Section 6.6, “Auditing,” on page 126

+ Section 6.7, “Reports,” on page 126

Imaging

ZENworks Imaging lets you capture and deploy images to your devices regardless of the number,
location, or types of devices. You can watch this YouTube video to learn more about the capabilities
and use the Imaging documentation to set up and use it.

Remote Management

Using ZENworks Control Center, you can remotely manage devices. This includes being able to
control a device, run executables on a device, transfer files to and from a device, diagnose problems
with the device, and wake up powered-off devices. For more information and instructions, see the
Remote Management documentation.

Configuration Policies

ZENworks lets you apply policies to manage the configuration settings of devices. This includes
configuring local file/folder rights, printers, roaming profiles, dynamic users, power management
schemes, and group policies. For more information and instructions, see the Configuration Policies
documentation.

Asset Inventory

ZENworks Asset Inventory allows you to take an inventory of all the devices in your Management
Zone, including data on hardware, software, and demographics. For more information and
instructions, see the Asset Inventory documentation.
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https://www.youtube.com/watch?v=miMOeHL8Ghg
https://www.novell.com/documentation/zenworks-2020-update-2/zen_cm_preboot_imaging/data/bookinfo.html
https://www.novell.com/documentation/zenworks-2020-update-2/zen_cm_remote/data/bab3bf8.html
https://www.novell.com/documentation/zenworks-2020-update-2/zen_cm_policies/data/baf95rt.html
https://www.novell.com/documentation/zenworks-2020-update-2/zen_inventory/data/bookinfo.html

6.5 Locations

ZENworks lets you define locations (based on network environment attributes) and determine which
ZENworks Primary Servers and Satellites a device uses when in a location as well as what bundles
and policies are available while in the location. For more information and instructions, see the
Location documentation.

6.6 Auditing

ZENworks Audit lets you track events that happen on devices as well as activities performed by
ZENworks administrators in ZENworks Control Center. For more information and instructions, see
the ZENworks Audit documentation.

6.7 Reports

ZENworks Reporting provides predefined reports for common use cases as well as the ability to
create custom reports and charts for analyzing your device management processes and device
status. For more information and instructions, see the ZENworks Reporting documentation.
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https://www.novell.com/documentation/zenworks-2020-update-2/zen_sys_location/data/bookinfo.html
https://www.novell.com/documentation/zenworks-2020-update-2/zen_audit_management/data/bookinfo.html
https://www.novell.com/documentation/zenworks-2020-update-2/zen_zrs_reference/data/baermb3.html
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