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Cybersecurity Ventures predicts that global cyber crime damages will reach $10.5 trillion annually by 2025.
With cyber theft ranked as the fastest-growing crime in the U.S., even the least-skilled threat actors have
become proficient at exploiting unpatched software—the low hanging fruit of cyber crime.

All of this means that software patching must be at the core of every organization’s cyber security strategy,
providing two essential capabilities: an automated, scheduled way to maintain patch currency and a process
for quickly identifying and mitigating known software security vulnerabilities.

ZENworks 2020 Patch Management is specifically designed to meet today’s cyber security challenges. It’s rules-
based policies provide an automated, regular cadence of OS and application patching, reducing the effort and
resources required to keep devices up-to-date. It’s Security Dashboard maps Common Vulnerabilities and
Exposures (CVE) IDs to impacted devices, enabling administrators to quickly deploy the patches required to
secure the devices. And it does this for Windows, Mac, and Linux devices through a single management
console.

But don’t take our word for it. Use this Evaluator’s Guide to check out ZENworks 2020 Patch Management
yourself. We’ll use Windows devices in the evaluation, but if you are interested in patching Mac or Linux we’ll
provide some guidance at the end of the evaluation as to how to do that as well.

How to Evaluate ZENworks 2020 Patch Management

Review What You'll Need for the Evaluation (page 2)
Set Up a ZENworks System (page 2)

Start the Patch Services (page 13)

Identify Device Vulnerabilities (page 21)

Deploy Maintenance Patches (page 37)

Remediate Security Vulnerabilities (page 56)

N oo bk W N

Explore Other Areas (page 65)

ZENworks 2020 Patch Management


https://cybersecurityventures.com/cybercrime-damages-6-trillion-by-2021/
https://www.cnbc.com/2017/07/25/stay-protected-from-the-uss-fastest-growing-crime-cyber-attacks.html

2

Review What You’ll Need for the Evaluation

Here’s a heads up on some of the resources you’ll need in order to run through this evaluation. More
information about these requirements is provided in the sections that follow.

O A Windows/Linux server or VM hypervisor. The ZENworks software must be installed on a Windows or
Linux server (physical or virtual). Or, the ZENworks Virtual Appliance (pre-configured with the ZENworks
software) must be run on a supported hypervisor. For more information about supported servers and
hypervisors, see “Download the ZENworks Software” on page 2.

The ZENworks server requires access to the Internet in order to download patches from the ZENworks
patch repository and various software vendor sites.

O A Windows 10 device. This can be a desktop or laptop running any Windows 10 version that has not
reached its end of service date. Use a device that hasn’t been patched in a while so that there are more
patches available. If you have multiple Windows 10 devices to use, you’ll have more patching options to
enhance your evaluation experience.

Set Up a ZENworks System

As a Unified Endpoint Management and Protection solution, all ZENworks Suite products (Asset Management,
Configuration Management, Endpoint Security, Full Disk Encryption, and Patch Management) use the same
ZENworks infrastructure. This means that when you complete the ZENworks installation, not only can you
evaluate ZENworks Patch Management but you can also evaluate any of the other products. The products can
be licensed as a Suite or individually.

+ “Download the ZENworks Software” on page 2
+ “Install ZENworks” on page 8

+ “Register a Windows 10 Device” on page 9

Download the ZENworks Software

To download the ZENworks software, you need a Micro Focus account. If you don’t already have an account,
no worries, we'll help you easily create one through our free trial website. Not only does your Micro Focus
account let you access the ZENworks software to evaluate, it also gives you access to trials for other Micro
Focus products and membership in the Micro Focus product communities.

1 Go tothe ZENworks 2020 Suite Trial Registration page (https://www.microfocus.com/products/zenworks/
free-trial).
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Complete the Form to Access Your Trial

Start Your Free 60-Day
ZENworks Suite Now

NO CREDIT CARD REQUIRED

cy
Easy. same-day installation

Complete Access

Collaboration

Share

Start Free Triall

2 If you already have a Micro Focus account, click the Sign In link in the top right corner of the form and sign
in to your account. Then continue with Step 3 below.

or
If you don’t have a Micro Focus account:
2a Fill in the form to provide information for your account, then click Start Free Trial.

Your account is created and the following page is displayed.

MIERD  Soltions  Products  Support&Services  Partners  Events  About supportLogn ComactUs (( (Z) My Micro Focus. Q

FOcus

Thank you for your interest in ZENworks Suite

What happens next?

Q@ @ o ©

Validate your email Request a trial Access your product Stay in touch

Throughout r trial period, we'll reach

Complete the signup process on the trial

Check your inba fior

Didn't r

page. Then you'lln & web page to access out to you to you have any

lirike T wowur frge triad wour tral questions But fagl frée to contact ua at

any point

2b In your email account, open the Micro Focus Account email and click the Validate Email link.

2c Sign in with your Micro Focus account username and password.
After successful login, your email is validated and your Micro Focus account is activated.
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@ Language <4 Llogin = Community ~ Contact Us

Products & Solutions ~ Support & Services ~ Partners  Events  About  Free Trials | Search =)

Validate Email

About Your Login

« Create Account Your email address has been successfully validated. You should now be able ta access any site that requires
« Edit Account avalid email address.

« Validate Email

« Forgot Password

« Forgot Username

Continue

2d Click Continue to return to the ZENworks Suite trial page.

Welcomea pack. Darrin,

Ready to begin your trial?

Start Your Free 60-Day
ZENworks Suite Now

NO CREDIT CARD REQUIRED

Efficiency
Eas

Complete Access

all the

Collaboration

Sha th your whole team

3 Click the Request Trial link.
4 In your email account, open the MFI Trials and Eval email and click the Sign in link.
5 If prompted, sign in with your Micro Focus account username and password.

Your Micro Focus Software and License Distribution (SLD) portal is displayed.
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Terms and Conditions

may be embedded wif

6 Click I Accept to agree to the terms and conditions for Micro Focus software products.

7 Click OK to dismiss the How to access your License Entitlements and Software Downloads dialog.

Products & Solutions Support & Services Partners Events About Free Trials

mark [ Canvam Un / Sei Paip | Enplish v | merd0OCwveigpmailiem | Sigw-mor | Ednyeur prabie

miity Access Management  Reporty

Env en! Tyge: | EVALUATION v

@ Supsorred Entitlements § O Availatle for Actwation § O Availatie for Update § O Unsusearted Entitiements

To-B054 1

ey

Expires oni 20/24 1
Envirsament Tyne: PEODUCTION

8 Activate the product:

8a In the product list, click the Activate link for the ZENworks Suite Evaluation Sub SW-E-LTU entry to
display the License Activation page.
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Produsts & 5 5 Abou
sLo (=L ¥
Aad
Targer Hame ® p—
........ -
Emall Confirmarion Addrem | 1 |P20i0evalggmaloom x
Product Hame Verzion* Available QUantity  Guantity to Activate *

[] ZENworks Suite Evabuation Sub SWELTU

8b In the Target Name field, enter ZENwor ks Ser ver.
8c In the list, select ZENworks Suite Evaluation Sub SW E-LTU, select 2020.02 for the version, enter 1 as

the quantity to activate, then click Next.
8d Click Submit to confirm the activation details and display the Activate Results page.

MICRO
D=DEU5

hES Abay
5LD (=1 e
Activation Result
Target: TENworks Server
Activared Date Imm/ddiyyyy) 08/17/2021
Activared
Product Hame Varsion Guantity Srarue Acrivarion Hotes
Asgitional inetructions

9 Click Get Software to display the Software Downloads page.
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Software Downloads

Account Name: Darrin_VandenBos_Personal_Account

Product:
Producr Hame:

Werslen:

W By duwribsading the siltwars bebiw, you agres, oo behall of o o the e ol sech software, hat you have inad and ey acoept that, uhea ofheswise sgieed inoweiling by Mica
Focus, the End User License Agreement and any sssociated Additional License Authorizations located . for such software shall spply and supersede different license terms that
may be embedded within such software.

THNwer ki 2020, Uipdated Appllarce-Ba_sd 2ip 003 DTeacao oud o Saftwate e J021080F  paen Darai 0

You'll quickly notice that there are a bunch of different download files. The files you need depend on
whether you want to use the ZENworks Virtual Appliance or perform a traditional install.

Virtual Appliance: ZENworks is available as a virtual appliance that can be deployed to a supported virtual
infrastructure. The appliance is built on a customized SUSE Linux Enterprise Server (64-bit) and comes pre-
installed with ZENworks.

We strongly recommend that you use the appliance for the evaluation. Why? Because the appliance is
convenient, easy to use, and doesn’t require you to supply an operating system license.

The appliance is supported on the following hypervisors.

Hypervisor File to Download
VMware ESXi 6.x ZENworks2020_Update2_Appliance-
VMware Workstation 6.5 and newer (use in non-production x86_64.ova

environments only)

Microsoft Hyper-V Server Windows 2012 | 2012 R2 | 2016 | 2019 ZENworks2020_Update2_Appliance-
x86_64.vhd.zip

ZENworks2020_Update2_Appliance-
x86_64.vhdx.zip

XEN on SLES 12.x |15.x ZENworks2020_Update2_Appliance-
x86_64.xen.tar.gz

Citrix XenServer 7.x and Citrix Hypervisor 8.x ZENworks2020_Update2_Appliance-
x86_64.xva.tar.gz

Traditional Install: You can install the software on a server listed below.
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Operating System File to Download

Windows 2012 Server x86_64 ZENworks_2020_Update2.iso
Windows 2012 Server R2 x86_64

Windows 2016 Server x86_64

Windows 2019 Server x86_64

SLES 12 SP4 | SP5 x86_64 ZENworks_2020_Update2.iso
SLES 15 | SP1 | SP2 x86_64

10 Click the Download link for the files you want to download.

Install ZENworks

After you’ve downloaded the ZENworks software, you are ready to install the ZENworks Primary Server and
establish a management zone. The Primary Server manages the devices that register in the zone. For example,
patches are downloaded by the Primary Server and distributed to the managed devices.

Refer to the appropriate section for installation instructions:

+ Deploy the ZENworks Virtual Appliance (page 8)
+ Install the ZENworks Software (page 8)

Deploy the ZENworks Virtual Appliance
1 Make sure the host machine has at least 16 GB RAM and 130 GB free disk space, and has a static IP
address or a permanently leased dynamic (DHCP) IP address.
2 Import the ZENworks Virtual Appliance into your hypervisor to create a new virtual machine.

3 After the virtual machine has been created, add a second hard disk of size 40 GB. The first disk (90 MB) is
used for the Appliance while the second disk (40 GB) will be used to store the ZENworks data.

4 Power on the new virtual machine.
5 Follow the prompts to configure the virtual machine and then the ZENworks Server and zone.
For this evaluation, we recommend the following:
+ Create a new ZENworks Management Zone.

+ Use the embedded PostgreSQL database. Even if you use Oracle or MSSQL database in your
environment, using the embedded PostgreSQL database is more convenient and quicker.

+ Use the internal Certificate Authority. Even if you use an external CA in your environment, using the
internal CA is more convenient and quicker.

If you need more details, refer to the ZENworks Appliance Deployment and Administration Reference (https://
www.novell.com/documentation/zenworks-2020-update-2/zen_ca_appliance).
Install the ZENworks Software

1 Make sure the target server has at least 16 GB RAM and 80 GB free disk space, and has a static IP address
or a permanently leased dynamic (DHCP) IP address.

2 Login to the server as a user with administrative rights.
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3 Mount the ZENworks ISO and run the installation program:
+ Windows: Run set up. exe.
¢ Linux: Run set up. sh.
4 Complete the installation wizard.
For this evaluation, we recommend the following:
+ Create a new ZENworks Management Zone.

+ Use the embedded PostgreSQL database. Even if you use Oracle or MSSQL database in your
environment, using the embedded PostgreSQL database is more convenient and quicker.

+ Use the internal Certificate Authority. Even if you use an external CA in your environment, using the
internal CA is more convenient and quicker.

If you need more details, refer to the ZENworks 2020 Server Installation Guide (https://www.novell.com/
documentation/zenworks-2020-update-2/zen_installation).

Register a Windows 10 Device

A device must register with the ZENworks management zone in order for it to be managed. To register a
Windows device, you install the ZENworks Agent on the device. The agent then contacts the ZENworks Primary
Server and completes the registration process.

+ “Create an Authorization Key” on page 9

+ “Register a Device” on page 12

Create an Authorization Key

When you install the ZENworks Agent on a device, it has the information required to connect back to your
ZENworks Primary Server and register in your zone. To secure your ZENworks system against access by rogue
devices, ZENworks allows only authorized devices to register. One way to authorize a device is to issue an
authorization key that must be entered during installation and registration of the ZENworks Agent on the
device. This is the method we’ll have you use, which means you first need to create an authorization key.

1 Login to ZENworks Control Center:

1a In a web browser, enter the following URL:
htt ps:// ZENwor ks_Ser ver _Addr ess

Replace ZENwor ks_Ser ver _Addr ess with the IP address or DNS name of the ZENworks Primary
Server.
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1b Specify Administrator as the username, specify the password you defined during installation, then
click Login to display the Welcome page.

ZENworks,

Welcome, AdminELTalr  Help T
Zene: 0

«
_ Welcome to the ZENworks Control Center

B epiay Webr based coracle of ZEN:
D Devices This Getting Started page introduces the concepts and tasks youll need 1o understand when wsing 2EHworks Control Center to manage devices.
.
& v 7> Zone Configuration
B policies S0t ug your Management Zone to take full advantage of ZENworks managensnt capabilities. You theuld complete this configuration befare you start defining doeviers in your zone,
B pundies C3 create falders and groups for arganizing devices. Leam about it borg.
B auset Management .
B Create registration keys or rules to automatically place devices in folders and groups. Learn about it here.
& securiny
B Define LDAP directories to use as authoritative user sources. Learn about it hére.
B Subscribe and Share
12 o ‘ 4% Create additianal administrator accounts to support differant types of roles. Lear about it here.
erm Mansgement
o Reports @&  modify zone configuration sextings. Your Zone is preconfigured with the mest commen settings. If necessary. you can change the settings. Leam about it here.
@ sadie and Hewsages
a Install the ZEMwerks Agent on devices to register them as managed devices in your zone,
Diagneatics
X €. Discover devices on your network. Learn about it hers.
Configuration
. impart devices from a comma-separated values (CSV) file. Learn about it here.
Frequently Used ~
B install the ZEnwarks Agent on devices. Leam about it hare.
Quick; Tasks -

View system messages and create reports to monitor the activity within your zone,

2 Click Configuration (in the left navigation pane).

ZENworks.

Helpw
Tome: TENDOMTOHE

A Home Configuration  Registration  Assel Inventory  Assel Management  System Updates  Locations  administrators  Certificates  Activesync  Performance Upgrade
B Deployment
@ Devices Management Tone Settings ~
8 Users Bundle, Policy and Content -
B oiscses A -
Discovery and Deployment. v
[
Event and Messaging -
B st Management Infrastructure Management ¥
B security inventory -
B Subscribe and Share Asset Management ~
Service Desk Management -
B ictile management
Audit Management w
il Reports Securlk =
@, pudit snd Messapes Push rotlfication =
B Dingnostics Telemetry v
o :
Windows 10 MDM &
Configuration Tasks -
Server Hierarchy w
Frequently Used A
Quick Tasks . User Sources ~
Désplay Quick Tasks for: Hew &
@ Current Sestion Status  Mame Simgie Erroliment Domain Allas
O i seszians o items avarlable.
Licenses -~
Suite Licensing
Product/Component Mame: Liverne State
ZEvorks 2020 Suite Hat Licensed
110t frems He 1 kM show 257 ftems
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3 Click the Registration tab (top of page).

ZENworks, Welcome, dministrster  Helpw  Logeud (1)
Zone: TENGZIIONE
»
A Home Configuration Registration Asget Inventory ALeet Management System Updates Locations Administrators Certificates ActiveSync Performance Upgrade
£ &l ¥y LS ¥ P ¥ PR
B pectayment
b Devices Reglstration Keys -~
£ v —
Folder:/Keys
B policies L
Reghtration Code Usage Limit

B tundies N items available.
B et Management
B security Registration Rules Advanced
O subscribe and Share L3
12 uodern management s
o o items available.
il Reports
@ sudic and Messages nhortzation -
B pingnentics
X ¢ thon Create and manage Authorization keys that can be used to validate devices before registering them to ZENworks. Devioes can also be Pre-approved by administratars and registersd without using an

iy i Authorization key.

The Pre-appraved devices can be managed in the Pre-aporoved Devices falder.
Configuration Tasks v poe
Hew
Frequently Used ~  Foldor:sautharization Kirys
Authorization Key status Usage Limie Used Count Expiry Date Usage tiotes

Quick Tasks ~ No items cvailable.

Dislay Cuick Tasks for:
® Cument Session
All Sessions

4 In the Authorization Keys panel, click Configure > Authorization Key to display the New Authorization Key
dialog box.

New Authorization Key ? X

Authorization key:*

| Generate

Usage Limit:* @ Limit to: % O Unlimited

Expiry:* ® Expire On: [03/06/2021 23:59:59 | 5] O Does Not Expire

Usage Motes:

Add Cancel

5 Configure the settings as follows, then click Add to create the key.

+ Authorization Key: Enter an 8 - 10 character key of your choice, or click Generate to automatically
generate one. You’ll need to remember the key. Write it down if necessary.

+ Usage Limit: Select the limit for the number of times this key can be used, or select Unlimited to
remove the usage limit for this evaluation. Security best practices dictate that you not allow
unlimited uses in a production environment.

+ Expiry: Select an expiration date for the key, or select Does Not Expire for this evaluation. As with the
usage limit, security best practice in a production environment would be to use an expiration date.

6 Click Add to create the key and add it to the list.
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Register a Device

There are several ways you can distribute the ZENworks Agent to the device, including using discovery and
deployment tasks in ZENworks Control Center to push the agent to devices, but we’ll just have you manually
download the agent from your ZENworks Primary Server and start the installation.

1 On the Windows 10 device that you want to register, enter the following URL.:
htt ps: // ZENwor ks_Ser ver _Addr ess/ zenwor ks- set up
The ZENworks Agent download list is displayed.

ZENworks,
Tore: TENNRMZONE

Welcome to the ZENworks download page

IT ieventory Tools

Here you can download specific ZENworks components and tools, To view the listing of available tools, click the desired menu item to the left,
@ 1maging Tools The TEMwarks Agent can b downtoaded from the list in the Mew Installs” tab and the TENworks Update tools can be downloaded froem the list in the “Updates” tab.

Administe Tool:
& et fests Hew Installs  Updates

Packags Hame Target Platferm o Target Architecture Ietall Type Sire
Pefauls Agent (x86 Complate) Limet b Architecture (32 bit) Standalone

Default Agent (x86 bestwork] Limet b Architecture (32 bit) ratwork

Default spent (xBs &4 Complate) Lirme: wBé_64 Architecture (54 bit) Standalens

Delault Agent (xB6 &4 Metwork) Limax B4_t4 Architecture (64 biz) Hatwork

pelault Agent (xB6 64 Complate) ¥B5_64 Architeciure (54 blt) Standalone

Default Agent (xB6 estwork] 86 Architecture (12 bit) Hatwerk (.NET 4.5 required)
Defayls dgent (xB4 Coenplats) 4 Architecture (12 bit) Standslone [HET 4.5 required)
Detfault agent (xBS Compiata) B4 Architecture (12 bit) Standalone

Default Agent (xBS 4 Network) *B6_64 Architecture (54 bit) Petwork |.NET 4.5 required)
Default Agent (xB5 f Complate *B5_64 Architecture (54 bit) standalone [\ MET 4.5 required)
Delault dpent (x5 fd Complete) Microsoft Windows x84_64 Architecture (54 bit] Standalone

1o 10l 11 e Hd 1 e w

2 Inthe list, click the installation package you want to download to the device, then follow the prompts to
download it.

You want the Microsoft Windows package that is the Standalone install type. If you know that the target
device has .NET 4.5 or newer installed, you can use the Standalone (.NET 4.5 required) install type
instead.

+ 32 bit: Default Agent (x86_Complete) Microsoft Windows x86 Architecture (32 bit) Standalone
package

+ 64 bit: Default Agent (x86_64_Complete) Microsoft Windows x86_64 Architecture (64 bit)
Standalone package

3 After the ZENworks Agent download completes, double-click the agent to install it on the device.

4 When prompted, enter the authorization key you created, then click Next to continue the installation.
o Authorization Key - O *

Specify the authorization key provided by the ZENworks administrator

Note:

If you click Skip, then the agent might be installed in the device, but the device will not be
registered to the zone For information on how to register your device to the zone, contact your
Administrator

Cancel | Skip MNext
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The installation can take a few minutes. You can track the progress through the ZENworks icon & located
in the notification area.

5 When installation is complete, reboot the device as prompted.

6 In ZENworks Control Center, go to the Devices > Workstations list to confirm that the device is enrolled in
the zone.

The Windows device is listed after the predefined device folders. In this example, we enrolled a Windows
device named WIN10-00001.

Devices » Workstations

Devices

New v Export v
\:I Status Name = Type Operating System Last Contact Retired
O [ Dynamic Workstation 05 Groups (Details) Workstation Folder
O (3 pending Enrollment Devices (Details) Workstation Folder
0 % 1 wiN10-00001 Workstation windows10-2004-ent-gen-x64 5:16 PM

1- 3 of 3items 1 |1 show 25 v items

7 (Optional) In the list, click the Windows device to display its Summary page.

The Summary page provides details about the device.

Davices > Workstations > WINIO-00001

= wino-00001
Summary  Invento Assignments  Memberships  Settings  Content  Locations  Audit  Geolocation  Patches
Ganarsl ~ | Upcoming Events Advared
o EEH] B dirarrane
Refresh
Type Mame Time
eefie: g
¢ ing
Lopgad In Usars Adaanced #

Advarced ™

System Updates Status and Scurce Advanced
Harse Dt

No dtems avalloble.

£ Message Loy Advanced  ~

You now have a device that you can use for the rest of this evaluation. One device is sufficient, but you can
register additional Windows devices (for example, other Windows 10 versions) if you’d like to see patching
across multiple devices. If you installed the ZENworks Primary Server to a Windows server, you can also patch
that Windows server.

Start the Patch Services

ZENworks Patch Management subscribes to two external services:

+ U.S. National Vulnerability Database: This database contains the Common Vulnerabilities and Exposures
(CVE) data needed to monitor your ZENworks-managed devices for known software security
vulnerabilities.
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+ ZENworks Patch Repository: This content download network (CDN) contains the operating system and
application patches available for your managed devices.

You must start both subscription services to populate your ZENworks system with the required CVE data and

patches.

+ “Start the CVE Subscription Service” on page 14

+ “Start the Patch Subscription Service” on page 18

Start the CVE Subscription Service

1 In ZENworks Control Center, click Security > Getting Started to display the Getting Started Mitigating
Vulnerabilities page.

This Getting Started page helps you configure ZENworks Patch Management and use it to patch devices.
We'll use it as the starting point for the various tasks you'll do as part of this evaluation.

ZENworks.

Teme: TENDOTONE

A Home

B pepioyment

& Devices

R e

B rolicies

& sundes

B ssset Management
B subserine and Share
B ustile Management
Gl Reports

@ nudit and Messapes
B Disgnestics

¥ Configuration
Configuration Tasks -

Message Clearup

Pasyward Key Generator
Froquontly Used -

Quick Tasks v

Waclcome, Adminilrstor  Helpr Lot 5

Getting Started Security Dashboard Patch Dashboard Patch Policies Patches Patch Download Details
Mitigating Vulnerabilities  Encrypting Devices  Securing Devices

Getting started mitigating vulnerabilities

ZEHwarks helps you track software vulrerabilities for devices through the use of Comenan Vulnerabilities and Exposures (CVE) data and then respond to thase vulnerabilities by applying
the appropriate patches. In addition to helping you tackle emerging threats, IErwerks enables you to establish regularly scheduled maintenance patching to ensure that your devices
hawe the mest recent security and quality updates,

Start the Subscription Services

The CvE ription service imports Comman Vulnerabilities and Exposures data from the Hational vulnerability Database, which allows you to monitar devices for known saftware security
vl nerab\l tles. l'he Patch subscription service dovwnlaads patches from the online ZEMwerks patch repository, You can then use the patches to remediate CVis as well as maintain regular
software security and quality updates.

= \I CVE Subscription Service F;\ Patch Subscription Service
N stans service

{ _\ Patch Management License
Nendor '\\,_,/" Enter License Key

start Service
maonitor Dovaload SLatus

Scan Devices
after the subscription service has finished downloading patches, deviess must be scanned to determing if thiy need any of the patches. The default scan socurs at device refrosh svery 12
hours, by default). You can manually initlate a patch scan if you want one sconer. You can alse change the scan schedule to occur at a time other than device refresh,

-, Deviee Sean 4" Scan Schedule

Imitéate Patch Scan - =/ Customize Scan Schedule

Maintain Device Patching
Fatch policies provide automated, scheduled patching and are ideal for ermuring patch currency of devices. To monitor the patch compliance status of devioes, you can use the Bevice Fatch
Comptiance dashlet to view how devices are compliant with all applicable patches or the Fatch Tracker dashlet to see how devices are compliant within a specific patch,

/7 a3 Patch Policy
M= create

Fatch Palicy Setting:

Patch Status Monitoring

Remediate Device Vulnerabilities

The Security Dashboard helps you track software vuinerabilities that impact your devices. The CVE Severity Distribution dashlet and Top CVES dashiet shaw you vilnerabilities by severity and
rumiber of vulnerable devices. The CVE Tracker l6ts you manitor the devices impacted by an individual vulnerability. In all the dashlets, you can remediate vulnerable devices by applying all
patches for 3 CVE in a single action.

/sl CVE Severity Distribution -~ CVE Tracker

Wigwe OVE Severity

Creale
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2 Under CVE Subscription Service, click Start Service to display the Subscriptions list.
You'll use this list to create the CVE subscription and start the service.

NAVIGATION TIP: You can go directly to the Subscriptions page through Subscribe and Share >
Subscriptions.

ZENworks, Welcome, Adminilrater  Helgry  Logad

Mo itemns available,
Asset Management

A Home Subscriptions  Zone Sharing
B feplapment
Devices
Subscriptions ~
B viens Hew = &
B ol Folder: /Subscriptions
s Meme & Tipe Enabied Satus Last Replication
a8
L]

Security
Mobile Management
Reports
Audit and Messages

Diagnestics

XD eRm

Configuration

3 In the Subscriptions list, click New > Subscription to display the Select Subscription Type page.

ZENworks, ‘Welcome, Adminstrator  Helpw  Logowt [
Zone: TONZOROZONE.

o
* " Subscrictions > Create New Subscription

Hame
Bl Deployment Create Hew Subseription
B Devices 2% Step 1: Select Subscription Type
& u Select the type of Subscription Repository that you want to download.

rers

B Folicies
@ Bundles Android Enterprise Subscription - CVE Subscription - Allows you to download CVE data from the WVD repository

apple VPP Subscripion and then associates the CVES with the related patches.

B sset Mansgement

Novell Subscripbon
B secury REE Subscipton
s
[RPM-MD Subscription
B Hobile Management STATIC Subscription
SUSE Subscripli
#ll sopes ZENworks Suhv:c?bllnn
B aucit and Messages ZLM Subscription

B oisgrostics
H Contiguration

Wizard Steps -~ Next Cancel
1. Select Subscription Type

4 Select CVE Subscription, then click Next to display the Define Details page.

ZENworksm Welcome, Administrator  Help w-

TZone: TEN2O2IZONE

Subscriptions » Create New Subscription

A Home
BERIEYREnE Create New Subscription
& Devices N Step 2: Define Details
Enter the details for the Subscription.
B users
B rolicies ‘Subscription Nare: *
!
W Bundles
Folder: *
B Asset Management [ ||§‘
B Ssecurity

Description:

B Subscribe and Share

B Hobile Management

ol Reports P

@ Audit and Messages * Fields marked with an asterisk are required.

Bl piagnostics
<< Back Next >> ‘Cancel
K Configuration
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5 Enter CVE Subscri pti on for the Subscription Name, then click Next to display the Select the CVE

Subscription Server page.

You only have one ZENworks Primary Server so it is automatically selected to run the CVE subscription
service at the default time of 11:00 PM each day.

ZENworks, ‘Welcome, Administrator  Melpw  Logout

Zone: TENGOROZONE

-
" Bubriotiens ¥ Creste Mew Subscription

# Home

B Deployment Create New Subscription : CVE Subscription

Q3 pevices = Step ) Select the CVE Subscription Server

l Selact the ZENwarks '»-.ir\ar\u Sarver to be utad ¢ the CVE subscription terver. This server willl download CVE data from the NVD rﬂgsmimr‘,.
Users

B rolicies Subscription Server * I ]

& swdes Frequency: [Daiy | » [23w]{00v]

* Flelds marked with an asterisk are required,
B asset management

B security < Back Mext =x Cancet
B vcsile varapement

Al Reports

O nsdit and Messapes

B misgnostics

¥ Configuration

Keep the subscription server and frequency defaults, then click Next to display the Summary page.

ZENworks. Welcome, samintratr  Heipw  Logoe  [v)

Tere: TEHINTONE

ol
 Gubscrighiorn ¥ Create New Subneription

A Home
[~ Create New Subscription : CVE Subscription
& Devices & Step 4: Summary
B e Review the information and click Finish to create the new Subscription.
s

Poich
a = Subseription Type:  CVESub
& sunsies Subrcription Mame: CVE Subserition

Folder: Subscriptions.

Asset Managemsent
8 — Deseription:
B secunt Subscription Server: /Devices/Servers/zendocia

¥

===,

W obile Management
Define Additional Froperties

Al fepors B Subscription How
@ audit and Messages

B Oisgrostics

<< Back Finish Cancel
¥ Configuration

Select the Define Additional Properties option and the Run Subscription Now option, then click Finish.
The CVE subscription service is started and the details for the subscription are displayed. You can use this
page to monitor the subscription as it imports CVE data from the National Vulnerability Database.

ZENworks.,

Poew: TEMMINITONE

-
- Sutncriotions > CVE Subscription -
Home
B st ) eV subseription
B Devices Summary Audit
R Usens
B Rolicies Camaral =
B Dundies Hame: CVE Subscription
Type: CvEsub
B asset vanagemment Craated Dy Adminlsirator
B Security GUAD: 2c71 beBbftde | ABA20BEOB 4181 2ea1
CE=nmremm T
B cbile Management Enabled v (b}
Subscription Logs: View Log
@ Repors
@ Audit and Messapes Subscription -~
B lagnastics CVE Feod: (Edit) Default (HVD)
¥ Cont CVE Subtcription Sender u Eannmmsa . |®
anfiguratian
" Lat Replication: Hever (Run bow) (meoct Saouslly) (Eull Bun)
Frequently Used A Status; sasigned
) CVE Subseription Schadule interval Daly ~| = [(Zw)ibiw|

Quaick Tasks. L
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8 In the General box, click View Log to display the log details.

The CVE records are imported by year. The initial import can take a while, but when the subscription runs
each day thereafter, it only imports changes and requires much less time.

Subseription Log Dotails *
Hasma: CVE subscription
Type: CVE
Created By: Administrator
Status: In Progress
Subscription Server:  /Devicat/Servers/Tendosia

Imparted CVE recor
Irnprorted CVE records |
O Imported EVE records |
Irnprartid CVE records |

Inprtid CVE records f

0o §56 e

Close Cancel Replication

9 When the data import is finished, close the dialog box.
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Start the Patch Subscription Service

The Patch subscription service runs on the ZENworks Primary Server. It connects daily to the online patch
repository to discover and download patches for the devices in your zone.

As part of the subscription process, the service also associates the CVEs in your system with the patches that
remediate them. For this reason, you should run the Patch Subscription service each day after the CVE
subscription service. The default configuration runs the services in this order.

1 In ZENworks Control Center, click Security > Getting Started to display the Getting Started Mitigating
Vulnerabilities page.

Notice that the CVE Subscription Service icon now has a green check mark to show that you’ve started
that service.

ZENworks. Welcome, Adminbtrator  Helpw  Logod (%)
Tone: TENMZOTONE
o

* Home Gullillg Started Security Dashboard Patch Dashboard Patch Policies Patches Patch Download Details
B Degloyment
B3 Devices . .

Mitigating Vulnerabilities  Encrypting Devices  Securing Devices
B s —
B Folicies . . ) A
Ao Getting started mitigating vulnerabilities

Zinworks helps you track software vulnerabilities for devices through the use of Commen Vulnerabilities and Expesures {CVE) data and then respond ta those vidnerabilities by applying
B st Management the appropriate patches, In addition to helping you tackle emerging threats, ZEMworks enables you to establish regularly scheduled maintenance patching to ensure that your devices

have the most recent sacurity and quality updates.

B Subscribe and Share
Start the Subscription Services
B robie managerment The CVE subscription service imports Commen Vilnerabilities and Exposures data from the National Vulnerability Database, which allows you to monitor devices for knov are security
vulnerabilities. The Patch )l ion service downloads patches from the online ZENworks patch repository. You can then use the patches to remediate CVEs as well as in regular
M Reports software security and qual
T audit and Mestages —, . . - . Y i
P’F\ CVE Subscription Service F “ Patch Subscription Service y Patch Management License
B Disgrestics \ ) ciart sand ) + platfore yaackor / . .
X Configuration Start Service
Moniter Dovnload Status
Configuration Tasks -

Message Cleanup
Password Key Generator Scan Devices

After the subscription service has finished downloading patches, devices must be scanned to determing if they need any of the patches. The default scan ooours at device refresh (every 12
hours, by defaul). ¥ou can manually inftiate a patch scan if you want ane saaner, ou can also change the scan schodld to occur at  time other than device refrash.

Frequently Used -
= Device Scan iy, Scan Schedule

Quick Tasks v Q ! )
Initiate Fatch Scan N i 0

Maintain Device Patching
watch poticias provide automated, schaduled patching and ars ideal for enturing pateh currendy of devicet. To manitor the patch compliance status of devices, you can uss the Device Batch
Compliance dashlet to view how devices are compliant with all applicable patches or the Patch Tracker dashlet to see how devices are compliant within a specific patch,

“g  Patch Palicy Settings © %" Patch Palicy “grm  Patch Status Monitoring

Remediate Device Vulnerabilities

The Security Dashiboard helps you track software vuinerabilities that impact your devices. The CVE Severity Distribution dashiet and Top CVES dashiet Show you vulnerabilities by severity and
nurnber of vulnerable devices, The CVE Tracker lets you monitcr the devices imgacted by an individusl winerability. In all the dachlets, you can remediate vulnerable devices by applying 1
patches for 3 CVE in a tingle action.

‘2" CVE Severity Distribution I._ Top CVES ‘1':‘ CVE Tracker
Y vigw O Severiy >/ vewTncves =Y create

2 Under Patch Subscription Service, click Select Platforms and Vendors to display the Subscription Service
Content Download page.

This page lets you configure settings related to the patch content downloaded by the subscription service.
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NAVIGATION TIP: You can go directly to the Subscription Service Content Download page through
Configuration > Management Zone Settings > Security > Subscription Service Content Download.

ZENworks,

Zone: TUAION

A Home Subscriptions  Zone Sharing
B Deployment —
& Devices Subscriptions -
B Uens Hew = &
B Pl Folder:/Subscriptions

Mame o Type Enabled Satus Last Replication
& cundies W items available.

B ssset management

B Security

O Subiccribe and Share.

B mobile Management
Gl Reports

@ Awdit and Messapes
B piagnasties

¥ Configuration

All of the default settings are appropriate for this evaluation, with the exception of the platform setting.
Since you will only be applying patches to Windows devices, you don’t need to download the Linux and
Mac patches.

Under the Select the platforms to download option, deselect Linux and Mac, then scroll to the bottom of
the page and click OK to save the settings and return to the Getting Started.

Under Patch Subscription Service, click Start Service to display the Patch Subscription Service Settings
page.

ZENworks. Welcome, Adminbirslor  Helpw  logod (%)
Tone: TTMOMOICNE

Configuration *  Parch Subscription Service Sottings R
A Heme
B Deplayment Patch Subscription Service Settings
& Devices TFM server with amy MTTF persey andd Jrd party subserintion settings
B Usen
B Folicies Patch Subscription Service Settings .
@ Bundies start the Subscription Service | Select One - Start Service
B asset Mansgement Last Subseription Poll
8 tecuky Subscription Replication Status

Subscription Communication Interval(Every Day at)  [02.00 |

B Subneribe and Share

B mobie Management Reset Subscription Service

i Revorts
HTTP Pray Server Detalls -
@ audit and Messages
Proy Host
B Disgnesties .
port
¥ Configuration
HTTP Credentials | | &
Configuration Tasks -
e e Patch Subscription Credentlals ~
[— § ey General i, -
RixdHat Network Credentials
R (=
Froquently Used v |l &
SUSE Metwork Credentials
Quick Tasks v
| ] B
oK Cancel

In the Start the Subscription Service list, select your ZENworks Primary Server, then click Start Service.

By default, the subscription service runs daily at 2:00 AM. However, we want to run it immediately in
order to download available patches from the patch repository for your Windows devices. To do so, click
Update Now, then click OK to dismiss the notification message.
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7 At the bottom of the page, click OK to save the settings and return to the Getting Started.

Notice that the Patch Subscription Server icon now has a green check mark to show that you’ve started
the service.

ZENworks. Welcome, Admisitrater Helpw  Logad [

MIMIPOHE

Home Getting Started Security Dashboard Patch Dashboard Patch Policies Patches Patch Download Details

Mitigating Vulnerabilities Encrypting Devices  Securing Devices

Policies N - N P
Getting started mitigating vulnerabilities

ZEMworks helps you track software vuinerabilities for devices through the use of Common Vulnerabilities and Cxposures (CVE] data and then respond to these vulnerabilities by applying
Asset Management the appropriate patches. In addition to helping you tackle emerging threats, ZENworks enables you to establish regularly scheduled maintenance patching to ensure that your devices
have the most recent security and quality updates.

Buandles

osEFO00>
]
4

B subscribe sod Share Start the Subscription Services
B scvile vanagement The CVE subscription service imports Commean Vulnerabilities and Exposures data from the National Vulnerability Database, which allows you to menitor devices for known software security
lnerabilities. The Patch subscription service downloads patches from the ontine ZEworks patch repositary. You can then use the patches to renvediate CVES as well a3 maintain regulas
Gl Reports saftware security and quality updates.
@ udie and Mescage:
o : CVE Subscription Service Patch Subscription Service Patch Management License
B Disgnossies stares ’ Enter Licente Key
¥ Configuration ‘St Service
Monitor Dovmload Satuy
Configuration Tasks -~
Message Cleanup
Password Key Generator Scan Devmes
At the o has finished downloading patches, devices must be scanned to determing if they need amy of the patches, The default scan ocours at device refresh fevery 12
heurs, by default), You can marally initiate 3 PAtch 6240 B you WARE GO S5008r. ¥ou £an 3153 cRAgs the Scan schedule 1o oecur 3t 3 tiee other than device refreth.
Frequently Used -
/) Device Scan /iwh' Scan Schedule
Quick Tasks « ) \ @ )
So_%  Initlate Patch Scan il

Maintain Device Patching
Fatch policles provide automated, scheduled patching and are ideal for ensuring patch currency of devices, To monitor the patch comgliance status of devices, you can use the Device Fatch
Compliance dashled to view how devices are compliant with all applicable patches o the Patch Tracker dashlet to see how devices ane compliant within a specific patch.

,-f‘\\ Pateh Policy Settings s Q\ Pateh Palicy = ‘\I Patch Status Manitoring
%/ configurs Enforgement Schedule \'—'/ Create Patch Balicy W i Device Patch Complimes
Configure Rebool Behanior Agzhan Patch Policy Create Palch Trackes
R fiate Device Vul bilities

The Security Dashboard helps you track software vulnerabilities that impact your devices. The CVE Severity Distribution dashlet and Top EVES dashlet show you vulnerabilities by severity and
rurribier of vulrerabli devices, This CVE Tracker lets you monitor the devices impacted by an individual viinerability, n all the dashiets, you can remediate vulnerable disdors by apptying all
patches for a CVE In a single action.

/1 =" Top CVEs

‘Al CVE Severity Distribution

'/:i.i;\l CVE Tracker
W= goeate

8 Under Patch Subscription Service, click Monitor Download Status to display the Patch Dashboard.

The Patch Dashboard includes a Patch Subscription Status dashlet that you can use to monitor the
progress of the patch download process.

ZENworks, Weicome, Admiristratie

IR

Home Getting Started  Securlty Dashboard  Patch Dashboard  Patch Policies  Patches  Patch Downlaad Detalls (= View Tutorials )

Depleyment

L

B

: Devices. e
L]

Users. Patch Subscription Status Recently Released Patches

Policies

@ Dundies
Patch License

B ssset Mansgement Download Verification

B Subscrive and Share 0
B Mabile Management Kngwn Patches

ol Resorts o daca o iy
B, it and Messages

B oingnostics

¥ Configurath Patch Discovery
enliguration

& 1 Progress @ Successiul

® Failed

Froquently Used -
) CVE Subreription

Quilck Tasks b
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The dashlet shows three stages:

+ License Verification: Determines if you have a valid Patch Subscription license. Normally this chart
segment would be green (for Successful) but since you are using the built-in evaluation there is no
license key to check and it shows as failed. You can ignore this, it does not affect the evaluation.

+ Patch Discovery: Imports the signature files for patches that are applicable to devices in your zone. A
patch signature file contains the metadata used when analyzing a device to determine if it requires
the patch. As part of the Patch Discovery process, the subscription service bundles patch signature
files into a DAU file (or Discover Applicable Updates file). The DAU file is then distributed to devices to
be used during the patch scan.

+ Patch Download: Downloads the content for patches. By default, only the content for patches
included in Patch policies is automatically downloaded. You must manually download the content for
any other patches (outside of Patch policies) you want to distribute. This ensures that your ZENworks
Primary Server only needs to store the content for patches that you actually want to distribute.

The initial download can take several hours to complete. You can click the dashlet to see more details
about each stage, including the current duration of the stage.

Once the process is complete, both the Patch Discovery and the Patch Download stages show green
(Successful). In addition, the Recently Released Patches dashlet now shows the patches released in the
last 30 days, organized by impact. If for some reason the dashlet is not showing data, simply click it to
expand the dashlet and the data should populate.

ZENworks.
Tone: TINMIOTOMNE

Wekcome, Adminkitrater Helpw  Logadt ()

Getting Started  Security Dashboard  Patch Dashboard  Patch Policies Patches Patch Download Details » View Tutorials

Pateh Subseription Status Recently Releazed Patches

B oisgrestics

¥ Configurstion

Froquently Used ~
] CVE Subseription @ Faid

Identify Device Vulnerabilities

Now that the subscription services are running and have populated your ZENworks zone with CVE and patch
data, you are ready to perform a patch scan on your Windows 10 device to identify its missing patches and
security vulnerabilities.

+ “Initiate a Scan” on page 22

+ “Assess Vulnerability Status” on page 27
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Initiate a Scan

By default, a patch scan runs any time a device’s ZENworks Agent performs a refresh, which is scheduled for
every 12 hours. We don’t want to wait for the scheduled refresh, so well have you manually initiate a patch
scan.

1 In ZENworks Control Center, click Security > Getting Started to display the Getting Started Mitigating

Vulnerabilities page.

ZENworks.

Tome: TENDOMZONE

Deployment
Devices
Users
Policies

Buandles

oS =edD>

Asset Manageenent

B Subscrite and Share
B nicbile Management
@ Reports

B Audiz and Meseages
B Disgnostics

¥ Configuration

Welcnme, Admisiilraler Helpw  Loged

Getting Started  Security Dashboard Patch Dashboard  Patch Policies  Patches  Patch Download Details

Mitigating Vulnerabilities Encrypting Devices  Securing Devices

Getting started mitigating vulnerabilities

ZErworks helps you track software wulnerabilities for devices through the use of Common Vulnerabilities and Expasures (CVE] data and then respond to those vulnerabllities by applying
the appropriate patches. In addition to helping you tackle emerging threats, ZENworks enables you to establish regularly schedulid maintenance patching to ensure that your devices
hawe the most recent security and quality updates.

Start the Subscription Services

The CVE subscription service imports Common Vulnerabilities and Exposures data from the National Vulnerability Database, which allows you to monitor devices for known software security
wlnesabilities, The Patch subscription service dewnloads patches from the ontine ZEHwerks patch repository, ou can then use the patches to remediate CVES as well as maintain regular

software security and quality updates.

F CVE Sub'icnpllon Service F_’ Patch Subscription Service ﬁ‘ Patch Mllll;cmml License
\J

Start Service

Mooftor Download Datu
Configuration Tasks -~
Message Cleanup
Password Key Generator Scan Devices
After the subscription service has finished downloading patches, devices must be scanned to determine if they need any of the patches. The default scan occurs at device refresh (every 12

Frequenty Uord o hours, by default). You can manually initiate 3 patch ££an If you wank one 500ner, ¥ou can also changs the scan schedule 1o oocur 3t A time other than device refrath.

', Device Scan
Quick Tasks -

Maintain Device Patching

Fatch policles provide automated, scheduled patching and are ideal for ensuring patch currency of devices, To monitor the patch comgliance status of devices, you can use the Device Fatch
Compliance dashled b view how devices are compliant with all applicable patches o the Patch Tracker dashled to see how devices are compliant within a specific patch.

/4 Patch Policy Settings Iy -\\\ Pateh Policy
M ,/" Contigure Enforcement Schedile \'—' Criate Patch Policy
Configure Reboot Behinior Assign Paich Policy

Vi Divice Patch Comliance
Lrgabe Patch Tracke:

Remediate Device Vulnerabilities

The Security Bashboard helps you track software vulnerabilities that impact your devices. The CVE Severity Distribution dashilet and Top EVEs dashlet show you vulnerabilities by severity and
raurmibier of vulnerabli devices. Thi CVE Tracker bets you mondtor thie devices impacted by an individual vulnerability. in all the dashbets, you can remediate vulnerable divices by applying all
patches for 3 CVE In a single action.

JB CVE Severity Distribution gy CVE Tracker

2 Under Device Scan, click Initiate Patch Scan to display the Workstations folder in the Devices list.

NAVIGATION TIP: You can go directly to the Workstations list through Devices > Workstations.

Devices > Workstation

Devices
M Meww Export = =]
[ st Mame o Felder Tipe Operating System Last Contact  Retwred

=] W windows 10 wockstations IDevicesiworkstations  Dynannic Workstation Group
o ¥ windgws 7 Workstations {Devices/Workstations  (Dynamic Workstation Group
] & windgwes § Workstations iDevicesMorkstations  Dymamic Workstation Group

O

& windws 8,1 workstations SDwvicesworkstations.  Dynamic Workstation Group

(] 5 windows Vista Workstations {Devices/Workstations  (Dynamic Workstation Group

(] i windgws Xp /Devices. Dynamic Group

O & 9D winip.oooo /Devices/Workstations  Werkstation windowsi0-1905-ent-gen-xsd 2132 B

1 7ol T Rems Ha 1k H Fow S0+ Rems
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3 Locate your Windows 10 device in the list, select the check box in front of it, then click the Quick Tasks
menu > Initiate Patch Scan to display the Patch Scan dialog.

Patch Scan ? X

oK Cancel

4 Keep the default selection (Scan using updated patch signature (DAU) file) so that the recently created DAU
file will be distributed to the device before the scan, then click OK to display the Quick Task Status dialog.

Initiating the patch scan is done via a Quick Task. A Quick Task is an task sent from ZENworks Control
Center to a device. This dialog lets you configure options for the Quick Task and view the status of the
Quick Task.

Quick Task Status

Ha

Quick Task Options

5 Click Start to send the Quick Task using the default options.

The task is assigned. When the scan is done, the task status changes to completed. However, it can take
some time (10 -15 minutes) to run a scan the first time because the scan engine must be downloaded and
then a full scan is performed. So, let’s go take a look at what is happening on the device during the scan.
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6 At the Windows 10 device:
6a Right-click the ZENworks icon in the Notification tray, then click Technician Application to display the

ZENworks Agent window.

: 200,019
T iwariks Uipdater Sevvice Lint Contact with Server: /181028 12:50008 Py

Hibmerty. o

Management one: TN
Sereer M5 ‘Dendocla.prava.povelcom
.

e

6b In the left-navigation, click Bundles.

The Bundles list shows the DAU file that has been assigned and distributed to the Windows 10
device. If it is not yet visible, the Quick Task has not started on the device yet. Wait a few minutes and

then click Refresh Page (upper-right corner) to refresh the list.
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6c Right-click the ZENworks icon in the Notification tray, then click View Progress.

The View Progress dialog shows the progress of the installation of the DAU file.

ZENworks.

@ ZENworks.

Discover Applcable Updates Windows-36_S4en
08

matatng (23 of 301

Legacy Bun Anatyze

Ll 2 Type hete 1o seach

Once the scan completes, the View Progress dialog is cleared and the status of the DAU bundle
changes from Not Installed to Available.

Ll P Type here to searcn
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7 In ZENworks Control Center, the Quick Task Status shows that the scan is done. Click Hide to close the
Quick Task Status dialog.

Quick Task Status X

Hame:  Scan using updated patch signature (DaL) file Edit
Created: Sep 14, 2020 4:44:30 P
note: This quick task cannot be assigned to a device that

already has a quick task of the same type active on It

Quick Task Options  Quick Task Status

Status: 100% complete (1/1 devices)

Refresh Rate: Mone 15110118

L Mame et Thme

O 2 winio-00001 Dane Sep 14, 2020 5:06:4% P

1101 R L] 1 kM show 10w items
ide Cancel

8 After a device is scanned, the ZENworks Agent reports the scan results to the ZENworks Primary Server.
Use the Device Last Patch Scan dashlet to verify that the scan results have been reported:

8a Click Security > Patch Dashboard tab to display the Device Last Patch Scan dashlet.

ZENworks,

o prRNE

N o Getting Started  Securily Dashboard  Datch Dashboard  Patch Pollcies  Patchei  Palch Downboad Details - Vi Tiorials

8 pesiggmess

B2 tevices °

2 teen Fatch Subscription 5tatus Recently Released Patches = Device Fatch Compliance

B solcies
& o
Licesse

B sster mansgement Verifcaticn

O
B sutseribe and Share

| QR R—

Gl beports

B, it and Mesaages

B Dlagrostics

Pateh Dissawary "

K Configueation

Froquently Used - @ in Pagrest @ Seccerthil .
@ Failed

Oulck Tasies -

Device Last Patch Scan

This dashlet is a pie chart that shows how long it h