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FORWARD-LOOKING STATEMENTS
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This document contains forward looking statements 
regarding future operations, product development, 
product capabilities and availability dates. This 
information is subject to substantial uncertainties and is 
subject to change at any time without prior notification. 
Statements contained in this document concerning these 
ƳŀǘǘŜǊǎ ƻƴƭȅ ǊŜŦƭŜŎǘ aƛŎǊƻ CƻŎǳǎ !ǊŎ{ƛƎƘǘΩǎ ǇǊŜŘƛŎǘƛƻƴǎ 
and / or expectations as of the date of this document and 
actual results and future plans of Hewlett-Packard may 
differ significantly as a result of, among other things, 
changes in product strategy resulting from technological, 
internal corporate, market and other changes. This is not 
a commitment to deliver any material, code or 
functionality and should not be relied upon in making 
purchasing decisions.

User Interface depictions should be considered non-final 
and subject to re-design and / or removal.

This is a rolling (up to three year) Roadmap and is subject 
to change without notice.



State of Cyber Security and Threats

Compliance vs. Risk Based Programs

Cyber Security Program Approaches

!ǊŜŀǎ ƻŦ CƻŎǳǎ ǘƻ άaƻǾŜ ǘƘŜ bŜŜŘƭŜέ
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Agenda



The State of Cyber Security 
and Threats 



The Impact is Global
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World Economic Forum ς2018 Global Risk Report 

2015
!ǘǘŀŎƪ ƻƴ ¦ƪǊŀƛƴŜΩǎ ǇƻǿŜǊ 

grid shut down 30 
substations, interrupting 
power to 230,000 people

2016
SWIFT attack led to the 

theft of US$81 million from 
the central bank of 

Bangladesh

Today
European Aviation Safety 
Agency has stated their 

systems are subject to an 
average of 1,000 attacks 

each month

Global interconnectedness continues to expand the attack surface

Top 10 risks in terms of likelihood

#3 ςCyber attacks



Cyber Damages Continue to Outpace Spend 

6

CSO online: Top 5 cybersecurity facts, figures and statistics for 2018

Cyber damages to 
hit $6 trillion 

annually by 2021

Up from $3 trillion 
in 2015

Cyber security 
spending to

exceed $1 trillion 
from 2017 to 2021

Cyber crime will 
more than triple the 
number of unfilled 

security jobs 

Predicted to reach 
3.5 million by 2021

Human attack 
surface to reach
6 billion people

by 2022

Ransomware 
damage costs are 
predicted to reach 

$11.5 billion
by 2019



The Reach of Cyber Attacks
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143 million customers data stolen 
due to a vulnerability found in 

open software

A majority of people over 18 in 
the U.S. data is now exposed

3 billion customers impacted

9ǾŜǊȅ ¸ŀƘƻƻ ŎǳǎǘƻƳŜǊǎΩ Řŀǘŀ 
was exposed spanning 3 years

57 million customers and 
drivers impacted

9ǾŜǊȅ ¦ōŜǊ ŎǳǎǘƻƳŜǊǎΩ Řŀǘŀ 
went exposed for a year

Net income fell

27%
in ONE quarter

M&A impact 
of $350M

$20B market 
cap loss; untold 

amount in litigation



LǘΩǎ ƴƻ ƭƻƴƎŜǊ ŀ 
question of if, but 
when your data 
breach will happen
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It is a new level of complexity!

Threats 
(internal and 

external)

Information 
Overload

Regulatory/ 
Privacy 

concerns

Infrastructure 
complexity



Risk vs. Compliance Based 
Information Security Programs



Compliance/Standards ςA Subset!!

ISO/IEC
27001/2

ISF

NIST 800-
53/CSF

ISACA
COBIT 5

CIS 20

DISA ITIL

PCI-DSS

OWASP

BSIMM

CSA 4.0

ILTA



Know Your Enemy
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ÁAttacks come in all shapes and sizes

ÁOrganized crime has become very 
sophisticated and operate like 
corporations

ÁMain goal is to maximize profits and 
minimize risks

ÁCompete on quality, customer services, 
price, reputation, and innovation

ÁUse SDLC and are adopting SaaS Difficult EasyEffort and risk
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Organized crime

IP theft Extortion

Ad fraud

Bank fraud

Bug bounty

Cyber warfare

Identity theft

Hacktivism

Payment system fraud

Medical records fraud
Credential harvesting

Credit card fraud



¸ƻǳǊ ¢ŜƭŎƻΩǎ ƛƴŦƻǊƳŀǘƛƻƴ 
about your account

.ŀƴƪǎΩ Řŀǘŀ ŀōƻǳǘ ȅƻǳǊ 
finances and accounts

Your interactions with 
SaaS applications

¸ƻǳǊ ŎǳǎǘƻƳŜǊǎΩ ŘŀǘŀΦ 
Your organizational data. 

Your private  email  to and 
from your smartphone

Your credit rating information

Your email 
correspondence

Health records your care 
provider manages for you

Payments made to you

Know Your Treasure and Where It Resides



Additional Treasure Chests
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ά¢ƘŜ ƘŜŀƭǘƘ ǊŜŎƻǊŘ ƛǎ ǿƻǊǘƘ млȄ ǘƘŀǘ ƻŦ ŀ ŎǊŜŘƛǘ ŎŀǊŘ ƴǳƳōŜǊ ƻƴ ǘƘŜ ōƭŀŎƪ ƳŀǊƪŜǘέ

TBD TBD TBD

Point of Sale Systems Customer Portals Credit Card Processing

HR Systems
Workday

CRM Systems
Microsoft Dynamics

Peoplesoft

Financial Systems
Lawson



Assesssecurity investments and posture
ÁHow will attacks likely occur? How will you spot them on 

each platform? What corrective action will you take?

Transformfrom silos to a comprehensive view 
ÁOn-premtraditional systems, SaaS, IaaS, and PaaS all of 

which should fall under the same security umbrella

Optimizeto proactively improve security posture

Managesecurity effectively
Á Including internal SLAs and SLAs related to cloud providers. 

Maintain SLAs in the context of your security program

Establish a Risk-based Approach

Actionable
Security

Intelligence

Moving from Reactive to Proactive Information Security & Risk Management 



Cyber Kill Chain


