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- Why Fortify DAST?
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- Shifting DAST left/the evolution of DAST

- What’s new in 20.27



Why DAST is Important
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Independent of
the application

Immediately finds
vulnerabilities that
could be exploited

Does not require
access to the
source code
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Pull from the What is DAST page


Fortify DAST-Weblnspect delivers comprehensive coverage

Crawl modern frameworks and APIs

il

Dynamic application testing Security compliance standards o :
Comprehensive dynamic web Pre-configured policies and reports for Powerful scanning itegrations that
application testing with the breadth of major compliance regulations, including enable APTand ‘smgle -page application
coverage needed to support modern PCI DSS, DISA STIG, NIST 800-53, ISO testing at scale.
applications. 27K, OWASP, & HIPAA.

b

Manage AppSec risk at scale ScanCentral DAST

Shift DAST left
Drive fast and highly focused results
earlier in the SDLC with custom scan
policies and incremental analysis
support.

Automation and workflow integrations help

meet the needs of DevOps. Monitor trends

and use dynamic analysis to take action on
vulnerabilities

Centralized platform that allows you to run
hundreds of thousands of scans, which gives dev
teams the ability to run dynamic scans on their
own. By using ScanCentral DAST as an
orchestration platform, a small team of AppSec
professionals can support an entire organization.
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Comprehensive scanning finds more vulnerabilities

Weblnspect has the broadest DAST coverage
and detects new types of vulnerabilities that
may go undetected by traditional black-box
security testing technologies.

Scan basic APIs in seconds with
support for OpenAPIl (Swagger).

For more advanced APl scanning
scenarios, use Weblnspect's
Postman integration to support
unique workflows, complicated
authentication, and custom
parameter requirements.

2 @ Scan Dashboard

- Crawled: 23257 of 23257

.. Audited: 23339 of 23339

| Smart Audited: 23339 of 23339
' Verified: 0 of 0

Reflection Audited: 0 of O

Findings




Why SAST + DAST with Fortify makes sense

Holistic AppSec

Consistent Remediation
Guidance

Prioritization

Layered Defense

Feedback Loops

Launch both SAST and DAST from Software Security Center (SSC). You
don't have to decide between on or the other. Users have the flexibility
to run any combination of static and dynamic scans.

A common vulnerability description allows developers to spend less time

researching vulnerabilities, and more time remediating

Overallsecurity is enhanced as the unified taxonomy enables customers to focus
on most important findings first

By leveraging static analysis early in SDLC, and dynamic analysis later in the SDLC
and into production, security teams can deliver greater security

Organizations that identify vulnerabilities early in SDLC and continue to detect in
production can focus resources on addressing systemic problems
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What does it mean to Shift DAST Left?

Focus on Shift Left
Quality Model
Software

Planning Development Test Deploy Monitor
& Design & Build & Release & Analyze
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Presentation Notes
“Shift Left” earlier in development lifecycle means faster & cheaper, but Shift Left also requires developers to have tools and training in place. 


Why shift DAST left?

« 42% of firms that experienced an external attack

said it was carried out by exploiting a software
vulnerability

« 35% said it was through a web application

Source: Forrester, The State of Application Security 2020
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Business Need for Shifting DAST Left

« Accelerating time from design to

E E deployment

 Reducing costs ofrework

« Greater awareness amongst developers
of quality and testing requirements

Source: Forbes, 2018, Shift Happens, Why Your Software Needs to ‘Shift Left’


Presenter
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Accelerating time from design to deployment, as work is done in parallel and handoffs between functions are minimized.

Reducing costs of rework, since problems are identified and fixed earlier.

A greater awareness amongst developers of the quality and testing requirements of the organization.



What's New in 21.2



Release Summary Weblnspect 21.2

« Engine 6.1 (improved
performance and

API Discovery

* Users aren’t aware of all the APls —they don’t always know there is accuracy)
an APl in their application. Now Weblnspect can detect APIs
automatically. e TruClient
. Modern App Support |
« Engine updates ensure Weblnspect keeps up to date with current  DOM XSS Engine (test
v trends and is always able to scan applications. a DOM frag ment)
2FA support

* More and more orgs are requiring two  -factor authentication (2FA). * ZEA.Supp(?rt, oncg _
Many organizations had to work around this, but it's Weblnspect this is Conflgured It Is
supports this automatically so scans can avoid getting paused. a hands -free scan

* New features to the DAST market
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HACKER-LEVEL INSIGHTS
View findings such as client-side frameworks and the version numbers, which is the first step into letting customers know what was discovered. 

There is a big need to keep client-side frameworks up to date (jQuery is a big one). These are things that could become vulnerabilities if not updated, and we’re exposing the data. 

This is new to DAST scanning, this is typically something you would see in a susceptibility analysis.

ACCURACY
Improved coverage around APIs and SPAs. We have a complete story now around APIs, whether it’s SOAP, Rest, Swagger, OpenAPI, Postman, we can scan any API now. We can scan authenticated APIs, whether custom or using OAUTH 2. 

SPEED
ScanCentral was created to work within Docker so we could leverage Docker’s ability to scale how much resources customers need. With WebInspect we can only scale in one dimension by giving more CPU/memory. With horizontal scaling, we can take the part of WebInspect that is the most resource intensive (processing JS), and by using Kubernetes, we can create little versions of WebInspect that just focus on the JS and work in parallel to allow much faster scans.



Features & Benefits

2FA Support

Engine 6.1
Updates

ScanCentral
Visualization

ScanCentral
Advanced
Prioritization

Pain Point

Couldn’t do it before, now we
can. More and more orgs are
requiring it. It's becoming a
standard. Many orgs would have
to do a workaround, or having

to manually watch a scan to log
in. Now it's automated. Now you
don’t have to turn it off or skip
scanning those apps.

Out of date with the latest apps.

Won't need a separate tab.

Having to wait for scans to
complete when you have higher
priority apps to scan.

Main Bene fit

Hands-free, set it up through
Android app or email.

TruClient (macro recorder)
update. Supporting modern
applications. Continue to scan
any app anyone writes.
ECMAscript, we keep up to date
this this to make sure we can
scan any app.

You'll be able to view the scan
results in a new tab within the
browser.

If the low -priority one is already
running, it will be paused for the
higher -priority scan. Pausing of
existing scans and moving them
around.

Webhspect 212

Additional Bene fits

DOM XSS Scan Engine. Test a DOM fragment where you couldn’t
before. DOM fragment is purely client -side code. Client -side fragments
are things that don’t make a request to the server, but change the

page within the browser. We now have the ability to test the things

that only exist within the browser itself, not just what goes to the

server.




Features & Benefits

Automatic
State Detection

In-scan API
Discovery

Pain Point

If you find an API mid -scan,
but you don’t authenticate
against it, that doesn’t do a
lot of good. You have to
always be an authenticated
user.

Users aren’t aware of all the
APls, they don’t always
know there is an API in their
application.

Main Benefit

It helps enable the
automatic state detection

User doesn’t need to
configure this now. They
don’t have to onboard
applications. We pick up the
state and apply it
automatically. Automating
the authentication for APIs

Automatic Swagger
definition. We can pick up
automatically add the API
to the current scan.

Weblnspect 21.2

Additional
Benefits

Complementary with In -scan API discovery.

Gives us the ability in APIs to capture the common
authentication mechanisms, Oauth, Beaer Token, JWT. We
can pick that up and be able to log in automatically without
the user being involved.




ScanCentral DAST



ScanCentral in Software Security Center (SSC)

Fortify's Centralized Scanning Solution allows small teams of AppSec Developers to deliver
scalable, dynamic and static, scanning solutions to large teams of developers.

x [ Fortify Security License and Infrz=. X | 4

L] L]
Scalable dynamic analysis .

&« C A Notsecure | 10.0.2.5:8080/ssc/html/ssc/scancentral/dast h ¢ Q H
farm Lj DASHBOARD SCANCENTRAL APPLICATIONS REPORTS ADMINISTRATION - g

* Dynamically scales up or down to
meet the changing demands of I

http:ffzerowebs
. . Sensors pilfzeronebapp Y
the CI/CD plpellne . Sensor Pools m] plicatio RL Critical High Med Lov Started O st & &
Settings List
1 JuiceShop hitpss/juice-shop.herokuapp.com// 10/21/2020 06:27 PM Co & &
Scan Schedul Created On 10/25/2020 01:58 PM
O Pemsrore 10/22/2020 06:30 PM Co Started On 10/25/2020 01:58 PM
. Scan Type Standard Scan
[0  RezsApp ohttp:/zerowebappsecurity.com o 10/24/2020 11:46 AM o
Status Complete
[0 Petstore 10/24/2020 06:09 PM o Status Upd 10/25/2020 02:06 PM
Duration 7m
.
° Integ rates Into pOpu Iar < :I/‘ :D OO0  Rezsapp hitp:f/zero.webappsecurity.com [ o T : ] 10/24/2020 08:39 PM €0 hyas Site Authentication false
Has Network false
I . I . k D O O  RezaAm nirp:zerowepappsecurinyeom (D 10/24/2020 08:45 PM €0 authentication
solutions like Azure DevOps - soios
p " [0  JuiceShop http://zerowebappsecurity.com o 10/25/2020 01:58 PM co
Failed Requests 6

KB Sent / KB Received 10147 /29807

Flexible licensing e

Policy Standard
Completed Date 10/25/2020 02:06 PM

» Flexible licensing allows teams o e
to choose between scanning
methodoligies based off need,
whether that's CI/CD, ad -hoc,

scheduled, etc.



Automation Improvements

= ScanCentral DAST

- Containerized controller, LIM, and scanners

- Simplified deployment and management via
containerization

- Weblnspect sensors used to take 1-2 hours to install, but
now it's instant—no installation required.



ScanCentral DAST - Licensing

* ScanCentral DAST uses concurrent Weblnspect licensing

Software Security Center

* New customers should purchase the new ScanCentral Model for access

Existing customers should speak with sales who will work with PM on options

ScanCentral DAST
Controller

/
n Weblnspect
~  Standalone

Weblnspect Weblnspect
ScanCentral DAST ScanCentral DAST
Sensor 1 Sensor 2

License Infrastructure Manager

Weblnspect Weblnspect
ScanCentral DAST ScanCentral DAST

Sensor 3 Sensor N

Pool 1 — Pool 2 —
USA Japan




Scan Central DAST

Azure and Jenkins Plugin

Extending the existing Fortify Jenkins and Fortify Azure

plugins to support starting a DAST scan from the new Scan

Central DAST integration.

Requirements:

1.

Scan Central DAST API URL — This is the URL which
the plugin will need to communicate with to trigger
the scan.

Scan Central CI/CD Identifier — This is the template
ID which the user will pass in that references the
scan configuration that the plugin should execute
SSC Auth Token — An authentication token with
access to run a scan from the project version
associated with CI/CD identifier

Overrides — A JSON payload which allows for future
extensibility

Plugin writes a scan start status to the Jenkins or

API.

-

Azure DevOps

Scan Central CI/CD Identifier

SSC Auth Token

Overrides

Build Failure

https:{/MyScanCentralDASTAPIUrl.com/API

ea699c54-fled-41e1-b580-d4828292f7d8

Authentication token with SSC Application permissions

Critical & New




Fortify
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Docs located at:
Microfocus.com/documentation/fortify-webinspect
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