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Good afternoon. I’m Stan Wisseman and I run the CyberRes Chief Technologist Office here in North America. My talk today is how you can shift dynamic application security testing left in the SDLC.
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Before diving into our primary topic today, I’d like to spend a moment on CyberRes as a whole. CyberRes, which is a Micro Focus line of business, is focused on helping organizations achieve desired business outcomes and helping them become more cyber resilient. We have an industry leading portfolio covering everything from data privacy & protection, identity access management, security operations, and what we are here to talk about today, application security. To learn more about how CyberRes solutions can help organizations achieve these outcomes, visit CyberRes.com.
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And in the category of application security testing, the Fortify portfolio is a holistic set of capabilities to help deliver application security at scale that ultimately helps enterprises around the world build secure software fast. This stack is built upon a foundation of software security research that rolls up through a wide range of foundational security scanning technologies, which underpin modern application security programs. We also provide AppSec management capabilities that give you on-prem, SaaS, or Hybrid options. We empower Fortify end user access with Fortify tools through a wide range of interfaces and integrations. Could be for a developer in the IDE, a development team in the repo, the DevOps team in the CI/CD pipeline, through our Web portal, or integrated via our API for custom integrations, or through collaboration tools like Jira or other defect management systems. And surrounding all of this on the right are the supporting offerings that connect all this like glue for a modern enterprise AppSec program.


Why Shift DAST Left?
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Alright, so lets get into it. Why are we talking about shifting DAST left?
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Dynamic Application Security Testing (DAST) is the process of analyzing a web application through the front end and APIs to find vulnerabilities through simulated attacks on a running application. This type of black box testing approach evaluates the application from the “outside in” by attacking an application as a malicious user would and does not require access to source code. Dynamic analysis can identify runtime vulnerabilities such as logic weaknesses, server misconfiguration, weak authentication, and other problems likely to be encountered after a user is logged into the application.
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Because DAST scans are conducted on a running application, they have typically been conducted in parallel with functional testing to gather insights without performing simulated attacks on the running application in production. DAST is often used as a security gate by the Application Security team or QA team to prevent applications that contain critical vulnerabilities from being released into production. 

DAST scan results can also be used in the discovery process of a late lifecycle penetration testing team, making their pentest more efficient, effective, and comprehensive.
However, the days of dedicated security/QA analysts launching manual dynamic scans one application at a time are coming to an end. 


Business Need for Shifting DAST Left
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To keep up with the pace of modern development, DAST needs to integrate with processes and pipelines and scale horizontally as needed. This is especially important when DAST is supporting a security gate.D ynamic scans need to deliver results quickly, but also in a smart way that saves time.

By conducting DAST scans earlier you are accelerating time from design to deployment, as work is done in parallel and handoffs between functions are minimized.

It will reduce costs of rework, since problems are identified and fixed earlier.

And it will offer a greater awareness amongst developers of the quality and testing requirements of the organization.



The Need to Scan at Scale
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Comprehensive dynamic web application security testing is needed in order to support the volume and velocity of modern applications development

However, the turnaround times of DAST scans have historically precluded their integration into stringent CI/CD workflows. 

In brief, what’s needed is more “agile” and scalable DAST scanning. 


NextGen DAST
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We are seeing developer-driven DAST testing expand, extending the use of Fortify DAST beyond the hands of AppSec/QA and fully within the Dev CI/CD automation pipelines. This enables DAST to be included in Agile, Scrum testing cycles.
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We now have flexible licensing that enables you to pivot between static and dynamic scans depending on your needs. 

To be even more effective in a developer-driven model, we now have a platform called ScanCentral that with the ability to scan multiple applications at once with keeps security from being a bottleneck and impacting the velocity of development. More on this in a moment.

WebInspect has been re-engineered, including major upgrades to its underlying scan engine that enables us to detect and scan single page applications and much better at scanning APIs. 

WebInspect has augmented the speed improvements of ScanCentral DAST with ease-of-use enhancements such as automated configuration for single-page applications (SPAs), APIs, DOM event parsing, and auto-generated Login Macros. In addition, it now has Redundant Page Detection. This feature is useful for “content sites” such as Amazon or CNN where the same page is displayed over and over and only the pictures and text change. With Redundant Page Detection, WebInspect can compare how similar the pages of an application are and only audit the content once. This will obviously greatly improve scan times for these types of sites.
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Our 3 year vision is a fully automated, holistic and hybrid scanning platform that not only includes SAST, but also includes OSS, DAST, etc.  ScanCentral a is developer centric model with deep and open integrations to facilitate the CI/CD process, enable scanning on commit with solutions like GitHub and our ScanCentral platform that service enables SaaS and on premise usage for customer choice and agnostic cloud supportability.  
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Comprised of the WebInspect sensor service and other supporting technologies that can be used in conjunction with Fortify Software Security Center Server (SSC), Fortify ScanCentral DAST enables orchestration and automation of dynamic security scans at a new level. ScanCentral DAST enables the operation of hundreds or even thousands of scans efficiently. We now have a platform that existing WebInspect Enterprise customers can migrate to, as well as interoperate with Fortify ScanCentral SAST. The ability to scan multiple applications at once with ScanCentral further keeps security from being a bottleneck and impacting the velocity of development.
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You can use the REST APIs exposed by WebInspect to run it as a fully automated solution to integrate DAST within the CI/CD pipeline. Testing earlier means organizations don’t need to re-orient their entire development process to a late-stage security gate as they did before. Shifting DAST left helps bring more stability to the development process.
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ScanCentral DAST is a scalable architecture that enables Horizontally Scaling through multiple containerized versions of WebInspect (known as Sensors) that can parallel process JavaScript, DOM Rendering, and other activities. Horizontally Scaling enables dramatically reduced scan times without permanently dedicating resources.As a result, ScanCentral DAST can scan very large applications in a fraction of the time, which enables integration into CI/CD pipelines and shifting left.SSC can be used for onboarding an application, scheduling scans, and setting limits on scan parameters. All of this is done through a Dockerized deployment, enabling you to have multiple sensors.
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To realize seamless, fully automated DAST testing as part of CI/CD pipelines, we have fully integrated the FAST proxy with the ScanCentral platform.FAST detects dynamic vulnerabilities based on functional test cases, whether that be Selenium, Cucumber, or any other frameworks that use HTTP to test an application.


API| Security Testing
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Application Programming Interfaces (APIs) are an essential enabler of innovation in today’s digitally-driven world.Applications (or application components) can leverage APIs to connect to other applications and communicate autonomously.

APIs also have the potential to expose application logic and data, therefore providing access to multiple sources of potentially sensitive data and mission-critical services. This, in turn, widens the attack surface exponentially.

So, it’s important to be able to scan APIs for security risks.
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API scans are a first-class citizen in WI and ScanCentral DAST.

Whether it’s a REST or SOAP API, or if you are using complicated authentication schemes, WI has comprehensive coverage. 
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This shows how you’d select an API Scan on the left panel.
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API collaboration tools can be used to provide input into WebInspect for a more complete analysis of exposed APIs. However, with the new API Discovery built into WebInspect, any Swagger or OpenAPI schema detected during a scan will have its endpoints added to the existing scan. With our automatic state detection, authentication will be applied to the endpoints. In addition, probes will be sent to default locations of popular API frameworks to discover schemas. WebInspect enables you to scale your scanning of APIs and gain visibility into these potential attack vectors.



Summary



Shifting DAST Scans Left

Examples of how you can shift DAST scans left

CI/CD + Standard Scan: ScanCentral DAST automatically runs fast targeted scans triggered by Agile,
Scrum tests in CI/CD pipelines and merges those results with slower, more complete DAST scanning
configurations that occur at regular intervals.

Hotspot + Notspot: The hotspot policy is configured to run at a higher priority and the Notspot (less
frequently found checks) with a lower priority as sensors are available.

Unauthenticated + Authenticated: You could scan all your applications without a login macro every
month and then run more complete WeblInspect scans that are authenticated once per quarter.

Standard + Adhoc Zero Day: In addition to regularly scheduled Standard scans, you might want to
merge extremely fast WeblInspect scans for very specific zero days.(Apache struts is a great example.)

Functional Test Audit Only + Standard: You could capture functional tests as workflow macros that
are automatically uploaded for fast, audit-only WeblInspect scans and then merge full, standard
WeblInspect scans prior to release.
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With all these new WebInspect capabilities, the potential use cases for DAST expand greatly. 

Here are some examples of how you can shift DAST scans left. I won’t go through them all, but I’ll hit a couple. 

The first example is to have ScanCentral DAST run targeted scans triggered by scrum tests in CI/CD pipelines. Then merge those results with a more comprehensive DAST scan that occurs on an interval of your choosing, perhaps weekly.

A similar example is the last one that leverages the FAST proxy to leverage functional test scripts. And then run a full, standard WI scan prior to a release.



Fortify Simplifies Application Security Testing
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Various AST methods offer different strengths for uncovering security defects. No single testing technique alone is sufficient. As a result, organizations evolve their usage of AST to span development, build, and runtime so that they can see the range of vulnerabilities they need to address. And, just as you need to scale DAST, scaling Static Application Security Testing (SAST) and Software Composition Analysis (SCA) are important as well.

By layering dynamic analysis on top of other AST techniques, you gain a valuable additional risk metric that enables you to see a more complete real-world risk picture. Using Fortify DAST, SAST, and SCA together enables teams to find and flag application security weaknesses and vulnerabilities that require investigation and potential remediation. A smooth, collaborative feedback loop is vital to address issues quickly and for Agile, Scrum Teams to react and minimize the risk of vulnerability as much as possible. A common pattern for this feedback is integrating it into the developer work management system (for example, Azure DevOps or GitHub) and linking alerts or incidents to work items for developers to plan and act upon. This process provides an effective means for developers to resolve issues within their standard workflow, including development, testing, and release.
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Before I wrap up I want to highlight a great place to learn more. Visit our Fortify Unplugged channel on YoutTube for videos that range from high level AppSec 101 to demos of product capabilities. Please check it out.

https://www.youtube.com/playlist?list=PLkBNdmbcM4MODoUxX9AFO19A_CZTCHt4t

Questions?



Fortify
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