Value Brief
Security

Security Intelligence

Safeguard your business with complete visibility into activity across the IT infrastructure, real-time
threat detection, analytics, and investigation from any source, anywhere.
Micro Focus® ArcSight Investigate enables
organizations to proactively respond to and
decrease the impact of security incidents. Its
comprehensive threat detection, analysis, triage, and compliance management SIEM platform dramatically reduces the time to mitigate
cybersecurity threats and decreases the impact of cybersecurity incidents—such as data
loss, equipment damage, and revenue loss.

56%
90%

Reduction in
cybercrime costs1

Reduction in
‘false positives’1

The ArcSight platform helps to safeguard
your business by giving you complete visibility into activity across the IT infrastructure.
This includes external threats such as malware
and hackers, internal threats such as data
breaches and fraud, risks from application
flaws and configuration changes, and compliance pressures from failed audits.

50%

Compliance/legal
cost reduction1

ArcSight is one of the industry’s leading security information and event management
(SIEM) solutions for collecting, analyzing, and
assessing security events. The result is rapid
identification, prioritization, and response to
cyber security attacks and insider threats.
ArcSight correlates users, logs, and NetFlow
to understand the who, what, and where of information security.

70%

Query time
reduction1

Example Business Case

A US-based retail organization with annual
revenues of $15 billion USD chose ArcSight
for their security intelligence and event management needs. Improving their Security
Operations Center (SOC) process efficiency
was an important goal. Reducing PCI-DSS
compliance audit readiness and audit costs
was also a significant concern. Finally, they
needed to reduce their internal (detection,
investigation, containment, and recovery) cybercrime costs while simultaneously addressing the external (data loss, business disruption,
and potential revenue loss) exposure. (In this
case, the fully burdened salary of a security analyst is estimated at $126,000 USD per year.)

Security Operations Process Efficiency
FTEs
10

Salary Improvement Savings
$126k
USD

25%

$315,000 USD

Reduction in Auditing and
Compliance Costs
FTEs
3

Salary Improvement Savings
$126k
USD

65%

$331,000 USD

“ESM reveals security events to us
that we were never able to detect
before. We’re very happy with ESM
and confident we can find threats
before they compromise our network
or disrupt business. ArcSight
provides critical insurance against
the damage modern cyberattacks
can inflict on an organization.”3
MARK BEERENDS

Head of Security Operations Center
Rabobank

Learn More At

www.microfocus.com/investigate
__________
1 Annual Ponemon Cost of Cyber Crime Study.
3 Rabobank Case Study

Contact us at:
www.microfocus.com

Cybercrime Cost Avoidance1
Cybercrime
Costs

$18.268M USD

Improvement Savings
21%

$3.836M USD

The cumulative benefits in the first year total
$4.83M USD. Assuming an investment of $5M
USD (22% support beginning in year 2, and
excluding deployment and realization factors),
the justification for investment is clear:

■■ 87% return on investment (ROI)

■■ $4.52M USD net present value (NPV)
■■ 59% internal rate of return (IRR)
■■ 13-month payback period2
__________

1 Annual Ponemon Cost of Cyber Crime Study.
2 Business Value Model Update and Benchmark
KPI Methodology, IDC, H2 2013
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