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EXECUTIVE SUMMARY
The cloud is a critical consideration for any organization that manages messaging and
collaboration capabilities. Because email, malware filtering, spam filtering, real time
communications, archiving, encryption and other services can be delivered via the
cloud, all organizations should seriously consider whether a cloud alternative for one
or more of these capabilities is preferable to managing them in-house.
However, not all cloud providers are created equal. The quality of service,
redundancy, support, latency and other metrics vary between providers, sometimes
considerably. Moreover, many organizations that are considering migration of one or
more services to the cloud often have not fully considered the implications of doing
so, nor do they sufficiently understand the important metrics of their current, onpremise infrastructure.
The goal of this white paper is to offer an overview of the important considerations
that both senior business management and IT management should think about as
they decide whether or not to migrate some or all of their messaging and
collaboration capabilities to the cloud. We have provided this overview as a set of
questions and answers to the important issues that should be well understood before
committing to a full migration to cloud-based delivery.

ABOUT THIS WHITE PAPER

One of the
fundamental
benefits of the
cloud for email,
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encryption or
other IT-related
services is its
potentially lower
cost of
ownership.

This white paper was sponsored by Micro Focus. Information about the company is
provided at the end of the document.

WHY CONSIDER THE CLOUD?
There are a number of reasons that any organization should consider use of the cloud
for providing various types of messaging and collaboration services, although these
reasons will vary based on the size of the organization, the industries in which the
organization participates, corporate culture issues, risk sensitivity and the geographic
distribution of the employee population that will be served.

POTENTIALLY LOWER COST OF OWNERSHIP

One of the fundamental benefits of the cloud for email, archiving, security, encryption
or other IT-related services is its potentially lower cost of ownership. Osterman
Research analysis of Total Cost of Ownership (TCO) for various capabilities have
demonstrated that delivery of various messaging and collaboration services can be
lower when delivered via the cloud, although this will not be true in every situation.
There are several reasons for the typically lower TCO for cloud-based services:
•

Lower labor costs
Osterman Research’s cost modeling demonstrates that, using typical labor rates
for managing an email system, the portion of TCO represented by labor is
anywhere from 21% to 33% of total TCO depending on the number of users
served. This figure can be appreciably higher in markets with high labor rates.

•

No up-front costs
One of the fundamental advantages of the cloud is that there are minimal or no
up-front costs to deploy a robust set of messaging and collaboration services.
For example, the costs of servers, racks, load balancers, software and other
infrastructure elements are almost completely avoided when using cloud-based
delivery.

•

Cost distribution
Another important advantage of the cloud is the ability for smaller organizations
– or small offices that are part of a larger organization – to have much lower
costs for messaging and collaboration services. For example, a 50-seat
organization will necessarily have higher costs per user than will larger

© Osterman Research, Inc.

1

Best Practices for Messaging,
Collaboration, Security,
Archiving and Encryption in the
Cloud

organizations simply because the cost of infrastructure in a smaller organization
will be spread over relatively few users. The cloud enables smaller organizations
to operate on a more level playing field in the context of per-seat costs of service
delivery.

MORE PREDICTABLE COSTS
Cloud-based messaging and collaboration services provide more predictable costs
than on-premise deployments because the cost per seat is fixed over the lifetime of
the contract with the cloud provider. This predictability of costs manifests itself in
two important ways:
•

Unforeseen problems can create additional costs for an on-premise deployment.
Natural disasters, power outages, moves to new facilities and other events can
add to the cost of managing on-premise systems in a somewhat unpredictable
manner.

•

An organization that continually adds users will, at some point, reach the
maximum number of users that its infrastructure will support and will then have
to add servers and other infrastructure to support new users. This creates a
step function in the total cost of ownership for an on-premise environment that
can drive up the cost of on-premise management dramatically.

Messaging and
collaboration
often are not
simple to manage
internally. They
often require
expertise in a
number of areas,
particularly when
deploying a new
version of a
system.

REDUCED OPPORTUNITY COSTS
Among the more important issues that any organization should consider is that of the
opportunity cost of IT staff members or, in smaller organizations, individuals who are
charged with maintaining on-premise systems. Most decision makers understand
that finding and retaining qualified IT staff is not particularly easy. As a result, inhouse IT staff members should be used in a manner that allows them to provide
maximum benefit to their employer, while also giving them a satisfying work
experience that will motivate them not to go elsewhere. Using cloud-based services
frees IT staff members from the requirement to constantly monitor the servers to
ensure continuous uptime, freeing them for work that is not only more interesting to
them, but also more compelling for the business.

FASTER DEPLOYMENT
Deploying a cloud solution is often much faster than deploying an on-premise
solution, allowing an organization to realize a faster return-on-investment in many
cases and implementing new capabilities more quickly.

ABILITY TO AVOID DISRUPTIONS IN SERVICE

When an on-premise service is disrupted due to a server crash, hardware/software
issues, etc. organizations lose time and productivity from the entire organization, plus
the time/cost to restore services.

ACCESS TO EXTERNAL EXPERTISE
Messaging and collaboration often are not simple to manage internally. They often
require expertise in a number of areas, particularly when deploying a new version of
a system. They require expertise in various interfaces and vendor-specific
technologies, and they require expertise in various other technologies that are
integral to managing systems well. The cost to develop this expertise can be high
and, for smaller organizations, often prohibitive. In contrast, a cloud provider can
offer access to well-trained technical support staff that are available on a 24x7 basis
and that can typically resolve problems quickly and with minimum expertise from
their customers.
The service aspect should not be overlooked when considering cloud providers.
Because few companies operate on an 8-to-5, Monday through Friday schedule, and
many issues arise outside of business hours, it is just as critical to have access to
service expertise at 3:00am on a Saturday night as it is during normal business
hours. This allows users to have their issues resolved in a timely manner without the
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cost and burden of maintaining in-house staff to manage a help desk, etc. In short, a
specialist will virtually always offer better service and support when resolving
problems.

GREATER ORGANIZATIONAL FLEXIBILITY

A cloud-based service allows organizations to be more flexible in deploying various
services to their employees. For example, a company may opt to manage email inhouse for its corporate headquarters, but provide cloud-based email to each of its
field offices that do not have an in-house IT staff. This allows the organization to
provide highly available messaging services that provide a consistent user experience
across the entire organization, but at much lower cost than if the IT staff was used to
manage the satellite offices.

OTHER BENEFITS
Another important benefit of cloud-based messaging and collaboration services is that
much of the network traffic that would normally take place with an on-premise
deployment is transferred to the cloud provider. For example, a cloud provider that
also offers anti-malware and anti-spam filtering will eliminate 75% or more of the
email that would normally come into the network as spam, only to be quarantined
and eventually discarded by end users. This saves significantly on both bandwidth
and storage, costs that are growing exponentially and unpredictably in smaller
organizations.

A key step in
approaching best
practices for the
cloud, and for IT
practices in
general, is to
understand the
risks your
organization
faces. Many
decision makers
underappreciate
these risks
because they are
too busy, they
don’t have
budget, or they
have not focused
sufficiently on
the growing
number of risks
they face.

Moreover, virtually all leading cloud providers operate secure physical facilities that
include video surveillance capabilities, multiple employee access points using multifactor authentication, tracking and monitoring tools and other capabilities that protect
their customers’ data from being compromised. In most cases, the security provided
by cloud providers exceeds the standards that their customers could afford to deploy.
Measures, such as SSAE 16 audits or WebTrust certification, can provide an extra
level of assurance for customers.

KEY CONSIDERATIONS FOR SENIOR BUSINESS
MANAGEMENT
There are a number of considerations for senior business management as they decide
on a course toward cloud-based computing in general, and cloud-based messaging
and collaboration in particular.

UNDERSTANDING THE RISKS

Do we fully understand our risks?
A key step in approaching best practices for the cloud, and for IT practices in general,
is to understand the risks your organization faces. Many decision makers
underappreciate these risks because they are too busy, they don’t have budget, or
they have not focused sufficiently on the growing number of risks they face. While
every organization has limitations in its IT resources, that is not an excuse to fail to
identify key risks. Also, once you have identified those risks, you can prioritize them
and assess your current level of preparedness to face these risks. Identifying key
projects and initiatives or “gaps-to-plug” through various means like technologies,
education, training and improved policy development is a great exercise.
Organizations of all sizes and in all industries face a number of risks from their use of
messaging and collaboration services:
•

Employees can use messaging and collaboration services inappropriately, such as
sending sexual harassing emails, text messages, social media posts, etc..

•

Employees can mistakenly send content in violation of data breach laws, such as
sending sensitive content without encryption, resulting in significant penalties,
notification requirements, sanctions and the like.
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•

In heavily regulated industries, there are strict requirements with regard to
content retention, oversight and usage obligations. Compliance, legal and IT
are tasked with ensuring compliance with usage policies, and so must have the
tools available to ensure that the organization can comply with all applicable
requirements.

•

Organizations that permit the use of personally owned devices for accessing
corporate email, files and other content must also be managed to ensure
compliance with legal and regulatory obligations, as well as with best practices to
ensure that confidential and sensitive data is not accessed by unauthorized
parties.

•

Organizations often have inadequate data retention policies that can result in a
failure to retain business records in email, in files, etc. Similarly, some
organizations have obligations to retain data only in certain countries, and so can
run afoul of regulatory requirements if their providers cannot guarantee where
data will be stored.

•

A failure to adequately protect all of the platforms from which employees work –
such as personally owned laptops, smartphones or tablets – can result in
malware infiltrating the corporate network.

•

Organizations that do not control the use of personally-deployed applications like
Dropbox or Box.net can significantly increase their risk on a number of levels:
increase likelihood of malware infiltration, an inability to discover all relevant
content during legal actions, and an increased likelihood of data breaches.
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Cloud

The initial step
for any
organization
should be the
creation of
detailed policies
focused on all of
the messaging
and collaboration
tools that are or
will be used.

While these risks apply both to on-premise and cloud-based services alike, the lack of
DLP, encryption, monitoring, archiving or other capabilities can permit employees to
inadvertently violate corporate policies more easily. Not all cloud providers offer
these services, and so their absence can increase the risk for companies that migrate
some or all of their users to a cloud-based solution.
It is critical, therefore, for senior management to understand these risks before
deciding on a course of action for migrating to the cloud.

DEFINING CORE COMPETENCIES

Are messaging, collaboration, security, archiving and encryption core
competencies that you really want to retain in-house?
Another important issue for senior managers to determine is whether or not internal
management of messaging and collaboration systems, as well as other part of the IT
infrastructure, is a core competency that is central to the success of the organization.
For example, will managing email, security, archiving, encryption or other services
using on-premise infrastructure and managed by in-house IT staff contribute more to
the bottom line than using a cloud-based provider? If so, how?
Have we established policies that address our regulatory, legal and other
obligations?
The majority of organizations have not established detailed and thorough policies for
the various types of messaging and collaboration tools they either have deployed or
permit to be used. For example, as shown in the following figure, only one-third or
fewer of organizations have established this level of detail in their corporate
messaging and collaboration policies.
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Status of Policies for Various Corporate Capabilities

The key is to
evaluate the
value derived
from using inhouse staff for
managing
messaging and
collaboration
systems versus
the value that
could be derived
from the use of
these individuals
for higher valueadded initiatives
aimed at core
business
objectives.

Consequently, we recommend that the initial step for any organization should be the
creation of detailed policies focused on all of the messaging and collaboration tools
that are or will be used. These policies should focus on legal, regulatory and other
obligations to:
•
•
•
•
•

Retain content, including emails, social media posts, files, etc.
Encrypt content if it contains sensitive or confidential information
Monitor communications, blogs, social media posts, etc.
Manage the use of personally owned devices that access corporate resources
Specify the jurisdiction(s) in which data is retained

This will help decision makers not only to determine how and why various tools are
being used, but also will ultimately help to determine which capabilities can or cannot
be migrated to the cloud. As just one example, if an organization determines that its
policy for content retention is influenced by statutory obligations to retain data only in
certain jurisdictions, this will help determine if cloud-based archiving services can be
used and, if so, which provider(s) should be used.

EVALUATING OPPORTUNITY COSTS

If IT staff were freed up for other tasks, could they provide more value to
your company?
Another important consideration in a classic “make or buy” decision is determining
the opportunity cost associated with managing the infrastructure in-house. For
example, is using a scarce resource like an experienced IT administrator for
management of email servers the best use of that person’s experience and skill set?
Could more value be derived from that individual’s time if they were freed from
server management and used to develop a new capability that provided a unique
competitive differentiation?
The key is to evaluate the value derived from using in-house staff for managing
messaging and collaboration systems versus the value that could be derived from the
use of these individuals for higher value-added initiatives aimed at core business
objectives.

© Osterman Research, Inc.

5

Best Practices for Messaging,
Collaboration, Security,
Archiving and Encryption in the
Cloud

WHAT IT SERVICES REALLY COST

Do you fully understand your total cost of ownership?
A critical requirement in accurately evaluating whether or not to use cloud-based
messaging and collaboration services is to understand the actual TCO of managing
the current, on-premise infrastructure. Many decision makers do not fully understand
these costs, as evidenced by an Osterman Research study that found only 21% of
decision makers and influencers are “very confident” in their estimates of the cost of
providing messaging capabilities1. If decision makers do not know what it costs their
organization to provide a particular service to their users, they cannot accurately
compare that cost to its cloud-based equivalent. This leads to poorly informed
decision-making and an inability to determine the potential cost savings and the
return-on-investment from moving one or more services to the cloud.

THE ACTUAL TCO OF ON-PREMISE SYSTEMS
Osterman Research cost modeling shows that a 1,000-seat deployment of
Microsoft Exchange – not including security, archiving or other key elements
of a messaging system – will cost an organization $26.51 per user per month
over three years. Adding in the cost of a low-cost security system and a lowcost archiving solution, as well as the labor to manage them, will add another
$4 per user per month to that cost. It’s also important to add in the cost of
power, cooling and floor space in calculating the full cost of an on-premise
solution. For example, a 750-watt server or appliance will cost nearly $800 in
electrical costs annually. Floor space devoted to in-house systems will cost at
least $1,000 annually.

A critical
requirement in
accurately
evaluating
whether or not to
use cloud-based
messaging and
collaboration
services is to
understand the
actual TCO of
managing the
current, onpremise
infrastructure.

While some on-premise infrastructure is necessary and preferable in some
cases, it’s important for decision makers to fully understand just how must
their on-premise systems cost before they evaluate cloud-based alternatives.

CONSIDERING MIGRATION OVER THE LONG-TERM

What are the long-term costs of migration to new messaging,
collaboration, security, archiving and encryption platforms?
An important consideration in determining whether or not to use cloud-based
messaging and collaboration services is factoring in long-term migration costs. For
example, Microsoft Exchange-enabled shops migrating from one version of Exchange
to another is just that – a migration, not an upgrade. Because Exchange does not
allow an in-place upgrade to a new version, the cost of migration can be very high
and even prohibitive in some cases, at least for smaller organizations. Using a cloudbased Exchange provider, on the other hand, minimizes or even eliminates the cost
of migration, since some providers will migrate their customers to a new version at
no charge. Not only does this minimize the IT pain and the time required to migrate
– not to mention the potential for downtime in the system – but it also dramatically
reduces the overall cost of Exchange management over the long term.

DEFINING WHAT SHOULD REMAIN IN-HOUSE

What are the key business processes and practices that must remain inhouse?
Another important issue – particularly for organizations that must deal with regulatory
oversight like pharmaceutical, energy or financial services firms – is determining
which processes should remain in-house. For example, a broker-dealer that sends
large numbers of machine-generated emails to its customers and prospects each
morning and must ensure delivery of these emails before the trading day starts, may
not be able to find an acceptable substitute in the cloud. Moreover, many
1

Unified Communications Market Trends, 2011-2014; Osterman Research, Inc.
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organizations have legacy and/or email-enabled applications that simply would be too
expensive to migrate to the cloud, and so maintaining them in-house is the more cost
effective choice.

THE ISSUE OF TELEWORK

What is the role that telework for some or all employees can play in
reducing real estate costs and taxes?
Another important consideration is telework – formal or informal programs that allow
employees to work from home or otherwise remotely one or more days per week.
Telework is becoming increasingly important for organizations that are attempting to
reduce their costs and to become increasingly agile by enabling employees to work
from any location – at home, at customers’ sites, in remote offices, etc. Moreover,
various governments have become significant proponents of the telework concept as
a means of reducing their costs and to support various “green” initiatives.
The extent to which an organization has adopted or wants to adopt telework will
have a direct impact on whether or not it should migrate to a public and/or private
cloud model of service delivery.

THE ROLE OF THE DESKTOP

What is the importance of the desktop client in making messaging-related
decisions?
The traditional desktop client is something of an “anchor” in the context of corporate
decision making with regard to the cloud. For example, an organization whose users
rely heavily on thick clients (e.g., Microsoft Outlook installed on the desktop as
opposed to Outlook Web Access accessed via a Web browser) and resist the
migration to Web-based alternatives may find it more difficult to migrate to the cloud,
since supporting thick clients in the field can be problematic and expensive for IT.
On the other hand, if organizations can educate users about the benefits of browserbased tools and can convince them to migrate toward them, use of cloud-based
messaging and collaboration services will be easier.

Are there enough
qualified IT staff
members to do
everything the
organization
requires, such as
messaging,
security,
protecting
against data
leaks, encryption,
tech support,
etc.?

BEST PRACTICE CONSIDERATIONS FOR SENIOR
IT MANAGEMENT
There are a number of questions that IT decision makers need to ask as they
consider whether or not to migrate one or more messaging and collaboration services
to the cloud. Each of the following questions represents an aspect of a best practice
for cloud delivery that providers should attempt to offer their customers, although the
importance of each will depend to a large extent on the particular service under
consideration and the specific requirements of each customer.

FUNDAMENTAL QUESTIONS
•

Is messaging management a core competency that offers the organization some
sort of competitive or other advantage?

•

Are there enough qualified IT staff members to do everything the organization
requires, such as messaging, security, protecting against data leaks, encryption,
tech support, etc.?

•

How much will it cost to deploy all of the new capabilities that will be needed for
archiving, encryption, security and other capabilities over the next few years?

•

If applicable, what mobile platforms will need to be supported over the next
several years, including RIM BlackBerry, Apple iPhone, Android, Good
Technology, etc.?
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CLOUD VENDOR BONA FIDES
•

How long has the vendor been in the specific business for which it is being
considered (cloud email, security, archiving, encryption, etc.)?

•

How long has the vendor been in business overall?

•

Is the vendor financially viable?

•

How many customers does the vendor have?

•

How many customers are currently supported and how has this changed over
the past six months? The past year?

•

What size and type of customers are supported?

•

What corporate certifications or audits are offered?

INFRASTUCTURE
•

Does the provider support multiple data centers for redundancy and disaster
recovery?

•

How many data centers are operated?

•

What are the specs for the data center(s)?

•

Are the data centers SSAE 16 certified? If so, for how many years have they
been certified?

•

What architectural capabilities ensure that there is neither delay in message
delivery nor any additional, unnecessary risk incurred by storing a copy of the
message?

•

How physically secure are the data centers?

•

What intrusion detection and malware filtering systems are in place?

Does the provider
allow capabilities
to be managed in
the cloud and onpremise, such as
email or
archiving?

BUSINESS CONTINUITY AND DISASTER RECOVERY
•

Does the provider have multiple telecommunication links from different providers
feeding each of their data centers?

•

How geographically separate are the data centers?

•

Is data replicated between each data center in real time or near real time so that
business disruption will be kept to a minimum in the event of a failure at the
primary facility?

•

Does the provider perform full, nightly backups of customer data? If so, do they
perform full tests and restores to ensure that they can be restored if necessary?
How frequently does this occur?

•

Do the data centers have backup generators?

SCALABILITY
•

Will the vendor’s infrastructure scale sufficiently to meet future requirements?

•

Can each service scale very rapidly if necessary?

SUPPORT FOR HYBRID ARCHITECTURES
•

Does the provider allow capabilities to be managed in the cloud and on-premise,
such as email or archiving?
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If so, does the provider offer a single management console for both cloud-based
and on-premise services?

•

Can users be migrated between cloud and on-premise service delivery easily and
quickly?
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STRENGTH OF SUPPORT
•

If applicable, does the vendor have premier support agreements with their
technology partners?

•

Does the provider offer 24 x 7 technical support?

•

If 24 x 7 support is provided, is it live support during non-business hours or do
customers have to submit an email and receive a response the next business
day?

•

Does the provider offer different means of communication including phone, email
and online chat?

•

Is the support team based in the United States?

•

Is only one IT administrator able to contact support with questions or can any
employee with a question or issue contact a support representative?

Every
organization
should carefully
and completely
determine their
cloud strategy
based on a full
understanding of
internal
processes, and
they should
perform due
diligence on all
of the cloud
providers that
might be able to
satisfy their
requirements.

OWNERSHIP OF THE TECHNOLOGY
•

Is the vendor using their own technology or another vendor’s?

DOWNTIME
•

How much system downtime has the vendor experienced during the past month?
Six months? Year?

•

Is a money-back guarantee offered if the service is down longer than the SLA
specifies?

PROVISIONING TOOLS
•

What provisioning tools are available?

•

Can administrators easily add/delete/change services and users with a control
panel or equivalent?

POLICY MANAGEMENT
•

Are policies across all communications channels unified and managed in a single,
integrated Web console?

EXPORTING DATA
•

How can data be exported / migrated to an on-premise solution or to another
cloud provider?

•

What are the costs associated with data export?

•

In the event a customer wants to migrate to a new cloud provider or bring a
particular capability back in-house, is there a pre-determined process for doing
so?

AVAILABILITY OF PROFESSIONAL AND OTHER SERVICES
•

Does the provider offer professional services? If so, what specific services are
available and by whom are they provided – in-house staff or external
consultants?
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•

What migration services are offered?

•

What provisioning tools are included for the migration?

•

Are self-migration and/or full-service migration capabilities offered?

•

Are end-users able to manage their own configurations and settings?

•

Is a dedicated technical account representative available?
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LOCATION OF THE DATA
•

In what countries will the data be stored?

•

Can customers decide where their data will be stored? Conversely, can
customers specify where their data will not be stored?

•

If multiple data centers are supported, can customers specify from which data
centers services, such as email, are offered in order to minimize latency?

SUMMARY
Every organization should seriously consider if and how cloud-based delivery of
messaging and collaboration services can benefit their organization. However, many
organizations have not fully considered the ramifications of migrating one or more
such services to the cloud, nor do many organizations have a set of best practices
that can be used to evaluate cloud providers, internal practices and the long-term
consequences. Every organization should carefully and completely determine their
cloud strategy based on a full understanding of internal processes, and they should
perform due diligence on all of the cloud providers that might be able to satisfy their
requirements.

SPONSOR OF THIS WHITE PAPER
Micro Focus is a global software company with 40 years of experience in delivering
and supporting enterprise software solutions that help customers innovate faster with
lower risk. By applying proven expertise in software and security, we enable
customers to utilize new technology solutions while maximizing the value of their
investments in critical IT infrastructure and business applications. As a result, they
can build, operate, and secure the IT systems that bring together existing business
logic and applications with emerging technologies—in essence, bridging the old and
the new—to meet their increasingly complex business demands.

www.microfocus.com
twitter.com/MicroFocus
questions@microfocus.com
+1 866 464 9282
+1 646 304 6250
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