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Critical Decisions When
Migrating to Office 365

EXECUTIVE SUMMARY
Microsoft Office 365 is one of the leading cloud platforms for messaging and
collaboration services, and is winning customers both large and small. For example,
while much of the market for Office 365 is still among smaller organizations, one of
the largest customers is General Electric, which has signed up for 300,000 user
licenses. Illustrative of the ongoing shift among Exchange customers to Office 365 is
the data in Figure 1, demonstrating that Microsoft is successfully transitioning a
significant proportion of its on-premises Exchange business as these customers
migrate to the various flavors of Office 365.
Figure 1
Plans for On-Premises and Cloud-Based Email, 2015-2017

Source: Osterman Research, Inc.

SHOULD YOU CONSIDER OFFICE 365?
Shifting to Office 365 is a major step for any organization, and should be performed
with the requisite strategic planning and financial modeling for key IT systems, as
well as planning for user training and resource availability, and the time required to
implement new solutions. Embracing Office 365 should be seen as a long-term play,
due to the significant short-term financial and operational implications of the decision,
as well as the major capital and operational expenditures that would be required to
exit Office 365 in the future, however remote the possibility of moving away from
Office 365 might be.
So, should organizations consider deploying Office 365? Absolutely, since Microsoft
offers a robust feature set across the Office 365 suite of offerings and continues to
enhance them with new features and capabilities. In our view, Office 365 is a very
capable offering from a solid and trusted vendor and should seriously be considered
for deployment by any organization of any size in any industry.
Osterman Research has for many years championed a shift to the cloud, and while
our view remains largely positive about the potential of such a shift – at least in
principle – it is not an unmitigated recommendation in every situation. As with all
decisions affecting a major change to an organization’s IT infrastructure and services,
there are pros and cons for shifting to any cloud, and Office 365 is no exception. In a
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continuation of our current series on Office 365, this white paper examines a number
of important decisions when migrating to Office 365.

ABOUT THIS WHITE PAPER

This white paper presents a comparative financial model for using Office 365 versus
Exchange on-premises, and explores a number of financial and practical realities of
using Office 365, as well some of the pros and cons that organizations face in using
the service. We also look at the steps involved in migrating away from Office 365,
and some case studies of organizations using Office 365 today. Finally, we provide an
overview of Micro Focus, the sponsor of this white paper and the company’s Office
365-related offerings.

COMPARATIVE COST MODEL
Making a sound financial decision on whether or not to embrace Office 365 is
essential. Any organization looking at taking the Office 365 path should compute a
comparative pricing model for building an on-premises environment compared with
using Office 365. Our model comparing on-premises Exchange with Exchange Online
Plans 1 and 2 is shown in Figure 1.
Figure 2
Cost of On-Premises Exchange and Exchange Online
$ per User per Month (based on list pricing)

Source: Osterman Research, Inc.

It is important to note that the monthly cost of Office 365 includes an allocation for
IT administrator tasks that will no longer need to be carried out on the on-premises
Exchange environment, but does not remove all tasks from a local IT administrator.
For example, a local IT administrator must set up new users, and users must be
appropriately removed from Office 365 when they leave or if their employment is
terminated. We estimate this at around 10% of the standard task list of an Exchange
administrator in time and cost.
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IMPORTANT OFFICE 365 ISSUES TO CONSIDER
After migrating to Office 365, organizations must come to terms with a number of
important issues. We consider these below.

CLARITY AROUND COSTS

Since the cost of Office 365 is levied monthly or annually, organizations have a very
clear understanding of the direct costs of using the service. There are also a set of
indirect costs that become clear over time, such as the activities an internal IT
administrator needs to perform to make Office 365 work for the organization. These
include setting up and provisioning new users, removing terminated employees, and
monitoring the health of the Office 365 tenant.
However, while these costs are well known, in order to save money on the shift to
Office 365, existing internal IT infrastructure must be de-established and retired. If
an organization has moved from Exchange on-premises to Exchange Online, keeping
Exchange on-premises running in parallel could result in some level of duplicated
licensing and maintenance fees, as well as time and cost for internal IT
administration. To maximize savings from the move to Exchange Online, all active
and archived data must be moved off internal systems that are no longer required,
and any IT staffing positions that were previously dedicated to Exchange on-premises
must be de-established or the individuals retrained for new roles. Moreover, it is
essential to include the costs of hardware, facilities, disaster recovery and other key
systems in the comparative analysis.

THE SHIFT FROM CAPEX TO OPEX

Embracing cloud services provides a pathway for gaining access to services without
incurring capital expenditure to build an on-premises environment, nor accepting the
responsibility and associated costs of managing the resulting internal infrastructure.
Office 365 lives up to this promise as long as organizations keep paying for the
resulting services every month. Since Office 365 is rented as a cloud service and
nothing is owned, organizations must continue to pay monthly or annual fees for the
service. That’s not a bad thing, but merely a different way of thinking about software
licensing fees vs. acquisition costs.
One of the frequently cited benefits of running internal infrastructure is the ability to
bypass one or two upgrade cycles and thus save significantly on costs. For example,
many organizations shifting to Exchange Online are migrating from Exchange 2003 or
2007, having never deployed Exchange 2010 or 2013. These organizations have been
able to use products purchased a decade ago for a decade’s worth of service. Once
an organization has shifted to Office 365, that option is no longer available. However,
this also means that software is continually up-to-date and current with new
standards, file formats, etc.

MICROSOFT MAKES MORE MONEY

An organization licensed to use Office 365 pays Microsoft more compared with
licensing products for on-premises use – that’s not our opinion, but instead comes
directly from Microsoft. For example, in a recent presentation to Wall Street analysts
as highlighted below, Microsoft claimed that it earns 1.2x to 1.8x more revenue under
the Office 365 approach1, although customers are eliminating expenses by moving to
Office 365 that they now incur:
•

1

New EA Customer
o On-premises: License + SA for first three years, SA only thereafter
o Office: Office Professional Plus + Core CAL
o Office 365: E-3
o Increase in lifetime value: 1.2x

Source: Microsoft Digital Work & Life Experiences, Economic Transformation
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•

Existing EA Customer
o On-premises: Software Assurance
o Office: Office Professional Plus + Core CAL
o Office 365: E-3
o Increase in lifetime value: 1.4x

•

Transactional Customer
o On-premises: buys every 5-7 years
o Office: Office Standard + Core CAL
o Office 365: E-3
o Increase in lifetime value: 1.8x

The higher fees are driven by:
•

Consistent Payment Schedule
Customers with Office 365 follow a more consistent payment schedule compared
with customers using on-premises approaches. For example, customers can no
longer opt out of an upgrade cycle if they deem it superfluous to their
requirements. In Microsoft’s analysis, the transactional customer is the prime
example of this transition, as they move away from buying every five to seven
years for on-premises installation to paying consistently month-by-month for
Office 365.

•

Allocation for Administration Expenses
A portion of the increased payment to Microsoft is indicative that Microsoft incurs
greater costs in delivering Office 365 compared with a license for on-premises
installation. For example, a percentage of the cost for local IT administrators to
deploy and manage Exchange on-premises is no longer required with Microsoft
taking on that responsibility. This is a to-be-expected-reality of outsourcing a
messaging and collaboration platform to Microsoft, and highlights the need to
cancel or significantly reduce the historical internal costs incurred in providing
these services on-premises.

Microsoft is also telling its business partners that they can achieve up to 1.8x revenue
growth by transitioning away from a business model of selling licenses towards
creating cloud-based or managed services and building unique intellectual property
on top of Microsoft’s platforms. This is an interesting selling point for Microsoft in that
they can induce customers to adopt other services in bundling scenarios, even though
specific features or services may not be used immediately.

CONSIDERING THE COSTS OF MIGRATING AWAY
The current high-tier Enterprise plans (E3 and E4) offer integrated archiving and
compliance capabilities. Osterman Research has recently published white papers
looking at both of these areas, but for the purposes of this white paper, the key
takeaway is that if an organization shifts both its day-to-day transactional
communication system to Office 365, as well as its archiving and compliance system,
it will become more difficult to migrate away from Office 365.
Given that some third parties offer archiving and compliance capabilities for Office
365 that are improvements over the capabilities that are built into the offering, very
relatively few organizations will shift to Office 365 with archiving and compliance as
the primary driving reasons for doing so. However, once an organization is using
Office 365, the archiving and compliance capabilities offer a convenient set of add-on
capabilities that can be easily added. However, if an organization decides to shift its
messaging and collaboration capabilities to another provider, the archiving and
compliance actions taken during the use of Office 365 will have to remain in place in
order to appropriately meet compliance requirements. For example, if there are active
legal holds in place, removing those legal holds in order to migrate historical data is
likely to result in the inappropriate deletion of older messages, or at least will require
significant effort. The implication of this is that an organization may have to keep
paying Microsoft to use the archiving and compliance functionality in Office 365 for
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historical data until all compliance regulations have been met and compliance
timeframes have expired. This is all the more reason to focus on archiving prior to
any migration, and a reason to use a third party archiving capability in order to
provide an easier path to migration should a decision be made to migrate away from
Office 365.

GEODIVERSITY OF OFFICE 365 DATA CENTERS

Microsoft generally does not offer geographical diversity for its Office 365 data
centers, meaning that each organizational tenant is often tied to the data center and
region in which the tenant was originally created. A global organization with
employees across the world will have its tenant created in one of the data centers, or
more specifically, the data center closest to the region selected when the
organizational tenant is first created. At least theoretically, employees within that
geographical region will receive high performance access to the data center, while
those outside of the region may have a lesser experience and possibly more
noticeable latency. Office 365 does not offer the ability for a single organizational
tenant to use a European data center for European employees, a North American
data center for North American employees, and an Asian data center for Asia Pacific
employees, for example.

MICROSOFT CAN CHANGE PLANS AT WILL
Office 365 is Microsoft’s offering and it reserves the right to change plans at will;
customers have little certainty that the plans they have purchased will continue to be
offered long into the future. This has already happened twice:
•

In July 2014, Microsoft cancelled the Office 365 Small Business and Office 365
Midsize Business plans, replacing these with three new Business Plans. Some
users received little warning of this impending change, and the change required
reconfiguration activities by administrators and users.

•

In July 2015, Microsoft announced the cancellation of the Enterprise E4 plan
towards the end of 2015, to be replaced with a new Enterprise E5 plan. Pricing
was not announced, but in light of the added capabilities to be offered in E5, it
will probably be higher than E4. Customers who were on E4 must either
downgrade to E3 and purchase add-ons to recover original E4 functionality, or
step up to the higher-priced E5 plan.

Customers may find that their long-term expectations of having certain capabilities
available at a given price point will have those expectations changed.

DOWNTIME IS ANOTHER CONSIDERATION

Despite the general stability, reliability, and high availability of cloud services, Office
365 still suffers from periodic downtime. Whether it is due to a patch that hasn’t been
fully tested, an overlooked configuration requirement, a component failure, or a
networking issue, Office 365 does not provide 100% service availability (in all
fairness, however, Microsoft has never advertised that it does so). Downtime has
affected the sending and receiving of email, access to Exchange archives, and access
to the Administration Console, among other services.
To be fair, virtually no IT platform – cloud-based or on-premises – offers true 100%
uptime, but the level of downtime is an important consideration when considering a
migration to Office 365. Fair or not, for respondents to a recent Osterman Research
survey, the issue of downtime and outages with Office 365 was the second highest
ranked reason for not migrating to Office 365 (see Figure 2 on the next page).

NEW CAPABILITIES ARE ADDED TO OFFICE 365

Microsoft regularly introduces new capabilities into Office 365 as part of its wider
business strategy of improving end-user productivity. This strategy is implemented
through new products and services that give employees new ways of being
productive. For example, Sway offers a new way of creating compelling
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presentations, and Office Delve can discover potentially relevant information using a
personalized dashboard for each user.
Customers face a couple of issues with regular updates from Microsoft:
•

Administrators have little control over the release of new features to employees,
other than delaying their introduction for a few weeks or months. Administrators
cannot prevent new capabilities from reaching users, even when those new
capabilities make no business sense for a particular customer.

•

Services initially added to current plans at no charge are eventually billed
through increased prices. Microsoft has used a variety of approaches to introduce
increased prices, such as cancelling current plans and introducing new ones at a
higher price point.

For organizations that put new capabilities to productive use, the incremental
licensing fees will be more palatable than to those who fail to see the productive
potential of the new capabilities.
Figure 2
Reasons for Not Implementing Office 365
% Responding an Important or Key Reason

Source: Osterman Research, Inc.

ACTIVE MANAGEMENT REQUIRED FOR USERS AND LICENSES

When an employee departs an organization, his or her licensing for Office 365 must
be actively managed. If organizations fail to do so, they will continue to pay licensing
fees for departed employees, as well as running the risk of mail and other content
being deleted from the deprovisioned users. In an organization with 15% turnover,
potentially 15% of the annual Office 365 bill will be for non-current employees if the
licenses are not actively managed, and this could keep growing over time. In addition
to the direct financial cost, there is a larger concern around ongoing access to
company information by departed employees as with any cloud service.
All organizations should have robust mechanisms for de-provisioning user access to
systems and resources.
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SOME ADDITIONAL ISSUES TO CONSIDER
When embracing Office 365, many organizations are quick to focus on the benefits of
reduced cost, increased agility, and ease of scaling licensing. There are, however, a
range of risks that need to be considered, evaluated, and mitigated when looking to
migrate to Office 365. We look at some of these risks below.

MICROSOFT CAN CHANGE PRICING AT WILL
As with all companies, Microsoft periodically adjusts the pricing of its services, for
both on-premises and cloud-based licensing. For example, as of August 1, 2015
Microsoft increased the on-premises User Client Access License, or CAL, (each user
needs a license, which covers multiple devices) by 13%, to reflect the better value of
the offering in comparison to the Device CAL (each device needs a license, but can be
used by multiple users). In some geographies, the CAL for Office 365, Azure, and
Dynamics CRM is also being increased, by between 5% and 26%. There was a
separate price increase in December 2012, as well, which covered Office 365.
Any business case developed today based on current pricing must include sensitivity
analysis around Microsoft’s potential pricing moves. Microsoft has previously, is
currently, and will likely in the future raise the price points of its cloud-based services.
Organizations have only three choices: downgrade to a cheaper plan, pay the new
higher price, or migrate away from Office 365.

LITTLE CONTROL OVER THE RELEASE OF NEW CAPABILITIES

Cloud services offer easy access to a range of capabilities that are designed for
widespread consumption by the majority of possible consumers. Specific preferences
that diverge from the norm are more difficult to address in general-purpose cloud
services, and if an insufficient percentage of customers demand a certain capability, it
will not be added. This becomes an issue for any organization that needs additional
functionality to meet business requirements as they have no or limited influence on
the product roadmap
With respect to Office 365, administrators can only respond to the new services that
are offered by Microsoft, because an administrator has very little influence over the
nature of the new services. This is Microsoft’s service offering, and Microsoft will
make it what it wants to make it. Organizations that have requirements that diverge
from Microsoft’s vision of the future for Office 365 must use third-party products to
address functionality approaches.

WORKING WITH MICROSOFT PRODUCTS

Building any cloud service (or any other product, for that matter) that appeals to the
majority of consumers requires taking a “good enough” approach to the creation of
its discrete elements. While Osterman Research believes that Office 365 is actually
quite a good offering in total, many of the different parts of Office 365 approach the
“good enough” bar, but may not be the “best-of-breed” offerings that some
organizations prefer. For example:
•

OneDrive for Business
OneDrive for Business is less functional than some third-party services like
Dropbox and Box, and can be confusing for people who also use the similarly
named, but quite different, OneDrive service. Lack of selective synchronization is
a problem, and the Mac OneDrive for Business client (in beta) will not be
sufficiently unreliable and unstable for many users.

•

Exchange Online Archiving
Microsoft’s policy-based archiving in Exchange can be circumvented by
employees and it lacks some important capabilities, such as tamper-proof
storage and collaborative review of discovered content. Moreover, there are
search limitations with Office 365, as well as a lack of flexibility with filtering,
tagging and exporting data. We discuss archiving issues at length in our March
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2015 publication, The Need for Third Party Archiving in Office 365.
•

Compliance Capabilities
Microsoft’s compliance capabilities in Office 365 are not sufficient for many
organizations, with weaknesses like no archiving for SharePoint, files, and
Yammer; basic legal hold capabilities; and limited search and workflow
capabilities for eDiscovery. See our recent white paper, The Role of Third-Party
Products for Office 365 Compliance, for detailed insight.

•

Integration Between Office 365 and Yammer
Despite purchasing Yammer more than three years ago, Microsoft has been slow
to integrate its capabilities with Office 365. This has caused problems for
customers unwilling to embrace Yammer due to security concerns regarding its
reliance on third-party code within the Yammer service. The integration is
improving, but it has taken awhile; for example, it was only in July 2015 that
Microsoft integrated Office Online with Yammer, capabilities that other Microsoft
business partners have offered for some time.

While offering a significant range of services under the Office 365 banner, many are
not as satisfactory as competing solutions.

MICROSOFT’S RATE OF INNOVATION MAY SLOW DOWN

Microsoft is currently executing well on many fronts, with momentum building for
Windows 10, ongoing development of Office 365, and the line of Surface tablets and
meeting room equipment, to name but three. Arguably, Microsoft also has had its
share of less successful offerings, such as Windows 8 and the Windows Phone
strategy. Nonetheless, Microsoft’s innovation rate ebbs-and-flows, and while Microsoft
is currently at a high point, the risk is that its current rate of innovation may slow
down.
Recent and current examples of lagging innovation from Microsoft include:
•

Social Collaboration with SharePoint
Microsoft’s social collaboration story with Microsoft SharePoint was only resolved
at a vision level by purchasing Yammer in 2012. It has taken, and is taking, a
while for the deep integration between Yammer and Microsoft’s existing products
to play out. Other vendors, such as Jive and IBM (with IBM Connections), offer a
better-integrated social collaboration story.

•

Geographically Distributed Tenants
Microsoft does not offer organizations the ability to split a single tenant over
multiple Office 365 data centers in order to store current data as close to the end
user as possible, although this is a planned Microsoft enhancement for the
future. A single organizational tenant is locked to one data center region, and the
employees of global organizations in other regions must put up with the
performance and latency available from that data center.

•

Archiving in Office 365
Microsoft offers archiving capabilities in Office 365 for Exchange (and Lync/Skype
for Business under specific architectural circumstances), and even then end users
can circumvent the policy-based archiving capabilities. Despite Office 365
offering a range of services – such as SharePoint, Yammer, and OneDrive for
Business – there are no native Microsoft archiving capabilities for these internal
services. Services external to Office 365 are also ignored, such as Facebook,
Twitter, and LinkedIn. Customers that require archiving with more capabilities
should consider the use of third party solutions to supplement native Office 365
capabilities.

In summary, the risk is that if Microsoft innovation slows, Office 365 innovation may
slow.
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RELIABILITY PROBLEMS ARE MAGNIFIED

Office 365 has been hit with a series of minor and major reliability issues, some of
which have taken down a complete data center for multiple hours2. Office 365 has
suffered from different kinds of outages, such as the inability to send or receive
email, no access to Exchange archives, and limited access to the Administration
console. Past outages of note include:
•

August 2011: a three-hour outage due to a networking interruption. The outage
affected customers in North America.

•

September 2011: a three-hour outage due to a DNS issue.

•

June 2014: an outage to Lync Online on Monday June 23, followed by a ninehour outage to Exchange Online on Tuesday June 24. Users on the East Coast of
the US had no email services for an entire business day. The Exchange outage
also affected Microsoft’s online tool for reporting service health and status,
meaning many IT professionals were left in the dark about what was going on.

•

July 2015: a multi-hour outage that affected customers in North America and
Latin America. Users were unable to send and receive email using Exchange
Online.

These outages are less severe than the three-day outage that took down Microsoft
Business Productivity Online Services in May 2011, but nonetheless when an entire
organization is relying on one service for all of its communication and collaboration
capabilities, any unplanned downtime is unacceptable. Microsoft Azure has also some
recent outages and failures.
In the best-case scenario, Microsoft is able to actively isolate problems and reduce
downtime to near zero, but when this will occur is an unknown at this point.

IT’S NOT THE LAST GREAT MICROSOFT MIGRATION

For a couple of decades, Microsoft has repeatedly put its customers through
migration projects in order to obtain its latest software offerings; these “forklift
upgrades” have been costly and time-consuming. Many of Microsoft’s largest partners
have built significant migration practices to ease the migration burden, with offers of
both consultancy support and migration tools. While many hope that with Office 365
this will happen no more, the risk is that it may not.
Situations where another migration could be necessary include:
•

The introduction of a new service to replace SharePoint, which requires reforming current data into the new service. We already see some of this in the
merging of Yammer and SharePoint.

•

A migration from Office 365 Dedicated to the next major version of the service
from Microsoft, based on the Office 365 multi-tenant architecture, but with many
of the Office 365 Dedicated value propositions. This scenario is a reality for
customers using Office 365 Dedicated.

•

A new paradigm for archiving and compliance in Office 365 to address current
limitations in the service. As we noted in our Office 365 Compliance white paper,
for organizations that need to retain records for seven years, Microsoft went
through three variants of its compliance offering for SharePoint Server (2007,
2010, and 2013) in a seven-year period. There is historical precedent for such
changes, and future changes could require a significant reworking by
organizations as well.

2

Some outages may be due to Azure-specific issues and not Office 365-specific issues.
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•

After experiencing the reality of Office 365 for a few years, organizations decide
to exit the service and return to an on-premises approach. In doing so they have
to migrate all current and historical data off the service and into a new
environment.

The best-case scenario sees Office 365 as the last great migration, with future
changes handled seamlessly within the service without major disruption. If that
doesn’t happen, organizations may face future migration challenges.

MIGRATING AWAY FROM OFFICE 365
The process of migrating to Office 365 is a significant undertaking and organizations
would prefer not to waste that work by leaving the service. However, there are
situations, albeit relatively few in number, where a migration away from Office 365
makes better business sense than staying, whether that migration is to another cloud
provider or back to an on-premises deployment. We look at these reasons, note the
challenges of doing so, and outline some risk mitigation strategies to ease the pain of
such a migration.

REASONS FOR MIGRATING AWAY FROM OFFICE 365

There are several reasons why an organization would shift away from Office 365,
including:
•

Change in IT Strategy
When an organization changes its IT strategy away from the use of cloud-based
services and toward the on-premises model, Office 365 may need to go. Some
organizations may decide they are better served by handling IT themselves, for
reasons including data security, data sovereignty, and lower cost.

•

Desire to Reduce Complexity
Office 365 is a continuation of Microsoft’s strategy to maintain its Office
dominance and drive updates to the newer versions of its tools, something which
Microsoft has invested significant resources in achieving due to its inability to
drive updates on feature improvements alone. In comparison to Google Apps for
Work, Office offers a lot more capabilities, but with additional capability comes
added complexity. Some organizations may consider leaving Office 365 because
users dislike the complexity of the user experience and how the Office desktop
applications integrate with Office 365.

•

Unreliable Service
Microsoft’s cloud services are increasingly reliable, but every now and then suffer
a significant outage that causes loss of service for multiple hours. Usually, it is a
small matter of an equipment failure, network failure, or an upgrade that wasn’t
fully tested that is amplified and magnified across thousands of user
organizations relying on Office 365.

•

Less Expensive to Go On-Premises
Office 365 enables organizations to quickly get started with many IT services
without incurring capital expenditure. This is balanced against higher operational
costs for the lifetime of using Office 365, such as Internet access and annual
licensing fees. At some point, a financial decision may be made to prefer capital
costs as opposed to operational ones.

•

Address Gaps in Functionality
Office 365 is improving in functionality, but there are still some gaps in how
encryption, archiving, search, compliance, and collaboration are handled.
Organizations may decide to take back control and address these areas of
functionality head-on through an on-premises environment.
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CHALLENGES IN MIGRATING AWAY FROM OFFICE 365

Over the past decade, Microsoft has built out its cloud services using software that
was originally designed for on-premises situations. Microsoft BPOS was built on the
2007 wave of on-premises tools (Exchange, SharePoint, Office Communications
Server), and the first version of Office 365 was built on the 2010 wave. Significantly,
these on-premises servers had been re-architected to scale for cloud-based
requirements. Sometime after Office 365 was upgraded to the 2013 versions of
Microsoft tools and Microsoft’s cloud-first strategy took hold, the positions swapped.
Office 365 now offers more advanced capabilities than what is available for onpremises customers, meaning that organizations wanting to build an on-premises
environment get a roll-up of recent changes to the Office 365 variants at a particular
point in time. Office 365 leads the functionality race in many areas.
Therefore, organizations migrating away from Office 365 will lose access to cloudonly services, such as Office Delve, Microsoft Yammer, and OneDrive for Business.
They will also lose access to products that require a cloud license, such as Microsoft
Office for iPad.
While there is a loss of functionality that will need to be addressed (and in the case of
Office for iPad, an alternative product sourced and licensed for use), there is also the
difficulty of re-creating business processes that have been designed based on these
capabilities being available. In addition, any archived or compliance data residing in
these systems will have no functional equivalent in an on-premises Microsoft
environment, greatly increasing the complexity of migrating away from Office 365.
A second significant challenge in migrating away from Office 365 is the difficulty of
finding IT personnel with the appropriate skill set. While organizations could make a
good financial case for re-building on-premises infrastructure for messaging and
collaboration, over the next few years it will become increasingly difficult to locate,
attract, and retain skilled IT architects, implementers, and administrators. The current
swing to the cloud will see fewer IT professionals pursuing the necessary
qualifications and experience to handle these job roles, which carries the implication
that any future swing away from the cloud will be problematic.
A third challenge is that some data in Office 365 is not migrated between the Office
365 service and the on-premises variant of the same. One example is scheduled
meetings in Skype for Business, which are not migrated to Skype for Business onpremises, meaning that users have to manually re-create these meetings.

STEPS IN MIGRATING AWAY FROM OFFICE 365
When migrating away from Office 365, a number of essential steps are required. The
specific technical details of migrating away are beyond the scope of this paper, and
Osterman Research recommends that all organizations pursuing this path should talk
with their Microsoft business partner or specialist technical advisory firm for step-bystep technical directions. However, without delving into the specific technical details,
the broad steps in migrating away from Office 365 include:
•

Think Strategically and Long-Term
You need a robust business case based on strategic thinking and a long-term
view for moving away from Office 365. A significant amount of capital
expenditure will be required by medium-to-large sized firms in shifting away,
which will test the mettle of decision makers if not backed by a solid business
case. There will be some months (or longer depending on your migration
velocity), where you will have to pay the capital costs to build a new
environment as well as the licensing fees to Microsoft for Office 365. This needs
to be factored into any business case.

•

Create New Identical User Accounts
Using Active Directory, Active Directory Federation Services (ADFS), and
Directory Sync, create a set of identical user accounts in the new on-premises
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environment. This will provide the most efficient way of bringing current data,
access privileges, and group membership details from Office 365 into the onpremises environment.
•

Build an On-Premises Environment to Receive Office 365 Data
Procure and provision sufficient server capacity, backup and disaster recovery
capabilities, and networking links, not to mention Microsoft licensing, to provide
a new environment to host Office 365 data. Whatever service capabilities you
have been using in Office 365 that you want to continue using in your new
environment – assuming a functional equivalent is available from Microsoft or an
ISV – will need to be created. For many organizations this will mean Microsoft
Exchange, SharePoint, and Lync/Skype for Business.

•

Offload Current Data from Office 365 to On-Premises
Current data in Office 365 will need to be migrated out of Office 365 and into the
new on-premises servers. Mailboxes in Exchange Online will need to migrated to
Exchange on-premises, SharePoint Online sites to SharePoint on-premises, and
Skype for Business contact lists to Skype for Business on-premises. Using
migration tools will significantly streamline this process, adding efficiency to the
activity and ensuring minimum downtime for users.

•

Offload Archived Data and Handle Compliance Issues
Archived data will need to be handled appropriately in order to assure no data
that should be subject to legal hold is inadvertently deleted, and all data and
metadata that is being stored for a certain number of years is migrated into a
new repository (such as a cloud archive) that honors the original compliance
mandate. Getting archived data out of Office 365 and into a new repository is
definitely a job for specialist migration tools.

•

Ensure Employees Have Access to the New Environment
Employees using desktop applications with Office 365 will need to undertake
some reconfiguration activities. Some of these steps can be pushed by policy
updates to employees, but some may need to be performed at each workstation.
Provide clear directions for each employee, and make IT staff available in each
office or work location to smooth the transition. For employees using Office for
iPad, they will need directions on how to procure the new, alternative tool.

•

Decommission the Legacy Office 365 Tenant
In order to stop paying the ongoing operational licensing charges for using Office
365, it is necessary to decommission the tenant and cancel all licensing
agreements (not to mention the potential eDiscovery problems). For
organizations with annual or longer licensing agreements in place, this may take
some time to work through.

MITIGATING THE RISK OF HAVING TO MIGRATE AWAY

Organizations can mitigate some of the risks of having to migrate away from Office
365 by following these recommendations:
•

Maintain an On-Premises Active Directory
Use Active Directory Federation Services (ADFS) and DirSync to maintain a fully
working Active Directory on-premises. This gives immediate term benefits around
user management in Office 365, and also streamlines any future decision to
migrate away from Office 365.

•

Don’t Use Office 365 for Archiving and Compliance
Treat Office 365 as the place for day-to-day communications, but not for
managing corporate archiving and compliance requirements. Use cloud-based or
on-premises solutions for archiving and compliance, or that allow the creation of
a separate archiving and compliance repository with fully capable tools.

© Osterman Research, Inc.

12

Critical Decisions When
Migrating to Office 365

•

Leverage Migration Tools or Professional Services
There are significant benefits to using specialized migration tools. In the law firm
case, for example, leveraging a tool could dramatically reduce the time to
migrate the Exchange content.

•

Retain Skilled IT Administrators
Invest in retaining skilled IT professionals within your organization, and give
them the opportunity to stay current with industry certifications.

•

Take a Hybrid Approach to Office 365
Avoid taking an all-in approach to Office 365 by retaining some capabilities onpremises through a hybrid architecture. This is a model supported by Microsoft,
and offers a number of near-time and risk-mitigation benefits.

CASE STUDIES
We spoke to a number of organizations that have migrated to Office 365. In brief,
here are their stories:
•

Law Firm
Migrated to Office 365 in order to replace an aging Exchange 2007 environment
that had restricted users to a five-gigabyte mailbox. Migrating 160 users took
just under one year, even though a professional services firm was used. The long
migration was due to the challenge of migrating the firm’s Public Folders into
Exchange Online, and eventually the professional services firm used a third-party
migration tool to get the job done. Other issues post-migration included less
effective spam filtering, and some challenges around getting Office 2013
provisioned on shared laptops.

•

Public Accounting Firm
Migrated on-premises Exchange, SharePoint, and license management into Office
365. The migration took about a week, due to some issues with getting Directory
Sync to work properly. Once that was resolved, shifting mailboxes for 125
employees happened over one weekend. The firm experienced some postmigration challenges with mail routing for multifunction printers and scanners,
calendar items that initially did not migrate properly, and were most annoyed
with Microsoft’s cancellation of the Midsized Business plan with little notice.
Stepping up to the Enterprise E3 plan required higher licensing fees.

•

Large University
Migrated from two separate on-premises email systems to Office 365 for the
entire university. Used a migration tool to shift email data from the on-premises
email servers to Office 365, which included the conversion of email from Zimbra
to Exchange Online. The migration took three months for 70,000 mailboxes.
Challenges during the migration centered on getting sufficient bandwidth to
move many terabytes of data into Office 365, and there have been some postmigration challenges with incompatibilities between earlier versions of Office and
Exchange Online. The solution has been to roll out Office 2013 to affected staff.

•

Corporate Office
While the rest of the organization migrated from Exchange 2003 to Google Apps,
the Corporate Office shifted to Office 365 because it was felt that Microsoft
offered better security. A professional services firm was engaged to run the
migration, and while they had some previous experience with migrating users
from Exchange 2007 and later to Exchange Online, they did not have experience
with Exchange 2003. This led to a protracted migration timeframe, and a much
higher cost than should have otherwise been incurred. Post-migration challenges
include unreliable password changes, lost email between Google Apps and Office
365, and less effective spam filtering and anti-phishing capabilities in Office 365
compared with the previous on-premises solution.
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•

Automotive Firm
Following a merger of two firms, the combined entity shifted from Exchange and
Notes/Domino to Office 365. The European business shifted 3,000 employees to
Exchange Online from Lotus Notes over a weekend. No mail was migrated,
meaning that users started with a clean slate. Historical email was still available
through the Notes client. The American side of the business has been migrating
its users since the beginning of 2015, and is almost finished. Post-migration
challenges have included the inability for staff to manage group membership
lists, poor support for delegation of administration rights across multiple
geographies, and the complexity of the firewall rules required to make Office 365
work. These challenges have required a set of remediation activities, which are
ongoing.

SUMMARY
Office 365 represents Microsoft’s quite successful attempt at providing robust,
business-grade email, communication, and collaboration capabilities to a mass market
that ranges from one-person firms to those with well over 100,000 seats. However,
no offering can be all things to all people, and Office 365 is no exception. It does not
provide all of the archiving, search, security, compliance, encryption and other
capabilities that every firm will need, necessitating the use of third party offerings to
fill the gaps. More strategically, Office 365 will not meet every organization’s
requirements, or may not do so permanently. Consequently any decision to migrate
to Office 365 must be carried out carefully and with a great deal of planning to
ensure that a) the migration to Office 365 is successful and that b) those who
migrate can reverse the process to bring back some or all of their capabilities inhouse if necessary.

SPONSOR OF THIS WHITE PAPER
Micro Focus is a global software company with 40 years of experience in delivering
and supporting enterprise software solutions that help customers innovate faster with
lower risk. By applying proven expertise in software and security, we enable
customers to utilize new technology solutions while maximizing the value of their
investments in critical IT infrastructure and business applications. As a result, they
can build, operate, and secure the IT systems that bring together existing business
logic and applications with emerging technologies—in essence, bridging the old and
the new—to meet their increasingly complex business demands.

© Osterman Research, Inc.

www.microfocus.com
@MicroFocus
+1 866 464 9282
info@microfocus.com

14

Critical Decisions When
Migrating to Office 365
© Osterman Research, Inc. All rights reserved.
No part of this document may be reproduced in any form by any means, nor may it be
distributed without the permission of Osterman Research, Inc., nor may it be resold or
distributed by any entity other than Osterman Research, Inc., without prior written authorization
of Osterman Research, Inc.
Osterman Research, Inc. does not provide legal advice. Nothing in this document constitutes
legal advice, nor shall this document or any software product or other offering referenced herein
serve as a substitute for the reader’s compliance with any laws (including but not limited to any
act, statute, regulation, rule, directive, administrative order, executive order, etc. (collectively,
“Laws”)) referenced in this document. If necessary, the reader should consult with competent
legal counsel regarding any Laws referenced herein. Osterman Research, Inc. makes no
representation or warranty regarding the completeness or accuracy of the information contained
in this document.
THIS DOCUMENT IS PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND. ALL EXPRESS OR
IMPLIED REPRESENTATIONS, CONDITIONS AND WARRANTIES, INCLUDING ANY IMPLIED
WARRANTY OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE, ARE
DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH DISCLAIMERS ARE DETERMINED TO BE
ILLEGAL.

135-000042-002
© Osterman Research, Inc.

15

