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NetIQ Advanced Authentication FrameworkSolving Authentication 
Challenges
Whether its to protect against long time security 
threats, desire to speed up business processes, or 
making engagement more convenient for their 
consumers, there are plenty of reasons why 
organizations want to transition as much of their 
environment as viable to passwordless. 

Multi-factor authentication: governments have 
established policies and issued mandates 
requiring  that access to sensitive information be 
protected by 2 factor authentication. Additionally, 
organizations commonly provide multiple types of 
authentication to accommodate user and situation 
diversity. 

Strong authentication: although passwordless 
solutions have been around for decades, recent 
shifts in the market have pushed this type of 
technology to the forefront. Passwordless  
technologies are highly resistant to the most 
common ways they are hacked, phishing. They 
also are key to making authentication easier for 
users. 

Convenient access: while security teams are 
primarily focused on protecting their resources, 
business owners and especially the users 
themselves place speed and convenience on the 
top of their list of priorities.   
- Smartphones have moved passwordless 

authentication, such as fingerprint and eye 
scan, to mainstream.

- New technology and a fast-growing market has 
made passwordless devices far more 
affordable to purchase, enroll, and manage 
than historically possible.

Authentication – core component of Access Management
KuppingerCole rates NetIQ by OpenText with a strong positive for Security, Functionality, 
Deployment, and Usability. OpenText has completed the purchase of Micro Focus, including 
CyberRes. 
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Key Benefits
Increased security – when organizations have the ability to consolidate all their authentication siloes down to a 
single architecture, they’re able manage their entire organizations with one set of policies, ensuring consistent 
access across their entire environment.

Lower TCO (total cost of ownership) – aside from the inherent vulnerability of authentication silos, having to 
touch multiple authentication administration points to add, remove, modify user authentication creates expensive 
overhead and headache.

Flexibility – the Advanced Authentication framework offers the most method integrations available on the 
market. It’s part of NetIQ’s platform that delivers advanced risk management which offers custom rules, 
behavioral analytics, and resource risk calculations. Available as an appliance, Docker containers, or SaaS.

Trusted 
by some of the largest deployments 
in the world for Workforce, B2B, 
and B2C.

• NetIQ Unplugged YouTube 
Channel: 
https://www.youtube.com/c/NetIQ
Unplugged

• Advanced Authentication for your 
business flyer

• NetIQ Advanced Authentication 
website

More Info

https://www.youtube.com/c/NetIQUnplugged
https://www.youtube.com/c/NetIQUnplugged
https://www.microfocus.com/media/flyer/netiq-advanced-authentication-for-your-business-flyer.pdf
https://www.microfocus.com/media/flyer/netiq-advanced-authentication-for-your-business-flyer.pdf
https://www.microfocus.com/en-us/cyberres/identity-access-management/advanced-authentication
https://www.microfocus.com/en-us/cyberres/identity-access-management/advanced-authentication
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