
Open Source 
Advantage: 
Fortify with Sonatype

Fortify™ by OpenText™ 
partners with Sonatype 
to help you manage your 
open source risk and 
secure your software 
supply chain.
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3. 
First line of defense 
Avoid costly supply chain attacks 
with early identification and 
automatic blocking of known 
vulnerabilities. Detect malicious 
and suspicious packages from 
popular ecosystems using next-
generation AI behavioral analysis 
and automated policy enforcement.

2. 
Complete software bill 
of materials (SBOM) 
Scans binaries to identify open 
source components and creates an 
SBOM, with remediation tips that 
include the next-known vulnerability 
version. Catalog SBOMs, allowing 
easy remediation and recall during 
an incident, improving response 
time and cost.

5. 
Build into your 
CI/CD pipeline
Scan any time in your pipelines, and 
configure to work with your current 
custom processes. Sonatype’s 
integrations enable true shift-left 
application security for development 
teams, allowing you to seamlessly 
control open source risk while using 
your favorite tools to weave security 
seamlessly in existing workflows. 

6. 
Manage your software 
supply chain artifacts 
Sonatype provides centralized, 
secure, and scalable repository 
management at the heart of your 
software supply chain.

1.
Integrated platform 
Fortify combines static analysis 
(SAST) and software composition 
analysis (SCA) into a single platform. 
By integrating the results from the 
Sonatype platform and Fortify Static 
Code Analyzer, it empowers every 
engineering team with the needed 
intelligence to create and maintain 
secure, quality, innovative software 
at scale.

4. 
Largest database of 
public and private 
vulnerabilities 
Managing risk effectively starts with 
great data, and Sonatype is driven 
by the most authoritative data in the 
industry. Sonatype uses artificial 
intelligence and machine learning, 
along with a dedicated team of 
engineers around the world focused 
on identifying and cataloging 
vulnerabilities to detect 70 percent 
more vulnerabilities than the NVD 
database alone.

Visit Fortify + Sonatype page ›

Learn more about  
Fortify + Sonatype Software 
Composition Analysis

https://www.microfocus.com/en-us/cyberres/application-security/software-composition-analysis/sonatype

